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Abstract—The evolution towards next-generation of mobile
networks demands for autonomous network management, em-
phasizing data-driven solutions based on Artificial Intelligence
(AI), in particular machine learning. To attain such goals, this
paper proposes a hybrid end-to-end learning approach that
integrates imitation learning, deep reinforcement learning, simu-
lation, domain adaptation, multi-agent cooperation, explainable
Al and generative AL. The work outlines a comprehensive vision
for online agent learning about optimum network management
policies while ensuring safety, interpretability, and adaptability in
highly complex and dynamic use cases at the network periphery.

Index Terms—Programmable Networks, Reinforcement & Im-
itation Learning, End-to-End Learning, Network Automation,
Transfer Learning, Safe RL, Generative Al, Explainable Al

I. INTRODUCTION

Network administration remains one of the most complex,
error-prone, and labor-intensive aspects of computer net-
working. Next-Generation mobile network environments face
unprecedented operational challenges [1]-[5]. These include
performance tuning, fault diagnosis, policy enforcement, and
dynamic reconfiguration.

Software-Defined Networking (SDN) provides a clean sep-
aration between the control and data planes and exposes
programmable interfaces for configuring network behavior
[6]. However, current SDN controllers still rely on static
policies or manual operator inputs for key decisions. This mo-
tivates developing intelligent agents that can reason and (semi-
)autonomously manage SDN-controlled network resources.

In this context, the paper proposes to tackle autonomous
management of mobile edge networks with an AI Toolbox
based on end-to-end deep learning solutions. A visual rep-
resentation of the main elements of this toolbox is given in
Fig. 1. We build upon prior surveys that highlight the benefits
of applying machine learning techniques to computer networks
[7]1-[10]. We also provide a comprehensive discussion of
the employed AI technologies, highlighting their individual
contributions to enabling end-to-end autonomous agent learn-
ing. These agents can continuously adapt and derive optimal
network management policies in response to changing and
unexpected network statuses.

The remaining paper’s structure is as follows. Section II
debates the SDN’s role in enabling intelligent and flexible

network administration. Section III outlines a learning-centric
roadmap for achieving autonomous management at the pro-
grammable network edge. In Section IV, we examine some
of the practical obstacles for applying the AI toolbox in
real-world programmable edge network environments. Finally,
Section V finalizes the paper and points out next promising
research directions to the deployment of the Al toolbox on
edge networking environments.

II. SDN IN NETWORK ADMINISTRATION
A. Key SDN Features for Learning Agents

SDN [6] offers several characteristics that are highly
amenable to learning-based control. First, its centralized con-
trol architecture provides the SDN’s controller with global
awareness of the network’s topology, traffic matrices, and
the state of all connected devices. Second, its programmable
interfaces enable the controller to dynamically modify for-
warding tables, reroute flows, or block traffic using protocols
such as OpenFlow. Third, SDN systems expose a rich set of
internal state information, including low-level statistics like
packet-in events, flow counters, and port statistics, which can
serve as valuable input features for learning agents. Finally,
the SDN controllers integrate well with learning-based agents
as independent applications, facilitating experimentation and
deployment without disrupting core network functionality.

B. Mapping Learning to SDN Control Tasks

We categorize several key SDN tasks where learning agents
can be effectively applied. One major area is flow manage-
ment, where agents select and install flow rules based on
observed traffic patterns and application requirements; this
encompasses both reactive strategies, where rules are installed
on demand, and proactive strategies, where rules are pre-
installed in anticipation of traffic. Another critical task is traffic
engineering, in which agents learn to balance loads across
multiple paths, reroute flows to avoid congestion, and prioritize
latency-sensitive traffic. In topology control, learning agents
can manage link activations, detect failures, and reconfigure
routes in real time. For policy enforcement, agents can be
trained to identify traffic that violates defined network policies
and to apply corrective measures automatically. Lastly, in the
domain of fault detection and recovery, agents can detect
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Fig. 1. End-to-end learning Al toolbox with Human-in-the-Loop for the autonomous management of programmable edge networks.

anomalous behavior or signs of performance degradation and
initiate appropriate mitigation actions. These tasks typically re-
quire context-aware and temporally extended decision-making,
making them particularly well-suited to Deep Reinforcement
Learning (DRL) approaches [8], empowered by Generative Al
(GAJ) techniques [9].

III. END-TO-END LEARNING Al TOOLBOX

To achieve autonomous edge network management in com-
plex and dynamic scenarios, a data-driven Al toolbox is
essential, combining human expertise with advanced Al to
enable end-to-end learning and potentially surpass human
performance. This section describes the toolbox components
and their potential synergies: imitation learning from human
administrators (Section III-A); DRL in simulated environ-
ments for safe, scalable policy refinement (Section III-B);
transfer learning and sim-to-real deployment to align vir-
tual training with real-world use (Section III-C); safe RL
for robust decision-making (Section III-D); recurrent policies
for partial observability in decentralized, resource-constrained
settings (Section III-E); coordination among DRL agents for
distributed intelligence (Section III-F); eXplainable Al (XAI)
to ensure interpretability and trust (Section III-G); Generative
Al (GAI) with LLMs to enhance perception, reasoning, and
decision-making in complex networks (Section III-H); and
synergies of toolbox elements toward autonomous end-to-end
learning for next-generation wireless networks (Section III-I).

A. Imitation Learning from Human Administrators

The artificial agents should initially learn about initial man-
agement policies from the human (e.g., network administrator)
[10]. This training process can be achieved through imitation
learning, which can be cast as a supervised learning task.

Training data can be drawn from various sources, including
network logs and events, historical SDN controller rule sets,
and configuration scripts from Network Management Systems.
These data sources provide hints in how experienced admin-
istrators respond to different network states and conditions.

To properly exploit imitation learning in the networks
domain, several challenges must be addressed. One major
issue is known as covariate shift, where the agent encounters

states during deployment that differ from those seen during
training, potentially leading to policy divergence. Additionally,
the training data may suffer from sparse coverage, especially
in the case of rare but critical situations, such as DDoS attacks
or cascading link failures. There is also often a need for
corrections, as early-stage agents may make poor decisions
that require expert intervention to label or correct.

To mitigate the covariate shift, several techniques can be
applied. DAgger (Dataset Aggregation) allows iterative refine-
ment of the policy by incorporating expert corrections during
agent policy rollouts. Online imitation learning frameworks
enable continuous updates based on operator feedback, while
active learning strategies prioritize data collection in uncertain
or high-impact regions of the state space. In [11] is proposed
an imitation learning framework between a transmitter and
receiver devices using a radio channel for communication
between them. In the framework, the transmitter acts as a
teacher with access to the optimal control policies derived from
the Digital Twin (DT), which accurately models the physical
wireless channel environment. Additionally, the receiver acts
as a learner, aiming to replicate or approximate these optimal
control policies by learning from the semantic information
transmitted from the transmitter device. This transmitter-
receiver interaction effectively shifts wireless communication
from mere data transfer to intelligent knowledge sharing,
enabling semantic-aware, causally grounded, and resource-
efficient distributed learned control in future DT-simulated
networks. However, with this solution, the transfer of binary
execution files can result in corruption as certain bits arrive
with errors at the receiver. To mitigate this issue, complemen-
tary error-recovery techniques should be employed, such as
Forward Error Correction (FEC) based on Hamming codes
[12], Automatic Repeat Request (ARQ) protocols [13], or
neural error correction methods [14].

B. Deep Reinforcement Learning in Simulation

Multi-armed Bandit (MAB) approaches to network man-
agement assume a stateless environment, where agents choose
actions based solely on immediate rewards [15], [16]. While
this simplifies decision-making, it prevents the agent from



accounting for how actions affect future network conditions,
limiting long-term adaptability.

To improve decision quality, Contextual MAB extends this
model by incorporating side information, such as, time of day,
user profile, or device configuration, before the agent selecting
an action [17]. These exogenous features help agents tailor
decisions to current conditions. However, Contextual MAB
still cannot capture how the environment evolves due to the
agent’s actions, making it insufficient for dynamic domains.

When the context includes features influenced by prior
actions (e.g., traffic load, latency, or topology), RL offers a
better fit [18]. RL models the problem as a Markov Decision
Process (MDP), enabling agents to learn policies that optimize
long-term outcomes by understanding state transitions. Still,
traditional RL relies heavily on manual feature engineering,
which is laborious and domain-specific.

Deep Reinforcement Learning (DRL) overcomes this chal-
lenge by leveraging deep neural networks to learn high-level
representations directly from raw data, thereby eliminating
the need for manually engineered features [8]. This end-to-
end learning capability makes DRL particularly well-suited
for dynamic and complex network environments, where state
spaces are often high-dimensional and difficult to model
explicitly. In such scenarios, DRL’s ability to adapt to changing
conditions and continuously improve its policy is invaluable
for scalable and adaptive network management. Several state-
of-the-art DRL algorithms are well-suited to this setting. For
instance, policy gradient methods enable fine-grained control
of decision-making by directly optimizing the policy. Proximal
Policy Optimization (PPO) offers a balance between sample
efficiency and stability, while Group Relative Policy Optimiza-
tion (GRPO) extends this idea to collaborative or distributed
agent scenarios, making it particularly promising for edge
computing and distributed network intelligence. Collectively,
these DRL algorithms can play a crucial role in autonomously
optimizing innovative decision-making processes, significantly
enhancing the performance and adaptability of future commu-
nication networks [19].

In a typical DRL setting, the agent operates over a for-
malized model comprising states, actions, and rewards. The
state captures the current condition of the network and may
include features, such as link utilization, flow statistics, and
routing configurations. Based on this state, the agent selects
an action, which may involve modifying flow rules, adjust-
ing link weights, or changing controller policies. The agent
then receives a reward that quantifies the desirability of the
outcome, typically reflecting improvements in metrics like
latency, throughput, resilience to failure, or policy compliance.

Simulation offers a safe, controllable setting for agents to
explore diverse conditions without impacting live networks.
It also enables repeatability and domain randomization to
enhance real-world generalization.

1) Hierarchical Learning: Many SDN tasks lend them-
selves to a natural decomposition into sub-tasks, such as
separating route selection from queue management or fault
detection from recovery strategies. Hierarchical Reinforcement

Learning (HRL) leverages this structure by organizing the
policy into multiple layers, each responsible for different levels
of abstraction. Higher-level policies can set strategic goals,
such as selecting a traffic engineering strategy, while lower-
level sub-policies handle operational details, such as selecting
specific paths or modifying flow tables. This modular approach
not only improves scalability and training efficiency but also
facilitates policy reuse across different network scenarios.

2) Handling Rare Events with Domain Randomization:
In real-world SDN environments, agents must manage both
routine network dynamics and rare, high-impact events such as
failures, anomalies, or attacks. To enhance robustness, domain
randomization can be used during training by systematically
varying simulated conditions, such as link failures, traffic
surges, and topology changes. This diversity of experience
helps agents generalize more effectively to unforeseen sce-
narios encountered during deployment.

C. Transfer Learning and Sim-to-Real Deployment

Policies trained in simulation environments often face sig-
nificant challenges when deployed in real networks due to the
well-known sim-to-real gap. Differences in topology fidelity,
traffic patterns, timing behavior, and unmodeled hardware-
specific phenomena can all degrade policy performance. To
address this, several techniques can be employed to facilitate
the transfer of learned policies to real-world deployments.

One approach is domain adaptation, which focuses on
aligning the statistical properties of features observed in
simulation with those encountered in the real environment.
Techniques such as adversarial learning can be used to reduce
the divergence between the two domains, thereby improving
generalization. Another method is fine-tuning, in which the
agent gradually adapts its policy using small amounts of
real-world data collected under controlled, safe conditions.
This incremental learning process helps mitigate risks while
improving policy performance in situ. A third strategy is meta-
learning, which aims to train agents that can rapidly adapt
to new network environments or topologies with minimal
additional training. By learning how to learn, such agents
are better equipped to generalize across diverse operational
conditions with limited feedback [11].

Collectively, these techniques provide a toolkit for bridging
the gap between simulation and deployment [11], ensuring
that learning-based SDN agents remain effective in realistic,
dynamically evolving networks.

D. Safe Reinforcement Learning

To ensure the safe operation of SDN infrastructures, espe-
cially during training and early deployment phases, RL agents
must operate under well-defined constraints. This is partic-
ularly important in production networks, where uncontrolled
exploration may lead to service degradation, security breaches,
or violation of service-level agreements.

One effective approach is the use of Constrained Policy
Optimization [20], which explicitly restricts the agent’s action



space to avoid decisions that could breach critical opera-
tional constraints. In the networks scenario, this could include
guaranteeing minimum bandwidth for essential services or
avoiding loops and black holes in routing. In high-risk or
unfamiliar states, agents can fall back on backup policies,
which consist of conservative, human-verified behaviors that
serve as a safety net. Additionally, reward shaping can be
employed to discourage unsafe behavior by introducing heavy
penalties for actions that risk destabilizing the network or
violating operational guarantees.

These safety mechanisms are not mutually exclusive and are
often combined to form a layered safety architecture, enabling
RL to be applied responsibly in real-world SDN deployments.

E. Modeling Partial Observability with Recurrent Policies

In practical SDN environments, agents often operate under
partial observability. Due to factors like monitoring delays,
state aggregation, or limited instrumentation, the full network
state is not always available at decision time. This uncertainty
can significantly impact the performance of learning-based
agents if not properly addressed.

A suitable formalism for such scenarios is the Partially
Observable Markov Decision Process (POMDP) [18], which
extends traditional RL, incorporating hidden data. To operate
effectively under this model, agents must maintain an internal
representation or memory of past observations and actions.

Recurrent Neural Networks (RNNs), including architectures
such as Gated Recurrent Units (GRUs), Long Short-Term
Memory (LSTM) networks, and Transformers [21], enhance
an agent’s capacity to maintain memory. These models enable
agents to capture temporal dependencies and construct internal
belief states, which are crucial for making informed decisions
in environments with partial observability. Incorporating re-
currence into the policy architecture equips agents to better
manage the uncertainty and dynamics characteristic of real-
world SDN operations.

F. Multi-Agent Deep Reinforcement Learning

In distributed SDN environments, spanning multiple ad-
ministrative domains or using hierarchical control, multiple
learning agents manage distinct network segments, while
ensuring coherence on the global network operation. For
instance, high-level intent management for persistent commu-
nication between two devices, apart each other from several
network domains, requires each agent to make local, learned
forwarding decisions toward a consistent end-to-end routing
path between those devices.

To address the above challenges, Multi-Agent Deep Rein-
forcement Learning (MADRL) paradigm can be a valid solu-
tion [22], [23]. MADRL uses deep networks to handle high-
dimensional, partially observable states. A key paradigm here
is Centralized Training with Decentralized Execution (CTDE)
[22], where agents learn cooperative policies using global
state during training, but they act based on local observations
at runtime. To enhance scalability and coordination, learning
communication helps agents decide when, what, and whom

to share information with, while thoughtful reward design
ensures local actions support global network intents [22].

G. Explainable Al for Network Operators

For learning-based SDN agents to be trusted and adopted
in operational settings, they must be able to provide clear and
comprehensible justifications for their decisions. This is partic-
ularly important when actions impact critical network services,
and operators need to validate the reasoning behind agents’
decisions. The investigation on these aspects is aggregated in
the area of Explainable Al (XAI) [10], [24]-[28].

In a recent work, the authors of [24] proposed a new
taxonomy for organizing explainability methods in RL agents,
based on the primary rationale that the agent conveys to the
human network administrator when justifying its decisions.
This taxonomy consists of three main classification groups:
i) Feature Importance (FI); ii) Learning Process and Markov
Decision Process (LPM); and iii) Policy-Level (PL). The FI
methods give justifications rooted in the current input state
of the system, identifying features that directly influenced
the agent’s most recent decision. The LPM methods offer
explanations based on the agent’s learned knowledge, typically
acquired through prior training, either offline from historical
network data or online via a digital twin model operating
in parallel with the live network. Finally, the PL methods
deliver explanations grounded in the agent’s long-term policy
behavior, summarizing how past experiences and strategies
have shaped recent agent decisions. In [10] is explored the four
phases for the deployment of Human-In-The-Loop (HITL)
RL systems: initial agent development; agent learning; agent
evaluation; and agent deployment. They also analyze where to
apply explainability in HITL RL.

The XAI methods collectively support greater transparency,
enabling operators to debug, validate, and ultimately trust the
behavior of intelligent SDN agents.

H. Generative Al

RL enables agents to learn policies through trial and error.
In contrast, Generative Al (GAI) models can produce context-
specific policies by leveraging prior training, often without
requiring additional online learning. GAI models aim to cap-
ture the full data distribution to produce new, realistic data
samples. Although GAI models are computationally intensive,
they offer advantages such as handling incomplete data and
adapting management policies to real-time, partially observed
network conditions. Considering these interesting capabilities,
the GAI also belongs to the toolbox of Fig. 1, offering the next
discussed advantages. First, GAI can give clear explanations
about past autonomous management decisions made by agents,
enabling XAI information to be sent and analyzed by an
human expert. Second, GAI can adjust previous controller
rules and create new rules with higher efficiency. Finally,
GAI can tune the reward functions of DRL agents, inferring
from learning past reward functions impact on the network
performance.



Recently, RL-based Large Language Models (LLMs) like
ChatGPT, DeepSeek, and Grok-3 have gained significant
attention for their advanced multimodal data understanding
[19]. A comprehensive review [29] has traced the evolution
of LLMs from reasoning tasks to autonomous Al agents in
domains like software engineering, math problem-solving, and
multimedia. Integrating LLMs with wireless networks presents
a promising approach to enhance overall network efficiency,
as LLMs bring robust reasoning and decision-making ca-
pabilities [19]. This synergy can significantly improve the
performance of future wireless communication systems by
optimizing network resource management via network slic-
ing [30], boosting transmission efficiency through semantic
communication and Integrated Sensing and Communication
(ISAC) [31], and achieving seamless, high-quality connectivity
with Reconfigurable Intelligent Surfaces (RISs) [32].

1. Autonomous Learning in Next-Generation Mobile Networks

The proposed Al toolbox (Fig. 1) offers a unified framework
to enhance future network management. Imitation learning
catalyzes agent training from expert behavior [10], while DRL
enables adaptive decision-making in complex and dynamic
environments [8]. Transfer learning and sim-to-real techniques
improve learning generalization [11].

To address partial observability [18], recurrent models pro-
vide memory over time [21], enhancing decision quality.
MADRL orchestrates robust learning among agents [22]. Gen-
erative models excels training by simulating traffic or rare sce-
narios [9]. Finally, explainable AI (XAI) ensures transparency
and trust in critical decisions [24]. Together, these techniques
enable efficient, autonomous, and resilient operation of edge
networking domains.

IV. PRACTICAL LIMITATIONS

Due to space constraints, this section focuses on the practi-
cal limitations of the most recent addition to the Al toolbox:
Generative Al (GAI). The network edge is formed by switches,
access points, or local domain controllers. Deploying intelli-
gent agents based on online GAI [33] at the network edge
domains offers significant benefits, including reduced response
times, enhanced bandwidth management, and autonomous
fault recovery in scenarios where centralized intelligent agents
are temporarily unreachable. However, the edge devices are
often resource-constrained, limiting their ability to host and
execute large-scale neural models, which contain billions of
parameters and require substantial computational resources. As
a result, LLMs are typically deployed in remote datacenters,
while lightweight neural models operate at the network periph-
ery. This architectural separation among models requires for a
collaborative framework in which edge Al models and remote
LLMs work in tandem to support, under uncertainty, robust
observation, inference, and decision-making. Recent studies
underscore the importance of such hybrid intelligence archi-
tectures to address the challenges of real-time autonomous
orchestration and resilience in edge networks [34]—[38].

In [38] is proposed a hybrid intelligence architecture that
leverages an edge-hosted vector database to cache previous
LLM-generated query responses. This enables low-latency
replies for similar future requests, reducing redundant com-
putation. When no cache hit occurs, requests are forwarded
to cloud-based LLMs. To optimize this decision process, they
model it as a Markov Decision Process and introduce DLRS,
a diffusion-based multi-agent RL algorithm. DLRS extracts
semantic features via a diffusion policy network to coordinate
LLM request scheduling across edge nodes. Experiments show
DLRS improves QoS, cutting latency and resource usage
by 15% compared to heuristics. Besides text, Al-generated
frameworks at the network edge can also generate other novel
content, namely, multimedia or 3D content [39].

Despite recent progress, several challenges remain in lever-
aging LLMs to enhance edge network performance for Al-
generated content services [40]. In IoT-driven environments,
data variability, from structured sensor streams to unstructured
natural language, complicates semantic caching and vector
similarity-based retrieval [38]. Determining when a cached
LLM-generated response is semantically appropriate for a new
request remains an open issue. Long-term caching at the edge
also introduces complexity, requiring intelligent data eviction
and retention policies to balance freshness, relevance, and
diversity. Furthermore, many LLM caching and scheduling
strategies have been evaluated in idealized conditions, rais-
ing concerns about their robustness in heterogeneous edge
environments with diverse hardware, dynamic network states,
and variable sensor activity. These challenges underscore the
need for adaptive, context-aware orchestration techniques for
scalable, real-time delivery of Al-generated content [40].

Overcoming the above challenges is crucial for enabling the
practical deployment of GAI in programmable edge networks.
Future work must investigate methods for semantic abstrac-
tion and generalization across diverse request types, possibly
integrating more sophisticated language understanding models
into the feature extraction pipeline. Additionally, dynamic
cache management policies should incorporate aging, utility,
and diversity metrics to maintain a responsive and compact
edge vector database, caching autonomously learned network
management decisions. Lastly, training RL agents via transfer
learning can apply robust policies across network domains.
In addition, GAI can revolutionize the knowledge on self-
managing edge networks [41], including future mobile net-
works [42] for optimizing their operation [9], communications
security [43], or Al-generated Service Content [39].

V. CONCLUSION AND FUTURE WORK

This paper presents an end-to-end learning roadmap for
Artificial Intelligence (Al)-powered autonomous edge network
management, integrating Imitation Learning, Reinforcement
Learning, Generative Al, and eXplainable Al. The proposed
Al toolbox can enhance network efficiency through adaptive,
real-time, and context-aware decision-making. In dynamic,
resource-constrained edge environments, lightweight Al agents



can enable predictive and energy-efficient management, im-
proving responsiveness and service quality. The agents self-
adapt to evolving user demands and network conditions,
supporting resilient and scalable operations. Future research
should address challenges such as multi-agent coordination,
sim-to-real policy transfer, and secure, accountable learning
to fully realize intelligent and autonomous edge networking.
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