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Abstract—This paper presents ongoing work in the context of a
recently funded research project, MoniCrowd, aimed at advanc-
ing crowd monitoring in dynamic urban settings, particularly
during temporary public events. The proposed system adopts
an adaptive architecture based on passive Wi-Fi probe request
detection, comprising portable sensors with multi-radio access
connectivity and a rule-based fingerprinting method for anony-
mous and reliable device counting. Sensors autonomously select
the best uplink from available connectivity options, enabling
operation in suboptimal locations. A novel tool, the Informa-
tion Elements Automatic Analyser (IEAA), enhances fingerprint
robustness through fine-grained feature selection. A new dataset,
collected under controlled Faraday cage conditions, supports this
development. Preliminary field deployment results show strong
correlation with manual counts, validating the approach under
real-world conditions. The proposed fingerprinting method also
achieved top accuracy in the international CONFRONT chal-
lenge. To optimise sensor performance in diverse environments, a
UAV-assisted calibration tool is under development; its design and
preliminary sensitivity mapping results are presented. Altogether,
this work lays the foundation for scalable, autonomous crowd
sensing solutions that can be rapidly deployed in dynamic urban
contexts without requiring specialised local expertise.

Index Terms—Crowd Monitoring, Wi-Fi Probe Requests,
Privacy-Preserving Fingerprinting, Adaptive Sensor Deployment,
Urban Sensing, Temporary Events

I. INTRODUCTION

International tourist arrivals have increased dramatically,
from 808.6 million in 2005 to an estimated 1.46 billion in
2024, according to UN Tourism [1]. Despite a sharp drop
during the COVID-19 pandemic, global tourism has now
rebounded to its previous peak levels (see Fig. 1), renewing
concerns over overcrowding and sustainability.

Overcrowding in public spaces, especially in tourist or
event-based settings, presents increasing challenges for urban
authorities. Crowding situations degrade visitors’ quality of
experience, reducing their feeling of safety, affecting the use
of basic services, while reducing destinations’ authenticity [2].
Overcrowding also deteriorates the lives of residents, due to
an increase in noise, less effective urban cleaning, and cultural
clashes when visitors fail to respect local customs, traditions,
and privacy, sometimes leading to the former expressing
negative feelings against the latter [3]. Last, but not least, the
environmental sustainability, structures, and cultural heritage
of overcrowded destinations are also jeopardized, leading to
a loss of authenticity [4]. To mitigate these concerns, smart
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Fig. 1. International tourist arrivals worldwide from 2005 to 2024, by region

tourism tools (STTs) have been developed by this team for
planning, monitoring, and analyzing collected crowding data,
in the scope of the RESETTING [5, 6] project.

Regarding crowding monitoring, traditional methods such as
surveillance cameras, acoustic sensing, or telecom data suffer
from either high infrastructure cost, privacy concerns, or lim-
ited real-time insight. However, a low-cost and scalable archi-
tecture composed of crowding sensors has been achieved [7].
The number of people in the sensor’s vicinity is estimated in
real-time using a GDPR-compliant, passive wireless sensing
approach that captures trace elements generated by mobile
devices during Wi-Fi activity. This method counts devices to
infer crowd density while addressing challenges such as MAC
address randomization.

Sensors may communicate data using one of the preconfig-
ured uplink options to mitigate the network limitations present
at the sensor location. This solution has been thoroughly
tested at different target areas, such as our University Campus.
However, deployments were planned for long-term use, and
the placement of sensors has been static with predictable
connectivity. Nevertheless, local public administration author-
ities, like municipalities, face an additional major problem in
their capacity to monitor overcrowding, predominantly during
temporary special events that are planned, such as festivals,
concerts, or anticipated to occur, like public demonstrations.

To address these challenges, a new research project, Moni-
Crowd, has been financed [8], with completion expected
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in 2026. This initiative builds upon the current system to
incorporate capabilities that enable flexible and temporary
deployments. Given the unpredictable and short-term nature
of these events, the project aims to deliver a monitoring
solution that can be rapidly deployed or repositioned by local
authorities as needed, without requiring specialised technical
expertise from on-site personnel.

To fulfill these goals, MoniCrowd introduces an adaptive
system architecture that integrates self-configuring sensors
capable of operating in suboptimal locations with limited con-
nectivity. The system presented in this paper includes the sen-
sor design, incorporating a data-driven rule-based fingerprint-
ing approach for anonymous device counting, and the backend
system for data aggregation, remote control, and visualization.
The sensors use the best available uplink option among
available radio access technologies and operators, ensuring
reliable communication under diverse conditions. Recognising
that such locations may also lead to overlapping coverage or
blind spots, the project incorporates a UAV-assisted calibration
tool, whose design is presented in this work. Although still
under development, manually surveyed sensitivity maps have
been obtained to explore this approach. These maps are used
to determine optimal sensor configurations, which are later
updated over the air to maximise detection accuracy and
minimise overcounting. An initial field deployment is also
presented, validating the system’s performance in a real-world
scenario at a high-traffic tourist site.

In parallel, the project addresses key limitations of finger-
printing techniques that rely on outdated or limited datasets.
This paper presents a new dataset currently being collected
under controlled conditions using a custom-designed Faraday
cage and introduces the Information Elements Automatic
Analyser (IEAA), a tool developed to enhance fingerprint-
ing robustness through fine-grained feature selection. While
the current fingerprinting approach is based on a rule-based
method validated in the CONFRONT challenge [9], future
work will explore semi-supervised learning models, including
Siamese networks, to further enhance adaptability to evolving
device behaviours. The complete system will be validated in
upcoming pilot deployments during temporary public events
organised by local authorities. To ensure reusability, Moni-
Crowd will also deliver a comprehensive toolkit with techni-
cal documentation, tutorials, and training resources, enabling
adoption by municipalities. To support broader adoption, the
paper also provides a cost estimation analysis for deployments
at different scales. The final expected result is that this adaptive
system for crowd monitoring may be easily adopted by other
public administration authorities, not only municipalities but
also law enforcement or civil protection authorities [8].

The remainder of this paper is structured as follows. Sec-
tion II reviews related work on Wi-Fi fingerprinting and crowd
monitoring, while Section III details the system architecture,
including the design of sensors and backend infrastructure.
Section IV describes the implementation details and evaluates
the system through controlled experiments and a real-world
deployment, including preliminary results for calibration and

a cost analysis. Finally, Section V concludes the paper and
outlines directions for future work.

II. RELATED WORK AND BACKGROUND

Several approaches may be considered for crowd detection,
such as image capturing, sound capturing, social networks,
mobile operators’ data, and wireless spectrum analysis [10].

Capturing sound to detect crowds [11] leads to low preci-
sion and detection ranges. Image and video processing have
also been used, where cameras provide visual information
from a location, and images are processed through learning
techniques [12]. However, for these approaches, processing
is computationally demanding and lacks scalability, regarding
implementation and communication costs. Other approaches
relied on the geo-location information of content that is
published on social media networks, such as Instagram, X,
or Weibo, for the same purpose [13]. However, this approach
depends on the usage of these platforms, thus making it
less representative of the actual crowding. Moreover, all the
mentioned approaches raise privacy issues. Alternatively, some
authors have used massive volumes of data available from
mobile operators [5, 14]. Nevertheless, these methods focus
on retrieving patterns and predictions from past gathered data,
making it inconvenient to generate relevant metrics in real
time from those massive datasets. There is a need for solutions
that are more capable of detecting crowds in real-time, while
maintaining privacy.

For the above reasons, research on crowd monitoring
has been gradually tending towards sensor-based monitoring
approaches, supported by edge processing, fostered by the
need to develop less-intrusive and privacy-preserving crowd-
monitoring techniques that comply with restrictive privacy
guidelines such as GDPR [15].

Sensing wireless communication traces from mobile devices
has been a widely used approach for detecting crowds ef-
fectively, as most users carry a mobile phone. It has been
assumed that the number of mobile devices in a given area
is directly correlated with the number of people in the same
area. This assumption is corroborated by De Meersman [16],
who demonstrated that mobile phone data is a valuable source
for statistical counting of people. Earlier approaches relied on
counting the number of unique Media Access Control (MAC)
addresses in messages emitted by mobile devices.

However, due to privacy concerns, since 2014, mobile
device manufacturers have started to implement address ran-
domization, making it more challenging to accurately estimate
crowding. As such, research has advanced towards the ex-
ploration of other properties and fields of devices’ messages.
Several strategies have already been adopted for this purpose.
Some authors employed a fingerprinting technique based on
information elements (IE) fields to generate a unique identifier
of each device [17, 18], while others combine this with
other properties from device’s messages, such as sequence
numbers, burst size, time between messages in a burst, in a
clustering algorithm, where each cluster should represent a
unique device [19-22] or a device model [23]. However, most



processing has been performed in the cloud, making it difficult
to comply with GDPR.

Earlier work [10] by this research team complies with users’
privacy rights, performing passive non-intrusive detection, by
implementing only edge processing. More recent efforts [5, 7,
24] continue along this line, using a public dataset [25] that
was enriched with additional data collected under controlled
laboratory conditions, as detailed in this paper. This enriched
dataset enabled the development of the current data-driven,
rule-based Wi-Fi fingerprinting algorithm, which went on to
win the international CONFRONT challenge.

In contrast, camera- and acoustic-based systems, though
capable of providing contextual information, face high de-
ployment costs, heavy computational demands, and serious
privacy concerns. Social media and mobile operator data
allow large-scale analyses but are constrained by dependency
on user activity or delayed availability, preventing real-time
use. By comparison, our approach directly addresses these
limitations by ensuring privacy by design, supporting real-time
responsiveness, and enabling scalable deployments suitable for
temporary public events under strict GDPR requirements.

III. SYSTEM OVERVIEW

The proposed architecture for adaptive crowd monitoring is
designed to address the challenges faced by public authorities
during temporary events in urban settings, such as festivals
or public demonstrations. It comprises three primary subsys-
tems: the CrowdingSensorUnit, the CrowdingServerUnit,
and the novel AdaptiveCalibrationUnit, each responsible for
key stages in the sensing, calibration, and data management
pipeline (see Fig. 2). This work extends a previous archi-
tecture [7] that introduced a Wi-Fi-based crowd monitoring
solution with edge processing for anonymous fingerprinting.

The CrowdingSensorUnit represents the edge layer of the
system, responsible for real-time, privacy-preserving detection
of crowd presence. Each sensor is equipped with a passive
Wi-Fi sniffer that captures probe requests from nearby mo-
bile devices. These are processed locally using a lightweight
WiFiCrowdingDetector, which performs device fingerprinting
based on Information Elements (IEs). The local SensorDBMS
stores configuration and detection records. The Detectio-
nEngine counts distinct devices over configurable sliding
intervals, while the DataRetentionManager enforces retention
policies aligned with GDPR compliance. The Communication-
Manager ensures robust uplink and downlink communication,
enabling Multi-RAN connectivity and supporting both data
transmission and over-the-air updates for sensor configuration,
such as sensitivity adjustments. The ControlManager handles
sensor control and configuration, including applying calibra-
tion updates received remotely.

The AdaptiveCalibrationUnit introduces a novel, automated
sensor calibration methodology tailored for temporary and dy-
namic deployments. Central to this unit is the MissionControl
module, which orchestrates a UAV-assisted calibration process.
During installation, a drone equipped with a talkative device

follows a predefined flight path to emit controlled probe re-
quests across a grid of positions. These emissions are captured
by the deployed sensors to generate spatial sensitivity maps.
The GeoTrack module records high-precision UAV positioning
using Real-Time Kinematic (RTK) corrections. The signal data
and positioning are then processed by the CalibrationEngine
in the CrowdingServerUnit, which implements an optimization
function to derive ideal sensor parameters. These are applied
remotely via the downlink channel.

The CrowdingServerUnit serves as the system’s backbone,
supporting two main verticals: data ingestion and visualiza-
tion, and calibration and control. Incoming detection data are
collected by the CrowdingCollector and stored in the Time-
SeriesDBMS. Visualization and decision support are facilitated
by the VisualizationPlatform and AlertingEngine, offering real-
time insights. The CalibrationEngine processes calibration
data and issues configuration updates, supported both by
metadata from the AdaptiveCalibrationUnit and sensor data
maintained in the ServerConfigDBMS. The MessageServer and
ProxyServer enable Multi-RAN communication with sensors.

In contrast to the previous version of the architecture [7],
the design proposed in this work introduces two key in-
novations: (i) the AdaptiveCalibrationUnit, which leverages
UAV-assisted signal injection and RTK-based positioning to
enable automated, location-aware sensor calibration; and (ii)
integrated Multi-RAN communication capabilities, supporting
flexible uplink and downlink connectivity and remote over-the-
air configuration. These enhancements significantly increase
the adaptability and scalability of the system for temporary
and mobile deployments.

IV. IMPLEMENTATION AND DEPLOYMENT RESULTS

The current implementation of the proposed crowd mon-
itoring system and results from its initial deployment will
be presented. It begins with the development of the sensor
units and a data-driven, rule-based fingerprinting method for
anonymous device identification. It then outlines the pro-
cess of collecting high-quality training data in a controlled
environment to support robust fingerprinting, including the
validation of its use. The next subsection presents the central
server and its role in data aggregation, remote control, and
real-time visualization, supported by field deployment results.
This deployment validates the system’s accuracy in estimating
crowd sizes under real-world conditions. The section contin-
ues with a description of an adaptive calibration strategy in
development, which uses UAV-based signal scans to adjust
the sensor configuration. It concludes with a cost estimation
analysis for different deployment scales.

Sensor Implementation and Fingerprinting

The primary function of the Crowding Sensor Units (Sen-
sor) is to estimate crowd density in specific urban locations by
passively detecting Wi-Fi probe requests broadcast by nearby
mobile devices. By identifying and counting distinct devices
within a defined time window, each Sensor contributes to the
real-time estimation of the number of individuals present in the
monitored area. To ensure accurate counting in the presence
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Fig. 2.

of MAC address randomization and repeated transmissions, a
robust fingerprinting method is required to distinguish between
unique devices and to avoid overcounting.

Device identification is performed using a novel fingerprint-
ing method based on Information Elements (IEs) extracted
from Wi-Fi probe requests. Previous approaches have typ-
ically used fewer IEs because they treated their content as
undifferentiated byte sequences [17, 18, 23]. In contrast, this
work introduces a more granular strategy, where fingerprint
construction is not limited to the value of IEs as a whole
but extends to their internal structure. Specifically, the method
considers three distinct components from each IE: the ID
Value (indicating the IE’s presence), the ID Length, and
the individual byte-level content. This allows for a more
precise device representation, improving both distinctiveness
and resilience to minor variability.

The selection of which IEs, and which components within
them, should be used was performed automatically using the
Information Elements Automatic Analyser (IEAA), a tool
developed as part of this work. The IEAA was applied to
a public dataset [25], comprising labelled probe requests for
a set of different devices, as well as to data collected in a
controlled local environment (described in this section). For
each candidate IE, the tool evaluated three key criteria: its
presence rate across devices, its temporal stability for individ-
ual devices, and its uniqueness at the byte level across devices.
IE data that were frequently observed, showed consistent
values over time for the same device, and exhibited high
variability across different devices were considered suitable
for fingerprinting.

The final selected set is presented in Table I, which also
indicates which parts of each IE metadata (ID and Length)
and content (specific bytes) are included. These extracted
components are concatenated into a feature string, which is
then hashed using the tlhaO function from the tlha library,
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I]"—‘ Oi_ﬁ ProxyServer

Modelio Component Diagram

known for its performance [26].

TABLE 1
DATA IN SELECTED WI-FI INFORMATION ELEMENTS (IE) USED FOR
FINGERPRINTING

Information Element (IE) IE Data Considered Byte #
ID | Length | Content | Removed

Supported Rates Yes Yes Yes -
Extended Supported Rates Yes Yes Yes -
DS Parameter Set Yes No No -
HT Capabilities Yes Yes Yes 5th
VHT Capabilities Yes Yes Yes -
Extended Capabilities Yes No Yes -
RM Enabled Capabilities Yes Yes Yes -
Interworking Yes Yes Yes -
Vendor Specific Yes Yes Yes 6th, gt

This process yields a compact, deterministic, and data-
driven rule-based fingerprint that enables passive device iden-
tification while preserving privacy, thereby enhancing the
accuracy and reliability of crowd size estimation.

Each Sensor, shown in Fig. 3, is based on a Raspberry Pi
and integrates an Alfa Network AWUSO036ACH Wi-Fi adapter
for probe request capture. To support multi-RAN connectivity,
a Raspberry Pi IoT LoRa pHAT is included for LoRaWAN
communication, operating alongside the onboard Wi-Fi inter-
face. The Raspberry Pi is to be equipped with a Geekworm
X1202 4-Cell 18650 UPS HAT, providing an off-grid power
supply suitable for autonomous operation. All components are
housed in a weather-resistant enclosure, designed for portable
deployment during temporary urban events. The units run
Kali Linux, selected for its comprehensive support of low-
level networking tools, and employ a customised version of
aircrack-ng specifically developed to extract IEs at the byte
level for fingerprinting. The local software stack comprises



Python-based modules for control, configuration, and data
handling, along with a local SQLite database for managing
fingerprint data and sensor settings. An MQTT client en-
sures communication with the central Crowding Server Unit
(Server), publishing anonymised and aggregated counts, and
subscribing to control and configuration messages.

Fig. 3.

Open and closed views of the crowding sensor unit.

Dataset Construction for Robust Fingerprinting

To implement effective device fingerprinting, training
datasets with reliable ground truth are essential. These datasets
may vary in nature, ranging from synthetic data [23] to real-
world probe request traces [25]. While synthetic data allows
for flexibility and scalability, datasets collected from actual en-
vironments offer greater realism. However, publicly available
real-world datasets are limited in number and often small in
size. To address this, the current work extends existing public
datasets by collecting new data under controlled laboratory
conditions.

To ensure data quality and avoid contamination from exter-
nal signals, a custom-designed Faraday cage was constructed
specifically for Wi-Fi probe request acquisition. This enclo-
sure blocks electromagnetic radiation from external sources,
enabling the collection of high-fidelity ground-truth data.
The resulting datasets will be processed and made publicly
available to support reproducibility and further research.

Fig. 4 shows the experimental setup used for collecting Wi-
Fi probe requests within the Faraday cage. The structure is
engineered to provide robust signal isolation, thereby ensuring
the integrity of fingerprinting data collected in a controlled
setting. It employs a multilayer shielding approach consisting,
from the outside in, of an aluminium shell, an outer layer of
RF shielding fabric, a wooden frame for structural support, a
layer of conductive dissipative foam, and a final inner layer
of RF shielding fabric.

This layered shielding design combines different electro-
magnetic interference (EMI) mitigation mechanisms:

« Reflection, via the aluminum shell and conductive RF
fabrics, deflects incident high-frequency signals.

« Absorption, provided by the dissipative foam layer, reduces
residual electromagnetic energy through dielectric and resis-

Fig. 4. Faraday cage setup used to collect training data for fingerprinting.

tive losses within the material.

« Dissipation, distributed across all lossy layers, further at-
tenuates any remaining signals by spreading and weakening
signal energy as it traverses the shield.

This multi-mechanism approach reduces the intensity of
incoming electromagnetic signals far more effectively than any
single material could, ensuring a highly controlled environ-
ment for capturing uncontaminated wireless traces.

The dataset currently being collected using this Faraday
cage, combined with existing public data, is essential to
support the IEAA tool and enhance fingerprinting robustness.
This has already been demonstrated by the success of the
currently implemented Wi-Fi fingerprinting algorithm in the
international CONFRONT challenge, where it achieved 295
out of 300 points across tasks of increasing difficulty, by
accurately estimating the number of distinct devices in an
unlabeled dataset.

However, any dataset is inherently prone to obsolescence
as the use of wireless protocols and device characteristics
evolves, making it increasingly difficult to maintain calibrated
sensors capable of reliably distinguishing and counting unique
devices. Addressing this limitation is critical to ensuring
that fingerprinting methods remain effective across successive
device generations and software updates, thereby supporting
consistent long-term accuracy in crowd estimation. By proac-
tively constructing a larger and more diverse dataset, this work
lays the groundwork for applying machine learning techniques
aimed at improving the adaptability of fingerprinting. In par-
ticular, semi-supervised learning approaches are well-suited
to this setting, where large volumes of unlabeled data are
readily obtainable, while labeled data remain limited. These
methods offer a promising direction for enhancing fingerprint
resilience without relying on extensive manual annotation.
Specifically, the expansion of fingerprinting models using
Siamese networks and the exploration of transfer learning
across datasets are foreseen as key strategies for improving
long-term sensor resilience.



Server Implementation and Deployment Validation

All data collected by the individual Sensors is transmitted
to the central Crowding Server Unit (Server), a Virtual Private
Server (VPS) running Ubuntu OS. The Server is responsible
for aggregating, storing, and making the information available
for real-time visualization, analysis, sensor control, and config-
uration. Communication between the Sensors and the Server is
achieved via a lightweight message broker (Mosquitto MQTT),
allowing transparent multi-RAN communications. The Server
hosts a local time-series database (InfluxDB), which receives
data from a Telegraf agent, and serves web-based interfaces
implemented using Grafana dashboards, enabling access to
both historical and real-time crowding metrics for each sensor
location. Sensor configuration and calibration modules, devel-
oped in Python, rely on a PostgreSQL database.

One of the deployment scenarios tested so far consisted of
two Wi-Fi crowding sensors (named Kiosk and Help-point) in-
stalled at strategic locations within Pena Park and Palace, one
of the most visited tourist locations in Portugal, during a mon-
itored public event of relevance to the park’s management. For
the data visualization of the crowding information collected by
the two sensors, a customized Grafana dashboard was created,
based on templates defined for different monitoring scenarios,
and is presented in Fig. 5. This dashboard includes temporal
graphs that show crowd variation over time, allowing users
to observe fluctuations in crowding during specific periods, as
well as interactive maps displaying the real-time location of
each sensor along with their corresponding crowding levels.
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Fig. 5. Dashboard for crowding data visualization at Pena Park.

Ground-truth data were also obtained by manually counting
the number of individuals in the vicinity of the monitored areas
at 5-minute intervals. To evaluate the effectiveness of the fin-
gerprinting and counting methodology, statistical analysis was
performed. Pearson correlation coefficients between the sensor
detections and the actual number of people were calculated
for each sensor, revealing strong positive correlations: 0.9448
and 0.8502 for the Kiosk and Help-point sensors, respectively.
These results demonstrate a high degree of accuracy in the
system’s ability to estimate relative crowding levels.

In addition, the Dynamic Time Warping (DTW) algorithm
was applied to assess the temporal similarity between the
sensor detections and the actual number of people over time.
The DTW distances obtained were 1.084 for Kiosk and 1.924
for Help-point, confirming good alignment between the trends

in the estimated and actual counts, even in the presence of
minor timing offsets or variability in crowd flow.

The superior performance of the Kiosk sensor can be
directly attributed to its favourable placement conditions and
better RF propagation, highlighting the critical importance of
sensor calibration tailored to the specific characteristics of
each deployment site. This reinforces the need for adaptive
calibration mechanisms that adjust sensor sensitivity and de-
tection thresholds according to environmental factors, ensuring
consistent and accurate crowd estimation across diverse urban
scenarios.

Adaptive Calibration via UAV Support

Crowd sensor placement critically affects accuracy. The
work presented here, developed under the MoniCrowd project,
[8], aims at the integration of a UAV-assisted calibration
strategy that includes signal scans across a grid over the
deployment area. Based on collected data, a sensitivity map
is computed per sensor, and optimal detection thresholds are
derived using optimization algorithms.

To obtain the sensitivity map, the project is implementing
a customized DJI Mavic 3T drone that flies over these points,
using Real-Time Kinematics (RTK) to achieve centimetre-level
positioning accuracy. Onboard, the drone carries a Google
Pixel running GrapheneOS, which gives us better control
over MAC address identification and the emission of Wi-Fi
probe requests. Sensors, when placed in calibration mode,
send timestamped SNR information of Probe Requests sent
by the Google Pixel device. This information is stored in the
ServerConfigDBMS (PostgreSQL database), to be used later
by the CalibrationEngine.

Fig. 6 illustrates preliminary information manually collected
for the calibration process at 2 pilot deployment sites in the
Lisbon region: National Palace and Gardens of Queluz (top
row) and Park and Palace of Monserrate (bottom row). For
each site, the 3 views shown from left to right correspond to:
(1) the monitored location, (2) the spatial matrix defining the
drone’s signal emission grid of calibration points, and (3) the
resulting sensitivity map with the signal reception levels at one
Sensor.

These maps will then feed into an optimization algorithm,
implemented in the CalibrationEngine module at the Server,
that adjusts sensor sensitivity. The sensitivity of each sensor
will be updated over the air (OTA), using downlink com-
munication with the Sensor, ensuring better coverage and
minimized detection overlap of crowd counting.
Deployment Costs Estimation

To assess the economic feasibility and scalability of the
proposed crowd monitoring solution, a detailed cost estimation
was conducted, as summarised in Table II. The analysis
considers multiple deployment scenarios with varying numbers
of sensors (1, 10, 20, and 30), reflecting both small-scale and
large-scale applications. The total cost for each scenario in-
cludes hardware components, protective cases, communication
fees, and server infrastructure.

Core sensor hardware (€179.23 per unit) includes a Rasp-
berry Pi 5 (4GB) with active cooling (SC1148), an Alfa Net-
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https://www.parquesdesintra.pt/en/parks-monuments/park-and-palace-of-monserrate/

1 A [ G
I “r-’”“w"
5L i

Fig. 6. Calibration setup at Queluz (top) and Monserrate (bottom): location view, drone emission grid, and resulting sensitivity map.

TABLE 11
TOTAL COSTS ESTIMATION FOR DIFFERENT SETUPS

# Sensors 1 10 20 30

Sensor Power €90.75 €907.50 | €1815.00 €2720,50
Sensor Hardware €179.23 | €1792.30 | €3584.60 €5376.90
Sensor Cases €90.00 €900.00 | €1800.00 €2700.00
Communications €0.98 €9.80 €19.60 €29.40
Server Hosting €72.98 €72.98 €72.98 €72.98
Total = 1st Year €432.96 | €3681.60 | €7291.20 | €10900.80
Total > 1st Year €72.98 €81.80 €91.60 €101.40

work AWUS036ACH Wi-Fi adapter for probe request capture,
a Raspberry Pi IoT LoRaWAN pHAT for additional connec-
tivity, a UART GPS NEO-8M module for location metadata,
and a RTC Backup Battery (SC1163). Each unit may also
have a Geekworm X1202 UPS and four Samsung INR18650-
35E batteries to support off-grid deployment, adding an extra
cost of €90.75 per sensor. Weather-resistant enclosures, for
outdoor event scenarios, cost €90 per unit.

Communication costs are calculated based on expected
MQTT uplink and downlink data traffic over LoRaWAN, using
Helium’s public pricing model [27], yielding an average of
€0.98 per sensor annually. Server hosting is based on a yearly
subscription for a VPS used to operate the Crowding Server
Unit, currently priced at €72.98.

The first-year total combines the one-time hardware and
case investments with ongoing communication and server
expenses. In subsequent years, only the operational costs

(communication and server) apply, significantly reducing the
maintenance burden. This cost analysis demonstrates that the
solution remains economically viable even at larger scales,
supporting its applicability in diverse urban event scenarios.

V. CONCLUSION AND FUTURE WORK

This paper presented an adaptive, privacy-compliant system
for real-time crowd monitoring in urban settings, tailored for
temporary events. The proposed architecture combines self-
configuring Wi-Fi sensing units, multi-RAN connectivity, and
a UAV-assisted calibration mechanism. A robust fingerprinting
method based on detailed Information Elements analysis was
developed and validated in controlled conditions by ranking
first in the CONFRONT international challenge on Wi-Fi
frame fingerprinting. The system was also tested in real-
world conditions at a UNESCO heritage site (Pena Park),
demonstrating strong correlation with manual crowd counts,
even under MAC address randomization.

In addition to its technical design, the system offers prac-
tical scalability, supported by cost-effective components and
infrastructure. The modular architecture and remote manage-
ment features enable rapid deployment with minimal technical
overhead, making it suitable for municipalities and civil pro-
tection services. A key contribution was also the design and
construction of a controlled test environment using a Faraday
cage, which enables the creation of a high-quality labeled
dataset. This dataset not only supports the current rule-based
fingerprinting approach but also lays the groundwork for the
training and validation of future machine learning models.



Future work will focus on: (i) extending the fingerprinting
engine using semi-supervised learning techniques such as
Siamese networks to improve generalization to evolving device
patterns; (ii) completing the automation of the UAV-based
calibration process; and (iii) validating the system during
large-scale public events.
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