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Resumo

O uso crescente de solugdes de Tl ndo autorizadas, conhecido como Shadow IT, representa um desafio
significativo para grandes organizacGes, comprometendo a seguranca, a conformidade regulatéria e a
governanca dos sistemas de informacdo. Esta dissertacdo investiga como as plataformas de
desenvolvimento low-code (LCDPs) podem mitigar os riscos associados ao Shadow IT, permitindo o
desenvolvimento rdpido e governado de aplicacdes empresariais com participacdo tanto de
desenvolvedores profissionais quanto de desenvolvedores cidaddos. A investigagdo adota uma
metodologia de Design Science Research em trés fases: (1) uma revisdo sistematica da literatura
seguindo o protocolo PRISMA, que identificou os principais desafios do Shadow IT e as capacidades
das LCDPs; (2) o desenvolvimento de um framework de avaliacdo estruturado com 62 itens
organizados em dez clusters tematicos; e (3) a aplicacdo do framework através de triangulacdo multi-
LLM, utilizando quatro modelos de linguagem de grande escala (ChatGPT, Claude, Gemini e Grok) como
avaliadores independentes, complementada por validacdo de especialistas humanos. A avaliacdo
abrangeu quatro plataformas lideres de mercado: Mendix, OutSystems, Appian e Microsoft Power
Apps. Os resultados demonstram que o OutSystems obteve a pontuacdao mais elevada, seguido pelo
Appian, Power Apps e Mendix. A metodologia de triangulacdo alcancou 86,3% de concordancia entre
avaliadores, com validagdo humana aplicada aos 13,7% de itens com divergéncia significativa. Lacunas
criticas foram identificadas nas capacidades de DevSecOps do Mendix e do Power Apps. Este estudo
contribui com um framework de avaliagao teoricamente fundamentado e uma abordagem inovadora
para avaliagdo assistida por IA, oferecendo orientagdes praticas para organizagdes na selegao de

LCDPs.

Palavras-chave: Shadow IT, plataformas low-code, governanca de Tl, desenvolvedores cidaddos,

DevSecOps, Design Science Research.

Codigos ACM: Software and its engineering = Integrated and visual development environments;

Information systems - Enterprise information systems.






Abstract

The growing adoption of unauthorized IT solutions, known as Shadow IT, poses significant challenges
for large organizations, compromising security, regulatory compliance, and information systems
governance. This thesis investigates how Low-Code Development Platforms (LCDPs) can mitigate
Shadow IT risks by enabling rapid, governed enterprise application development involving both
professional developers and citizen developers. The research adopts a three-phase Design Science
Research methodology: (1) a PRISMA-compliant systematic literature review identifying key Shadow
IT challenges and LCDP capabilities; (2) development of a structured 62-item evaluation framework
organized across ten thematic clusters; and (3) framework application through multi-LLM
triangulation, employing four large language models (ChatGPT, Claude, Gemini, and Grok) as
independent evaluators, complemented by human expert validation. The evaluation encompassed
four market-leading platforms: Mendix, OutSystems, Appian, and Microsoft Power Apps. Results
demonstrate that OutSystems achieved the highest overall score, followed by Appian, Power Apps,
and Mendix. The triangulation methodology achieved 86.3% inter-rater agreement, with human
validation applied to the 13.7% of items exhibiting significant disagreement. Critical capability gaps
were identified in DevSecOps integration for both Mendix and Power Apps. This study contributes a
theoretically-grounded evaluation framework and a novel methodological approach to Al-assisted
assessment, providing practical guidance for organizations seeking to select LCDPs for Shadow IT

mitigation.

Keywords: Shadow IT, low-code platforms, IT governance, citizen developers, DevSecOps, Design

Science Research.

ACM Classification Codes: Software and its engineering - Integrated and visual development

environments; Information systems = Enterprise information systems.
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CHAPTER 1

Introduction

1.1. Context

Today's enterprises face the challenge of maintaining strong security protocols, adhering to regulatory
standards, and optimizing resource allocation amidst the prevalence of Shadow IT. Shadow IT,
characterized by business units independently developing or procuring software solutions without IT
department involvement, often arises when traditional IT structures struggle to meet rapidly changing
and diverse business application needs. This trend introduces significant risks, including security
vulnerabilities, compliance breaches, scalability limitations, and system integration complexities. As
Ploder et al. [1] note, Shadow IT bears several risks on security, manageability, and compliance.
Low-Code Development Platforms (LCDPs) offer a promising avenue for mitigating these
challenges. By simplifying conventional coding complexities through user-friendly visual interfaces and
pre-configured components, LCDPs enable both IT professionals and citizen developers to swiftly
create applications. This accelerated development approach expedites project timelines, reduces the
burden on traditional IT departments, and fosters enhanced collaboration between business users and
IT personnel. These platforms empower organizations to more effectively align application
development with specific business requirements, thereby addressing the fundamental causes of
Shadow IT [2]. This study aims to comprehensively assess the effectiveness of LCDPs in resolving
Shadow IT issues by analysing their potential to support the collaborative development of resilient,

enterprise-level applications.

1.2. Background

LCDPs are known to accelerate application development, reduce costs, and enhance organizational
agility. With visual development environments, drag-and-drop interfaces, pre-built connectors, and
automated workflows they facilitate rapid application creation, democratizing development for a
wider range of users. These platforms hold significant promise for delivering enterprise-grade control
without stifling innovation. However, the implementation of LCDPs necessitates careful planning and
oversight. Without proper governance, low-code initiatives can inadvertently exacerbate Shadow IT
risks. Empowering business units while retaining IT oversight is the main goal, ensuring that innovation
does not compromise security or compliance. Safeguarding organizational security and compliance is
possible through effective governance policies and monitoring mechanisms and therefore essential to

realize the benefits of LCDPs. This includes establishing clear guidelines for application development,



security protocols, and data management, alongside implementing monitoring tools. Furthermore, the
composition of the developer base, including the ratio of IT professionals to citizen developers,
influences platform implementation [3]. Information collected within LCDPs can identify and address
security issues, ensuring citizen developers adhere to maintaining the enterprise security standards
[2]. The core challenge, therefore, is to identify a structured, enterprise-grade approach that enables
fast, secure, and scalable application development while ensuring centralized IT governance.

Despite the recognized potential of LCDPs for Shadow IT mitigation, organizations currently lack
systematic methods to evaluate whether specific platforms possess the features and capabilities
necessary for effective governance. The absence of a structured evaluation framework forces IT
decision-makers to rely on vendor claims and general market positioning rather than evidence-based
assessment of platform capabilities against documented Shadow IT challenges. This gap suggests the
need for an operationalized evaluation instrument that maps specific platform features to the

governance, security, and compliance requirements identified in the academic literature.

1.3. Problem Statement

Traditional IT approaches frequently struggle to keep pace with the rapidly evolving demands of
business units, leading to a divide between IT and business users. This disconnect often results in the
proliferation of unapproved Shadow IT solutions, which introduce detrimental consequences such as
redundant systems, data silos, heightened security risks, and compliance vulnerabilities. While LCDPs
offer significant potential to bridge this gap by enabling rapid and scalable application development,
their adoption introduces a critical challenge: achieving a harmonious balance between fostering
innovation and maintaining rigorous IT governance. If not properly managed, LCDPs could
inadvertently exacerbate the very Shadow IT risks they aim to mitigate. Therefore, the core problem
this research addresses is how to implement a structured, enterprise-grade approach for LCDPs
adoption that simultaneously enables fast, secure, and scalable application development while
ensuring centralized IT governance, thereby allowing organizations to foster innovation without

compromising security or compliance.

1.4. Research Questions
Based on the academic and industry literature reviewed above, this research aims to answer the
following key questions:

e Whatare the primary challenges associated with software development and Shadow IT in large

enterprises?



e What specific key features and capabilities must LCDPs possess to effectively address these
challenges?

e What evaluation framework using Likert scale methodology should organizations employ to
systematically compare and assess LCDP vendors against the key features and capabilities

identified?

1.5. Objectives

This study has the following primary objectives:

e To identify, through a comprehensive literature review, the core issues and risks associated
with Shadow IT in large enterprises. This will involve defining Shadow IT, detailing its causes,
consequences, and impact on organizational efficiency and security;

e To determine the essential features and capabilities that LCDPs should possess to effectively
mitigate Shadow IT concerns, based on the identified issues and risks;

e To develop a comprehensive evaluation framework comprising a structured questionnaire
with Likert scale assessment criteria that organizations can systematically employ to compare
and evaluate LCDP vendors against the identified essential features and capabilities. This
framework enables evidence-based vendor selection aligned with organizational Shadow IT

mitigation strategies;

1.6. Scope and Limitations

This research focuses on evaluating leading enterprise Low-Code Development Platforms relevant to
large organizations. Platform selection employs cross-analyst consensus methodology, triangulating
rankings from multiple independent analyst firms to identify market leaders suitable for enterprise
Shadow IT mitigation. The evaluation targets general-purpose LCDPs designed as blank-slate
development environments, excluding domain-specific platforms that presuppose particular
functional orientations.

The assessment methodology employs multi-LLM triangulation, wherein multiple large language
models independently evaluate platforms against an evaluation framework derived from the
systematic literature review. Human expert validation addresses items exhibiting significant inter-
model disagreement. Assessment evidence draws from publicly available vendor documentation,
analyst reports, academic literature, and practitioner publications.

Several limitations warrant acknowledgment. The LLM-assisted methodology, while reducing
single-model bias, may introduce reliability concerns requiring validation protocols. The assessment

relies on secondary sources rather than hands-on platform evaluation. The evaluation framework,



while derived systematically from academic literature, reflects interpretive decisions that may
introduce subjectivity. LCDP capabilities evolve rapidly, potentially limiting long-term applicability of
findings.

This research explicitly excludes Shadow IT's behavioural, financial, legal, and regulatory
dimensions, focusing solely on technical platform capabilities. The emerging phenomenon of Shadow
Al, while extending the Shadow IT paradigm, falls outside primary scope. Generalizability may require

validation through hands-on testing in specific organizational contexts.

1.7. Thesis Structure

This thesis is organized into eight chapters, outlined as follows:

Chapter 1: Introduction provides the context for the study, outlining the problem of Shadow IT
and the potential of LCDPs as a solution. It details the research background, problem statement,
research questions, objectives, and the scope and limitations of the study.

Chapter 2: Research Methodology establishes the methodological foundation for the research.
The chapter presents the overall research design, clarifies the methodological classification and validity
framework, describes the multi-rater triangulation approach, explains the role of human expert
validation, and articulates the scope of validity claims. This chapter addresses the distinction between
traditional quantitative survey validity and the Design Science Research evaluation approach employed
in this study.

Chapter 3: Literature Review presents a systematic review of existing academic and industry
literature on Shadow IT and LCDPs, following the PRISMA methodology. This chapter establishes the
theoretical foundation for the research by defining Shadow IT, examining its drivers and organizational
impacts, providing an overview of Low-Code Development Platforms, discussing key features relevant
to Shadow IT mitigation, and identifying gaps in existing research.

Chapter 4: Low-Code Platform Features for Shadow IT Mitigation addresses the first two research
questions. The chapter identifies the primary challenges associated with software development and
Shadow IT in large enterprises, and elaborates on the specific features and capabilities LCDPs must
possess to effectively address these challenges, organized across nine capability domains.

Chapter 5: Evaluation Framework Development addresses the third research question by
operationalizing the challenges and capabilities identified in Chapter 4 into a structured evaluation
framework. The chapter organizes the evaluation criteria into thematic clusters and details the
individual assessment items designed for systematic LCDP vendor evaluation.

Chapter 6: Framework Application and Assessment applies the evaluation framework developed

in Chapter 5 to leading enterprise LCDPs. The chapter details platform selection criteria, describes the



methodology for conducting assessments using multiple large language model platforms, and presents
the data collection and validation processes.

Chapter 7: Assessment Results presents the consolidated assessment results from the
systematic evaluation of enterprise LCDPs. The chapter reports platform performance across thematic
clusters, analyses inter-LLM agreement patterns, documents human validation findings, and provides
cross-platform comparative insights.

Chapter 8: Discussion synthesizes the research findings, discusses their implications for
organizations seeking to leverage LCDPs for Shadow IT mitigation, acknowledges the study's
limitations, and provides actionable recommendations for practitioners. The chapter concludes by

suggesting avenues for future research in this evolving domain.






CHAPTER 2

Research Methodology Overview

This chapter establishes the methodological foundation for the research, detailing the overall research
design and the validity framework that underpins the study. Given the novel nature of employing large
language models as systematic evaluators of enterprise software platforms, careful attention to
methodological classification and validity criteria is essential to ensure academic rigor and
defensibility.

The chapter addresses a fundamental methodological consideration: while this research employs
structured rating scales and generates numerical scores, it does not constitute traditional quantitative
survey research and therefore should not be evaluated against sample-size-dependent validity criteria
designed for population sampling. Instead, the methodology aligns with Design Science Research
traditions and multi-rater triangulation approaches, where validity derives from systematic process,
inter-rater agreement, and expert judgment rather than from statistical inference to broader

populations.

2.1. Research Design

This research employs a multi-phase design science methodology comprising three sequential phases.
The first phase consists of a qualitative systematic literature review following the PRISMA methodology
to identify Shadow IT challenges and LCDP capabilities. The second phase involves framework
development through Al-assisted synthesis of literature findings into a structured evaluation
instrument. The third phase applies the framework through multi-rater platform assessment using
large language models as independent evaluators, with human expert validation for items exhibiting

significant inter-rater disagreement.

2.2. Methodological Classification and Validity Framework

It is essential to clarify the methodological classification of this research, as the evaluation approach
differs fundamentally from traditional quantitative survey research. The evaluation instrument
functions as a structured assessment rubric for technical capability evaluation, not as a survey
instrument measuring human attitudes or perceptions. Traditional quantitative validity thresholds
requiring minimum sample sizes (conventionally N>30 for statistical generalization) apply specifically
to surveys sampling human populations where the goal is to infer population-level characteristics from

a representative sample [4]. This research employs a fundamentally different evaluative paradigm.



The methodology aligns with Design Science Research evaluation protocols, where artifact
assessment prioritizes systematic documentation, structured evaluation criteria, and expert judgment
over statistical sampling [5], [6]. In design science research, the validity of an evaluation artifact is
established through demonstration of utility, internal consistency, and alignment with theoretical

foundations rather than through sample-size-dependent statistical inference.

2.3. Multi-Rater Triangulation Approach

The platform assessment phase employs multi-rater triangulation rather than survey sampling.
Multiple independent large language models assess all evaluation items across all selected platforms.
This design parallels established inter-rater reliability protocols used in content analysis and qualitative
research, where multiple coders independently assess the same material to establish coding
consistency. The critical validity metric in such designs is not sample size but inter-rater agreement,
measured through intraclass correlation coefficients (ICC) that quantify the degree to which
independent raters produce consistent assessments when applying the same criteria to the same
content [7].

The validity threshold for this methodology follows the 70% agreement rate commonly accepted
for adequate inter-rater reliability in exploratory research [8]. Items exhibiting significant
disagreement are subjected to human expert validation, ensuring that ambiguous cases receive
informed adjudication rather than mechanical averaging. The specific selection of LLM platforms,

evaluated LCDPs, and assessment results are detailed in subsequent chapters.

2.4. Role of Human Expert Validation

Human domain experts participating in validation are not analogous to survey respondents in
quantitative research. Their role is methodologically distinct: they function as expert adjudicators
performing quality assurance on automated assessment outputs, comparable to the role of senior
coders resolving disagreements in qualitative content analysis or expert panellists in Delphi studies.
This approach is consistent with expert panel methodologies documented in technology assessment
literature, where small panels of qualified domain experts provide sufficient evaluative validity when
combined with structured criteria and documented rationale [9]. The validity of expert panel
assessment derives from participant expertise and systematic process rather than from statistical

sampling of a broader population.
2.5. Scope of Validity Claims

This research does not claim statistical generalizability to a population of platforms or organizational

contexts. Such claims would indeed require different methodological approaches with larger samples.



Rather, the study claims analytical validity: the systematic application of a theoretically-grounded
evaluation framework to a purposively selected set of market-leading platforms, with multi-rater
triangulation ensuring assessment reliability. The findings describe the capabilities of the assessed
platforms as documented in available sources during the assessment period, providing evidence-based

comparative insights for organizations evaluating these platforms for Shadow IT mitigation purposes.

2.6. Clarification on Data Collection Methods

It is important to clarify that this research does not employ traditional interview methodology or
survey-based data collection. The rating scale is used for structured platform capability assessment
(evaluating the presence, maturity, and enterprise-readiness of specific technical features) rather than
measuring human attitudes, perceptions, or opinions. The human validation component involves
domain experts reviewing and adjudicating LLM assessment outputs where inter-model disagreement
exceeds acceptable thresholds; this constitutes expert review validation, not interview-based or
survey-based data collection. The research design therefore represents a novel methodological
approach combining systematic literature review (qualitative) with LLM-assisted platform assessment
(structured evaluation) and expert validation (qualitative verification).

The methodological foundation established here supports the subsequent chapters. Chapter 3
presents the systematic literature review, identifying Shadow IT challenges and LCDP capabilities that
inform the evaluation framework. Chapter 4 synthesizes these findings into the specific platform
features required for Shadow IT mitigation. Chapter 5 operationalizes these features into the
evaluation framework. Chapter 6 applies the framework to assess market-leading platforms using the
multi-LLM triangulation methodology described in this chapter. Chapter 7 presents and analyses the

assessment results.
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CHAPTER 3
Literature Review

3.1. Methodology

The literature review for this study was conducted using the PRISMA methodology, a widely recognized
and endorsed framework for systematic reviews. PRISMA provides explicit and stringent guidelines for
the planning, execution, and analysis phases of systematic reviews, ensuring transparency,
reproducibility, and high quality. Adhering to the PRISMA checklist mitigates bias, enhances the rigor
of the review, and bolsters the credibility of the findings.

The literature search spanned three databases (Scopus, Web of Science (WoS), IEEE Xplore). The
search strategy employed a combination of keywords related to Shadow IT, Low-Code, and citizen
developers. The search was refined to include publications from 2022 onwards to capture the most
current research. Table 1 summarizes the search queries and initial results from the primary academic

databases and Table 2 summarizes the eligibility and exclusion criteria for full-text screening:

Table 1 — Search keywords and results by database

Keyword 1: Keyword 2: Keyword 3: Keyword 4: Keyword 5:
“Shadow IT" "Shadow IT" "Shadow IT" AND "Low code" AND "Shadow IT" AND

Database (2022-2025) AND "Citizen Developer" "Citizen Developer" "Low code" AND
"Low code" (2022-2025) (2022-2025) "Citizen Developer"
(2022-2025) (2022-2025)
Scopus 68 4 1 52 1
IEEE 6 1 0 5 0
WoS 53 1 0 11 0

Table 2 — Inclusion and exclusion criteria

Inclusion Criteria Exclusion Criteria
Sources addressing Shadow IT as a central Studies with an industry-specific context that do
theme. not demonstrate generalizable enterprise value.
Studies discussing diverse relations between Research not focused on the problematic of
LCDPs, Shadow IT, and Citizen Developer Software Development in Shadow It contexts.
contexts.

Posters or abstracts lacking substantial depth.
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The initial search yielded 203 unique references. After removing 53 duplicates, 150 articles
proceeded to title and abstract screening. During this phase, 62 articles were excluded for not being
IT-related, not being relevant to Shadow IT or Low-Code, being too niche, or being of the wrong
publication type. This resulted in 88 potentially relevant articles; of these, 45 full-text reports were not
accessible. A full-text screening was then conducted on these 43 articles, leading to the exclusion of

10 more, culminating in 33 articles being included in the final literature review.

_5 Records identified from
= Records removed before
© databases (n = 203) o
P Scopus (n = 126) p| Screening.
= = Duplicate records removed
c IEEE (n = 12) (n = 53)
35 WoS (n = 65)
Records screened Records excluded™*
—>
(n =150) (n=62)
A
Reports sought for retrieval | Reports not retrieved
=z (n =88) | (n=45)
s
]
5
& \ 4
Reports assessed for eligibility
(n = 43) —»| Reports excluded (n = 10)
Not focused on:
Shadow IT (n = 6)
Software Development (n =2)
Enterprises (n = 2)
\ 4
3
S Studies included in review
o (n=133)
f=)

Figure 1 — Flow diagram of the literature search

Based on this review, the following key topics will be discussed in detail:
e The landscape, risks, and benefits of Shadow IT;

o Key features LCDPs should possess to mitigate Shadow IT;

e The suitability of LCDPs for enterprise use.
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3.2. The Landscape, Definition, and Impact of Shadow IT

Shadow IT involves employees or departments using IT-related hardware, software, or services
without the formal IT department's knowledge, approval, or oversight [10]. Several terms are used
interchangeably in the literature to describe this phenomenon, including shadow systems, feral
systems, IT workarounds, and unofficial IT [10]. This often occurs when traditional IT departments
struggle to meet the diverse, rapidly changing, and immediate application demands of various business
units [11]. Consequently, business units independently develop or acquire solutions to address their
specific needs more quickly and efficiently [12]. Examples range from simple, single-user tools like
unauthorized cloud storage accounts to complex, department-wide systems such as custom-built
applications on public cloud infrastructure [11].

The impact of Shadow IT on organizations is multifaceted, presenting both potential benefits and
significant risks. While Shadow IT can foster innovation and agility by enabling rapid prototyping and
deployment of solutions tailored to specific business needs, potentially increasing productivity and
accelerating time-to-market [12], its risks are often more pronounced. These risks include security
vulnerabilities, as applications and systems operating outside IT's purview may lack rigorous security
protocols, creating potential entry points for malicious actors and increasing the risk of data breaches
[13]. Sensitive information stored in unsecured Shadow IT systems is particularly vulnerable [13].
According to one study, approximately 50% of IT managers are concerned about the breakdown of
mission-critical Shadow IT [13].

Compliance violations are another concern, as Shadow IT systems often fail to adhere to
regulatory requirements (e.g., GDPR, HIPAA) or internal policies, potentially leading to legal and
financial penalties [12]. Data silos and integration complexities arise from the proliferation of
unintegrated systems, hindering enterprise-wide data management, analysis, and collaboration.
Integrating Shadow IT solutions with existing enterprise systems can be complex, costly, and can
disrupt business agility [14]. This can also lead to wasted IT spending and redundancy as departments
may independently purchase or develop redundant solutions, leading to increased costs and inefficient
resource allocation. The informality of Shadow IT complicates IT governance and control, allowing
Shadow IT systems to proliferate uncontrollably, making it difficult for IT to maintain visibility and
control over the organization's IT landscape [12].

Despite some perceived benefits, the prevalence of data duplication, compliance issues,
inadequate backups, and wasted resources underscores the serious challenges posed by Shadow IT. It
is often a symptom of an IT department struggling to meet evolving user needs, with employees
resorting to personal initiatives when they perceive formal IT processes as unresponsive or slow [12].

Organizations often struggle to recognize Shadow IT because it is developed outside the official
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organizational framework [12], posing significant information security risks when not properly
managed. Furthermore, sensitive data stored in unsanctioned locations may be inadvertently exposed,

and critical data may not be captured by official backup systems [14].

3.3. Drivers of Shadow IT in Large Enterprises

Shadow IT emerges in large enterprises as a consequence of several interconnected factors. Employees
often seek solutions outside official IT channels when they perceive inadequacies in the responsiveness
and resources provided by the central IT function [10]. A significant driver is the business units' need
for rapid solutions to immediate problems. Employees, when faced with pressing deadlines, may
bypass formal processes and implement their own solutions, often leveraging readily available cloud
services or SaaS applications. This behaviour becomes more pronounced when the official IT
infrastructure is perceived as slow or overly bureaucratic [15].

Furthermore, a lack of IT resources can lead to Shadow IT adoption. Even when IT departments
are willing to provide solutions, they may be constrained by limited budgets or competing priorities
[13]. Consequently, project delivery is delayed or business needs are not adequately addressed, thus
prompting employees to independently seek alternative solutions. In such cases, Shadow IT becomes
a way to compensate for perceived deficiencies in the official IT infrastructure [14].

Finally, the empowerment of business users fosters Shadow IT adoption. As employees become
more tech-savvy and have access to user-friendly technologies, they may feel capable of handling IT
matters themselves [13]. While this empowerment can lead to innovation, it can also introduce
security vulnerabilities and compliance issues if not properly governed [10]

Beyond resource constraints, employees often adopt workarounds because official systems
are "fit to specification" but not "fit to purpose." [16] argues that workarounds emerge as innovative
responses to rigid systems failing to match actual workflow realities, driving employees to create
alternative solutions outside IT governance. This paradox of efficiency is evident in hospital settings
where digital tools intended to streamline work introduce new administrative burdens, pushing
professionals toward shadow solutions that promise immediate relief [17].

Further research identifies distinct profiles among Shadow IT adopters; many are motivated, risk-
aware individuals compensating for perceived IT inertia rather than acting with malicious intent [18].
A critical governance gap exists where business units lack sanctioned digital outlets for their needs.
[19] emphasize that successful mitigation requires Business-Managed IT (BMIT) frameworks where

business units and IT share governance rights, rather than IT enforcing strict prohibitions.
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To effectively manage Shadow IT drivers, organizations must strategically align IT services with
business needs, foster bilateral governance models, and encourage both innovation and risk mitigation

through collaborative oversight [10], [19].

3.4. Low-Code Development Platforms: An Overview

LCDPs represent a significant shift in software application development by democratizing the process
and enabling individuals with domain expertise, rather than extensive IT skills, to build and deploy
solutions [20]. They transition development from traditional syntax-based coding to a visual modelling
environment utilizing graphical user interfaces, pre-built components, and configuration options,
making application design intuitive even for non-programmers through drag-and-drop elements
representing logic and workflows [20]. These platforms facilitate seamless data integration from
various sources, empowering citizen developers to leverage existing organizational data and promote
reusability via templates and component blocks that accelerate development [20].

Compared to traditional systems development, which involves numerous labour-intensive tasks,
LCDPs significantly reduce such efforts by hiding and automating complex coding, testing, and
deployment activities through visual interfaces and configurations [21]. This integration fosters
increased innovation as citizen developers rapidly prototype and deploy solutions addressing specific
domain challenges, supported by their deep business understanding [20]. Consequently, organizations
gain agility, enabling faster internal custom application development and quicker responses to shifting
market demands [20]. Furthermore, LCDPs support cloud-based solution development without
traditional text-based coding, accelerating enterprise-grade application delivery [1].

Empirical validation by Varajao et al. [22] confirms this paradigm shift, demonstrating through
controlled experiments that Low-Code and Extreme Low-Code platforms substantially outperform
traditional coding in productivity, helping organizations clear development backlogs that often drive
Shadow IT proliferation [23]. LCDPs must be implemented with effective governance structures
ensuring that platform capabilities support both rapid development and adequate organizational

control.

3.5. Key Features and Capabilities for Shadow IT Mitigation

For LCDPs to effectively address Shadow IT, they must possess specific features and capabilities that
ensure secure, compliant, and integrated application development within an enterprise context. To
that end, these features empower both business users and IT professionals to collaboratively develop

robust applications tailored to the needs of large-scale organizations within a controlled environment.
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As Sedrakyan et al. [2] describes, Visual development environments, with intuitive drag-and-drop
interfaces, accelerate development and enable citizen developers to contribute without extensive
coding knowledge. Furthermore, pre-built connectors facilitate seamless integration with existing
enterprise systems, databases, and third-party services, avoiding data silos and ensuring
interoperability. Moreover, automated workflows enable the creation of automated business
processes, streamlining operations, reducing manual effort, and enhancing efficiency. To ensure
security, robust user authentication and authorization mechanisms prevent unauthorized access to
sensitive data and systems, especially in large enterprises where data security is paramount. This
includes support for multi-factor authentication and granular role-based access control. Additionally,
comprehensive data management capabilities ensure data integrity, consistency, and security across
applications, including data validation, storage, and retrieval functionalities. Scalability features, of
course, provide the ability to scale applications to meet growing user demands and data volumes
without compromising performance or stability. For security, built-in security controls, secure coding
practices, vulnerability scanning, and robust security frameworks protect applications from threats.
Finally, regulatory compliance support includes features that help organizations fulfil industry-specific
regulations and data privacy laws, mitigating compliance violations commonly associated with Shadow
IT.

The effective integration of LCDPs within an organization is intrinsically linked to robust IT
governance. To ensure security, compliance, and seamless integration with existing systems,
organizations must establish clear governance policies and guidelines for the use of LCDPs. This
involves a dynamic approach that balances flexibility and standardization rather than treating them as
opposing choices. LCDPs, by their nature, can facilitate adherence to standard governance practices,
positioning them as enablers of flexibility and responsiveness [2]. However, if the chosen LCDPs does
not offer sufficient built-in safeguards, firms must implement complementary governance
mechanisms, including clear standards for application design, coding conventions, and documentation.
For instance, granular control should be in place over who can develop, deploy, and manage
applications on the platform. Furthermore, mandatory review processes for applications before
deployment are needed, ensuring security, compliance, and alignment with business objectives. To
effectively track application usage, performance, and security posture across the low-code
environment, centralized monitoring tools and processes should be implemented.

Embracing new digital technologies and developing effective LCDPs governance strategies are
crucial for organizations that cannot rely solely on their traditional, potentially inflexible, official IT
departments. Indeed, the first principle of such a strategy often involves classifying existing low-code
use cases to clarify responsibilities and maintain a balance between flexibility and standardization. As

mentioned, Shadow IT bears several risks on security, manageability, and compliance [1]. As also
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mentioned, LCDPs enable the development of cloud-based solutions without traditional coding in a
text-based editor [1]. By assessing these capabilities, this research aims to provide insights into how
effectively LCDPs can address the root causes of Shadow IT and enable large-scale organizations to

develop robust applications while maintaining centralized IT governance.

3.6. Mitigation of Shadow IT

Strategies for mitigating Shadow IT typically encompass prevention, detection, and remediation. First,
prevention involves creating clear and reasonable IT regulations, coupled with user education on
cybersecurity policies and the risks associated with Shadow IT [10]. Furthermore, encouraging open
communication about technology needs can also help prevent the rise of Shadow IT by ensuring the IT
department is aware of and responsive to user requirements [18]. Second, detection involves assessing
the cybersecurity risk posed by Shadow IT [14]. Finally, remediation may involve revising cybersecurity
policies that are violated by Shadow IT if the outcome is beneficial and will not be sanctioned [14]. It's
important to consider that sanctions could demotivate employees, as they often use Shadow IT to
improve their work, rather than with malicious intent [10]. Therefore, this comprehensive approach
not only mitigates the risks associated with unsanctioned IT solutions but also fosters a collaborative
environment where business agility and IT governance coexist effectively [18].

Effectively tackling Shadow IT issues requires a comprehensive strategy that clarifies
responsibilities, establishes clear guidelines, and maintains a dynamic balance between business unit
agility and IT oversight. Shadow IT introduces risks to security, manageability, and compliance [1].

One approach involves recognizing the increasing role of business-managed IT, where IT task
responsibility resides in the business units [19]. Effective governance for BMIT establishes a framework
to align decision-making and regulate the execution of decisions, allocating specific decision rights for
a BMIT instance to either the BU, the IT organization, or jointly [19]. This bilateral responsibility
contrasts with the traditional IT-managed governance approach [19].

To achieve effective governance, organizations need to establish an enterprise-wide culture in
favour of BMIT [19]. This involves both BU and IT organizations working together [19]. Employees'
demand for BMIT or Shadow IT cannot be appropriately managed by simply prohibiting it [19].

Prohibition might lead to more Shadow IT with less controllable adverse effects than BMIT [19].

3.7. Existing Research and Gaps

Existing research on mitigating Shadow IT highlights the necessity of a structured, enterprise-grade
approach to enable rapid, secure, and scalable application development, all while maintaining

centralized IT governance. While LCDPs are recognized for their potential in addressing these
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challenges, current literature lacks detailed identification and assessment of how specific features and
capabilities of leading LCDPs can directly address the root causes and mitigate the risks associated with
Shadow IT.

This gap underscores the need for an evaluation framework to help enterprise IT decision-makers
align their unique needs with the mitigation capabilities offered by top LCDPs. By exploring this area,
organizations can gain insights into managing Shadow IT risks while leveraging the benefits of LCDPs
for rapid application development. Addressing this gap can significantly inform strategies for
harnessing the potential of LCDPs to drive digital transformation while maintaining essential control
and governance over the IT landscape, especially given the escalating risks of security, compliance,
scalability, and system integration introduced by Shadow IT.

Having established the theoretical foundations and identified the research gap, Chapter 4
proceeds to synthesize these findings into a comprehensive framework of LCDP features required for

Shadow IT mitigation.
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CHAPTER 4

Low-Code Platform Features for Shadow IT Mitigation

This chapter synthesizes findings from the systematic literature review (Chapter 3) to derive a
comprehensive framework of LCDP features and capabilities required to address Shadow IT challenges
in large enterprises. While Chapter 3 established the theoretical foundations (defining Shadow IT,
identifying its drivers, and introducing LCDPs as potential mitigation instruments) this chapter
advances the analysis by summarizing the primary challenges that create conditions for Shadow IT
emergence, systematically identifying and categorizing the specific LCDP features necessary to address
these challenges, acknowledging platform limitations that constrain mitigation effectiveness, and
mapping the relationship between identified challenges and mitigating platform capabilities. The
feature framework developed herein serves as the analytical foundation for the platform evaluation

framework operationalized in Chapter 5.

4.1. Summary of Primary Challenges Driving Shadow IT Adoption

Chapter 3 established that Shadow IT emerges from a confluence of organizational, technical, and
behavioural factors. Three primary challenge domains were identified, which this section briefly

recapitulates to establish the analytical baseline for feature identification.

IT Responsiveness Gap

The literature consistently identifies the inability of IT departments to meet business needs in a timely
manner as the predominant Shadow IT driver [2], [14], [16]. Multiple studies confirm that employees
adopt unauthorized solutions primarily to maintain productivity when formal IT processes prove
unresponsive [11]. Haag and Eckhardt [14] document cases where “Shadow IT is used as a workaround
to get business done until issues are resolved,” particularly in urgent situations where IT delays could
result in missed opportunities.

This responsiveness deficit is compounded by resource constraints, competing priorities, and
legacy system complexity that constrain IT departments’ capacity to deliver solutions at the pace
business units require [19]. Alaba et al. [11] demonstrate that limited IT accessibility and work overload
interact to predict Shadow IT usage, suggesting the phenomenon reflects systemic rather than

individual factors.
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Application Complexity and User Experience Deficits
Enterprise systems frequently suffer from insufficient consideration for end-user experience,
presenting unnecessarily complex interfaces that employees perceive as obstacles rather than
enablers [2], [16]. This “fit to specification but not fit to purpose” phenomenon drives employees
toward workaround development, where official systems technically meet requirements but fail to
match actual workflow realities [16], [17].

Alaba et al. [11] demonstrated that both workaround behaviour and Shadow IT usage positively
relate to individual performance, suggesting employees rationally adopt these practices when official
systems impede productivity. This finding underscores that Shadow IT often reflects legitimate unmet

needs rather than mere policy violations.

Security, Compliance, and Governance Risks
Shadow IT proliferation introduces detrimental organizational consequences, including redundant
systems, data silos, heightened security risks, and compliance vulnerabilities [2], [14]. Unauthorized
applications operating outside IT governance may lack rigorous security protocols, creating potential
entry points for malicious actors and increasing data breach risk [24].

Beyond direct security costs, Shadow IT creates technical debt as organizations operate untracked
systems that complicate information management, governance, and eventual system consolidation
[2], [10]. The covert nature of Shadow IT, operating outside IT visibility, complicates governance and

impedes systematic risk management [19].

4.2. Key Features and Capabilities LCDPs Must Possess

This section systematically identifies the features and capabilities that LCDPs must possess to
effectively address the Shadow IT challenges outlined in Section 4.1. The feature framework is derived
from a synthesis of the literature reviewed in Chapter 3, organized into functional categories that align

with the challenge domains.

4.2.1. Rapid Development and Agility

Addressing the IT responsiveness gap requires development paradigms that dramatically accelerate
application delivery. LCDPs achieve this through visual modelling interfaces, pre-built components, and
templates that reduce development time by 5-10x compared to traditional coding approaches [22].
While Varajao et al [22] note that "evidence of these improvements is practically non-existent in the
research literature," their controlled laboratory experiments confirmed that low-code platforms

substantially outperform traditional coding.
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Key capabilities include drag-and-drop interface builders that enable rapid Ul construction, pre-
built workflow components that accelerate business logic implementation, template libraries that
provide starting points for common application types, and iterative prototyping capabilities that

facilitate rapid feedback cycles with business stakeholders [20], [23].

Complexity Reduction and Accessibility

LCDPs democratize application development by reducing technical barriers that traditionally excluded
non-IT personnel. Visual development environments with WYSIWYG (What You See Is What You Get)
editing enable real-time preview of application changes, reducing the abstraction gap between design
and implementation [25].

Elshan et al. [26] provide a comprehensive definition of the citizen developer as “a technically
inclined individual in an organization with domain knowledge and a drive for change, utilizing LC/NC
platforms to create solutions across a broad spectrum of capabilities, organizationally independent of
the IT-department.” This definition emphasizes that citizen developers occupy a spectrum from basic
“Makers” to advanced “Champions” who interface directly with IT professionals.

Guthardt et al. [25] conducted an empirical study comparing programmers and non-programmers
using a no-code platform. Their results revealed no significant difference in task correctness or
processing time between the two groups, suggesting that training concerns for citizen developers may
be overstated. However, methodological limitations (n = 10, student sample, custom prototype

platform) warrant caution in generalizing these findings.

Enterprise Integration and Scalability
Enterprise-grade LCDPs must provide robust integration capabilities to connect citizen-developed
applications with existing organizational systems. Pre-built connectors for common enterprise
platforms (ERP, CRM, databases), APl management capabilities for custom integrations, and support
for standard data exchange formats ensure that LCDP applications complement rather than fragment
the enterprise architecture [27], [23].

Scalability considerations include support for multi-project management, capabilities for
deploying applications across organizational units, and performance characteristics suitable for
enterprise-scale usage. Tang [28] emphasizes that cloud-based architecture enables component-based

approaches that promote flexibility and reusability across different organizational contexts.
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4.2.2. Governance and Security Control Mechanisms

Critical to enterprise adoption, LCDPs must embed centralized IT governance capabilities while
enabling the decentralized, agile development that addresses Shadow IT drivers. This section
synthesizes governance requirements from multiple literature streams: technical access controls [2],

critical success factors for business-managed IT [19], and LCNC governance guidelines [3].

Technical Governance Capabilities
LCDPs must provide multi-layered access controls including role-based access management defining
permissions based on organizational roles, widget-level and feature-level access control for granular
permissions, comprehensive audit trails logging all development activities and data access, and
centralized application visibility through dashboards providing IT oversight of all platform applications
[2], [20].

Security capabilities must include input validation and sanitization, multi-factor authentication,
encryption for sensitive data, and enforcement of security policies across all citizen-developed

applications.
Business-Managed IT Critical Success Factors

Klotz et al. [19] identify 19 Critical Success Factors (CSFs) for Business-Managed IT governance. The

CSFs most relevant to LCDP-enabled governance are presented in Table 3.
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Table 3 — Relevant BMIT Critical Success Factors for LCDP Governance

CSF

Description

LCDP Implication

CSF1: BU/IT mutual

approach

CSF5: Cross-

functional team

CSF9: Transparency

CSF11:1T

consultancy

Both business unit and IT
organization establish a culture

supporting business-managed IT

BMIT team combines business

know-how with IT affinity

BU and IT maintain visibility into

BMIT instances

IT organization provides advisory

support for BMIT

Platform should facilitate BU-IT

collaboration, not circumvention

Citizen developer programs should
recruit domain experts with

technical inclination

Platform must provide centralized

dashboards and reporting

Platform should integrate

touchpoints for IT review/approval

CSF16: 1T BMIT instances integrate with API capabilities and connector
infrastructure existing enterprise architecture libraries required
integration

A critical insight from Klotz et al. [19] is that effective BMIT governance requires bilateral
responsibility; neither pure IT control nor complete business unit autonomy, but shared governance
where “it takes two to tango.” LCDPs should facilitate this shared responsibility model rather than

enabling unilateral citizen development.

LCDP Governance Guidelines
Viljoen et al. [3] propose a set of six governance guidelines aimed at balancing flexibility and
standardization in the adoption of Low-Code Development Platforms. The first guideline emphasizes
the importance of proactive collaboration with platform providers. Organizations are encouraged to
engage directly with LCDP vendors in order to influence platform roadmaps, particularly in situations
where organizational customization requirements extend beyond the capabilities offered by standard
platform features.

The second guideline recommends that organizations adapt their internal processes to align with
the features provided by the platform. Rather than pursuing extensive platform customization, which
can increase complexity and maintenance overhead, organizations should consider reshaping their

processes to take advantage of out-of-the-box platform capabilities.
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A third guideline focuses on encouraging experimentation within controlled environments.
Enterprise-grade LCDPs typically support environment separation, such as sandbox, development,
testing, and production environments, which enables organizations to foster innovation while
maintaining governance and risk control through structured experimentation.

The fourth guideline advocates promoting the use of out-of-the-box features, particularly among
non-technical developers. Encouraging reliance on default platform features and template libraries
simplifies governance and reduces the likelihood of inconsistencies or unmanaged deviations from
established standards.

The fifth guideline highlights the value of involving multiple partners in the governance of low-
code initiatives. Establishing cooperative models that include domain experts, IT specialists, and
external consultants allows organizations to balance diverse perspectives and competencies,
supporting more effective decision-making and oversight.

Finally, the sixth guideline underscores the need to harmonize processes and workflows across
organizational units. Aligning workflows helps ensure consistency, reduces fragmentation, and
supports coherent governance in environments where multiple teams and stakeholders contribute to

application development.

4.2.3. Collaborative Development Support

Effective Shadow IT mitigation requires platforms that facilitate collaboration between business units
and IT departments. Version control mechanisms enable multiple developers to work on applications
simultaneously while maintaining change history. Workflow management features coordinate
development activities across teams, while feedback and review capabilities support iterative
refinement with stakeholder input [20].

Klotz et al. [19] emphasize that communication and transparency (CSF9, CSF10) are among the
highest-ranked success factors for business-managed IT. LCDPs should therefore provide built-in
communication tools, notification systems, and collaborative workspaces that bridge the traditional

gap between business and IT stakeholders.

4.2.4. DevSecOps and Compliance Integration

Modern LCDPs must integrate DevSecOps principles, embedding security throughout the development
lifecycle rather than treating it as a post-development afterthought [2]. This makes security a shared
responsibility across development, operations, and security teams, addressing the unique challenges

posed by citizen developers who may lack technical security expertise.
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Sedrakyan et al. [2] propose the RAAFT framework (Risks, Actors, Actions, Feedback, Tools) for

integrating DevSecOps into low-code development (Table 4).

Table 4 — RAAFT Framework Summary (adapted from Sedrakyan et al. [2])

Development

Phase Key Actors Primary Risks Mitigating Actions

Design Business Analysts, Inadequate security Early threat modelling,
Security Experts requirements secure architecture review

Development Citizen Developers, Vulnerable code, Secure component usage,
Professional misconfiguration input validation
Developers

Testing QA Teams, Security Undetected Comprehensive security
Experts vulnerabilities testing (SAST/DAST)

Deployment ITOps Teams Insecure deployment Secure CI/CD pipelines

configurations

Maintenance All actors New vulnerabilities, Continuous monitoring,

patch delays timely patching

LCDPs must provide shift-left security (integration of security practices early in development),
automated compliance checking (compliance-as-code mechanisms), process-oriented guidance
(contextual recommendations for citizen developers), and continuous security assessment (real-time

monitoring integrated into CI/CD pipelines).

4.2.5. Role Separation and Domain Specialization
Effective Shadow IT mitigation requires clear delineation of responsibilities across different
stakeholder types. The literature proposes a four-role architecture that extends beyond the traditional
binary of IT professionals versus business users. However, a critical distinction must be made between
the theoretical role architecture proposed in research and the actual capabilities of current LCDP

offerings.
Theoretical Four-Role Architecture

Mottu and Sunyé [20] argue that the notion of the citizen developer should be disaggregated into a

set of distinct roles in order to better reflect the diversity of responsibilities involved in low-code
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development. At the foundational level, platform engineers, typically software engineers, are
responsible for developing and maintaining the Low-Code Development Platform itself. Building on
this foundation, domain engineers specialize the generic platform for specific application domains,
such as a pedagogical engineer creating teaching-specific components tailored to educational
contexts. Domain practitioners then use this specialized version of the platform to develop applications
for end users, for example, a teacher creating quiz applications using preconfigured pedagogical
components. Finally, end users interact with and consume the applications produced by domain
practitioners.

This role separation enables domain practitioners to concentrate on applying their domain
expertise without the need to master generic software development concepts, while domain
engineers focus on platform specialization and evolution, operating on iteration cycles that differ from

those of application development.

Current Platform Limitations: A Critical Gap
Despite the theoretical benefits of role separation, current LCDPs do not natively support this
architecture. Mottu & Sunyé [20] state explicitly:
“To the best of our knowledge, the specialization of an LCDP is not a feature of existing platforms.
They propose to model the domain and define its rules using prebuilt components, but they do
not explicitly propose to distinguish between the two roles of citizen developers. In particular,
they do not allow a citizen developer to consider only elements modelled for her domain when
building an application.”
This finding was confirmed through evaluation of two industry-leading platforms (Mendix and
OutSystems). Organizations seeking to implement role-segregated governance must therefore
establish complementary organizational mechanisms — such as template libraries, access control

layering, and governance processes — to compensate for platform limitations.

4.2.6. Data Management and Interoperability

Robust data management capabilities are essential to prevent the data fragmentation that
characterizes Shadow IT environments. LCDPs must provide unified data schemas that maintain
consistency across citizen-developed applications, dynamic content databases that support flexible
data structures, and plugin support for extending data management capabilities [27].

Interoperability features ensure that data flows seamlessly between LCDP applications and

enterprise systems, preventing the data silos that emerge when employees adopt unauthorized tools.
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Standard data formats, export capabilities, and integration with enterprise data governance

frameworks support organizational data management objectives.

4.2.7. Platform Characteristics and Market Position

Enterprise LCDP selection should consider platform characteristics that influence long-term viability
and support. Cloud-based architecture enables scalability, reduces infrastructure management
burden, and facilitates continuous platform updates. Vendor stability, market position, and ecosystem
maturity affect the availability of pre-built components, integration connectors, and community
support resources [27], [28].

Built-in governance support varies significantly across platforms. Enterprise-grade platforms such
as ServiceNow, Mendix, and OutSystems typically offer robust environment separation and version
control, while lightweight platforms such as Airtable, Power Automate, or Zapier often lack structured

governance features [3]. Platform selection should align with organizational governance requirements.

4.2.8. Platform Specialization and Customization

Viljoen et al. [3] identify a fundamental tension in the design philosophy of Low-Code Development
Platforms that organizations must carefully navigate. On one end of the spectrum are standardization-
favouring platforms, such as ServiceNow, which tend to deliver maximum value when organizations
adopt standardized workflows and rely heavily on prebuilt modules. In these platforms, extensive
customization is possible but typically requires proactive engagement with the vendor, as
customization pathways are more constrained by the platform’s standardized design.

At the other end of the spectrum are customization-favouring platforms, including Mendix,
OutSystems, and Microsoft Power Apps. These platforms offer organizations greater flexibility to tailor
solutions to their specific requirements, but this increased freedom often comes at the cost of higher
technical complexity and a greater need for specialized expertise.

Complementing this distinction, Frings and Schuh [29] differentiate between two forms of
customization. Vendor-side customization limits users to predefined configuration options offered by
the platform, whereas user-side customization allows developers to modify or extend artifacts using
programming languages. Taken together, these perspectives underscore the importance of assessing
the alignment between a platform’s underlying design philosophy and an organization’s process

requirements before committing to a specific LCDP.
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4.2.9. Limitations and Constraints

While LCDPs offer significant potential for Shadow IT mitigation, the literature identifies systematic
limitations that constrain their effectiveness. Martinez and Pfister [30] synthesize these limitations into

a validated framework (L1-L6) based on empirical case studies and practitioner surveys (Table 5).

Table 5 — LCDP Limitations Framework (L1-L5 from Martinez and Pfister [30]; L6 added from security

literature)
Code Limitation Description Empirical Evidence
L1 Lack of Low-code is less powerful than traditional 72.7% confirmation [30]
Customization programming; users constrained to
platform options
L2 Scalability Solutions suitable for departmental use Context-dependent;
Constraints may not scale to enterprise-wide varies by perspective
deployment
L3 Fragmentation Different vendors use incompatible Limited interoperability
paradigms, preventing cross-platform confirmed
integration

L4 Vendor Lock-in Switching platforms becomes prohibitively ~ 72.7% agreement [30]

expensive once applications deployed

L5 High Licensing Costs escalate when scaling to larger user Concern varies by
Cost bases organizational level
L6 Security Risks Citizen developers may deploy applications  Confirmed [2]

without adequate security consideration

Distinguishing Empirical vs. Theoretical Limitations
Empirically validated limitations, confirmed through case studies or survey-based evidence, include L1
(Customization) and L4 (Vendor lock-in). These limitations are strongly supported by empirical data,
with 72.7% of practitioners reporting these constraints [23]. In addition, L6 (Security) is substantiated
by multiple independent studies, notably those conducted by Orr et al. [24] and Sedrakyan et al. [2].
In contrast, some limitations are context-dependent, with their validity varying according to
organizational perspective. L2 (Scalability) and L5 (Licensing cost) exhibit considerable dispersion in
survey responses, reflecting differences between project-level evaluations and broader organizational-

level assessments [23].
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Finally, certain limitations have been identified primarily at a theoretical level and have been
proposed in the literature without yet receiving broad empirical validation. This includes the four-role
architecture gap identified by Mottu and Sunyé [20], which is based on the analysis of only two
platforms. Similarly, concerns related to the learning curve were not supported by the findings of
Guthardt et al. [25]; however, the small sample size used in that study (n = 10) limits the generalizability
of its conclusions.

This distinction is important for practitioners. Empirically validated limitations call for immediate
mitigation planning, whereas context-dependent and theoretically identified limitations require

organization-specific assessment.

4.3. Mapping Challenges to Platform Capabilities

To establish a coherent analytical framework, this section explicitly maps the Shadow IT challenges
identified in Section 4.1 to the LCDP features catalogued in Section 4.2. This mapping (Table 6)
demonstrates the logical coherence of the feature framework and provides the conceptual foundation

for the evaluation framework developed in Chapter 5.
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Table 6 — Challenge-to-Feature Mapping Matrix

Challenge
Domain Specific Challenge Mitigating Feature(s) = Mechanism
IT Slow solution Rapid Development Vendor-claimed 5-10x faster
Responsiveness  delivery (4.2.1) development; empirically
Gap confirmed productivity gains
Resource Complexity Citizen developers reduce
constraints Reduction and dependency on scarce IT staff
Accessibility (4.2.2)
Backlog Collaborative Parallel development and
accumulation Development (4.2.3)  version control increase
throughput
Application Rigid interfaces, Platform Domain-tailored interfaces
Complexity poor domain fit Specialization (4.2.8)  match user mental models and
workflows
Integration barriers Enterprise Pre-built connectors and API
Integration (4.2.2) capabilities enable seamless
data exchange
Scalability Platform Cloud architecture, vendor
limitations Characteristics (4.2.7) ecosystem maturity support
enterprise scale
Governance Unauthorized Governance and RBAC, MFA, audit trails,
Risks access, security Security Controls centralized dashboards
gaps (4.2.2)
Compliance DevSecOps Automated compliance
violations Integration (4.2.4) checking, shift-left security,
RAAFT framework
Role ambiguity, Role Separation Four-role architecture clarifies
accountability gaps (4.2.5) responsibilities (requires
organizational implementation)
Data Data Management Unified schemas,
fragmentation, (4.2.6) interoperability standards,
silos enterprise data governance
integration

Many of the identified challenges depend on the combined operation of multiple platform
features rather than on isolated capabilities. For example, closing the IT responsiveness gap requires
not only rapid development functionality but also mechanisms for reducing complexity and supporting
collaborative development. Consequently, organizations are advised to evaluate feature portfolios in
a holistic manner instead of assessing individual features in isolation.

Governance should be understood as a cross-cutting concern that spans all challenge domains.
Security and governance-related features (4.2.2, 4.2.4) are relevant across all three domains: although
they primarily mitigate governance risks, they also allow IT departments to formally endorse and
control citizen development initiatives that might otherwise emerge as Shadow IT.

It is also important to recognize that certain combinations of features involve inherent trade-offs.

Features designed to enhance accessibility and empower citizen developers can conflict with security
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requirements if they are not correctly configured. This tension highlights the need for integrated
DevSecOps practices that embed security safeguards directly into the development lifecycle.

Finally, the importance of specific features varies according to an organization’s level of LCDP
maturity, as noted by Viljoen et al. [3]. Organizations in early stages of adoption gain the greatest
benefit from leveraging out-of-the-box functionality and standardization, whereas more mature
organizations tend to place greater emphasis on customization capabilities and mechanisms for

collaboration with platform vendors.
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CHAPTER 5

Evaluation Framework Development

Chapter 5 operationalizes the challenges identified in Chapter 4 by introducing an evaluation
framework that was constructed with structured support from artificial intelligence. In practical terms,
the Al system was used as a controlled text-processing and reasoning assistant over the full corpus of
selected literature and the consolidated list of Shadow IT-related challenges from Chapter 4. By
ingesting that chapter as contextual input, the Al was explicitly calibrated to interpret Low-Code
Development Platforms not as generic software engineering tools, but as targeted interventions for
the IT responsiveness gap, security and compliance weaknesses, governance fragmentation, and
role-related frictions previously identified. This ensured that each candidate criterion was tested
against the question “does this capability mitigate a documented Shadow IT driver or enterprise
challenge?” rather than merely reflecting feature availability in the market.

Technically, the Al was then prompted with focused queries that combined the Chapter 4 problem
space (for example, LowDevSecOps requirements, flexibility—standardization tensions, four-role
architectures, data fragmentation, and workaround patterns) with the wider literature on LCDPs,
citizen development and Business-managed IT. Across multiple iterations, the system retrieved,
compared and synthesized passages that associated concrete platform characteristics with those
specific challenges, which the researcher distilled into the ten thematic clusters that structure this
chapter (Parts A-J). Within each cluster, the Al further supported the refinement of granular
assessment items by checking definitional consistency, highlighting overlaps and contradictions
between sources, and suggesting where higher standards (e.g., shift-left security, automated
compliance checking, role-segregated governance) were warranted in light of Chapter 4. The final
framework and Likert-scale questions are therefore the result of an Al-assisted, but
researcher-controlled, abstraction process that links every evaluation dimension back to the

theoretically grounded Shadow IT challenges established in the preceding chapter.

5.1. Thematic Clusters

The evaluation framework is organized into ten thematic clusters, each corresponding to a distinct
dimension of enterprise LCDP capability with direct relevance to Shadow IT mitigation. The clusters
are labelled A through J (see Appendix A for the complete list). Appendix A explains the theoretical
motivation for each cluster, the connection between the cluster's and the documented challenges of

Chapter 4, and the types of platform capabilities being assessed.
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5.2. Evaluation Items by Cluster

The complete evaluation framework, comprising 62 items organized across ten thematic clusters, is
presented in Appendix B. Each item includes a descriptive name, a precise operational description
specifying what platform capability is being assessed, and a research foundation tracing the item's
theoretical basis to the source literature from which it was derived. The relationship between items
and the Shadow IT challenges documented in Chapter 4 is maintained throughout: every item in
Clusters A through J can be mapped back to one or more of the documented challenge categories,
ensuring that the framework assesses LCDP capability as a function of its Shadow IT mitigation

potential rather than as a generic product feature inventory.
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CHAPTER 6

Framework Application and Assessment

This chapter describes the application of the evaluation framework developed in Chapter 5 to leading
enterprise Low-Code Development Platforms. The methodology employs multiple large language
models to systematically assess platform capabilities against the 62-item evaluation framework, with

structured validation protocols ensuring result reliability and academic defensibility.

6.1. Selecting Low-Code Platforms

Platform selection was guided by triangulation across multiple independent analyst rankings to ensure
consensus-based identification of market leaders suitable for enterprise Shadow IT mitigation. This
multi-source approach reduces bias inherent in any single analyst methodology and strengthens the
validity of platform selection for academic research.

The Gartner Magic Quadrant for Enterprise Low-Code Application Platforms positions vendors
based on completeness of vision and ability to execute. The July 2025 report identifies six Leaders:
Mendix, positioned furthest on the Completeness of Vision axis and maintaining Leader status for nine
consecutive years; OutSystems, positioned highest on the Ability to Execute axis, also a nine-year
consecutive Leader; Microsoft Power Apps, a seven-year consecutive Leader; ServiceNow, a six-year
consecutive Leader; Appian, a three-year consecutive Leader; and Salesforce, newly positioned in the
Leaders quadrant for the first time [31].

The Forrester Wave for Low-Code Platforms for Professional Developers evaluates fourteen
vendors across multiple criteria weighted for enterprise requirements. The Q2 2025 report positions
OutSystems as a Leader recognized for superior user experience development, data modelling
capabilities, and scalable architecture. Microsoft Power Platform ranks highest for strength of strategy
and current offering. ServiceNow achieves Leader status with recognition for clear vision and AppGen
platform strategy. Mendix is recognized as a Leader for data modelling, agile management, and version
control capabilities. Appian is positioned as a Strong Performer with superior automation capabilities
[32].

The Everest Group PEAK Matrix evaluates service providers and technology vendors based on
market impact and vision and capability dimensions. The October 2025 assessment of twenty-four
platforms identifies six Leaders: OutSystems, Mendix, Microsoft Power Apps, Appian, Salesforce, and
ServiceNow [33].

The IDC MarketScape represents the inaugural assessment of the worldwide low-code and no-

code developer technologies category. The July 2025 report positions OutSystems as a Leader
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recognized for comprehensive Al-powered development capabilities, alongside Salesforce for its
enterprise agent development ecosystem, Mendix, and Appian. ServiceNow is positioned as a Major
Player in this assessment [34].

The G2 Grid aggregates verified user reviews from enterprise practitioners to assess customer
satisfaction and market presence. The Winter 2026 report, based on evaluation of over fifty platforms,
positions OutSystems as the top-ranked platform with a satisfaction score of 99, the highest in the
category. Additional Leaders include Salesforce Platform, ServiceNow App Engine, Microsoft Power
Apps, Quickbase, and UiPath Platform review [35].

The Nucleus Research Value Matrix evaluates platforms across usability and functionality
dimensions. The November 2025 assessment positions Appian, OutSystems, and several other
platforms as Leaders. Notably, Nucleus Research categorizes Mendix, Microsoft Power Apps,
Salesforce, and ServiceNow as Experts, a classification indicating high functionality with lower usability
scores. This methodological difference reflects the distinct evaluation criteria employed by Nucleus
Research compared to other analyst firms [36].

PeerSpot aggregates peer reviews from verified enterprise IT professionals with continuous
updates. The February 2025 rankings identify Microsoft Power Apps as the top solution with 18.3%
mindshare, followed by OutSystems with the highest rating of 8.9 out of 10, Oracle Application Express,
Appian with 12.4% mindshare, and Salesforce Platform [37]. Table 7 summarizes platform positioning

across all seven analyst sources.

Table 7 — Cross-Analyst Platform Positioning (2025)

Platform Gartner Forrester Everest IDC G2 Nucleus PeerSpot Consensus
Mendix Leader Leader Leader Leader Leader Expert Top 10 Selected
OutSystems Leader Leader Leader Leader #1 Leader #2 Selected
Power Apps Leader Leader Leader Evaluated Leader Expert #1 Selected
Appian Leader Strong Perf. Leader Leader Leader Leader #4 Selected
ServiceNow Leader Leader Leader Major Player Leader Expert Top5 Not Selected
Salesforce Leader Evaluated Leader Leader Leader Expert #5 Not Selected
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Four platforms were selected for assessment based on this cross-analyst consensus. OutSystems
and Mendix demonstrate the strongest consensus, achieving Leader status across all seven analyst
reports, representing the most consistently recognized enterprise LCDP solutions. Microsoft Power
Apps demonstrates strong enterprise adoption reflected in its 18.3% mindshare on PeerSpot and
consistent Leader positioning across major analyst evaluations. Appian is recognized universally for
process automation capabilities directly relevant to Shadow IT governance requirements.

ServiceNow and Salesforce, while consistently positioned as Leaders across analyst reports, were
not included in the final selection due to fundamental differences in platform architecture and
intended use cases. ServiceNow is architected primarily as an IT Service Management and enterprise
workflow platform that incorporates low-code capabilities as an extension of its core service delivery
focus. Similarly, Salesforce originated as a Customer Relationship Management platform that has
expanded to include low-code development through its Salesforce Platform offering. Both platforms
deliver significant value when organizations seek to extend or customize their existing ServiceNow or
Salesforce investments, providing out-of-the-box functionality for their respective domains that can
be expanded through low-code development.

In contrast, Mendix, OutSystems, Microsoft Power Apps, and Appian represent general-purpose
low-code development platforms designed as blank slates for building custom enterprise applications
across any business domain. These platforms do not presuppose a specific functional starting point
such as IT service management or customer relationship management, instead providing foundational
development environments that organizations configure entirely according to their unique
requirements. This architectural distinction is significant for Shadow IT mitigation research because
general-purpose platforms more directly address the scenario where business units seek to develop
custom solutions outside IT governance, whereas domain-specific platforms primarily serve
organizations already committed to their respective ecosystems.

The four selected platforms therefore represent sufficient diversity in architectural approach and
market positioning while ensuring comprehensive coverage of enterprise LCDP capabilities relevant to
Shadow IT mitigation in contexts where organizations require flexible, domain-agnostic development
capabilities.

The selection deliberately excludes no-code platforms such as Airtable and Zapier which, while
valuable for specific use cases, lack the governance and scalability features required for enterprise-
wide Shadow IT mitigation strategies [3]. All selected platforms demonstrate mature enterprise
governance capabilities as evidenced by their multi-year presence in analyst Leader quadrants and
their recognition for security, compliance, and centralized management features essential for

addressing Shadow IT challenges in large organizations.
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6.2. Selecting LLM Platforms

The assessment methodology leverages multiple large language models to reduce single-model bias
and increase result reliability. LLM selection followed an iterative trial-and-error process conducted
during the last quarter of 2025.

Four LLM platforms were selected for the final assessment, all using paid first-tier subscriptions to
ensure access to maximum capabilities including internet search functionality and extended context
windows. ChatGPT was selected for its strong reasoning capabilities and reliable internet search
integration. Claude was included for its nuanced analysis capabilities and consistent output formatting.
Gemini provided strong multi-source synthesis with Google ecosystem integration. Grok offered real-
time information access and provided an alternative analytical perspective.

Several platforms were evaluated but excluded due to inadequate output quality for the complex
assessment requirements. DeepSeek was excluded because it cannot search the internet and its
knowledge base was not sufficiently current for accurate platform assessment. Le Chat from Mistral
proved unable to process the complex multi-part prompt, exhibiting significant processing limitations.
Qwen demonstrated excessive hallucinations, generating features and capabilities not present in the
actual platforms being assessed. Free-tier versions of all platforms were initially tested but proved
inadequate for processing the complex, multi-part evaluation prompt required by the 62-item

evaluation framework.

6.3. Defining the Universal Prompt and Data Input

The assessment employed a standardized prompt architecture applied consistently across all LLM-
platform combinations. The prompt structure was designed to ensure academically defensible,
evidence-based evaluations suitable for inclusion in a master's thesis focused on Shadow IT mitigation
in large enterprises. The complete prompt text is provided in Appendix B. Table 8 summarizes the

prompt architecture and its components.
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Table 8 — Assessment Prompt Architecture

Component Purpose Key Requirements

Context Establishes Enterprise focus (21,000 employees); Shadow IT mitigation
Definition evaluation scope orientation

Source Defines acceptable Internet search enabled; 2023—-2025 publications preferred;
Authorization  evidence vendor and non-vendor sources required

Source Prevents circular Context files prohibited as citation sources; all evidence must
Prohibition referencing be externally verifiable

Seven required fields per item: Rating, Justification,

Output Standardizes ) i
. Evidence_Type, Confidence, Source_Texts,
Specification response format o
Full_APA_Citations
. Defines scoring 1-5 Likert scale with enterprise-specific anchors; inverted
Rating Scale . . . s
criteria logic for Section J (limitations)

. Ensures academic  Unique justifications per item; dual-sourcing requirement;
Quality Controls ) o
rigor anti-hallucination rules

To ensure methodological transparency and enable future replication, the complete prompt texts
are provided in Appendix B. The assessment prompt architecture consisted of four interconnected
components:

The primary assessment prompt (A-Prompt.txt, 256 lines) established the evaluation context,
defined the rating scale with enterprise-specific anchors, specified the seven required output fields per
assessment item, and imposed critical anti-hallucination rules. Key constraints included the prohibition
against using uploaded context files as citation sources, the requirement for at least two distinct
sources per item with at least one non-vendor source, and the inverted scoring logic for Section J
(limitations).

The contextual background document (B-Info.txt, 82 lines) provided the theoretical framework
from Chapter 3, ensuring LLMs interpreted platform capabilities through the lens of Shadow IT
mitigation rather than generic software evaluation. This document synthesized the literature on IT
responsiveness gaps, application complexity challenges, and governance requirements.

The execution instructions (D-Call.txt, 25 lines) specified the batch processing protocol, data
source requirements distinguishing between definitional sources (the uploaded files) and evidence
sources (internet search and training data), and output format specifications for Excel compatibility.

The validation prompt (E-Revision.txt, 191 lines) defined the systematic quality auditing protocol

for verifying prompt compliance, evidence integrity, justification quality, and cross-model consistency.
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All assessments were conducted between October and December 2025. All models were accessed
through paid first-tier subscriptions with internet search functionality enabled. Figure 2 illustrates the

assessment execution workflow from prompt input through validated output.

A. Prompt.txt B. Info.txt C. Assessment.csv

(Instructions) (Context Definitions) (62 Items)

LLM PROCESSING (x4 Models)

1. Load guestionnaire items
2. Search internet for platform-specific evidence (2023-2025)
3. Generate ratings, justifications, citations per item

4. Process in batches (Parts A-F) for quality maintenance

VALIDATION LAYER

‘-

Automated: Self-validation against prompt requirements
Cross-LLM: Triangulation across 4 models per platform

Human: Expert review when score variance > 1 point

FINAL OUTPUT

Wﬁ
|-

Excel Workbook: 4 sheets (Mendix, OutSystems, Power Apps, Appian)

Per sheet: 62 Items x 4 LLM assessments with scores and evidence

Figure 2 — Assessment Execution Workflow
The primary assessment prompt established the evaluation context by identifying the target

platform and framing the assessment for enterprise organizations with more than 1,000 employees

and strong Shadow IT mitigation requirements. The prompt explicitly authorized LLMs to use internal
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internet search tools to locate relevant, credible, and recent evidence published between 2023 and
2025 for each assessment item.

Evidence sourcing requirements specified that vendor documentation, platform feature guides,
security documentation, analyst reports from firms such as Gartner and Forrester, practitioner blogs
with technical depth, peer-reviewed academic papers, case studies, and enterprise-focused user
reviews constituted acceptable sources. The prompt imposed a critical prohibition against using the
uploaded context files as evidence sources, ensuring that all citations derived exclusively from
externally verifiable sources.

For each of the 62 assessment items, the prompt required generation of seven output fields. The
Rating field required a score from 1 to 5 based on capability strength relative to the item requirements.
The Justification field required a unique, detailed, item-specific academic-grade explanation including
a clear evaluative claim, evidence-based reasoning using synthesized rather than copied evidence, and
explicit connection to how the capability affects an enterprise's ability to reduce reliance on
unmanaged or unsanctioned solutions. The Evidence Type field required classification among
categories including vendor documentation, analyst report, academic research, practitioner review,
case study, or acknowledgment of insufficient evidence. The Confidence field required assessment as
High, Medium, or Low based on robustness and quantity of available evidence, degree of consensus
among independent sources, and potential limitations or ambiguities. The Source_Texts field required
at least two direct, item-relevant evidence excerpts with at least one non-vendor source per item. The
Full_APA_Citations field required at least two distinct APA 7 citations with web links for each item.

The rating scale was defined with specific criteria for enterprise LCDP assessment. A rating of 5
(Strongly Agree) indicated strong, well-documented capability directly aligned to the item with rich,
mature features clearly oriented toward enterprise-scale use and strong alignment with Shadow IT
mitigation. A rating of 4 (Agree) indicated well-supported capability that is reasonably mature and
suitable for most enterprise scenarios with non-critical limitations. A rating of 3 (Neutral) indicated
capability that is present and usable but has noticeable gaps, limitations, or complexity adequate for
some but not all enterprise scenarios. A rating of 2 (Disagree) indicated capability that exists but is
limited, immature, or heavily constrained requiring significant workarounds, custom code, or external
tools. A rating of 1 (Strongly Disagree) indicated capability that is absent, extremely weak, or clearly
unsuitable for enterprise or mission-critical use with major gaps versus large enterprise requirements.

For items in Section J addressing platform limitations and constraints, the prompt specified
inverted scoring logic where the rating scale represents the absence of risk rather than presence of
capability. Under this inversion, a rating of 1 indicates worst outcome with high risk or high lock-in,

while a rating of 5 indicates best outcome with low risk or minimal constraints.
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The execution prompt instructed LLMs to load the evaluation framework, read data dynamically
from each row, use the context files only to understand definitions and theoretical frameworks while
deriving all evidence from internet search and internal training data, and generate output in batches

for better process management.

6.4. Challenges

The LLM-assisted assessment process encountered several methodological challenges requiring
iterative refinement throughout the evaluation period. Processing limitations emerged as a significant
constraint. LLMs could not reliably process all 62 evaluation items in a single pass while maintaining
output quality and adherence to prompt requirements. The assessment was therefore conducted in
batches organized by thematic cluster, with each of the ten parts (A through J) processed separately
to ensure comprehensive evaluation without overwhelming context windows or degrading response
quality.

Output quality issues required multiple correction cycles. Initial outputs exhibited malformed CSV
structures that prevented direct import into analysis tools. Source citations frequently required
verification against actual documentation. Most significantly, iterative corrections introduced new
errors, creating a recursive quality assurance challenge where fixing one set of problems occasionally
generated different problems requiring additional passes.

Hallucination management represented an ongoing concern across all LLM platforms. All models
occasionally generated capabilities or features not actually present in the assessed platforms. The
prompt included explicit anti-hallucination rules instructing models not to invent specific article titles,
DOls, or URLs when uncertain, and to use generic but honest references with low confidence ratings
when specific evidence could not be located. Despite these safeguards, cross-LLM comparison
remained essential as an initial hallucination detection mechanism.

Consistency variance between assessment runs presented reliability challenges. Multiple runs of
the same assessment occasionally produced different scores, indicating sensitivity to prompt
interpretation and stochastic elements in model responses. This variance was addressed through
multi-LLM triangulation, where disagreements between models triggered human review rather than

relying on any single model's output.

6.5. Output Validation

A multi-layered validation approach ensured assessment accuracy and academic defensibility. The
validation methodology addressed evidence integrity, cross-model consistency, and methodological

compliance.
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The automated self-validation component instructed each LLM to validate its output against the
original prompt requirements before finalizing responses. This first-pass validation caught structural
errors and obvious omissions before human review.

Source verification requirements mandated dual citation for every scored item, with one source
from vendor documentation and one from independent sources such as analyst reports, academic
literature, or third-party reviews. This dual-sourcing requirement reduced the risk of vendor marketing
language influencing assessments while ensuring evaluations remained grounded in actual platform
capabilities.

Cross-LLM triangulation formed the core reliability mechanism. Each of the four platforms was
assessed by all four LLMs, generating sixteen independent assessment instances. Scores were
compared across LLMs to identify outliers and potential errors. When score disagreement between
LLMs exceeded one point on the five-point Likert scale, human expert review was triggered.

A comprehensive validation prompt was developed for systematic quality auditing. This validation
protocol evaluated compliance with explicit prompt constraints. Key requirements included correct
platform name usage, presence of all required output columns, proper Likert scale application
(including inverted logic for Section J), academic tone, and absence of prohibited content. The
validation assessed evidence integrity through critical evaluation of source texts and citations for
plausibility, verifiability, item-specificity, non-vendor sourcing, and publication date consistency.
Justification quality assessment examined whether each justification made a clear evaluative claim,
demonstrated logical connection to cited evidence, addressed Shadow IT mitigation impact, and
avoided repetitive or templated language. Cross-model consistency analysis compared ratings
assigned by different LLMs, identified variance patterns, and detected model-specific biases toward

systematic inflation or deflation.

6.6. The Final Assessment Output

Assessment results are compiled in a structured Excel workbook containing four sheets (Appendix A)
corresponding to each assessed LCDP. Each sheet presents all 62 evaluation framework items from Al
through J6 with scores and supporting evidence from each of the four LLMs. The output structure
includes the item identifier, rating on the 1-5 scale, detailed justification text, source text excerpts, and
full APA citations.

The scoring interpretation follows the prompt-defined criteria where ratings of 4 and 5 indicate
strong platform alignment with the assessed capability suitable for enterprise Shadow IT mitigation,
ratings of 3 indicate adequate but limited capability requiring careful consideration of organizational

context, and ratings of 1 and 2 indicate significant gaps that may necessitate complementary solutions
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or alternative platforms. For Section J items addressing limitations, this interpretation inverts such that

higher scores indicate lower risk exposure.

6.7. Human Validation

Human validation was conducted by four domain experts, with one assigned to each assessed
platform. Each expert possessed a minimum of four years of professional implementation experience
with their assigned platform in enterprise contexts. Experts were recruited through professional
networks and were selected based on demonstrated hands-on experience with platform deployment,
governance configuration, and enterprise solution delivery. The scope of the human validation was
limited to those assessment items for which inter-LLM score differences exceeded one point on the
Likert scale, representing cases where model disagreement surpassed acceptable interpretive

variation. Table 9 provides a summary of the expert validator profiles.

Table 9 — Expert validator profiles

Platform Platform Experience Role Items Validated
Mendix 5 years Technical Lead 10
OutSystems 6 years Solution Architect 8
Appian 5 years Architect 8
Power Apps 4 years Certified Trainer 8

The expert assigned to the Appian platform —Jodo — has worked in the IT sector for fourteen years,
with approximately thirteen years of experience in business process management. He has led multiple
teams responsible for both application maintenance and greenfield development initiatives. Over the
past five years, his professional focus has been on Appian as a low-code development platform, and
he currently serves as an architect in an IT consulting firm.

The OutSystems expert — Alex — brings more than thirty years of experience in the IT field and
approximately six years of hands-on experience with OutSystems. His professional background
includes managing global teams across telecommunications, banking, and insurance projects. At
present, he works as a Solution Architect within a large consulting organization employing
approximately 90,000 professionals.

The Mendix expert — Tim —is an IT professional with over twenty years of experience in software

development, systems integration, and enterprise-wide implementations. He has been working with
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Mendix since 2021 and currently holds the role of Technical Lead, where he guides teams in delivering
high-quality Mendix solutions in comple, international project environments.

Finally, the expert assigned to Microsoft Power Apps — Nelson — has several decades of experience
in the IT domain and has been working with the Power Platform since 2022. His experience combines
training delivery with hands-on project implementation, and he currently works as a trainer with a
focus on low-code development and artificial intelligence.

Approximately eight to ten items per platform required human validation intervention,
representing roughly 13-18% of assessed items. Domain experts reviewed the conflicting assessments
against available vendor documentation and independent sources to determine appropriate scores.
When human judgment and documentation review warranted correction, expert scores overrode LLM
average values.

The human validation process did not reveal systematic LLM biases toward consistent over-scoring
or under-scoring across platforms. Disagreements appeared distributed across assessment dimensions
rather than concentrated in specific capability areas, suggesting that variance reflected genuine
interpretive complexity rather than model-specific calibration errors. Detailed analysis of validation

findings and their implications for result interpretation is presented in Chapter 7.
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This chapter presents the consolidated assessment results from the systematic evaluation of four
enterprise Low-Code Development Platforms (Mendix, OutSystems, Microsoft Power Apps, and
Appian) against the 62-item evaluation framework developed in Chapter 5. The assessment employed
a multi-LLM triangulation methodology using four large language models (Gemini, ChatGPT, Claude,

and Grok), with human expert validation applied to items exhibiting significant inter-model

CHAPTER 7

Assessment Results

disagreement.

7.1.

Table 10 presents the assessment summary, from Appendix A, organized by thematic cluster, enabling

comparison of platform capabilities across the ten evaluation dimensions established in Chapter 5.

Summary Results by Platform

Table 10 — Assessment Summary by Thematic Cluster

Part Thematic Cluster Mendix OutSystems Appian Power Apps

A Rapid Development and Agility 4.75 4.88 4.67 4.79

B Complexity Reduction and 4.46 4.58 4.33 4.75
Accessibility

C Enterprise Integration and Scalability 4.79 4.75 4.79 4.71

D Governance and Security Control 4.64 4.81 4.78 4.61
Mechanisms

E Collaborative Development Support 4.20 4.60 4.30 4.25

F DevSecOps and Compliance 3.54 421 4.42 3.46
Integration

G Role Separation and Domain 4.46 4.79 4.29 4.58
Specialization

H Data Management and 4.75 4.92 475 471
Interoperability

I Platform Maturity and Ecosystem 4.50 4.54 4.71 4.58

J Limitations and Constraints 3.25 3.54 3.21 3.25
Overall Platform Average 4.35 4.57 4.44 4.38
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OutSystems achieves the highest overall average rating, followed by Appian, Microsoft Power
Apps, and Mendix. All four platforms demonstrate strong performance in core capability areas
including Rapid Development and Agility (Part A), Enterprise Integration and Scalability (Part C), and
Data Management and Interoperability (Part H), with cluster averages consistently exceeding 4.0 on
the five-point Likert scale. The Limitations and Constraints cluster (Part J) presents the lowest scores
across all platforms, reflecting the inherent trade-offs documented in the low-code development
literature.

Beyond these aggregate results, each platform exhibits a distinct capability profile that reflects its
underlying architectural philosophy and intended use cases. These profiles illustrate how different
design priorities translate into strengths and weaknesses across capability clusters.

OutSystems achieves the highest scores in Data Management and Interoperability, Rapid
Development and Agility, and Governance and Security Control Mechanisms. This profile aligns with
its documented positioning as an enterprise-grade platform emphasizing scalability, security, and full-
lifecycle development support. The platform maintains competitive DevSecOps capabilities (4.21),
though Appian achieves the highest score in this cluster (4.42).

Mendix demonstrates particular strength in Enterprise Integration and Scalability, Data
Management and Interoperability, and Rapid Development and Agility. However, the platform exhibits
notable weakness in DevSecOps and Compliance Integration, the lowest score among all platforms for
this cluster, suggesting potential gaps in security-focused development lifecycle features.

Microsoft Power Apps performs especially well in Complexity Reduction and Accessibility and
Rapid Development and Agility, reflecting its design philosophy of enabling citizen developers within
the Microsoft 365 ecosystem. However, the platform exhibits the lowest DevSecOps score among all
platforms assessed.

Appian exhibits strong performance in Enterprise Integration and Scalability, Governance and
Security Control Mechanisms, and Data Management and Interoperability. In addition, its highest
score in Platform Maturity and Ecosystem, together with solid Pricing Competitiveness, positions
Appian favourably for organizations that prioritize process automation and place significant

importance on vendor ecosystem considerations.

7.2. Inter-LLM Agreement Analysis

The multi-LLM assessment methodology generated four independent evaluations per platform,
enabling analysis of inter-model agreement patterns. Understanding these patterns provides insight
into assessment reliability and identifies capability areas where interpretation complexity affects

evaluation consistency. Table 11 presents the agreement rates by platform.
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Table 11 — Inter-LLM Agreement Metrics by Platform

Platform Perfect Agreement Minor Disagreement High Disagreement
Mendix 22 (35.5%) 30 (48.4%) 10(16.1%)
OutSystems 27 (43.5%) 27 (43.5%) 8 (12.9%)
Appian 20(32.3%) 34 (54.8%) 8 (12.9%)
Power Apps 22 (35.5%) 32 (51.6%) 8 (12.9%)

OutSystems demonstrated the highest inter-LLM agreement rate, potentially reflecting the
platform's extensive documentation and clear capability delineation that enabled more consistent LLM
interpretation. Appian showed the lowest perfect agreement rate but the highest minor disagreement
rate, suggesting evaluators found sufficient evidence but interpreted nuances differently. Mendix
exhibited the highest high disagreement rate, concentrated primarily in DevSecOps and Limitations

clusters.

7.3. Distribution of Rating Differences

Across all 248 item-platform assessments (62 items x 4 platforms), the distribution of maximum inter-

LLM rating differences is presented in Table 12.

Table 12 — Distribution of Maximum Rating Differences

Maximum Rating Difference Count Percentage
0 (Complete Consensus) 91 36.7%
1 (Minor Disagreement) 123 49.6%
2 (Moderate Disagreement) 29 11.7%
>3 (High Disagreement) 5 2.0%
Total Assessments 248 100%

As shown in Table 12, the majority of assessments exhibited either complete consensus or minor
differences of one point on the five-point Likert scale. This agreement rate substantially exceeds the
70% threshold commonly accepted for adequate inter-rater reliability in exploratory research (Miles

& Huberman, 1994), validating the multi-rater triangulation approach. The remaining assessments
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required human validation due to disagreements exceeding one point, consistent with the

methodology design where expert adjudication resolves cases of significant inter-model disagreement.

7.4. Section-Level Disagreement Patterns

Analysis of disagreement patterns by thematic cluster reveals systematic variation in assessment

difficulty across capability dimensions (Table 13).

Table 13 — Section-Level Disagreement Analysis

Part Thematic Cluster High Assessment
A Rapid Development and Agility 0 Low

B Complexity Reduction and Accessibility 1 Low

C Enterprise Integration and Scalability 0 Low

D Governance and Security Control Mechanisms 2 Low

E Collaborative Development Support 4 Moderate
F DevSecOps and Compliance Integration 13 High

G Role Separation and Domain Specialization 2 Low

H Data Management and Interoperability 0 Low

I Platform Maturity and Ecosystem 2 Low

J Limitations and Constraints 10 High

Section F (DevSecOps and Compliance Integration) emerged as the most contentious assessment
area, exhibiting the highest validation rate among all sections. This pattern reflects multiple factors:
DevSecOps capabilities in low-code platforms are often inconsistently documented, inherently difficult
to evaluate through secondary sources, and represent an emerging capability area where platform
offerings are rapidly evolving. The concentration of human validation in this section, combined with
the predominantly downward direction of expert corrections, confirms DevSecOps as an evaluation
dimension where vendor documentation tends to overstate actual capability maturity. Specifically,
items F2, F3, F4, F5, and F6 demonstrated elevated disagreement across multiple platforms.

Section J (Limitations and Constraints) also showed elevated disagreement, exhibiting the
second-highest validation rate. Unlike Section F, expert corrections in Section J were more balanced
between increases and decreases, reflecting the inherently contested nature of platform limitation

assessments where reasonable experts may disagree based on different interpretive frameworks.
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Together, Sections F and J accounted for approximately two-thirds of all validated items, confirming

these as the most challenging assessment dimensions for LLM-based evaluation.

7.5. Human Validation Findings

Human expert validation was applied to all items where the maximum inter-LLM rating difference
exceeded one point on the Likert scale, representing instances where model disagreement exceeded
acceptable thresholds. This validation was conducted by domain experts, each possessing substantial
professional experience with the assessed platforms. Each expert was assigned responsibility for
validating their respective platform's assessments, ensuring that validation decisions were informed
by direct implementation experience rather than secondary source interpretation alone.

Experts received the evaluation framework spreadsheet (Appendix A) with items exhibiting inter-
LLM rating differences greater than one point highlighted for review. For each flagged item, experts
were provided with the item description, the Shadow IT mitigation rationale, the research foundation
citation, and the four independent LLM ratings. The validation task required experts to assign a final
rating and document their justification.

The validation approach was intentionally flexible rather than prescriptive. Experts were
encouraged to use LLM tools as a starting point for their analysis but were explicitly instructed to
validate outputs against their own professional knowledge and field experience. This approach
leveraged the structured reasoning capabilities of large language models while ensuring that final
assessments reflected practitioner judgment grounded in actual platform implementation.

Thirty-four items across the four platforms required human validation, representing 13.7% of total

assessments. Table 14 details the items requiring intervention by platform.

Table 14 — Items Requiring Human Validation

Mendix (10) OutSystems (8)  Appian (8) Power Apps (8)  All Platforms
B2, D3, E2 E3, F2, F3 E4, F4, G4 D3, E2, F3 F4 (all 4)

F1, F4, F6 F4, F5, F6 16,1, ]2 F4, F5, F6 J1,J2 (3 each)
G4,J1,J)2,)4 11,12 J3, 14 16, J6

Two thematic clusters were identified as consistently problematic across all evaluated platforms.
These clusters reveal areas where systematic challenges persist despite differences in platform design
and capability focus.

The first problematic cluster concerns DevSecOps and Compliance Integration (Section F). Within

this cluster, Item F4, which relates to Security Best Practices Guidance, required human validation for

51



all four platforms and was the only item to exhibit universally high levels of disagreement. This
recurring pattern indicates that security governance capabilities are either inconsistently documented
or subject to varying interpretations across the low-code development platform ecosystem.

The second problematic cluster is Limitations and Constraints (Section J). Item J1, addressing
Customization Restrictions, and Item J2, addressing Vendor Lock-In Risk, each required human
validation for three of the four platforms evaluated. These items assess inherently subjective trade-
offs where platform-specific context significantly influences appropriate ratings, necessitating expert
judgment to calibrate scores appropriately.

Human validation corrections exhibited a consistent pattern: all four validators either lowered
their platform's scores or made balanced corrections. Mendix and Power Apps validators decreased
scores most substantially, while the OutSystems validator also decreased scores and the Appian
validator made balanced corrections. This pattern was particularly pronounced in Section F
(DevSecOps), where the vast majority of human corrections were decreases, with validators across all
platforms concluding that LLMs had overestimated DevSecOps capabilities based on vendor
documentation.

This systematic pattern of downward corrections reflects a fundamental characteristic of LLM-
based evaluation: large language models assess capabilities based on documented features, whereas
human experts with implementation experience recognise the gap between vendor documentation
and actual deployment maturity. The consistency of this pattern across independent validators—each
evaluating a different platform—suggests that the methodology effectively identified and addressed
its primary systematic tendency, namely LLM overestimation of security automation features. This
finding has broader methodological implications: LLM-assisted assessment may require higher
validation rates for capability domains where documentation typically exceeds implementation reality.

With human validation having addressed the items exhibiting significant disagreement, the

analysis now turns to comparative assessment across platforms.
7.6. Cross-Platform Comparative Analysis

Comparative analysis across platforms reveals distinctive capability profiles suitable for different

organizational contexts (Table 15).
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Table 15 — Platform Capability Leadership by Section

Part Thematic Cluster Leader Score Margin
A Rapid Development and Agility OutSystems 4.88 +0.08
B Complexity Reduction and Accessibility Power Apps 4.75 +0.17
C Enterprise Integration and Scalability Mendix/Appian 4.79 +0.04
D Governance and Security Control Mechanisms  OutSystems 481 +0.03
E Collaborative Development Support OutSystems 4.60 +0.30
F DevSecOps and Compliance Integration Appian 4.42 +0.21
G Role Separation and Domain Specialization OutSystems 4.79 +0.21
H Data Management and Interoperability OutSystems 492 +0.17
I Platform Maturity and Ecosystem Appian 4.71 +0.12
J Limitations and Constraints OutSystems 3.54 +0.29

OutSystems demonstrates capability leadership in eight of ten sections, with particularly notable
advantages in Collaborative Development Support (+0.30 over nearest competitor) and Data
Management and Interoperability (+0.17). Power Apps leads in Complexity Reduction and
Accessibility, reflecting its design emphasis on citizen developer empowerment. Appian leads in
Platform Maturity and Ecosystem, aligning with its process automation heritage. Mendix shares
leadership in Enterprise Integration and Scalability with Appian.

However, these leadership positions do not eliminate platform-specific weaknesses, and strong
performance in certain capability areas does not preclude the presence of important limitations.
Indeed, each evaluated platform presents specific capability gaps and areas of concern that warrant
careful consideration at the organizational level. These gaps highlight potential risks or limitations that
may affect platform suitability depending on an organization’s requirements and maturity.

As reported in Table 10, Mendix and Microsoft Power Apps both demonstrate a notable gap in
DevSecOps and Compliance Integration (Section F). In comparison with OutSystems, Mendix shows a
deficit of 1.08 points, while Microsoft Power Apps exhibits a slightly larger deficit of 1.16 points. As a
result, organizations operating under strict security and regulatory compliance requirements should
carefully assess the extent to which these platforms support a secure and compliant development
lifecycle.

Appian, by contrast, shows limitations related to role architecture. Its comparatively lower score

in Role Separation and Domain Specialization, together with a median score for Item G4 (Component
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Specialization), indicates constraints in the platform’s ability to support complex organizational role
structures.

Finally, all platforms demonstrate limitations that are reflected in their scores for Section J. With
values ranging from 3.21 to 3.54, these results confirm well-documented constraints associated with
low-code development approaches, including risks related to vendor lock-in, restrictions on
customization, and the learning curve required for effective adoption.

Despite these shared limitations, the comparative analysis also reveals important differences in
how platforms perform across capability dimensions. The assessment highlights meaningful platform
differentiation despite the generally high scores achieved across all evaluated platforms. Although
overall performance levels indicate strong enterprise suitability, closer analysis reveals variations that
may influence platform selection depending on organizational priorities.

The total score variance between platforms further illustrates this differentiation. The 0.22-point
difference separating the highest-scoring platform, OutSystems, from the lowest-scoring platform,
Mendix, corresponds to a 4.9% performance differential. While all platforms exceed the 4.0 threshold
commonly associated with enterprise readiness, this gap may be consequential for organizations that
place particular emphasis on specific capability dimensions.

Additional insights emerge when considering consistency versus specialization. OutSystems
exhibits the most uniform performance across assessment sections, with a standard deviation of 0.39,
indicating a balanced capability profile that supports a wide range of use cases. In contrast, Microsoft
Power Apps shows greater variability in its scores, with a standard deviation of 0.53. This pattern
reflects pronounced strengths in accessibility alongside weaknesses in DevSecOps, suggesting a design
optimized for citizen developer enablement that may come at the expense of more advanced

enterprise security automation capabilities.

7.7. LLM Reliability Analysis

Analysis of individual LLM rating tendencies reveals systematic patterns that inform interpretation of
the triangulated results. Table 16 presents the average ratings by LLM model across all platforms

analysed.

54



Table 16 — Average Ratings by LLM Across All Platforms

LLM Model Average Rating Rating Tendency
Gemini 4.60 Highest
Grok 4.54 Above Average
Claude 4.44 Average
ChatGPT 4.34 Lowest

Gemini exhibited the highest average ratings, potentially reflecting either access to more current
training data, a tendency toward generous interpretation of capability claims, or systematic
differences in how the model weighs positive versus negative evidence. ChatGPT demonstrated the
most conservative ratings, which may indicate stricter evidentiary standards or greater sensitivity to
documented limitations.

To address these differences and ensure robustness in the evaluation process, the multi-LLM
triangulation methodology effectively mitigated individual model biases through averaging. The
observed 0.26-point spread between highest and lowest LLM averages was substantially reduced in
final ratings through the averaging process and human validation of outliers. This finding supports the
methodological choice of multi-model triangulation over single-LLM assessment for academic research
applications.

The human validation process did not reveal systematic patterns of model-specific errors, given
that disagreements appeared distributed across assessment dimensions rather than concentrated in
specific capability areas or reflecting consistent model biases. This suggests that variance reflects
genuine interpretive complexity inherent to the assessment task rather than model-specific calibration

errors.
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CHAPTER 8

Discussion

This chapter synthesizes the research findings, discusses their implications for organizations seeking
to leverage Low-Code Development Platforms for Shadow IT mitigation, and provides actionable
recommendations for practitioners. The chapter revisits the research questions posed in Chapter 1,
articulates the theoretical and practical contributions of this study, acknowledges its limitations, and

suggests avenues for future research.

8.1. Addressing the Research Questions

This research was guided by three interrelated research questions. This section revisits each question
and summarizes how it was addressed through the systematic investigation conducted in Chapters 2

through 6.

Research Question 1: What are the primary challenges associated with software development and
Shadow IT in large enterprises?

Chapter 3 established the theoretical foundation through a PRISMA-compliant systematic
literature review of 33 articles, identifying Shadow IT as a pervasive phenomenon driven by the gap
between business unit needs and IT department responsiveness. Chapter 4 synthesized these findings
into three primary challenge domains: the IT department responsiveness gap, where formal IT
processes fail to meet business velocity requirements [10], [14]; application complexity and poor user
experience, where enterprise systems impose cognitive burdens that drive users toward simpler
unauthorized alternatives [17]; and security, compliance, and governance consequences, where

unsanctioned solutions create vulnerabilities, data fragmentation, and regulatory exposure [11], [12].

Research Question 2: What specific key features and capabilities must Low-Code Development
Platforms possess to effectively address these challenges?

Chapter 4 identified nine capability domains that LCDPs must possess to effectively mitigate
Shadow IT challenges. These domains were derived from synthesis of the academic literature,
including the Business-Managed IT critical success factors framework [19], the LowDevSecOps RAAFT
framework [2], and the four-role architecture proposed by Mottu and Sunyé [20]. The mapping matrix
presented in Table 6 demonstrated the logical connections between identified Shadow IT challenges

and specific LCDP capabilities.
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Research Question 3: What evaluation framework using Likert scale methodology should organizations
employ to systematically compare and assess LCDP vendors against the key features and capabilities
identified?

Chapter 5 operationalized the capability domains into a structured 62-item evaluation framework
organized across ten thematic clusters (Parts A-J). Each item was grounded in the research literature
through explicit Research Foundation citations, ensuring that evaluation criteria reflected academically
validated Shadow IT mitigation requirements rather than generic platform feature checklists. Chapter
6 detailed the multi-LLM triangulation methodology for applying the framework, while Chapter 7
demonstrated its practical application through systematic assessment of four enterprise LCDP

platforms: Mendix, OutSystems, Appian, and Microsoft Power Apps.

8.2. Key Findings

The assessment produced several findings with important implications for both theoretical
understanding and practical application. Taken together, these results provide insight into platform
performance, shared strengths and limitations, and the reliability of the evaluation methodology.

In terms of overall platform ranking, OutSystems emerged as the highest-scoring platform,
followed by Appian, Microsoft Power Apps, and Mendix. All four platforms achieved scores above 4.0
on the five-point Likert scale, indicating general enterprise suitability for the purpose of mitigating
Shadow IT. The 0.22-point difference between the highest- and lowest-scoring platforms corresponds
to a 4.9% performance differential, demonstrating that meaningful differentiation exists despite the
uniformly high scores.

Across platforms, several universal strengths were observed. All assessed platforms performed
strongly in Rapid Development and Agility, in Enterprise Integration and Scalability, and in Data
Management and Interoperability. These capability areas represent core requirements for Shadow IT
mitigation, suggesting that leading enterprise low-code development platforms have converged on
essential functionality in these domains.

At the same time, universal limitations were evident. Scores for Section J were consistently low
across all platforms, confirming that customization restrictions, vendor lock-in risks, and scalability
constraints remain recognized challenges in low-code development. These findings validate the
limitations framework proposed by Martinez and Pfister [30]. Within this cluster, vendor lock-in (Iltem
J2) emerged as the most prominent concern among all platforms.

Significant variation was identified in DevSecOps maturity across platforms. Mendix and Microsoft
Power Apps are more than one point below OutSystems. Moreover, Section F exhibited the highest

level of inter-LLM disagreement, with 13 item—platform combinations showing high disagreement,

58



making it the most contested assessment area. This pattern indicates that DevSecOps integration
remains an evolving capability domain characterized by inconsistent documentation and rapidly
changing platform offerings.

Clear differences in platform capability leadership were also observed. OutSystems demonstrates
leadership in eight of the ten assessment sections, with particularly strong advantages in Collaborative
Development Support, where it holds a margin of +0.30 over competitors, and in Data Management
and Interoperability, with a +0.17 margin. Microsoft Power Apps leads in Complexity Reduction and
Accessibility, while Appian leads in Platform Maturity and Ecosystem. Mendix shares leadership with
Appian in Enterprise Integration and Scalability.

Finally, the reliability of the assessment methodology was supported by the results of the multi-
LLM triangulation approach. Across 248 item—platform assessments, the methodology achieved 86.3%
consensus or minor disagreement, while human validation successfully resolved the remaining 13.7%
of cases that exhibited significant inter-model variance. These findings support the feasibility of LLM-
assisted assessment methodologies for academic research when they are complemented by

appropriate validation procedures.

8.3. Theoretical Contributions

This research makes two primary contributions to the academic literature. The first is the development
of a 62-item evaluation framework, presented in Chapter 5, which addresses a clearly identified gap in
existing research. Although prior studies have examined Shadow IT drivers [10], low-code
development platform capabilities [20], and governance mechanisms [19] as separate lines of inquiry,
no prior framework has systematically operationalized these constructs into a structured assessment
instrument specifically intended to evaluate Shadow IT mitigation. The framework’s grounding in
Research Foundation citations ensures its theoretical validity, while its operationalization through a
Likert-scale enables practical application. Furthermore, the evaluation of four market-leading
platforms demonstrates the framework’s discriminative validity by differentiating platforms across
capability dimensions, while also confirming convergent validity through consistently high scores in
capability areas that are universally strong.

The second contribution lies in the multi-LLM triangulation methodology employed in the
assessment. By combining evaluations from four large language models with human expert validation,
the study contributes to the emerging body of scholarship on LLM-assisted research methods. The
methodology achieves reliability through two complementary mechanisms: the 1CC(2,k) of 0.83

indicates good reliability for averaged ratings according to established interpretation guidelines [38],
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while the agreement rate substantially exceeds the 70% threshold for inter-rater reliability in
exploratory research [8].

Beyond these quantitative indicators, the observed patterns of inter-model agreement and
disagreement offer empirical insights for researchers considering similar methodological designs. The
concentration of validation requirements in Sections F (DevSecOps) and J (Limitations) reveals that
certain evaluation dimensions present inherent complexity that challenges automated assessment.
More significantly, the systematic pattern of downward corrections by human validators suggests that
LLMs, when evaluating based on vendor documentation, tend to overestimate platform capabilities.
This finding implies that LLM-assisted assessment may be particularly valuable for initial screening and
systematic comparison, but should be complemented by practitioner validation for capability domains
where documentation typically exceeds implementation maturity. The modest net change in overall
ratings demonstrates that human validation corrected outliers rather than systematically shifting the
dataset, supporting the hybrid approach where LLM consensus is accepted for clear cases while expert
judgment resolves contested assessments.

It is important to acknowledge that the multi-LLM triangulation methodology represents an
exploratory contribution to research methods rather than a validated instrument. The approach
demonstrates feasibility for structured secondary-source assessment but requires further
methodological development before it can be considered a standardized research tool. The 86.3%
agreement rate provides preliminary evidence of reliability, but systematic comparison with traditional
expert panel assessment would strengthen confidence in the methodology. This research therefore,
contributes both a substantive evaluation framework for LCDP assessment and a methodological

prototype for LLM-assisted systematic evaluation that future research can refine and validate.

8.4. Main Conclusions

This research investigated how Low-Code Development Platforms may mitigate Shadow IT issues in
large enterprises. Through systematic literature review, framework development, and multi-platform
assessment, several conclusions emerge. First, Shadow IT persists as a significant challenge in large
enterprises, driven primarily by the gap between business unit agility requirements and IT department
responsiveness. The proliferation of unauthorized solutions creates security vulnerabilities,
compliance risks, and governance fragmentation that traditional prohibition-based approaches have
failed to address.

Second, Low-Code Development Platforms offer a promising mechanism for Shadow IT mitigation

by enabling business users to develop solutions within governed environments. The essential
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capabilities for effective mitigation span nine domains, with rapid development, enterprise
integration, and governance controls representing foundational requirements.

Third, leading enterprise LCDPs (i.e., Mendix, OutSystems, Appian, and Microsoft Power Apps)
demonstrate general suitability for Shadow IT mitigation, with overall scores exceeding 4.0 on a five-
point scale. However, meaningful differentiation exists across platforms, particularly in DevSecOps
capabilities where both Mendix and Power Apps exhibit notable gaps relative to OutSystems and
Appian.

Fourth, all assessed platforms exhibit acknowledged limitations, including vendor lock-in risks and
customization constraints. Organizations should plan for these limitations regardless of platform
selection rather than expecting any single LCDP to fully eliminate Shadow IT challenges.

Fifth, the multi-LLM triangulation methodology demonstrates viability for systematic platform
assessment when combined with human expert validation. The approach achieved acceptable
reliability while enabling assessment scope that would be impractical through manual evaluation
alone. Importantly, the analysis reveals that LLMs tend to overestimate platform capabilities when
evaluating based on vendor documentation, particularly for security-focused features. Human experts
with implementation experience consistently provided more conservative assessments, suggesting
that vendor documentation provides an optimistic baseline that benefits from practitioner validation.

Finally, platform consistency varies meaningfully across vendors. OutSystems demonstrates the
most consistent scoring across sections (standard deviation: 0.39), suggesting a balanced platform
suitable for diverse use cases. Power Apps exhibits the greatest variance (standard deviation: 0.53),
indicating focused optimization for citizen developer scenarios with potential trade-offs in enterprise

security automation.

8.5. Recommendations

The findings of this research support a differentiated set of recommendations targeting three key
professional audiences involved in Low-Code Development Platform (LCDP) adoption and governance:
IT decision-makers, leaders of citizen developer programs, and stakeholders responsible for
enterprise-scale deployments. While these roles face distinct priorities, the results suggest that
effective Shadow IT mitigation requires coordinated consideration across all three perspectives rather
than isolated decision-making.

From the perspective of IT decision-makers, the proposed evaluation framework and the resulting
platform assessments provide an evidence-based foundation for LCDP vendor selection. Rather than
treating platform choice as a one-dimensional decision, organizations are advised to weight evaluation

dimensions according to the specific drivers of Shadow IT they face. Where Shadow IT is primarily
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driven by responsiveness and time-to-market pressures, greater emphasis should be placed on
capabilities related to rapid development and complexity reduction (Parts A and B). Conversely, in
environments where Shadow IT presents significant security, compliance, or governance risks,
decision-makers should prioritize governance and DevSecOps-related capabilities (Parts D and F). The
analysis further indicates that DevSecOps capabilities remain one of the most challenging areas to
assess reliably through secondary sources alone. The elevated disagreement observed in this cluster
suggests that security automation and compliance features are often inconsistently documented or
are evolving rapidly. Consequently, organizations operating under stringent regulatory or security
requirements should complement framework-based assessment with hands-on evaluation of platform
security capabilities. In this context, particular attention should be paid to the documented DevSecOps
gaps identified for Mendix and Microsoft Power Apps. Across all platforms, the findings also
underscore the importance of planning proactively for known limitations. Vendor lock-in risks, data
portability constraints, and long-term architectural flexibility should be addressed early in LCDP
adoption roadmaps. The assessment results suggest that such concerns are more pronounced for
Mendix and Power Apps than for OutSystems and Appian, reinforcing the need for mitigation
strategies regardless of platform choice.

For organizations designing or expanding citizen developer programs, the results point to a
partially different emphasis. Microsoft Power Apps’ strong performance in complexity reduction and
accessibility highlights its suitability for initiatives that prioritize broad citizen developer participation,
particularly in organizations already embedded in the Microsoft ecosystem. Integration with familiar
tools such as Excel, SharePoint, and Teams can lower adoption barriers and accelerate time-to-value
for business users. At the same time, the findings indicate that organizations relying on Power Apps
for citizen development should compensate for its comparatively weaker DevSecOps capabilities
through complementary governance mechanisms. These may include stricter security review
processes for citizen-developed applications, integration with enterprise security tooling, or limiting
citizen developer autonomy to lower-risk use cases while reserving more complex or sensitive
applications for professional development teams. Mendix also emerges as a viable option in this
context, as it combines strong accessibility characteristics with robust enterprise integration and
scalability, making it suitable for citizen developer programs that require close coupling with existing
enterprise systems.

Finally, for stakeholders responsible for enterprise-scale deployments, the assessment highlights
a different set of trade-offs. OutSystems’ consistently high scores across evaluation dimensions,
together with its strong performance in data management, interoperability, suggest that it is well
suited for organizations seeking a comprehensive, standardized platform capable of supporting diverse

use cases under mature governance structures. Its reIativer low variance across assessment sections
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indicates a balanced capability profile, which is particularly advantageous for organizations aiming to
consolidate development efforts on a single enterprise-wide platform, especially in regulated
industries with stringent security automation requirements. Appian presents a compelling alternative
for organizations with strong business process management needs and sensitivity to cost
considerations, supported by its strengths in enterprise integration, platform maturity, and ecosystem.
However, its comparatively lower support for role separation and domain specialization indicates that
organizations seeking to implement the four-role architecture proposed in the literature may need to
complement the platform with additional governance structures. Mendix, while ranking lower overall,
demonstrates particular strength in enterprise integration, scalability, and data management, making
it suitable for organizations that prioritize system integration capabilities. Nonetheless, its
documented DevSecOps gaps and higher reliance on human validation suggest that organizations with
complex security requirements should conduct thorough hands-on evaluation before committing to

large-scale deployment.

8.6. Limitations

Several limitations must be taken into account when interpreting the results of this study. First, the
assessment represents a point-in-time evaluation. Because platform capabilities evolve rapidly, the
findings reflect documented features and functionality available as of late 2025 and may not account
for more recent releases or items on vendor roadmaps. Consequently, organizations should validate
current platform capabilities against this baseline before making adoption decisions.

Second, the study relies on a secondary-source methodology. The assessment was based on large
language model interpretation of documentation and published materials rather than direct, hands-
on platform evaluation. As a result, certain nuances related to implementation quality or practical
usability may not have been captured. For this reason, direct platform testing remains a critical step in
final vendor selection processes.

Additional limitations arise from the complexity of assessing DevSecOps capabilities. The elevated
level of disagreement observed in Section F, which included 13 high-disagreement item—platform
combinations, suggests that evaluating DevSecOps features through secondary sources alone may be
insufficiently reliable. Organizations are therefore advised to complement such assessments with
direct platform evaluation when DevSecOps maturity is a key consideration.

Interpretive challenges were also identified in relation to Section J, which employs an inverted
scoring logic where higher scores indicate lower risk. This design proved difficult for consistent

interpretation by large language models and resulted in 10 high-disagreement items across platforms.

63



Future research should investigate alternative approaches for assessing platform constraints to
improve interpretive consistency.

Finally, while human validation successfully resolved items with high inter-model disagreement,
the validation requirement introduces the potential for human bias. Notably, validation was
concentrated in specific evaluation dimensions: Sections F (DevSecOps) and J (Limitations) accounted
for approximately two-thirds of all validated items. While this concentration aligns with the inherent
complexity of these assessment areas, it suggests that LLM-based evaluation may require higher
validation rates for security-focused and constraint-oriented assessments. To mitigate the risk of
individual bias in future studies, researchers should consider involving multiple expert validators per
platform and incorporating formal inter-rater reliability analysis.

The LLM-assisted assessment methodology employed in this research represents a novel
approach that lacks established validation benchmarks. While the multi-LLM triangulation achieved
86.3% consensus or minor disagreement across 248 item-platform assessments, traditional inter-rater
reliability metrics such as Krippendorff's alpha were not calculated due to the exploratory nature of
this methodological approach. The four-expert human validation panel, while providing domain
expertise for adjudicating disagreements, represents a small sample that may introduce individual
bias. Future research should consider employing larger validation panels with formal inter-rater
reliability assessment. Additionally, the quantitative assessment (N=4 LLM raters) does not meet
conventional thresholds for statistical generalizability; however, the methodology was designed as a
triangulation mechanism to reduce single-model bias rather than as a traditional survey instrument.

These limitations should be considered when interpreting the platform assessment results.

8.7. Future Research

This research focused on Low-Code Development Platforms as a mechanism for Shadow IT mitigation.
However, the technology landscape continues to evolve, and a significant emerging phenomenon
warrants investigation: Shadow Al.

Shadow Al extends the Shadow IT paradigm to encompass unauthorized use of artificial
intelligence tools, including large language models, within organizational contexts. As documented in
Chapter 4, Shadow Al introduces distinct risks beyond traditional Shadow IT: employees may input
sensitive corporate data into public Al services, Al-generated outputs may contain hallucinated
information that propagates into business decisions, and the opacity of Al reasoning creates
accountability challenges that differ qualitatively from conventional software risks.

Future research should investigate how the evaluation framework developed in this study might

be extended to address Shadow Al mitigation. Key research questions include: What additional
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capability domains are required for platforms to effectively govern Al tool usage? How do the security,
compliance, and governance implications of Shadow Al differ from traditional Shadow IT? What role
might enterprise LCDP platforms play in providing governed Al capabilities that reduce the appeal of
unauthorized alternatives?

The intersection of low-code development and artificial intelligence represents a particularly
promising research direction, as LCDP vendors increasingly integrate Al-assisted development
features. Understanding how these integrated Al capabilities affect Shadow IT dynamics — that is,
whether they amplify or mitigate unauthorized tool adoption — would extend the theoretical
contributions of this research to the rapidly evolving Al-augmented enterprise context.

Additionally, longitudinal research tracking the evolution of platform capabilities against this
assessment baseline would provide valuable insights into LCDP market maturation. The DevSecOps
capability gaps identified in this assessment, particularly for Mendix and Power Apps, represent areas
where rapid vendor improvement may alter the competitive landscape. Periodic reassessment using
the established framework would enable tracking of such evolution while validating the framework's

ongoing relevance.
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Appendix A

Part A — Rapid Development and Agility: Focuses on how LCDPs shorten delivery cycles and support
continuous change. This includes visual modelling, pre-built components, WYSIWYG editors, minimal
manual coding, rapid cloud deployment and dynamic updates without full redeployment, all of which
accelerate prototyping and reduce dependence on traditional SDLC stages. These capabilities are
positioned as the primary way LCDPs offer an IT-governed alternative to fast, ad-hoc Shadow IT

solutions while still meeting business time-to-market pressures.

Part B — Complexity Reduction and Accessibility: Covers how platforms hide technical complexity and
open development to non-experts. Intuitive GUIs, drag-and-drop configuration, logical and structural
diagrams, and strong error handling are highlighted as essential for citizen developers to build and
maintain apps without formal programming skills. This directly addresses Shadow IT drivers such as
frustration with complex corporate tools by giving business users an easier, sanctioned way to obtain

needed functionality.

Part C — Enterprise Integration and Scalability: Addresses integration with existing landscapes and the
ability to scale to enterprise workloads. The framework stresses seamless data integration with
databases, SaaS and legacy systems, plus cloud-based deployment models to support elastic scaling
and multi-tenant use. Strong integration and scalability are treated as preconditions for LCDPs to

replace isolated Shadow IT tools with solutions that fit into centralized architectures.

Part D — Governance and Security Control Mechanisms: Groups features that let central IT retain
control: role-based access, centralized policy enforcement, auditability, environment management
and alignment with IT governance frameworks. The thesis frames LCDPs as viable only when
accompanied by clear governance models that define who may build what, how apps are reviewed,
and how risks such as data leakage and non-compliance are monitored. Without these mechanisms,

low-code initiatives risk becoming “governed Shadow IT” rather than a remedy.

Part E — Collaborative Development Support: Covers capabilities that enable joint work between IT
and business units: shared workspaces, versioning, commenting, and support for mixed teams of
professional and citizen developers. The literature on LCDPs and citizen development is used to argue
that collaboration features are necessary so domain experts can capture requirements directly while

IT ensures architectural fit and quality.
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Part F — DevSecOps and Compliance Integration: Includes pipeline automation, embedded security
controls and compliance tooling. The thesis draws on LowDevSecOps work to emphasize model-based
security checks, policy-driven gates, and integration with ClI/CD as ways to ensure that low-code
artifacts follow the same secure-by-design and regulatory practices as traditional software. This is
particularly linked to mitigating Shadow IT risks around GDPR, HIPAA and similar regulations in large

enterprises.

Part G — Role Separation and Domain Specialization: Focuses on distinguishing and supporting roles
such as platform admins, professional developers, domain engineers and citizen developers. Research
indicates that LCDPs increasingly formalize these roles [20], with platform features (permissions,
environment separation, guided tooling) reflecting different skill levels and responsibilities, which

reduces unauthorized autonomy while still leveraging domain knowledge.

Part H — Data Management and Interoperability: Groups capabilities for modelling, governing and
exchanging data: visual data modelling, constraints, reuse of corporate data models, connectors and
APls, and support for consistent data semantics across apps. Effective data management is presented
as crucial to avoid new data silos and to ensure that low-code apps integrate cleanly with enterprise

analytics and operational systems, rather than reproducing typical Shadow IT fragmentation.

Part | — Platform Characteristics and Market Position: Summarizes cross-cutting attributes used to
select vendors: cloud vs on-premises options, licensing and cost models, ecosystem maturity, vendor
lock-in risk, and analyst rankings. The thesis limits its evaluation to leading LCDPs identified by market
analysts and uses the A—H capability clusters as criteria to compare them, linking technical features to

strategic fit in large-enterprise contexts.

Part J — Limitations and Constraints: Addresses documented platform limitations that may constrain
Shadow IT mitigation effectiveness: customization restrictions that limit unique business
requirements, vendor lock-in risks that complicate future migration, scalability constraints for large-
scale deployments, learning curve investments required from citizen developers, feature limitations
compared to traditional development, and incomplete support for the four-role architecture
theoretically required for effective role separation. These limitations, empirically validated by

Martinez and Pfister [30], inform realistic expectations for LCDP adoption.
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Appendix B

Table 1 — Items Description and Research Foundation

Item_ID Item_Name Description Research Foundation

Al Visual Modelling  The platform provides "Visual modelling allows users to drag
Interface intuitive drag-and-drop and drop elements on the user

visual modelling interface, making it easier to use,

capabilities for Ul, data especially for developers who want to

structures, and workflows use the platform intuitively. LCDPs
provide easy-to-use visual
environments for creating software
applications with minimal
programming skills." [20, p. 4]

A2 Pre-built The platform offers "Reusability is promoted through pre-
Componentsand comprehensive libraries built components and templates that
Templates of reusable components serve as building blocks for common

and templates that serve  functionalities, accelerating
as building blocks development." [20, p. 4]

A3 WYSIWYG Editor  The platform includes "What You See Is What You Get
What You See Is What (WYSIWYG) editors allow users to build
You Get editors enabling and preview their application in real-
real-time preview of time." [20, p. 4]
applications

A4 Minimal Manual  The platform requires "Since manual programming is largely
Coding minimal or no procedural eliminated with low-code, software

code writing for standard

functionality

developers can create their
applications much faster and easier
than by building them from scratch.
LCDPs enable the development of fully
functional software applications using
advanced graphical user interfaces and

visual abstractions that require
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Item_ID Item_Name Description Research Foundation
minimal or no procedural code." [24, p.
2]

A5 Rapid The platform enables "Application deployment is greatly
Deployment quick application facilitated by platforms that offer cloud
Capabilities deployment to production hosting. Cloud-based architecture

environments with enables organizations to deploy

minimal configuration applications rapidly without investing
in on-premises infrastructure." [20, p.
5]

A6 Iterative The platform facilitates "Dynamic development enables
Development fast iteration cycles and changes to applications without
Support continuous updates requiring full redeployment, reducing

without extensive dependencies between development
redeployment roles and allowing rapid feedback
cycles." [20, p. 8]

Bl Graphical User The GUI is intuitive and "Visual modelling allows users to drag
Interface requires minimal training  and drop on the user interface. This
Intuitiveness for new users, supporting  makes it easier to use, especially for

both technical and non- developers who want to be able to use
technical users the platform intuitively. The interface
should be intuitive enough to support
both technical and non-technical
users." [20, p. 4]
B2 Accessibility for ~ The platform is effectively  "Citizen developers are business users

Non-Developers

usable by individuals
without formal
programming training

(citizen developers)

without formal software development
training but with domain expertise.
NCDPs enable the creation of software
applications entirely without writing
code, catering to an even broader user
base, including individuals with
minimal technical backgrounds." [20, p.

4]
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Item_ID Item_Name Description Research Foundation
B3 Point-and-Click Users can configure and "Pre-built components can be dragged
Configuration build applications and dropped onto a visual canvas to
primarily through point- build applications. Users interact with a
and-click interfaces visual interface to drag and drop
without programming components, connect them, and
configure them to produce the desired
functionality." [20, p. 4]
B4 Logical Diagram  The platform provides "The user interfaces, business logic,
Representation visual representations of ~ and data services are built using visual
application logic, diagrams and, in some cases, manual
workflows, and data flows coding. These features are important
for enabling domain experts to model
their domain and specify the
application behaviour." [20, p. 4]
B5 Structural The platform offers visual ~ "Data modelling phase support. They
Diagram Support representation of data model data using drag-and-drop
entities, their capabilities to configure the data
relationships, and schema of the application. They create
dependencies entities, associate them with each
other, and set constraints and
dependencies." [20, p. 8]
B6 Advanced Error The platform provides "The platform should provide
Management clear, actionable error comprehensive support for debugging
messages and and error management. Clear error
comprehensive debugging messages and accessible debugging
support tools are essential for enabling citizen
developers to resolve issues
independently." [25, p. 4]
C1 Seamless Data The platform seamlessly "Seamless integration of data from

Integration

integrates with existing
systems, databases, and
data sources (SQL, cloud,

spreadsheets)

various sources—databases,
spreadsheets, cloud applications—
allows citizen developers to leverage

existing data. Data integration is critical
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Item_ID Item_Name Description Research Foundation
for enterprise adoption and supporting
scalability." [20, p. 4]
C2 API Integration The platform provides "Integration of external services via
Support robust APl integration third-party APIs and application
capabilities for connecting deployment. Seamless integration with
to external services and data from various sources including
third-party systems databases, spreadsheets, and cloud
applications enables citizen developers
to leverage existing data." [27, p. 8]
c3 Cloud The platform is deployed  "Cloud-based environments that
Infrastructure on cloud infrastructure provide features such as advanced
Support enabling scalability, graphical user interfaces, visual
availability, and modelling tools, drag-and-drop
geographic distribution functionalities, reusable components,
and declarative programming
languages. Application deployment is
greatly facilitated by platforms that
offer cloud hosting." [39, p. 5]
ca Data The platform supports "Seamless integration of data from
Import/Export flexible data various sources enables citizen
Flexibility import/export capabilities developers to leverage existing data.
in multiple formats (CSV,  The platform should support
JSON, XML, etc.) customizing import and export features
for deployment across the enterprise."
[27, p. 8]
Cc5 Application The platform supports "Scalability refers to the ability to
Scalability scalability to handle expand the use of a given application

growing user bases and
data volumes without

performance degradation

to larger systems, projects, or
organizations. The platform must

support scalability to ensure that
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Item_ID Item_Name Description Research Foundation

applications can grow with
organizational needs." [24, p. 3]
(o3) Multi-Project The platform provides "The platform should enable
Management tools for managing organizations to manage and track
multiple projects multiple low-code applications across
simultaneously with the enterprise. This is essential for
centralized control and maintaining governance and
local customization preventing uncontrolled Shadow IT
proliferation." [27, p. 9]

D1 Role-Based The platform implements  "Multi-layered access controls
Access Control role-based access control  including role-based access
(RBAC) enabling differentiation of management are critical to enterprise

user permissions based adoption. RBAC enables organizations

onroles to define roles and assign permissions,
supporting centralized IT governance.
Access control defines specific access
rights for users based on their roles
and responsibilities." [2, p. 5]

D2 Role Creation The platform allows "The platform must support role-based
and dynamic creation, access management enabling IT
Management modification, and administrators to define custom roles

management of custom and assign appropriate permissions.
roles Administrators must be able to create
roles with specific restrictions based on
domain context." [20, p. 5]
D3 Widget-Level The platform supports "The domain engineer would like to

Access Control

granular access control at
the widget/component

level within applications

give the domain practitioners limited
rights, for example, to use a specialized
component but not to modify it.
However, the domain practitioners

cannot be considered as classical end
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Item_ID Item_Name Description Research Foundation
users, since the actual end users of the
developed domain application should
also have access control managed."
[20, p. 6]
D4 Feature-Level The platform provides "Access control at multiple levels
Access Control feature-level access including widget-level and feature-
control enabling level. This enables fine-grained control
restriction of specific over what domain practitioners can
application features by access and modify within the
user role platform." [20, p. 6]
D5 Input Validation  The platform provides "Input validation and sanitization are
and Sanitization  built-in input validation critical for preventing injection attacks,
and sanitization to which can compromise data integrity
prevent injection attacks and security. These mechanisms must
and malicious code be enforced consistently across the
platform. Inadequate input validation
and sanitization, due to limited
technical knowledge, can further make
the application susceptible to injection
attacks, compromising data integrity
and security." [2, p. 4]
D6 Data Encryption  The platform provides "Security features such as these, along

encryption for sensitive
data both at rest and in

transit

with regular security updates, would

solve most of the security issues. Data
encryption for sensitive information is
essential for protecting organizational

data." [2, p. 4]
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Item_ID Item_Name Description Research Foundation
D7 Authentication The platform implements  "Weak authentication practices, such
and multi-factor as reliance on simple username-
Authorization authentication and password authentication without
advanced authorization additional factors like multi-factor
mechanisms beyond basic authentication (MFA), expose
username-password applications to the risk of unauthorized
access and identity theft. Similarly,
improper configuration of access
controls and authorization policies may
lead to unauthorized data access” [2, p.
2].
D8 Audit Trails and The platform maintains "Centralized Management and
Logging comprehensive audit Visibility: IT teams have centralized
trails and logs all system visibility and management of all
activities and user actions  deployed applications. This includes
maintaining comprehensive audit logs
tracking all user actions and system
changes." [27, p. 9]
D9 Centralized The platform provides "Centrally managing and viewing all
Management centralized management customizations. Centralized
and Visibility console with visibility of management and visibility of all
all applications and applications enables IT to maintain
enforcement of security governance and enforce compliance
policies standards across the organization." [27,
p. 10]
El Version Control The platform provides "Collaborative Development: This

robust version control
capabilities enabling
parallel development and

change tracking

group of features represents
functionality that allows several people
to work on the same project. Several
domain engineers may want to
collaborate when specializing an

LCDP." [20, p. 7]
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Item_ID Item_Name Description Research Foundation
E2 Ticket The platform includes "Domain practitioners may ask domain
Management ticket/issue management  engineers for new or adapted
System system for tracking specialized components. In the first
development progress case study, if teachers feel that
and requirements functionality is missing in the NCDP,
they can create a ticket and the
pedagogical engineer can see this
ticket and make the necessary
corrections accordingly." [20, p. 7]
E3 Advanced The platform offers "The platform should provide
Reporting and advanced reporting on comprehensive reporting capabilities
Analytics project status, changes, on project status, changes, and
team activity, and metrics development progress. Advanced
reporting enables project managers
and stakeholders to track development
activity and identify bottlenecks." [20,
p.7]
E4 Team The platform provides "Better involvement of business
Collaboration integrated tools for team  profiles in the development process.
Tools communication, shared The platform should facilitate
workspaces, and real-time meaningful collaboration between
collaboration domain engineers and domain
practitioners through built-in
communication and coordination
tools." [27, p. 10]
E5 Change History The platform maintains "The platform must maintain clear

and Audit Trail

detailed change history
enabling tracking of all
modifications and
reverting to previous

states

change history tracking, enabling users
to understand what modifications were
made, when they occurred, and by
whom. Users should be able to revert

changes when necessary." [20, p. 7]
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Item_ID Item_Name Description Research Foundation
F1 Security The platform embeds "DevSecOps is a collaborative approach
Throughout security practices that integrates security practices within
Development throughout the the development process, making
Lifecycle development lifecycle security a shared responsibility
from design to throughout the entire software
deployment lifecycle. It embeds security into every
phase, from design to deployment,
through close collaboration between
development, operations, and security
teams." [2, p. 6]
F2 Automated The platform provides "The platform should provide
Compliance automated compliance automated compliance checking to
Checking checking against ensure that applications meet industry
organizational policies standards and regulatory
and regulatory requirements. Compliance automation
requirements reduces manual effort and prevents
inadvertent violations." [27, p. 9]
F3 Threat modelling The platform provides "Process-oriented recommendation
Support tools and guidance for system for identifying security risks.
conducting threat The framework should provide threat
modelling and identifying  modelling support and
security risks early recommendations to help citizen
developers identify potential security
issues during the design phase." [2, p.
6]
F4 Security Best The platform provides "Actor-specific guidance for different
Practices model-based prompts, user roles within the platform. The
Guidance recommendations, and platform should provide context-

guidance for secure

development practices

specific guidance on security best
practices tailored to the role of the
user (domain engineer vs. domain

practitioner)." [2, p. 6]
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F5 Continuous The platform performs "Model-based automation for
Security continuous security identifying security risks. The platform
Assessment assessment, testing, and should continuously assess the security
vulnerability scanning posture of deployed applications and
throughout development  alert administrators to potential
vulnerabilities." [2, p. 7]
F6 Security Incident  The platform provides "Security incident management
Management incident reporting, includes incident reporting
analysis, and response mechanisms, analysis tools, and
capabilities for security feedback loops enabling continuous
events improvement." [2, p. 7]
G1 Independent The platform enables "Independent Deployment ensures
Deployment domain practitioners to that the domain application created
deploy applications from a tailored NCDP can be deployed
independently without independently of the NCDP. For
waiting for domain example, the domain application can
engineer involvement run when the tailored NCDP is not in
use. Independent deployment
capabilities reduce dependencies and
improve agility." [20, p. 8]
G2 Dynamic The platform enables "Dynamic Development represents

Development

changes to applications
without requiring full
redeployment (hot
updates/dynamic

modifications)

those features that allow the
application to evolve continuously over
time by modifying it without having to
redeploy it. These features are
important for the transition between
the LCDP and the NCDP because they
reduce the dependency between
domain engineers and domain

practitioners." [20, p. 7]
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G3 Reusable The platform supports "Reusability: These features represent
Templates creation and reuse of the reuse of existing data or predefined
application templates and models. They allow the domain
specialized components practitioner to create a new model
by domain engineers from an existing one, created by the
domain engineers. The pedagogical
engineer is able to create templates on
the LCDP (exercise, question) to enable
the teacher to create their own useful
tools." [20, p. 8]
G4 Component The platform allows "The domain engineer can specialize in
Specialization domain engineers to an LCDP for a domain to be used by
create specialized several domain practitioners. The
components tailored to domain engineer helps the domain
specific business domains  practitioner improve her methods,
procedures, and tools. They specialize
in turning generic low-code
development platforms into tailored
no-code development platforms." [20,
p. 3]
G5 Platform The platform provides "Some NCDPs and LCDPs can also be
Extensibility extensibility mechanisms  extended by creating dedicated
for adding custom components or specializing execution
functionality and domain-  rules. The platform must support
specific capabilities extension mechanisms to enable
advanced users to add custom
functionality." [20, p. 8]
G6 Extension The platform supports "Extension mechanisms require solid
Support plugins and extensions programming skills. For instance,

enabling addition of new
functionality without

modifying core platform

extension requires PHP and HTML
coding, which is not supposed to be a
citizen developer task but a Software

Developer one. The platform should
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allow extension for advanced users
when specialized functionality is
required." [20, p. 8]
H1 Dynamic Content The platform provides "Dynamic Content Database: This
Databases flexible database group of features represents a storage
management allowing system that allows users to store and
storage and retrieval of manage different types of content that
dynamic content types can be retrieved, updated, and
displayed in applications according to
user interactions or predefined rules."
[20, p. 8]
H2 Data Type The platform enables "These features facilitate the transition
Configuration flexible specification and between general data types in the
configuration of custom LCDP and specific data types in the
data types for business tailored NCDP. It allows the domain
domains practitioner to create concrete types
that concretize the formal types
defined by the domain engineer." [20,
p. 8]
H3 Data Schema The platform provides "Data modelling phase consists of

Management

tools for managing and
evolving data schemas as
business requirements

change

configuring the data schema of the
application. They create entities,
associate them with each other, and
set constraints and dependencies. The
platform should provide intuitive tools
for defining and managing data

schemas." [27, p. 9]
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H4 Plugin and The platform supports "Interoperability: This group of
Extension plugins and extensions for features represents functionality that
Support adding functionality and enables collaboration with other
connecting to external platforms and integration of
systems functionality from existing software
systems. This allows domain engineers
to include functionality specific to the
domain of the tailored NCDP being
created." [20, p. 8]
H5 API Integration The platform provides "The pedagogical engineer does not
Capability robust APl integration need to redevelop a grade-entry
enabling connection with  service—she can synchronize her
external services and application with an existing grade-entry
modern systems service. Users must be able to integrate
with external services and third-party
applications." [20, p. 8]
H6 System The platform can "Fragmentation relates to limited
Interoperability exchange data with legacy interoperability among low-code
systems, ERP systems, platforms and supporting databases.
and other enterprise The platform must maintain
applications compatibility and interoperability with
existing enterprise systems and other
LCDP solutions." [24, p. 4]
11 Cloud-Based The platform is deployed  "Cloud-based environments that

Architecture

on cloud infrastructure
enabling rapid
deployment and

scalability

provide features such as advanced
graphical user interfaces, visual
modelling tools, drag-and-drop
functionalities, reusable components,
and declarative programming

languages." [39, p. 5]
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Item_ID Item_Name Description Research Foundation
12 Enterprise-Grade The platform "Designed to meet the complexity and
Reliability demonstrates high needs of the enterprise, OutSystems is
availability, performance, an enterprise-grade LCDP. The platform
and reliability suitable for = must demonstrate enterprise-grade
enterprise deployments reliability with high availability and
uptime for mission-critical
applications." [20, p. 5]
13 Vendor Support  The platform vendor "The vendor provides comprehensive
Quality provides responsive customer support, documentation, and
technical support, regular  training resources. High-quality support
updates, and professional is essential for organizations
services implementing enterprise-grade LCDP
solutions." [24, p. 4]
14 Community The platform has an "The low-code development market
Ecosystem active community has exploded in recent years, attracting
providing resources, both service providers and users.
templates, and Popular LCDPs include Mendix,
collaborative problem- OutSystems, Microsoft Power Apps,
solving and Salesforce." [20, p. 5]

15 Market Maturity  The platform has "The low-code development market is
demonstrated market projected to reach a massive market
longevity, established size by 2025. The surge in demand,
customer base, and clear  coupled with growing competition,
roadmap creates a thriving financial landscape.

The platform should be well-
established with proven track record in
enterprise deployments." [20, p. 5]

J1 Customization The platform has clear "One of the main limitations of low-

Restrictions

limitations on
customization and may
not support all unique

business requirements

code platforms relates to restricted
customization options. The lack of
customization derives from the fact
that low-code development is naturally

less powerful than traditional

88



Item_ID Item_Name Description Research Foundation
programming, and users are limited to
the options offered in the low-code
platform." [24, p. 5]
J2 Vendor Lock-In The platform has "Concerns about potential vendor lock-
Risk potential vendor lock-in in. Some organizations hesitate to fully
risk that could make embark into low-code because of
switching platforms concerns about being locked into a
expensive or complex specific vendor's ecosystem, making it
difficult and costly to migrate away."
[24, p. 5]
J3 Scalability The platform has known "Scalability and fragmentation are
Constraints scalability constraints for  identified as low-code shortcomings.
large-scale enterprise Scalability refers to the ability to
deployments or high- expand the use of a given application
volume data processing to larger systems, projects, or
organizations. The platform may have
constraints when scaling to very large
deployments." [24, p. 5]
J4 Learning Curve The platform requires "Although low-code platforms are
Requirements citizen developers to intended to be intuitive, users and
invest time in learning even IT professionals also require
platform-specific concepts investing time in learning and getting
and methodologies familiarized with a platform's user
interface. The learning curve remains
steep even for experienced
developers." [24, p. 5]
J5 Feature The platform has "In more complex scenarios, a citizen
Limitations restrictions on certain developer may be unable to meet

advanced features that
limit what applications

can be built

demanding requirements, eventually
requiring support from software

developers. The platform may have
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Item_ID Item_Name

Description

Research Foundation

limitations in available features
compared to traditional development

approaches” [24, p. 5]

J6 Role
Architecture

Support

The platform supports the
four-role architecture
enabling domain
engineers to specialize

platforms independently

"The domain engineer specializes in
turning generic low-code development
platforms into tailored no-code
development platforms. Current
leading platforms demonstrate
limitations in supporting the full four-
role architecture and domain
specialization features required." [20,

p. 3]
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Appendix C

The Assessment Output Excel file contains the complete results of the multi-LLM platform evaluation
conducted for this research. The workbook comprises six sheets: a README providing context, a
Global Results summary, and four individual platform assessment sheets for Appian, Mendix,

OutSystems, and Power Apps.

Each platform sheet presents the 62 evaluation items organised into ten thematic clusters (Parts
A through J). For every item, the file records the ratings and justifications provided by four
independent Large Language Models (Gemini, ChatGPT, Claude, and Grok), along with the source
texts and citations each model used to support its assessment. The consolidated Final Rating for each

item represents the average across all four LLM evaluations.

The file also captures key validation metrics including the count of items where LLMs provided
different ratings, the maximum rating difference observed, and flags indicating which items required

human researcher intervention to resolve disagreements.

The file can be accessed here: Qutput.xlsx
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Appendix D

Contains the complete prompt text used for LLM-based platform assessment, including:
A-Prompt.txt: Primary assessment instructions and scoring criteria

B-Info.txt: Contextual background on Shadow IT and enterprise requirements
C-Assessment.csv: Complete 62-item evaluation framework structure

D-Call.txt: Execution instructions for LLM processing

E-Revision.txt: Validation prompt for output auditing
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#H##4# A-Prompt ####

LCDP_NAME IS MENDIX

** Platform Under Evaluation

Use the value in line 1 as the platform name [LCDP NAME] for all outputs.

This prompt evaluates [LCDP NAME], a Low-Code Development Platform (LCDP) by generating item-
specific ratings, Jjustifications, evidence excerpts, confidence levels, and APA citations
for every item in the AssessmentV2.csv file. FEach item 1is tailored to the specific
requirement being evaluated. No generic, repeated, or template-style language is permitted.

You are evaluating [LCDP NAME] as an enterprise Low-Code Development Platform (LCDP) for large
organizations (»1000+ employees) with strong Shadow IT mitigation requirements.
All output must be academically defensible and suitable for inclusion in a master's thesis.

1. Use of File Content & Authorized Internet Search (New Rules)

1.1 Use of File Content

Read the contextual background in the "B-Info.txt" file (use it to keep the evaluation aligned
with enterprise/Shadow IT concerns).

The information contained within the provided files (specifically 'B-Info.txt' and 'C-
Assessment.csv') — including item names, descriptions, research foundations, and contextual
text — must be used only to understand the meaning of each assessment item.

**CRITICAL PROHIBITION**

These uploaded files may NOT be used as evidence, quoted text, or a citation source.

Their data cannot appear in the output.

These are internal context markers only.

All citations must be external, verifiable, and distinct from the prompt instructions.

1.2 Authorized Use of Search Tools

You are explicitly authorized to use your internal Internet Search tool to locate relevant,
credible, and recent (2023-2025) evidence for each assessment item.

All Jjustifications, evidence excerpts, and APA citations must be derived exclusively from
externally verifiable sources found via search or known academic/industry references.

Fabricated, unverifiable, or vague sources are not allowed.

2. Allowed Evidence Sources

You may use:

Vendor documentation, platform feature guides, deployment and lifecycle guides

Security documentation and governance frameworks

Analyst reports (Gartner, Forrester, IDC, etc.)

Practitioner blogs with technical depth

Peer-reviewed academic papers

Case studies

User reviews grounded in enterprise use

Do not invent private documents or non-public sources.

3. Output Requirements (Per Assessment Item)

For each row in the C-Assessment.csv file, produce:

3.1 Rating (1-5)

Based on capability strength relative to the item.

3.2 Justification

A unique, detailed, item-specific academic-grade justification including:

A clear evaluative claim against concrete aspects of [LCDP_NAME] on how the LCDP implements or
fails to implement the capability.

Evidence-based reasoning, using synthesized evidence—not copied—from the sources.

How the presence, maturity, or limitations of this capability affect an enterprise's ability to
reduce reliance on unmanaged or unsanctioned solutions, in line with the item's definition.

Avoids generic statements applicable to multiple items.

Each justification must be meaningfully different for every item.

3.3 Evidence_ Type

One or more of:

Vendor documentation

Vendor whitepaper

Analyst report

General expert knowledge

Practitioner review

User reviews / community

Academic research/article

Industry benchmark studies

Case study

Not enough specific evidence

3.4 Confidence (H/M/L)

Confidence should reflect:

The robustness and quantity of available evidence

Degree of consensus among independent sources

Potential limitations or ambiguities in the literature

Use:

High (H):

You have clear, specific, and consistent evidence (e.g., detailed vendor docs, major analyst
reports, or strong case studies).

Medium (M) :
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You have some evidence, but it is partial, outdated, or less detailed.

Low (L) :

Very limited, indirect, or inferred evidence; there may be conflicting information.
If you cannot locate or recall any trustworthy evidence, set:

Evidence Type = "Not enough specific evidence"
Confidence = "L"

Notes = explain uncertainty briefly.

3.5 Source Texts (Item-Specific — Strict Rule)

This is the most important uniqueness requirement:
For each assessment item, the Source Texts field must provide direct, item-relevant evidence
excerpts that substantiate the evaluated capability of the platform.
Structure and Quantity:
Each item must include at least two (2) sources.
Use the exact format:
Source 1: [Excerpt] | Source 2: [Excerpt] | Source 3...
Source Requirements:
Evidence should be recent (2023-2025) where available.
Source 1 may come from official vendor documentation (e.g., product guides, reference
documentation, governance or security documentation).
Source 2 must come from a non-vendor source, such as:
Academic research, Analyst reports (e.g., Gartner, Forrester), Practitioner articles or
case studies, Enterprise-focused user reviews.
Source 3 is optional, and may be included only if it is non-vendor and provides additional
corroboration.
Vendor-only sourcing is not permitted.
Evidence Quality:
Excerpts must be verbatim or very close to verbatim.
Excerpts must refer to a specific feature, mechanism, or capability relevant to the
assessment item.
Generic, platform-wide, or category-level statements are not allowed.
Fabricated, synthesized, or inferred excerpts are not allowed.
Evidence Priority (Guidance, Not Override) :
When multiple valid sources are available, prioritize evidence in the following order:
Official vendor documentation and reference architectures
Major analyst reports and industry benchmark studies
Enterprise case studies
Academic or practitioner literature on low-code platforms
Reputable blogs, user communities, and enterprise user reviews
This priority order does not override the requirement to include at least one non-vendor
source.
Scope:
Evidence must support enterprise-grade, governed use of the capability, as implied by the
assessment item.
3.6 Full APA Citations
For each item:
Include **at least TWO (2) distinct** APA 7 citations for each item with full web link.
Format: "1. [Citation 1] | 2. [Citation 2]".
Do NOT rely on a single source for any item.
When using the same source for multiple items, cite different sections, topics, or contextual
relevance, and paraphrase the citation block differently
The Bibliographic Reference may be repeated if the source is the same, but you must include
specific Section Names, Page Numbers, or Chapter Titles in the citation field to distinguish
relevance to the specific item.
Citations must correspond to real, verifiable sources
Each item must cite the appropriate source-not a generic source.
Always add the source web link when available
- IMPORTANT ANTI-HALLUCINATION RULES:
1) Do NOT invent extremely specific article titles, DOIs, or URLs that you are not reasonably
confident exist.
2) If you do not have enough information to give a realistic, specific reference:
- Use a generic but honest reference such as:
"Vendor documentation on [LCDP NAME] platform capabilities."
- AND set Confidence to "L" with a Note explaining the limitation.
3) Never fabricate citations solely to fill the cell. Accuracy and honesty are more important
than completeness.
5. RATING SCALE (1-5 LIKERT)
5.1 Rating of 5 - Strongly Agree
Strong, well-documented capability directly aligned to the item. Capability is rich, mature,
and clearly oriented toward enterprise-scale use. Strong alignment with Shadow IT mitigation.

5.2 Rating of 4 - Agree

Capability is well-supported, reasonably mature, and suitable for most enterprise scenarios.
May still have some limitations, but they are not critical blockers.

5.3 Rating of 3 - Neutral

Capability is present and usable but has noticeable gaps, limitations, or complexity. Adequate
for some enterprise scenarios but not robust across the board.

5.4 Rating of 2 - Disagree
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Capability exists but is limited, immature, or heavily constrained. Significant workarounds,
custom code, or external tools are required.

5.5 Rating of 1 - Strongly Disagree

Capability is absent, clearly does not apply to [LCDP _NAME], extremely weak, or clearly
unsuitable for enterprise/mission-critical use. Major gaps vs. what a large enterprise would
require.

Ratings must reflect publicly available evidence from allowed sources.

CRITICAL INSTRUCTION - SCORING NEGATIVE ITEMS (SECTION J):

For items in Section J (Risks/Limitations), the rating scale represents the ABSENCE of risk
(Higher is Better).

- Rating 1 = WORST Outcome (High Risk / High Lock-in / High Constraint).

- Rating 5 = BEST Outcome (Low Risk / No Lock-in/ No Constraints).

You MUST invert the logic for Section J only. A 'l' indicates the platform fails to mitigate
the risk.

6. Reasoning Requirement

Internally, the model must:

1. Interpret each assessment item

2. Map the platform's features to the item

3. Retrieve relevant evidence (2023-2025 where possible)

4. Construct a unique explanation

5. Express the answer academically

This reasoning must NOT appear in the output — only the final values populating the sheet.

7. Output Columns to Populate

For each assessment item, produce only the following columns:

Item Id, Rating (1-5), Justification, Evidence Type, Confidence (H/M/L), Source Texts (no
verbatim reuse across items), Full APA Citations (no verbatim reuse across items)

No additional fields may be generated, and no existing fields may be modified.

8. Prohibited Output

The following are not permitted:

Verbatim reuse of justification, evidence excerpts, or citations across items

Fictional, fabricated, or unverifiable sources

Identical APA citation text reused verbatim across items

Generic, vague, or category-level evidence

Missing any required column

9. Output Requirements

Each item must receive a distinct, non-repetitive, context-appropriate evaluation.

No two items may share similar justification or evidence wording.

All text must be professional, analytical, and appropriate for academic assessment.

END OF PROMPT
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#4## B-Info ###
Primary Challenges Associated with Software Development and Shadow IT in Large Enterprises

The

The

research identifies that traditional IT approaches frequently struggle to keep pace with
rapidly evolving business demands, creating a critical divide between IT and business users
[2]. This fundamental disconnect emerges from multiple underlying causes that systematically
drive Shadow IT adoption [2], [20].

IT Department Responsiveness Gap

The most pervasive challenge is the inability of IT departments to respond to business needs in

a timely manner [2]. Employees utilizing Shadow IT overwhelmingly cite a single primary
motivation: "trying to get work done and not wanting to wait for IT" [2]. This represents a
systemic problem where IT departments, constrained by resources and legacy system complexity,
cannot deliver solutions quickly enough to meet operational demands [2]. The gap between
employee requirements and IT-provided solutions becomes increasingly pronounced in dynamic
business environments where requirements continuously evolve [2].

Application Complexity and Poor User Experience
Enterprise systems suffer from a fundamental design flaw: insufficient consideration for end-

user experience and wusability [2]. Business requirements are constantly changing,
particularly post-pandemic, yet enterprise systems often present unnecessarily complex
interfaces that employees find stressful and counterproductive [2]. This complexity gap—

between what systems are designed to do and how users actually need to use them—creates
significant friction that motivates workaround development and Shadow IT adoption [2].

Consequences and Risks
Shadow IT's proliferation introduces detrimental organizational consequences including redundant

systems, data silos, heightened security risks, and compliance vulnerabilities [2]. The
security threat is particularly severe: research demonstrates that approximately one in five
companies has faced a cybersecurity incident linked to Shadow IT, imposing an average cost
exceeding $4.88 million in 2024 [2]. Beyond security, Shadow IT creates technical debt as
organizations operate untracked systems that complicate information management and
governance [2].

Key Features and Capabilities LCDPs Must Possess
To effectively bridge the gap between business needs and IT governance while mitigating Shadow

IT risks, LCDPs must incorporate specific features and capabilities organized across multiple
dimensions [2], [20].

Rapid Development and Agility
LCDPs must fundamentally reduce development time dramatically—empirical research demonstrates

that low-code applications can be developed 5 to 10 times faster than traditional approaches
[2]. This is achieved through visual modelling interfaces with drag-and-drop capabilities
that enable intuitive application design [20], [25], pre-built components and templates
serving as reusable building blocks [20], [25], and pre-defined functionality eliminating
custom coding requirements [2], [20]. These features directly address the core Shadow IT
driver by enabling faster solution delivery through approved channels [2].

The platform's visual development environment facilitates the creation of software applications

with minimal coding, utilizing graphical interfaces and drag-and-drop elements that enable
intuitive application design even for non-programmers [20], [25]. Visual modelling allows
users to drag and drop elements on the user interface, making it easier to use, especially
for developers who want to be able to use the platform intuitively [20]. Rapid prototyping
capabilities enable businesses to quickly prototype and iterate on software solutions,
enabling faster validation of ideas and concepts before investing significant resources
[25].

Complexity Reduction and Accessibility
LCDPs must reduce application development complexity by providing graphical user interfaces that

minimize or eliminate manual coding [2], [20]. This democratization of development allows
business users and non-developer domain experts—termed "citizen developers"—to participate
actively in the application development process without extensive programming training [2],
[20], [25]. Critical supporting features include visual representation of data relationships
through structural diagrams, specification of application behavior through visual workflows,
simplified UI design capabilities [2], and advanced error management [20].

Research demonstrates that prior programming experience neither significantly affects task
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correctness nor processing time in no-code environments, suggesting that citizen developers
can achieve comparable performance to experienced developers with proper platform design
[25]. The fear of excessive training requirements for citizen developers may be unwarranted,
as empirical studies comparing programmers and citizen developers show comparable success
rates and processing times [25]. Accessibility for non-developers is promoted through
restrictive drag-and-drop interfaces, pre-defined functionality that eliminates custom
coding requirements, and WYSIWYG (What You See Is What You Get) editors that allow users to
build and preview applications in real-time [20].



Enterprise Integration and Scalability

Effective governance requires LCDPs to provide seamless integration with existing systems and
databases, supporting data from various sources [2]. This includes API integration
capabilities enabling connection with external services and third-party systems [2], [27],
dynamic content databases enabling users to store and manage different types of content [27]
, and data schema management [27]. Furthermore, platforms must support scalability across
multiple projects and organizational levels through component reusability, template creation
[2], and deployment independence so that solutions developed at the project level can be
systematized across enterprises [2], [20]

Data integration 1is a critical capability, as seamless integration of data from various
databases, spreadsheets, and cloud applications allows citizen developers to leverage
existing data for their applications [20], [25]. The ability to flexibly manage data types
and schemas enables organizations to adapt applications to evolving business requirements
without extensive recoding [27]. Multi-project management and application scalability are
achieved through template-based deployment models, enabling organizations to maintain
centralized control over diverse applications while allowing local customization [20], [27].

Governance and Security Control Mechanisms
Critical to enterprise adoption, LCDPs must embed centralized IT governance through multi-
layered access controls including role-based access management, widget-level access control,

and feature-level access control [2], [20]. Security capabilities must include input
validation and sanitization to prevent injection attacks [2], [20], authentication and
authorization mechanisms beyond basic username-password systems [2], [20], encryption for
sensitive data [2], [20], and comprehensive audit trails [2], [20]. Additionally, platforms

require centralized management and visibility of all applications with enforcement of
security policies [2].

The lack of technical expertise among citizen developers can introduce unintended risks, as they
may inadvertently introduce vulnerabilities or misconfigure security settings [2], making
robust access control mechanisms essential [2]. Weak authentication practices, such as
reliance on simple username-password authentication without additional factors like multi-
factor authentication (MFA), expose applications to the risk of unauthorized access and
identity theft [2]. Improper configuration of access controls and authorization policies
may lead to unauthorized data access [2]. Input validation and sanitization are critical
for preventing injection attacks, which can compromise data integrity and security [2].

Collaborative Development Support

LCDPs must facilitate collaborative development through version management enabling parallel
development of multiple features [2], [20], ticket management systems tracking development
progress [2], [20], and advanced reporting on project status and changes [2], [20]. These
features enable meaningful involvement of business profiles in the development process,
creating better requirement translation between business and IT perspectives [2], [20].

Version control capabilities support team collaboration by enabling parallel development of
multiple features and tracking development progress through ticket management systems [20],
[27]. Advanced reporting on project status and changes facilitates transparency within
development teams [20]. Change history tracking enables teams to understand the evolution
of applications and revert to previous versions when necessary [20], [27].

DevSecOps and Compliance Integration

Modern LCDPs must integrate DevSecOps principles embedding security throughout the development
lifecycle rather than as an afterthought [2], [20]. This requires continuous security
assessment, automated compliance checking, shift-left security practices including early
threat modelling, and process-oriented guidance for citizen developers on security best
practices [2], [20]. The platform should provide model-based prompts and recommendations
identifying and addressing security risks contextually throughout development phases [2].

A comprehensive framework for integrating DevSecOps into low-code development—the LowDevSecOps
framework—maps security risks across actors, actions, tools, and feedback mechanisms at each
development phase, enabling proactive identification and mitigation of security
vulnerabilities before they become production incidents [2]. DevSecOps 1is a collaborative
approach that integrates security practices within the development process, making security
a shared responsibility throughout the entire software lifecycle [2]. This approach embeds
security into every phase, from design to deployment, through close collaboration between
development, operations, and security teams [2]. The approach emphasizes shift-left
security, which involves early integration of practices such as threat modelling and secure
coding [2]. Continuous security assessment testing ensures ongoing assessments and real-
time monitoring through automated tools [2].

Security-by-design approaches incorporate secure architecture and threat modelling into
application development from the outset [2]. Automated and integrated security tools minimize
disruption by embedding security in the continuous integration/continuous deployment (CI/CD)

pipeline [2]. Security culture and training promote awareness and empowerment among
development teams [2]. Compliance as code automates compliance checks throughout the
development 1lifecycle [2]. Process-oriented guidance supports citizen developers by
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providing contextual recommendations and model-based prompts identifying security risks
during different development phases [2].

Actor-based risk allocation defines key actors involved in the low-code development process and
allocates responsibilities for managing security risks [2]. Typical actors include Business
Analysts who specify security requirements early in the design phase, Citizen Developers
who use low-code components to build applications and ensure secure usage, Professional
Developers who implement custom code securely, Security Experts who provide specialized
knowledge and conduct threat modelling, Quality Assurance Teams who perform comprehensive
security testing, and ITOps Teams who handle secure deployment and maintenance [2].

Role Separation and Domain Specialization

Beyond supporting a single citizen developer role, effective LCDPs must support differentiation
between specialized roles such as domain engineers who specialize platforms for specific
domains versus domain practitioners who use tailored platforms for their specific work
contexts [2], [20]. This four-role architecture—platform engineers, domain engineers, domain
practitioners, and end-users—enables organizations to maximize the benefits of low-code
development by allowing domain experts to focus on their domain rather than mastering generic
development concepts [20], [27].

The citizen developer role is shared by two distinct roles in practice: the domain practitioner,
who 1s a domain expert focused on developing applications for end-users, and the domain
engineer, who specializes in turning generic low-code development platforms into tailored
platforms for domain practitioners [20]. For example, in the teaching domain, a teacher is
the domain practitioner developing applications for students, while an educational engineer
is the domain engineer creating specialized components and templates for teachers to use
[20]. Domain engineers can create reusable templates and specialized components that simplify
the work of domain practitioners, while independent deployment capabilities allow domain
practitioners to update applications without waiting for domain engineer involvement [20],
[277.

This separation of roles enables domain practitioners to focus on their domain expertise (e.g.,
a teacher focusing on teaching mathematics) rather than learning generic development concepts
[20] . Domain engineers manage the specialization of the low-code platform with a different
lifecycle—typically a long iteration to specialize the platform to a domain, followed by
shorter iterations to update and introduce new domain components when domain practitioners
require them [20]. The domain engineer and domain practitioner are positioned close to each
other, with the domain engineer still using low-code tools, making the relationship less
constrained than if external software developers were involved [20].

Independent deployment capabilities ensure that domain practitioners can deploy applications
independently without requiring domain engineer involvement for each update [20], [27].
Dynamic development enables changes to applications without requiring full redeployment,
reducing dependencies between domain engineers and domain practitioners [20], [27]. Reusable
templates and specialized components reduce development friction and enable domain
practitioners to concentrate on their domain logic rather than technical implementation
[20], [27].

Data Management and Interoperability

Platforms must assess the platform's data handling and integration capabilities, evaluating
dynamic content databases, data type configuration, data schema management, plugin and
extension support, and system interoperability [20], [27]. The ability to flexibly manage
data types and schemas enables organizations to adapt applications to evolving business
requirements without extensive recoding [27].

Dynamic content databases allow users to store and manage different types of content that can
be retrieved, updated, and displayed in applications according to user interactions or
predefined rules [20]. This facilitates the transition between general data types in the
low-code platform and specific data types 1in specialized platforms, allowing domain
practitioners to create concrete types that concretize the formal types defined by domain
engineers [20]. Data type configuration enables flexible specification of custom data types
for specific business domains [27]. Data schema management allows applications to evolve as
business requirements change [27].

Plugin and extension support enables development teams to modify or extend deployed applications
without requiring full redeployment, supporting dynamic development practices [20], [27].
API integration capability allows seamless connection with external services and third-
party systems, enabling organizations to leverage existing functionality and avoid redundant
development [27]. System interoperability ensures that low-code applications can function
within complex organizational IT ecosystems, exchanging data with legacy systems, enterprise
resource planning (ERP) systems, and other enterprise applications [27].

Platform Characteristics and Market Position

LCDPs must demonstrate technical characteristics necessary for enterprise deployment, including
cloud-based architecture, enterprise-grade reliability, vendor support quality, community
ecosystem, market maturity, and competitiveness [20], [27]. Organizations must carefully
evaluate whether the chosen LCDP offers sufficient built-in safeguards and governance

101



support, including staged deployment capabilities, integrated testing environments, and
version control [3]. If these capabilities are lacking, firms must implement complementary
governance mechanisms to compensate [3].

Cloud-based architecture enables organizations to deploy applications rapidly without investing

in on-premises infrastructure [20], [27]. Enterprise-grade reliability ensures that
applications built on the platform meet organizational availability and performance
requirements [27]. Vendor support quality, including responsive technical support and

regular platform updates, is critical for ongoing platform success [27]. Community ecosystem
and market maturity indicate the platform's established position and the availability of
resources for learning and problem-solving [27].

Platform Specialization and Customization Considerations

A critical consideration for LCDP selection 1is the degree to which the platform favours
standardization versus customization [3]. Some Enterprise-grade platforms are optimized for
automating standard enterprise-wide processes and deliver the most value when organizations
adopt standardized workflows and rely on prebuilt modules, thus inherently favouring
standardization [3]. In such cases, flexibility must be negotiated through proactive
engagement with the platform vendor to shape future features [3]. Conversely, customization-
focused platforms are designed to support the development of customized applications,
allowing organizations to tailor low-code platform offerings more freely to their internal
needs [3].

Organizations must carefully evaluate whether the chosen low-code platform offers sufficient
built-in safeguards and governance support for their specific use cases [3]. If the
platform's design philosophy does not align with organizational process needs and extensive
customization is required, organizations should be prepared to invest in vendor engagement
or consider adopting a multi-platform strategy to balance diverse requirements across the
company [3].

Limitations and Constraints

Providing balanced evaluation, LCDPs exhibit known limitations as identified in research
literature, including customization restrictions that prevent some organizations from fully
addressing their unique business requirements [2], [20], vendor lock-in risk where switching

platforms becomes prohibitively expensive or complex [2], [20], scalability constraints
particularly in handling large-scale enterprise deployments [2], [20], learning curve
requirements for citizen developers to effectively master the platform [2], [20], and feature

limitations that may restrict what applications can be built [2], [20].

Current industry-leading LCDPs demonstrate limitations in supporting the full four-role
architecture, particularly in enabling domain practitioners to work independently with

specialized applications without requiring ongoing domain engineer involvement [20]. The
specialization of low-code platforms to create tailored no-code platforms for specific
domains is not explicitly provided as a feature of existing platforms [20]. These platforms

propose to model the domain and define its rules using prebuilt components, but they do not
explicitly propose to distinguish between the two roles of citizen developers, nor do they
allow a citizen developer to consider only elements modelled for their domain when building
an application [20].

Organizations must carefully evaluate the degree to which platform features match their specific
process needs, as misalignment between platform design philosophy and organizational
requirements can necessitate either extensive vendor engagement or adoption of a multi-
platform strategy to balance diverse requirements [3]. Some concerns about using low-code
platforms 1in enterprise contexts include the complexity of extensive customizations
required, the difficulty of finding qualified professionals and developers, and the need to
balance customization with standardization [27].
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Item Name

Visual mode
Interface

Pre-built
Components
Templates

WYSIWYG Edi

Minimal
Coding

Rapid Deplo
Capabilitie

Iterative
Development
Support

Graphical
Interface
Intuitivene

Accessibili
for
Developers

Point-and-C
Configurati

Logical Di
Representat

Structural
Diagram Sup

Advanced
Management

1ling

and

tor

Manual

yment
s

User

SS

ty
Non-

lick
on

agram
ion

port

Error

Description

The platform provides
intuitive drag-and-drop
visual modelling
capabilities for UI, data
structures, and workflows

The platform offers
comprehensive libraries of
reusable components and
templates that serve as
building blocks

The platform includes What
You See Is What You Get
editors enabling real-time
preview of applications

The platform requires
minimal or no procedural
code writing for standard
functionality

The platform enables quick
application deployment to
production environments
with minimal configuration

The platform facilitates
fast iteration cycles and
continuous updates without
extensive redeployment

The GUI is intuitive and

requires minimal training
for new users, supporting
both technical and non-

technical users

The platform is effectively

usable by individuals
without formal programming
training (citizen
developers)

Users can configure and
build applications
primarily through point-
and-click interfaces

without programming

The platform provides
visual representations of
application logic,
workflows, and data flows

The platform offers visual

representation of data
entities, their
relationships, and
dependencies

The platform provides
clear, actionable error

messages and comprehensive
debugging support

Research Foundation

"Visual modelling allows users to drag and drop
elements on the user interface, making it easier
to use, especially for developers who want to
use the platform intuitively. LCDPs provide
easy-to-use visual environments for creating
software applications with minimal programming
skills."™ [20, p. 4]

"Reusability 1is promoted through pre-built
components and templates that serve as building
blocks for common functionalities, accelerating
development." [20, p. 4]

"What You See Is What You Get (WYSIWYG)
allow wusers to Dbuild and preview
application in real-time." [20, p. 4]

editors
their

"Since manual programming is largely eliminated
with low-code, software developers can create
their applications much faster and easier than
by building them from scratch. LCDPs enable the
development of fully functional software
applications wusing advanced graphical user
interfaces and visual abstractions that require
minimal or no procedural code." [24, p. 2]

"Application deployment is greatly facilitated
by platforms that offer cloud hosting. Cloud-
based architecture enables organizations to
deploy applications rapidly without investing

in on-premises infrastructure." [20, p. 5]

"Dynamic development enables changes to
applications without requiring full
redeployment, reducing dependencies Dbetween

development roles and allowing rapid feedback
cycles." [20, p. 8]

"Visual modelling allows users to drag and drop
on the user interface. This makes it easier to
use, especially for developers who want to be
able to wuse the platform intuitively. The
interface should be intuitive enough to support
both technical and non-technical users." [20,
p. 4]

"Citizen developers are business users without
formal software development training but with
domain expertise. NCDPs enable the creation of
software applications entirely without writing

code, catering to an even broader user Dbase,
including individuals with minimal technical
backgrounds." [20, p. 4]

"Pre-built components can Dbe dragged and
dropped onto a visual canvas to build
applications. Users interact with a visual
interface to drag and drop components, connect

them, and configure them to produce the desired
functionality." [20, p. 4]

"The user interfaces, business logic, and data
services are built using visual diagrams and,
in some cases, manual coding. These features
are important for enabling domain experts to
model their domain and specify the application
behavior." [20, p. 4]

"Data modelling phase support. They model data
using drag-and-drop capabilities to configure
the data schema of the application. They create

entities, associate them with each other, and
set constraints and dependencies." [20, p. 8]
"The platform should provide comprehensive

support for debugging and error management.
Clear error messages and accessible debugging
tools are essential for enabling citizen
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c2

C3

c4

C5

(619

D1

D2

D3

D4

D5

Seamless Data
Integration

API 1Integration
Support

Cloud
Infrastructure
Support

Data
Import/Export
Flexibility

Application
Scalability

Multi-Project
Management

Role-Based

Access Control
(RBAC)
Role Creation

and Management

Widget-Level
Access Control

Feature-Level
Access Control

Input Validation
and Sanitization

The platform seamlessly

integrates with existing
systems, databases, and
data sources (SQL, cloud,
spreadsheets)

The platform provides
robust API integration
capabilities for
connecting to external
services and third-party

systems

The platform is deployed on

cloud infrastructure
enabling scalability,
availability, and

geographic distribution

The platform supports
flexible data
import/export capabilities

in multiple formats (CSV,
JSON, XML, etc.)

The platform supports
scalability to handle

growing user bases and data
volumes without
performance degradation

The platform provides tools

for managing multiple
projects simultaneously
with centralized control

and local customization

The platform implements
role-based access control
enabling differentiation
of user permissions based
on roles

The platform allows dynamic

creation, modification,
and management of custom
roles

The platform supports
granular access control at
the widget/component level
within applications

The platform provides
feature-level access
control enabling
restriction of specific
application features by

user role

The platform provides
built-in input wvalidation
and sanitization to prevent
injection attacks and
malicious code

developers to resolve issues independently."
[25, p. 4]

"Seamless integration of data from various
sources—databases, spreadsheets, cloud
applications—allows citizen developers to

leverage existing data. Data integration is
critical for enterprise adoption and supporting
scalability." [20, p. 4]

"Integration of external services via third-
party APIs and application deployment. Seamless
integration with data from various sources
including databases, spreadsheets, and cloud
applications enables citizen developers to
leverage existing data." [27, p. 8]

"Cloud-based environments that provide features
such as advanced graphical user interfaces,
visual modelling tools, drag-and-drop
functionalities, reusable components, and
declarative programming languages. Application
deployment is greatly facilitated by platforms
that offer cloud hosting." [39, p. 5]

"Seamless integration of data from various
sources enables citizen developers to leverage

existing data. The platform should support
customizing import and export features for
deployment across the enterprise." [27, p. 8]

"Scalability refers to the ability to expand
the use of a given application to larger
systems, projects, or organizations. The
platform must support scalability to ensure

that applications can grow with organizational
needs." [24, p. 3]

"The platform should enable organizations to
manage and track multiple low-code applications
across the enterprise. This 1is essential for

maintaining governance and preventing
uncontrolled Shadow IT proliferation." [27, p.
9]

"Multi-layered access controls including role-
based access management are critical to
enterprise adoption. RBAC enables organizations
to define roles and assign permissions,

supporting centralized IT governance. Access
control defines specific access rights for
users based on their roles and
responsibilities.”™ [2, p. 5]

"The platform must support role-based access
management enabling IT administrators to define
custom roles and assign appropriate
permissions. Administrators must be able to
create roles with specific restrictions based
on domain context." [20, p. 5]

"The domain engineer would 1like to give the
domain practitioners limited rights, for
example, to use a specialized component but not
to modify it. However, the domain practitioners
cannot be considered as classical end users,
since the actual end users of the developed
domain application should also have access
control managed." [20, p. 6]

"Access control at multiple levels including
widget-level and feature-level. This enables
fine-grained control over what domain
practitioners can access and modify within the
platform." [20, p. 6]

"Input validation and sanitization are critical
for preventing injection attacks, which can
compromise data integrity and security. These
mechanisms must be enforced consistently across
the platform. Inadequate input validation and
sanitization, due to limited technical
knowledge, can further make the application
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Data Encryption

Authentication
and
Authorization

Audit Trails and
Logging

Centralized
Management
Visibility

and

Version Control

Ticket
Management
System

Advanced
Reporting
Analytics

and

Team
Collaboration
Tools

Change History
and Audit Trail

Security
Throughout
Development
Lifecycle

Automated
Compliance
Checking

The platform provides
encryption for sensitive
data both at rest and in
transit

The platform
multi-factor
authentication and
advanced authorization
mechanisms beyond basic
username-password

implements

The platform maintains
comprehensive audit trails
and logs all system

activities and user actions

The platform provides
centralized management
console with visibility of
all applications and
enforcement of security
policies

The platform provides
robust version control
capabilities enabling
parallel development and
change tracking

The platform includes
ticket/issue management
system for tracking
development progress and
requirements

The platform offers
advanced reporting on
project status, changes,

team activity, and metrics

The platform provides
integrated tools for team
communication, shared
workspaces, and real-time
collaboration

The platform maintains
detailed change history
enabling tracking of all
modifications and
reverting to previous
states

The platform embeds
security practices

throughout the development

lifecycle from design to
deployment

The platform provides
automated compliance
checking against
organizational policies
and regulatory
requirements

susceptible to injection attacks, compromising
data integrity and security." [2, p. 4]

"Security features such as these, along with
regular security updates, would solve most of
the security issues. Data encryption for
sensitive information is essential for
protecting organizational data." [2, p. 4]

"Weak authentication practices, such as
reliance on simple username-password
authentication without additional factors like
multi-factor authentication (MFA) , expose
applications to the risk of unauthorized access
and identity theft. Similarly, improper
configuration of access controls and
authorization policies may lead to unauthorized
data access." [2, p. 2]

"Centralized Management and Visibility: IT
teams have centralized visibility and
management of all deployed applications. This
includes maintaining comprehensive audit logs
tracking all user actions and system changes."
(27, p. 9]

"Centrally managing and viewing all
customizations. Centralized management and
visibility of all applications enables IT to
maintain governance and enforce compliance
standards across the organization." [27, p. 10]
"Collaborative Development: This group of

features represents functionality that allows
several people to work on the same project.
Several domain engineers may want to
collaborate when specializing an LCDP." [20, p.
7]

"Domain practitioners may ask domain engineers
for new or adapted specialized components. In
the first case study, if teachers feel that
functionality is missing in the NCDP, they can
create a ticket and the pedagogical engineer
can see this ticket and make the necessary
corrections accordingly." [20, p. 7]

"The platform should provide comprehensive
reporting capabilities on project status,
changes, and development progress. Advanced
reporting enables project managers and
stakeholders to track development activity and
identify bottlenecks." [20, p. 7]

"Better involvement of business profiles in the
development  process. The platform should
facilitate meaningful collaboration Dbetween
domain engineers and domain ©practitioners
through built-in communication and coordination
tools.™ [27, p. 10]

"The platform must
history tracking,
what modifications

occurred, and by whom.
revert changes when necessary."

maintain clear change
enabling users to understand
were made, when  they
Users should be able to
(20, p. 7]
"DevSecOps 1s a collaborative approach that
integrates security practices within the
development process, making security a shared
responsibility throughout the entire software

lifecycle. It embeds security into every phase,
from design to deployment, through close
collaboration between development, operations,
and security teams." [2, p. 6]

"The platform should provide automated
compliance checking to ensure that applications
meet industry standards and regulatory
requirements. Compliance automation reduces
manual effort and prevents inadvertent
violations." [27, p. 9]
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G2

G3

G4
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G6

Threat modelling
Support

Security Best
Practices
Guidance

Continuous
Security
Assessment

Security
Incident
Management

Independent
Deployment

Dynamic
Development

Reusable
Templates

Component
Specialization

Platform
Extensibility

Extension
Support

The platform provides tools
and guidance for conducting
threat modelling and
identifying security risks
early

The platform provides
model-based prompts,
recommendations, and
guidance for secure

development practices

The platform performs
continuous security
assessment, testing, and
vulnerability scanning
throughout development

The platform provides
incident reporting,
analysis, and response

capabilities for security
events

The platform enables domain
practitioners to deploy
applications independently
without waiting for domain
engineer involvement

The platform enables
changes to applications
without requiring full
redeployment (hot
updates/dynamic
modifications)

The platform supports

creation and reuse of
application templates and
specialized components by
domain engineers

The platform allows domain

engineers to create
specialized components
tailored to specific
business domains

The platform provides
extensibility mechanisms
for adding custom

functionality and domain-
specific capabilities

The platform supports
plugins and extensions
enabling addition of new
functionality without
modifying core platform

"Process-oriented recommendation system for
identifying security risks. The framework
should provide threat modelling support and
recommendations to help citizen developers
identify potential security issues during the
design phase." [2, p. 6]

"Actor-specific guidance for different wuser
roles within the platform. The platform should
provide context-specific guidance on security
best practices tailored to the role of the user

(domain engineer vs. domain practitioner)." [2,
p. 6]

"Model-based automation for identifying
security risks. The platform should

continuously assess the security posture of
deployed applications and alert administrators
to potential vulnerabilities." [2, p. 7]

"Security incident management includes incident

reporting mechanisms, analysis tools, and
feedback loops enabling continuous
improvement." [2, p. 7]

"Independent Deployment ensures that the domain
application created from a tailored NCDP can be
deployed independently of the NCDP. For
example, the domain application can run when
the tailored NCDP is not in use. Independent
deployment capabilities reduce dependencies and
improve agility." [20, p. 8]. "While Citizen
Developers are empowered to create and deploy
their own applications, Foundation modules
should typically be managed by the Centre of
Excellence (CoE) and consumed wusing loose
coupling. Furthermore, it is best practice for
the SecDevOps team to oversee all deployments
to the Production environment. It's a 4.

"Dynamic Development represents those features
that allow the application to evolve
continuously over time by modifying it without
having to redeploy 1it. These features are
important for the transition between the LCDP
and the NCDP because they reduce the dependency

between domain engineers and domain
practitioners." [20, p. 7]
"Reusability: These features represent the

reuse of existing data or predefined models.
They allow the domain practitioner to create a
new model from an existing one, created by the
domain engineers. The pedagogical engineer is
able to create templates on the LCDP (exercise,
question) to enable the teacher to create their
own useful tools." [20, p. 8]

"The domain engineer can specialize in an LCDP
for a domain to be used by several domain

practitioners. The domain engineer helps the
domain practitioner improve her methods,
procedures, and tools. They specialize in

turning generic low-code development platforms
into tailored no-code development platforms."
[20, p. 3]

"Some NCDPs and LCDPs can also be extended by
creating dedicated components or specializing
execution rules. The platform must support
extension mechanisms to enable advanced users
to add custom functionality." [20, p. 8]

"Extension mechanisms require solid programming
skills. For instance, extension requires PHP
and HTML coding, which is not supposed to be a
citizen developer task but a Software Developer
one. The platform should allow extension for
advanced users when specialized functionality
is required." [20, p. 8]
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Dynamic Content
Databases

Data Type
Configuration
Data Schema
Management
Plugin and
Extension
Support

API Integration
Capability
System
Interoperability

Cloud-Based
Architecture

Enterprise-Grade
Reliability

Vendor
Quality

Support

Community
Ecosystem

Market Maturity

Pricing
Competitiveness

Customization
Restrictions

The platform provides
flexible database
management allowing
storage and retrieval of

dynamic content types

The platform enables
flexible specification and
configuration of custom
data types for Dbusiness
domains

The platform provides tools
for managing and evolving
data schemas as business
requirements change

The platform supports
plugins and extensions for
adding functionality and
connecting to external
systems

The
robust

platform provides

APT integration
enabling connection with
external services and
modern systems

The platform can exchange
data with legacy systems,
ERP systems, and other
enterprise applications

The platform is deployed on
cloud infrastructure
enabling rapid deployment
and scalability

The platform demonstrates

high availability,
performance, and
reliability suitable for
enterprise deployments

The platform vendor
provides responsive
technical support, regular

updates,
services

and professional

The platform has an active

community providing
resources, templates, and
collaborative problem-
solving

The platform has
demonstrated market
longevity, established
customer base, and clear
roadmap

The platform offers pricing
that is competitive for its
feature set and enterprise
capabilities

The platform has clear
limitations on
customization and may not

"Dynamic Content Database: This group of
features represents a storage system that
allows users to store and manage different types
of content that can be retrieved, updated, and
displayed 1in applications according to user
interactions or predefined rules." [20, p. 8]

"These features facilitate the transition
between general data types in the LCDP and
specific data types in the tailored NCDP. It
allows the domain practitioner to <create
concrete types that concretize the formal types
defined by the domain engineer." [20, p. 8]

"Data modelling phase consists of configuring
the data schema of the application. They create
entities, associate them with each other, and
set constraints and dependencies. The platform
should provide intuitive tools for defining and

managing data schemas." [27, p. 9]

"Interoperability: This group of features
represents functionality that enables
collaboration with other platforms and
integration of functionality from existing

software systems. This allows domain engineers
to include functionality specific to the domain
of the tailored NCDP being created." [20, p. 8]

"The pedagogical engineer does not need to
redevelop a grade-entry service—she can
synchronize her application with an existing
grade-entry service. Users must be able to
integrate with external services and third-
party applications.™ [20, p. 8]

"Fragmentation relates to limited
interoperability among low-code platforms and
supporting databases. The platform must
maintain compatibility and interoperability
with existing enterprise systems and other LCDP
solutions." [24, p. 4]

"Cloud-based environments that provide features
such as advanced graphical user interfaces,
visual modelling tools, drag-and-drop
functionalities, reusable components, and
declarative programming languages." [39, p. 5]

"Designed to meet the complexity and needs of

the enterprise, OutSystems 1is an enterprise-
grade LCDP. The platform must demonstrate
enterprise-grade reliability with high

availability and uptime for mission-critical

applications." [20, p. 5]

"The vendor provides
support, documentation,
High-quality support is
organizations implementing
LCDP solutions.™ [24, p. 4]

"The low-code development market has exploded
in recent years, attracting Dboth service
providers and wusers. Popular LCDPs include
Mendix, OutSystems, Microsoft Power Apps, and
Salesforce." [20, p. 5]

"The low-code development market is projected

comprehensive customer
and training resources.
essential for
enterprise-grade

to reach a massive market size by 2025. The
surge in demand, coupled with growing
competition, creates a thriving financial
landscape. The platform should be well-
established with proven track record in
enterprise deployments." [20, p. 5]

"Organizations hesitate to fully embark into
low-code because of the high cost per user. The
platform should offer competitive and flexible

pricing models that support enterprise-scale
deployments." [24, p. 4]
"One of the main limitations of low-code

platforms relates to restricted customization
options. The lack of customization derives from



J2

J3

J4

J5

J6

Vendor Lock-In

Risk

Scalability
Constraints

Learning Curve
Requirements

Feature
Limitations

Role
Architecture
Support

support all unique business
requirements

The platform has potential
vendor lock-in risk that

could make switching
platforms expensive or
complex

The platform has known
scalability constraints
for large-scale enterprise
deployments or high-volume
data processing

The platform requires
citizen developers to
invest time in learning

platform-specific concepts
and methodologies

The platform has
restrictions on certain
advanced features that

limit what applications can
be built

The platform supports the
four-role architecture
enabling domain engineers
to specialize platforms
independently

the fact that low-code development is naturally
less powerful than traditional programming, and
users are limited to the options offered in the
low-code platform." [24, p. 5]."OutSystems is
highly extensible via Integration Studio,
JavaScript, and CSS. However, best practices
dictate that custom code should be used only
when native low-code capabilities are
insufficient, to maintain agility and reduce
technical debt. It's a 2.

"Concerns about potential vendor lock-in. Some
organizations hesitate to fully embark into
low-code because of concerns about being locked
into a specific vendor's ecosystem, making it
difficult and costly to migrate away." [24, p.
5]

"Scalability and fragmentation are identified
as low-code shortcomings. Scalability refers to
the ability to expand the use of a given
application to larger systems, projects, or
organizations. The platform may have
constraints when scaling to very large
deployments." [24, p. 5]

"Although low-code platforms are intended to be
intuitive, users and even IT professionals also
require investing time in learning and getting
familiarized with a platform's user interface.
The learning curve remains steep even for
experienced developers." [24, p. 5]

"In more complex scenarios, a citizen developer
may be unable to meet demanding requirements,
eventually requiring support from software
developers. The platform may have limitations
in available features compared to traditional
development approaches." [24, p. 5]

"The domain engineer specializes in turning
generic low-code development platforms into
tailored no-code development platforms. Current
leading platforms demonstrate limitations in
supporting the full four-role architecture and
domain specialization features required." [20,
p. 3]
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### D-Call ###
Please execute the assessment with these strict requirements:

1. SETUP:
Load C-Assessment.csv.
Read the data from the dataframe for every row dynamically (do not use a hardcoded list)..

2. DATA SOURCE PROTOCOL (STRICT COMPLIANCE REQUIRED) :

DEFINITIONS SOURCE (The "Lens"): Use B-Info.txt and A-Prompt.txt ONLY to understand the
definitions, risks, and theoretical frameworks (e.g., "What is the Four-Role Architecture?",
"Why is Shadow IT bad?"). Use these files to determine the Criteria for a high vs. low
rating.

EVIDENCE SOURCE (The "Data"):
You are explicitly authorized to use your INTERNAL TRAINING DATA and Internal Internet Search
tool to locate relevant, credible, and recent (2023-2025) evidence for each assessment item.

You are strictly PROHIBITED from quoting, citing, or referencing the text inside C-
Assessment.csv, B-Info.txt, or A-Prompt.txt in the output CSV.

3. EXECUTION:

Generate the OUTPUT.csv file by evaluating each item against the criteria defined in A-Prompt.txt
(using the Lens from step 2), but substantiated with Evidence from your internal knowledge
and Internet Search Tool.

Do it in batches for better process management.

4. OUTPUT:

generate the CSV data in an Excel-compatible code block so I can import it.
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### E-Revision ###

Validation Prompt - LLM Output Audit for LCDP Assessment

Context

You are validating the results of a prior automated assessment of Low-Code Development Platforms
(LCDPs) .

You are provided with:

An Excel file containing evaluation outputs for four (4) LCDPs, each assessed independently by
four (4) different Large Language Models, resulting in 16 total assessment instances.

The original assessment prompt (provided in .txt format), which defines strict methodological,
evidentiary, and formatting requirements for each assessment item.

The original assessment was intended to produce academically defensible, evidence-based
evaluations suitable for inclusion in a master's thesis focused on Shadow IT mitigation in
large enterprises.

Your task is not to re-evaluate the platforms, but to validate the quality, consistency, and
methodological compliance of the existing outputs.

Primary Objective

Systematically validate whether the generated outputs faithfully comply with the original prompt
requirements, and identify systematic strengths, weaknesses, risks, and inconsistencies
across:

Platforms

LLMs

Assessment dimensions

Validation Tasks

1. Prompt Compliance Analysis

For each assessment instance (LCDP x LLM) :

Evaluate compliance with the explicit constraints of the original prompt, including but not
limited to:

Correct use of the LCDP name throughout

Presence of all required output columns

Proper use of the 1-5 Likert scale, including inverted logic for Section J (Risks / Lock-in)

Academic tone and suitability for thesis inclusion

Absence of prohibited content (e.g., generic text, template language)

Flag:

Missing fields

Structural violations

Deviations from scoring logic

2. Evidence Integrity & Anti-Hallucination Check

Critically evaluate the Source Texts and Full APA Citations fields for each item:

Are sources plausible, verifiable, and realistic?

Are excerpts item-specific, concrete, and non-generic?

Is there at least one non-vendor source per item?

Are citations distinct across items, even when reusing the same source?

Are publication dates consistent with the 2023-2025 preference?

Classify issues as:

Minor weakness (e.g., vague excerpt)

Major weakness (e.g., fabricated or implausible citation)

Critical failure (e.g., vendor-only sourcing, repeated verbatim citations)

3. Justification Quality & Uniqueness

Assess the Justification field across items and models:

Does each justification make a clear evaluative claim?

Is reasoning logically connected to the cited evidence?

Is the impact on Shadow IT mitigation in large enterprises explicitly addressed?

Are justifications non-repetitive across items and non-templated?

Identify:

Reused phrasing across items

Generic low-code marketing language

Missing enterprise / governance perspective

4. Cross-Model Consistency Analysis

For each LCDP and assessment item:

Compare ratings assigned by different LLMs

Identify rating variance patterns (e.g., systematic inflation or deflation)

Detect model-specific bias (e.g., one LLM consistently scoring higher or lower)

Classify variance as:

Low (acceptable interpretive differences)

Moderate (requires explanation)

High (undermines reliability)

5. Cross-Platform Plausibility Check

Across all outputs:

Are relative platform strengths and weaknesses internally coherent?

Do results align with known industry positioning of major LCDPs?

Are any platforms unrealistically dominant or weak across nearly all dimensions?

Flag outcomes that appear:

Implausible

Overly uniform

Contradictory across models

6. Confidence & Evidence Alignment

Evaluate whether the Confidence (H/M/L) values are justified:
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High confidence paired with weak or generic evidence - flag
Low confidence appropriately used when evidence is thin - confirm
"Not enough specific evidence" used correctly where applicable

Output Requirements

Produce a structured validation report with the following sections:

Overall Compliance Summary

General adherence level (High / Medium / Low)

Key systemic strengths

Key systemic risks

LLM-Level Findings

Comparative reliability of each LLM
Typical failure modes per model
Platform-Level Findings

Stability of evaluations per LCDP
Notable inconsistencies

Evidence & Citation Risk Assessment
Hallucination risk profile
Suitability for academic submission
Methodological Implications

What limitations must be acknowledged in the thesis
Whether triangulation or human validation is required

Actionable Recommendations
How to refine the original prompt

How to improve reliability for future runs
Whether and how results can be defensibly used in academic research

Critical Instruction

Do not correct or rewrite the original evaluations.

Do not introduce new evidence or sources.

not evaluator.

All analysis must be explicit, transparent,
validity, reliability, and limitations of LLM-based evaluation methods.

Your role is methodological auditor,

and suitable for inclusion in a thesis chapter on
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