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A B S T R A C T

Objective: To assess whether HL7 FHIR Consent, as currently specified and deployed, is sufficient to support 
verifiable, regulation-aligned consent governance in distributed and cross-organisational health data sharing.
Methods: We conducted a qualitative critical analysis of FHIR Consent informed by (i) peer-reviewed imple
mentation literature, (ii) national-scale consent exchange initiatives, and (iii) accountability requirements under 
GDPR and the European Health Data Space (EHDS). The analysis is organized into four dimensions: semantic 
interpretability, consent lifecycle management, runtime enforcement, and cross-organisational trust/auditability.
Results: FHIR Consent provides an interoperable representation of authorisation intent, but large-scale de
ployments remain limited by (1) non-canonical semantics across implementations, (2) lack of standardized 
lifecycle versioning and cross-organisational revocation propagation, (3) heterogeneous translation of declara
tive consent into enforceable access control, and (4) limited capability for independent verification of consent 
provenance and historical integrity across institutional boundaries.
Conclusion: We derive an architecture pattern that separates (a) standards-based consent representation (FHIR 
Consent), (b) local policy interpretation/enforcement, and (c) cross-organisational integrity verification. Cryp
tographic integrity anchoring is discussed as a complementary mechanism for tamper-evident verification of off- 
chain consent artifacts and lifecycle events, without externalizing consent semantics or personal data.

1. Introduction

The secure and accountable sharing of healthcare data is increasingly 
dependent on interoperable infrastructures that operate across organ
isational, institutional, and national boundaries. The expansion of multi- 
institutional clinical care, biomedical research collaboration, and cross- 
border health data reuse has intensified the need for governance 
mechanisms capable of ensuring that personal health information is 
accessed and processed in accordance with valid patient authorisation 
[1,2]. In such distributed environments, patient consent is not only a 
legal prerequisite but a core governance instrument that defines the 
legitimacy, scope, and duration of data access for both primary and 
secondary uses [3].

Regulatory developments further reinforce this requirement. Under 
the General Data Protection Regulation (GDPR) [4], consent must be 

demonstrable, revocable, and enforceable, and data controllers must be 
able to show that data processing was authorized at the time it occurred. 
Emerging sector-specific frameworks such as the European Health Data 
Space (EHDS) [5] extend these expectations by introducing harmonized 
mechanisms for cross-border health data use and enforceable individual 
rights, including opt-out from secondary use. Together, these frame
works shift attention from static consent documentation toward dy
namic, verifiable, and interoperable consent governance across 
distributed infrastructures [6].

Within this context, HL7 FHIR [7] has become the dominant stan
dard for healthcare data exchange. The FHIR Consent resource provides 
a structured and machine-interpretable representation of authorisation 
for data processing activities, enabling consent information to be 
exchanged across heterogeneous systems in a standardized format. This 
capability has positioned FHIR Consent as a foundational component of 
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many contemporary health information exchange and research data 
sharing initiatives.

However, operational experience and implementation research 
indicate that representing consent in a standardized format does not, by 
itself, ensure consistent interpretation, enforceability, or verifiable 
accountability across organisational boundaries. Distributed ledger
–based consent registries have therefore been proposed to provide 
tamper-evident and cross-organisationally verifiable consent manage
ment while preserving standards-based interoperability [8]. Consent is 
inherently dynamic, subject to modification and revocation over time, 
and must be interpreted and enforced within locally governed systems 
that may not share common trust assumptions or verification mecha
nisms. As healthcare data sharing becomes increasingly federated, the 
ability to independently verify consent validity, lifecycle history, and 
integrity across institutions emerges as a critical governance challenge.

This study critically analyses the role of HL7 FHIR Consent in 
distributed healthcare data sharing environments, focusing on gover
nance limitations that emerge when consent must be interpreted, 
updated, and enforced across independent organisations. The analysis 
examines four dimensions: semantic interpretation across heteroge
neous systems, consent lifecycle management and revocation, enforce
ment heterogeneity in runtime authorisation, and cross-organisational 
trust and auditability. Based on this structured evaluation, the paper 
derives standards-aligned architectural implications that preserve HL7 
FHIR Consent as the authoritative and interoperable authorisation 
artefact while enabling stronger evidentiary assurance for consent life
cycle events and historical integrity in federated infrastructures. By 
clarifying the boundaries between consent representation, local 
enforcement, and independent integrity verification, the work provides 
a governance-oriented perspective on designing interoperable consent 
management for large-scale and cross-border healthcare data sharing.

2. Background and related work

HL7 FHIR has emerged as a widely adopted standard for healthcare 
data exchange, designed to enable interoperability through modular 
data structures, web-based interfaces, and extensible profiling mecha
nisms. Among its governance-related resources, the FHIR Consent 
resource provides a structured representation of an individual’s 
authorisation or refusal for specific data processing activities [9]. Con
sent directives may be scoped by purpose of use, actors, data categories, 
and temporal validity, allowing complex authorisation conditions to be 
expressed in machine-interpretable form. FHIR-based consent models 
enable structured and machine-interpretable representation of author
isation rules, supporting integration with clinical systems and auto
mated policy enforcement [10]. This design positions FHIR Consent as a 
standardized representation layer rather than an enforcement mecha
nism, with interpretation and access control delegated to surrounding 
system architectures.

It should also be noted that the HL7 FHIR Consent resource currently 
remains at Maturity Level 2 (Trial Use) within the HL7 FHIR develop
ment framework. As a result, operational implementations frequently 
depend on regional implementation guides and interoperability profiles 
that provide additional constraints and semantic alignment. For 
example, in the United States ecosystem, implementation often relies on 
frameworks such as US Core and related profiles, while other regions 
may define alternative governance and interoperability specifications. 
Consequently, interpretations of FHIR Consent behaviour may vary 
across implementation environments, and cross-regional comparisons 
must account for differences in implementation maturity and gover
nance frameworks.

Prior research has demonstrated that FHIR-based consent represen
tations can support interoperable exchange in large-scale healthcare 
infrastructures. National initiatives such as the German Medical Infor
matics Initiative have shown that modular informed consent templates 
can be implemented using HL7 FHIR profiles and shared semantic 

frameworks, enabling harmonized consent exchange across multiple 
university hospitals [11]. Similarly, large-scale deployments integrating 
consent management platforms with FHIR interfaces demonstrate that 
standardized consent information can be exchanged and validated 
across distributed clinical and research environments [12]. These 
implementations confirm that FHIR Consent is sufficiently expressive to 
model complex legal and ethical authorisation requirements when 
supported by coordinated governance and semantic alignment.

However, the literature consistently highlights limitations that 
extend beyond syntactic interoperability. Consent is inherently dynamic 
and must be managed across its lifecycle, including creation, modifica
tion, and withdrawal. Digital consent management frameworks 
emphasize the need for structured, reusable, and scalable mechanisms 
capable of handling heterogeneous research contexts and regulatory 
obligations [13]. Yet, current FHIR-based implementations frequently 
rely on centralized trusted components to maintain lifecycle consistency 
and enforce authorisation decisions, reflecting persistent dependence on 
institutional trust models [12].

Recent work on consent management for patient-generated health 
data further illustrates these challenges. While FHIR can serve as a 
unifying data exchange format supporting patient control and data 
sharing across organisations, consistent governance of access permis
sions and enforcement across distributed health data environments re
mains difficult due to fragmented data ownership, heterogeneous 
infrastructures and the need for coordinated policy enforcement across 
independent organisations [14]. Across these studies, interoperability 
and trust are typically addressed through local governance arrange
ments rather than through mechanisms that enable independent verifi
cation of consent integrity or historical validity across organisational 
boundaries.

Taken together, existing research demonstrates that HL7 FHIR 
Consent provides a robust and interoperable representation of author
isation but offers limited support for cross-organisational auditability, 
lifecycle verification, and independent trust establishment. These un
resolved governance challenges motivate the need for architectural 
approaches that preserve standards-based consent representation while 
strengthening accountability and verifiability in distributed healthcare 
data sharing environments.

3. Research methodology

This study adopts a qualitative critical analysis approach to examine 
the governance implications of HL7 FHIR Consent in distributed 
healthcare data sharing environments. Rather than evaluating a specific 
technical implementation, the research focuses on analysing structural 
properties, design assumptions, and operational limitations of the FHIR 
Consent resource as reported in peer-reviewed literature, documented 
large-scale deployments, and regulatory frameworks governing health
care data processing.

The analysis synthesizes evidence from implementation studies of 
FHIR-based consent exchange, digital consent management in
frastructures, and policy guidance associated with data protection and 
secondary use of health data. These sources were examined to identify 
recurring challenges observed in real-world multi-organisational con
texts, particularly those involving cross-institutional data exchange and 
federated governance models.

To structure the evaluation, the study analyses HL7 FHIR Consent 
across four analytical dimensions derived from implementation experi
ence and regulatory accountability requirements. Semantic interpret
ability examines the consistency with which consent directives can be 
represented and understood across systems. Consent lifecycle manage
ment evaluates how creation, modification, and revocation of consent 
are represented and propagated over time. Enforcement feasibility 
considers how declarative consent directives are translated into runtime 
authorisation decisions within heterogeneous infrastructures. Cross- 
organisational trust and auditability assess the ability of independent 
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actors to verify consent validity, provenance, and historical integrity 
beyond institutional boundaries.

Based on this structured analysis, the study derives architectural 
implications that clarify how governance-critical requirements may be 
supported while preserving HL7 FHIR Consent as the authoritative 
standards-compliant representation of patient authorisation.

4. Findings: Governance challenges in HL7 FHIR consent

4.1. Semantic interpretability across heterogeneous systems

The HL7 FHIR Consent resource is designed to provide a flexible and 
expressive representation of authorisation conditions, enabling consent 
directives to be scoped by purpose of use, actors, data categories, and 
temporal validity. Efforts to formalize consent semantics through 
structured frameworks and computable FHIR models illustrate the 
importance of standardized consent interpretation for interoperability 
[10]. This flexibility supports the modelling of diverse legal and 
organisational requirements, but it also introduces interpretative vari
ability across implementations. The FHIR specification deliberately 
avoids prescribing a canonical interpretation model for consent pro
visions, allowing implementers to adapt semantics to local governance 
contexts.

In practice, consistent interpretation often depends on shared 
implementation guides, code systems, and coordinated governance 
agreements. While such alignment is achievable within tightly governed 
networks, cross-organisational and cross-border data sharing environ
ments frequently lack unified semantic constraints. As a result, identical 
consent structures may be interpreted differently by independent sys
tems, particularly when translating complex legal or institutional rules 
into machine-readable form. This variability does not undermine syn
tactic interoperability but limits semantic consistency, creating uncer
tainty regarding how consent directives should be applied across 
heterogeneous infrastructures.

4.2. Consent lifecycle management and revocation

Consent is inherently dynamic and may be created, modified, or 
withdrawn over time. Although the FHIR Consent resource includes 
attributes that represent status and temporal validity, it does not define 
standardized mechanisms for lifecycle versioning, historical linkage, or 
propagation of consent changes across distributed systems. In multi- 
organisational environments, downstream systems must reliably 
recognize updated consent states to ensure that data access remains 
consistent with current authorisation.

Operational implementations frequently address this challenge 
through centralized registries or trusted intermediaries responsible for 
maintaining authoritative consent records and distributing updates. 
While such approaches support lifecycle coordination within bounded 
networks, they reintroduce centralized trust dependencies that may be 
difficult to sustain in federated or cross-border data sharing scenarios. 
Furthermore, demonstrating that consent was valid at a specific point in 
time requires reliable preservation of historical consent states and 
assurance that these records have not been altered retrospectively. 
Conventional database-based approaches, when managed indepen
dently across multiple institutions, provide limited guarantees of the 
historical integrity of consent artifacts.

4.3. Enforcement heterogeneity and runtime authorisation

HL7 FHIR Consent functions as a declarative representation of 
authorisation intent rather than an executable access control mecha
nism. Translating consent directives into runtime authorisation de
cisions requires integration with external enforcement components, 
such as role-based or attribute-based access control frameworks. 
Because FHIR does not prescribe how consent rules should be evaluated 

or enforced, implementation practices vary widely across organisations.
This heterogeneity introduces challenges for consistent governance 

in distributed data sharing environments. Authorisation decisions may 
be evaluated at different system layers, interpreted through different 
policy models, or influenced by organisation-specific governance rules. 
When health data are aggregated, transformed, or reused across insti
tutional boundaries, variations in enforcement logic may result in 
inconsistent application of consent directives. While such flexibility re
flects the design philosophy of FHIR and supports local autonomy, it 
complicates the establishment of predictable and harmonized author
isation behaviour across federated infrastructures.

4.4. Cross-Organisational trust and auditability

Distributed healthcare data sharing requires participants to trust not 
only the content of consent records but also their integrity, provenance, 
and lifecycle history. Standard FHIR-based exchanges typically assume 
trust in the originating system that provides consent information. In 
loosely coupled or cross-border environments, however, such trust as
sumptions may not be sufficient, particularly when organisations oper
ate under independent governance frameworks and regulatory 
jurisdictions.

Existing implementations often rely on institutional audit logs, 
centralized registries, or trusted intermediaries to support account
ability [8]. While effective within coordinated governance networks, 
these mechanisms provide limited support for independent verification 
of consent integrity across organisational boundaries. Verifying that a 
consent record has not been modified after creation, or that a revocation 
was applied consistently across systems, remains difficult when records 
are stored and managed by multiple independent entities. This limita
tion is particularly significant in regulatory contexts that require 
demonstrable accountability, retrospective auditing, and dispute reso
lution over extended time periods.

4.5. Synthesis of governance challenges

Taken together, these findings indicate that the primary challenges 
associated with HL7 FHIR Consent in distributed healthcare data sharing 
are governance-related rather than purely technical. The standard pro
vides a robust and interoperable representation of authorisation, but it 
does not define mechanisms for ensuring consistent interpretation, co
ordinated lifecycle management, harmonized enforcement, or inde
pendently verifiable trust across organisational boundaries. These 
functions are delegated to surrounding governance structures and sys
tem architectures, which vary widely in practice.

As healthcare data sharing becomes increasingly federated and 
subject to stringent regulatory accountability requirements, the sepa
ration between consent representation, enforcement, and trust verifi
cation becomes more consequential. Addressing this separation does not 
require replacing HL7 FHIR Consent, but it does necessitate architec
tural approaches that complement standards-based interoperability 
with mechanisms capable of supporting verifiable lifecycle management 
and cross-organisational accountability.

5. Architectural implications for consent governance

The governance challenges identified in the preceding analysis do 
not arise from deficiencies in the HL7 FHIR Consent resource itself, but 
from the structural separation between consent representation, 
enforcement behaviour, and trust establishment in distributed health
care data sharing environments. Addressing these challenges therefore 
requires architectural approaches that complement standards-based 
consent representation with mechanisms that support lifecycle verifi
cation and cross-organisational accountability without altering the 
normative semantics of FHIR Consent.

A central implication of the analysis is the need to explicitly separate 
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three governance responsibilities: authoritative consent representation, 
local interpretation and enforcement, and cross-organisational integrity 
verification. Fig. 1 illustrates the conceptual separation of consent rep
resentation, enforcement, and cross-organisational verification derived 
from this analysis.

This separation preserves HL7 FHIR Consent as the authoritative 
authorisation artifact while enabling independent verification of con
sent lifecycle integrity across organisational boundaries. HL7 FHIR 

Consent can continue to function as the authoritative representation of 
patient authorisation, stored and managed within FHIR-compliant re
positories under the control of data controllers. This preserves interop
erability, standards compliance, and regulatory flexibility, including the 
ability to modify or withdraw consent over time.

Authorisation decisions, however, remain operationally dependent 
on local policy interpretation and enforcement mechanisms. Because 
HL7 FHIR Consent is intentionally declarative, runtime authorisation 
must be performed by organisation-specific access control components 
that translate consent directives into actionable policies. The analysis 
indicates that such enforcement heterogeneity is an inherent charac
teristic of distributed data sharing and cannot be fully eliminated 
through standardization of consent representation alone. Instead, 
architectural clarity is required to distinguish between representation 
and enforcement as separate governance functions.

A further implication concerns the establishment of verifiable trust 
across organisational boundaries. While FHIR-based exchanges enable 
interoperable sharing of consent information, they do not provide 
mechanisms for independent verification of consent integrity or lifecycle 
history. To support auditability and cross-organisational accountability, 
complementary mechanisms are required that enable tamper-evident 
verification of consent artifacts without embedding consent semantics 
or personal data outside the FHIR ecosystem.

One approach consistent with these requirements is cryptographic 
integrity anchoring. Prior architectural models have explored recording 
consent transactions or smart contract states on distributed ledgers 
while retaining FHIR-based consent resources off-chain for operational 
use [8]. In this model, HL7 FHIR Consent resources remain stored off- 
chain within institutional repositories, while cryptographic hashes 
representing consent states or lifecycle events are anchored in an 
immutable ledger. This process does not create an alternative consent 
representation or enforcement layer. Instead, it provides a verifiable 
reference that can be used to confirm that a consent record existed at a 
given point in time and has not been altered retrospectively. Because 
only non-interpretable cryptographic references are anchored, regula
tory principles such as data minimization and consent revocability 
remain unaffected.

Fig. 1 illustrates this conceptual separation of governance re
sponsibilities. Consent representation remains standards-based and 
mutable, enforcement remains locally governed, and integrity 
anchoring functions as an independent verification mechanism sup
porting cross-organisational trust. By decoupling these functions, 
distributed healthcare data sharing infrastructures can strengthen 
accountability and auditability while preserving HL7 FHIR Consent as 
the authoritative and interoperable representation of patient 
authorisation.

For illustration, consider a cross-border EHDS scenario in which a 
German university hospital creates and stores a patient’s FHIR Consent 
resource (including revocation events). When a French research insti
tution later requests access, it retrieves the FHIR Consent via standard 
REST API, interprets and enforces it through its local policy engine, and 
independently verifies the integrity and historical validity of consent 
creation/revocation events through the cryptographic anchor published 
on a shared ledger. This approach preserves full HL7 FHIR interopera
bility and local autonomy while providing tamper-evident, cross- 
organisational accountability, exactly the separation of responsibilities 
proposed in this architecture.

6. Discussion

The analysis presented in this study clarifies the role of HL7 FHIR 
Consent within contemporary healthcare data sharing ecosystems. FHIR 
Consent provides a standardized and interoperable representation of 
authorisation, but it does not function as a comprehensive governance 
mechanism on its own. The findings demonstrate that challenges related 
to semantic consistency, lifecycle coordination, enforcement, and trust 

Fig. 1. Conceptual governance architecture for HL7 FHIR consent in distrib
uted healthcare data sharing.
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arise not from deficiencies in the standard, but from the broader socio- 
technical context in which consent is interpreted and applied. In 
distributed and cross-organisational environments, representation, 
enforcement, and verification operate under different governance 
structures and trust assumptions, creating a structural separation that 
must be addressed architecturally rather than purely through data 
standardization.

This distinction becomes particularly significant in the context of 
evolving regulatory frameworks governing healthcare data exchange. In 
particular, the General Data Protection Regulation (GDPR) and the 
emerging European Health Data Space (EHDS) place increasing 
emphasis on demonstrable accountability, verifiable authorisation, and 
cross-border interoperability for health data processing. Under the 
General Data Protection Regulation, organisations must be able to 
demonstrate that data processing was authorized at the time it occurred 
and that consent withdrawal is respected without undue delay. The 
European Health Data Space further extends these expectations by 
introducing cross-border governance mechanisms and enforceable in
dividual rights related to secondary use of health data. Together, these 
frameworks emphasize accountability and verifiability over static 
documentation, requiring healthcare data sharing infrastructures to 
support demonstrable consent lifecycle management across institutional 
boundaries. The findings suggest that syntactic interoperability alone is 
insufficient to meet these governance requirements when consent re
cords are created, interpreted, and enforced by independent actors. 
Table 1 summarizes the relationship between key governance re
quirements in distributed healthcare data sharing, the capabilities of 
HL7 FHIR Consent, and the architectural implications derived from this 
analysis.

This synthesis highlights that governance challenges arise primarily 
from the separation between representation, enforcement, and verifi
cation rather than from limitations of the FHIR standard itself. The 
architectural implications proposed in this study reflect an attempt to 
reconcile standards-based interoperability with governance-driven 
accountability. By preserving HL7 FHIR Consent as the authoritative 
representation of authorisation while introducing complementary 
mechanisms for integrity verification, consent management can remain 
aligned with existing healthcare interoperability frameworks while 
supporting independent auditability. In this context, cryptographic 
integrity anchoring should be understood as a supporting trust mecha
nism rather than a replacement for institutional governance or policy 
enforcement. Its value lies in enabling tamper-evident verification of 
consent artifacts and lifecycle events, thereby strengthening evidentiary 
assurance in federated environments without embedding consent 

semantics in distributed ledgers.
At the same time, the analysis highlights the limits of technological 

solutions. Integrity anchoring does not resolve semantic ambiguity in 
consent interpretation, nor does it standardize enforcement behaviour 
across organisations. Authorisation decisions remain shaped by local 
policy frameworks, institutional governance arrangements, and regula
tory interpretation. Consequently, achieving consistent consent gover
nance in distributed healthcare data sharing environments requires 
coordination at both technical and organisational levels, including 
shared semantic frameworks, profiling strategies, and governance 
agreements.

This study has several limitations. The analysis is conceptual and 
based on synthesis of existing literature, documented implementation 
experience, and regulatory requirements rather than empirical evalua
tion of a specific system. In addition, the HL7 FHIR Consent resource 
currently remains at Maturity Level 2 (Trial Use). Operational imple
mentations are frequently shaped by regional implementation guides 
and profiles (for example, US Core in the United States ecosystem), 
which may introduce interpretation differences across jurisdictions. 
Consequently, while the manuscript references European regulatory 
frameworks such as GDPR and the EHDS, direct comparisons should be 
interpreted cautiously because implementation maturity and gover
nance models are not yet fully harmonised internationally.

Despite these limitations, the study provides a structured perspective 
on how standards-based consent representation and verifiable 
accountability mechanisms may be combined to support trustworthy 
and interoperable healthcare data sharing at scale.

7. Conclusion

This study examined the role of HL7 FHIR Consent in distributed 
healthcare data sharing environments from a governance-oriented 
perspective. While the FHIR Consent resource provides a standardized 
and expressive representation of patient authorisation, the analysis 
demonstrated that practical implementations face persistent challenges 
related to semantic interpretation, consent lifecycle coordination, 
enforcement consistency, and cross-organisational trust. These chal
lenges do not stem from limitations of the standard itself, but from the 
structural separation between consent representation, operational 
enforcement, and trust verification in federated data sharing 
ecosystems.

To address this separation, the study derived architectural implica
tions that preserve HL7 FHIR Consent as the authoritative standards- 
based representation of authorisation while introducing complemen
tary mechanisms for verifiable lifecycle management and independent 
auditability. In particular, cryptographic integrity anchoring was 
examined as a supporting mechanism for tamper-evident verification of 
consent artifacts and historical states without embedding consent se
mantics or personal data outside established interoperability frame
works. This standards-aligned approach enables stronger accountability 
and cross-organisational trust while maintaining regulatory flexibility 
and interoperability. As healthcare data ecosystems become increas
ingly federated and cross-border in nature, such governance-oriented 
architectures will become critical for ensuring trustworthy and 
compliant health data exchange.

Overall, the findings highlight that effective consent governance in 
distributed healthcare data sharing requires coordination between 
interoperable data standards and mechanisms that support demon
strable accountability across institutional boundaries. Future work 
should focus on empirical evaluation of governance architectures in 
operational healthcare data sharing environments, including pilot 
implementations that integrate HL7 FHIR Consent with mechanisms for 
verifiable lifecycle management and cross-organisational 
accountability.

Table 1 
Governance requirements, HL7 FHIR consent capabilities and architectural 
implications.

Governance 
requirement

HL7 FHIR 
Consent 
capability

Governance 
limitation

Architectural 
implication

Consent 
revocation and 
lifecycle 
management

Status and 
temporal validity 
attributes

No standardized 
cross- 
organisational 
lifecycle 
coordination

Verifiable 
lifecycle tracking 
through integrity 
anchoring

Demonstrable 
authorisation 
over time

Representation of 
validity periods 
and consent states

Limited 
guarantees of 
historical integrity 
across systems

Tamper-evident 
verification of 
consent history

Accountability 
and 
auditability

Provenance and 
audit-related 
resources

Trust dependent 
on institutional 
control

Independent 
cross- 
organisational 
verification

Federated and 
cross-border 
data sharing

Interoperable 
consent 
representation

Implicit trust 
assumptions 
between data 
holders

Decoupled trust 
verification 
mechanisms
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M. Moser, S. Lang, P. Werner, S. Stäubert, H. Hund, F. Albashiti, J. Gührer, H.- 
U. Prokosch, T. Bahls, W. Hoffmann, A FHIR has been lit on gICS: facilitating the 
standardised exchange of informed consent in a large network of university 
medicine, BMC Med. Inform. Decis. Mak. 22 (2022) 335, https://doi.org/10.1186/ 
s12911-022-02081-4.

[13] M. Bialke, T. Bahls, L. Geidel, H. Rau, A. Blumentritt, S. Pasewald, R. Wolff, 
J. Steinmann, T. Bronsch, B. Bergh, G. Tremper, M. Lablans, F. Ückert, S. Lang, 
T. Idris, W. Hoffmann, MAGIC: once upon a time in consent management—a 
FHIR® tale, J. Transl. Med. 16 (2018) 256, https://doi.org/10.1186/s12967-018- 
1631-3.

[14] P. Randine, E. Salant, M. Muzny, L. Pape-Haugaard, Consent Management System 
on Patient-Generated Health Data, in: J. Bichel-Findlay, P. Otero, P. Scott, E. 
Huesing (Eds.), Stud. Health Technol. Inform., IOS Press, 2024. Doi: 10.3233/ 
SHTI230956.

S. Phuyal et al.                                                                                                                                                                                                                                  International Journal of Medical Informatics 214 (2026) 106405 

6 

https://doi.org/10.54499/UID/06486/2025
https://doi.org/10.54499/UID/PRR/06486/2025
https://doi.org/10.2196/35724
https://doi.org/10.1055/a-2466-4371
https://doi.org/10.1055/a-2466-4371
https://doi.org/10.2196/50339
https://doi.org/10.1055/a-2291-1482
https://doi.org/10.1186/s12911-020-01138-6
https://doi.org/10.1186/s12911-022-02081-4
https://doi.org/10.1186/s12911-022-02081-4
https://doi.org/10.1186/s12967-018-1631-3
https://doi.org/10.1186/s12967-018-1631-3

	HL7 FHIR consent for healthcare data sharing: challenges, opportunities and integrity implications
	1 Introduction
	2 Background and related work
	3 Research methodology
	4 Findings: Governance challenges in HL7 FHIR consent
	4.1 Semantic interpretability across heterogeneous systems
	4.2 Consent lifecycle management and revocation
	4.3 Enforcement heterogeneity and runtime authorisation
	4.4 Cross-Organisational trust and auditability
	4.5 Synthesis of governance challenges

	5 Architectural implications for consent governance
	6 Discussion
	7 Conclusion
	CRediT authorship contribution statement
	Funding
	Declaration of competing interest
	References


