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Abstract. This study examines data security and efficiency in inter-
connected IoT devices, focusing on selecting cryptographic algorithms to
improve secure data transmission in 5G networks. The proposed model
introduces four security levels, each applying different encryption strate-
gies to balance security and performance. Cloud computing is integrated
to mitigate computational limitations in IoT devices, optimizing en-
cryption and decryption processes. The study evaluates multiple crypto-
graphic algorithms, analyzing encryption and decryption times, packet
throughput, and memory usage. Experimental results demonstrate that
the model enables efficient encryption while maintaining security, with
AES-256 and XChaCha20 showing stable performance across different
packet sizes. The cloud-based implementation improves resource distri-
bution and reduces processing delays. This work contributes a struc-
tured cryptographic model adaptable to varying security needs and a
performance evaluation of different cryptographic approaches in cloud-
integrated environments.

Keywords: Algorithms, Cryptographic, Cloud Computing Optimiza-
tion, Data Transmission Efficiency, Prisec

1 Introduction

With the increasing prevalence of cloud computing, Edge and Big Data in both
everyday life and business operations, ensuring security of data processed by IoT
devices against potential intruders has become a paramount concern [26]. The
fields of medicine, smart grids, home automation, precision agriculture and ur-
ban mobility represent just a few of the many scenarios where cloud computing
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is present [5]. However, with the benefits of connectivity also come significant
risks, particularly regarding data security, which is the focus of this study. In
this context, cryptography plays a vital role in safeguarding sensitive information
since this technique consists of developing and using coded algorithms to protect
and obscure transmitted information so that it may only be read by those with
the permission and ability to decrypt it [16]. In summary, cryptography plays a
significant role in data security ensuring that the data transmitted amidst inter-
connected system stays protected. Cloud computing, on the other hand, refers
to the delivery of computing services including storage, databases, networking,
and other resources over the internet. It offers numerous benefits, such as se-
curity, speed, cost, and others. There are numerous uses for cloud computing
such as testing and building applications, streaming audio and video, analyzing
data, and others [15]. In this study, the cloud will be used for testing and build
applications together with some cryptography algorithms, being this explained
further in this paper.

Nowadays, IoT applications are structured into four layers: sensing, network,
middleware, and application. Each layer employs different technologies, intro-
ducing various security risks [23]. The application layer interacts directly with
users and faces unique threats like data theft and DDoS attacks [25]. Due to the
high volume of sensitive data in motion, IoT applications are more vulnerable
to attacks than data at rest, making encryption a key security measure [15].
This study addresses these security concerns by implementing cryptographic
techniques, focusing on algorithms suited for 5G networks. The goal is to eval-
uate encryption methods based on packet throughput and size to enhance IoT
security and protect sensitive data from unauthorized access and manipulation.

The main contribution of this work is the design and implementation of
Prisec II, a novel cryptographic framework that introduces a multi-layered,
cloud-integrated approach to secure data transmission in IoT environments. Un-
like existing models, Prisec II combines adaptive encryption strategies with a
hierarchical access model and resource-aware execution, enabling effective per-
formance on constrained edge devices. This dual focus on security robustness and
system efficiency represents a distinct advancement over traditional encryption
frameworks limited to single-layer architectures or fixed cryptographic protocols.

The first goal is to select and analyze different cryptographic algorithms to
identify the algorithms with the best performance in terms of encryption and
decryption time, while considering the size of the packet. The next objective is to
implement these algorithms in the structure model that will be further explained
in the report to evaluate the time taken to encrypt and decrypt different sizes of
packets. After finding the best structure model, the next objective is to analyze
the performance of this model regarding the number of packets transmitted, after
that this structure model will be used together with cloud computing while also
evaluating the performance of the model.
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2 Related Works

It is common knowledge that security is an increasing concern in real-time sys-
tems, so researchers have demonstrated attacks and defenses aimed at such sys-
tems. In the article [12], it was identified, classified, and measured the effective-
ness of the security research in this domain. It provided a high-level summary
[identification] and a taxonomy [classification] of this existing body of work. Fur-
thermore, it carried out an in-depth analysis [measurement] of scheduler-based
security techniques — the most common class of real-time security mechanisms.
The comparative analysis of these techniques is summarized in Table 1. For this
purpose, it developed a common metric, “attacker’s burden,” used to measure
the effectiveness of scheduler-based real-time security measures.

Decentralized systems distribute computational tasks across multiple nodes
without a central authority, making security a significant challenge, especially
when nodes have varying resource capacities. Prior works such as [6, 24] evaluated
security solutions and benchmarked cryptographic algorithms under different
hardware constraints to identify the necessary computing capabilities for secure
operations.

In response to growing concerns over data breaches and unauthorized access
in networked systems, various cryptographic models have been proposed. These
include approaches combining encryption, hash functions, and digital signatures
to ensure data integrity and secure communication. For example, [4] introduced
a framework using ECC and AES for wireless sensor networks, while [13] an-
alyzed the performance of symmetric ciphers like AES, RC6, and ChaCha20-
Poly1305. Additionally, [14] assessed the impact of cryptographic algorithms on
resource-constrained smart home devices, examining power consumption, delay,
and message overhead.

Further comparative analyses of symmetric block-based cryptographic algo-
rithms, including AES, CLEFIA, DES, Triple DES, IDEA, PRESENT, SEA,
SPECK, TEA, XTEA, and TWOFISH, provided insights into energy efficiency,
power consumption, and memory usage [8]. Another study [2] examined AES,
DES, RSA, and the lightweight cryptographic algorithm Fernet to identify the
most suitable option for minimizing security risks in IoT applications. The fea-
sibility of lightweight cryptography for resource-constrained smart devices was
explored in [7], evaluating execution time, code efficiency, and communication
overhead. Table 1 compares these studies with the proposed model, considering
aspects like packet size variation, algorithm diversity, encryption and decryption
times, cloud computing integration, CPU impact, and memory usage. Addition-
ally, research in [17-22] discusses encryption strategies and data management in
various application scenarios, contributing to a broader understanding of cryp-
tographic solutions in IoT environments.

Building upon insights from these studies, our work aims to develop a robust
cryptographic model that differs from previous models by employing encapsula-
tion to enhance data security. Table 1 presents a comparative analysis between
the cited works and our proposed model, highlighting key aspects. The Size Var.
column indicates whether different packet sizes (e.g., KB, MB) were considered
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in the respective studies. The Alg. Var. column shows whether multiple crypto-
graphic algorithms were analyzed. The Time column assesses if encryption and
decryption times were used for performance comparison. The Cloud column iden-
tifies whether the study incorporated cloud computing for encryption or storage
processes. The CPU column specifies whether the study examined the impact
of computational load on processing units. Finally, the Mem. column evaluates
whether memory usage was considered in the cryptographic implementation.
Each column helps illustrate the scope and depth of the security evaluations
performed in the analyzed studies.

Table 1. Comparative Analysis

Work Size Var. Alg. Var. Time Cloud CPU Mem.
(1]
2]
(4]
[7]
(8]
(13]
(14]
Prisec 11 X

=

A KR KK KA
SRR

>

>

Unlike the cited models, the proposed model integrates multiple crypto-
graphic algorithms in layers, preventing attackers from easily identifying encryp-
tion patterns. For example, if plaintext is encrypted with AES, the ciphertext
is further encrypted using another algorithm. Additionally, this study integrates
cloud computing to address computational limitations inherent to IoT devices.

While existing studies provided valuable insights into the performance of
cryptographic algorithms, the design of the Prisec IT model required addressing
several challenges not fully explored in prior work. Key design decisions included
selecting algorithms capable of maintaining performance across a range of packet
sizes, defining hierarchical security levels suited to different application contexts,
and implementing a layered encryption strategy to prevent pattern detection.
Additionally, integration with cloud environments required careful consideration
of resource allocation and latency management. These choices were guided by
gaps identified in related studies, as summarized in Table 1, positioning Prisec
IT as a differentiated and adaptable solution for secure IoT communication.

3 Methodology

This study enhances data security and performance in interconnected IoT de-
vices by selecting and implementing cryptographic algorithms while leveraging
cloud computing for optimization. A literature review guided the selection of
algorithms, focusing on those applicable to 5G networks and integrating 4G net-
work algorithms for broader relevance. The evaluation considered encryption and
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decryption times, packet size handling, and packet throughput. Figure 1 illus-
trates the system architecture used in these assessments. The primary algorithms
analyzed include AES [9] (modes CBC and CTR), Blowfish [9], Chacha20 and
XChacha20 [10], [11] (Elliptic Curve Cryptography Diffie-Hellman), and HMAC-
SHA-256 [3] (Hash-based Message Authentication Code using SHA-256).

Speed Test with Encryption

Select one of the options described below and choose a packet size value then click [Test].

« Guest: encrypts once with AES-128.

« Basic: encrypts twice, using AES-128 and AES-256

« Advanced: encrypts three times, using AES-128, AES-236, 4G algorithm

« Admin: encrypts four times, using AES-128, AES-256, 4G algorithm, 5G algorithm

Select a test type: Guest  v|- MB

Test |

Fig. 1. First prototype and interface created.

The implementation phase focused on developing a Python-based program
using the PyCryptodome library to evaluate the performance of various cryp-
tographic algorithms. A multilayered encryption model was designed with four
security levels: Guard, Basic, Advanced and Admin, where higher levels involve
more complex encryption processes, such as triple encryption at the Advanced
level, increasing security but also computational overhead. Performance tests
were conducted on machines with AMD Ryzen processors and different RAM
capacities to determine the optimal encryption and decryption configurations.
Initial tests assessed encryption and decryption times for different packet sizes
and algorithm combinations, as well as the impact of varying packet quantities.

The next phase integrated cloud computing to reduce the computational
limitations of IoT devices by offloading cryptographic operations. Figure 2 illus-
trates the system architecture, where the encryption and decryption processes
were separated and executed in the cloud to improve efficiency. In addition, a
new interface was created to enhance the usability and management of the cryp-
tosystem, as shown in Figure 3. The performance of the structured model in a
cloud environment was analyzed using Microsoft Azure and a Raspberry Pi 4
Model B as the primary tools for implementation. The Azure virtual machine
had 8 GB of RAM and an Intel-based processor, while the Raspberry Pi featured
8 GB of RAM and a Broadcom BCM2711 quad-core Cortex-AT72 processor.

This analysis focused on measuring key metrics such as encryption and de-
cryption times, the impact of packet size, packet throughput, memory usage at
each security level, and client-server processing times. The system was designed
with the virtual machine acting as the client for the decryption process, while
the Raspberry Pi managed encryption and transmitted data to the cloud-based
virtual machine.

Through analysis of previous stages, it was determined that a system where
encryption and decryption are performed on separate machines requires at least
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Cloud

Responsible for hosting the
web interface and decryption
process, and sending the
results to the user

Server

User

Interacts with a web interface and Responsible for the

sends the necessary attributes to encryption process
perform the cryptography test

Fig. 2. Cryptosystem created.

Speed Test with Encryption

Select one of the options described below and choose a packet size and click [Test]

Guest: encrypts only once with AES-256(CBC).
Basic: encrypts twice, using AES-256(CBC), AES-CTR
Advanced: encrypts twice with added authentication, using AES-256(CBC), AES-CTR, HMAC-SHA-
256.

Admin: encrypts three times with added authentication, using AES-256(CBC), AES-CTR, HMAC-
SHA-256, XChacha20.

Selecta testtype:  Guest v o MB v

Packet Quantity: 1

Fig. 3. New interface implemented.

16 GB of RAM on each to match the packet throughput observed when both
processes were executed on a single 32 GB machine.

4 Results

The initial testing phase evaluated encryption and decryption times for different
packet sizes using ChaCha20(4G) and Blowfish(5G) in the structure model. The
Guest and Admin levels were selected for comparison, representing the simplest
and most complex configurations, respectively. Packet sizes tested included 1, 5,
10, 20, and 50 MB, confirming that processing time increases with packet size.
The Guest level showed the best performance with minimal processing time,
whereas the Admin level had longer encryption and decryption times.

The next phase replaced Blowfish or ChaCha20 with AES-CTR to improve
performance while maintaining security. For smaller packets, ChaCha20 and
AES-CTR showed similar performance to Blowfish and AES-CTR, but for larger
packets, ChaCha20 performed better. At 50 MB, ChaCha20 took 265 millisec-
onds for encryption and 290 milliseconds for decryption, whereas Blowfish took
397 milliseconds and 407 milliseconds, respectively. The comparison revealed
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that AES-CTR offered a balanced approach by reducing processing time while
maintaining high encryption security.

A new structure model incorporated AES-CTR with ECDH and HMAC-
SHA-256 at the Admin level, each introduced separately. Results showed that
while ECDH enhanced security, it increased processing time. For smaller pack-
ets (1 MB and 5 MB), HMAC-SHA-256 performed better, but as packet size
increased, ECDH was more efficient. At 50 MB, ECDH’s encryption time was
0.9 seconds, compared to 1.01 seconds with HMAC-SHA-256. This demonstrates
that while hash-based authentication methods may be suitable for smaller data
transmissions, key exchange mechanisms like ECDH are better suited for han-
dling larger packets securely.

Encryption and decryption time (Chacha20->AES- Encryption and decryption time(Blowfish->AES
CTR) CTR)

95 04

Time(s)
s

E8 g%
Timel(s)

s 288

1 5 10 20 50 1 5 10 20 50
Packet size (MB) Packet size(MB]

——Encryption time(s)  ———Decryation timels) = Encryption time(s) = Decryptian time(s)

Fig. 4. Performance of Chacha20 and Blowfish with AES-CTR.

AES-256 consistently outperformed other algorithms across all packet sizes,
achieving an encryption time of 0.0013 seconds for 1 MB and 0.0219 seconds for
50 MB, significantly surpassing ECC (0.08 seconds) and Blowfish (0.31 seconds).
The next evaluation phase analyzed the impact of packet throughput using the
optimal encryption model on machines with 16 GB and 32 GB of RAM. The
Admin level was used to assess computational limitations. Figure 5 presents the
encryption and decryption times for varying packet quantities and sizes.

Encryption time in Admin level Decryption time in Admin level

Packet size(MB) Packet size(MB)

o Admin - 1 Packet ——— Admin - 10 Packets Admin - 100 Packets ——Admin -1 Packet = Admin - 10 Packets Admin - 100 Packets

Fig. 5. Impact of packet throughput.

Encryption times increased nearly linearly with packet size and quantity.
For 1, 10, and 100 packets, larger packet sizes resulted in longer encryption
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times, with 100-packet transmissions taking the most time. Decryption followed
a similar trend. With 16 GB RAM, the system could handle up to 10 packets of
50 MB and 100 packets of 20 MB before performance degradation. A second test
on a machine with 32 GB RAM confirmed performance improvements, enabling
transmission of up to 10 packets of 50 MB and 1000 packets of 20 MB. To
further address computational constraints, a new test introduced smaller packet
sizes (1 KB to 120 KB) on the 32 GB machine. As shown in Figure 6, reducing
packet size significantly increased the number of packets that could be processed
simultaneously.

Encryption time in Admin level Decryption time in Admin

Fig. 6. Impact of packet throughput on KB packets.

The final phase evaluated the cryptosystem, deploying a virtual machine on
Microsoft Azure (8 GB RAM) for decryption, while a Raspberry Pi acted as
the encryption server. Due to compatibility issues, ECDH was replaced with
XChaCha20. The client-side application, built with Flask, managed encryption
and decryption requests, ensuring secure and efficient communication between
the encryption and decryption endpoints. Figure 7 presents the encryption and
decryption times for different packet quantities, ranging from 1 to 30 packets,
at the Admin level. The results demonstrate a clear trend: as the packet size
and number of packets increase, both encryption and decryption times rise.
This trend is expected due to the higher computational requirements associated
with processing larger data volumes. In the encryption graph, a near-exponential
growth in processing time is observed, particularly when moving from lower to
higher packet sizes.

Encryption time in the Admin level Decryption time in the Admin level

100 10

Ls
Packet size (MB) 0,01
Packet size(MB)

- e AN = 1 PaCKEE e Ad i - 5 Packet Admin - 10 Packet
—— Admin - 1 Packet ——Admin -5 Packet Admin - 10 Packet
Admin - 15 Pack et —— Admin - 20 Packet ——Admin - 25 Packet Admin - 15 Packet === Admin - 20 Packet === Admin - 25 Packet
—— Admin - 30 Packet = Admin - 30 Packet

Fig. 7. Performance of encryption and decryption in the cryptosystem.
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The impact of CPU architecture was evident, as the Intel-based cloud ma-
chine performed encryption and decryption faster than the ARM-based Rasp-
berry Pi. Memory usage analysis (Figure 8) revealed that the Admin level con-
sumed the most memory, while the Guest level used the least.

Memory used in the client Memory used in the server

5,00E+09 6,00E409
@ 5006409

T 4,00E+09

& 3,00E409 2
= 3 3/00E409
E 2,00E409 E 2,00E409
£ 1006409 l I I 2 1006400 . . I
0,00E400 .
10 20 10

2 4,00e409

0,00E+00
20 30
Packet quantity Packet quantity

W Guest - Memery used for 20 MB and 10,20,30 packets W Guest - Memory used for 20 MB and 10,20,30 packets
M Basic - Memory used for 20 MB and 10,20,30 packets H Basic - Memory used for 20 MB and 10,20,30 packets
Advanced - Memory used for 20 MB and 10,20,30 packsts Advanced - Memory used for 20 MB and 10,20,30 packets

Admin - Memery used for 20 MB and 10,20,30 packets Admin - Memory used for 20 MB and 10,20,30 packets

Fig. 8. Memory usage in the cryptosystem.

This study highlights the trade-offs between security and performance. Larger
packets and higher encryption levels increase processing times, but machines
with more RAM mitigate this impact. The results emphasize the importance
of selecting appropriate cryptographic algorithms and optimizing computational
resources for secure and efficient IoT applications.

5 Conclusion

In this study, we addressed the pressing issue of ensuring data security in in-
terconnected IoT devices, particularly within the context of 5G networks. Our
approach involved a comprehensive analysis and selection of efficient crypto-
graphic algorithms to design a model that optimizes data transmission while
maintaining strong security standards. A significant part of our solution was
the integration of cloud computing, which enhanced processing efficiency and
resource utilization. This integration not only improved overall security but also
boosted transmission performance by allowing the offloading of complex cryp-
tographic computations to the cloud, thus reducing the processing burden on
individual ToT devices.

The scientific contribution of this work is the creation of a hierarchical se-
curity model structured into four levels: Guest, Basic, Advanced, and Admin.
Each level, except Guest, incorporates encapsulation with specific cryptographic
algorithms tailored to the sensitivity of data and user privileges. By leveraging
cloud computing, we enhanced the processing capabilities and resource efficiency
of the model, which is crucial for ensuring scalability and robustness in practical
applications. Offloading cryptographic tasks to the cloud allowed us to reduce
computational overhead, a critical factor for the practical deployment of secure
IoT networks without compromising on performance.
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The best-performing structured model combined AES-256, AES-CTR, HMAC-
SHA-256, and XChaCha20, demonstrating strong performance across various
tests. This approach enabled the transmission of 1000 packets of 20 MB on a sin-
gle machine with 32 GB of RAM for both encryption and decryption. Distribut-
ing these processes between two machines would reduce the memory requirement
to 16 GB per machine, emphasizing the role of efficient memory management
in optimizing performance and cost. Extensive testing, graphical analysis, and
algorithm adjustments were conducted to identify the optimal structure model.

The proposed cryptographic model is applicable to real-world scenarios such
as smart city infrastructures, healthcare monitoring systems, and industrial IoT
applications, where layered security and computational efficiency are important.
Future deployment may benefit from alignment with security standards such as
NIST SP 800-183 for IoT device security and interoperability frameworks like
oneM2M or the IEEE P2413 IoT architecture. These integrations can support
adoption in heterogeneous environments while addressing industry requirements
for resilience and trust.

Looking ahead, there are areas for further exploration. Future work could
focus on optimizing cryptographic algorithms to reduce computational over-
head and improve efficiency. Testing the scalability of the proposed model in
larger, real-world IoT networks is also important to ensure robustness. Addition-
ally, exploring the use of hybrid encryption techniques that combine symmetric
and asymmetric algorithms could enhance security and performance. Integrating
emerging technologies such as edge computing and blockchain with our model
presents another promising avenue for improving data security. Furthermore,
applying the structured model to UBiPri hardware [27], which was previously
used in a 4G network cryptographic project, would allow for a comparison of
advancements from 4G to 5G. Incorporating cryptographic algorithms suitable
for 6G networks and adding HTTPS to the communication between client and
server are additional security measures to consider. Finally, further optimization
of memory usage at each level of the security model will help balance resource
costs while maintaining performance.
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