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Abstract: Modern software engineering education aims
to prepare software engineers for hybrid work environments.
The shift to work-from-home (WFH) or work-from-anywhere
(WFA) has increased the importance of cybersecurity. An
industrial case study revealed that raising awareness is crucial.
We developed two serious games, CyberSecurity Challenges
(CSC) and Cloud of Assets and Threats (CATS) to enhance
cybersecurity training. These games empower practitioners to
address hybrid work challenges while ensuring secure software
development and cloud security. Empirical evidence supports
the effectiveness of serious games in raising awareness among
software professionals.

Introduction: Nowadays, an increasing number of the
training in the industry are conducted online or hybrid. Hybrid
work refers to the work mode where a part of or all of
the training participants join the training online instead of
staying together in a classroom physically. This work provides
a unique industry experience report on adapting the traditional
cyber-security training with the enrichment of two novel
serious games that we designed under the design science
research paradigm.

Methodology: Our work is motivated by a case study
highlighting the need to establish secure coding guidelines in
the industry and raise awareness of cloud security issues. Fol-
lowing the guidance of the design science research paradigm,
we designed the first serious game CSC and validated our
design with the target group in 15 game events. By reusing
the infrastructure and inspired by the success story of the CSC,
we designed the second serious game, CATS, which focused
on cloud security. We evaluate CATS in a hybrid environment
in trainers, trainees, and organizational perspectives in 9 game
events with 108 participants.

Result: Based on the data we collected, the results show

that applying CSC and CATS in training is helpful in rais-
ing awareness among participants. According to our semi-
structured survey, the result also shows the challenges that
trainer faces in hybrid work and serious games can be a
solution to those challenges.

Contribution: The contribution of our work is that we
present the valuable experience in combining the advantage
of different training modes and mitigating the disadvantage
of online training. We observe the impact of serious games
through a scientifically sound approach based on the data
and feedback we collected systematically from the trainers’,
trainees’, and the organization’s perspectives in the industry.
We show through empirical evidence that serious games are
a successful approach for training conducted in hybrid work
mode while providing authentic and immersed experiences
that empower and raise cybersecurity awareness of current
and future software professionals.
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