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Abstract—Every stage of the industrial software development
process is crucial for ensuring high-quality results in a time
of increasing digitalization and complexity. Code review is a
method to enhance software quality and also promote knowledge
exchange among teams. It is generally accepted that the earlier
that software bugs and vulnerabilities are caught during product
development, the more costs can be saved. As such, code review
can play an important role in industrial software development.

However, industry experience showcases that code review can
be resource-intensive, and the direct impact on code quality
can be hard to quantify. Related work shows that practitioners
performing code reviews do not focus specifically on security,
partly due to a gap in awareness of the topic.

Our research focuses on improving the efficiency and effec-
tiveness of code review practices, particularly in identifying and
addressing security issues in an industrial context.

The present work showcases results from using a serious
game as a means to empower developers, by exhibiting code
review best practices and raising awareness of security concerns.
We collect results over a series of 11 experiments conducted
in an industrial setting together with a total of 175 industrial
practitioners, serving as a pilot stage, based on which we discuss
and conclude on important aspects of the design of the game.

Index Terms—Code Review, Cybersecurity, Compliance,
Action Design Research, Developer Empowerment

I. INTRODUCTION

Cybersecurity attacks continue to rise in number and impact,
with cybercrime costs expected to exceed $10B per year,
according to a study by Forbes in 2023 [1]. To counter this
trend, companies secure the software development lifecycle
(SDLC) and employ the DevSecOps paradigm, which lays out
practices to integrate security into all steps of the SDLC [2].

One of the cornerstones of DevSecOps is shifting security
left to avoid vulnerabilities in software at earlier stages of
development and reduce the costs of remediating the flaw.
While DevSecOps focuses on automating security activities,
the human factor cannot be discarded. One of the ways to
secure development at earlier stages includes manual effort.
Securing the development stage through multiple strategies
ensures that more bugs are spotted earlier in the lifecycle,
as per Rajapakse et al. [3].

One way to improve the level of security of code in
the earlier stages of software development is by performing
manual code reviews. Code review is the practice of manual
source code inspection by developers other than the author [4].

However, according to Braz et al. [5], the lack of security
awareness from the developers’ side and the lack of resources

are the main causes impacting the effectiveness of code review
toward detecting vulnerabilities and generally increasing code
quality. Although the security awareness challenge is known,
limited studies have been conducted on code review practices
with the objective of enhancing cybersecurity. We thus mo-
tivate our research to explore increasing the quality of code
review practices towards cybersecurity.

Problem Statement. This work proposes an innovative ap-
proach to code review as part of the SDLC, aimed at raising the
level of industrial standards compliance, strengthening secure
coding awareness, enhancing the quality of code review, and
empowering software developers for effective code reviews.

To this end, we propose a serious game (i.e., a game with an
end goal other than pure entertainment [6]) for leveraging code
review practices in the industry and enhancing developers’
awareness of security best practices.

The design process of the serious game artifact is done in an
iterative process, following Action Design Research principles.
Drawing on insights from professional experience, this study
initiates the development of a serious game prototype aimed at
both evaluating and improving secure code review practices.

The paper is organized as follows: Section II introduces
related work. Section III follows by describing the design
methodology and its reflection within the current implementa-
tion. Section IV presents the experimental setup and evaluation
strategies. Results are discussed in section V. Finally, Section
VI concludes the paper and lays out plans for further work.

II. BACKGROUND AND RELATED WORK

This section presents an array of findings from selected
academic works, and gray literature meant to outline the
current challenges of the SDLC in terms of ensuring security
through efficient code review.

Our problem statement is positioned at the intersection of
four core areas: security, industry standards, awareness, and
empowerment. Whereas the first two areas are mainly techni-
cal (although technically speaking they should also consider
human factors), the latter two consider the human aspect of
our research. We borrow from Hänsch et al. [7] and Tessem
et al. [8] for the definitions of, respectively, awareness, and
empowerment.

A. Awareness and Empowerment
Hänsch et al. [7] define IT security awareness across three

dimensions: perception (knowledge of existing software vul-



nerabilities), protection (knowing how to secure software), and
behaviour (intent to perform security activities).

Empowerment in the organizational context is delineated
through structural and psychological dimensions, as per
Tessem et al. [8]. It comprises power, information, knowl-
edge, reward, and cognitions of meaningfulness, competence,
self-determination, and impact. This multifaceted approach
underlines the interaction between an individual’s access to
resources and their intrinsic motivational states. Empowerment
can thus be loosely defined as fostering an environment
conducive to enhanced autonomy and effectiveness within the
workplace.

We utilize both perspectives, technical and human, to ad-
dress the real-world problem of cybersecurity awareness and
strive for the adoption of our ideas by users and in industrial
software engineering contexts. Our artifact aims to provide
practitioners with insight into the first two dimensions of
awareness, aiming to empower them and positively shape their
future behavior.

We chose serious games as a medium for information
delivery. Previous work has indicated they are effective in
disseminating takeaways to users of such an artifact, as laid
out in an experience report of Namin et al [9] and through a
literature review conducted by Hendrix et al [10].

To better leverage the potential of serious games as a
vector of developer empowerment, we must first understand
the difficulties and requirements that industrial code review
falls under.

B. Challenges associated with Code Review

Automation provided through DevSecOps can help to lessen
human tasks in software testing, as noted by Sánchez-Gordón
et al. [2]. Nevertheless, tools like Static Code Analysis (SAST)
often produce false positives and thus require human filtration,
as per Mao et al. [11].

Ami et al. [12] investigate practitioners’ assumptions and
behaviors of SAST tools and highlight an industrial tendency
of tool over-reliance and lack of awareness on false negatives.
Rindell et al. [13] explore how enriching the results from
SAST tools alone can be insufficient and propose manual code
review as one of the ways to tackle security-related tech debt.
Tackling false negatives from SAST tools can be tedious, as
the tools are unfit to catch, e.g., business logic or architectural
security flaws within source code.

Kupsch et al. [14] emphasize that, despite the benefits of
automation, manual reviews are still required to ensure good
coverage to find and address vulnerabilities.

Bosu et al. [15] suggest that industry professionals find
reviews valuable mainly when they enhance code quality.
MacLeod et al. [16] explored what makes a code review useful
to code contributors, emphasizing challenges like misguided
review focus, process ambiguity, and insufficient training.

Recent developments in artificial intelligence (AI) through
breakthroughs in Large-Language Models (LLMs) and their
application show promise in offering more robust decision-
supporting tooling, as highlighted by Fu et al. [17]. Nonethe-

less, given the nascent stage of the LLM field, it would be
premature to exclusively commit to a tool-centric approach
without also empowering with other means the developers who
employ an AI-assisted workflow.

Challenges of code review highlighted by MacLeod et al.
[16] pertain wholly to the human aspect of code review (e.g.
scope ambiguity, timeliness) which further underscores the
industrial significance of our work.

C. Compliance in the Industry

Ramaj et al. [18] highlight that compliance is currently
a blind spot within the DevSecOps paradigm. Regarding
standardization within the industry, Moyon et al. [19] have
highlighted that integrating security into agile software de-
velopment presents practical challenges. This is especially
the case in heavily regulated industries, where scaling agile
practices and achieving compliance with security standards
leads to enhanced complexity.

Relevant to our work, the IEC 62443-4-1 [20] and IEC
62443-4-2 [21] standards highlight the importance of secure
code review in the development lifecycle and the need for
specialized knowledge on secure code review among review-
ers. ISO/IEC 20246 [22] offers a generic framework for work
product reviews applicable across various organizational roles.

Additionally, the ISO/IEC TR 24772-1 [23] provides guid-
ance on avoiding programming vulnerabilities, while standards
like MITRE’s Common Weakness Enumeration (CWE) Top 25
[24] and OWASP Top 10 [25] offer insights into secure coding
practices.

The role played by standards in our work is two-fold. Firstly,
they provide a foundation for emphasizing the significance
of cybersecurity in software, as standard-compliant products
experience enhanced value. Secondly, standards serve as a
fundamental resource from which requirements can be ex-
tracted and transformed into practical guidelines for reviewers,
thereby offering guidance in the pursuit of secure code review
within an industrial environment.

III. METHODOLOGY

The present work offers a preliminary set of findings
collected from crafting and assessing a serious game software
artifact focused on empowering software developers on secure
code review. Starting from a problem formulation, i.e. ”How
to empower developers towards performing secure code re-
view?”, our goal is to iteratively gain knowledge into this
industrial challenge while refining our proposed solution – a
software artifact in the form of a serious game.

A. Artifact Design

Our research approach is anchored in the Action Design
Research (ADR) method by Sein et al. [26], which focuses
on creating and assessing IT artifacts within an organizational
context to address specific problems. The authors contend that
design science, through the creation of innovative artifacts,
aims to enhance human capabilities.



ADR emphasizes iterative collaboration between re-
searchers and practitioners, intertwining problem understand-
ing, action, and evaluation. It operationalizes the principles
of Design Science Research (DSR) by embedding the arti-
fact development process within organizational contexts, thus
bridging the gap between theory and practice by iteratively
designing and evaluating artifacts in situ.

Vom Brocke et al. build upon DSR notions laid out by
Hevner et al. and formalize the six dimensions of DSR [27].
Next, we will delineate these dimensions as they apply to the
development of our serious game artifact.
Problem Description: Identifying the gap in current code
review training methods – Developers are not effectively
equipped with the necessary skills and best practices for
security-oriented code review.

Input Knowledge: Existing literature on code review pro-
cesses, design theories, and development practices.

Research Process: Designing and developing the software
artifact.

Key Concepts: Code quality standards, review techniques.
Solution Description: Features and functionalities of the
software artifact – interactive code review exercises, feedback
mechanisms, and tools integration.

Output Knowledge: Evaluating the effectiveness of the seri-
ous game in improving code review skills among developers.

Situated in an industrial software setting where cybersecu-
rity is vital, our goal is to enhance code review effectiveness
and heighten security awareness. Key to our approach is
the design and assessment of a serious game for software
developers. With two researchers possessing extensive expe-
rience in industrial software development and secure coding,
we collaborate with the industry to introduce fresh academic
perspectives and rigorously evaluate existing practices. Pre-
vious work performed by the authors has already shown that
embedding a serious game within workshops performed in the
industry was well-received [28]. While gamification has been
applied to static code analysis and secure coding in previous
works, our approach uniquely integrates these elements into
a comprehensive serious game designed to enhance secure
review practices in an industrial context.

Based on the positive findings of the first ADR iteration, we
consider further refining the artifact to better understand the
problem of secure code review and address the practitioners’
needs on the topic. We are also looking into the resource
problem - code review is a demanding process on teams, and
therefore we need an approach to optimize the necessary re-
sources. Collaborating with industry practitioners is, therefore,
essential for collecting insight into this matter.

Our methodology adopts an iterative stance specific to ADR,
with the iteration continuing until a ”satisficing” threshold is
attained [29]. The iteration process persists until the devel-
oped solution adequately addresses the key issues within the
problem context, meeting the essential needs and expectations
of stakeholders to a degree considered satisfactory and func-
tional – i.e. when participants consistently report that they
draw knowledge and practical applicability from participating

in the proposed serious game, essentially heightening their
empowerment in performing secure code review.

In this first iteration, we aim to evaluate the design in terms
of providing developers with the awareness and necessary
resources for performing a proper code review for security
features. Our artifact aims at improving secure code review,
by creating awareness and individual empowerment.

Up to and including this section of the paper, the present
work has encompassed discussions that introduced aspects
related to the first four dimensions of DSR. In the following
subsection, we bring the serious game artifact into the spot-
light and present a high-level implementation overview, thus
touching on the fifth dimension, the Solution Description.

B. Implementation
We propose a serious game targeted at developers in the

industry to serve as an educational tool geared towards em-
powering practitioners in performing secure code reviews.

1.      < code >     [+]

2.      < code >     [+]


...
N.      < code >     [+]

List of

Code Review
Challenges

...
Challenge 2

Challenge 1Challenge 1Challenge 1

Welcome Screen




Instructions

Acknowledge

Submit Review Database

Challenge 1

Consult Tool Findings

Feedback

Fig. 1. Artifact Overview

Figure 1 presents our first approach to the game’s design.
Instructions for the platform are provided to the user on the
welcome page. After acknowledging the instructions, they are
presented with a list of code review challenges.Upon selecting
a challenge, the user receives a source code snippet containing
software vulnerabilities and bad practices. The user can select
parts of the code and annotate them with comments.

Our serious game encompasses 28 exercises, covering 4
programming languages – Java, C#, Python, and JavaScript.
The vulnerabilities included in the game’s snippets cover the
CWE Top25 [24] and OWASP Top10 [25], to address the most
prevalent vulnerabilities encountered in software.

Figure 2 presents the main interface of the serious game.
The interface is structured in tabular form, over four columns:
Comment, Line Number (#), Code and Solution.



Fig. 2. Artifact Main Interface

The user enters his review comments in the first column.
Findings from SAST tools can be consulted in parallel to the
source code. By including SAST output in the serious game,
we aim to achieve two objectives: firstly, the users are expected
to gain familiarity and expertise with using SAST findings in
their code review (emulating a real-world industrial tooling
environment); secondly, the user is educated on the notions of
false positives/negatives. By observing the tools’ shortcomings
or overzealousness, developers can understand where human
rationalizing is needed.

When done, the user submits their review, and all their
interactions are pushed to a database for later inspection.

Upon finding at least 50% of the vulnerabilities in the
snippet, the full intended solution is displayed in the third
column for the user to reflect upon, which serves as a direct
means of feedback. This percentage stems from a previous
work where the authors conducted an experiment consisting of
three separate industry interventions [28] in which a simplified
version of the proposed artifact was trialed –we observe that
developers who undergo security training are able, on average,
to identify approximately half of the vulnerabilities that an
expert might detect.

The players’ progress and ranking is tracked with a dash-
board, also accessible to the players, to enhance the game
aspect and foster competitivity.

IV. EXPERIMENT

This section describes the experimental setup through which
we evaluate the artifact.

A. Industrial Intervention

We deployed our serious game artifact throughout a series
of industrial interventions. In the context of our study, an
intervention refers to a workshop on security topics in which
the proposed serious game has been embedded for experiential
learning.

Across 11 events, 175 participants were presented with
the serious game, of which 47 provided feedback about the
artifact. Events consisted of secure coding workshops (online,
in Germany, and in China), from February 2023 to January
2024. Participants were aged 24-65 and 94.12% graduated
from higher education. The vast majority (88.12%) reported
an agile working style.

The content was tailored to the participants’ areas of ex-
pertise. The first two days are spent educating participants on
common security antipatterns and their respective mitigations,
through a combination of presentations, live demonstrations,
and hands-on exercises.

The final day consists of a capture-the-flag-style event
where the participants compete against each other in solving
various types of challenges – offensive (exploiting binaries
or websites), defensive (patching vulnerable programs), and
challenges on secure code review, where the participants are
presented with the aforementioned artifact and are expected to
be able to spot vulnerabilities. The participants could freely
choose what types of challenges they wanted to solve.

B. Evaluation and Validation

One of our goals is to foster, through our SG, an envi-
ronment conducive to enhanced autonomy and effectiveness
within the workplace, both being features of empowerment.
By assessing usability and perceptions of specific review
challenges, we aim to understand how these factors contribute
to the empowerment of developers in performing secure code
reviews.

The developed artifact is evaluated in terms of usefulness
and enjoyability (Graziotin et al. observed that ”happy pro-
grammers are good programmers” [30]).

Our study uses a semi-structured interview method, fol-
lowing Wilson et al. [31], which delivers questions aimed at
individually assessing the platform’s success in empowering
the user to perform secure code reviews. Participants are asked
to fill out an anonymous survey. The survey is conducted
voluntarily, via Microsoft Forms, to share how they perceive
the serious game.

The collected data is devoid of any personally identifi-
able information. and as such, our analysis focuses on ag-
gregated results from a diverse pool of participants rather
than individual-level data. This approach aligns with ethical
research practices and industry standards.

V. RESULTS AND DISCUSSION

Figure 3 illustrates levels of agreement on game aspects,
following a Likert-like scale [32], obtained from the survey
responses. Q1 and Q3 give insight into how respondents assess
their skill in identifying vulnerabilities, within the game’s
context and professionally. Q2, Q4 and Q5 explore the partic-
ipants’ reception of the game itself on three implementation
aspects - length adequacy, usability, and clarity of instructions.

A substantial majority of respondents concurred that the
length of the code snippets was adequate (86.4%, Q2), with
a similarly high percentage agreeing that the game’s design
was usable (81.2%, Q4) and that its instructions were clear
(83.3%, Q5).

Conversely, a significant portion of the participants ex-
pressed difficulty in identifying vulnerabilities within the code
snippets (57.7% combined for ”Disagree” and ”Neutral,” Q3).

Addressing the familiarity with the vulnerabilities presented,
the majority stance was neutral, with 60% of participants



Q5: The instructions are clear

Q4: The design is usable

Q3: I could easily identify vulnerabilities in the code snippets

Q2: The length of the code snippets is adequate
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Disagree

Neutral
Agree

Strongly Agree

Fig. 3. Agreement Levels towards the Serious Game

neither agreeing nor disagreeing that they often encounter
similar vulnerabilities in their work (Q1). Similarly, more than
a third of the respondents are neutral in saying that they could
easily identify the vulnerabilities presented in the game (Q3,
38.5%). Furthermore, nearly 1 in 5 of the respondents express
difficulty in identifying vulnerabilities within the game (Q3,
19.2%). Together, these percentages may hint towards a lack
of security awareness and experience of the participants, which
may be the scope of further investigative work.

Our design shows that the chosen length of the snippets
is positively regarded (86.4%, Q2). The median length of the
exercises in the platform is 44 lines of code, with the longest
snippet spanning across 116 lines and the shortest across 12.
More than 4 out of 5 survey participants report agreement
toward designing exercises of this length, this being the highest
percentage of agreement recorded in our survey.

It is interesting to note that 19.2% of respondents said that
disagreed about being able to easily identify vulnerabilities
within the serious game (Q3), while only 4% expressed dis-
agreement towards encountering similar vulnerabilities in their
profession (Q1). Based on this difference, we have indicators
to believe that this may be due to a lack of awareness of
cybersecurity and how to perform reviews for it. Nonetheless,
combining the disagreement and neutrality percentages, we
reach more similar figures for the two statements – 64% for
Q1 and 57.7% for Q3. This is in line with expectations, as the
presented vulnerabilities were purposefully selected to cover
the most prevalent security defects, as covered in Section III.
Nonetheless, further work would be required to explore how
the participants’ perception differs between the production
code and the serious game’s snippets.

Concerning feedback on the platform itself, including chal-
lenges, we have collected positive feedback (Q2, Q4, Q5).
The descriptions of the tasks for each challenge are perceived
as being clear, the design is deemed to be usable, and the
length of the code snippets is considered to be adequate. These
collected responses serve to enhance the trust in the platform
and prompt us to contemplate expanding it with additional
challenges and further refining the feedback mechanism.

Based on data collected from the industrial interventions,

we extend findings from our previous study [28] across a
wider range of programming languages and tools. Our present
work demonstrates the broader applicability of the following
statement: participants receiving minimal security training
consistently outperform SAST tools. This is measured through
the solve rate of the challenges. By design, the exercises
showcase the dangers of tool over-reliance via false-negatives.
Observing successful solutions, i.e. users finding 50% or more
defects, we can imply that our serious game is useful for
helping developers be self-reliant and perform effective code
reviews, as solving the challenges requires being able to
outperform the tools.

Our collected findings from the first set of experiments,
together with the feedback from informal discussions with
participants, provide a good indicator of the suitability of
our design as a means to address secure code review in an
industrial context. This aligns with our experience in the field.

Research in the industry comes with limiting factors. De-
signing a game can be characterized as a wicked problem, as
per Baskerville [33] and Hevner [29]. The implication is that
there is not one optimal solution, and the usefulness of the
resulting artifact is influenced by the surrounding social envi-
ronment as well as social and cognitive capacities. Ensuring
a control group to evaluate the artifact is also unfeasible in
industrial settings, due to these same factors.

The drawn conclusions may be influenced by a restricted
number of participants, their backgrounds, functions, and
experience levels. Predominantly positive findings may be
explained by the survey’s voluntary nature and the participant
count; those with unfavorable views might have opted out, and
awareness of the study’s intent might incur positive bias.

However, our findings align with prior research with com-
parable feedback from both industrial and academic sectors.
Thus, we believe that our past and future conclusions would
remain largely unchanged even with a larger participant pool.
While preliminary indicators point towards the game’s suit-
ability, our results are still limited, thus requiring further steps
in the design and evaluation process.

VI. CONCLUSION AND FURTHER WORK

With the industry transitioning towards integrating security
into every step of the software lifecycle, challenges arise
in efficiently including adequate practices to assure software
quality. One way to tackle code quality is to raise awareness
and empower developers on the topic of secure code review. In
the present work, we propose to achieve this through a serious
game.

This work presents a serious game to raise awareness of
code review and its design. We present the motivation behind
the work, the importance of the topic in the industrial context
in which the work is being carried out, as well as preliminary
results from a first design cycle iteration.

We detail how we structure our deployment of the game
and show that it can be effectively implemented in diverse
settings, with participant pools of varying backgrounds. This
facilitates the replication of our study through the repeatability



of the experiment and highlights the serious game’s broader
application for education and learning.

Our research addresses a pressing industrial requirement:
empowering developers with the necessary tools and knowl-
edge for secure code review.

The proposed design of the artifact shows promise. Conclu-
sions drawn from the survey show strong indicators that its
format, instructions, and snippets are positively perceived.

In the future design cycles of the work, authors would like to
further refine the feedback mechanism, assisting information
delivery by employing visual cues and enhancements to the
format and broadening the application scope by integrating
more programming languages and tools into the artifact.

Good code reviews can only be done with an awareness of
secure coding practices and with the necessary structures and
the determination to achieve quality code reviews. Participants
reported, through empirical evaluation, that the experiential
learning activity, conveyed through the serious game, improved
their awareness of secure code review. The gained knowledge,
specifically towards better recognizing hidden faults in source
code, is perceived as useful.

Based on the artifact’s positive reception within the in-
dustrial target audience, we have reasons to believe that
the proposed serious game can be used to foster awareness
of secure code review and provide the impulse to create
conditions conducive to organizational support for meaningful
code review practices.
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