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Abstract—Cloud deployment has become increasingly common
due to its flexibility and business value. However, cloud assets
face cybersecurity challenges and need to be configured securely.
Industry practitioners must be trained to understand key con-
cepts in cloud security, including ’defense & attack’ and ’roles &
responsibilities.’ A serious game provides an engaging and helpful
way to convey such messages. This work introduces the core
evaluator algorithm developed for Cloud of Asset and Threats
(CATS), a serious game designed to enhance cloud security
awareness.

This work builds upon our previous efforts, focusing on
refining the Evaluator algorithm that quantifies the probabilities
of the defender strategies as defined by the players to prevent
a given attack vector from being successful. We present the
results collected from industry training events where the refined
algorithm was incorporated into CATS and compare them to
the initial implementation. The promising results indicate that
with the refinement of the evaluator algorithm, more elements
derived from reality are addressed, and the game maintains a
similar difficulty level for participants.

I. INTRODUCTION

Cloud deployment has become a mature business with
increasing connectivity and efficiency. Applying cloud services
reduces operators’ maintenance workload and provides access
to professional management also of the security of applica-
tions.

This paper presents the refinement of the Cloud Asset and
Threats (CATS) serious game. CATS is a tabletop game played
in training in the industry to enhance cloud security. Specifi-
cally, our focus is to improve the evaluator algorithm applied in
the simulation to calculate the probability of a defense strategy
created by the participants successfully blocking a certain
attack approach. The plausibility and transparency of the
evaluator are important as we would like to simulate real-world
cloud security issues. A systematic approach to creating the
evaluator is necessary to introduce additional threat scenarios
and adapt the game to new threats and technological advances.

This article extends previous work on the design of the
CATS game [1], [2], [3] and presents evaluations of the game
in industrial training. It is essential to note that the participants
in our study were industry practitioners in various industry
departments, including IoT devices, healthcare, and energy.

The paper is structured as follows: Section II presents
important related work as a foundation of our study. Section III
outlines our study methodology. Section IV does the deep dive
into CATS background and the evaluator algorithm. Section V
illustrates the evaluation process and results. Finally, Section
VI concludes our work with a discussion of next steps.

II. RELATED WORK

In this section, we present the related work for our research,
which consists of IT security awareness, serious games in
cybersecurity, and cloud security as a foundation of this paper.

A. IT security awareness

The work of Hänsch et al. on IT security awareness [4]
defines three dimensions of IT security awareness: perception,
protection, and behavior. Perception is related to knowing
about IT security, protection is related to knowing how to
protect IT assets, and behavior is related to the intention to
actively protect the IT assets.

B. Serious games in cybersecurity

Serious games are games with purposes other than pure
entertainment as defined in the field of serious game design by
Dörner et al. [5]. Our work follows and extends this baseline.

There are various serious games that aim to raise cyber-
security awareness. Shostack lists security tabletop games on
his website [6]. An industry example is Riskio by Hart et al.
[7], designed for non-technical individuals in organizations,
effectively increasing cybersecurity awareness. Unlike Riskio,
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CATS targets industrial practitioners focusing on cloud secu-
rity concepts.

Another Week at the Office (AWATO) [8] by Ferro et al.,
based on a systematic literature review, focuses on the human
factor and phishing attacks. The evaluation shows it is an
effective tool for improving users’ cybersecurity awareness.
This work supports the idea that serious games can address
the awareness issue. However, CATS stands out as one of the
first serious games dedicated to cloud security, employing an
automatic evaluator algorithm to simulate defense and attacks
strategically, providing a reliable probability result.

C. Cloud security

The Cloud Controls Matrix (CCM) [9] from the Cloud
Security Alliance (CSA) provides a well-established mapping
and comparison of various security controls and cross-checks
44 relevant industrial standards. Notable among these are
ISO 27017 and 27018 [10], [11], which specifically address
information security controls for cloud services. Apart from
the mentioned standards, the MITRE ATT&CK Cloud Matrix
categorizes possible attacks against cloud systems based on
real-world hacking activities [12]. For each potential attack,
effective defense mechanisms are listed. These standards man-
date the implementation of a secure development process
and provide specific security requirements for cloud security
in the industry. This useful information is conveyed to the
practitioners in the industry through training where serious
games are helpful enhancing methods for raising awareness
about cybersecurity issues and solutions.

In our work, the game elements are based on the mapping
proposed by the MITRE ATT&CK Cloud Matrix. Addi-
tionally, we consider different roles and responsibilities in
defending cloud assets. The attack scenarios are abstracted
from real-world hacking activities against known cloud assets.

III. METHODOLOGY

This work follows Hevner et al.’s design science paradigm
[13], focusing on the Design & Implement and Justify &
Evaluate cycle.

In the current design iteration, the focus is on the refine-
ment of the evaluator algorithm and systematic mappings
with a common vulnerability scoring system (CVSS), and
common vulnerabilities and exposures (CVE) that occurred
in real-world cloud security incidents. This design iteration
is strategically chosen to address identified limitations and
continuously improve the serious game. The goal in this
iteration is to enhance the realism of attack scenarios and
improve the evaluator algorithm to provide players with a
better understanding of the consequences of their defense
strategies without significantly increasing the game difficulty.
Our work contributes to the continuous improvement of the
serious game and enhances cloud security awareness among
industry practitioners.

The refined evaluator algorithm is tested in 2 game events
with 24 industrial practitioners. This targeted testing allows
for a focused assessment of the improvements. The evaluation

aims to verify the feasibility of the refined evaluator algorithm
and measure the performance of the players compared to the
previous design.

IV. ALGORITHM DESIGN

In this section, we first present background information
about the CATS game, where the evaluator algorithm oper-
ates as a core element. Then, we provide technical aspects
of the algorithm’s design details. To give a straightforward
impression, in the last part of this section, we go through the
algorithm step-by-step with a concrete example.

A. Background information about CATS game
CATS features six attack scenarios based on real-world

incidents, taking approximately 60 minutes to complete. Each
scenario follows a three-step kill chain: Initial Access (2
actions), Launch Attack (3 actions), and Make an Impact (1
action). The the current CATS version, the players can utilize
the available defense cards and arrange a defense plan to
defend the could attack against a given attack scenario.

To defend against a specific attack, players must choose
six defense action cards from 23 available cards and assign
them to the correct responsibilities. CATS has two responsi-
bilities: business and technical. The former represents business
decisions needed for implementing a certain defense (e.g.,
determining account use policies), while the latter signi-
fies technical implementation tasks (e.g., configuring network
segmentation). If a selected card is assigned to the wrong
responsibility, it is discarded during the evaluation process and
does not contribute to the success of the defense plan. Players
can assign a maximum of two cards to business responsibility
and four to technical responsibility to strategize the defense
plan.

The defense plan and the attack scenario serve as inputs to
the evaluator algorithm, producing a probability indicating the
likelihood of the defense withstanding the attack. For each
attack scenario, a threshold is assigned. If the algorithm’s
output is higher than the threshold, with all defense cards
correctly placed and all attack actions mitigated by at least one
defense card, the player successfully solves the scenario and
can progress to the next one. If the output probability is lower
than the threshold or other conditions are not met, the evaluator
proposes hints, allowing the player to adjust the defense plan.
There is no limit to the number of trials, and players are
encouraged to experiment with different combinations and
learn about cloud security.

In this work, we focus on a refinement of the mapping of
defense and attack actions by introducing the CVSS scoring
system into the conditional probability calculation.

B. Impact of the defense actions
There is a many-to-many mapping between defense and

attack actions. When a defense action mitigates a vulnerability,
the defense action has an impact on its CVSS vector.

In CATS, the base metric group of CVSS vectors is used.
We apply CVSS 3.1 [14], as it is the mainstream version of
CVSS for the time being.
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A valid defense has two different types of impact upon
an attack. It could either reduce the factor by one value or
eliminate the potential impact on a certain vector of the system
or component.

Let’s assume there is an attack action Network Service
Discovery [15] mapped to the CVE cve-2020-1206 [16]. The
vector in the base metric of cve-2020-1206 is:

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

with a score of 7.5 (High). We apply the defense action
Network Segmentation, the impacts of which are to reduce
attack vector (AV) and scope (S) by one value. AV is updated
from Network (N) to Adjacent (A). Since the Scope of the
original CVE is Unchanged (U), which is already the lowest
value and cannot be further reduced, the second impact does
not have any substantial influence on the given attack action.
By applying Network Segmentation, the vulnerability’s vector
is updated to:

CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

with a score of 6.5 (Medium).

C. Mapping of attacks and common vulnerabilities and expo-
sures (CVE)

The game CATS requires players to address six attack
scenarios. Each attack scenario simulates a step-by-step attack
consisting of six attack actions. The attack actions are possible
due to the vulnerabilities that might exist in cloud assets or
are due to misconfigurations. In this work, we endeavored to
map each attack action to an existing vulnerability in the first
place. When there were no suitable ones to take, we derived
the CVSS Vector of our own.

The CVE mapping process involved searching with key-
words related to basic attacks from MITRE ATT&CK
database, identifying several CVE records, and selecting the
one with the highest vulnerability score to apply the worst-
case scenario in the game. It’s important to note that the
game serves as a simulation to provide an understanding of
fundamental concepts. While the mapping process is thorough,
it doesn’t cover all possible real-world scenarios.

For instance, brute Force is an attack technique that adver-
saries may use to gain access to accounts when passwords
are unknown or when password hashes are obtained. Without
knowing the password for an account or set of accounts, an ad-
versary may systematically guess the password using a repeti-
tive or iterative mechanism [17]. In our game, we mapped this
attack action to CVE-2020-14494. This vulnerability is due to
a flaw in an authentication mechanism that does not provide
sufficient complexity to protect against brute force attacks,
which may allow unauthorized users to access the system after
no more than a fixed maximum number of attempts [18].
CVE-2020-14494 is a critical vulnerability, and the CVSS
vector is CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
with a score of 9.8 (Critical) out of 10.0. For all the mapped
vulnerabilities, we applied the CVSS version 3.1.

D. Mapping of attack and defense actions

Multiple defense actions can defend one attack action,
and one defense action could also mitigate multiple attack
actions. This many-to-many mapping is illustrated in MITRE
ATT&CK cloud matrix [12]. For instance, the defense ”Appli-
cation Developer Guidance” refers to the defense that devel-
opers should be trained to develop applications securely. This
activity is helpful in preventing the attack ”Abuse credential”
when the debugging and development access to the application
cannot be misused.

E. Algorithm walk-through of an example

In this section, we walk through the algorithm with a
example: the attacker applies ”Abuse Credential” and ”Cloud
Infrastructure Discovery” in step 1 to gain access. In step
2, the attacker uses the attack actions (AA) ”Abuse Trusted
Relationship,” ”Monitoring Escaping,” and ”Impair Defense”
to launch the attack. In step 3, the attacker conducts ”Resource
Hijacking” to make an impact. This is shown in the right part
of Figure 1.

Within one step, attack actions (AAs) are considered in
parallel, which means the attack success rate for this step
will only be reduced to 0% if all attacks within this step are
mitigated to 0%. If there is one undefended attack with a 100%
success rate, the attack success rate would be 100%. This case
symbolizes that the attacker finds an open vulnerability and
applies an exploit; therefore, the attacker can bypass this step
without any trouble. We assume the normalized percentage of
an attack m in step n is pnm, then the attack success rate of
step n, pn, is:

pn = 1−
∏

1...m(1− pnm).

The defense success rate of step n is:

∏
1...m(1− pnm).

Then we consider the three steps in serial order. If an
attacker attacks the cloud asset in a three-step approach, he
or she must succeed in all the steps to finally compromise the
cloud asset. Therefore, if we assume the final attack success
rate is p, then:

p =
∏

1...3(pn).

The final defense success rate pfinal can be derived:

pfinal = 1− p.

Following this logic, we can derive the final defense success
rate of 3% (p1 = 100%, p2 = 98%, p3 = 98%). The
defense actions are shown in the left part in Figure 1 marked
as ”Defense”. We assume that those cards are assigned to
the correct role, therefore the impact remains valid. After
applying the defense actions (DA), as shown on the right of
Figure 1, the CVSS base score of each attack action (AA)
drops. After applying the calculation on the new values, we
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Fig. 1. Mapped vulnerability before mitigation.

derive that the defending probability has increased from 3%
(before mitigation) to 34% (after mitigation, (p1 = 91%, p2 =
86%, p3 = 83%)). This is still not good enough to solve the
scenario, but there will be hints proposed to help the player
improve the quality of the defense plan and finally achieve the
required threshold.

Note that the players need to assign the activities to the
correct roles in the game. If a defense card and activity are
incorrectly assigned, it is ineffective in mitigating the attack
and its contribution to the defense is ”zero”. Our walkthrough
assumes that all cards are assigned to the proper roles.

V. EVALUATION

In this section, we present the method we use to evaluate
the implemented ”Evaluator” algorithm. Then, we show the
collected results and discuss them.

A. Evaluation Method

We evaluate the new algorithm by applying it to in-game
events and comparing the statistics of the new algorithm with
the previous version of CATS. At the end of each game
event, we also invited the participants to an open discussion
to exchange ideas and collect feedback in the form of semi-
structured interviews (SSI). We organized ten game events
before refining the evaluator algorithm and two with the
new Evaluator algorithm. For the two-game events in the
current design iteration, 24 industrial practitioners participated
as players. The game event took place on 2023-03-22 (14
players) and 2023-04-19 (10 players). In all of the 12 game
events, the players are practitioners in the industry with similar
experience levels. Further demographic information was not
collected since it was irrelevant to the data analysis.

B. Evaluation Results

We present in Table I the comparison of the ”historic”
and the new Evaluator algorithm. The evaluation results were
obtained through in-game data collection and analysis.

The in-game data includes details of each player’s actions,
submissions, and outcomes during the gameplay. This granular
data allowed us to conduct a detailed analysis of player
performance, submission patterns, and defense strategies’ ef-
fectiveness. The in-game data was processed and analyzed to
generate the quantitative metrics presented in Table I. The
data of the two-game events are combined with a total sample
number of 24.

Comparing the players’ performance before (sample number
123) and after the algorithm refinement (sample number 24),
we observed that with the new algorithm, the players took
fewer submissions per scenario to solve the scenario. The
average time the players spent on each scenario drops slightly
in the new algorithm, On average, the players tend to make
more improvement in terms of increasing defense success rate
in each submission in the new algorithm. However, in the
game events with the new algorithm, players seem to make
more mistakes in the role assignment per scenario.

C. Discussion

Participants enjoyed the CATS game and found it beneficial
for enhancing their cloud security knowledge. This remained
unchanged for the ten historical game events and the two
new game events. The use of CVSS in CATS allows for
simulating attacks and reflecting more elements from reality.
All metrics combined from table I, we could conclude that the
algorithm refinement with more elements reflecting reality in
the current design iteration did not significantly increase the
game’s difficulty.
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TABLE I
GAME EVENT STATISTIC: COMPARING THE IMPROVED ALGORITHM TO THE ORIGINAL ALGORITHM

Original Algorithm New Algorithm
Average no. of submissions per scenario 7.85 7.30
Average time to solve each scenario 5 min. 45 sec. 5 min. 18 sec.
Average improvement in each submission 5.21 6.55
No. of mistakes in role assignment per scenario 2.11 3.04

Post-game discussions through SSIs offered qualitative in-
sights, addressing challenges and suggesting improvements. A
comparison between the original and new algorithms revealed
consistent participant engagement without increased difficulty,
ensuring a steady level of challenge.

VI. CONCLUSION AND FUTURE WORK

In our work, we improved the core evaluator algorithm with
CVSS and MITRE ATT&CK. By involving the mentioned
elements above, we managed to:

1) Consider the different impacts of each defense action
individually.

2) Enhance the real-world characteristics of the simulated
CATS game without significantly increasing the difficulty.

The study is conducted under the guidance of the design sci-
ence paradigm, which is an approach that combines scientific
research with practical design to create innovative solutions
to real-world problems. As for the evaluation, we organized
two game events with industry practitioners. The collected
feedback shows that the players find the game enjoyable and
helpful in raising awareness about the challenges in cloud
security and exercising the skills for designing a successful
defense strategy.

The goal of this design iteration was to enhance the realism
of attack scenarios and improve the evaluator algorithm to
provide players with a better understanding of the conse-
quences of their defense strategies. The fact that players re-
acted similarly suggests that the difficulty level was effectively
maintained, preventing an unintended increase in complexity.
This outcome aligns with our objective to refine the algorithm
without imposing unnecessary challenges on the players.

In our future work, we would like to conduct more game
events and invite cybersecurity experts to review the mapping
and the algorithm workflow. Based on the collected feedback,
further improvement and adjustment can be carried out.
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