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ABSTRACT

Recent advances in embedded and IoT systems demand scalable and efficient cryptographic hardware capable
of balancing performance, area, and energy constraints.

This paper presents a unified hardware evaluation of the standardized AES-128, AES-192, and AES-256
configurations together with two non-standard, author-defined extended Rijndael configurations using 512
and 1024-bit keys, targeting both application-specific integrated circuits (ASICs) and field-programmable gate
arrays (FPGAs). Six micro-architectures are considered: fully iterative, two round partially unrolled, fully
pipelined and their composite-field S-box variants. All designs share a 128-bit datapath and differ only in
round reuse, enabling a controlled study of how the number of rounds and the key schedule depth affect
area, maximum clock frequency, throughput, latency and area efficiency (Gbps/mm?). The ASIC flow uses an
open-source RTL to gates methodology in a 45 nm standard-cell library. The same RTL is mapped to a ECP5
FPGA to compare LUT usage and achievable frequency under realistic routing constraints. All RTL sources,
synthesis scripts and configuration files used in this work are compatible with publicly available open-source
EDA tools, enabling full reproducibility of the presented results.

1. Introduction

The Advanced Encryption Standard (AES) is the one of the most
widely deployed symmetric encryption algorithm for secure communi-
cation in modern digital systems. Since its standardization by NIST in
2001 [1] and its formal specification in the Rijndael design framework
[2], has become the dominant cryptographic primitive in applications
ranging from secure storage and wireless communication to embed-
ded and cloud computing platforms [1,3]. Due to the computational
intensity of its substitution and permutation operations, hardware im-
plementations of AES are often preferred when high throughput, low
latency, or strict energy constraints are required.

In recent years, the rapid expansion of Internet-of-Things (IoT)
devices has further increased the demand for efficient hardware cryp-
tographic accelerators [4]. In these systems, encryption operations
frequently occur during short active intervals between low-power sleep

states. During wake-up events, the device typically performs several
background tasks such as establishing wireless connectivity, authen-
ticating with a network and transmitting encrypted data, reducing
the execution time of cryptographic operations will allow the system
to return to deep-sleep states faster. These events can occur thou-
sands of times per year, making small reductions in processing latency
significantly extend the battery lifetime of the device.

Hardware implementations of AES offer a large architectural de-
sign space, where performance and resource utilization are strongly
influenced by the selected design methodology. Consequently, several
architectural approaches have been proposed in the literature [5],
ranging from iterative designs that reuse a single round unit to partially
unrolled and fully pipelined architectures capable of producing one
encrypted block per clock cycle. Each approach offers different trade-
offs between area, throughput, latency and energy efficiency depending
on the target application and hardware platform.
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Several ASIC implementations of AES have been reported using ad-
vanced technology nodes. Sayilar and Chiou [6] focused on maximizing
throughput for secure networking systems through extensive paral-
lelism and architectural optimization, achieving significantly higher
data rates at the expense of increased hardware resources. In contrast,
Dong et al. [7] targeted throughput-per-area efficiency, employing ar-
chitectural optimizations to reduce silicon cost while maintaining com-
petitive performance. These studies collectively demonstrate the wide
range of design trade-offs available in AES hardware implementations,
although most focus on specific key sizes or architectural configurations
rather than providing a unified solution supporting multiple standard
AES and extended Rijndael configurations.

In this work, a unified evaluation of hardware architectures cov-
ering the standard AES-128, AES-192, and AES-256 configurations
and two author-defined non-standard extended Rijndael configurations
with 512 and 1024-bit keys will be presented. Multiple architectural
approaches are implemented using a common RTL framework and
evaluated under identical synthesis conditions. The designs are syn-
thesized using an open-source RTL to gates flow based on Yosys [8]
and OpenSTA, targeting the Nangate 45 nm Open Cell Library [9].
Physical implementation is performed using the OpenROAD toolchain
[10,11] and are additionally mapped to a Lattice ECP5 FPGA [12].
This methodology enables a consistent comparison of area, clock fre-
quency, throughput, latency and area efficiency across multiple ar-
chitectures and key sizes while demonstrating the viability of open-
source electronic design automation tools for cryptographic hardware
research.

Unlike prior studies that typically focus on a single architecture,
a limited key configuration or a single implementation platform, this
work integrates multi-architecture exploration, extended key-size scal-
ing, cross-platform ASIC and FPGA evaluation and fully open-source
RTL to layout reproducibility within a unified framework, enabling
transparent and physically grounded design-space exploration while
providing a reusable foundation for future research in scalable cryp-
tographic hardware.

A preliminary version of this research explored iterative and un-
rolled AES-128 architectures synthesized using an open-source 45nm
ASIC flow [13]. The present work substantially extends this previous
study through the inclusion of non-standard extended Rijndael config-
urations with 512 and 1024-bit keys, physical layout generation and
post-layout evaluation using the OpenROAD toolchain, expanded cross-
platform FPGA and ASIC analysis and a broader exploration of scalable
AES architectural design trade-offs.

The iterative, partially unrolled and fully pipelined organizations
evaluated in this work, as well as the LUT-based and composite-field
S-box implementations, are established AES hardware techniques. Ac-
cordingly, the contribution of this work is methodological and empiri-
cal rather than the proposal of a new AES microarchitecture. The study
provides a controlled and reproducible benchmarking framework in
which these established techniques are implemented using a common
RTL structure and evaluated under consistent ASIC and FPGA flows.

The main contributions of this work are as follows:

+ a common RTL benchmarking framework covering six established
architectural and S-box implementation combinations.

a controlled scalability evaluation across AES-128, AES-192, AES-
256 and the non-standard ER-512 and ER-1024 hardware test
cases.

post-synthesis and post-route ASIC characterization under a com-
mon open-source 45 nm flow, including area, timing, throughput,
power, utilization and critical-path analysis.

platform-specific FPGA evaluation of the same RTL designs on the
ECP5 architecture using an open-source toolchain.

a reproducible verification methodology based on official AES
known-answer vectors and independent Python reference models
for the non-standard extended configurations.
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Fig. 1. AES encryption process.

Table 1
Standard AES configurations and corresponding round counts.

AES version Number of rounds Key size (bits) Number of keys

AES-128 10 128 11
AES-192 12 192 13
AES-256 14 256 15

The data that support the findings of this study are available
from the corresponding author upon reasonable request. The complete
open-source RTL implementation flow, verification files, synthesis and
physical-design experimental results, are publicly available at https:
//github.com/Denishes/crypto-hardware-benchmark [14].

2. Theoretical background and related work
2.1. AES algorithm overview

The Advanced Encryption Standard (AES) is a symmetric block
cipher standardized by the National Institute of Standards and Tech-
nology (NIST) in [1]. AES operates on fixed-size 128-bit data blocks
and supports key sizes of 128, 192 and 256 bits (see Fig. 1). Its
cipher is based on a substitution permutation network composed of
multiple transformation rounds that iteratively update a 4 x 4-byte
state matrix [2]. Each encryption round consists of four main transfor-
mations applied to the internal state. The SubBytes operation performs
a nonlinear byte substitution using a fixed substitution box (S-box).
The ShiftRows transformation cyclically permutes the rows of the state
matrix to provide inter-byte diffusion. The MixColumns operation ap-
plies a linear transformation over the finite field GF(2%) (Galois Field)
to each column of the state, increasing diffusion across the data block.
Finally, AddRoundKey performs a bitwise exclusive OR between the
current state and the round key derived from the key schedule, the
number of encryption rounds depends on the cipher key size and Table
1 summarizes the standard AES configurations defined in [1].

The AES key expansion algorithm generates N, + 1 round keys,
where the first key is applied during the initial AddRoundKey step and
the remaining keys are used in the subsequent encryption rounds.

On the other hand, the nonlinear SubBytes transformation is typi-
cally the most hardware intensive component of AES. It can be imple-
mented using either lookup tables or composite-field arithmetic over
GF((2%)?) that significantly reduce logic complexity by decomposing
the inversion operation into smaller field operations, making them
attractive for area-efficient hardware implementations.
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2.2. Hardware architecture styles

AES hardware accelerators can be implemented using different
architectural strategies depending on the desired trade-off between
silicon area, throughput and latency, such architectural classifications
are widely adopted in AES VLSI implementations [3,7]. These are some
examples:

2.2.1. Iterative architectures

Iterative architectures reuse a single round implementation across
multiple clock cycles. In this approach, one AES round is computed per
cycle and the internal state is stored in registers between iterations,
this minimizes hardware resources since only a single round datapath
is required.

However, this type of implementation suffers from relatively high
latency because all rounds must be executed sequentially, since the
total number of cycles required for encryption equals the number of
rounds plus additional cycles for key expansion or initialization.

2.2.2. Fully pipelined architectures

Fully pipelined implementations instantiate a dedicated hardware
stage for every AES round. Once the pipeline is filled, one encrypted
block can be produced every clock cycle. This approach achieves the
highest possible throughput but requires significantly larger silicon area
due to the replication of round logic.

2.2.3. Partially unrolled architectures

Partially unrolled designs represent a compromise between iterative
and fully pipelined architectures. In this approach, multiple AES rounds
are implemented within a single pipeline stage, reducing the number
of cycles required to complete encryption while avoiding the full area
cost of a completely unrolled pipeline.

For example, a two-round unrolled architecture processes two AES
rounds per clock cycle, reducing the number of cycles required for
encryption by approximately half, this allows for a favorable trade-off
between area efficiency and throughput.

2.3. S-Box implementation techniques

The AES S-box can be implemented using several hardware tech-
niques. The most straightforward and fastest approach is a lookup-table
(LUT) implementation, where the nonlinear substitution values are
stored in memory and accessed directly during the SubBytes operation,
this method provides very low latency and simple control logic, it
requires significant storage resources when multiple S-box instances are
replicated, its simplicity and speed make it common in high-throughput
or fully unrolled architectures.

An alternative approach uses composite-field arithmetic, where the
multiplicative inversion in GF(2%) is decomposed into operations over
smaller fields such as GF((2*)?) [5,15]. By exploiting algebraic trans-
formations and isomorphic mappings between fields, the inversion can
be implemented using a network of smaller logic operations rather
than a full lookup table, helping reduce logic complexity and silicon
area, making it attractive for resource-constrained hardware implemen-
tations.

Composite-field S-boxes are particularly advantageous in architec-
tures where the S-box must be replicated multiple times, such as
deeply pipelined AES implementations, where minimizing the area of
each substitution unit becomes critical for achieving efficient hardware
utilization. Consequently, many area-optimized AES implementations
adopt composite-field S-boxes, while high-performance designs often
rely on LUT-based implementations to minimize critical path delay.

Journal of Systems Architecture 181 (2026) 104028

2.4. Related work

Numerous hardware implementations of the Advanced Encryption
Standard (AES) have targeted a wide range of performance, area and
power requirements, with architectural explorations focusing on either
throughput-optimized spatial designs or compact iterative implementa-
tions [3,7,16]. These implementations explore architectural trade-offs
between iterative, partially unrolled and fully pipelined datapaths, each
offering different balances between silicon cost and achievable through-
put, thereby establishing the foundation for subsequent research on AES
architectural optimization.

Early high-performance AES implementations primarily focused
on maximizing throughput through spatially expanded datapaths and
aggressive pipelining. Mathew et al. [3] demonstrated that deeply
pipelined AES and extended Rijndael architectures implemented in
45 nm CMOS can achieve multi-gigabit throughput while maintaining
competitive area efficiency. Following a similar design philosophy, Say-
ilar and Chiou [6] targeted networking and data-center applications by
employing extensive spatial parallelism to further increase throughput,
accepting a larger silicon footprint in exchange for higher performance.

On the complete opposite, compact implementations have also been
explored to minimize hardware cost, providing valuable insight into the
performance and area trade-offs associated with different architectural
approaches, where Dong et al. [7] proposed a compact AES architecture
that improves throughput-per-area efficiency through a careful balance
between datapath replication and logic reuse, illustrating the impact of
parallelism and hardware resource utilization.

Another line of research has investigated non-standard hardware
configurations beyond the AES key-size range. Cho et al. [17] evaluated
author-defined configurations using 512- and 1024-bit cipher keys in a
45 nm CMOS technology. Their work extrapolated the Rijndael round-
count relationship, resulting in 22 rounds for the 512-bit configuration
and 38 rounds for the 1024-bit configuration. The experimental re-
sults showed that power consumption increases approximately linearly
with key size, while silicon area grows more rapidly because of the
additional key-expansion logic and encryption rounds. However, the
study considered only a single iterative architecture and did not explore
alternative hardware organizations.

Beyond conventional cryptographic accelerators, recent hardware-
security-oriented studies have explored entropy generation and device-
specific key derivation mechanisms based on ring oscillators, TRNGs
and PUFs. A self-biased ring oscillator architecture implemented in
28 nm CMOS was proposed to improve robustness against process,
voltage and temperature (PVT) variations while maintaining low area
and power overheads [18]. Related work also demonstrated an FPGA-
based true random number generator (TRNG) using ring oscillator jitter
as an entropy source, achieving lightweight integration while success-
fully passing NIST statistical validation tests [19]. More recently, a
systematic methodology for evaluating Physically Unclonable Func-
tions (PUFs) was introduced, focusing on metrics such as uniqueness,
reliability and randomness for hardware-based key generation [20].
These approaches are particularly relevant for future secure crypto-
graphic systems, where ring oscillator structures may provide entropy
sources, TRNGs may generate nonces and initialization vectors, and
PUF-based architectures may derive device-unique cryptographic keys
without permanent key storage.

Kang et al. [21] provided a comprehensive review of FPGA and
ASIC-based accelerators for transformer inference, motivated by the
growing challenge of deploying increasingly complex transformer mod-
els on resource-constrained hardware platforms. The survey examines
how large computational demands of operations such as multi-head
self-attention, together with substantial memory requirements and ex-
pensive non-linear functions, create significant bottlenecks for efficient
hardware implementation. To address these challenges, the authors
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analyze techniques such as quantization, pruning, sparsity-aware com-
putation, approximation methods, pipelining, memory-efficient archi-
tectures, and hardware-software co-design approaches. For this pur-
pose, the authors compare recent accelerator implementations in terms
of throughput, power consumption, area, and resource utilization. Al-
though focused on transformer acceleration, the survey is highly rele-
vant to this work as it demonstrates how different hardware architec-
tures can be systematically compared using metrics such as throughput,
area, power consumption, and resource utilization.

Recent studies have highlighted the importance of light weight
and computationally efficient cryptographic mechanisms for resource-
constrained IoT environments, where security requirements must be
balanced against strict hardware limitations [22]. Beyond data en-
cryption, recent research has also explored secure boot and firmware
authentication mechanisms based on post-quantum cryptography, Zhou
et al. [23] proposed a layer-specific SPHINCS+ scheme that pro-
vides quantum-resistant firmware authentication while ensuring de-
vice integrity from power-up. Although such approaches significantly
strengthen system security, their substantial computational and mem-
ory overheads reinforce the need for highly efficient symmetric crypto-
graphic accelerators to protect data during normal system operation.

Recent research has highlighted that secure IoT systems depend
not only on cryptographic strength but also on reliable detection and
entropy-generation mechanisms. With this is mind, Pasikhani et al. [24]
proposed an intrusion detection framework for 6LOWPAN networks
capable of mitigating multiple routing attacks, while Shepherd and
Hurley [25] demonstrated that mobile sensor data can provide substan-
tially less entropy than commonly assumed. These findings reinforce
the importance of jointly designing cryptographic accelerators, en-
tropy sources and system-level security mechanisms for constrained IoT
platforms, where efficient hardware implementations of cryptographic
primitives such as AES play a central role in achieving both security
and energy efficiency.

The PRISEC II and PRISEC III frameworks [26-28] propose adap-
tive cryptographic architectures that dynamically select algorithms
such as AES, ChaCha20, Blowfish and RSA according to application
requirements, device constraints and data sensitivity. Although these
frameworks operate primarily at the system level, the computational
overhead introduced by their layered security mechanisms highlights
the value of hardware acceleration for reducing latency and energy con-
sumption in constrained IoT devices while supporting more demanding
security configurations in high-throughput applications.

Although these works provide valuable insights into AES hardware
design, most prior studies focus either on architectural optimizations
for standard AES configurations or on non-standard key-size scaling
using a single hardware structure. A systematic evaluation of multiple
hardware microarchitectures across standard AES and non-standard
extended configurations under identical synthesis conditions remains
largely unexplored.

In this work, a unified evaluation of scalable hardware architec-
tures is presented, covering AES-128, AES-192, AES-256 and the non-
standard ER-512 and ER-1024 hardware-scaling cases. Multiple archi-
tectural styles, including iterative, partially unrolled and fully pipelined
implementations, are implemented using a common RTL framework
and evaluated using an open-source ASIC flow targeting a 45 nm
standard-cell library. The same RTL implementations are also mapped
separately to an FPGA platform. This methodology enables a repro-
ducible exploration of architectural scalability across the standardized
AES and non-standard ER configurations while providing consistent
comparisons among implementation styles within each target flow.

Prior work has already established the principal architectural trade-
offs between iterative, unrolled and pipelined AES implementations,
as well as the area benefits and timing characteristics of composite-
field S-boxes [3,5,15]. Moreover, Cho et al. [17] previously investigated
hardware scaling using 512- and 1024-bit key configurations. Accord-
ingly, this work does not claim conceptual novelty in these individual

Journal of Systems Architecture 181 (2026) 104028

Table 2
Non-standard extended Rijndael (ER) configurations used as hardware scala-
bility test cases.

Configuration Number of rounds Key size (bits) Round keys
ER-512 22 512 23
ER-1024 38 1024 39

architectures, S-box techniques or extended-key scaling rules. Its con-
tribution is instead a controlled and reproducible benchmark that
integrates a broader set of architectural configurations within a com-
mon RTL framework and evaluates them using consistent verification,
post-synthesis, post-route ASIC and platform-specific FPGA flows [29].

2.5. Extended Rijndael configurations

FIPS 197 defines AES with a fixed 128-bit block and key sizes of
128, 192, and 256 bits, corresponding to 10, 12, and 14 encryption
rounds, respectively [1]. Consequently, the 512- and 1024-bit key
configurations considered in this work do not constitute AES variants.
These key lengths also lie outside the parameter range specified for
Rijndael [2].

Within the specified Rijndael parameter range, the number of en-
cryption rounds is determined by

N, = max(N,, N;)+ 6, (@D)]

where N, represents the block size in 32-bit words and N, represents
the key size in 32-bit words. For the standardized AES configurations,
N, = 4 and N, € {4,6,8}. For example, AES-256 uses N, = 8 and
therefore requires N, = 14 rounds.

For the experimental configurations evaluated in this work, the
block size remains fixed at 128 bits (I, = 4), while Eq. (1) is extrap-
olated to N, = 16 and N, = 32. This produces configurations with 22
and 38 rounds, respectively. The Rijndael round transformations are
retained, and the key-expansion structure is extended to support the
larger keys.

These configurations are denoted through this work as ER-512
and ER-1024. They are non-standard extended Rijndael configurations
defined exclusively as hardware-scalability test cases, they are not
standardized AES variants or parameter sets specified by Rijndael.
Cryptanalytic security evaluation is outside the scope of this work
and was not performed for these configurations. Consequently, no
claim of standard compliance, enhanced security, or suitability for
practical deployment is made. Previous work by Cho et al. [17] inves-
tigated comparable 512- and 1024-bit configurations in hardware. The
parameters adopted in this work are summarized in Table 2.

For ER-512 and ER-1024, the master key is divided into N}, = 16 and
N, = 32 consecutive 32-bit words, respectively, using the byte ordering
defined in FIPS 197. The standard AES word-oriented key-expansion
recurrence is then extrapolated to these larger values of N,. Let

G(w, j) = SubWord(RotWord(w)) @ Rcon; . 2)

Because both extended configurations satisfy N, > 6, each subse-
quent word is calculated as

wi_n, ® G(w;_1,i/Ny), imod N, =0,
w; =qw;_y, @ SubWord(w;_;), imod N, =4, 3
otherwise.

w;_n, ® w;_y,

The round constants are generated using the standard Rijndael
recurrence, with RC; = 01 and each subsequent value obtained by
multiplication by 02 in GF(2%), using the reduction polynomial 0x11B.
The corresponding Reon; word contains RC; as its most significant byte
and zeros in the remaining three bytes.

The expansion continues until 4(N, + 1) words have been generated.

Round key r is formed by concatenating words wy,, Wy, |, Wy, and
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wy,,3. Consequently, ER-512 generates 23 round keys for N, = 22,
whereas ER-1024 generates 39 round keys for N, = 38. This extrap-
olation is part of the author-defined experimental configurations and is
not specified by FIPS 197.

3. Hardware architecture

This section describes the hardware implementation of the standard
AES configurations and the non-standard extended Rijndael scaling
cases evaluated in this work. The designs were developed in Verilog
HDL and implemented in three architectural configurations: iterative,
partially unrolled and fully pipelined. All architectures share a com-
mon modular structure and differ primarily in the degree of round
replication and register placement.

The objective of this design exploration is to evaluate the trade-
offs between area, operating frequency and throughput across different
architectural organizations in a consistent 128-bit datapath.

3.1. Architecture overview

Each encryption round consists of four transformations applied se-
quentially: SubBytes, which performs nonlinear byte substitution using
the AES S-box; ShiftRows, which cyclically permutes the rows of the
state matrix; MixColumns, which applies a linear transformation over
GF(2%); and AddRoundKey, which performs a bitwise XOR between
the state and the corresponding round key. The final round omits the
MixColumns transformation.

These round transformations and the fixed 128-bit state are shared
by the standard AES configurations and the non-standard extended
Rijndael configurations evaluated in this work. The configurations
differ in their key sizes, key-expansion depth and number of encryption
rounds.

Both encryption and decryption datapaths share the same hierarchi-
cal organization and key-expansion module, differing only in the order
and type of round transformations. Encryption rounds use SubBytes,
ShiftRows, MixColumns and AddRoundKey, while decryption rounds
employ InvSubBytes, InvShiftRows, InvMixColumns and AddRoundKey
[1,2].

To facilitate verification and synthesis, each transformation is im-
plemented as an independent Verilog module. The datapath is there-
fore composed of reusable blocks corresponding to the Rijndael round
transformations.

Full byte-level parallelism is achieved by instantiating sixteen S-
box units per round, corresponding to the sixteen bytes of the fixed
128-bit state. Verilog’s generate construct is used to replicate the
substitution units within each round module.

Two S-box implementations are explored:

* lookup-table-based implementation, optimized for FPGA synthe-
sis;

» composite-field implementation, optimized for ASIC area effi-
ciency.

These alternatives enable a direct evaluation of the impact of S-
box implementation style on hardware resource utilization and timing
performance.

3.2. Register-transfer datapaths

All evaluated architectures use a 128-bit state datapath. Let P
denote the input plaintext, K, the 128-bit round key used in round r,
and S, the state after round r. The initial state is produced by the initial
AddRoundKey operation:

Sy = P ® K,. @
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For rounds 1 < r < N,, the round transformation is
S, = MC(SR(SB(S,_)))) ® K, (5)

where SB, SR and MC denote SubBytes, ShiftRows and MixColumns,
respectively. The final round omits MixColumns:

Sy, = SR(SB(SN’__1)> @Ky, 6)

For compactness, let R,.(S, K,) denote the transformation performed
by round r, including AddRoundKey and the omission of MixColumns
when r = N,.

In the iterative architecture, a single 128-bit state register stores
the intermediate state. During the first encryption cycle, an input
multiplexer selects P @ K, the first-round transformation is evaluated
combinationally and its result is captured by the state register. During
cycles 2 through N,, the multiplexer selects the registered feedback
state, while the round counter selects the corresponding round key. The
round result is written back into the same state register at every rising
clock edge. After N, register updates, the state-register output contains
the ciphertext. Therefore, the initial AddRoundKey operation does not
require a separate clock cycle.

In the two-round partially unrolled architecture, one state register
is placed around a combinational datapath containing two consecu-
tive round modules. During processing step j, the key-selection logic
supplies K;;; and K,;,,, and the state-register update is

SU+D = Rojia (R2j+1 (S(j)7 K2/’+l) , K2j+2) : @

Here, SO = P@® Ky, 0 < j < N,/2, and SU denotes the
state-register contents after processing step j. Thus, two rounds are
completed between consecutive state-register updates. All evaluated
round counts are even, resulting in N,/2 register-transfer steps per
block.

In the fully pipelined architecture, each encryption round has its
own combinational round module followed by a dedicated 128-bit
state register. The initial AddRoundKey operation is evaluated before
the first round stage and does not introduce an additional registered
pipeline stage. If O,[c] denotes the contents of the register following
round r during clock cycle ¢, the register transfer is

Qlc+11=R,(Q,[cl.K,), 1<r<N, ®

with Qy[c] = P[c] ® K. At every rising clock edge, each stage captures
the round result produced by the preceding stage. Consequently, a
block accepted during cycle ¢ advances by one registered round stage
per cycle and appears at Oy after N, cycles. A new plaintext block
can be accepted during every cycle from the start of operation. After
the initial N,-cycle pipeline-fill period, one ciphertext block is produced
during every clock cycle.

The combinational key-expansion chain makes all N, +1 round keys
available after settling. During fixed-key operation, each pipeline stage
receives the stable round key corresponding to its round index. The
reported steady-state throughput assumes continuous block processing
after key initialization.

The decryption datapaths use the same register placement and
transfer schedules, replacing the encryption transformations with their
inverse counterparts and applying the corresponding round keys in
reverse order.

3.3. Parallelization and throughput

Parallelism is exploited at two complementary levels: byte-level
parallelism and round-level parallelism. At the byte level, each round
module instantiates sixteen S-box units, enabling all sixteen bytes of the
128-bit state to be processed concurrently (see Fig. 2).

At the round level, the architectures differ in the degree of round
replication and in their ability to overlap the processing of consecutive
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Pipeline Timing Diagram-10 Parallel Stages

Clock Stage 1
1|Block A (1)
2|Block B (1) |BlockA (2)

3|Block C (1) |Block B (2) |BlockA(3)

Block A (10)
Block B (10) |Output A

Block H (3)
Block | (3)

Block | (2)
BlockJ (2)

10|Block J (1)
11{Block k (1)

Fig. 2. Register-transfer timing of the fully pipelined architecture AES-128
with r = 10. Each block advances by one registered round stage per cycle,
resulting in a latency of N, cycles and an initiation interval of one cycle.

input blocks. To distinguish these timing characteristics, the latency L,
pipeline fill time and initiation interval /7 are defined separately.

The latency L is the number of clock cycles between the acceptance
of a plaintext block and the availability of its corresponding ciphertext.
For a pipelined architecture, the pipeline fill time is the interval be-
tween the acceptance of the first plaintext block and the production
of the first valid ciphertext. In the fully pipelined implementations
evaluated here, the fill time is therefore equal to the latency. The
initiation interval /17 is the minimum number of clock cycles between
the acceptance of two consecutive independent plaintext blocks.

For a sequence of B blocks, the number of elapsed clock cycles
between the acceptance of the first input and the production of the
final ciphertext is

NCycles(B) = L+(B— 1)11 (9)
The corresponding average throughput for this finite sequence is
128 B
T(B) = —25Bex w0
L+(B-DII

where f, is the operating clock frequency and 128 is the block size
in bits. As the number of continuously processed blocks increases,
the effect of the initial latency becomes negligible. The steady-state
throughput is therefore

T, = lim T(B) = —122 23 (11

When f,,, is expressed in MHz, division by 10° gives throughput in
Gbit/s. For the post-synthesis ASIC results, fo = fpr., Where f, is the
pre-layout timing estimate. For the physical-design results, fcx = fiargets
where fi,. i the highest target frequency at which the corresponding
implementation achieved timing closure and the frequency used for
power estimation. The resulting post-layout value is therefore reported
as the nominal steady-state throughput T}, -

The iterative architecture instantiates one round module and reuses
it until all N, rounds have been completed. Because the processing of
consecutive blocks is not overlapped, both its latency and initiation
interval are N, cycles.

The two-round partially unrolled architecture instantiates two
round modules and evaluates two encryption rounds during each clock
cycle. Its latency and initiation interval are therefore both [N,/2]
cycles. As with the iterative architecture, there is no separate pipeline-
fill phase because a new block is accepted only after the current block
has completed.

The fully pipelined architecture instantiates a dedicated hardware
stage for each encryption round and inserts registers between consec-
utive stages. In the implementation evaluated here, its latency and
initial fill time are both N, cycles. However, because the processing of
different blocks is overlapped across the pipeline stages, its initiation
interval is one cycle. After the initial fill period, the pipeline accepts one
new plaintext block and produces one ciphertext block during every
clock cycle [3,6].

The timing characteristics of the three architectural organizations
are summarized in Table 3.
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Table 3
Latency, fill time and initiation interval of the evaluated architectures.
Architecture Latency L Fill time 11
(cycles) (cycles) (cycles)
Iterative N, - N,
Partially unrolled [N,/2] - [N, /2]
Pipeline N, N, 1

The same timing organization is applied to AES-128, AES-192, AES-
256, ER-512 and ER-1024, which use 10, 12, 14, 22 and 38 rounds,
respectively. Consequently, the iterative implementations have latency
and initiation-interval values of 10, 12, 14, 22 and 38 cycles, while the
partially unrolled implementations have corresponding values of 5, 6,
7, 11 and 19 cycles.

For example, the AES-128 fully pipelined architecture has a latency
and initial fill time of ten cycles, but an initiation interval of one cycle.
Its first ciphertext is produced after the ten-cycle fill period, after which
one ciphertext is produced per clock cycle. Therefore, the value of
ten reported in the latency column describes the time experienced by
an individual block and is not used as the divisor when calculating
steady-state throughput. In contrast, the AES-128 iterative and partially
unrolled architectures have initiation intervals of ten and five cycles,
respectively.

3.4. Key expansion module

For AES-128, AES-192 and AES-256, the key-expansion procedure
follows FIPS 197 [1]. For example, AES-128 derives eleven 128-bit
round keys from its 128-bit master key. The standardized key-expansion
procedure includes the following operations:

» RotWord - cyclic rotation of a 32-bit word.
» SubWord - byte substitution using the AES S-Box.
* Rcon addition — XOR with the round constant.

For ER-512 and ER-1024, the RTL extends this word-oriented key-
expansion structure to N, = 16 and N, = 32, respectively. The extended
procedure generates N, + 1 round keys of 128 bits, corresponding to 23
round keys for ER-512 and 39 round keys for ER-1024. This extension
forms part of the experimental definition used in this work and is not
specified by FIPS 197.

Each evaluated core includes the complete key-expansion circuitry
required to derive all N, + 1 round keys from the master key. The
expansion stages form a cascaded combinational chain, and SubWord
uses the same S-box implementation style as the encryption datapath.
The reported area, FPGA resource usage and total-power estimates
cover the complete implemented cores, including their key-expansion
circuitry.

Post-layout timing, block latency and steady-state throughput are
evaluated under fixed-key operation, with the master key preloaded
and the derived round keys stable before block processing begins. The
master key remains unchanged until all blocks using it have completed.
Key loading and key-expansion settling are initialization overheads out-
side the reported steady-state performance metrics. The corresponding
timing constraints are described in Section 4.5.

3.5. Functional verification

Functional verification was performed at the RTL level for all evalu-
ated configurations and microarchitectures. The standardized AES-128,
AES-192 and AES-256 implementations were verified using the official
known-answer example vectors associated with FIPS 197 [1]. For each
key size, the same plaintext and key were applied to the pipeline,
iterative and partially unrolled architectures using both LUT-based and
composite-field S-box implementations. The encryption outputs were
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compared bit for bit with the corresponding NIST reference ciphertexts.
The reference ciphertexts were subsequently applied to the decryption
datapaths, which were required to recover the original plaintexts. All
18 standard AES implementations produced the expected encryption
and decryption results.

Because ER-512 and ER-1024 are author-defined non-standard con-
figurations, no standardized reference vectors are available for these
cases. Therefore, separate bit-accurate encryption and decryption ref-
erence models were implemented in Python. The Python models use
the same 128-bit state representation and Rijndael round transfor-
mations as the standard configurations, together with the extended
key-expansion rules defined in Eq. (3). The Python models were de-
veloped independently of the Verilog implementations and served as
the functional references for the extended configurations.

A fixed set of plaintext-key pairs was assembled for ER-512 and
ER-1024. The keys were randomly generated, and the exact plaintexts,
keys and expected ciphertexts were retained in the released test-vector
files. Each pair was processed by the corresponding Python reference
model to generate a ciphertext, which was compared bit for bit with
the outputs of the Verilog microarchitectures. The ciphertexts were also
passed to the decryption datapaths to confirm recovery of the original
plaintexts. All comparisons and round-trip tests produced identical
results. The Python reference model and test vectors are included in
the accompanying repository [14].

3.6. Open-source implementation flow

All AES and non-standard extended Rijndael designs were imple-
mented in Verilog HDL using a common open-source flow. For ASIC
evaluation, Yosys [8] synthesized the designs using the Nangate 45 nm
Open Cell Library [9]. OpenSTA provided post-synthesis area and
timing estimates, while OpenROAD was used for placement, clock-tree
synthesis, routing and post-route analysis [10].

Post-layout power was estimated with OpenSTA within OpenROAD
using each design’s final routed OpenDB database, SDC constraints
and SPEF-extracted parasitics. The Nangate45 typical Liberty corner
at 1.1 V was used. No application-specific input vectors or VCD/SAIF
activity traces were applied. Instead, a common vectorless model as-
signed 0.1 transitions per clock cycle and a static probability of 0.5
to all non-clock pins. Clock activity was derived from the SDC. Power
was evaluated at each design’s reported target frequency. Only total
power, comprising internal-cell, net-switching and leakage power, is re-
ported and used to calculate throughput per watt. The vectorless power
model is applied separately from the fixed-key timing constraints. The
reported power and derived energy metrics use the stated activity
assumptions; the energy associated with individual key-initialization
events is not evaluated. These values are comparative estimates, not
workload-specific or measured-silicon power.

The same RTL designs were also mapped to a Lattice ECP5 FPGA
[12] to evaluate LUT usage and mapped clock frequency. ASIC and
FPGA results characterize the designs on their respective platforms and
are not used for a direct cross-technology performance ranking.

4. Results and discussion

This section presents the ASIC and FPGA implementation results
for the six evaluated micro-architectures: iterative, two-round par-
tially unrolled and fully pipelined, each using either LUT-based or
composite-field S-boxes. Each micro-architecture is evaluated for the
standard AES-128, AES-192 and AES-256 configurations and for the
non-standard ER-512 and ER-1024 scaling cases. All configurations
maintain a fixed 128-bit datapath.

Table 4 consolidates the post-synthesis ASIC metrics obtained with
the Nangate 45 nm standard-cell library and the FPGA mapping re-
sults obtained for the ECP5 device. Throughput is derived from the
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maximum operating frequency and the initiation interval of each archi-
tecture, while ASIC area efficiency is reported in Gb/s/mm?. For fully
pipelined designs, steady-state throughput corresponds to one 128-bit
block per clock cycle after pipeline fill. Iterative and partially unrolled
designs require multiple cycles per block but use less replicated round
hardware.

4.1. ASIC synthesis results

Table 4 reports the ASIC synthesis results targeting the Nangate
45 nm standard-cell library. The fully pipelined architectures achieve
the highest steady-state throughput across all evaluated configuration.
In AES-128, the LUT-based pipelined core reaches 113 Gb/s at 881 MHz
with an area of 0.109 mm?, while the composite-field pipelined design
reduces silicon area to 0.052 mm? while sustaining 86 Gb/s at 671
MHz. Consequently, the composite-field pipelined core achieves the
highest AES-128 area efficiency (1652 Gb/s/mm?), demonstrating that
arithmetic optimization of the S-box significantly improves throughput
density in spatial architectures.

In contrast, the iterative LUT-based design occupies 0.033 mm? with
3.8 Gb/s throughput, while the composite-field variant reduces area
further to 0.016 mm? with similar throughput. The 2-round partially
unrolled designs occupy an intermediate position in the design space,
reducing cycles per block relative to iterative implementations while
avoiding full replication of all round stages.

Across the evaluated configurations, the fully pipelined architec-
tures maintain approximately constant steady-state throughput be-
cause their initiation interval remains one clock cycle. However, their
pipeline latency and silicon area increase with the number of en-
cryption rounds because additional round stages are instantiated. In
contrast, the iterative architectures reuse the same round datapath and
therefore remain comparatively compact, but require more clock cycles
per block as the round count increases.

4.2. FPGA mapping results

FPGA mapping results in Table 4 report ECP5 maximum frequency
and total LUT usage for the same RTL architectures.

As expected, LUT usage increases with architectural replication. For
AES-128, the fully pipelined LUT-based design uses 38,033 LUTs, while
the composite-field pipelined variant reduces this to 24,426 LUTs.
Iterative designs require substantially fewer resources due to round
reuse, using 5925 LUTs (LUT-based) and 5306 LUTs (composite-field).

A second observable trend is that iterative and 2-round partially
unrolled designs exhibit nearly constant LUT usage and mapped fre-
quency across the evaluated configurations. This occurs because these
architectures reuse a fixed 128-bit round datapath and scale to larger
keys primarily by increasing the number of round iterations (i.e., cycles
per block), rather than by instantiating additional round hardware.
Consequently, the dominant LUT cost is determined by the round
datapath (S-boxes, MixColumns and XOR networks), while key size-
dependent control logic contributes only marginal overhead that is
often absorbed by FPGA packing.

Since the critical path remains dominated by the same per-cycle
round logic, the mapped f,,,, remains relatively stable (approximately
80 MHz for iterative designs and 50 MHz for partially unrolled designs).

In contrast, fully pipelined architectures replicate round hardware
as the number of rounds increases, leading to a strong growth in LUT
usage and routing congestion. The resulting increase in interconnect de-
lay and fanout reduces achievable frequency relative to more compact
architectures. The ECP5 logic fabric, organized into PFU blocks with
efficient packing capabilities, partially mitigates this growth but does
not eliminate the scaling limitation.

Notably, the fully pipelined ER-1024 LUT-based design could not be
mapped onto the selected ECP5 device because its resource requirement
of 133,619 LUTs exceeds the approximately 85k-LUT capacity of the
device. This result illustrates the practical resource limitations of deeply
pipelined extended-round architectures on a mid-range FPGA.
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Table 4
ASIC (45 nm) and FPGA (ECP5) implementation results for AES and non-standard extended Rijndael (ER) configurations.
Config. Design Area CLK Ty Latency L Area Eff. Max Freq. LUT usage
(mm?) (MHz) (Gb/s) (cycles) (Gb/s/mm?) (MHz) (total)
Pipeline LUT 0.109 881 113 10 1035 54.66 38033
Pipeline GF 0.052 671 86 10 1652 64.37 24426
AES-128 Iterative LUT 0.033 293 3.8 10 114 79.43 5925
Iterative GF 0.016 309 4.0 10 247 67.76 5306
Partially unrolled LUT 0.040 284 7.3 5 182 50.16 11469
Partially unrolled GF 0.022 220 5.6 5 256 36.05 9872
Pipeline LUT 0.130 886 113 12 872 57.72 45247
Pipeline GF 0.064 671 86 12 1342 62.80 30302
AES-192 Iterative LUT 0.029 523 5.6 12 192 83.82 5788
Iterative GF 0.017 512 5.5 12 321 67.91 5263
Partially unrolled LUT 0.045 284 6.1 6 135 50.23 13048
Partially unrolled GF 0.025 221 4.7 6 189 35.67 9898
Pipeline 0.150 883 113 14 753 50.76 51040
Pipeline GF 0.073 666 85 14 1168 60.37 30505
AES-256 Iterative LUT 0.040 595 5.4 14 136 78.65 4892
Iterative GF 0.024 591 5.4 14 225 68.64 4401
Partially unrolled LUT 0.078 244 45 7 57 51.06 10446
Partially unrolled GF 0.040 214 3.9 7 198 36.37 8909
Pipeline LUT 0.218 880 113 22 517 52.36 78007
Pipeline GF 0.104 662 85 22 815 63.90 46438
ER-512 Iterative LUT 0.036 324 1.9 22 52 82.40 4630
Iterative GF 0.022 322 1.9 22 85 67.55 3965
Partially unrolled LUT 0.114 359 4.2 11 37 50.89 10483
Partially unrolled GF 0.059 195 1.3 11 38 36.70 8350
Pipeline LUT 0.359 879 113 38 313 - 133619
Pipeline GF 0.170 662 85 38 499 62.87 75733
ER-1024 Iterative LUT 0.038 427 1.4 38 38 81.83 4658
Iterative GF 0.025 423 1.4 38 58 70.65 4053
Partially unrolled LUT 0.185 271 1.8 19 10 50.45 11386
Partially unrolled GF 0.092 188 1.3 19 14 36.00 9482
GF-based implementations require significantly fewer resources than
—e— Pipeline —&- Iterative GF . . . . . . . .
035407 peineGF  —v- Partally Unrolled their conventional counterparts. This reduction is primarily attributed
—a - lterative —+- Partially Unrolled GF
030 s to the lower complexity of the composite-field S-box implementa-
- tion, which replaces the traditional lookup-table-based realization with
& arithmetic operations over smaller Galois fields.
g 0201 The partially unrolled architectures occupy an intermediate posi-
é 015 tion between the iterative and fully pipelined approaches, providing
. a compromise between hardware cost and throughput. As the number
of rounds increases, their area grows approximately linearly, but at a
00 lower rate than that observed for the fully pipelined designs.
0.00

Number of encryption rounds

Fig. 3. ASIC area scaling as a function of the number of encryption rounds for
the evaluated architectures synthesized using the Nangate 45 nm standard-cell
library.

4.3. Area scaling analysis

To further investigate architectural scalability, Fig. 3 presents the
synthesized silicon area as a function of the number of encryption
rounds for the six evaluated micro-architectures. The results illustrate
how hardware cost changes across the standard AES configurations and
the non-standard ER-512 and ER-1024 scaling cases.

As expected, the fully pipelined architectures exhibit the highest
area consumption due to the replication of round logic required to
maximize throughput. The growth becomes more pronounced as the
number of encryption rounds increases, reflecting the direct relation-
ship between pipeline depth and hardware resources. In contrast, the
iterative architectures maintain nearly constant area across all key sizes
because the same round hardware is reused over multiple clock cycles.

A consistent reduction in silicon area can be observed when
composite-field arithmetic is employed. For all evaluated key sizes, the

Overall, the results show that composite-field arithmetic reduces
hardware area across the standard AES and non-standard extended
Rijndael configurations, with this relative area reduction remaining
evident as the number of encryption rounds increases. Furthermore,
the observed scaling behavior illustrates the expected trade-off between
hardware area and steady-state throughput: iterative architectures min-
imize area, whereas fully pipelined architectures maximize steady-state
throughput.

4.4. Physical layout evaluation

To evaluate physical realizability, all thirty ASIC configurations
were processed through the complete OpenROAD physical-design flow
targeting the Nangate 45 nm standard-cell library at 1.1 V. The evalu-
ated set comprises six micro-architectures for AES-128, AES-192, AES-
256, ER-512 and ER-1024. The physical-design flow included floor-
planning, standard-cell placement, clock-tree synthesis, global routing,
detailed routing and post-route analysis.

Fig. 4 shows the AES-128 iterative GF and Pipeline GF layouts
as representative examples of the round-reuse and round-replication
extremes. The layouts are presented at the same scale to illustrate their
relative core dimensions and routing densities. Although only these
representative layouts are shown, all evaluated ASIC configurations
were processed through the same physical-design flow.
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Iterative

Pipeline

100um

Fig. 4. Representative physical layouts of the AES-128 composite-field imple-
mentations: iterative and fully pipelined.

Table 5 summarizes the post-layout core area, target clock fre-
quency, latency, initiation interval, target-based nominal throughput,
estimated power and core utilization. The reported target frequency,
frarger> 18 the clock constraint applied during physical implementation
and should not be interpreted as the achieved post-route maximum fre-
quency when timing closure is not obtained. The nominal throughput,

Toms s calculated at fi, ., USing
128 f e
Thom = T“ge (12)

where II denotes the initiation interval. For fully pipelined architec-
tures, the pipeline-fill time is equal to the reported latency and the
initiation interval is one clock cycle. For iterative and two-round par-
tially unrolled architectures, the initiation interval corresponds to the
number of cycles required to complete one block.

The energy efficiency of each implementation is expressed as
throughput per watt:

10007,

nom,ss
e Ptotal ’ (13)
where T, s is expressed in Gbit/s, P, is expressed in mW and 7y, is
obtained in Gbit/J. The corresponding energy required to encrypt one
128-bit block is

11
Epock = Piotal 77— (14

f target '
where 1 is the initiation interval. When P, is expressed in mW and
frarger in MHz, Ey o is obtained directly in nJ per block. Equivalently,
the energy per encrypted bit is

Ptotal (mW]

Ey [p)/bit] = ——ow 0]
bic [PJ/bit] Thom.ss [GbiL/s]

(15)

The reported power and energy values are post-layout estimates
evaluated at fy,..; they are not measured-silicon results.

The post-layout results show that core area increases with round
replication and pipeline depth. The largest core is the ER-1024 fully
pipelined LUT-based implementation, whereas the iterative implemen-
tations remain comparatively compact because they reuse the same
round datapath. Composite-field S-boxes reduce post-layout core area
across all evaluated configurations, with the most pronounced reduc-
tions occurring in the fully pipelined architectures where the S-box
logic is replicated at every round stage.

Core utilization remains between 34% and 42% across the evalu-
ated implementations. The reported post-layout core areas are larger
than the corresponding pre-layout synthesis estimates because the two
metrics represent different stages of implementation. Pre-layout area
primarily represents the estimated area of the synthesized standard
cells, whereas post-layout core area includes the floorplan whitespace
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Fig. 5. Estimated post-layout total power versus number of rounds.

reserved for placement and routing, together with clock-tree buffers,
timing-repair cells, physical-only cells and routing-related spacing.

For example, the AES-128 Pipeline LUT area increases from 0.109
mm? before layout to 0.150 mm? after layout, corresponding to an
increase of approximately 37.5%. Its Pipeline GF counterpart increases
from 0.052 mm? to 0.079 mm?, or approximately 52.2%. For ER-1024,
the corresponding increases are approximately 26.9% for Pipeline LUT
and 40.4% for Pipeline GF. These differences should therefore not be in-
terpreted solely as growth in functional logic, but primarily as the addi-
tional physical footprint required to obtain a routable implementation.
The lower utilization of some deeply pipelined configurations reflects
the additional whitespace required for routing, buffering and clock-tree
distribution as the number of replicated round stages increases.

As shown in Fig. 5, estimated power increases with the number
of round stages in the fully pipelined architectures. This behavior
results from the replication of round logic, pipeline registers and clock-
distribution resources. Within this architectural class, the composite-
field implementation consistently consumes less power than the LUT-
based implementation. The estimated reduction increases from approxi-
mately 30% for AES-128 to approximately 48% for ER-1024, indicating
that the power benefit of the composite-field S-box becomes more
pronounced when the round logic is extensively replicated.

A different trend is observed for the iterative and partially unrolled
architectures. Although their composite-field implementations occupy
less core area, they exhibit higher estimated power than their LUT-
based counterparts. Therefore, the area reduction obtained through
composite-field arithmetic does not necessarily translate into lower
power for architectures that reuse round hardware. This result high-
lights the importance of evaluating area and power independently
rather than assuming that the smallest implementation is also the least
power-consuming.

The iterative architectures exhibit the lowest absolute power be-
cause they contain less replicated round logic. However, their through-
put is also substantially lower than that of the fully pipelined architec-
tures. Consequently, absolute power alone is insufficient for comparing
energy efficiency.

The throughput-per-watt results reported in Table 5 normalize
power consumption by processing rate and show that the fully pipelined
architectures, particularly the Pipeline GF implementations, provide
the highest energy efficiency across the evaluated configurations. From
AES-128 to ER-1024, post-layout iterative-core area increases from
0.047 to 0.053 mm? for the LUT design and from 0.031 to 0.040 mm?
for the GF design, despite the round count increasing from 10 to
38. This comparatively modest total-area growth is consistent with
round-datapath reuse. A separate key-schedule area breakdown was not
performed, so its individual contribution cannot be quantified.

Because each implementation is evaluated at its respective target
frequency, Fig. 5 should be interpreted together with the frequency and
throughput results in Table 5. The figure characterizes power under the
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Table 5
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Post-layout ASIC results for AES and non-standard extended Rijndael (ER) configurations. Timing, block latency and throughput assume fixed-key operation after
key initialization. Total power and throughput per watt are vectorless OpenSTA estimates from routed designs, not measurements from fabricated chips.

Config. Design Area fore Srarget Af Latency L Thomss P Thr./W Util.
(mm?) (MHz) (MHz) (%) (cycles) (Gbit/s) (mW) (Gbit/J) (%)
Pipeline LUT 0.150 881 881 0.0 10 112.8 11.30 9979 42
Pipeline GF 0.079 671 671 0.0 10 85.9 7.90 10872 42
AES-128 Iterative LUT 0.047 293 293 0.0 10 3.8 1.97 1904 38
Iterative GF 0.031 309 309 0.0 10 4.0 3.99 991 39
Partially unrolled LUT 0.058 284 284 0.0 5 7.3 2.97 2448 38
Partially unrolled GF 0.036 220 220 0.0 5 5.6 4.45 1266 40
Pipeline LUT 0.179 886 886 0.0 12 113.4 15.50 7317 42
Pipeline GF 0.098 671 671 0.0 12 85.9 10.20 8420 42
AES-192 Iterative LUT 0.041 523 523 0.0 12 5.6 1.56 3576 38
Iterative GF 0.026 512 512 0.0 12 5.5 3.03 1802 42
Partially unrolled LUT 0.065 284 284 0.0 6 6.1 4.11 1474 38
Partially unrolled GF 0.042 221 221 0.0 6 4.7 6.08 773 39
Pipeline LUT 0.205 883 880 -0.3 14 112.6 16.90 6665 42
Pipeline GF 0.106 666 600 -9.9 14 76.8 10.50 7314 41
AES-256 Iterative LUT 0.059 595 595 0.0 14 5.4 3.39 1605 37
Iterative GF 0.039 591 591 0.0 14 5.4 5.33 1014 39
Partially unrolled LUT 0.114 244 244 0.0 7 4.5 9.42 474 37
Partially unrolled GF 0.076 214 214 0.0 7 3.9 13.10 299 39
Pipeline LUT 0.287 880 850 -3.4 22 108.8 22.90 4751 41
Pipeline GF 0.149 662 590 -10.9 22 75.5 12.60 5994 41
ER-512 Iterative LUT 0.050 324 324 0.0 22 1.9 2.10 898 38
Iterative GF 0.037 322 322 0.0 22 1.9 3.93 477 40
Partially unrolled LUT 0.166 359 359 0.0 11 4.2 15.80 264 36
Partially unrolled GF 0.112 195 195 0.0 11 2.3 20.00 113 39
Pipeline LUT 0.455 879 840 -4.4 38 107.5 36.70 2930 40
Pipeline GF 0.239 662 580 -12.4 38 74.2 19.00 3907 41
ER-1024 Iterative LUT 0.053 427 427 0.0 38 1.4 2.00 719 39
Iterative GF 0.040 423 423 0.0 38 1.4 3.79 376 40
Partially unrolled LUT 0.283 271 271 0.0 19 1.8 29.80 61 34
Partially unrolled GF 0.187 188 188 0.0 19 1.3 35.30 36 39

reported implementation conditions rather than power at a common
operating frequency.

Most evaluated architectures retained the pre-layout frequency as
their post-layout implementation target. The only exceptions were six
deeply pipelined configurations: the AES-256, ER-512 and ER-1024
Pipeline LUT designs and their corresponding Pipeline GF variants. For
the Pipeline LUT designs, the target frequency was reduced relative to
the pre-layout estimate by 0.3%, 3.4% and 4.4% for AES-256, ER-512
and ER-1024, respectively. The corresponding Pipeline GF reductions
were more pronounced, reaching 9.9%, 10.9% and 12.4%.

These six designs achieved physical implementation at the re-
duced target frequencies reported in Table 5. All iterative and par-
tially unrolled configurations, together with the AES-128 and AES-
192 pipelined configurations, retained their respective pre-layout fre-
quencies. The increasing frequency reduction observed in the deeper
pipelines indicates that routing delay, clock-tree complexity and inter-
connect loading become more significant as the number of replicated
round stages increases.

4.5. Critical-path analysis

Table 6 summarizes representative worst post-route setup paths for
the AES-128 and ER-1024 implementations at the Nangate45 typical
corner (1.10 V, 25 °C). The analysis used the final routed OpenROAD
databases, extracted SPEF parasitics and final timing constraints. Each
path was traced through the synthesized hierarchy, and its data-path
delay was decomposed into cell-arc and extracted data-net contribu-
tions. This decomposition excludes launch and capture clock insertion,
clock-reconvergence pessimism removal, setup time and external input
delay.

Cell-arc delay dominates the reported paths, with the data-net frac-
tions listed in Table 6 ranging from 0.3% to 4.8%. Routing also affects
cell delay indirectly through load capacitance and signal transition
time.
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The critical-path structure varies with the architecture. Pipelined
paths lie between adjacent round registers, while AES-128 iterative and
partially unrolled paths traverse one and two rounds, respectively. In
ER-1024, the LUT-based iterative path passes through round-key/state
selection, and the partially unrolled path passes through key/output
selection. Their GF counterparts retain one- and two-round data cones.
These results suggest that larger key and control selectors can become
timing bottlenecks as the round count increases.

Within the representative GF paths, major cell-delay contributors
include the composite-field S-box and subsequent round logic. Tech-
nology mapping combines portions of the S-box, MixColumns and Ad-
dRoundKey logic, preventing reliable attribution of delay percentages
to individual RTL transformations.

Post-layout timing analysis uses the complete implemented cores
under the fixed-key operating assumption. Paths originating at key_in
are constrained as false paths because the master key and derived round
keys are assumed stable during block processing. The reported critical
paths therefore characterize operation after key initialization. The key-
expansion circuitry remains within the implementation boundary used
for area and power estimation.

4.6. Comparison with prior work

Table 7 summarizes representative ASIC results reported in the liter-
ature using the values pre-layouts from Table 4, while Table 8 provides
contextual references for FPGA implementations. Because the FPGA
results were obtained using heterogeneous devices and implementation
flows, they are not used for direct performance ranking.

From the ASIC perspective, the evaluated composite-field pipelined
architecture shows the best balance between throughput and silicon
cost. As shown in Table 7, the AES-128 implementation reaches 86 Gb/s
while occupying 0.052 mm? corresponding to an area efficiency of ap-
proximately 1652 Gb/s/mm?, exceeding the values reported by several
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Table 6
Post-route  static timing estimates at the Nangate45 typical corner. The net fraction is 100d,./(d., + d,), expressed as a
percentage.
Config. Design dea d Net Setup slack Critical timed cone
(ns) (ns) (%) (ns)
AES-128 Pipeline LUT 1.094 0.018 1.6 0.061 Mapped LUT round cone
AES-128 Pipeline GF 1.402 0.008 0.6 0.008 GF S-box and round logic
AES-128 Iterative LUT 1.183 0.018 1.5 2.268 One-round state feedback
AES-128 Iterative GF 1.913 0.005 0.3 1.282 One-round state feedback
AES-128 Partially unrolled LUT 2.094 0.045 2.1 1.343 Two-round data cone
AES-128 Partially unrolled GF 3.229 0.019 0.6 0.237 Two-round data cone
ER-1024 Pipeline LUT 1.043 0.026 2.4 0.045 Mapped LUT round cone
ER-1024 Pipeline GF 1.647 0.011 0.7 0.013 GF S-box and round logic
ER-1024 Iterative LUT 1.678 0.032 1.9 0.570 Round-key/state selection
ER-1024 Iterative GF 1.834 0.009 0.5 0.457 One-round state feedback
ER-1024 Partially unrolled LUT 2.563 0.129 4.8 0.957 Key/output selection
ER-1024 Partially unrolled GF 3.445 0.029 0.8 1.808 Two-round data cone
Table 7
Pre-layout comparison with representative AES ASIC implementations across multiple key sizes and technology nodes.
AES Work Tech Area Freq. Throughput Area Eff.
key (nm) (mm?) (MHz) (Gb/s) (Gb/s/mm?)
AES-128
128 Hodjat et al. [30] 180 0.790 330 3.84 4.86
128 Wang et al. [31] 250 6.290 66 0.845 0.13
128 Mathew et al. [3] 45 0.150 2100 53 353
128 Sayilar and Chiou [6] 45 6.320 1000 128 20
128 Dong et al. [7] 45 0.130 870 111 854
128 Dong et al. [32] 45 1.040 800 1024 983
128 Lee et al. [33] 32 0.024 1111 - -
128 This work: Pipeline GF 45 0.052 671 86 1652
AES-192/AES-256
192 Wang et al. [31] 250 6.290 66 0.704 0.11
192 Mathew et al. [3] 45 0.150 2100 44 293
192 Lee et al. [33] 32 0.032 1099 - -
192 This work: Pipeline GF 45 0.064 671 86 1342
256 Wang et al. [31] 250 6.290 66 0.603 0.10
256 Mathew et al. [3] 45 0.150 2100 38 253
256 Lee et al. [33] 32 0.035 1087 - -
256 This work: Pipeline GF 45 0.073 666 85 1168
Table 8

Contextual AES-128 FPGA results. Literature values use different devices, tools and timing constraints and are not directly comparable, this work’s results use a

common ECP5 device and tool flow.

Reference FPGA device Reported freq. LUTs Reported throughput
(MHz) (Gbit/s)

Qu et al. [34] XC5VLX85 576.07 22994 73.73

Elsayed et al. [35] XC4VLX200 250.00 86 806 32.00

Fan et al. [36] XC5VLX110T 272.59 11677 34.89

Guzman et al. [37] XC2VP30 405.28 6361 108.59

Liu et al. [38] XC7VX690T 516.80 3436 66.10

Haroldo et al. [39] XC72020 540.54 10102 69.19

This work: Pipeline GF ECP5-85F 64.37 24426 8.24

This work: Iterative GF ECP5-85F 67.76 5306 0.87

prior implementations. Some designs achieve higher absolute through-
put, such as the multi-core architecture presented by Dong et al. [32].
However, these gains are primarily obtained through the replication
of multiple AES processing cores operating in parallel, which in-
creases the overall silicon area almost proportionally to the throughput
improvement, which makes the throughput efficiency almost con-
stant. In contrast, the results obtained in this work demonstrate that
the combination of composite-field arithmetic and pipelining can im-
prove throughput while maintaining a relatively compact hardware
footprint.

The FPGA results in Table 8 are presented exclusively as contex-
tual references and not as a normalized performance comparison. The
reported implementations target different FPGA manufacturers, device

11

families, generations and speed grades and were produced using dif-
ferent synthesis, placement and routing toolchains. They may also use
different timing constraints, architectural organizations and resource-
reporting conventions. In particular, the logic cells, routing resources
and dedicated hardware available in the Lattice ECP5 device differ
substantially from those of the high-end Xilinx devices used by several
referenced studies. Consequently, LUT count, maximum frequency and
throughput cannot be compared directly across rows, and the table is
not used to establish a performance or efficiency ranking.

The literature values are reproduced as reported by their respective
authors and indicate only the range of results obtained on different
FPGA platforms. Comparisons among the implementations developed
in this work remain meaningful because they use the same ECP5-
85F device, open-source toolchain and implementation constraints.
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Within this controlled environment, the results illustrate the effects of
architectural organization and S-box implementation on frequency and
resource utilization.

Accordingly, the FPGA contribution of this work is the demon-
stration of successful mapping and reproducible evaluation using an
entirely open-source flow. The ECP5 results provide a platform-specific
baseline for future experiments and should not be interpreted as being
directly faster, slower or more resource-efficient than implementations
targeting different FPGA technologies.

Overall, the ASIC and FPGA evaluations serve complementary pur-
poses. The ASIC results quantify architectural trade-offs under a com-
mon 45 nm implementation flow, whereas the ECP5 results establish a
reproducible, platform-specific FPGA baseline using open-source tools.
The FPGA values collected from prior studies are retained solely to pro-
vide context regarding previously reported implementations; no cross-
device performance or resource-efficiency ranking is inferred from
them.

5. Conclusion

This work presented a unified and reproducible benchmark of estab-
lished hardware architectures for the standardized AES-128, AES-192
and AES-256 configurations and the non-standard ER-512 and ER-1024
hardware-scaling cases across ASIC and FPGA targets. Six architec-
ture and S-box implementation combinations were evaluated using a
common RTL framework and consistent open-source implementation
flows, enabling a controlled analysis of architectural replication and
round-scaling effects.

The results demonstrate that architectural organization strongly in-
fluences hardware efficiency. Fully pipelined round replication largely
preserves steady-state throughput as the number of rounds increases,
at the cost of approximately proportional area growth. In contrast,
iterative architectures maintain a comparatively compact silicon area
while their steady-state throughput generally decreases as the initiation
interval increases with the number of rounds. Partially unrolled archi-
tectures occupy an intermediate region of the design space, providing
a compromise between performance and implementation cost.

Across the non-standard extended Rijndael configurations, the
deeply pipelined architectures maintained broadly similar steady-state
throughput while silicon area increased with the number of replicated
round stages. Qualitatively similar scaling trends were observed in
the ASIC and FPGA evaluations, suggesting that these architectural
trade-offs persist across the two evaluated targets, although their ab-
solute area and performance values remain dependent on the target
technology and implementation flow.

5.1. Scientific contributions

The contribution of this work is a reproducible hardware bench-
marking methodology rather than a new AES round transformation,
S-box construction or microarchitecture. Iterative, partially unrolled
and fully pipelined datapaths, together with LUT-based and composite-
field S-boxes, are established implementation techniques. Their use
within a common parameterized RTL framework enables their archi-
tectural trade-offs to be evaluated under controlled and consistent
conditions.

The study contributes a unified evaluation spanning the standard-
ized AES-128, AES-192 and AES-256 configurations and the non-
standard ER-512 and ER-1024 hardware-scaling cases. The same archi-
tectural descriptions are characterized using post-synthesis and post-
route ASIC flows and are mapped separately to an ECP5 FPGA. This
provides a consistent dataset for examining the effects of round reuse,
round replication, S-box implementation and increasing round count
on area, timing, throughput, power and implementation efficiency.
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A further contribution is the use of a reproducible open-source
methodology covering functional verification, RTL synthesis, static tim-
ing analysis, physical implementation and FPGA mapping. The result-
ing framework and implementation data provide a baseline that can
be reproduced, inspected and extended in future hardware-architecture
studies.

5.2. Challenges and limitations

The FPGA implementations support functional verification, rapid
prototyping and architectural validation. Their operating frequencies
and resource requirements depend on the selected device and its pro-
grammable logic and routing resources. These results therefore support
comparisons within the evaluated FPGA platform but cannot be directly
extrapolated to ASIC performance or silicon area.

The ASIC evaluation is constrained by the selected technology and
implementation flow. Open-source EDA tools improve reproducibility
and accessibility, but the availability of public libraries and process
design kits limits the range of technologies that can be evaluated.
Results obtained with the selected 45 nm library should therefore be in-
terpreted as technology-dependent reference points, without assuming
equivalent performance in advanced commercial processes.

The evaluated cores are unprotected architectural baselines. No
differential or correlation power analysis, electromagnetic assessment,
leakage-detection testing or fault-injection experiments were
performed. Although LUT-based and composite-field S-boxes are func-
tionally equivalent, differences in gate structure, logic depth, switch-
ing activity, glitch propagation and routing may affect their leak-
age and fault-propagation characteristics. Aggregate post-layout power
estimates alone cannot establish resistance to these attacks.

Dedicated countermeasures, including masking, hiding, temporal or
spatial redundancy and fault detection, were not implemented. Their
area, power and performance overheads are consequently excluded
from the reported results. Security-critical deployment would require
protected implementations supported by dedicated leakage measure-
ments and fault-injection evaluation.

Finally, cryptanalytic assessment of the two extended architectures
was not performed, as it lies outside the scope of this hardware study.
Their functional verification checks implementation consistency but
does not establish resistance to attack. The reported results there-
fore provide neither security certification nor practical-deployment
guidance for these configurations.

5.3. Future work

Future research will focus on extending the proposed open-source
hardware evaluation methodology to other cryptographic algorithms,
including modern lightweight ciphers and stream ciphers suitable for
resource-constrained systems.

A particularly promising direction is the development of a multi-
layer hardware security architecture inspired by frameworks such
as PRISEC, where multiple cryptographic primitives can be dynam-
ically combined according to different security requirements. Such
approaches have primarily been explored at the software and sys-
tem levels, a fully hardware implementation at ASIC level remains
largely unexplored and could provide significant improvements in
performance, energy efficiency and security assurance for IoT or high
throughput applications.

Future work will also investigate the integration of hardware en-
tropy sources, including TRNGs and PUF-based key generation mecha-
nisms, enabling complete hardware security infrastructures capable of
secure key generation, storage and cryptographic processing.

Finally, the adopted open-source workflow can be extended to
more advanced technology nodes, additional FPGA families and emerg-
ing open-source physical design frameworks, further improving re-
producibility and accessibility within the hardware security research
community.
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