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Abstract

Background Al-based facial technologies are increasingly explored in medicine and healthcare for purposes ranging
from diagnosis and monitoring to identification. While ethical debates on Al-in-health are well developed, the specific
social and ethical implications of facial Al in medical and healthcare contexts remain fragmented.

Methods We conducted a scoping review following PRISMA-ScR guidelines to map the social and ethical
implications of Al-based facial technologies reported in the literature and to examine how these implications are
framed across disciplinary domains. Searches of PubMed and Web of Science up to 9 October 2025 identified 43 peer-
reviewed articles that met the inclusion criteria. Data were extracted using a standardised template and synthesised
through content analysis.

Results Most articles were published after 2020 and were empirical in nature. The most frequently discussed issues
concerned safety, clinical risk, privacy, surveillance, data governance, autonomy, and consent. These concerns largely
align with established Al-in-health ethics and mainstream bioethical frameworks. Substantive engagements with
social justice, stigma, appearance norms, and patient and public perspectives were less prominent. Ethical framings
varied across disciplinary domains, with technical and clinical fields tending to adopt instrumental approaches, while
bioethics, legal studies, and social sciences more often addressed broader sociopolitical implications.

Conclusion The literature on Al-based facial technologies in medicine and healthcare largely reproduces generic
Al-in-health ethical concerns, while under-analysing face-specific moral stakes linked to identity, visibility, stigma,

and vulnerability. Addressing these gaps requires more context-sensitive interdisciplinary ethical approaches that
integrate justice broadly conceived and incorporate patients and public perspectives into ethical governance.
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Background

Current applications of Al-based facial technologies
in medicine and healthcare remain largely confined to
experimental studies and pilot deployments, with sys-
tematic reviews and clinical trials highlighting technical,
ethical and regulatory barriers to broader implementa-
tion [1-4]. At the same time, technical, clinical and ethics
literatures repeatedly describe these technologies as pro-
spective tools for routine screening, diagnosis, monitor-
ing and patient identification in everyday care [2, 5-8].

In this article, we use the term Al-based facial tech-
nologies to refer to systems that either recognise indi-
viduals by matching their faces to stored templates (facial
recognition) or analyse facial features, expressions or
movements to infer information such as disease risk,
emotional state or treatment adherence (facial analysis)
[2, 9]. These systems are currently explored or deployed
for a wide range of purposes, including rare-disease diag-
nosis through automated facial phenotyping, psychiatric
and neurological assessment, aesthetic and reconstruc-
tive surgery planning, monitoring of medication adher-
ence, and health-related smart-city surveillance [2, 5, 8,
10-12].

Faces are not “just another” biometric. They are central
to personal identity and social recognition, and closely
tied to appearance, stigma and social sorting [13, 14].
In medicine and healthcare, Al-based facial technolo-
gies operate precisely at this intersection. They prom-
ise earlier and more “objective” diagnosis of genetic or
neurological conditions, novel tools for mental-health
assessment and behavioural monitoring, optimisation
of facial aesthetics and reconstructive outcomes, and
more efficient identification or triage of patients in clini-
cal and public-health settings [2—8, 18—21]. At the same
time, they raise concerns about bias and discrimination,
privacy and surveillance, consent and data governance,
commercial exploitation of facial data [5, 9-11, 13-16,
18], and the potential dehumanisation of care [22].

Social and ethical debates on AI in medicine and
healthcare and on facial recognition more broadly are
already extensive. Work in Al ethics has examined issues
such as fairness, bias and representativeness of train-
ing data; privacy and data protection; transparency and
explainability; accountability and liability; and the impact
of automation on professional roles and patient—clinician
relationships [5, 10-12, 15, 22]. At the same time, there
are common grounds to healthcare ethics discussions
regarding clinical risk-benefit balance related to false
positives and negatives, and under- and overtreatment
[23], as well as the pathologisation or medicalisation of
phenotypic facial traits [24]. In parallel, legal and policy
literatures have analysed facial recognition as a particu-
larly controversial technology, with a focus on surveil-
lance, policing, human rights and democratic oversight

Page 2 of 13

[9, 13, 16-18]. Together, these strands position Al-based
facial technologies as ethically distinctive within the
wider landscape of data processing [5, 9, 11, 13-15, 18,
22]. However, the specific ethical implications of facial Al
in medicine and healthcare have not been examined sys-
tematically, particularly in contexts where these systems
are embedded in clinical decision-making, patient care
and public-health infrastructures.

Existing reviews tend to follow two main paths. Some
are primarily technical, concentrating on performance
metrics such as accuracy, robustness and generalisabil-
ity of algorithms [1-3, 19-21]. Others address the ethics
of Al in medicine and healthcare in general, where facial
technologies appear as one example among many, and
rarely examined in depth as a face-based modality [10,
12, 15, 18, 22]. As a result, most ethical analyses apply
broad Al-ethics checklists [15, 25] while paying limited
attention to the specific moral stakes of facial Al. To
address this gap, we conduct a scoping review that maps
which social and ethical implications of Al-based facial
technologies in medicine and healthcare are reported
in the literature, and how these implications are framed
across different disciplinary domains.

Methods

This scoping review followed the methodological frame-
work proposed by Peters et al. [26] and the PRISMA
Extension for Scoping Reviews (PRISMA-ScR) checklist
and explanation [27]. Our research question was: What
social and ethical implications of Al-based facial tech-
nologies are reported in the literature on medicine and
healthcare, and how are these implications framed across
disciplinary domains?

Literature searches up to 9 October 2025 were con-
ducted in PubMed® and Web of Science™, using the fol-
lowing search expression: (“facial recognition” OR “face
recognition” OR “facial expression recognition” OR
“facial analysis”) AND (ethic* OR bioethic*) AND (medi-
cine OR health*). No language or timeframe filters were
applied at the search stage. The subsequent study selec-
tion process is summarised in Fig. 1.

Eligible publications were peer-reviewed, full-length
journal articles in English that contained substantive dis-
cussion of social and/or ethical implications of Al-based
facial technologies within medicine or healthcare. We
excluded systematic reviews and meta-analyses, purely
technical or engineering-focused articles, studies involv-
ing non-humans (animals or robots) or focusing on
forensic or criminal justice applications without a clear
health dimension. A total of 43 articles met the inclusion
criteria.

Two authors (SS and HM) independently screened
all the articles retrieved initially, based on the title and
abstract, and afterward, based on the full text. At each
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Fig. 1 Flowchart showing the search results and screening process

stage, discrepancies were discussed and resolved by
consensus.

The variables extracted, according to a standardised
form, are presented in Additional file 1. The data-extrac-
tion template was developed by two authors (SS and
HM) and then applied to included articles in two distinct
stages.

In the first stage, data were extracted into all pre-spec-
ified categories defined by the authors, using a Python
script and a large language model (LLM) developed by
JS (GPT-5 mini via the OpenAl API; full prompt avail-
able in additional file 2). The model was designed to be
fully aligned with emerging professional and editorial
standards for AI use in scholarly research and publish-
ing, as reflected in recent guidance from publishers

and organisations such as the International Committee
of Medical Journal Editors, by ensuring transparency,
appropriate disclosure of Al use, and author responsibil-
ity. Thus, in the second stage, independent manual full-
text review, coding, validation and correction by the first
two authors before being charted in MS Excel (see Addi-
tional file 3). In cases where the model had omitted or
mischaracterized data, these were identified, rectified or
expanded during the second stage through full-text man-
ual analysis. As the initial data charting was performed
with the assistance of a LLM, whose outputs can vary
between runs, this step is not fully reproductible.
Descriptive data for the characterization of articles
included information about the authors and year of
publication, the type of study (philosophical, empirical,
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other), the Al-based facial technology under analysis
and its main functions in the healthcare context. Data on
whether the ethical and social issues were identified in
general terms, mentioned with some reflection or anal-
ysed in-depth were retrieved.

For each article, we identified the one or two dis-
ciplinary domains that most strongly frame and sup-
port its argument. Domains were selected from: clinical
medicine/surgical specialties; psychiatry/psychology/
neuroscience; public health/nursing/population health;
computer science/engineering/Al; law/regulation/data
protection; bioethics/philosophy/ethics; and social
sciences/STS/humanities.

Data on the key ethical documents cited in each paper
were also gathered and then grouped into five categories:
data protection and Al governance frameworks; techni-
cal or clinical norms/guidelines; theoretical or philosoph-
ical approaches; reports, campaigns, media, documents
from NGOs; and institutional procedures and approvals.
Authors’ accounts of the social and ethical implications of
Al-based facial technologies on medicine and healthcare
were identified based on the content analysis technique,
and synthesized into the following categories: bias/dis-
crimination/inequity; privacy/confidentiality/surveil-
lance; consent/autonomy; accountability/liability; stigma/
labelling/stereotyping; dehumanisation/relational aspects
of care; data governance and secondary use; safety/tech-
nical robustness/clinical risk/harm; trust/acceptability;
justice; human agency and oversight; transparency; other.
Categories were initially derived from existing Al-in-
health ethics literature and then iteratively refined dur-
ing coding. The incorporation of an open-ended category
and a comprehensive manual review served as mitigation
strategies to avert the under-identification of novel emer-
gent social and ethical implications of Al-based facial
technologies in medicine and healthcare.

The main characteristics of the 43 studies included can
be found in Table 1. Articles were grouped by type of
study and ordered by the year of publication. The main
disciplinary domains and the ethical frameworks of each
article are presented in Fig. 2. The social and ethical
implications of Al-based facial technologies in medicine
and healthcare are summarised in Table 2 with illustra-
tive quotes selected by the authors during the manual
review phase, and cross-referenced with the relevant dis-
ciplinary fields in Fig. 3. The results are presented below
in a narrative format, with complementary tables and fig-
ures to provide a visual representation of key findings.

Results

Characteristics of the studies

The articles that met the inclusion criteria were pub-
lished between 2016 and 2025. The publication activity
is strongly skewed towards the last five years: only six
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articles were published up to 2020, whereas 37 (86%)
appeared from 2021 onwards. A significant proportion
of the articles were empirical studies (7 =25), while eight
papers focused on philosophical or conceptual analyses
and six synthesised evidence through narrative or com-
prehensive reviews. The majority of empirical studies
(15/25) discussed facial analysis, whereas philosophical
or conceptual articles are oriented toward facial recog-
nition (6/8 articles). A thorough analysis of the ethical
and social issues was conducted in all philosophical arti-
cles; however, this was only the case for two-fifths of the
empirical studies (10/25). These publication character-
istics suggest a recent and growing interest in Al-based
facial technologies in medicine and healthcare, with a
substantial proportion of work taking the form of empiri-
cal, data-driven studies.

Functions of Al-based facial technologies in medicine and
healthcare

Almost all studies covered overlapping functions. The
majority of articles (n=29) addressed subjects related to
monitoring/telemedicine (e.g. public health surveillance,
sleep-state and medication adherence monitoring), fol-
lowed by triage/workflow/administration (n=18; e.g.
plastic surgery planning, support nursing observation),
risk prediction/prognosis (n=17; e.g. predict treatment
outcomes in hemifacial spasm, in-vehicle safety interven-
tion to prevent accidents), diagnosis/screening (n=15;
e.g. facial symmetry and proportions in aesthetic evalu-
ations, rare diseases diagnosis, nutritional and functional
assessment), and identification of individuals (n=15; e.g.
masked facial recognition, remote biometric identifica-
tion). A total of twelve articles described research tools
related to the following areas: the assessment of cogni-
tion in older adults [28]; face memory tests [29]; neo-
natal alertness state classification [30]; and assistance
to women victims of violence [31], amongst others. A
paucity of studies had addressed the social and ethical
implications of Al-based facial technologies in behav-
ioural intervention/therapy [32], emotional support [33],
medical education/publication (e.g. guidelines for patient
photograph deidentification) [34, 35], and marketing and
consumer behaviour influence by leading global food and
beverage companies [36]. One article explored U.S. adult
perspectives on facial images [37]. This combination of
clinical, administrative and security-related uses illus-
trates how facial Al in medicine and healthcare settings
can be entangled with broader logics of surveillance,
commercialisation and behavioural governance.

Disciplinary domains and ethical frameworks

The articles encompassed a broad spectrum of disciplin-
ary domains, albeit with an uneven distribution: com-
puter science/engineering/Al (n=18), clinical medicine
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Table 1 (continued)

Mode of present-
ing social and

Main functions in healthcare

Al-based

technology

ethical issues

Analyzed in-depth

Risk prediction/prognosis; Diagnosis/screening

Both

Rajendra, Thuraisingam, 2025 [60]

Other type of articles (n

=10)

Analyzed in-depth

Risk prediction/prognosis; Diagnosis/screening; Identify individuals; Monitoring/telemedicine; Research-

Both
only tool (dataset/method development)

Martinez-Martin, 2019 [5]

Some refletion

Identify individuals; Monitoring/telemedicine; Triage/workflow/administration

Facial recognition

Vidanaarachchi, Seneviratne, Kasthuriarachchi,

etal, 2021 [61]

(2026) 27:222

Some refletion

Risk prediction/prognosis; Identify individuals; Monitoring/telemedicine; Triage/workflow/administration

Risk prediction/prognosis; Triage/workflow/administration

Risk prediction/prognosis; Monitoring/telemedicine

Facial recognition

Both

Su, Cheshmehzangi,McDonnell, et al,, 2022 [62]

Mir, Maurya, 2023 [63]

Some refletion

Analyzed in-depth

Facial analysis

Both

Hartmann, Rubeis, Primc, 2024 [32]

Analyzed in-depth

Risk prediction/prognosis; Identify individuals; Monitoring/telemedicine

Khan, Topham, Khayam, et al., 2024 [64]

Analyzed in-depth

Risk prediction/prognosis; Diagnosis/screening; Monitoring/telemedicine; Triage/workflow/administration

Facial analysis

Al-Dhubaibi, Mohammed, Atef, et al., 2025 [65]
Barone, De Bernardis, Persichetti, 2025 [66]

Lei, Dang, Song, et al,, 2025 [2]

Some refletion

Risk prediction/prognosis; Monitoring/telemedicine; Triage/workflow/administration

Risk prediction/prognosis; Diagnosis/screening; Monitoring/telemedicine

Risk prediction/prognosis; Triage/workflow/administration

Facial analysis

Analyzed in-depth

Facial analysis

Analyzed in-depth

Facial analysis

Makhseed, Arian, Shuaib, 2025 [67]
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and surgical specialties (n=16) and bioethics/phi-
losophy/ethics (n=14) were predominant, followed by
public health/nursing/population health (» =10), law/reg-
ulation/data protection (n=8) and social sciences/STS/
humanities (z=8). A smaller number of articles framed
their analysis within psychiatry/psychology/neuroscience
(n=5). These results reveal a pattern that reflects the
multidisciplinary nature of the debate surrounding the
social and ethical implications of Al-based facial technol-
ogies in medicine and healthcare. However, the results
also indicate that such discussion is often anchored in
technical or clinical projects that subsequently involve
ethical, legal or social analysis.

Figure 2 provides a visual representation of the distri-
bution of ethical frameworks mobilised in the articles
across the disciplinary domains. The findings reveal a
heterogeneous distribution of ethical framings across
disciplines. The fields of computer science/engineer-
ing/Al, clinical medicine/surgical specialties, and public
health/nursing/population health are characterised pri-
marily by technical or clinical norms/guidelines, illustrat-
ing the focus of these fields on metrics, standardisation
and disciplinary governance. Data protection and Al
governance frameworks, as well as institutional proce-
dures and approvals were also present, but less promi-
nent in computer science/engineering/Al, and clinical
medicine/surgical specialties, reflecting the integration
of regulatory and ethical issues into clinical and techni-
cal contexts. Data-protection, Al governance frameworks
and theoretical or philosophical approaches were domi-
nant in bioethics/philosophy/ethics, law/regulation and
social sciences/STS/humanities. Furthermore, bioethics/
philosophy/ethics is also oriented towards technical and
clinical guidelines, reflecting an intersection between
conceptual orientation and interest in regulatory and
normative infrastructures. It is noteworthy that social
sciences/STS/humanities displayed a broad spread across
all ethical frameworks, including reports, campaigns,
media and NGO documents, suggesting a plural episte-
mological landscape and engagement with civil-society
and advocacy. Finally, the domain of psychiatry/psychol-
ogy/neuroscience is anchored in institutional procedures
and approvals. These patterns indicate disciplinary clus-
tering in the ethical frameworks mobilised, with different
fields drawing on partially distinct epistemic resources.

Social and ethical issues

The social and ethical implications of Al-based facial
technologies discussed in the literature on medicine and
healthcare that met the inclusion criteria are depicted
in Table 2. These implications were mapped by quan-
tifying the number of studies that referred to each one.
The most frequently cited issues in the literature were
related to safety/technical robustness/clinical risk/harm
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Psychiatry/psychology/neuroscience (5 articles)

Social sciences/STS/humanities (8 articles)

Law/regulation/data protection (8 articles)

Public health/nursing/population health (10 articles)

Bioethics/philosophy/ethics (14 articles)

Clinical medicine & surgical specialties (16 articles)

Computer science/engineering/Al (18 articles)

0% 10% 20%

M Data protection and Al-governance frameworks
M Theoretical or philosophical approaches
M Institutional procedures and approvals
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30% 40% 50% 60% 70% 80% 90% 100%

Technical or clinical norms/guidelines
W Reports, campaigns, media, documents from NGOs

Fig. 2 Ethical frameworks, according to the main disciplinary domains of each article

(n=42), privacy/confidentiality/surveillance (n=41), data
governance and secondary use (n=40), consent/auton-
omy (n=39), trust/acceptability (n=38), human agency
and oversight (n=37), and transparency (n=37). Other
prevalent issues centre on bias/discrimination/inequity
(n=33) and distributive/epistemic justice (n=32). The
set of consistent core issues indicates a degree of con-
sensus on fundamental ethical principles in medicine
and healthcare. It also suggests that debates on facial Al
largely mirror those in other contexts, where concerns
about safety, privacy, governance, autonomy, and struc-
tural inequalities dominate. The reference to stigma,
labelling and stereotyping is evident in 25 articles,
including those addressing the potential of phenotype-
based diagnostic tools and aesthetic assessment to rein-
force narrow or racialised conceptions of normality and
pathology, and their disproportionate reflection of West-
ern beauty ideals. A total of 24 articles explore issues
related to accountability/liability, including the develop-
ment of guidelines for protecting patients in the context
of facial photograph deidentification. In addition, the
articles examine how contrasting regulatory approaches
and political governance regimes deal with responsibil-
ity for errors in medicine and healthcare linked to facial
Al The dehumanisation and relational aspects of care are
discussed in 22 articles, with a focus on the impacts on
patient-provider relationships, the potential shift toward
reductionist and mechanistic interpretations of emo-
tions and behaviours, the erosion of healthcare providers’
skills, and the imaginative agency of ordinary citizens in

the reconfiguration of the human dimension of health-
care. These concerns are predicated on the idea that the
face is socially, culturally and emotionally loaded, thus
giving rise to unique social and ethical implications that
extend beyond those of other Al technologies. Issues
such as industrial partnerships [35], commercial conflicts
of interest [38] and market exclusivity and artificial infla-
tion of drug prices [39] emerge, but these are not primary
concerns.

Figure 3 compares the frequency with which articles
from different disciplines address the social and ethical
implications of Al-based facial technologies in medicine
and healthcare. A broad and cross-disciplinary focus
is evident on safety/technical robustness/clinical risk,
privacy/confidentiality/surveillance, data governance
and secondary use, and consent/autonomy. By contrast,
dehumanisation and relational aspects of care receive
relatively lower and more uneven attention across fields.
The analysis further shows that each field accentuates
distinct issues, with bioethics/philosophy/ethics and
social sciences/STS/humanities offering the most cross-
cutting coverage across the full range of concerns. In
contrast, disciplines as computer science, engineering, Al
and clinical fields appear to place less emphasis on issues
of justice, stigma and accountability than other disciplin-
ary domains. The data suggests the presence of a core set
of topics that are shared by all fields but also indicates
that the social and ethical concerns surrounding facial Al
are multifaceted and influenced by the priorities and per-
spectives of each discipline.
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Table 2 Social and ethical implications of Al-based facial technologies discussed in literature on medicine and healthcare

Safety/technical robustness/clinical risk/harm (42 articles) [2, 5, 18, 28-47, 49-67]: illustrative quotes

« There is thus a need for a strict and close regulation and/or oversight by an independent body, in order to protect patient and public safety and best
interests [39].

- Despite the numerous benefits offered by Al in plastic surgery, several challenges remain including the need for robust data sets, algorithm valida-
tion, and integration into existing clinical workflows [66].

« Countering the promotion of products harmful to health will require monitoring and scrutiny of the actions of not only transnational food and
beverage companies but also technology companies [36].

Privacy/confidentiality/surveillance (41 articles) [2, 5, 18, 28, 30-62, 64-67]: illustrative quotes

+ Many of the respondents were positive about the use of cameras, despite concerns about the impact on privacy [43].

« This has raised concern about the right to privacy of individuals being identified: who is surveilling? In what context? For which purposes? [56]

« Privacy concerns are critical challenges when deploying Al-assisted facial analysis for disease detection. (...) The collection, storage, and analysis of
facial data raises significant concerns about the confidentiality and security of individuals’ personal information [2].

Data governance and secondary use (40 articles) [2, 5, 18, 28, 31-53, 55-67]: illustrative quotes

« Although marketed as ‘innovative, the introduction of such systems raises questions as to the limitation of patient autonomy, secondary uses of
patient data, impact on the physician’s liability, and artificial inflation of drug prices [39].

« Although the prevalence of facial recognition-based COVID-19 surveillance tools and techniques, China does not have a facial recognition law to
protect its residents'facial data [62].

« FRT presents some ethical and legal challenges, such as (...) the risk of using this information for other purposes besides public health [59].
Consent/autonomy (39 articles) [2, 5, 18, 28-29, 31-42, 44-60, 62, 64-671]: illustrative quotes

« Patients must be made aware of how their facial data will be used, stored, and analyzed, and must provide explicit consent before any imaging or
data collection takes place [50].

« This poses two types of challenges: risks at an individual’s level, which relate to personal privacy, and societal risks, involving the possibility of track-
ing each individual and making inferences about any person or group, having in profiling an emergent threat to individual autonomy and democratic
values [57].

Trust/acceptability (38 articles) [2, 5, 18, 28, 31-35, 37-47, 49-62, 64-67]: illustrative quotes

« Ensuring that these images are securely stored and that data privacy is protected is essential for maintaining patient trust [50].

- The trust is established by looking, or basically believing or getting proof that the best technology is being used, but more important than that, that
the data that’s being used to train the system is validated [46].

+ Making face recognition algorithms more trustworthy (fair, private, and explainable) would greatly improve the public opinion of them and their
general acceptance [41].

Human agency and oversight (37 articles) [2, 5, 18, 28, 31-42, 44-47, 49-53, 55-60, 62-67]: illustrative quotes

- Until Al's achieve fairness, imaginative agency can be used to contest dubious algorithms such as those of face recognition systems [55].

« A worker-centric approach, grounded in data transparency, privacy protection, and ethical oversight, is essential to ensuring that video-based health
monitoring remains a tool for supporting employees rather than evaluating them [51].

«There is thus a need for a strict and close regulation and/or oversight by an independent body, in order to protect patient and public safety and best
interests [39].

Transparency (37 articles) [2, 5, 18, 29, 31-33, 35-47, 49-53, 55-65, 67]: illustrative quotes

- Fundamental rights (...) are daily undermined by the use of increasingly complex and less understandable yet more accurate learning algorithms
[41].

« Transparency on the part of the developer of these issues has value in being able to confidently interpret results in clinical practice [35].

« Building patient trust in Al-supported aesthetic therapy relies on transparency about the contribution of algorithms to decision-making [65].
Bias/discrimination/inequity (33 articles) [2, 5, 18, 29, 31, 32, 35-41, 44-47,49-52, 55-61, 63-67]: illustrative quotes

- To avoid potential algorithmic biases, one must properly represent all minority groups in the databases being queried [40].

« Commercial companies in the real world use facial recognition technology to develop products to meet people’s needs on the one hand and use
facial recognition technology to obtain facial information of users or individuals for other purposes, such as better price discrimination [58].

« Increasing use of FRT is concerning due to its inaccuracies, which can exacerbate social inequalities, particularly in identifying communities of colour
[64].

Justice (distributive/epistemic) (32 articles) [2, 5, 18, 29, 31, 32, 35-41, 44-47,49-53, 55-60, 62, 64, 65, 671 illustrative quotes

+ Model unfairess in Al-assisted facial analysis for disease detection arises when Al models perform differently across demographic groups due to
biases in their training datasets, a situation exacerbated by a lack of diversity in ethnicity, sex, and age [2].

- [The paper] identifies key challenges such as limited enforcement mechanisms, legal ambiguity, the trade-off between accuracy and interpretabil-
ity, and cross-jurisdictional inconsistencies. The paper concludes with policy recommendations that include strengthening statutory obligations for
explainability, establishing algorithmic audit frameworks, developing transparency registries, and promoting greater international coordination in Al
governance [60].

- Itis imperative that we seek a better understanding of individuals'informational needs and facilitate opportunities for individuals to develop
informed opinions on these issues before, in the absence of a collective will, policymakers—or, more likely, corporations—make normative decisions
that will be difficult to change or reverse once established [37].

Stigma/labelling/stereotyping (25 articles) [2, 5, 18, 32, 36, 37, 39-41,44-47, 51, 53, 55-61, 64, 65, 67]: illustrative quotes
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Table 2 (continued)
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- Machine learning techniques lead to a normalisation of the data: Larger deviations from the norm get discarded to enable algorithmic calculations,
and the majority label continues to be used in further processing in the case of unclear data [32].

- Despite documented biases in the poor performance of FRT in identifying individuals who are not White men (...), racial and ethnic background had
no significant effect on the perceived effectiveness of FRT in assessing race or ethnicity [37].

Accountability/liability (24 articles) [2, 5, 18, 33-35, 37, 39-41, 45-47, 52, 55-60, 62, 64, 65, 67]: illustrative quotes

+ The inherent opacity of complex Al models, often described as the ‘black box problem; raises significant challenges in ensuring accountability, fair-
ness, and due process when automated decisions impact individual rights and opportunities [60].

- If FRT diagnostic software develops to the point that it is used not just to augment but to replace a physician’s judgment, ethical and legal questions

may arise regarding which entity appropriately has liability [5].

Dehumanisation/relational aspects of care (22 articles) [5, 30-33, 38, 39, 44-47,49-51, 55, 56, 58, 60, 63-65, 67]: illustrative quotes
« The use of FRT in health care suggests the importance of (...) effective communication about incidental findings, and potential influence on patient-

clinician relationships [5].

« Overreliance on Al may diminish the human-centric approach essential in aesthetic procedures, where patient expectations and subjective percep-

tions of beauty play a crucial role [65].

CS/AI (18)

Clinical (16)

Bioethics (14)

Public health (10) -

Law/reg (8)

SocSci (8) 4

Psych (5) q

Percentage

Safety

Privacy A

Data gov
Consent
Human agency 4

Transparency -
Stigma
Accountability
Dehumanisation

Fig. 3 Social and ethical implications of Al-based facial technologies in medicine/healthcare, according to disciplinary domains

Discussion

Across the literature we reviewed, social and ethical
debates about Al-based facial technologies in medicine
and healthcare largely mirror the established agenda of
Al-in-health ethics. The issues most consistently fore-
grounded — safety and clinical risk, privacy and data gov-
ernance, and autonomy and consent — align closely with
mainstream bioethical frameworks, including princi-
plism [15, 25, 68, 69]. Safety and risk are typically framed
through harm avoidance and acceptable risk—ben-
efit trade-offs, invoking non-maleficence (and, in some
accounts, beneficence). Similarly, sustained attention to
privacy, confidentiality, secondary use, and stewardship

reflects the ethical and regulatory significance of infor-
mational self-determination, reinforcing both autonomy
and non-maleficence [70, 71]. Although justice is fre-
quently cited, more developed engagements with social
justice (distributive, epistemic, and structural) appear
less prominent than the first three clusters of concerns
[72—74]. Within the included literature, patient and pub-
lic perspectives were also comparatively uncommon:
trust and acceptability are often invoked, but less often
grounded in systematic accounts of how patients, care-
givers, or clinicians experience facial Al in clinical and
quasi-clinical contexts [73, 75-77].
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At the same time, our mapping suggests that treating
facial Al as a generic instance of Al-in-health is ethi-
cally and socially incomplete. Facial technologies directly
implicate personal identity and social recognition,
appearance norms, stigma, and social sorting in ways
that are especially salient when faces become health data.
Across several application areas (rare-disease diagnosis
via automated phenotyping, psychiatric and neurological
assessment, aesthetic and reconstructive surgery, adher-
ence monitoring, and public-health surveillance) facial
Al operates in settings where people may already be
vulnerable and visibly exposed, and where classificatory
outputs can stabilise categories of “normal” and “patho-
logical” faces or “appropriate” and “inappropriate” emo-
tions and behaviours [10, 46, 57]. These dynamics may
be read as extending medicalising logics into domains of
identity and everyday presentation, albeit through new
technical infrastructures [72]. While such concerns are
not unique, since analogous issues have long been raised
in bioethical debates on genetic information and label-
ling [77, 78] and Al-based physiognomic research [79],
the face introduces a distinctive immediacy and visibility,
with potential consequences for dignity, self-understand-
ing, and social standing that are not always captured by
generic Al-ethics framings.

A further contribution of this review lies in show-
ing how ethical reasoning is patterned by disciplinary
domain and study type. Different disciplines mobilise
different ethical repertoires, and this pluralism is valu-
able; however, it also generates blind spots. Technical and
clinical publications often approach ethics in instrumen-
tal terms (e.g. risk mitigation, workflow optimisation,
professional standards, or compliance) while giving less
sustained attention to power, inequality, stigma, and lived
experience. Conversely, bioethics/philosophy/ethics, law/
regulation, and social sciences/STS/humanities more
often foregrounds social meaning and political stakes,
but may be less specific about clinical constraints, imple-
mentation pathways, and design choices through which
social and ethical harms become practically salient.
These differences are also visible across study types: the
philosophical articles in our review consistently offer in-
depth analysis and are oriented toward facial recogni-
tion, whereas the empirical and implementation-oriented
studies, most of which concern facial analysis, more often
address social and ethical issues briefly or as adjuncts to
a primary technical or clinical aim. Overall, ethical atten-
tion appears unevenly distributed across the two modali-
ties: facial analysis, most closely tied to the interpretation
of faces as sources of health information, tends to receive
more limited ethical discussion, whereas more in-depth
analysis is concentrated on the identification and sur-
veillance concerns associated with facial recognition. In
this context, it is plausible that ethical debate is partially
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shaped by what can be operationalised within data-
driven research designs [80], potentially narrowing the
space for anticipation, prudence, and reflexivity [81]. Yet,
for Al-based facial technologies in medicine and health-
care, risks and responsibilities cut across these registers,
be them algorithmic performance, legal rights, clinical
relationships, lived identity, and social order. In our per-
spective this makes disciplinary compartmentalisation
itself a social and ethical concern.

Finally, our findings suggest priorities for ethics schol-
arship and future research. One priority is to treat jus-
tice-related questions, particularly those linked to stigma,
appearance norms, and socially consequential classifica-
tion as central rather than residual. A second is to make
explicit the political-economic infrastructures through
which Al-based facial technologies are developed and
deployed in medicine and healthcare, including commer-
cial partnerships, incentives for data reuse, and cross-
sectoral data flows. A third aspect relates to the fact that
surveillance-linked applications, while not absent from
the literature we reviewed, they are often framed instru-
mentally, leaving underexamined their implications for
behavioural governance and interpretive authority when
emotions or compliance are inferred from faces [82].
Addressing these gaps calls for interdisciplinary ethi-
cal approaches that move beyond checklist applications
of generic principles toward context-sensitive analyses
integrating justice broadly conceived [83]. This points to
the value of empirical and participatory ethics capable
of bringing patient and public perspectives into ethical
evaluation and governance [73, 84, 85]. More generally,
facial Al is a test case for richer models of “responsible
AI” in medicine and healthcare, in which social meaning,
institutional power, and lived experience are integral to
ethical appraisal.

Conclusion

This scoping review shows that social and ethical debates
on Al-based facial technologies in medicine and health-
care are dominated by concerns that closely mirror the
established agenda of Al-in-health ethics, particularly
safety, privacy, data governance, and autonomy. While
these issues are clearly important, their prominence risks
obscuring other ethical and social dimensions that are
especially salient when faces become health data.

Our findings also highlight how ethical analysis is
shaped by disciplinary domain and study type. This disci-
plinary patterning contributes to blind spots, particularly
regarding justice-related concerns and the lived experi-
ences of patients and publics, which remain compara-
tively underexplored.

Al-based facial technologies provide a critical test
case for more context-sensitive ethical frameworks that
attend to social meaning, structural inequalities, and
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participatory forms of ethical evaluation and governance.
Strengthening future research in this direction will be
essential for ensuring that the development and deploy-
ment of facial Al in medicine and healthcare are ethically
robust and socially responsive.
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