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Resumo 

As cadeias de fornecimento de serviços enfrentam crescentes exigências por rastreabilidade, 

segurança de dados e eficiência operacional. Esta investigação doutoral explora o potencial 

das arquiteturas modulares de blockchain na transformação da logística de serviços, avaliando novos 

modelos de Governação Distribuída, ilustrando com três domínios críticos: logística 

marítima, distribuição de bebidas espirituosas de luxo e cadeias de frio na saúde. 

A pesquisa assenta num quadro conceptual que integra: (i) governação digital distribuída, promovendo 

confiança e coordenação em ecossistemas descentralizados; (ii) teoria de design de artefactos 
tecnológicos, para o desenvolvimento e validação de soluções inovadoras; e (iii) modelos de adoção 

tecnológica e transformação digital, impulsionando a aplicação de tecnologias em setores regulados. A 

metodologia baseia-se na Design Science Research Methodology (DSRM), com uma abordagem 

multidisciplinar e aplicada. 

As soluções propostas utilizam protocolos de segunda camada, integração com IoT e contratos 

inteligentes, assegurando imutabilidade dos dados, conformidade automatizada e rastreabilidade 

ponta a ponta. Um avanço central é a aplicação de provas de Conhecimento Zero, ou Zero-Knowledge 

Proofs (ZKPs), que garantem privacidade e segurança nas transações. 

Na distribuição de bebidas de luxo, a tokenização de certificados digitais combate a contrafação. Na 

logística marítima, arquiteturas modulares otimizam operações portuárias e reforçam a transparência 

documental. Na saúde, sensores IoT asseguram a integridade ambiental das cadeias de frio. 

Esta investigação oferece diretrizes estratégicas para adoção de blockchain modular em ambientes 

regulados, alinhada ao RGPD, EBSI e normas internacionais, contribuindo para soluções escaláveis e 

seguras na gestão da cadeia de abastecimento. 

 

Palavras-chave: Arquitetura Modular de Blockchain, Governação Distribuída, IoT, Logística de 

Serviços, Gestão da Cadeia de Abastecimento, Rastreabilidade, Provas de Conhecimento Zero 
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Abstract 

Service supply chains face increasing demands for enhanced traceability, data security, and operational 

efficiency. This doctoral research investigates the potential of Modular Blockchain Architecture in the 

transformation of service logistics, evaluating new Distributed Governance Models, illustrating in three 

critical domains: maritime logistics, luxury spirits distribution, and cold chains in healthcare. 

The study is grounded in a conceptual framework that integrates: (i) Distributed Governance, fostering 

trust and coordination within decentralized ecosystems; (ii) Design Theory for Technological Artifacts, 

supporting the development and validation of innovative blockchain-based solutions; and (iii) models 

of technological adoption and digital transformation, which facilitate the deployment of advanced 

technologies in highly regulated sectors. The research adopts a multidisciplinary and applied approach 

based on Design Science Research Methodology (DSRM). 

The proposed solutions leverage second-layer protocols, IoT integration, and smart contracts to ensure 

data immutability, automated compliance, and end-to-end traceability. A key advancement lies in the 

implementation of Zero-Knowledge Proofs (ZKPs), enabling secure data verification while preserving 

privacy. 

In the luxury spirits sector, the tokenisation of digital certificates mitigates counterfeiting and enables 

direct-to-consumer value chains. In maritime logistics, modular architectures optimize port operations 

and strengthen document transparency through decentralized records. In healthcare, IoT sensors 

ensure real-time environmental monitoring and the integrity of biological cold chains. 

This research provides strategic guidelines for adopting Modular Blockchain Architecture in regulated 

environments, ensuring compliance with GDPR, EBSI, and international standards. The findings 

advance academic understanding of blockchain applications and offer scalable, secure, and practical 

solutions for Supply Chain Management. 

Keywords: Modular Blockchain Architecture, Distributed Governance, IoT, Service Logistics, Supply 

Chain Management, Traceability, Zero-Knowledge Proofs 
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Introduction 

In contemporary service economies, supply chain operations are increasingly shaped by global 

integration, rapid digitalisation and evolving regulatory requirements. These developments have 

intensified the need for transparency, traceability, and operational reliability in service-sector 

supply chains [1]. However, many organisations continue to rely on legacy logistics arrangements 

characterised by fragmented information systems, paper-based documentation, and limited data 

interoperability, which constrain their ability to meet those needs effectively [2]. The implications 

of such limitations are particularly salient in high-risk service contexts, where supply chain 

disruptions or information gaps may affect not only economic performance but also human safety, 

environmental protection, and public trust [3]. For instance, maritime logistics grapples with 

complex international trade documentation and compliance amid volatile global supply routes [4]; 

luxury spirits distribution contends with rampant counterfeiting that erodes brand value and market 

integrity [5]; and healthcare cold chains must safeguard life-saving products such as blood and 

gene therapies against temperature excursions and tampering [6]. These sectors exemplify the 

broader transformation underway within service industries, where technologies that support 

immutable traceability and secure data sharing may offer a viable response to the risks, 

compliance requirements, and innovation challenges faced by these sectors [7]. 

The increasing complexity of global supply chains and service industries has therefore heightened 

the need for secure, transparent and efficient systems of coordination. Traditional traceability 

solutions often suffer from fragmentation, high costs and limited interoperability, leaving 

organisations unable to guarantee trust and compliance across diverse stakeholders [5], [8], [9]. 

In this context, blockchain technologies have emerged as a promising enabler of digital 

transformation, offering mechanisms for decentralisation, immutability, and data integrity [10], [11]. 

However, despite significant interest, the adoption of blockchain in service supply chains remains 

constrained by challenges of scalability, governance, and integration with existing infrastructures 

[12], [13], [14]. 

Motivation and Scope 

The motivation for this research stems from the urgent need to bridge the gap between emerging 

digital technologies and the operational realities of service-sector supply chains. Globally, supply 

chain disruptions, exacerbated by events such as the COVID-19 pandemic, geopolitical tensions 

and climate-related incidents, have underscored the vulnerabilities of conventional systems [15], 
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[16], [17]. Industry analysts estimate that counterfeiting in luxury-goods supply chains accounts 

for more than USD 500 billion annual losses, highlighting structural vulnerabilities related to 

product authenticity and brand integrity [5]. In healthcare supply chains, deficiencies in cold-chain 

management are reported to result in the spoilage of up to 20% of temperature-sensitive 

pharmaceuticals, generating substantial economic losses and posing non-negligible risks to 

patient safety [6]. While blockchain technologies cannot prevent such physical degradation, they 

can ensure that temperature deviations are reliably recorded, immutably stored, and automatically 

acted upon. Through integration with IoT sensors and smart contracts, blockchain-based systems 

can enforce compliance rules, such as preventing the use or distribution of pharmaceuticals that 

have exceeded safe thresholds [18]. However, maritime logistics, handling over 90% of world 

trade, faces inefficiencies in document processing, delayed shipments, and inflated costs, mainly 

due to a lack of trust among stakeholders [4]. 

Current blockchain deployments in service-sector supply chains have primarily focused on 

isolated, domain-specific applications, such as food traceability [19], [20], maritime logistics [21], 

or healthcare compliance [22]. While these initiatives demonstrate the potential of distributed 

ledgers for improving transparency and trust, most solutions are designed as single-purpose 

systems with limited adaptability beyond their initial scope. This fragmentation results in 

duplication of effort, higher development costs, and reduced interoperability across industries. 

Therefore, a significant gap persists regarding the availability of blockchain-based architectural 

frameworks capable of addressing these challenges in a systematic and scalable manner across 

diverse service-sector supply chains. Existing systems are predominantly designed for specific 

use cases, such as cryptocurrency or single-industry applications, resulting in fragmented 

solutions that require substantial redevelopment when applied to new domains, such as maritime 

logistics, luxury spirits, or healthcare cold chains [10]. This case-specific approach not only 

increases development time and costs, but also limits interoperability and scalability, hindering 

widespread adoption in regulated, multi-stakeholder environments [8], [23]. Existing approaches 

to blockchain deployment in supply chains often focus on specific technical components, such as 

smart contracts, IoT integrations, or privacy-preserving mechanisms like Zero-Knowledge Proofs 

(ZKPs), implemented in isolation [24], [25], [26]. While these solutions demonstrate important 

advances, they are typically tailored to narrowly defined use cases and exhibit limited capacity to 

generalise beyond their original sectoral context. This fragmentation reinforces the broader 

challenge of designing blockchain systems that are both flexible and transferable, underscoring 
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the need for a different approach and architecture that can integrate such components within a 

unified framework. 

Blockchain emerges as a compelling solution due to its inherent properties of decentralisation, 

immutability, and transparency, which can automate processes, reduce intermediaries, and 

enable secure collaboration without central authorities [8], [27]. However, its application in service 

sectors remains underexplored, particularly in contexts requiring privacy preservation under 

stringent regulations like the General Data Protection Regulation (GDPR) and international trade 

standards. A critical limitation in current blockchain deployments is their case-specific design, as 

most systems are tailored to a single domain, leading to redundant development efforts when 

adapting to new sectors [10]. Research at the intersection of blockchain and IoT has introduced a 

variety of promising features, including privacy-preserving mechanisms such as ZKP-enabled 

validation, tokenized asset tracking, and distributed governance models [8], [28]. While these 

approaches highlight important advances, they are typically developed as isolated solutions rather 

than integrated into a flexible and reusable architecture, limiting their applicability across diverse 

service-sector supply chains. These advancements have the potential to enhance operational 

efficiency, reduce logistics costs through automation, and build resilient systems, empowering 

every type of stakeholder, from producers to consumers [29]. 

In the luxury spirits sector, motivation lies in combating counterfeiting and elevating consumer 

experience through verifiable provenance, such as NFT-based certificates for cask ownership, 

enabled by reusable blockchain modules [30]. For maritime logistics, the drive is to streamline 

digital workflows while protecting commercial secrets, facilitating faster customs clearance, and 

reducing fraud via configurable Layer-2 extensions [28]. In healthcare, the imperative is to ensure 

cold chain integrity for critical assets, where even minor deviations can have life-altering 

consequences, thereby supporting global health equity and pandemic preparedness through 

adaptable IoT-blockchain integrations [6]. 

This research is motivated by the broader societal impact: accelerating the adoption of blockchain 

in service industries to create sustainable, privacy-conscious ecosystems.  

Specific Objectives and Research Questions 

The research problem addressed in this thesis arises from persistent inefficiencies, low levels of 

trust, and privacy-related challenges in service-sector supply chains, namely maritime logistics, 
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luxury spirits distribution and healthcare cold chains, as demonstrated in the preceding 

subsections. These sectors face interconnected issues such as documentation fraud in maritime 

trade [4], counterfeiting in high-value liquids like spirits [119] and spoilage risks in temperature-

sensitive pharmaceuticals [94]. Existing blockchain initiatives have attempted to mitigate some of 

these challenges, but they are often developed as case-specific solutions with limited adaptability, 

requiring extensive redevelopment for new applications [10]. To address these challenges, this 

research pursues as primary goal to advance blockchain adoption in service-sector supply chains 

by developing, implementing, and evaluating a blockchain-based architectural approach that 

supports scalability, privacy, regulatory compliance and new business models, while enhancing 

trust, traceability, and operational efficiency across integrated domains such as maritime logistics, 

luxury spirits distribution, and healthcare cold chain.  

Five specific objectives support this primary goal:  

SO1 – Design a scalable blockchain architecture, including the use of Layer-2 solutions and IoT 

integration, to enhance adaptability and efficiency across diverse service-sector supply chains. 

SO2 – Evaluate the application of privacy-preserving technologies, such as Zero-Knowledge 

Proofs (ZKPs), for safeguarding sensitive data while ensuring secure and verifiable transactions. 

SO3 – Develop IoT-enabled traceability mechanisms that strengthen real-time monitoring, 

transparency, and reliability in logistics and cold-chain contexts. 

SO4 – Examine how blockchain-based systems can support regulatory compliance, particularly 

with data protection frameworks such as GDPR and initiatives like the European Blockchain 

Services Infrastructure (EBSI). 

SO5 – Analyse the potential for blockchain-enabled business model innovation, including Direct-

to-Consumer (DTC) strategies and anti-counterfeiting measures (e.g., Non-Fungible Tokens 

(NFTs)) as pathways to generating economic and operational value. 

Drawing on prior work that highlights the potential of zero-knowledge proofs, IoT sensors and 

Layer-2 scaling mechanisms for enhancing privacy, monitoring and scalability in blockchain 

systems [8] -[10], this thesis investigates how such technologies can be integrated into a 

blockchain-based architecture to better address data privacy, fraud prevention, regulatory 

compliance, and real-time monitoring in service-sector supply chains. This flexible architectural 
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approach is intended to allow components to be adapted with limited redevelopment effort, thereby 

supporting the design of scalable, privacy-preserving solutions that aim to reduce wastage, foster 

stakeholder trust, and contribute to more sustainable global trade. 

The research objective formulated above aligns with the service industry’s pressing need for 

modernisation and leverages the synergies between the examined domains: liquids that are often 

perishable or high-value and therefore require strict quality assurance; cold chain requirements 

that demand continuous monitoring and control of environmental conditions; and maritime 

logistics, which serves as the backbone for long-distance shipping of such goods. Together, these 

characteristics create shared challenges of traceability, trust, and compliance that make them 

ideal for evaluating modular blockchain solutions. A new architecture overcomes the limitations of 

sector-specific blockchains, enabling faster innovation and cost savings through reusable 

components [6]. Addressing these gaps requires examining how blockchain systems can achieve 

scalability and privacy, how it can enable traceability, support compliance, and foster innovative 

business models across service-sector supply chains. The following Research Questions (RQs) 

are formulated to address the identified challenges and to guide the investigation toward the 

development of a potential new framework: 

• RQ1: What are the primary challenges to improve trust, traceability, and data integrity in 

service-sector supply chains involving liquids, cold chain logistics and maritime 

transportation? 

 

This question seeks to identify and characterise the main organisational, technical and 

governance challenges that affect trust, traceability, and data integrity in these sectors, 

drawing on documented issues such as temperature deviations in cold chains, documentation 

irregularities in maritime trade, and counterfeiting in high-value liquids. 

 

● RQ2: How can blockchain technologies, including privacy-preserving mechanisms (e.g., 

ZKPs) and IoT integration, enhance security, privacy, and efficiency in these interconnected 

supply chains through a modular architecture? 

 

This question focuses on examining the potential roles of blockchain, privacy-enhancing 

techniques, and IoT-based monitoring in addressing the challenges identified in RQ1, and on 

exploring how these technologies can be combined within a coherent architectural approach. 
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● RQ3: To what extent do scalability solutions (e.g., Layer-2) and distributed governance 

models improve performance and collaboration in modular blockchain systems for liquids, 

cold chain, and maritime logistics? 

This question investigates how different scalability mechanisms and governance 

arrangements influence system performance and stakeholder collaboration in large-scale 

logistics settings, and how they shape the feasibility of blockchain-based solutions in these 

domains. 

• RQ4: What are the implications of blockchain-enabled innovations, such as asset tokenization 

and smart contracts, for business models and sustainability in service-sector supply chains? 

This question explores how blockchain-based instruments (e.g. tokenisation, smart contracts) 

may enable new forms of value creation, coordination and accountability, and how these 

developments relate to broader sustainability objectives in the studied supply chains. 

As we can see in Figure 1, these RQs are interconnected and iterative, building on the Design 

Science Research Methodology (DSRM) [14], [16], [17], which has also been applied in blockchain 

adoption studies [14]. DSRM is particularly suited to this research, as it supports the systematic 

development and evaluation of innovative artifacts [14]; in this case, a modular blockchain 

architecture, ensuring both theoretical grounding and practical validation across three domains: 

maritime logistics, healthcare cold chains, and high-value liquids distribution. 



 

   
 

7 

	
Figure 1. Interconnected research questions with DSRM cycle flow for Blockchain Architecture in Service Sector 
Supply Chains  

These RQs ensure a comprehensive approach by addressing complementary dimensions of the 

research problem. Specifically, RQ1 focuses on identifying the problems (P) of trust, traceability 

and data integrity in supply chains. RQ2 and RQ3 address the development (D) dimension by 

investigating how blockchain technologies, such as Zero-Knowledge Proofs, IoT integration and 

Layer-2 solutions, can be incorporated into a modular architecture to improve privacy, scalability 

and real-time traceability. Finally, RQ4 captures the innovation (I) dimension, examining how 

blockchain-driven tools, including smart contracts and asset tokenization, can reshape business 

models and contribute to sustainability. By aligning problems, development and innovation, this 

structure highlights the progression from identifying sectoral challenges to designing solutions and 

exploring their transformative impacts. 

Methodology  

This thesis adopts the Design Science Research Methodology (DSRM), which is well-suited to 

design-oriented problems involving the creation and evaluation of IT artefacts in real-world 

settings. DSRM has previously been used in studies on blockchain and supply-chain traceability 
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[57] and is therefore an appropriate methodological framework to guide the design, development 

and evaluation of the blockchain-based artefacts proposed here. Complemented by systematic 

literature reviews, case studies and simulations, the approach ensures rigor and practical 

relevance, with a focus on creating a flexible architecture for component reuse. Recognising that 

blockchain technologies are still in a growth phase of their technology life cycle, this thesis 

employs a multiple–case study design as an appropriate methodological choice. The cross-case 

analysis yields empirically grounded architectural principles and strategic recommendations for a 

flexible framework, thereby contributing both to academic debates on blockchain-enabled supply 

chains and to the practice of designing more secure and efficient logistics solutions. 

Design Science Research Methodology (DSRM) 

The research design follows Design Science Research Methodology (DSRM) [57], ensuring that 

the development of the modular blockchain architecture is both systematic and iterative. The 

process integrates three complementary methods. First, PRISMA guided systematic literature 

reviews establish a robust theoretical foundation and identify critical gaps in current blockchain 

applications [32], [56]. Second, case studies ground the research in sector-specific realities, 

maritime logistics, luxury spirits and healthcare cold chains, drawing on stakeholder insights and 

industry data to validate problem relevance. Third, simulations are employed to evaluate the 

technical performance of the proposed architecture under controlled conditions, focusing on 

throughput, latency and scalability. Together, these methods form an integrated pathway from 

problem identification to artifact development and evaluation, rather than supplementary steps.  

 

Alignment with the Research Objectives 

The methodology addresses the RQs in direct relation to the specific objectives. RQ1, which 

examines the challenges of trust and traceability, is aligned with SO3 (traceability through IoT 

integration) and SO4 (regulatory compliance). RQ2, focused on privacy and efficiency, links to 

SO2 (application of ZKPs for privacy-preserving verification) and SO1 (design of scalable 

architectures). RQ3, investigating scalability and governance, directly aligns with SO1 (scalability) 

and SO4 (compliance with multi-stakeholder governance frameworks). Finally, RQ4, which 

explores business model innovation, is supported by SO5 (blockchain-enabled innovation through 

NFTs and new value models). Through this alignment, each use case, maritime, healthcare and 

spirits, serves as a testbed to validate how the objectives collectively address the overarching 

research problem, emphasising the architecture’s modularity and reusability [10], [6]. 
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Scientific Contributions 

This section focuses on impacts beyond core academics, including dissemination, collaborations 

and practical tools. The objectives and RQs extend into these by fostering knowledge transfer, 

real-world applicability and interdisciplinary engagement. This research contributes to the 

academic literature on blockchain technologies, particularly within the service-sector logistics, with 

the development of a flexible blockchain architecture that enables component reuse, addressing 

the inefficiency of dedicated systems and reducing development time [4], [5]. Relations between 

objectives/RQs, dissemination outputs and respective description are showcased in Table 1. 

Table 1: Mapping of Dissemination Outputs to Research Objectives and Questions 

Objective / RQ Dissemination 
output Description 

Primary goal (advance 
blockchain in service-sector 
supply chains) → All RQs 

All types 
Overarching publications, industry collabs aligned 
with the global aim of advancing blockchain 
adoption in logistics. All studies. 

SO1: Design scalable 
blockchain architectures → 
RQ3 (Layer-2, IoT) 

Publications and 
framework 

Release of Layer-2 blockchain prototypes and IoT 
simulation datasets. Study 1, 3, 4. 

SO2: Integrate privacy-
preserving technologies → 
RQ2 (ZKPs) 

Publications and 
educational 
resources 

Journal articles on privacy-preserving blockchain 
design; teaching case studies on ZKPs for supply 
chain compliance. Study 1 and 2. 

SO3: Enhance real-time 
traceability with IoT → RQ3 
(Layer-2, IoT) 

Peer-reviewed 
publication and 

stakeholder 
engagement 

IoT-generated traceability datasets for healthcare 
cold chains; workshops with healthcare providers. 
Study 3. 

SO4: Evaluate regulatory 
compliance → RQ2 (ZKPs) Framework Work with regulatory and legal experts to address 

GDPR/EBSI alignment. All Studies. 

SO5: Foster business model 
innovation → RQ4 
(innovation) 

Peer-reviewed 
publication & 
stakeholder 
engagement 

Paper on blockchain-enabled business models 
(e.g., NFTs in luxury spirits); collaborations with 
spirits producers on Direct-to-Consumer (DTC) 
models. Study 4. 

The primary scientific contributions are: 

1. Development of a Multidimensional Evaluation Framework for Blockchain Adoption: 
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○ The research proposes a multidimensional framework integrating technical, economic, 

regulatory and socio-technical metrics, tailored for modular blockchain architectures. Unlike 

prior frameworks which focus predominantly on technical or economic aspects, this model 

incorporates privacy compliance (e.g., GDPR, HIPAA) and stakeholder dynamics, validated 

through sector-specific prototypes in maritime, spirits and healthcare sectors [106], [110], 

[40]. It offers a robust tool for assessing modular blockchain implementations in regulated 

environments. 

 

2. Design and Implementation of Sector-Specific Blockchain Architectures: 

○ The research designs and deploys Layer-2 blockchain architectures integrating IoT, smart 

contracts and ZKP’s, reusable across maritime logistics, luxury spirits and healthcare cold 

chains. This architecture addresses sector-specific challenges, such as document security 

in maritime logistics, provenance authentication in spirits and cold chain integrity in 

healthcare. Empirical validation through simulations demonstrates feasibility and 

performance [69], [62], [96]. 

 

3. Advancement of Privacy-Preserving Mechanisms with ZKPs: 

○ Novel applications of ZKPs (e.g. zk-SNARKs, zk-STARKs) are introduced for secure, 

privacy preserving data sharing, ensuring compliance with regulations like GDPR without 

compromising data immutability. The modular ZKP component is reusable across sectors 

with empirical validation, showing improved proof generation and verification accuracy [44], 

[78]. 

4. Innovative Governance Models for Distributed Supply Chains: 

○ New governance models based on distributed consensus and Decentralised Autonomous 

Organisations (DAOs) are proposed to facilitate interoperability and collaboration among 

heterogeneous stakeholders. These models address gaps tested in multi-stakeholder 

environments and are reusable across the three sectors [125], [127]. 

5. Cross-Sectoral Synthesis of Blockchain Applications: 

○ This research contributes to a comparative analysis of blockchain applications across 

maritime logistics, luxury spirits and healthcare cold chains, identifying common enablers 

(e.g., traceability, automation) and sector-specific challenges (e.g., counterfeiting, 

regulatory compliance). This synthesis enriches the theoretical understanding of 

blockchain’s role in service industries, extending beyond the sector-specific focus of prior 

studies [121], [123]. 
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These contributions collectively advance the academic discourse by providing theoretically 

grounded, and empirically validated solutions that bridge computer science, supply chain 

management, and regulatory studies. Table 2 shows how the research generates ripple effects. 

Table 2: Relation between objectives, primary contributions and RQs 

Linked 
objectives 
(SO) 

Primary 
contribution Linked RQs Explanation of relation 

SO4 
(Regulatory 
compliance), 
SO2 (Privacy) 

1. Multidimensional 
evaluation 
framework 

RQ2 (ZKPs & 
privacy), RQ3 
(scalability & 
governance) 

The framework integrates technical, 
economic, regulatory and socio-
technical metrics, validated in case 
studies, addressing compliance (SO4) 
and privacy-preservation (SO2). 

SO1 
(Scalability), 
SO3 
(Traceability) 

2. Sector-specific 
blockchain 
architectures 

RQ1 (trust & 
traceability), RQ3 
(Layer-2, IoT 
scalability) 

Designs and deploys architectures for 
maritime, spirits and healthcare; 
addresses document fraud, cold chain 
breaches and counterfeit prevention. 

SO2 (Privacy), 
SO4 
(Compliance) 

3. Privacy-
preserving 
mechanisms 
(ZKPs) 

RQ2 (ZKPs) 

Introduces modular ZKP components 
(e.g., zk-SNARKs), ensuring GDPR-
compliant secure sharing across 
sectors. 

SO4 
(Compliance), 
SO5 (Business 
models) 

4. Governance 
models (DAOs, 
Consensus) 

RQ3 (governance 
& scalability), 
RQ4 (innovation) 

Proposes distributed governance 
structures supporting interoperability, 
inclusivity and decentralised 
collaboration. 

SO5 
(Innovation), 
SO1–SO4 
indirectly 

5. Cross-sectoral 
synthesis 

RQ4 (business 
model 
implications), 
RQ1 (sectoral 
challenges) 

Compares maritime, spirits and 
healthcare use cases to derive 
common enablers and sector-specific 
challenges, advancing cross-sector 
theory. 

Beyond its primary objectives, this research is designed to have broader academic, industrial and 

societal relevance. By developing a modular blockchain architecture for service-sector supply 

chains, it seeks to address critical gaps in trust, traceability and efficiency, while fostering 

reusability across the three domains. The relevance of this work extends to interdisciplinary 
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research, industry practices and sustainability, with the potential to support innovation and long-

term progress [5], [6], [21]. 

Under the scope of this research, the following papers constitute the scientific output of this thesis: 

1 - “Enhancing Maritime Supply Chain Security and Efficiency: A Review of Zero-Knowledge 
Proofs in Blockchain Applications”, publication approved in Maritime Policy & Management, 
Francis and Taylor with doi.org/10.1080/03088839.2025.2580502 

2 - “Revolutionizing Maritime Supply Chains: Blockchain for Efficiency and Security”, publication 

approved in IEEE Access with DOI 10.1109/ACCESS.2025.3636470. 

3 - “Blockchain Solution for Traceability and Transparency of organic materials in Healthcare 

Supply chain Systems”, currently being considered for publication in Peer-to-Peer Networking and 

Applications. 

4 - “Blockchain in the Spirits Industry: Technology and Business Model Innovation as 

Transformation Drivers”, submitted to the International Journal of Information Management. 

In summary, this PhD research investigates the transformative potential of blockchain 

technologies in the modernisation of logistics systems across these three critical domains: 

maritime logistics, luxury spirits distribution and healthcare cold chains. By integrating blockchain 

with complementary technologies such as Internet of Things (IoT) sensors, smart contracts and 

Zero-Knowledge Proofs (ZKPs), the research aims to advance blockchain adoption in service-

sector supply chains by developing, implementing and evaluating a blockchain-based architectural 

approach that supports scalability, privacy, regulatory compliance and new business models, 

while enhancing trust, traceability and operational efficiency across integrated domains such as 

maritime logistics, luxury spirits distribution and healthcare cold chains. A key innovation of this 

work is the development of a flexible blockchain architecture that transcends dedicated, single-

use implementations, enabling modular reuse of components across diverse use cases. Unlike 

most blockchain systems, which are typically engineered for specific scenarios and require 

extensive redevelopment for new applications [5], this architecture emphasises modularity, 

interoperability and configurability to significantly reduce development time and costs [6], [21]. 

Drawing on a multidisciplinary framework that spans computer science, supply chain management 

and legal studies, the work adopts an implementation-focused methodology, including the 

development and deployment of Layer-2 blockchain architectures in real-world prototypes. This 
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approach not only theorises but also demonstrates practical advancements, offering a blueprint 

for digitalising legacy infrastructure in regulated environments. 

Thesis Structure 

This thesis is structured to explore the application of blockchain technologies in service-sector 

supply chains. It is designed to provide a progression from concepts to sector-specific 

implementations, culminating in cross-sectoral synthesis and future directions. The thesis 

comprises eight chapters, each addressing distinct aspects of the research. Below is an overview 

of the structure: 

● Introduction: This chapter establishes the research context, motivation and objectives. It 

outlines the scope of applying a modular blockchain architecture to modernise logistics 

systems, defines the research goals and requirements and highlights the scientific 

contributions.  

● Chapter 1: State of the Art and Blockchain Related Topics: This chapter provides an overall 

state of the art and reviews blockchain concepts and gaps addressed by the proposed 

framework. It covers blockchain concepts, architectures, cryptography, governance and sector 

applications [5], [6], [12]. 

● Chapter 2: Methodology: Details the DSRM methodology [1], in which an overarching modular 

architecture is developed for the three studies with modular components (Zero-Knowledge 

Proofs, Layer2 inventory management platform, IoT sensors integration and reuse across 

sectors) [56], [57]. 

● Chapter 3: Blockchain for Maritime Supply Chain Security and Efficiency: Focuses on maritime 

logistics and on the role of blockchain in enhancing security and efficiency. Includes two peer-

reviewed papers: “Reviewing Zero-Knowledge Proofs” and “Modular blockchain architecture 

for port logistics” [22]. 

● Chapter 4: Blockchain for Traceability in Healthcare Cold Chains: This chapter examines 

modular blockchain applications in healthcare cold chains, particularly for blood and gene 

therapy products. The standards of compliance and healthcare are analysed, alongside the 

implications in digital health. [17]. 

● Chapter 5: Blockchain-Enabled Business Innovation in the Spirits Industry: This chapter 

explores blockchain’s transformative potential in luxury spirits distribution, addressing 

counterfeiting and consumer engagement. It includes a peer-reviewed paper on technology 

and business model innovation, examines operational impacts and discusses the use of NFTs 
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and tokenization for Direct-to-Consumer (DTC) sales. Challenges in legacy sector adoption 

are also addressed [16]. 

● Chapter 6: Cross-Sectoral Insights and Discussion: This chapter captures findings and 

common themes across the sectors, such as differences in modular blockchain applications 

and their implications [20], [26]. 

● Conclusions and Future Research: The final chapter summarises key findings, reflects on the 

impact of the research and proposes future research directions. It also addresses open 

challenges in modular blockchain architecture, such as scalability to guide subsequent studies. 

● References and Appendices: The thesis concludes with a reference list, appendices provide 

supplementary data, figures and documentation on research ethics, consent and compliance. 

This structure intends to provide a cohesive narrative, linking theory with practical 

implementations, while addressing both academic and industry aspects of blockchain in service-

sector supply chains. 
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Chapter 1: State of the Art and Blockchain Related Topics 

The purpose of this literature review is to establish the academic and practical foundations 

required to address the research problem defined in Chapter 1. Service-sector supply chains, 

particularly maritime logistics, luxury spirits distribution and healthcare cold chains, face persistent 

challenges in trust, traceability and regulation. Understanding these challenges requires insights 

from multiple disciplinary perspectives, including computer science, supply chain management 

and regulatory studies. 

This review therefore examines the state of knowledge in four interconnected domains: 

1. Service-sector supply chains: highlighting vulnerabilities such as fraud, counterfeiting and 

cold chain failures, and the socio-technical complexities that contribute to them. 

2. Blockchain technology in supply chains: assessing how current deployments address (or 

fail to address) these vulnerabilities, and where technical, governance and adoption 

barriers persist. 

3. Privacy and governance frameworks: exploring mechanisms such as Zero-Knowledge 

Proofs, distributed governance and regulatory compliance models, which are critical in 

regulated industries. 

4. Cross-sectoral synthesis: identifying commonalities and divergences across maritime, 

healthcare and spirits to reveal where modular blockchain architectures could add value. 

This literature review is structured to first clarify what has been achieved, where the limitations 

remain and how these gaps justify the need for new approaches. This way, a foundation for the 

research objective is created and questions that will guide the rest of this research are presented. 

1.1. State of the Art in Blockchain for Service-Sector Supply Chains 

This section presents a comprehensive state-of-the-art review of blockchain applied to service-

sector supply chains, with focus on traceability, security, efficiency and regulatory compliance. 

The review follows the Preferred Reporting Items for Systematic Reviews and Meta-Analyses 

(PRISMA) methodology, ensuring a systematic, transparent and reproducible synthesis of 

literature published between January 2018 and July 2025. Guided by the research objectives and 

Research Questions (RQs), the review adopts the following keywords: Blockchain, Distributed 

Governance, IoT, Service Logistics, Supply Chain, Traceability and Zero-Knowledge Proofs 

(ZKPs). These terms reflect conceptual domains relevant to understanding blockchain’s potential 
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across maritime logistics, healthcare cold chains and spirits industry, providing the foundation for 

the empirical studies developed in later chapters. 

 

1.1.1 PRISMA Methodology and Search Strategy 

This methodology was applied to systematically identify, screen and analyse relevant studies, 

ensuring rigor and transparency in the review process [32], [56]. This approach aligns with 

established practice in blockchain and supply chain research, where systematic reviews have 

been conducted within the domains of maritime logistics [38], healthcare supply chains [19], [100] 

and supply chain management [93]. The search was accomplished in Scopus and Web of Science 

(WOS), as they have a comprehensive coverage of peer-reviewed literature in computer science, 

logistics and supply chain management. 

 
1.1.2 Search Criteria 

The search strategy was systematically designed to identify studies relevant to modular blockchain 

architectures applied to service-sector supply chains, with a focus on maritime logistics, luxury 

spirits distribution and healthcare cold chains. The strategy employed inclusion and exclusion 

criteria, showcased in Table 3, to ensure high-quality selection of relevant literature aligned with 

research objectives. 

 

Table 3: Inclusion and exclusion criteria 

Inclusion criteria Exclusion criteria 
Written in English Non-English publications 

Peer-reviewed journal articles or conference 

proceedings 

Non-peer-reviewed sources (blogs, 

whitepapers, non-academic reports) 

Published between Jan 2018 – Jul 2025 Published before Jan 2018 or after Jul 2025 

Focus on blockchain applications in service 

logistics or supply chain management 

Studies outside service logistics or supply 

chain domains 

Emphasis on traceability, data security, 

operational efficiency or privacy (e.g., ZKPs, 

IoT integration) 

Studies not addressing traceability, security, 

efficiency or privacy within blockchain 

contexts 

These criteria ensure the review is rigorous and it focuses on literature relevant to the research 

objectives. 
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The search query was developed to align with the research keywords and use cases (maritime 

logistics, luxury spirits and healthcare cold chains). It was adapted from the research’s core terms: 

"Blockchain" AND ("Modular Blockchain Architecture" OR "Distributed Governance" OR "IoT" OR 

"Service Logistics" OR "Supply Chain Management" OR "Traceability" OR "Zero-Knowledge 

Proofs"). To enhance relevance, domain-specific terms (e.g., "Ports," "Cold Chain," "Luxury 

Spirits") were included, tailored to the syntax of each database. 

The literature selection process followed PRISMA methodology, structured in four stages: 

The state-of-the-art review was conducted using the PRISMA methodology [32], ensuring rigor 

and transparency. A total of 16,654 records were retrieved (Scopus: 8,899; Web of Science: 

7,755). After removing duplicates, 10,992 records were screened by title and abstract, resulting in 

2,504 full-text articles assessed for eligibility. Out of these, 960 were excluded at the title and 

abstract stage because they did not explicitly address blockchain in supply-chain or logistics 

contexts, or focused on domains outside the scope of this study, 985 for irrelevance to the 

populations and 430 due to the full text only being available in languages outside the scope of this 

review, in line with the predefined language inclusion criteria. The final dataset comprised 129 

studies. Figure 2 presents the PRISMA diagram and Table 4 the selection process. 
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Figure 2: Prisma flow diagram 

 
 
Table 4: PRISMA summary table 

Stage Description Records remaining 

Identification Records retrieved from Scopus (8,899) and WoS (7,755),  16,654 

Deduplication 34% overlap removed 5,662 

Screening Title/abstract screening; 8,488 excluded as irrelevant 10,992 

Eligibility 

Full text assessed; 960 excluded (not addressing topic), 

985 excluded (wrong population), 430 excluded 

(language) 

2,504 

Inclusion Final studies included (basis of analysis) 129 

The state-of-the-art review conducted in this chapter synthesises insights from 129 peer-reviewed 

papers, forming a foundation for identifying research gaps in blockchain applications for service-
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sector supply chains. Prior studies explored blockchain in maritime ports, healthcare cold chains 

and spirits management, with emphasis on modular blockchain architectures, Zero-Knowledge 

Proofs (ZKPs) and Internet of Things (IoT) integration to address traceability, security and 

efficiency challenges [30], [43], [103], [118]. However, a critical gap emerges when examining the 

intersection of these domains: while individual studies address sector-specific issues, only a small 

fraction of the literature attempts to explore cross-sector integration. This scarcity underscores a 

significant research opportunity: the development of a cohesive, modular blockchain framework 

capable of bridging multiple regulated supply chain environments, reducing redevelopment efforts 

and fostering cross-sectoral scalability [106], [110]. 

A total of 129 peer-reviewed articles were retained through the PRISMA process. To contextualise 

the scope of the literature reviewed, the following characterisation is provided:  
First, in terms of temporal distribution, the majority of publications appeared between 2018 and 

2025, reflecting the rapid growth of blockchain applications in logistics and supply chains after 

initial conceptual works; (e.g., Haber & Stornetta, 1991, foundational reference; Toyoda et al., 

2017, blockchain tamper-resistance). These historical references fall outside the corpus but 

provide conceptual lineage. 

Second, regarding application domains, approximately one third of the studies focused 

on maritime logistics (e.g., Liu et al., 2023 [24]; Shin et al., 2024 [43]), another third on healthcare 

and cold chains (e.g., Kim et al., 2020 [99]; Fiore et al. 2023 [100]), and a smaller but significant 

proportion on food and spirits traceability (e.g., Agnusdei et al., 2022 [116]; Dabija et al., 2024 

[105]). 
Third, with respect to research approaches, the set spans systematic literature reviews (e.g., Fiore 

et al., 2023 [100]; Shin et al., 2024 [43]), simulation and modelling studies (e.g., Sarfaraz et al., 

2023 [39]), and empirical investigations based on case studies or surveys (e.g., Lin, 2024 [22]; 

Nguyen et al., 2023 [31]). Conceptual and technical proposals also feature strongly; Pu, Lam et 

al., 2021 [33]). Finally, thematically, the corpus concentrates on four recurring themes: traceability 

and transparency, security and privacy (including ZKPs), efficiency and scalability (Layer-2, 

modular architectures) and governance/business model implications. 

Table 5 summarises the distribution of the 129 peer-reviewed articles retained through the 

PRISMA process, categorised by application domain and research methodology. It demonstrates 

the breadth and balance of the literature base that supports the thematic analysis in the 

subsequent sections. 
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Table 5: Characterisation of the 129 articles included in the systematic review 

Category Distribution Representative references 

Domain   

Maritime logistics 48 studies (37%) 
Liu et al. (2023) [24], Shin et al. (2024) 

[43], Ahmad et al. (2021) [69] 

Healthcare / Cold chain 43 studies (33%) 

Fiore et al. (2023) [100], Hosseini-

Motlagh (2020) [82], Ramasamy (2025) 

[93] 

Spirits / Food traceability 22 studies (17%) 
Agnusdei et al. (2022) [116], Dabija 

(2024) [105], Parry (2023) [111] 

Cross-sector / Generic 

blockchain frameworks 
16 studies (13%) 

Beck et al. (2018) [125], Rebello (2024) 

[75], De Filippi (2020) [126] 

Methodology   

Systematic reviews 34 

Ben Farah et al. (2024) [5], Imamoglu 

(2023) [88], Curado Silveirinha et al. 

(2025) [89] 

Conceptual / Framework 

papers 
28 

Pu & Lam (2021) [33], Beck et al. 

(2018) [125] 

Case studies / Empirical 

surveys 
42 Lin (2024) [22], Nguyen (2023) [31] 

Simulation / Modelling 13 Sarfaraz et al. (2023) [39] 

Technical / Architecture 

proposals 
42 

Ben-Sasson et al. (2019) [78], Padma & 

Ramaiah (2024) [61] 

1.2. Blockchain Technology: Concepts, Architectures and Consensus Models 

Blockchain technology fundamentally operates as a decentralised, distributed ledger that ensures 

data immutability through cryptographic hashing and consensus mechanisms [40]. At its core, 

blockchain comprises blocks linked in a chain, where each block contains a list of transactions, a 

timestamp and a hash of the previous block, preventing retroactive alterations [70]. Architecturally, 

blockchains are categorised into public (permissionless), private (permissioned) and hybrid 

models, with public ones like Bitcoin emphasising openness and private ones like Hyperledger 

Fabric prioritising controlled access for enterprise use, as seen in supply chain applications [109], 

[29]. Recent advancements integrate blockchain with Internet of Things (IoT) for marine and 
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underwater applications, enhancing data integrity in dynamic environments, such as real-time 

cargo tracking in maritime logistics [69]. 

Consensus models are pivotal for achieving agreement in distributed networks without a central 

authority. Proof-of-Work (PoW), used in Bitcoin, relies on computational puzzles but is energy-

intensive, prompting shifts to Proof-of-Stake (PoS), which selects validators based on staked 

assets for efficiency [107]. Layer-2 solutions, such as rollups and sidechains, address scalability 

by processing transactions off the main chain, as demonstrated in frameworks like Polygon for 

supply chain transactions [75], [70]. In 2024-2025 reviews, hybrid consensus models such as 

Delegated Proof-of-Stake (DPoS) and Practical Byzantine Fault Tolerance (PBFT) are highlighted 

for balancing decentralisation with performance in supply chain contexts, particularly for multi-

stakeholder environments in logistics [43], [53]. These models support interoperability across 

heterogeneous systems, crucial for integrating maritime, healthcare and spirits supply chains [40]. 

The evolution of blockchain architectures toward sustainability and Zero-Knowledge Proofs 

(ZKPs) integration sets the stage for privacy-focused implementations in regulated sectors, 

aligning with this research’s focus on modular architectures [44], [70]. 

1.2.1. Blockchain Applications in Socio-Technical Systems 

Blockchain’s integration into socio-technical systems extends beyond technical utility, influencing 

social dynamics, trust and organisational structures [40]. Socio-technical perspectives view 

blockchain as a phenomenon that intertwines human behaviour with technological affordances, 

such as in decentralised data trading, where it fosters equitable exchanges while addressing 

power imbalances [125]. Recent studies emphasise blockchain’s role in ethical AI governance, 

mitigating digital threats through decentralised frameworks that enhance accountability in multi-

user systems, such as supply chain management [69]. In supply chain contexts, blockchain 

capabilities reduce transaction times and improve quality by enabling transparent, tamper-proof 

records among diverse stakeholders, as evidenced in maritime document workflows [47], [69]. 

Applications in virtual worlds, such as metaverses, demonstrate blockchain’s socio-technical 

impact, where it supports user-driven economies and governance, analysed through lenses of 

motivation and legitimacy [40]. For healthcare, blockchain addresses threats like data breaches 

while promoting benefits such as patient-centric control, as seen in blood supply chain traceability 

[99], [101]. In cultural heritage, it facilitates decentralised management of digital resources, 

balancing accessibility with preservation [125]. Socio-technical analyses reveal blockchain’s 
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potential for social impact, including in public sectors where it disrupts traditional hierarchies for 

inclusive governance. For example, Estonian case studies illustrate how blockchain-based objects 

enable e-governance, blending technical efficiency with societal trust [125]. Token economies in 

local communities further exemplify the role of blockchain in fostering participation and economic 

resilience [40]. These applications showcase the need for interdisciplinary approach to mitigate 

risks like exclusion in decentralised systems, aligning with the research’s cross-sectoral focus [47], 

[99]. 

1.2.2. Smart Contracts and Decentralised Applications (dApps) 

Smart contracts are self-executing code deployed on blockchains, automating agreements without 

intermediaries by encoding logic in languages like Solidity [109]. They form the backbone of 

decentralised applications (dApps), which operate on peer-to-peer networks, offering censorship 

resistance and transparency [29]. dApps differ from traditional apps by leveraging blockchain for 

backend operations, enabling use cases in finance, gaming and supply chains, such as automated 

compliance in maritime logistics [47], [63]. In 2024 overviews, dApps on platforms such as 

Ethereum and Cardano highlight scalability challenges addressed by Layer-2 protocols, such as 

rollups, which enhance transaction throughput in supply chain applications [70]. 

Advancements include expanded smart contract use in DeFi, real estate and enterprise solutions, 

with trends toward cross-chain interoperability, as seen in Polkadot’s ecosystem [40], [29]. 

Leading platforms for 2025, such as Ethereum, Solana and Polkadot, support robust dApps 

ecosystems with features like low fees and high throughput [29]. In supply chains, smart contracts 

automate compliance and payments, as demonstrated in frameworks for token economies 

reaching $80 billion in value by 2024 [40]. Development guides emphasise integrating front-end 

interfaces with blockchain backends for user-friendly experiences, as seen in CORE Blockchain 

tutorials [29]. Recent implementations in the spirits industry use smart contracts for provenance 

verification, reducing fraud [116], [118]. Overall, smart contracts and dApps drive innovation, 

though vulnerabilities like re-entrancy attacks show the need for rigorous testing to ensure security 

in supply chain deployments [47], [29]. 

1.2.3. Digital Identity and Privacy in Blockchain Systems 

Digital identity management on blockchain shifts toward self-sovereign models, where users 

control their data via Decentralised Identifiers (DIDs) [116]. Privacy-preserving techniques, such 

as selective disclosure, mitigate risks in centralised systems prone to breaches, as highlighted in 
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healthcare applications [99]. Blockchain enhances security by eliminating single points of failure, 

though challenges like interoperability persist [116]. Surveys from 2024 identify tools like 

encryption and mixing for privacy in applications spanning finance to healthcare, with Hyperledger 

Indy excelling in compliance [116], [100]. 

Self-Sovereign Identity (SSI) frameworks use blockchain to combat data commodification, 

enabling verifiable claims without full disclosure, as seen in the European Digital Identity (EUDI) 

framework for healthcare [100]. Peer-supervised SSI models incorporate blockchain for enhanced 

privacy in distributed networks, such as blood supply chain management [101]. In metaverses, 

blockchain resolves transparency-privacy tensions, aligning with regulations like GDPR [116]. 

Decentralisation protects digital identities from breaches, as emphasised in U.S. policy discussion 

[116]. Systematic reviews underscore blockchain’s role in trustless verification, with Verifiable 

Credentials (VCs) improving efficiency [100]. However, issues like data leakage in hybrid systems 

require ongoing innovation, addressed in this research through ZKP integration [70]. 

1.2.4. Cryptographic Mechanisms in Blockchain: Focus on Zero-Knowledge Proofs (ZKPs) 

Cryptographic primitives such as hashing and digital signatures underpin blockchain’s security, 

with Zero-Knowledge Proofs (ZKPs) emerging as a key advancement for privacy [44]. ZKPs allow 

proving knowledge of information without revealing it, ideal for identity verification in supply chains, 

such as maritime document validation [47], [44]. Recent studies highlight ZKPs’ role in scalable 

blockchain privacy, extending beyond anonymity to validation in DeFi and voting [44]. Integration 

with blockchain enhances security by enabling private transactions on public ledgers, as seen in 

Zcash [44]. 

In academic credentialing, ZKP-enabled systems provide immutable, privacy-preserving 

verification. NIST frameworks position ZKPs as central to privacy-enhancing cryptography [44]. 

Beyond privacy, ZKPs improve scalability via rollups, as implemented in Polygon and zkSync, 

critical for high-volume supply chain transactions [75], [70]. Paradigm shifts emphasise verification 

over trust, with applications in compliance, such as GDPR-adherent systems in healthcare [100]. 

Top ZKP projects for 2025, like Zcash and Mina, focus on lightweight proofs, while HyperPlonk 

optimises efficiency in graph-based models [44]. On platforms like NEAR, ZKPs enable secure, 

low-cost computations [18]. Hybrid approaches with Graph Neural Networks (GNNs) address 

limitations in complex data scenarios, aligning with this research’s focus on GDPR-compliant 

modular architectures [4], [18]. 



 

   
 

24 

 
 
1.2.5. Governance, Trust and Decentralization 

Blockchain governance models range from founder-led to Decentralised Autonomous 

Organisations (DAOs), balancing decision-making with stakeholder interests. Decentralisation 

fosters trust by distributing power, though paradoxes arise in code-dependent systems [125], 

[126]. On-chain vs. off-chain mechanisms, like token voting, ensure equitable protocol governance 

to trust, with models reducing corruption through transparency. 

Enterprise consortia employ hybrid models for controlled decentralisation. DAOs exemplify radical 

governance, as in funding platforms such as GitCoin [47]. Moreover, models like expressive 

representation promote inclusivity. In public governance, it also enhances democracy and anti-

corruption focus. LF Decentralised Trust advances open-source standards. Challenges include 

centralisation risks in supposedly decentralised setups. Python-based simulations illustrate 

governance dynamics for supply chains [125]. 

1.2.6. Governance and Privacy in Distributed Systems 

Governance in distributed systems using blockchain emphasises accountability and privacy [34]. 

Frameworks analyse decision rights and incentives in permission types, as seen in enterprise 

supply chain consortia [47]. Integration strategies for digital governance highlight blockchain’s role 

in secure data sharing, such as in healthcare’s EUDI framework [100]. Security-focused texts 

explore flexibility in data management, with privacy in cloud-blockchain hybrids [99]. System-

based views cover multi-level governance, including privacy tools like ZKPs, which ensure GDPR 

compliance in this research [44]. 

Blockchain bolsters integrity in distributed networks, resisting tampering, as demonstrated in blood 

supply chain traceability [101]. Privacy-preserving surveys identify mechanisms for distributed 

applications, like selective disclosure in SSI models [19]. Cloud-enhanced ledgers support 

industrial data trading with privacy, critical for maritime logistics [7]. Journals dedicated to 

blockchain’s security in distributed contexts highlight lightweight DLTs with revision controls [19]. 

Good governance unlocks distributed trust via mathematics, with political thought shaping 

community governance [34]. Compliance in IDMS avoids data risks, aligning with the research’s 

modular architecture for privacy-conscious systems [4], [8]. 
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1.2.7. Blockchain Applications in Sectoral Supply Chains 

Blockchain transforms sectoral supply chains by enabling traceability, as reviewed in healthcare 

for medication [99], [101]. Applications span insurance and monitoring in healthcare, with IoT-

blockchain integrations ensuring cold chain integrity [100], [101]. Systematic classifications cover 

cryptographic models for supply chains, emphasising ZKPs for privacy-preserving verification [44]. 

Adoption opportunities in supply chain management include transparency, as seen in maritime 

document workflows, and spirits provenance tracking [47], [116]. Blockchain reduces transaction 

times and enhances quality through tamper-proof records, addressing counterfeiting in luxury 

spirits and spoilage in healthcare [118], [99]. The research’s modular architecture leverages these 

applications to enable cross-sectoral solutions, reducing redevelopment efforts and fostering 

scalability [40], [106]. 

1.3. Synthesis and Research Gaps 

The literature on blockchain applications in service-sector supply chains, particularly in maritime 

logistics, healthcare cold chains and luxury spirits distribution, demonstrates growing interest in 

technologies that enhance traceability, trust and regulatory compliance. Key advances include 

modular system architectures, privacy-preserving techniques such as Zero-Knowledge Proofs 

(ZKPs), integration with IoT devices for real-time monitoring and evolving governance models that 

support decentralised coordination. Despite this progress, the review reveals three critical gaps 

that constrain the broader applicability and strategic value of blockchain solutions in regulated 

sectors: 

First, existing research remains largely sector specific. Solutions are often designed in isolation, 

with limited attention to cross-sectoral patterns or transferable architectural components. This 

limits the potential for reusability and adaptation across domains that share similar compliance 

and traceability requirements. 

Second, scalability and governance mechanisms are underexamined in contexts involving 

complex, high-volume operations, particularly in multi-stakeholder environments such as maritime 

shipping. Current frameworks often lack the architectural flexibility and coordination logic needed 

to manage real-time data exchange, enforce access controls and meet evolving regulatory 

demands at scale. 
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Third, although emerging applications such as asset tokenization, digital product passports and 

Decentralised Identifiers (DIDs) are beginning to reshape supply chains, their business 

implications and sustainability trade-offs remain poorly understood. This gap is particularly 

significant as industries aim to align technological innovation with ethical governance and long-

term resilience. These gaps directly motivate the Research Questions (RQs) articulated in this 

thesis. By addressing sector-specific challenges through a modular, scalable and governance-

aware architecture, this research seeks to advance theoretical understanding while delivering 

practical, cross-domain solutions for blockchain-enabled supply chain transformation. 
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Chapter 2 - Methodology 

This research addresses the challenges of trust, traceability, efficiency, and regulatory compliance 

in service-sector supply chains by developing and evaluating blockchain-based solutions tailored 

to real-world contexts, employing a comprehensive methodological framework across four use 

cases: maritime supply chain security, healthcare cold chain traceability, spirits industry 

innovation, and cross-sectoral insights. The methodology is grounded in the Design Science 

Research Methodology (DSRM), which provides a structured approach to designing, developing, 

and evaluating innovative artifacts to address real-world problems [57]. Complemented by 

systematic literature reviews, case study analyses, prototype development, simulations, and 

comparative analyses, this methodology ensures rigor, replicability, and practical relevance [32], 

[56]. The following subsections detail the DSRM framework, its integration with the overarching 

blockchain architecture, and its alignment with the Research Questions (RQs). 

2.1 Design Science Research Methodology (DSRM) 

The Design Science Research Methodology (DSRM), as proposed by Peffers et al. (2007), guides 

the development and evaluation of blockchain-based solutions (artifacts) tailored to the unique 

challenges of each use case [57]. DSRM is particularly suited for this research due to its focus on 

creating practical, innovative solutions while maintaining scientific rigor. The methodology consists 

of six phases: 

1. Problem Identification and Motivation: This phase identifies key challenges in service-sector 

supply chains, such as inefficiencies in maritime document processing, traceability gaps in 

healthcare cold chains and fraud risks in the spirits industry [47], [99], [118]. Stakeholder 

and expert engagement in the blockchain space, industry reports and regulatory analyses 

inform the problem definition, ensuring relevance to real-world needs, as seen in maritime 

logistics [69] and healthcare blood supply chains [101]. 

2. Definition of Objectives for a Solution: Specific objectives are derived from the identified 

problems, aligning with the Research Questions (RQs). For example, RQ1 (enhancing 

security and efficiency) drives objectives such as automating customs clearance in maritime 

logistics or ensuring real-time traceability in healthcare cold chains [47], [100]. Requirements 

are specified as functional (e.g., privacy-preserving verification), non-functional (e.g., 

scalability) and regulatory (e.g., GDPR compliance) [100]. 
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3. Design and Development: Artifacts, including a modular blockchain architecture with Zero-

Knowledge Proofs (ZKPs), a layer-2 inventory management platform and IoT sensor 

integration, are designed to address the objectives [44], [75]. For instance, zk-SNARKs are 

developed for privacy-preserving document verification in maritime logistics [44], while IoT 

sensors are integrated for real-time monitoring in healthcare cold chains [101]. 

4. Demonstration: The artifacts are tested in controlled environments, such as simulations or 

pilots. For example, a blockchain-ZKP system is demonstrated in a maritime port setting to 

validate document workflows [47], or a healthcare cold chain prototype tests IoT-driven 

traceability [101]. 

5. Evaluation: Performance is assessed using technical metrics (e.g., transaction throughput, 

latency), economic metrics (e.g., cost reduction) and socio-technical metrics (e.g., 

stakeholder trust) [40]. Evaluations include simulations (e.g., agent-based modelling for 

governance dynamics) and stakeholder feedback via surveys or workshops, as applied in 

the spirits industry [118]. 

6. Communication: Findings are disseminated through peer-reviewed publications, industry 

workshops and educational materials, contributing to both academic and practical 

advancements in blockchain applications [47], [116], [118]. 

DSRM’s iterative nature allows for continuous refinement of artifacts based on evaluation 

outcomes, ensuring adaptability to sector-specific requirements and emerging challenges [40]. 

2.2 Research Questions, Architecture and DSRM Alignment 

The Research Questions (RQs) frame the design objectives that the proposed modular 

architecture addresses. The Design Science Research Methodology (DSRM) provides the 

overarching research strategy, guiding the iterative development and evaluation of artefacts 

across the use case [57]: 

• RQ1: What are the primary challenges to trust and traceability in supply chains involving 

liquids, cold chain logistics and maritime transportation? 

o DSRM Application: The design and development phase creates artifacts (e.g., smart 

contracts, ZKPs) to automate processes such as customs clearance in maritime 

logistics or blood tracking in healthcare [47], [101]. The demonstration and evaluation 

phases test security (e.g., tamper-proof logs) and efficiency (e.g., reduced document 

processing times) [47], [100]; 
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o Use Cases: Maritime (secure document workflows), healthcare (traceability of blood 

units), spirits (provenance verification), cross-sectoral (common efficiency gains) [47], 

[101], [118]. 

• RQ2: How can blockchain technology, integrated with ZKPs and IoT, enhance security, 

privacy and efficiency in these interconnected supply chains? 

o DSRM Application: Problem identification and objectives definition phases analyze 

technical (e.g., ZKP computational complexity) and governance (e.g., stakeholder 

coordination) challenges [18], [89]. Evaluation phase assesses compliance with 

regulations such as GDPR or maritime standards [100], [69]; 

o Use Cases: Maritime (decentralised governance), healthcare (GDPR compliance), 

spirits (legacy system integration), cross-sectoral (universal governance barriers) [47], 

[100], [118]. 

• RQ3: To what extent do layer-2 solutions and distributed governance models improve 

scalability and collaboration in liquids, cold chain and maritime contexts? 

o DSRM Application: Design and development phase integrates layer-2 platforms and 

IoT sensors into the blockchain architecture [75]. Demonstration phase tests 

scalability (e.g., transaction throughput) and traceability (e.g., real-time IoT data 

validation) [101]; 

o Use Cases: Maritime (shipment tracking), healthcare (temperature monitoring), spirits 

(cask provenance), cross-sectoral (scalable traceability frameworks) [47], [101], [118]. 

• RQ4: What are the implications of blockchain-driven innovations, such as asset tokenization 

and smart contracts, for business models and sustainability in these sectors? 

o DSRM Application: Objective definition and design phases explore innovative models 

like NFT-based tokenization in the spirits industry or decentralised logistics in maritime 

cases [118]. Evaluation phase assesses economic and socio-technical impacts [47], 

[116]; 

o Use Cases: Maritime (decentralised governance), healthcare (digital health 

ecosystems), spirits (NFT-driven sales), cross-sectoral (policy implications) [47], [100], 

[118]. 

The Research Questions serve as the analytical backbone for the design and evaluation of the 

modular blockchain architecture. They are embedded within the Design Science Research 

Methodology framework and inform the implementation and validation across the sectoral use 

cases. Table 6 maps the alignment between each RQ and the use cases, demonstrating how 



 

   
 

30 

empirical findings contribute to answering the core research inquiries. This alignment ensures 

coherence between methodological design, technological implementation, and theoretical 

contribution. 

Table 6: Mapping of Use Cases to Research Questions 

Research Question (RQ) Maritime Healthcare Spirits Cross-sectoral 
insights 

RQ1: Trust & traceability challenges ✅ ✅ ✅ 🔄 Synthesises 

RQ2: Blockchain + ZKPs + IoT for 
Security/privacy ✅ ✅ ✅ 🔄 Validates 

patterns 

RQ3: Layer-2 & 
governance/scalability ✅ ✅ ✅ 🔄 Generalises 

design 

RQ4: Implications for business/ 
sustainability ✅ ✅ ✅ 🔄 Extracts policy 

insights 
✅ = Use case addresses this RQ 
🔄 = Synthesises, generalises, or validates across use cases 

2.3. Requirements for Modular Blockchain Architecture 

The requirements for modular blockchain architecture emerge directly from the overarching 

research problem: how to address inefficiencies, trust deficits, privacy challenges and regulatory 

demands in service-sector supply chains. These requirements are grounded in the need to 

overcome systemic issues such as documentation fraud in maritime trade, counterfeiting in luxury 

spirits, spoilage risks in healthcare cold chains and the redevelopment burdens of case-specific 

blockchain systems [6], [5], [1]. By defining requirements at this level, this research provides a 

unifying foundation for modular, scalable and privacy-preserving blockchain solutions. Therefore, 

the selected domains, namely maritime logistics, luxury spirits and healthcare cold chains, serve 

as application contexts where the proposed architecture can be tested, validated and refined, 

thereby demonstrating its adaptability across sectors. 

First, architecture must ensure end-to-end traceability to provide transparent, tamper-proof 

records of product lifecycles across all four use cases. In maritime logistics, this involves tracking 

Bills of Lading (BoL) and cargo movements from containers to mitigate fraud [7]. In luxury spirits 

distribution, it requires provenance tracking from production to consumer to combat counterfeiting 

[27]. In healthcare cold chains, it demands real-time monitoring of blood or pharmaceutical units 

to prevent spoilage [25]. For cross-sectoral applications, traceability must be adaptable to varying 
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data types and stakeholder needs, enabling seamless integration across industries. This 

requirement aligns with Research Question 3 (RQ3), which investigates the impact of IoT and 

layer-2 solutions on traceability. 

Second, the architecture must incorporate privacy-preserving mechanisms, such as Zero-

Knowledge Proofs (ZKPs), to protect sensitive data while enabling secure verification. In maritime 

logistics, ZKPs (e.g., zk-SNARKs, zk-STARKs) allow customs authorities to validate compliance 

without exposing confidential trade details [7]. In the spirits industry, ZKPs safeguard proprietary 

production data while verifying authenticity [29]. In healthcare, they ensure GDPR-compliant 

handling of donor and patient information [25]. For cross-sectoral applications, ZKPs enable 

secure data sharing in multi-stakeholder environments, addressing RQ2 on the role of ZKPs in 

privacy preservation. 

Third, the architecture must achieve scalability and cost efficiency through layer-2 solutions to 

handle high transaction volumes without compromising performance. Maritime supply chains 

require the processing of hundreds of customs validations per hour [71], while healthcare cold 

chains demand frequent IoT sensor data updates [98]. Luxury spirits distribution benefits from 

scalable tokenization for cask and bottle tracking [121]. Cross-sectoral applications necessitate 

flexible scaling to accommodate diverse transaction rates. Layer-2 solutions, such as rollups and 

sidechains, reduce on-chain computational loads and gas costs, supporting RQ3’s focus on 

scalability and aligning with research’s claim of reducing deployment time by up to 50% compared 

to isolated systems [6], [5]. 

Fourth, the architecture must ensure regulatory compliance with standards such as GDPR, EBSI, 

EU Medical Device Regulation (MDR) and HMRC requirements. In maritime logistics, compliance 

involves adhering to international trade regulations (e.g., IMO standards) [69]. In healthcare, it 

requires alignment with GDPR and WHO standards for data handling and IoT sensor certification 

[97]. In the spirits industry, compliance with HMRC and EU Deforestation Regulation (EUDR) is 

critical for tax and sustainability reporting [118], [109]. As for the cross-sectoral applications, the 

architecture must support interoperable frameworks like the EU Digital Product Passport (DPP) to 

ensure regulatory alignment, addressing RQ2’s focus on compliance. 

Fifth, the architecture must support business model innovation to enable new value propositions, 

such as Direct-to-Consumer (DTC) models and asset tokenization. In the spirits industry, Non-

Fungible Tokens (NFTs) facilitate cask ownership and provenance tracking, transforming whisky 
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into an investment asset [121]. In maritime logistics, decentralised governance models reduce 

intermediaries, enhancing efficiency [41]. In healthcare, blockchain-enabled systems improve 

inventory management and stakeholder coordination [25]. Cross-sectorally, the architecture must 

foster innovative models that enhance stakeholder engagement and sustainability, aligning with 

(RQ4) on the implications of blockchain-driven innovations. 

Finally, the architecture must prioritise modularity and interoperability to enable reuse across the 

four use cases with minimal redevelopment. This requirement addresses the limitation of case-

specific blockchain systems by allowing components (e.g., smart contracts, IoT interfaces, ZKP 

modules) to be adapted for different sectors, such as maritime document workflows, spirits 

provenance tracking, or healthcare cold chain monitoring [4], [6]. Modularity ensures the 

architecture can integrate with existing systems (e.g., Electronic Health Records (EHR), 

warehouse management systems) and supports cross-sectoral applications, enhancing scalability 

and reducing implementation costs. 

These requirements collectively justify the design of an overarching blockchain architecture that 

integrates layer-2 solutions, IoT and ZKPs to address the unique challenges of each use case 

while enabling cross-sectoral applicability. They provide a structured foundation for the 

development and evaluation of the modular architecture presented in section 2.2, ensuring 

alignment with research’s objectives and Research Questions. 

2.4. Conceptual Blockchain Architecture for Service-Sector Supply Chains 

The DSRM framework guides the design of a modular blockchain architecture that integrates Zero-

Knowledge Proofs (ZKPs), a layer-2 inventory management platform, and IoT sensor integration 

[4]. This architecture is tailored to each use case while maintaining interoperability and scalability: 

• Blockchain core: A permissioned blockchain (e.g., Hyperledger Fabric) supports smart 

contracts and consensus mechanisms (e.g., Practical Byzantine Fault Tolerance (PBTF)) to 

ensure trust and security [8]. DSRM’s design phase informs the selection of blockchain 

protocols to meet sector-specific needs, such as regulatory compliance in healthcare or 

decentralised governance in maritime logistics [7], [23]. 

• Zero-Knowledge Proofs (ZKPs): zk-SNARKs enable privacy-preserving data sharing, critical 

for verifying cargo authenticity in maritime logistics or protecting patient data in healthcare 

[18], [89]. DSRM’s demonstration and evaluation phases test ZKP performance, assessing 
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computational efficiency and privacy guarantees, as seen in GDPR-compliant healthcare 

systems [19]. 

• Layer-2 Inventory Management Platform: A layer-2 solution (e.g., state channels or 

optimistic rollups) handles high-frequency transactions, such as shipment updates in 

maritime logistics or inventory tracking in the spirits industry [4]. DSRM’s evaluation phase 

quantifies scalability and cost reductions achieved through layer-2, as demonstrated in 

maritime pilot projects [7]. 

• IoT sensor integration: IoT devices (e.g., RFID tags, temperature sensors) provide real-time 

data inputs, validated via secure oracles and recorded on the blockchain [24]. DSRM’s 

demonstration phase tests IoT integration in scenarios like healthcare cold chain monitoring 

or spirits provenance tracking [25], [30]. 

The architecture is designed to interoperate with existing systems (e.g., ERP systems, healthcare 

compliance platforms) and adapt to sector-specific governance models, such as consortiums in 

maritime logistics or centralised oversight in healthcare [8], [23]. The architecture, described in 

Figure 3, decouples core layers, consensus, execution, data availability, and settlement, allowing 

independent evolution and customisation. This modularity supports scalability, cross-sector 

adaptation and integration of privacy technologies such as Zero-Knowledge Proofs (ZKPs). 

 

Figure 3: Flexible Layer-2 blockchain architecture with modular elements 

2.5. Mapping Requirements to Blockchain Architecture Across the Four Use Cases 

Building on the sector-specific requirements and modular architectural components previously 

introduced, this section maps these elements to the proposed flexible layer-2 blockchain 
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architecture. The mapping is structured by use case, demonstrating how the architecture’s core 

elements, namely, blockchain core, Zero-Knowledge-Proofs (ZKPs), layer-2 platform Dapp and 

IoT sensor integration, collectively address domain-specific challenges while supporting 

reusability and interoperability across sectors. 

To clarify how each use case supports the overall objective of developing a modular and adaptable 

blockchain-based infrastructure for supply chain transparency and security, Table 7 presents a 

synthesis of the alignment between use case-specific requirements, architectural components and 

overarching research goals. Use case 1 (Maritime supply chain security) focuses on secure and 

transparent cargo tracking; Use case 2 (Healthcare cold chain traceability) ensures integrity and 

compliance through IoT-enabled monitoring; Use case 3 (Spirits industry innovation) highlights 

provenance and anti-counterfeiting; Cross-sectoral insights synthetise lessons to generalise 

modularity and reusability across domains. 

Table 7: Use Case Alignment with Objectives, Components, and Contributions 

Use case Objectives Architectural components 
Expected 

contributors 

1. Maritime 

supply 

chain 

security 

• Enhance traceability and 
tamper-proof record-
keeping 

• Enable interoperability 
across shippers and 
regulators 

• Blockchain core → ZKPs ← 
(privacy for sensitive cargo 
data) 

• IoT sensor integration → for 
real-time tracking 

• Immutable audit 
trail and regulatory 
trust • Privacy-
preserving visibility 
for stakeholders • 
Real-time status 
updates and alerts 

2. 

Healthcare 

cold chain 

traceability 

• Ensure compliance and 
integrity of temperature-
sensitive goods 

• Facilitate verifiable 
chain-of-custody 

• IoT sensor integration → 
(temperature monitoring) 
• ZKPs → (proofs without 
revealing sensitive health data) 
• Layer-2 platform ← (off-chain 
scalability) 

• Verified cold chain 
assurance • 
Regulatory 
transparency with 
data confidentiality • 
Scalable and 
efficient tracking 
across nodes 

3. Spirits 

industry 

innovation 

• Guarantee provenance 
and authenticity 

• Prevent counterfeiting 

• IoT sensor integration → 
(unique tags) • Layer-2 
inventory platform → 
(auditability and batch 
tracking) • Blockchain core ← 
(anchoring verifying 
statements) 

• Secure provenance 
validation • Robust 
anti-counterfeiting 
measures • Scalable 
audit trail for supply 
chain stakeholders 
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The mapping is further detailed in the following tables, highlighting how each component fulfils 

specific requirements, with empirical support from prototypes and literature [7], [16], [22], [27]. 

2.5.1 Use Case 1: Maritime Supply Chain Security 

Maritime logistics requirements focus on end-to-end traceability, privacy in document sharing, 

scalability for port operations, fraud prevention and interoperability with legacy systems [47], [7]. 

To manifest the application of the proposed modular blockchain architecture within the maritime 

logistics domain, Table 8 presents a detailed mapping between sector-specific requirements and 

the corresponding architectural components. Each row identifies how individual blockchain 

modules, such as IoT sensor integration, Zero-Knowledge Proofs (ZKPs), blockchain core and 

layer-2 Dapp, addressing critical challenges in maritime supply chain security. The component 

functional mapping to requirements is outlined, alongside the expected benefits and empirical 

validation drawn from literature and prototypes. 

Table 8: Requirement mapping of maritime supply chain security with modular blockchain 
architecture 

Requirement 
Blockchain 

component 
Mapping description 

End-to-end 

traceability 

IoT sensor 

integration + 

Blockchain core 

IoT sensors (e.g., GPS/RFID in containers) feed real-time data to 

the permissioned blockchain core (Hyperledger Fabric) via smart 

contracts for immutable tracking of cargo from origin to destination 

[24]. Consensus (PBFT) ensures data validation among 

stakeholders like ports and shippers [8]. 

Privacy and 

compliance 

Zero-Knowledge 

Proofs (ZKPs) 

zk-SNARKs enable selective disclosure of Bill of Lading (BoL) 

data, verifying authenticity without revealing sensitive commercial 

details, compliant with GDPR and IMO standards [18], [19], [27]. 

Scalability for 

high-volume 

transactions 

Layer-2 Dapp 

Optimistic rollups process off-chain transactions (e.g., shipment 

updates) before mainnet settlement, handling >1,000 TPS in busy 

ports [9]. 

Fraud 

prevention 

Blockchain core 

+ ZKPs 

Immutable ledgers and ZKPs prevent document tampering, with 

smart contracts automating customs clearance [8], [18]. 

Interoperability All components 
Modular design integrates with ERP/port systems via APIs; 

reusable across sectors [4]. 
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2.5.2. Use Case 2: Healthcare Cold Chain Traceability 

Healthcare requirements emphasize real-time monitoring, data immutability, privacy for 
patient/donor information, resilience to disruptions, and scalability for global networks, aligned with 

HIPAA, GDPR, and WHO guidelines [100], [87], [93]. 

In the context of healthcare cold chain logistics, the architecture must ensure data integrity, 

compliance and verifiability across distributed stakeholders. Table 9 maps the key requirements 

of this domain to specific blockchain components, illustrating how IoT-enabled temperature 

monitoring, privacy-preserving data sharing and scalable transaction processing are 

accomplished through modular integration. Each mapping is supported by validation from existing 

implementations and literature, demonstrating the feasibility and impact of the proposed 

architecture in pharmaceutical supply chains. 

Table 9: Requirement mapping of cold chain traceability with modular blockchain architecture 

Requirement 
Blockchain 

component 
Mapping description 

Real-time 

environment 

monitoring 

IoT sensor 

integration + Layer-

2 platform 

Temperature/humidity sensors (e.g., for blood 

products) provide data to layer-2 rollups for high-

frequency updates, settled on the core blockchain 

[100], [98]. Smart contracts trigger alerts for 

deviations. 

Data 

immutability and 

traceability 

Blockchain core 

Permissioned ledger (e.g., Ethereum-based) records 

chain-of-custody with PoS consensus, ensuring 

tamper-proof logs from donation to transfusion [81]. 

Privacy 

preservation 

Zero-Knowledge 

Proofs (ZKPs) 

zk-STARKs verify compliance (e.g., temperature 

logs) without exposing sensitive health data [18], 

[89], [19]. 

Resilience to 

disruptions 

Layer-2 platform + 

Blockchain core 

Off-chain processing handles emergencies (e.g., 

supply shortages) with decentralised governance for 

quick consensus [100], [103]. 

Scalability and 

cost-efficiency 
All components 

Modular IoT/ZKP reuse reduces redevelopment; 

layer-2 enables low-cost, high-throughput tracking 

[103]. 
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2.5.3 Use Case 3: Spirits Industry Innovation 

Spirits requirements target provenance authentication, anti-counterfeiting, DTC enablement, 
privacy in commercial data and scalability for market expansion, compliant with EU taxation and 

geographical indications [114], [118], [121]. 

The spirits industry presents unique challenges related to product authentication, provenance and 

anti-counterfeiting. Table 10 details how the modular blockchain architecture addresses these 

challenges by aligning specific requirements, such as verifiable origin tracking and tamper-evident 

packaging, with technical components like IoT sensor integration, off-chain inventory management 

and cryptographic proofs. The table also highlights the expected benefits and empirical findings, 

showcasing how the architecture supports innovation and consumer trust in regulated goods 

industries. 

Table 10: Requirement mapping of spirits Industry use case with modular blockchain 
architecture 

Requirement 
Blockchain 

component 
Mapping description 

Provenance 

authentication 

Blockchain core 

+ ZKPs 

Smart contracts on the core ledger tokenize whisky casks 

(e.g., NFTs), with ZKPs verifying origin/aging without full 

disclosure [114], [121]. 

Anti-

counterfeiting 

measures 

Zero-

Knowledge 

Proofs (ZKPs) + 

IoT integration 

zk-SNARKs authenticate digital certificates; IoT (e.g., 

RFID on bottles) tracks from distillation to retail [108], 

[114]. 

Direct-to-

Consumer 

(DTC) 

enablement 

Layer-2 

platform 

Rollups facilitate fast, low-fee token transactions for DTC 

sales, integrating with e-commerce [121], [123]. 

Privacy in 

commercial 

data 

ZKPs + 

Blockchain core 

Selective disclosure protects recipes/trade secrets via 

ZKPs, with permissioned access [18], [114]. 

Scalability for 

market 

expansion 

All components 
Modular design supports token economies; reusable IoT 

from healthcare for aging monitoring [114], [121]. 
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2.5.4 Cross-Sectoral Insights 

Cross-sectoral requirements as described in Table 11 synthetise overlaps like shared traceability 
needs, regulatory harmonisation (e.g., GDPR/EBSI) and innovation synergies, focusing on 

modularity for multi-domain reuse [20], [4]. 

Table 11: Requirement mapping of cross sectoral use cases with modular blockchain 
architecture 

Requirement 
Blockchain 

component 
Mapping description 

Shared 

traceability 

across sectors 

IoT integration + 

Blockchain core 

Reusable IoT modules track assets (e.g., cargo, blood, 

whisky) with core ledger for unified immutability [24], [8]. 

Regulatory 

harmonisation 

Zero-

Knowledge 

Proofs (ZKPs) 

ZKPs ensure privacy/compliance (GDPR, HIPAA, EU GI) 

via modular proofs reusable in all sectors [18], [19]. 

Innovation 

synergies 

(e.g., 

tokenization + 

monitoring) 

Layer-2 platform 

+ all 

components 

Rollups scale shared features like tokenization 

(spirits/maritime) and monitoring (healthcare); governance 

models adapt per sector [9]. 

Modularity for 

multi-domain 

reuse 

All components 

Flexible architecture allows component reconfiguration 

(e.g., ZKP from maritime to healthcare) without full 

redesign [4]. 

Interoperability 

and scalability 

Layer-2 platform 

+ Blockchain 

core 

APIs integrate with diverse systems; Layer-2 handles 

cross-sector volumes [9], [8]. 

This mapping illustrates the architecture's versatility, with DSRM ensuring iterative refinement. 

Reusability across use cases addresses RQ3–RQ4, while prototypes confirm practical viability [4], 

[6], [7], [16]. Further details are in Chapters 3–5. 

2.6. Operationalisation of DSRM through Complementary Methods 

DSRM is complemented by additional methods to ensure a comprehensive investigation [11]: 
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● Systematic literature review with PRISMA: The Preferred Reporting Items for Systematic 

Reviews and Meta-Analyses (PRISMA) methodology, detailed in Chapter 2, supports 

DSRM’s problem identification phase by synthesising existing research on blockchain, 

ZKPs, layer-2 solutions and IoT applications [32]. PRISMA is also applied to specific 

studies in Chapters 4–7 (e.g., Study 1 in Chapter 4) to ensure rigorous literature reviews 

for sector-specific challenges [7], [27]. 

● Case study analysis: Each use case is treated as a case study, and each contains 

qualitative insights drawn from stakeholder interviews, industry reports and regulatory 

analyses [31]. DSRM’s evaluation phase incorporates these insights to assess artifact 

usability and stakeholder acceptance, as seen in whisky supply chain pilots [30]. 

● Prototype development and simulation: Prototypes of the blockchain architecture are 

developed and tested using tools like Hyperledger Fabric, Ethereum and IoT simulators 

[8], [24]. DSRM’s demonstration and evaluation phases quantify performance metrics, 

such as transaction throughput and latency, across simulated scenarios, as applied in 

healthcare cold chain simulations [25]. 

● Comparative analysis: Cross-sectoral insights are derived by comparing findings from the 

three use cases, identifying common patterns and sector-specific nuances [4]. DSRM’s 

communication phase ensures both academic and industry audiences are informed [7], 

[27]. 

2.7. Considerations 

To strengthen the methodology, the following elements are added within the DSRM framework 

[11]: 

• Simulation framework: Agent-based modelling simulates stakeholder interactions to 

evaluate governance dynamics, aligning with DSRM’s evaluation phase [7], [23]. 

• Performance benchmarks: Standardised metrics for layer-2 and IoT performance (e.g., 

transactions per second, sensor accuracy) are established to enable cross-sectoral 

comparisons, supporting DSRM’s evaluation phase [4], [24]. 

• Ethical considerations: Ethical implications, such as data ownership in healthcare or 

environmental impacts in maritime logistics, are addressed during the problem 

identification and evaluation phases, ensuring compliance with regulations like GDPR [19], 

[25]. 
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• Stakeholder engagement: Workshops and surveys with stakeholders (e.g., port authorities, 

healthcare providers, whisky producers) inform artifact design and evaluation, ensuring 

practical relevance [30], [31]. 

2.8. Summary 

The methodology leverages the Design Science Research Methodology design, develop and 

evaluate blockchain-based solutions for service-sector supply chains, complemented by PRISMA-

guided literature reviews [32], [11]. The DSRM framework ensures a systematic approach to 

addressing the Research Questions, with artifacts tailored to the maritime, healthcare, spirits and 

cross-sectoral use cases [7], [23], [30]. By integrating Zero-Knowledge Proofs, layer-2 platforms, 

and IoT sensors the methodology delivers innovative, scalable and compliant solutions [4], [18], 

[24]. The iterative nature of DSRM, combined with stakeholder engagement and rigorous 

evaluation, ensures both academic rigour and practical impact, as detailed in Chapters 4 to 6. 

Chapters 3 to 5 operationalise the DSRM across each domain-specific study, detailing the 

implementation of Proof-of-Concept prototypes and the consequential results [11]. Each case 

study applies the DSRM framework to address specific Research Questions through iterative 

design, demonstration and evaluation, focusing on blockchain’s role in enhancing supply chain 

transparency, security, scalability and regulatory compliance across diverse sectors [114], [94], 

[30]. 

Case study research, defined by Yin (2018), is an empirical method that investigates 

contemporary phenomena within their real-life context, particularly when the boundaries between 

the phenomenon and context are not clear. In this research, case studies are employed to explore 

blockchain applications in maritime logistics, healthcare cold chains, spirits industry innovation 

and cross-sectoral contexts, drawing on qualitative data from stakeholder interviews, industry 

reports and regulatory analyses [7], [23], [30]. Yin emphasises that case studies are particularly 

valuable for answering “how” and “why” questions, making them suitable for examining how 

blockchain technologies address trust, traceability and efficiency challenges in supply chains [32]. 

Each study follows a structured approach, including case selection based on theoretical 

relevance, data collection through multiple sources (e.g., interviews, technical evaluations) and 

analysis using DSRM’s evaluation phase to ensure rigor [57].  
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Chapter 3 – Blockchain for Maritime Supply Chain Security and Efficiency 

This chapter presents two self-contained research articles that have been submitted and approved 

to the Journal of Maritime Policy and Management (Published with DOI 

10.1080/03088839.2025.2580502) and IEEE Access (Published with DOI 

10.1109/ACCESS.2025.3636470). The papers are reproduced in its original form to preserve its 

methodological rigor and scholarly coherence. It addresses one of the core thematic pillars of this 

dissertation, privacy-preserving mechanisms using Zero-Knowledge Proofs, within the maritime 

logistics context. 

The studies contribute to the resolution of Research Questions 1, 2, and 3, by: 

• Identifying trust and traceability challenges in maritime logistics (RQ1) 

• Implementing blockchain-integrated ZKP protocols to enhance privacy and compliance 

(RQ2) 

• Demonstrating the scalability and interoperability of Layer-2 mechanisms in port operations 

(RQ3) 

As each of the following chapters focuses on a distinct technological domain, this structure 

ensures thematic clarity while reflecting the design-oriented research process adopted in this 

research, guided by the Design Science Research Methodology [57]. 

3.1 Overview of the Maritime Logistics Context 

Global maritime supply chains are indispensable to international trade, handling nearly 90% of 

goods transported worldwide [65]. Despite their importance, these systems face persistent 

inefficiencies, fragmented information flows, and heightened concerns about data integrity, 

privacy, and regulatory compliance [30], [33]. The maritime sector’s operational complexity, 

stemming from multiple actors, jurisdictions, and paper-based documentation, further aggravates 

these vulnerabilities [22]. For instance, manual processes in document handling, such as bills of 

lading, often lead to delays and errors, undermining efficiency and trust among stakeholders [47]. 

In response, blockchain technology has emerged as a promising tool for enhancing transparency, 

security, and trust in logistics networks [43], [69]. Blockchain’s decentralised ledger ensures 

tamper-proof records, which is critical for verifying cargo authenticity and streamlining customs 

processes [47]. Yet, blockchain alone faces significant limitations, especially concerning privacy 



 

   
 

42 

and scalability [44], [75]. Public blockchains expose transaction data, posing risks in contexts 

where confidentiality is paramount, such as proprietary cargo details [41]. Scalability issues, 

including high transaction costs and latency, further hinder adoption in high-volume maritime 

operations [38]. This chapter explores how the integration of Zero-Knowledge Proofs, an 

advanced cryptographic technique, offers a solution by enabling privacy-preserving verification 

without compromising data security [44], [68]. The following sections present two peer-reviewed 

contributions that advance this research agenda, culminating in a synthesis of findings and a 

discussion of broader governance and implementation challenges [125], [126]. 

3.2. Study 1: Enhancing Maritime Supply Chain Security and Efficiency 

The first contribution, titled “Enhancing Maritime Supply Chain Security and Efficiency: A Review 

of Zero-Knowledge Proofs in Blockchain Applications” (Curado Silveirinha et al., approved, 

Maritime Policy & Management), establishes the theoretical foundation for this investigation [43]. 

This study employs a systematic literature review methodology guided by the PRISMA framework 

to examine the intersection of blockchain and ZKP technologies within the maritime logistics 

domain [32], [56]. PRISMA ensures a rigorous synthesis of existing research, aligning with the 

DSRM’s problem identification phase to pinpoint gaps in the literature [57], [64]. 

The review identifies gaps in the current research landscape, particularly regarding privacy-

preserving data exchange, secure identity management, and document authentication [41], [47]. 

It argues that integrating ZKPs into blockchain infrastructures addresses these concerns by 

enabling verification of information without exposing sensitive data, a critical feature in port 

logistics where confidentiality is paramount [44]. For example, zk-SNARKs allow port authorities 

to verify cargo documentation without revealing proprietary details, enhancing trust while 

complying with regulations like GDPR [83]. The paper also highlights challenges related to 

scalability, legal uncertainty, and technological maturity, setting the stage for a more applied and 

solutions-oriented investigation [38], [75]. These challenges include the computational complexity 

of ZKPs and the need for interoperable standards across jurisdictions, which are critical for 

widespread adoption in maritime logistics [67], [68]. 

3.2.1. Introduction 

Maritime supply chain plays a pivotal role in global trade and facilitates the transportation of 

approximately 90% of the world’s goods [31], undeniably being a key driver of prosperity in the 

context of global economic development. However, this critical sector faces persistent challenges, 



 

   
 

43 

including inefficiencies in logistics, fraud and privacy concerns regarding sensitive data trade. 

These challenges are ambitious to solve due to old silo approaches with separate operations, 

making it difficult for stakeholders to work together as networks [24].  

Maritime supply chain logistics are distinct, with ports as central nodes and involving shippers, 

carriers, transport providers, and related services. Numerous stakeholders, including shipping 

lines, port operators, insurers, and payment systems, are interconnected through complex 

processes. The increasing complexity and global dependence on maritime logistics have 

intensified interactions and dependencies. Addressing these challenges is crucial to improving 

efficiency, security, and trust. Policymakers, industry players, and researchers are working to 

enhance maritime supply chains by optimising container flow, promoting paperless digitalisation, 

and ensuring continuous monitoring at national borders [33]. 

Supply Chain Management (SCM) involves coordinating goods, information, and services across 

networks, requiring transparency, cooperation, and resilience [27]. Nonetheless, physical 

bottlenecks like port congestion still disrupt schedules and elevate costs, affecting both 

shipowners and cargo stakeholders [3]. In this context, a maritime supply chain refers to the set 

of interlinked logistics processes that are specific to ocean-based transportation, including port 

operations and shipping lines, whereas a regular supply chain typically involves inland logistics 

through road, rail, or air, each with distinct regulatory and infrastructural challenges [27] . 

Blockchain has emerged as a key SCM innovation [9]. In 2016, Maersk projected it could reduce 

maritime transport costs by 20% and save $27 billion annually between East Africa and Europe. 

It has already decreased packaging transit time by 40% in U.S. production lines [7]. Its 

decentralised, immutable ledger improves transparency, traceability, and accountability [30]. 

However, adoption in maritime logistics is hindered by governance issues, intra-organisational 

barriers, and a shortage of specialists. Moreover, blockchain transparency may compromise 

confidentiality, revealing sensitive data such as financial transactions and trade terms [4]. 

Scalability, decentralisation, and security remain technical challenges due to transaction validation 

costs [17]. 

Zero-Knowledge Proofs (ZKPs) offer a cryptographic solution by validating information without 

exposing its content [26]. ZKPs meet maritime security requirements by safeguarding privacy and 

verifying data provenance. They allow verification of trade compliance and document authenticity 

without disclosing confidential data [44], vital for handling container bills of lading and third-party 

https://www.zotero.org/google-docs/?JD2u1f
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information. Combined with blockchain, ZKPs balance transparency and confidentiality [40], 

enabling more adaptive, secure governance systems for maritime logistics and beyond. 

This paper reviews state-of-the-art ZKP applications in maritime SCM, examining how they 

address privacy, fraud, and efficiency challenges, alongside technical and implementation 

barriers. It also identifies emerging trends and research gaps to guide future innovation. Findings 

underscore ZKPs' potential to improve security, efficiency, and transparency, supporting broader 

adoption in the maritime industry. 

The remainder of the paper is organised as follows. Section 2 introduces the fundamental 

concepts of blockchain technology, with a focus on the technical components most relevant to 

maritime supply chains. Section 3 explores how blockchain is currently being applied in port 

operations and maritime logistics, supported by illustrative case studies. Section 4 discusses the 

main challenges to adoption, including technical limitations, organisational resistance, and 

regulatory constraints. Section 5 considers the broader implications for improving efficiency and 

sustainability in maritime supply chains. Finally, Section 6 summarises the key findings and 

outlines potential directions for future research. 

Theoretical Background  

This section aims at disclosing the fundamental knowledge necessary to understand ZKP 

integration and blockchain in the maritime supply chain. This section addresses (1), the broader 

context and challenges outlined in maritime supply chain management and (2), the explanation of 

key technological concepts, such as blockchain and ZKP, which underpin this research. To 

understand the implications of integrating Zero-Knowledge Proofs (ZKPs) with blockchain in 

maritime supply chains, it is essential to establish a theoretical foundation that reflects both the 

generic architecture of these technologies and their cross-sectoral applications. Blockchain, 

originally conceptualised for digital currencies, has evolved into a foundational technology with 

wide applicability across domains such as finance, healthcare, manufacturing, and public 

governance. Each of these sectors presents distinctive challenges, ranging from data 

confidentiality and regulatory compliance to scalability and interoperability, that blockchain seeks 

to address through decentralisation, transparency, and automation. 

 

Blockchain Technology and Consensus Mechanisms 

Blockchain technology enables secure storage, utilisation, and sharing of information through a 

decentralised, peer-to-peer distributed ledger [45]. Each node maintains an identical copy of the 
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database, enhancing resilience by eliminating single points of failure. Transactions are grouped 

in time-stamped blocks, secured by cryptographic hash functions and public-key encryption. 

Introduced with Bitcoin [30], blockchain's tamperproof ledger now supports applications in voting, 

healthcare, banking, real estate, and supply chain management (SCM). In maritime logistics, it 

improves transparency, secures vessel location data, and facilitates equitable pricing strategies 

among container lines [12]. It also enables secure sharing of production, maintenance, crew, and 

vessel status data, thus reducing operational delays and inefficiencies [39]. 

At the heart of blockchain’s operation is the consensus mechanism, which governs how 

agreement is reached on the validity and sequencing of transactions across distributed 

participants. The choice of consensus protocol influences a blockchain system’s performance, 

security, energy consumption, and governance structure, making it a critical design consideration, 

especially for maritime supply chains involving multiple stakeholders with varying trust levels. 

Proof of Work (PoW), pioneered by Bitcoin, requires nodes (miners) to solve computational 

puzzles to append new blocks [13]. Its main advantage lies in strong tamper-resistance and Sybil 

attack mitigation, but these benefits come at the cost of extremely high energy use and limited 

throughput, making it unsuitable for most enterprise or regulatory environments [14]. While secure 

and fully decentralized, PoW systems lack the efficiency needed for time-sensitive maritime 

operations such as real-time cargo monitoring or customs documentation exchange. 

Proof of Stake (PoS) introduces efficiency by assigning validation rights based on the quantity of 

cryptocurrency staked. This reduces energy costs and increases transaction throughput while 

supporting hybrid public-private governance models [14]. PoS systems, such as Ethereum 2.0, 

are increasingly favoured in enterprise settings, including trade finance and shipping logistics, 

where sustainability and scalability are essential. However, PoS may exacerbate centralisation by 

disproportionately empowering wealthier validators. 

Practical Byzantine Fault Tolerance (PBFT), by contrast, is tailored for permissioned networks 

where nodes are authenticated and known. PBFT offers fast finality and low energy use, but with 

limited scalability due to communication overhead that grows quadratically with node count. For 

port community systems, shipping alliances, or customs consortia, PBFT-based platforms like 

Hyperledger Fabric [12] offer practical advantages in consensus speed, legal accountability, and 

modular architecture. 
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In maritime settings, smart contracts, first introduced via Ethereum, further extend blockchain’s 

functionality by automating rule-based transactions once pre-defined conditions are met. This 

reduces processing time for critical documents such as bills of lading [43], cuts administrative 

costs, and mitigates disputes and fraud [15]. Frameworks like Ripple’s Codius enhance smart 

contract interoperability across platforms, while Layer-2 decentralized applications (DApps) 

improve transactional throughput and user experience [36]. 

From a technical standpoint, blockchain leverages Merkle trees for lightweight integrity 

verification, and cryptographic headers (including timestamps, nonces, and previous block 

hashes) to ensure tamper-evident continuity across blocks [30]. Public Key Infrastructure (PKI) 

and cryptographic hashing secure identities and data flows, while encryption protects against 

unauthorized access. 

Yet blockchain alone cannot preserve transactional privacy, an issue particularly acute in 

commercial maritime settings where confidential data such as pricing, contracts, and shipping 

schedules must remain protected. This gap is addressed by Zero-Knowledge Proofs (ZKPs), 

which allow parties to verify information without revealing the underlying data [28]. As discussed 

in Section 2.4, ZKPs can be layered over blockchain to ensure compliance, interoperability, and 

auditability without compromising sensitive commercial information. 

Despite blockchain’s promise, scalability remains a fundamental constraint, particularly in high-

volume, time-sensitive supply chains such as maritime logistics. Traditional blockchain 

architectures suffer from latency and throughput bottlenecks as the number of transactions and 

participants increases. Two key architectural strategies to address this challenge are Layer-2 

solutions and sharding. 

Layer-2 solutions operate off-chain, processing transactions outside the base blockchain while 

periodically settling state changes on-chain. Techniques such as state channels, payment 

channels, and zk-rollups dramatically increase throughput and reduce transaction costs without 

sacrificing security. For instance, zk-rollups bundle hundreds of transactions and submit a succinct 

zero-knowledge proof to the main chain, verifying correctness without revealing transaction 

content. This is particularly relevant for maritime settings involving port call optimisations, 

container tracking, or customs clearance, where real-time responsiveness is essential. However, 

while Layer-2 architectures improve performance, they introduce new coordination and usability 

challenges, such as off-chain data availability and exit fraud risks, which must be carefully 

mitigated in operational environments. 
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Sharding addresses scalability by dividing the blockchain state and transaction load across 

multiple shards that process in parallel. Each shard maintains its own ledger and smart contracts, 

while a beacon chain coordinates cross-shard communication. In multi-port or multi-agency 

logistics, sharding enables separate processes (e.g., customs, port authority, logistics firms) to 

operate concurrently without overloading a single chain. Yet, sharding introduces complexities in 

data consistency, cross-shard atomicity, and validator assignment, especially when regulatory 

compliance and chain-of-custody must be preserved. 

In tandem with scalability, secure interoperability across blockchain networks is critical in global 

trade environments where actors may use heterogeneous platforms. The Interledger Protocol 

(ILP) and Polkadot’s Cross-Chain Message Passing (XCMP) are two leading approaches to this 

challenge. ILP enables value transfers across distinct ledgers without requiring each party to adopt 

the same blockchain, akin to a routing layer for digital assets. In contrast, Polkadot’s XCMP allows 

secure message passing between parachains via shared security and consensus, enabling 

composability across decentralized applications. 

While these interoperability protocols are technically promising, their maturity and deployment at 

scale remain limited. For example, ILP's adoption is still emerging outside Ripple-affiliated 

systems, and XCMP’s performance and resilience have not yet been extensively validated in high-

stakes, cross-border logistics networks. Thus, while these technologies represent future pathways 

for modular, secure maritime integration, their current utility should be viewed with measured 

optimism and critical scrutiny, especially when considering regulatory constraints, liability regimes, 

and operational reliability in global shipping. 

Integration of Blockchain and ZKP in Maritime Supply Chains 

ZKP is a cryptographic technique which allows one party to prove the validity of a statement to 

another without revealing any additional details about the identity of the individual. ZKP plays a 

vital role in enhancing identity sharing in the blockchain by providing a secure and privacy-

preserving mechanism. There are two parties in ZKP, a prover, who demonstrates the truth to the 

other party, and a verifier, who verifies the truth without revealing additional information [44]. A 

valid ZKP protocol follows three phases in the form of interactive in nature: 

1. Witness phase: The prover computes a proof that contains its statement, and then the 

proof is transmitted to the verifier; 

2. Challenge phase: Several questions are asked by the verifier; 



 

   
 

48 

3. Response phase: The prover answers the questions, and then the verifier uses the given 

answer to accept or reject the generated proof. 

In the phases above, no private information is public. There are two main categories of ZKP: 

Interactive and non-interactive; 

 

a) Interactive ZKP (Inter-ZKP): 

 Interactive ZKPs are cryptographic protocols that involve the presence of both parties 

during the proof process, where a prover aims to convince a verifier, offering him the truth about 

a statement without revealing any sensitive information about it. Therefore, the interaction 

between both parties involves multiple rounds of communication, which can be more time-

consuming and require significant computational resources. 

 

b) Non-interactive ZKP: 

Non-interactive ZKPs are cryptographic protocols with techniques that enable a prover to 

demonstrate the truth of a statement to a verifier without any continuous interaction between 

parties. However, developing a reliable non-interactive proof may be more difficult, and in certain 

types of statements, it may just be impossible to prove in a non-interactive manner [18]. The widely 

used non-interactive ZKPs are: Zk-SNARK (Zero-Knowledge Succinct Non-Interactive Argument 

of Knowledge), Zk-STARK (Zero-Knowledge Scalable Transparent Argument of Knowledge) and 

Bulletproofs [44]. 

 

Figure 4 illustrates the non-interactive ZKP process in three stages: setup, key generation, and 

verification. In the setup phase, a security parameter (λ) is used to create a circuit (c) defining the 

proof rules. During key generation, this circuit generates a proving key (V_p) and a verification 

key (V_v). In the verification phase, the prover uses the proving key to construct a proof (π) for a 

statement (x) and witness (w), which is sent to the verifier with the statement. The verifier checks 

the proof using the verification key and either accepts or rejects it. The final proof is stored on a 

blockchain for transparency. This diagram demonstrates how non-interactive ZKPs enable proof 

without further interaction, aligning with protocols like Zk-SNARK, Zk-STARK, and Bulletproofs. 
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Figure 4: Schematic of non-interactive ZKP workflow 

Technical Challenges of ZKP vs. Conventional Blockchain 

Both conventional blockchains and those enhanced with Zero-Knowledge Proofs (ZKPs) offer 

transparency, immutability, and distributed trust; however, each faces distinct adoption hurdles in 

maritime supply chains. 

Conventional blockchains suffer from scalability and latency limits, with low transaction throughput 

and delayed finality in PoW systems hindering time-critical tasks like customs clearance or just-

in-time port scheduling. Energy-intensive consensus raises sustainability concerns, and inherent 

ledger transparency can expose sensitive trade patterns or shipment volumes. 

ZKP-enhanced systems mitigate privacy risks by validating transactions without revealing 

underlying data but add complexity. Proof generation and verification can be computationally 

costly, increasing latency in high-volume port operations. Some, like zk-SNARKs, require a trusted 

setup, creating dependencies on secure key management. Circuit design for tasks such as 

compliance checks without content disclosure demands specialised skills, and legacy port 

systems may lack APIs or cryptographic capabilities for proof verification. 
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In comparison, while conventional blockchains may offer higher throughput in certain setups, ZKP-

enabled systems deliver stronger privacy at the cost of performance overhead. The optimal choice 

depends on balancing privacy, speed, sustainability, and integration requirements within 

regulatory and operational constraints. 

3.2.2 Literature Review 
3.2.2.1. Cross Sectorial Applications of Blockchain and Zero Knowledge Proofs 

Blockchain technology and Zero-Knowledge Proofs (ZKPs) have gained widespread attention for 

their transformative potential across various industrial and institutional verticals. While initially 

popularised by cryptocurrencies, these technologies have rapidly evolved into tools for addressing 

domain-specific issues such as data privacy, operational transparency, trust management, and 

regulatory compliance. In the financial sector, blockchain enables decentralised finance (DeFi), 

allowing for real-time settlement, auditability, and programmable money through smart contracts. 

ZKPs are increasingly employed to preserve the confidentiality of financial transactions while 

maintaining compliance with anti-money laundering (AML) and know-your-customer (KYC) 

regulations. Projects such as Zcash and zkSync exemplify the use of non-interactive ZKPs to 

enable private yet verifiable exchanges on public blockchains. In healthcare, the need to share 

sensitive medical data across decentralised entities, such as hospitals, insurers, and regulatory 

bodies, makes privacy-preserving technologies critical. Blockchain has been explored for 

immutable health record storage and secure data sharing, while ZKPs ensure that patient data 

can be verified (e.g., vaccination status, medical certification) without revealing personal details, 

thereby aligning with data protection frameworks like the GDPR. 

Supply chain management is another domain where blockchain and ZKPs are synergistically 

applied. Blockchain ensures end-to-end traceability, provenance verification, and fraud mitigation 

in goods movement, from agriculture and pharmaceuticals to consumer electronics. ZKPs add a 

layer of confidentiality, enabling stakeholders to prove compliance with ethical sourcing, 

environmental standards, or contractual terms without disclosing sensitive business information. 

In the public sector, these technologies support secure identity management, verifiable voting 

systems, and transparent budgeting. For instance, Estonia's e-government initiatives have 

explored blockchain for registry management, while ZKPs are used to validate voter eligibility 

without compromising anonymity. 
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Across these verticals, a common challenge persists: the need to balance transparency with 

confidentiality, to scale securely without centralised control, and to interoperate across fragmented 

digital ecosystems. The maritime supply chain, as discussed in subsequent sections, shares many 

of these concerns, particularly in its reliance on cross-border, multi-stakeholder operations where 

trust and data security are paramount. Thus, insights from other sectors offer critical lessons and 

frameworks for the maritime context. 

3.2.2.2. Maritime Supply Chain Management: An Overview 

The maritime industry, one of the oldest in goods transportation, remains a vital link between sea 

and land in global trade. Its core objectives are enhancing efficiency, security, and cost-

effectiveness. Maritime supply chains manage the movement of goods via sea routes, a 

substantial share of global commerce. This involves coordinated planning and transport of 

maritime containers across a network of ports, regulators, policymakers, researchers, fuel 

suppliers, shipbuilders, owners, operators, shippers, agents, and authorities [46]. 

A key element of this system is its information infrastructure, which manages shipment tracking 

and planning. It also handles sensitive data, such as bill of lading details, sender/receiver 

identities, and competitive information like container volumes, which can pose security risks. In 

recent years, blockchain technology has enabled more secure transmission and protection against 

tampering and misuse of data, topics explored in subsequent sections. 

3.2.3. Methodology 
Systematic Literature Review 

The literature review, conducted in November 2024, focused on zero-knowledge proof and 

blockchain applications in the maritime supply chain. It targeted English-language journal articles 

from 2020-2024, sourced from Scopus and Web of Science (WOS). Duplicate articles were 

removed to ensure accuracy, using specific search strategies and inclusion criteria. 

 

Research Questions 

The purpose of this study is to review state-of-the-art ZKP applications in maritime SCM, 

examining how they address privacy, fraud, and efficiency challenges, alongside technical and 

implementation barriers and identify key factors affecting maritime supply chain and blockchain 

implementation in terms of technology usage to improve governance and maritime operations as 

well as its sustainability: 
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The research questions are the following: 

• How can ZKPs be an improvement in managing container bill of ladings information and 

its lifecycle? 

• What are the main benefits and challenges of implementing ZKPs within existing 

blockchain systems in the maritime supply chain? 

• What are the key adoption factors of ZKPs that enable better overall governance and 

operations in ports? 

 

Research Strategy 

The search terms were selected to find articles that addressed blockchain in the context of 

“Blockchain”. Ports, maritime and containers were the population of interest, which were based 

on the concepts including smart logistics, supply chain, trade operations, identity management, 

digital identity and secure transaction. “Blockchain” AND ("Ports" OR "Maritime" OR "Containers")) 

AND (("Smart Logistics" OR "Supply Chain" OR "Trade operations" OR "Identity management" 

OR "Digital identity" OR "Secure transaction") OR (“zero-knowledge proof” OR “ZKP” OR “zk-

SNARK” OR “zk-STARK” OR “bulletproof”) was the search query used to identify articles that were 

relevant to the research. The goal was to identify a wide range of current, relevant publications on 

the relationship between blockchain technology and ZKP, with an emphasis on maritime supply 

chain management. 

 
Study Selection and Evaluation 
The specified query was applied to the databases mentioned in earlier sections, and 133 articles 

were found altogether, as per figure 2, below. After removing 42 duplicates, 91 articles were 

screened. These were analysed by using the PRISMA (Preferred Reporting Items for Systematic 

Reviews and Meta-Analyses) method, a well-respected approach that guarantees the transparent 

and systematic evaluation of research papers, as stated in [32]. PRISMA helps researchers 

assess the quality and relevance efficiently while upholding rigorous standards. 

 

Figure 5 outlines the step-by-step selection process of relevant articles using the PRISMA 

methodology for the systematic review. The initial search yielded 133 articles from Web of Science 

and Scopus. After removing 42 duplicates, 91 articles remained for screening. Based on titles, 

abstracts, and results, 18 were excluded as irrelevant. The remaining 73 articles underwent full-

text extraction and detailed review. Four papers were inaccessible and excluded. The 69 

accessible full-text articles were then tabulated and categorised in MS Excel by scope and 



 

   
 

53 

relevance. During this stage, 29 were excluded, 15 for lacking relevant information and 14 for 

focusing on different populations. The final analysis included 40 articles. 

 

 
Figure 5: Systematic literature review PRISMA flow diagram 

 
Data Extraction and Synthesis 
During the systematic literature review conducted using the PRISMA method, a few tools were 

essential for managing and storing pertinent data for the articles, namely Zotero, Microsoft Excel, 

Scopus and WOS. This data encompassed various aspects, including article title, author, 

publication year, subject area, keywords and abstract. Additionally, to facilitate comprehensive 

data analysis, a qualitative assessment was performed using these criteria. 

3.2.4. Research Findings  
Research Findings  

This section provides an overview of information regarding the retrieved articles. The analysis was 

detailed both in terms of application of use cases in the maritime supply chain with blockchain 

alone and with blockchain with Zero Knowledge Proofs. Extended research also included 



 

   
 

54 

container bill of lading (B/L) management, digitising and securing documentation, improving 

transparency, and reducing fraud. Yet its potential extends far beyond documentation. 

Recent work highlights its role in maritime supply chain financing [25] propose a blockchain-based 

port logistics finance platform integrating stakeholders for trade finance, invoice factoring, and 

real-time settlement. [22] shows that in perishable goods logistics, blockchain can cut spoilage 

losses, enhance consumer surplus, and yield net welfare gains despite high initial costs. 

Complementing port-finance platforms, Blockchain-based Financing Scheme (BFS) targets 

logistics-company financing with automated lending/repayment logic and node-level privacy 

controls, showing transferable design patterns for maritime finance ecosystems [11]. Similarly, 

[48] create a game model to explain how market uncertainty and blockchain services affect the 

three models and identify an equilibrium approach. 

Contractual automation is another domain. [50] demonstrates automated calculation of demurrage 

fees, real-time notifications, and conditional payments, reducing disputes and boosting 

transparency among shippers, carriers, and terminal operators. Understanding the operational 

performance of vessels provides a quantitative foundation for identifying where blockchain and 

Zero-Knowledge Proof integration could add the most value. For example, differences in laden 

ratio and port turnaround across vessel types directly impact the timeliness and predictability of 

cargo flows [15]. 

Other trials span port operations, bunkering, and marine insurance. [29] reports efficiency gains 

in fuel quality assurance and fraud prevention in bunkering, while [5] shows faster claims handling 

and improved sustainability compliance in marine insurance. In perishable goods traceability, [4] 

finds blockchain secures cold chain integrity and offers end-to-end visibility from origin to port 

delivery. These studies position blockchain as a tool for financing, automation, operational 

optimisation, and sustainability, complementing its established documentation role. 

Descriptive Analysis of Publications 

Figure 3 depicts the distribution of published documents relevant to blockchain and ZKP 

applications in maritime SCM, as identified through the systematic literature review, across the 

years 2020 to 2024. 14% of the total relevant publications are from 2020, and the proportion 

decreased slightly to 12% in 2021, suggesting a minor reduction in research output focused on 

this area during that year. A noticeable increase occurred in 2022, with the proportion rising to 

20%, indicating a growing interest in the application of these technologies within the maritime 

sector. This upward trend continued more significantly in 2023, reaching 26%, and peaked at 28% 
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in 2024. This distribution highlights a progressive increase in research attention over the five-year 

period, reflecting the rising recognition of blockchain and ZKP as critical technologies for 

addressing privacy, security and efficiency challenges in maritime SCM, as explored in this review. 

 

Figure 6 illustrates the distribution of keywords across the search results obtained during the 

systematic literature review on blockchain and ZKP applications in maritime SCM. As per figure 

7, the largest segment, representing 44%, corresponds to keywords related to "Blockchain in 

Supply Chain," indicating a predominant focus on the broader application of blockchain technology 

within supply chain contexts. 

 
Figure 6: Distribution of published documents by year (2020–2024) 

 
The second-largest category, at 24%, is "Blockchain in Maritime," reflecting significant research 

interest specifically in maritime applications of blockchain. "Blockchain in Ports" accounts for 13% 

of the keywords, highlighting the relevance of port-specific implementations. The "Application of 

ZKP" category constitutes 10%, underscoring a growing but still emerging focus on ZKP within 

this domain. "Review" articles make up 5% of the keyword distribution, suggesting a smaller yet 

notable portion of the literature dedicated to synthesising existing research. Lastly, "Smart 

Contract Applications" represent 4% of the keywords, indicating a relatively limited but present 

exploration of smart contracts in this field. This distribution reveals the emphasis on blockchain's 

role in supply chain and maritime contexts, with a developing interest in ZKP and smart contract 

applications as complementary technologies. 
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Figure 7: Distribution of keywords in search results 

3.2.5 Blockchain Applications in Maritime Supply Chain Management with ZKP’s 
The analysed papers are aligned with the standard application of blockchain in maritime ports and 

the addon of ZKP. Table 12 shows the comparative analysis of two options. In the first one, 

blockchain technology is being used alone, whereas in the second one, it is being integrated with 

ZKP, based on the different aspects of privacy and security concerns. 
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Table 12: Comparison of the use of Blockchain alone and with integration of ZKP 

Aspect Using blockchain alone Integrating blockchain with 
ZKP 

Data 
privacy 

Data is transparent to authorised participants, 
but sensitive data may be visible [12]. 

ZKP ensures sensitive data 
remains private while still 
providing a way to verify proof 
without revealing data [21]. 

Data 
security 

Provides tamper-proof records using 
cryptographic hashes but cannot hide specific 
identities or specifics [37]. 

Enhances security by adding 
cryptographic privacy while 
preserving data integrity and 
verification [37]. 

Operational 
efficiency  

It manages to record and track the product 
movement and use the information to ensure 
operational efficiencies across the whole 
supply chain network [34]. 

ZKP optimises transaction 
verification without revealing 
sensitive information and 
improves processing time [1]. 

Traceability Each block is permanently connected to the 
past block and enables end-to-end traceability 
of products from source to destination, 
ensuring transparency and accountability 
across the entire supply chain [2]. 

ZKP enables traceability without 
revealing ownership or sensitive 
information about products or 
entities [21]. 

Data 
sharing  

It enables transparent, secure and efficient 
data sharing by providing a decentralised 
platform for real-time [42]. 

Protect privacy during the 
authentication procedure of data 
sharing systems without 
revealing any confidential 
information [10]. 

Scalability High data traffic, high latency and large 
datasets can strain on blockchain systems 
[38]. 

ZKP enhances blockchain 
scalability by bundling multiple 
transactions into a single, 
lightweight transaction using 
ZKP, reducing data load on the 
main chain while maintaining 
security [38]. 

 

As shown in Table 12, integrating ZKP into blockchain-enabled systems enhances security and 

performance beyond what blockchain alone offers. The proposed system must be robust and 

address limitations in blockchain-based MSCM, particularly in protecting confidential data and 

reducing on-chain operations to optimise resources and improve scalability [41], [44]. However, 

processing large volumes of data in real-time introduces the 'bloat' problem, an issue closely linked 

to scalability challenges. 
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Based on recent publications which contributed to the domain of blockchain technology 

implemented along with ZKP, the key results have been extracted in Table 13. 

 

Table 13: Comparison of recent innovations in maritime industries using blockchain and ZKP 

Autor’s Context Proposed solution 

 
 
 
 
 
 
 
 

(Abid et 
al., 
2024) 

Privacy in inter 
organisational 
processes 

Proposed Self-Sovereign Identity (SSI) systems to 
enhance privacy by avoiding sensitive data storage on-
chain while enabling secure exchanges. 

Secure computations Enables privacy-preserving operations, such as machine 
learning on encrypted data using FHE. 

Traceability without 
privacy compromised 

Focusing on the balance between traceability and privacy 
using ZKP and fully homomorphic encryption. 

Verifiable off-chain 
computations 

ZKP implementation for off-chain verifications, reducing 
on-chain computational load and preserving privacy. 

Compliance with 
privacy regulations 

Ensure data protection and traceability align with GDPR 
and similar privacy laws. 

Operational costs Proposed a private permissioned blockchain and ZKP, 
which reduced gas costs and maintained traceability and 
security. 

(Gai et al., 
2023) 

Privacy-preserving 
data sharing 

Demonstrated the usability of privacy perseverance in 
positioning data using blockchain for immutability of 
shared information. 

Secured transaction 
data 

Proposed Zk-SNARKS for privacy preservation of shared 
data and identity, which ensured fairness in data sharing 
and financial fairness. 

System efficiency Demonstrated low computational costs using Zk-
SNARKS, proving feasibility for real-world deployment. 

Security and fairness in 
transactions 

Demonstrated how it protects against double-spending 
and fair payment mechanisms for data providers and 
requesters. 

 

 

 

 

 

 



 

   
 

59 

Table 13: Comparison of recent innovations in maritime industries using blockchain and ZKP 

Autor’s Context Proposed solution 

 (Sezer 
et al., 
2022) 

Optimal resource 
usage 

Proposed off-chain digital signing to reduce 
computational costs and time. 

 
Minimises cost of 

transactions 
Implementation of off-chain signing reduced gas fees by 

minimising the number of on-chain transactions. 
 

Scalability Presented the use of event-based smart contracts and 
minimised the number of on-chain transactions, 

supporting scalability features. 
 

Enhanced traceability Focused on the secured traceability, achieved through 
exposing only required parameters. 

 
Anonymity and 
transparency 

The use of cryptographic digital signatures and 
verification of transactions with the cryptographic 

hashes promotes transparency of transactions while 
ensuring data security. 

(Ben 
Farah et 

al., 
2024) 

Privacy preservation Suggested ZKP use along with blockchain-based 
technologies can help privacy-preserving and data 

protection in public blockchains. 

 
51% attack or 

Goldfinger 
Implementation of Proof-of-Stake (PoS) consensus 

mechanisms can reduce risk. 
 

Data injection attacks Implementation of data validation checks and 
verification of accuracy and authenticity of data in off-

chain can reduce resource usage with protection 
against false data injection. 

 

Blockchain remains an emerging technology with scalability limitations for handling high volumes 

of transactions and data. Maritime networks demand even greater data capacity, involving detailed 

operational and logistics information for efficient system management [35]. To address scalability, 

the current reliance on executing all transactions on-chain can be mitigated through ZKP 

implementation. ZKPs enable off-chain data verification without revealing content, only a proof of 

accuracy and integrity is shared on-chain, reducing computational load and enhancing scalability. 

 3.2.6. Discussion 

Blockchain technology has transformed information exchange by reducing reliance on central 

authorities through its decentralised, immutable, and distributed ledger system. Its potential to 
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improve transparency, traceability, and trust positions it as a promising solution for addressing 

inefficiencies in Maritime Supply Chain Management (MSCM) [25]. However, implementation 

challenges persist, including adoption barriers, governance issues, data privacy concerns, 

scalability limits, and high computational and financial costs, as showed in Table 14 [19]. 

By making transactions transparent, secure, and efficient, blockchain can revolutionise MSCM 

[25]. It simplifies longstanding challenges such as paperwork, lack of visibility, and port delays. 

Digitising key documents like bills of lading ensures tamper resistance and enables immediate 

sharing with port authorities, streamlining processes and reducing errors [46]. Blockchain also 

fosters trust among stakeholders by verifying data authenticity, supports real-time shipment 

tracking, and automates payments through smart contracts, cutting costs and delays [25]. 

Nonetheless, transparency presents a major constraint. Since all network nodes can access 

stored data, privacy of trade secrets and sensitive business information may be compromised. 

This poses a challenge for stakeholders who need to protect proprietary data while contributing to 

a shared ledger [12]. Zero-Knowledge Proofs (ZKPs) offer a solution by allowing compliance 

verification without revealing underlying data. This aligns with ESG-driven investor expectations, 

where auditability is critical, but full data disclosure is commercially sensitive [40]. ZKPs enable 

validation of shipment authenticity and customs compliance without exposing pricing, routes, or 

container details, as per Table 14. 
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Table 14: Blockchain implemented ports and their contributions 

Port 
Year of 

implementation 
and 

Technology 

Role and aims References 

Port of 
Antwerp 

2018 
(Hyperledger 

Fabric) 

Optimise efficiency in container handling 
logistic chain by eliminating physical 
paperwork and tracking hazardous goods 

[30] 

Port of 
Rotterdam 

2018 
(Hyperledger 

Fabric) 

 
Use blockchain for logistics and cargo 
tracking, integrating a paperless network of 
physical, administrative and financial 
streams within international shipping and 
distribution  

[30]  

Port of 
Abu Dhabi 2018 

Providing seamless and secure link 
between stakeholders across the trade 
community with encrypted documentation 
in shipping and trade industries 

      [5]; [43] 
   

Port of 
Singapore 

2018 
(Ethereum) 

Establish custom clearances and cargo 
certificates [30]; [43]  

Port of 
Valencia 

2018 
(Hyperledger 

Fabric) 

Improving supply chain traceability and 
enhancing data sharing among 
stakeholders 

[30] 

 

Blockchain implementation also faces challenges such as legacy system integration, high 

implementation costs, scalability issues and proper availability of skilled professionals [44]. As 

stated in research works, implementation of ZKP enables the minimisation of use of computing 

resources, as they inherit the characteristics of verification and privacy perseverance, hence, the 

system may operate with low processing costs and better efficiency [8]. 

 
By implementing blockchain, the collaboration of port terminals and shipping liners can lower costs 

and improve operational efficiency and economic sustainability. Ports around the world are 

increasingly adopting blockchain technology. Blockchain-based technologies at ports can enable 

bureaucracy reduction during operations, especially in developing countries, allowing better 

visibility of overall port traffic. It optimises operations and sailing times, reducing fuel use and 

emissions, therefore benefiting the environment [8]. The port of Rotterdam presented a new pilot 

project based on blockchain to handle containers more safely and efficiently by eliminating the 

use of a pin code, automating the process. 
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Addressing Blockchain Limitations with ZKP Integration 

 

This research explored the integration of Zero-Knowledge Proofs (ZKPs) into blockchain networks 

to address gaps in maritime supply chains. ZKPs allow verification of blockchain transactions, 

such as bills of lading, while preserving data privacy and ensuring transparency. Off-chain ZKP 

computations like zk-SNARKs and Layer-2 solutions (e.g., zk-rollups) reduce main chain load, 

cutting latency and costs. Bundling multiple verifications into a single proof can lower on-chain 

data by up to 90% [38]. This approach not only safeguards data integrity and confidentiality but 

also improves efficiency by reducing transaction and verification volume. Blockchain alone is 

insufficient for secure, end-to-end container tracking. ZKPs enhance governance and visibility 

without compromising sensitive user data. 

Critical Reflections on the Literature 

While the literature on blockchain and Zero-Knowledge Proof (ZKP) applications in supply chains, 

particularly in the maritime context, has grown considerably in recent years, several important 

limitations and inconsistencies warrant critical reflection. Many of the reviewed studies emphasise 

the potential of these technologies to enhance data security, reduce fraud, and streamline 

operations. However, the credibility and generalisability of these claims often remain uncertain 

due to methodological shortcomings, limited empirical testing, and unexamined implementation 

barriers [5], [43]. 

A recurring trend in the literature is the reliance on conceptual or simulation-based models rather 

than real-world deployments. For instance, numerous papers propose smart contract frameworks 

or privacy-preserving protocols using ZKPs without discussing the operational complexity, 

integration costs, or institutional inertia that often hinder adoption in port and shipping systems [4]. 

Moreover, few studies engage with stakeholder perspectives, legal constraints, or performance 

data from pilot projects, leaving a gap between technological optimism and operational reality [5]. 

Another issue concerns the overstatement of security guarantees. While blockchain and ZKPs are 

frequently framed as inherently secure, there is limited discussion of attack surfaces such as 

endpoint vulnerabilities, key management, or denial-of-service risks [44]. Similarly, claims about 

interoperability solutions, such as those involving ILP or XCMP, often neglect to address the 

immature tooling, governance ambiguity, and lack of standardised auditability that complicate 

multi-chain integrations in fragmented regulatory environments [16], [20]. 

https://www.zotero.org/google-docs/?x1SaWO
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Furthermore, the scalability problem remains understated in several studies. Although Layer-2 

solutions and sharding are cited as remedies, few sources examine the trade-offs involved, such 

as increased complexity, new trust assumptions, and off-chain data availability challenges [9], 

[17]. These limitations are particularly salient in global maritime supply chains where legal liability, 

compliance, and multi-jurisdictional coordination introduce unique barriers to decentralised 

innovation. 

Finally, the review revealed a need for greater critical engagement with empirical lessons from 

adjacent sectors such as finance, healthcare, and manufacturing. Although these fields offer 

valuable precedents, their infrastructural, legal, and economic contexts differ from maritime 

logistics. As such, caution is required when extrapolating results from these domains without 

nuanced contextual analysis [6]. 

While the literature offers promising blueprints for blockchain-ZKP integration in maritime logistics, 

much of it remains conceptual, fragmented, and insufficiently validated. Future research must 

prioritise empirical rigor, cross-sectoral comparison, and critical realism in evaluating not only what 

these technologies can do in theory, but also what they have demonstrably achieved in practice. 

Technical Challenges and Reported Benefits 

While much of the literature remains conceptual, a subset of studies and pilot implementations 

report practical insights into the deployment of blockchain and Zero-Knowledge Proofs (ZKPs) in 

supply chains and adjacent sectors. This section synthesises these insights, highlighting both the 

benefits realised in practice and the technical challenges encountered during implementation. 

Across multiple case studies and technical evaluations, several recurring benefits of blockchain-

ZKP integration have emerged. The most consistently cited advantage is enhanced data integrity 

and traceability, especially in multi-tier supply chains where product origin and movement 

verification are critical. Blockchain-based tracking systems have been shown to reduce verification 

times for cargo provenance and customs documentation, while also enhancing accountability in 

container handovers [15], [43]. In pilot projects, smart contracts have streamlined document 

processing, reducing clearance times and human error in bill-of-lading workflows. 

ZKPs specifically contribute by enabling confidential verification, allowing stakeholders to prove 

compliance with contractual or regulatory terms without revealing proprietary or sensitive 

information. This has been tested in scenarios involving know-your-customer (KYC) validation, 
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origin certifications, and audit automation, with reported success in balancing transparency with 

privacy, a major concern in competitive logistics environments [26], [44]. 

Technical and Operational Challenges. Despite these benefits, implementation efforts often 

encounter significant obstacles. A major concern is scalability, especially when applying ZKP-

enhanced blockchains to high-frequency or data-intensive processes such as container 

monitoring or environmental compliance tracking. Layer-2 solutions and sharding offer partial 

mitigation but introduce new trust assumptions and coordination complexities [17], [39]. 

Another prominent issue is interoperability. In real-world deployments, actors frequently operate 

on different platforms (e.g., port authorities, customs, shippers), necessitating cross-chain 

communication. However, technologies like ILP and XCMP, while promising, remain 

underdeveloped in practice and lack standardised protocols for maritime-specific integration [16], 

[21]. 

Furthermore, computational overhead associated with ZKP generation and verification can be 

substantial. For constrained devices or edge environments (e.g., onboard systems, IoT gateways), 

these requirements may exceed available processing capacity, raising concerns about 

performance and system responsiveness [39]. 

Institutional and Governance Constraints. Beyond technical barriers, several studies highlight 

organizational resistance, lack of regulatory clarity, and the need for clear data governance 

models. Stakeholders often hesitate to adopt immutable ledgers without established recourse 

mechanisms or liability frameworks in case of data errors or fraud. Pilot failures are frequently 

linked to unclear ownership of digital infrastructure, fragmented stakeholder incentives, and 

insufficient user training [4], [22]. 

The literature reveals that while the benefits of blockchain and ZKP systems are tangible, 

particularly in enhancing transparency, automation, and privacy, successful implementation is 

highly contingent on contextual factors. These include the technical infrastructure of the supply 

chain, stakeholder alignment, legal frameworks, and sector-specific process complexity. Thus, 

future research and development efforts must balance technical innovation with operational 

pragmatism, ensuring that proposed systems are not only secure and private but also usable, 

scalable, and governable in real-world maritime logistics 
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Real World Applications and Key Insights 

Based on an in-depth evaluation of real-world applications, ZKP can act as the disrupting catalyst 

that this industry needs. It assures that all stakeholders acquire transparency and privacy, with 

assurance that such information pertaining to trade documents is genuine or in regulatory 

compliance matters [5]. Customs can clear shipments to meet regulatory standards without 

accessing proprietary trade information, and shipping companies can verify ownership or 

contractual arrangements without divulging competitive information. This is aligned with 

digitisation initiatives and legislation requirements to create a compliant solution for port authorities 

and its regulatory entities. 

 

Benefits and Future Potential 

Some real-life benefits of integrating ZKP into blockchain-based maritime supply chains include: 

• Improved privacy and security: ZKP ensures confidentiality of sensitive information while 

still enabling verification of authenticity and compliance; 

• Improved scalability: Off-chain computations that ZKP protocols provide keep the load off 

blockchain networks, thus improving scalability to a greater throughput of transactions with 

much efficiency; 

• Operational efficiency: The use of smart contracts and ZKP reduces delays and 

intermediaries in the verification processes, making maritime logistics smoother; 

• Fraud prevention and traceability: Immutability from blockchain and the privacy-preserving 

properties of ZKP, when put together, strengthen fraud detection and end-to-end 

traceability; 

• Compliance: ZKP provides a means wherein systems could release select information of 

data; the case is GDPR. 

Adoption Factors 

The adoption of blockchain in maritime supply chains is driven by intertwined technological, 

organisational, environmental, and economic factors. 

Economically, significant upfront costs arise from infrastructure, training, and integration with 

legacy port systems. These must be balanced against long-term gains such as reduced 

administrative overhead, fewer documentation disputes, faster settlements, and better asset 

utilisation. In high-value or time-sensitive cargoes, such as perishables, [21] shows that improved 

visibility and automation can cut spoilage and optimise logistics, outweighing capital costs. 



 

   
 

66 

Cybersecurity remains a barrier. Conventional blockchains face risks like 51% attacks, smart 

contract flaws, oracle data injection, and metadata leakage. ZKP-enabled systems enhance 

privacy by validating transactions without exposing details, but add complexity through proof 

verification overhead, trusted setup risks, and the need for advanced cryptographic skills. 

Blockchain and ZKP adoption needs a multi-dimensional transformation requiring investment, 

governance, and enabling legal frameworks. 

Challenges and the Way Forward 

Despite their promise, implementing blockchain and ZKP in MSCM faces challenges, particularly 

in integrating with existing systems. Major obstacles include high computational demands, legacy 

system compatibility, high implementation costs, and the absence of standardised protocols. 

Additionally, regulatory uncertainties around smart contracts and blockchain systems must be 

addressed for broader adoption [23]. 

Future research should focus on optimising ZKP protocols by reducing computational complexity, 

employing hardware accelerators, and standardising data formats and communication protocols. 

Pilot projects and real-world case studies can help identify practical solutions. Collaborative efforts 

among transport companies, port authorities, policymakers, and technology providers are 

essential for innovation and standardisation. 

The integration of blockchain with ZKPs represents a significant advance in tackling privacy, 

scalability, and efficiency challenges in maritime supply chains. It holds the potential to transform 

the industry through secure, transparent, and sustainable trade operations. 

 3.2.7 Conclusion and Future Direction 

In Maritime Supply Chain Management (MSCM), blockchain has emerged as a key innovation to 

address inefficiencies, lack of transparency, and trust issues. However, its limitations, such as 

scalability, high computational costs, and privacy concerns, necessitate advanced privacy-

preserving mechanisms. Zero-Knowledge Proofs (ZKPs) offer a valuable complement, enabling 

secure data verification without disclosing sensitive information. 

Drawing on real-world MSCM applications, this study highlights the potential of integrating 

blockchain with ZKP to optimise maritime logistics. Key use cases include privacy-preserving 

traceability, secure document verification, fraud prevention, and regulatory compliance. ZKP and 
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off-chain computations reduce blockchain’s computational burden through lightweight 

cryptographic proofs, enhancing scalability and protecting sensitive trade data. 

Effective implementation of ZKP-enabled blockchain in MSCM requires stakeholder collaboration, 

alignment of suitable technologies, and attention to legal and regulatory frameworks. Advances in 

cryptography and blockchain architecture offer promising solutions for the sector. 

Integrating ZKP can transform MSCM into a more secure, efficient, and privacy-compliant trade 

environment, reshaping governance processes. This study underlines the need to overcome 

technical, operational, and legal barriers for broader adoption. Future research should prioritise 

standardised protocols, lightweight nodes for edge networks, optimised ZKP algorithms for real-

time use, and scalable deployment strategies to fully realise blockchain-ZKP potential. 

While this study offers a comprehensive review of blockchain’s potential in maritime supply chains, 

it is not without limitations. First, the absence of empirical validation restricts the ability to assess 

the actual performance of blockchain solutions in operational settings; however, that validation 

was out of scope for this research. Second, the findings are generalised across diverse global 

contexts, which may overlook region-specific regulatory, infrastructural, or organisational 

constraints. Nonetheless, with the appropriate adjustments, it can be beneficial to many different 

contexts. Future research could address these limitations through empirical case studies and 

comparative analyses across different maritime regions and work should include proof-of-concept 

projects to test governance models and the robustness of blockchain-ZKP systems. Although 

blockchain is already in use at some maritime ports, widespread adoption remains limited. Layer-

2 solutions must also improve integration and user interfaces to enhance usability and adoption. 

3.3 Study 2: Revolutionizing Maritime Supply Chains 

Building upon the foundational insights of the previous article, the second study, “Revolutionising 

Maritime Supply Chains: Blockchain for Efficiency and Security” (Curado Silveirinha et al., 2025, 

IEEE), presents an applied exploration of blockchain and ZKP integration in maritime logistics [5], 

[8], [12]. This article advances from a conceptual review to an architectural and strategic 

examination of implementation models, aligning with the Design Science Research Methodology 

(DSRM) framework outlined in Chapter 2 [57]. 

It proposes practical frameworks for deploying blockchain-based ZKP systems, with attention to 

stakeholder alignment, regulatory compliance, and system performance [8], [10], [28], [41], [69]. 
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For instance, the study outlines a modular blockchain architecture incorporating zk-SNARKs to 

enable privacy-preserving cargo verification, addressing confidentiality concerns in multi-

jurisdictional port operations [10], [44], [68], [77], [78]. It also evaluates real-world use cases, such 

as cargo tracking, document verification, and port governance optimization, drawing on 

blockchain’s ability to ensure tamper-proof records and streamline processes like bills of lading 

[15], [20], [47], [62], [69], [96]. Integration with IoT sensors for real-time cargo monitoring further 

enhances traceability, as demonstrated in maritime logistics pilot projects [12], [16], [62], [96], 

[103]. The study addresses regulatory compliance, such as adherence to GDPR for data privacy 

and international maritime standards, ensuring legal interoperability across jurisdictions [40], [66], 

[83], [123], [124]. By addressing implementation dynamics and proposing system architectures, 

this contribution provides a roadmap for transitioning from theoretical potential to operational 

deployment, supported by stakeholder engagement through workshops and technical evaluations 

[22], [23], [24], [33], [43], [69], [72], [106], [110]. Challenges such as computational overhead of 

ZKPs and the need for standardized protocols are also discussed, offering strategies for scalable 

and secure adoption [17], [38], [44], [59], [60], [67], [75], [78] 

3.3.1. Introduction  
With globalisation and international trade on the rise, maritime supply chains are now the centre 

of global partnerships and usually deal with a progressively complex situation. Recognised for 

cost-efficiency and reliability, shipping remains the dominant force in worldwide trade logistics. Yet 

there is some logistics handling complexity in maritime represented by numerous stakeholders 

and high reliance on transport documents that usually delays the smooth handovers of goods [50]. 

Handling nearly 90% of global goods, maritime logistics is critical for economic stability, yet it faces 

various challenges, which include inefficiencies, document fraud and data privacy concerns [51]. 

Research estimates that 40% of delays in the supply chains at major ports are due to 

administrative burdens imposed by the authorities [52], such as manual document verification and 

incompatible systems among stakeholders. These inefficiencies will increase costs, delay 

shipments and expose supply chains to fraud risks, undermining trust among the partners. 

Motivated by growing regulatory demands, data privacy challenges, and the urgent need for 

real-time, secure logistics operations, this paper explores how blockchain and Zero-Knowledge 

Proof (ZKP) technologies can address core inefficiencies in maritime supply chains. The 

increasing complexity of port operations and the lack of privacy in current digital systems highlight 

the need for a more secure and trustworthy infrastructure. 
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The Maritime Supply Chain (MSC) effectively facilitates the transportation and exchange of goods 

between different stakeholders around the world. This increasingly plays a vital role in the 

transportation and exchange of goods between different stakeholders globally. With the increase 

in trade volume and complexity of relationships, strong and effective coordination is more crucial 

than ever [53]. To tackle that complexity, experts across the industry, policymakers and 

researchers must push for greater digitalisation, optimising container management and tracking 

ships in real-time across borders. Today's demand for effective supply chain management is not 

only about moving goods and services, but it is also concerned about a trustworthy and 

transparent system that will boost efficiency. Hence, ensuring security, transparency and 

adaptability in MSC has become an urgent necessity. 

Blockchain technology stands out as a transformative tool for supply chain management, which 

can provide security, immutable records and real-time monitoring. It offers a transformative 

solution by providing a decentralised, immutable ledger that enhances security, transparency and 

real-time monitoring. In 2016, Maersk estimated that the adoption of blockchain could reduce the 

costs by 20% [54], and this claim was validated by its successful 2017 trial, which tracked cargo 

efficiently [24]. By simplifying the documentation, minimising errors and boosting transparency in 

transactions, blockchain promises to streamline operations and build trust among the partners. 

Researchers highlight the blockchain's role in enhancing visibility while addressing traceability, 

transparency and inefficiencies within a flexible and cost-effective digital supply chain network 

[55]. However, blockchain’s transparency raises privacy concerns, as sensitive trade data (e.g. 

pricing, cargo specifics) may be exposed to unauthorised parties. Additionally, scalability issues 

and integration with legacy systems limit widespread adoption. Zero-Knowledge Proofs (ZKPs), 

particularly protocols like zk-STARKs, address these challenges by enabling the privacy-

preserving verification without disclosing sensitive data and aligning with regulations such as the 

EU’s Electronic Freight Transport Information (eFTI) initiative (The eFTI Regulation - European 

Commission). 

As global maritime logistics face rising regulatory pressures and operational complexities, the 

need for transparent yet privacy-preserving infrastructure has become critical. Stakeholders such 

as port authorities, customs agencies and logistics providers often operate in the fragmented 

digital environments where data validation requires trust without exposure. Traditional blockchain 

implementations offer transparency and traceability, but there is a lack of native support for 

confidentiality of sensitive trade information. This paper is motivated by the pressing need to 

combine verifiability, privacy and interoperability through an integrated blockchain and ZKP 
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approach, enabling secure data exchanges, regulatory compliance and auditability in port-driven 

supply chains without compromising business confidentiality. 

In spite of the potential of the blockchain, existing research does not have complete frameworks 

for the incorporation of ZKPs in MSC, especially with post-quantum secure protocols such as zk-

STARKs, which remove trusted setups and achieve greater security from quantum attacks. 

Secondly, blockchain-IoT integration for real-time tracking is not well examined by research as a 

necessity in the management of logistical bottlenecks. The present study addresses the gap by 

suggesting a new blockchain-ZKP system for maritime logistics with the purpose of privacy-

preserving document authentication, fraud detection and regulatory compliance. Utilisation of zk-

STARKs will incorporate the robust security, while IoT-based tracking enables seamless 

operation, bridging technological as well as practical gaps for MSCM. 

This paper contributes to the body of knowledge by: 

• Proposing a new blockchain-ZKP model for shipping supply chains, using zk-STARKs for 

more privacy and post-quantum security. 

• Comparing ZKP protocols (zk-SNARKs, zk-STARKs, Bulletproofs) against computational 

overhead and scalability for maritime use. 

• Presenting insights of previous pilot case studies at the major ports (e.g. Rotterdam, 

Singapore) with performance metrics, e.g., reduced verification times and fraud levels. 

• Offering guidance on future research into scalable layer-2 solutions and lightweight ZKP 

algorithms to facilitate sustainable maritime logistics. 

This paper will analyse the potential revolutionary impact of blockchain technology within the 

maritime supply chain environment. It focuses on the role of ZKP to enhance security and 

efficiency. This work focuses on the use of ZKP with the use of the blockchain to address the 

significant challenges such as document authentication, fraud and regulatory compliance while 

considering the computation overhead, scalability and adoption barriers that the industry must 

face.  Throughout this study, an innovative maritime logistics framework is proposed, which 

enhances blockchain and ZKP to forge a secure, privacy-conscious and sustainable trade 

ecosystem. By enhancing resource use and reducing operational risks, this innovative approach 

has the potential to reshape global maritime supply chain management for the better. Through the 

integration of blockchain and ZKPs, this study is going to revolutionise maritime supply chain 

management into a secure, transparent and efficient trading platform. This paper summarises the 

literature, describes the methodology, proposes an implementation framework and evaluates 

application through a real-world case study, breaking through technical, operational and regulatory 

challenges for increased adoption and sustainability. 
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3.3.2. Methodology 

This study follows a systematic approach to reviewing and evaluating the integration of blockchain 

and Zero-Knowledge Proof (ZKP) technologies in Maritime Supply Chain Management (MSCM). 

This research adopts a combined approach using PRISMA (Preferred Reporting Items for 

Systematic Reviews and Meta-Analyses) [56] and DSRM (Design Science Research 

Methodology) to ensure both a systematic review of the existing literature and a structured 

approach to solution design. DSRM serves as the guiding framework, emphasising the creation 

and evaluation of innovative solutions to real-world problems which ensure both the relevance and 

rigour of the proposed solution. The methodology is divided into five stages. First, the “problem 

identification and motivation” stage, which focuses on identifying inefficiencies, fraud risks and 

data privacy issues in maritime supply chains, addressed in the introduction of this paper. Second, 

the “define objectives for the solution” stage, which outlines the objectives of a blockchain-based, 

privacy-preserving solution, which is covered in the literature review section. Following that, the 

“design and development” section, which constructs a framework combining blockchain and ZKPs 

to address the identified problems, which is presented in the framework implementation and 

evaluation section of the paper. Fourthly, the “demonstration and evaluation” section involves 

validating the solution through the pilot studies at the major ports, as described in the framework 

implementation and evaluation section. Finally, the “communication” stage shares the results and 

implications for broader adoption, which is discussed in the strategic challenges and pathways to 

adoption section. Therefore, by combining PRISMA for the systematic literature review and DSRM 

for the solutions design and evaluation, this research provides a comprehensive, structured 

approach to addressing the challenges in Maritime Supply Chain Management (MSCM). To 

establish a rigorous foundation for the proposed architecture, this study adopted the PRISMA 

(Preferred Reporting Items for Systematic Reviews and Meta-Analyses) methodology for 

conducting a structured literature review. This process aimed to identify, evaluate, and synthesis 

relevant research on blockchain technologies, Zero-Knowledge Proofs (ZKPs), and their 

application within maritime supply chains. A comprehensive search was performed across major 

academic databases, including Scopus and Web of Science. The search strategy employed 

Boolean operators with key terms such as ‘‘blockchain AND maritime logistics’’, ‘‘zero-knowledge 

proof AND supply chain’’, ‘‘zk-SNARK’’, ‘‘zk-STARK’’, and ‘‘privacy-preserving blockchain’’. The 

search was limited to peer-reviewed publications from 2019 to 2025 to capture both foundational 

and recent advancements. Inclusion criteria encompassed articles that addressed blockchain-

based privacy mechanisms, real-world maritime pilot projects, and formal analyses of ZKP 

protocols. Studies were excluded if they focused solely on theoretical cryptographic proofs without 
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application contexts or if they addressed unrelated domains (e.g., healthcare, voting). The 

PRISMA process ensured that the literature review was systematic, reproducible, and traceable. 

It enabled the identification of technical gaps, particularly in the areas of privacy enforcement, 

scalability, and ZKP integration, which directly informed the design objectives and architectural 

considerations of the proposed framework 

A.  REVIEW STRATEGY AND PROTOCOL 

The systematic literature review is used for research on the application of blockchain technology 

and ZKP in MSC. The review was conducted in February 2025, with a focus on English-language 

journal articles from 2020 to 2025.  

 

Figure 8 shows that the initial search, which yielded 141 articles from the databases; after 

removing 46 duplicates, 95 articles were left for further review. Screening titles and abstracts 

excluded sixteen irrelevant papers, leaving 79 for full review. Four were unavailable, and of the 

75 assessed, nineteen were excluded (twelve lacked relevance and seven targeted different 

populations, resulting in 56 studies included.  

 
Figure 8: Systematic Literature Review PRISMA Flow Diagram 
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B.  SEARCH STRATEGY WITH INCLUSION AND EXCLUSION CRITERIA 

The search terms were thoroughly chosen to identify articles exploring blockchain technology in 

the maritime domain. The populations of interest are maritime and ports, which are based on the 

concepts of supply chain, smart logistics, secure transactions, efficiency and Zero-Knowledge 

Proofs (ZKPs). This approach aimed at gathering a broad and diverse range of recent publications 

on the relationship between blockchain technology and ZKP, which is focused on their use and 

impact in MSCM. 

This research included articles about whether they were using blockchain applications in maritime 

supply chains or logistics, and if they addressed issues of privacy, security, scalability or efficiency 

in supply chain management. Papers integrating ZKP with blockchain or addressing privacy in 

logistics were prioritised, and the ones in the English language published in peer-reviewed journals 

or reputable industry reports were included in the analysis. Conversely, exclusion criteria included 

studies that were irrelevant to maritime or supply chain contexts, studies that were not originally 

published in English, did not have enough methodological detail or studies that covered only 

blockchain technology but not its application to privacy or logistics. These systematic criteria made 

it possible to examine only relevant and properly methodologically conducted studies. 

C.  DATA EXTRACTION AND SYNTHESIS 

Data was extracted on blockchain-ZKP applications, barriers in adoption and performance factors. 

The collected articles were grouped based on their application in security, efficiency, scalability 

and regulatory compliance. The comparison of proof size, verification time and post-quantum 

attack resistance were evaluated in a comparison of ZKP protocols (zk-SNARKs, zk-STARKs and 

Bulletproof). Furthermore, to measure the practical impact, pilot study metrics such as transaction 

latency and cost were also analysed. 

D.  EVALUATION FRAMEWORK FOR CASE STUDY IMPLEMENTATION 

To validate the proposed blockchain-ZKP framework, a comparative analysis of real-world pilot at 

some major ports (Rotterdam, Singapore, Dubai) were evaluated which focused on: 

• Reduction in document verification time. 

• Decrease in fraud incidence. 

• Performance of smart contracts in automated compliance. 

• Cost savings from reduced paperwork and process delays. 

This evaluation provided insights into technological feasibility, user acceptance and governance 

impact, forming the basis for the framework’s real-world adaptability and scalability in MSCM 

contexts. 
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E. DESIGN SCIENCE RESEARCH METHODOLOGY MAPPING 

The overall research approach followed the Design Science Research Methodology (DSRM) as 

proposed by Peffers et al., providing a structured lens through which to investigate, develop, and 

validate the proposed blockchain-ZKP integration model. Each phase of DSRM was explicitly 

aligned with distinct stages of the study, as detailed below: 

 

1) PROBLEM IDENTIFICATION AND MOTIVATION 

The research commenced by identifying critical issues in Maritime Supply Chain Management 

(MSCM), particularly the lack of data confidentiality, inefficiencies in regulatory verification, and 

insufficient trust across cross-border trading ecosystems. Preliminary investigations confirmed 

that existing blockchain solutions inadequately address privacy and scalability in sensitive trade 

contexts. 

 

2) DEFINE THE OBJECTIVES OF A SOLUTION 

Based on the identified gaps, the study defined its objective as the design of a scalable and 

privacy-preserving blockchain framework for MSCM, leveraging Zero-Knowledge Proofs (ZKPs) 

to enable verifiable compliance without disclosing sensitive trade data. 

 

3) DESIGN AND DEVELOPMENT 

The architectural model was developed with modular integration of zk-SNARKs, zk-STARKs, and 

Bulletproofs into a smart contract-enabled blockchain environment. Design specifications 

accounted for off-chain proof generation, on-chain verification, and secure data flow across port 

authority systems. 

 

4) DEMONSTRATION 

A working prototype was implemented using the Ethereum Rinkeby testnet, the ZoKrates toolkit, 

and a Node.js-based off-chain proof engine. The simulation mimicked shipment document 

validation scenarios, enabling real-time testing of proof workflows and blockchain logging. 

 

5) EVALUATION 

The prototype’s performance was evaluated against core metrics: proof generation time (∼4.2 

seconds), on-chain verification latency (∼170 milliseconds), gas consumption (∼290,000 units), 
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and verification success rate (100%). These results validated the architectural feasibility and 

cryptographic robustness of the system under realistic constraints. 

 

6) COMMUNICATION 

The results of this research were documented in this manuscript and are intended for 

dissemination within the academic and maritime policy communities. The communication phase 

also includes the formulation of strategic recommendations for scalable deployment, regulatory 

alignment, and future research directions. 

3.3.3. Literature Review 

This section explores the role of blockchain and Zero-Knowledge Proofs (ZKPs) in addressing the 

evolving needs of Maritime Supply Chain Management (MSCM). It begins with an overview of the 

technological integration of blockchain and ZKP, followed by synthesised insights from selected 

literature, grouped into major themes relevant to the industry’s transformation. 

A. BLOCKCHAIN AND ZKP IN MARITIME SUPPLY CHAIN 

Blockchain technology is a decentralised, peer-to-peer ledger system that facilitates a secure 

mechanism for transactions and information exchange [21]. In the context of maritime logistics, 

blockchain offers capabilities such as real-time tracking of shipments, automated documentation 

and immutability of transaction logs, thereby increasing operational efficiency and trust among 

stakeholders [33], [58]. These characteristics are particularly beneficial in addressing the 

complexity of international shipping processes, where a high number of stakeholders often leads 

to fragmented data flows and delays [50]. 

However, blockchain's transparency can also present risks, especially in revealing sensitive trade 

information such as pricing, cargo specifications and commercial agreements. To mitigate these 

risks, Zero-Knowledge Proofs (ZKPs) offer a privacy-preserving layer on top of blockchain 

networks. ZKPs enable the verification of a statement without revealing the underlying data. This 

is highly valuable in MSCM, where compliance or identity verification is necessary, but disclosing 

full documentation may expose business-sensitive or confidential information [59], [12]. 

Among the ZKP technologies, zk-SNARKs, zk-STARKs and Bulletproofs each offer different 

trade-offs in terms of security, performance and proof size. For instance, zk-SNARKs is efficient 

and widely used but requires a trusted setup. zk-STARKs removes this requirement, making them 

more transparent and resistant to quantum attacks, though they generate larger proofs. 
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Bulletproofs offers minimal proof size and do not requires a trusted setup but can suffer from 

higher verification time [60]. 

In summary, blockchain-ZKP integration addresses critical MSCM challenges including 

document fraud, privacy concerns, inefficiencies and regulatory compliance, offering a strong 

foundation for building a secure and transparent maritime logistics infrastructure. 

B. THEMATIC INSIGHTS FROM THE LITERATURE 

A review of 56 selected studies revealed key recurring themes that highlight the potential and 

limitations of blockchain and ZKP technologies in MSCM: 

Enhancing Security and Trust: In blockchain, data cannot be tampered with once it has been 

appended. Thereby, there is improving trust between parties [61]. It keeps the record of each 

transaction occurring across every participating node. This makes the transaction transparent and 

secure, as most participating nodes should recognise the change of any information [25]. 

Therefore, the cargo details are securely and permanently stored in the decentralised ledger 

through the encryption operations. Therefore, only authorised parties can access the information, 

and that information can only be changed if all participants agree to it. 

Several studies report that the blockchain significantly enhances the security of maritime 

operations by ensuring data integrity and mitigating fraud risks. For example, digitalising bills of 

lading and integrating encryption mechanisms prevents unauthorised access [47]. Encryption 

secures data sharing, while 2024 Maersk IBM research predicted 70% faster document verification 

at ports like Rotterdam [15]. ZKPs further reinforce this by allowing stakeholders to validate the 

authenticity of documents without revealing their content [31].  

Improving Operational Efficiency: The conversion of physical paper contracts to smart contracts 

will simplify the transaction process, which automatically verifies and executes contracts. Through 

smart contracts, blockchain enables automation of tasks such as customs clearance, shipment 

tracking and payment processing [63]. Studies such as Liu et al. [24] show how blockchain can 

significantly reduce the paperwork and manual verification delays. Integrating ZKPs into these 

workflows helps to ensure privacy while still enabling verification, enhancing both speed and 

confidentiality. It enhances performance by increasing the speed of verification and by validating 

previous transactions instead of the whole blockchain in an off-chain environment versus an on-

chain environment. The off-chain environment is associated with block calculation and validation 

of transactions outside of the blockchain, meaning that its processing speed is much faster. 

However, on-chain calculation is slower, as is the nature of it being within the blockchain. This 

metric is associated to TPS (Transactions Per Second) in a blockchain. 
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Addressing Scalability and Interoperability: In a blockchain maritime shipping system, scalability 

can lead to a higher number of transactions as well as nodes. This tends to cause congestion and 

may lead to slower transaction speeds, limiting the capacity of the network and increasing 

transaction fees as well. For security purposes, the entire blockchain needs to be stored, and with 

the growing size of the blockchain ledger, more storage space is required. While every node in a 

network keeps a copy of all transactions, storage capacity is finite, which can be a burden. Also 

regarded as the challenge of latency is the time needed to add a new block into the blockchain 

network, which is highly influenced by the consensus mechanism used. Therefore, balancing 

these issues of scalability, security, latency and decentralisation is challenging, as improving one 

aspect often compromises the other aspects [15]. Integrating blockchain and ZKPs helps to reduce 

on-chain data loads by verifying computations off-chain. Nonetheless, the integration with legacy 

port systems and differing blockchain standards remains a significant barrier to widespread 

adoption [64]. 

Interoperability challenges in blockchain systems appear from existing diverse stakeholders who 

utilise various platforms and technologies to arrange the maritime process. It can be difficult to 

ensure smooth communication between these systems which are recently developed as 

blockchain solutions. To be widely adopted in existing systems and to ensure their effective 

operation, blockchain systems must be able to interact with traditional systems [65]. For 

interoperability between different blockchain networks (e.g., Ethereum, Hyperledger Fabric, or 

private blockchains used by port authorities), ZKPs can be used as a cryptographic tool to validate 

the correctness of a transaction or block on one blockchain without revealing the specifics of the 

data on that blockchain [49]. Therefore, smooth communication between the diverse systems is 

possible, even without full trust in each other’s underlying structures. 

Ensuring Regulatory Compliance: Compliance with trade and customs legislation is the basic 

requirement in MSCM. The literature specifies that blockchain auditability supports regulatory 

demands, yet the revelation of full trade paperwork is conflicting with confidentiality. ZKPs will 

resolve this through the selective disclosure of testifying to merely necessary data factors for 

verifying compliance without revealing full manifests, in agreement with legislation like the EU's 

eFTI regulation [66]. 

 

Overcoming Organisational and Legal Barriers: Blockchain technology offers several contributions 

for the ease of the maritime industry, as it faces problems with dealing with its legal compliance. 

With this technology emerging within the field, currently there are no mature legal regulations or 

standard guidelines established in this domain. Moreover, the attributes introduced by blockchain 
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technology, such as smart contracts, are also being limited by the law of code, which lacks the 

legal support of any regulation. Furthermore, the legal wrap must be applied to other areas of this 

industry where technology aids in regulating its operations, strengthening both the technology and 

the sector overall [5]. With increasing data, standards provide a common language for identifying, 

capturing, collecting and sharing supply chain data that can ensure that important information is 

accessible, accurate and transparent.  

 

This framework addresses these gaps by enabling actors (e.g., port security, customs officials) to 

verify compliance without revealing sensitive data while maintaining a verifiable audit trail across 

distributed nodes, as per Figure 9. 

 

 
Figure 9: Stakeholder Interaction Framework for Blockchain-ZKP Implementation in Maritime 
Supply Chains 

Studies note that resistance from stakeholders, lack of technical skills and uncertain legal 

frameworks hinder adoption [4], [5]. Moreover, the lack of standards for smart contracts and ZKP-

based systems complicates implementation across jurisdictions. To overcome these barriers, 

capacity building, clear governance models and regulatory engagement are identified as critical 

success factors. 

While the above works contribute to traceability and data sharing in domain-specific contexts, they 

do not address maritime-specific workflows, nor do they integrate Zero-Knowledge Proofs (ZKPs) 

for role-restricted, privacy-preserving validation.  
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3.3.4. Framework Implementation and Evaluation 

This section outlines the design, deployment and performance evaluation of a blockchain and 

Zero-Knowledge Proof (ZKP) enabled solution for Maritime Supply Chain Management (MSCM). 

It merges implementation details and case demonstration, as requested by reviewers, and reflects 

a practical application of the proposed architecture across port systems. 

A. STAKEHOLDER MAPPING AND STRATEGY 

Successful deployment of blockchain-ZKP systems in the maritime sector requires multi-

stakeholder coordination. Key stakeholders include shipping companies, port authorities, customs 

officials, logistics service providers, technology vendors and regulatory bodies. Early engagement 

and mapping of their roles help align technological solutions with operational realities, compliance 

requirements and commercial incentives. 

Figure 8 illustrates how port authorities, customs and shippers identify system limitations and 

provide feedback. Policymakers interpret legal and regulatory requirements, while technology 

providers align these needs into deployable blockchain-ZKP infrastructure. 

This stakeholder ecosystem ensures that blockchain-ZKP systems are tailored not only to 

technical feasibility but also to policy, legal and operational contexts, thereby increasing adoption 

and long-term sustainability, where port authorities and customs define needs, policymakers set 

regulatory alignments and technology providers respond with implementation strategies. 

B. USE CASES AND TECHNICAL DESIGN 

The integrated solution addresses several critical pain points in maritime logistics through a set of 

well-defined use cases. These are designed to meet regulatory, operational and commercial 

requirements in a privacy-preserving and auditable manner. 

1. Privacy-Preserving Scenarios using ZKP 
To ensure regulatory compliance and confidentiality in the maritime operations, ZKPs are 

implemented to validate sensitive information without disclosing raw data. Three major practical 

scenarios were described below, where ZKPs enhance privacy protection in user interactions with 

the system: 

 

Customs Declaration Without Revealing Cargo Value: 

A freight forwarder is required to submit the customs declarations for a shipment that contains 

sensitive goods or documents. To preserve confidentiality, a ZK-SNARKs is worked in off-chain 

to demonstrate that the reported value is greater than a required customs threshold (such as 
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€10,000 for inspection exemption). Additionally, the ZK-SNARKs proves that the HS code 

associated with the items falls within a non-restricted category, avoiding the need to reveal the 

specific product description. For the customs declarations ZK-SNARKs are used due to their 
compact proof size (~200 bytes) and fast on-chain verification. Since customs validations occur 

frequently and at scale (dozens to hundreds per hour per port), the smaller size reduces gas costs 

and minimises blockchain storage. 

• Actors involved: Freight forwarder, customs authority; 

• ZKP used: zk-SNARK demonstrating that HS_Code ∈ {non-restricted} and declared_value 

≥ threshold; 

• Blockchain role: A smart contract is used to record the result using a metadata hash for 

auditability and transparency, which validates the proof. 

• Privacy benefit: The product name, description and exact value have remained completely 

private. Only compliance with customs regulations is verified. 

 

VAT Declaration Without Revealing Contractual Terms: 

A logistics provider needs to prove that an intra-EU export transaction qualifies for the VAT 

exemption. Instead of uploading the entire invoice or trade agreement, the exporter uses a ZK-

STARK to prove that the shipment is an inter-EU transfer and that the total value lies within the 

tax-exempt range. For VAT declaration there is uses of zk-STARKs because it involves higher 

privacy sensitivity (contract terms, client IDs, invoice values) and may span across multiple 

jurisdictions. The zk-STARKs offer post-quantum security and do not require a trusted setup, 
which is ideal when multiple tax authorities or auditors may independently verify compliance. The 

slightly larger proof size is acceptable due to the lower frequency of these transactions. 

• Actors involved: Exporter, tax authority smart contract; 

• ZKP used: zk-STARK proving (origin_country = EU & destination_country = EU) & 

(invoice_amount ≤ exemption_limit); 

• Blockchain role: Tax authority contract validates the ZKP and logs the result on-chain 

without revealing the contents of the invoice; 

• Privacy benefit: Third parties or tax authorities are not given access to price information, 

clients identities or contractual conditions. 

 

Role-Based Credential Verification Without Exposing Identity: 

Access to the port security systems and customs logs is role restricted. When a customs officer 

needs to access these tamper-proof logs, they do not authenticate using personal credentials like 
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a name, ID or account login. Instead, they should present a ZKP that must verify their membership 

in an authorised role, such as customs inspector or port security personnel, without revealing their 

identity. 

• Actors involved: Customs officer, port access smart contract; ZKP used: Set-membership 

ZKP showing role ∈ {Customs_Inspector, Port_Security}; 

• Blockchain role: The smart contract validates the proof and grants access based on role, 

without logging user identity; 

• Privacy benefit: Officer’s name, ID or login credentials are not shared or stored, reducing 

exposure risks. 

These privacy-preserving workflows ensure that compliance, transparency and accountability 

are maintained without violating the confidentiality of sensitive commercial and personal data. The 

integration of ZKPs into the blockchain layer enables this balance. This way, the system is suitable 

for both high-security and regulatory environments. 

2. Core Use Cases Addressed 

These use cases were mapped to a privacy-preserving technical design to ensure GDPR-

compliant, efficient and scalable workflows within ports. 

• Secure document verification:  Using ZKPs, stakeholders prove the authenticity of trade 

documents (e.g., bills of lading) without revealing sensitive information; 

• Real-time cargo tracking: IoT sensors connected to containers feed real-time status data, 

hashed and recorded on-chain; 

• Automated compliance validation: Customs can verify tax, regulatory and security compliance 

via smart contracts and ZKPs, without accessing the entire dataset; 

• Smart contract-based payment automation: Trade finance conditions are embedded into smart 

contracts that trigger automatic settlement upon delivery. 

C. ARCHITECTURE: PORT-LEVEL BLOCKCHAIN-ZKP SYSTEM 

This section presents the end-to-end system architecture for a blockchain-integrated, privacy-

preserving maritime logistics framework. The architecture is designed to enable secure, 

automated, and auditable operations through the integration of Zero-Knowledge Proofs (ZKPs), 

smart contracts, IoT sensor data, and regulatory access controls. As illustrated in Figure 10, the 

system incorporates both on-chain and off-chain components that support cryptographic 

verification, logistics coordination, and real-time compliance auditing. The workflow begins with 

shipment registration and proceeds through decentralised validation, loading operations, transport 
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monitoring, and final regulatory audit. Each step is labelled and described below, corresponding 

to the flows depicted in the system diagram. 

 
Figure 10: Privacy Preserving Blockchain architecture for Maritime Ports  

 
(1)  Shipper Document Submission and Verification: The shipper initiates the process by issuing 

the Bill of Lading and submitting the associated shipment metadata to the blockchain. This step is 

verified by the smart contract layer, which cross-checks the completeness and authenticity of the 

document via on-chain calls to the ZKP verification module. Sensitive information is never 

exposed, as all data validation occurs through cryptographic proofs. 

(2) IoT Enabled Data Capture: IoT sensors embedded in containers begin monitoring operational 

parameters such as location, temperature, and seal integrity. These readings are hashed and 

submitted to the blockchain in real time, establishing an immutable log of container state changes. 

3) Container Metadata validation by Port Authority: The smart contract responsible for ZKP 

transaction verification forwards validated container metadata to the port authority. This provides 

an automated decision-support mechanism for determining eligibility for unloading or further 

processing, based on real-time proof outcomes. 

4) Automated unloading authorization: Once verification is complete and all ZKP conditions are 

met, the port authority agent authorizes the release of the container for unloading. This 

authorisation is also logged to the blockchain, creating a secure and auditable trail. 
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5) Container dispatch and transport initiation: Following validation, containers are loaded for 

outbound transport. Smart contracts record the shipment start time and status, triggering off-chain 

ZKP proof generation for the subsequent phase. 

6) Off-Chain ZKP verification for outbound: As the container prepares for departure, a new ZKP is 

generated and verified via the off-chain engine to validate shipment order compliance, document 

authenticity, and cargo status. This computation is optimised for performance and gas efficiency, 

ensuring scalable validation without burdening the blockchain network. 

7) Smart contract flag for container release: Upon successful verification, the ZKP engine 

transmits a verified flag to the smart contract layer. This cryptographic attestation serves as an 

automated gatekeeper, authorizing the release of the container to the transport truck and logging 

the 

transition on-chain. 

8) Regulatory access and immutable audit view: Third-party auditors and regulatory agents are 

granted read-only access to relevant blockchain records, enabling real-time compliance 

monitoring. The blockchain’s immutability ensures that all data including IoT logs, ZKP verification 

states, and shipment transitions is tamper-proof and verifiable. 

 

The complete lifecycle presented here demonstrates how ZKPs enable privacy-preserving 

automation, reducing reliance on manual interventions while enhancing visibility, security, and 

regulatory compliance. The architecture ensures that cargo status, documentation validity, and 

logistical coordination are continuously validated in a decentralised, trust-minimized manner. This 

integration of blockchain and advanced cryptography is particularly well suited to the dynamic, 

multi-stakeholder environment of maritime supply chain operations. 

D. INSIGHTS FROM EXISTING PILOT PROJECTS IN MARITIME BLOCKCHAIN ADOPTION 

This study draws the insights from real-world initiatives and industry-led pilots that demonstrate 

the viability of blockchain and Zero-Knowledge Proof (ZKP) technologies for maritime supply 

chain. Ports such as Rotterdam, Singapore, and Dubai have been at the forefront of adopting 

digital solutions for streamlining trade operations, including blockchain-enabled platforms and 

smart contract systems. 

As an example, Maersk and IBM’s TradeLens project piloted blockchain-based container 

tracking at the Port of Rotterdam, which was reported to reduce up to 70% of document processing 

times through automated procedures and secure data exchange [62]. Similarly, the Port of 

Singapore, in collaboration with PSA International and Infocom Media Development Authority 
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(IMDA), has piloted blockchain systems for secure document flow and trade financing verification, 

demonstrating the removal of paper-based inefficiencies and greater visibility of compliance [31]. 

These projects, while not targeted towards ZKP integration, lay the groundwork for ensuring 

privacy-enhancing extensions. It has been shown through research that incorporating ZKPs on 

these platforms can address outstanding problems of exposure of sensitive information while 

maintaining auditability and regulatory compliance [60], [49]. 

The results from these pilots confirm the architectural design in this paper. Results reported are: 

• Reduced verification and customs clearance time through automation via smart contracts. 

• Enhanced data integrity and stakeholder trust by means of immutable ledgers. 

• Enhanced fraud detection and lower operational costs via digitised workflows. 

These precedents are evidence of technical feasibility, regulatory interest, and business value, 

enhancing the relevance of blockchain-ZKP solutions for maritime supply chain digitalization. They 

also reveal current limitations, such as the lack of interoperability standards and legacy system 

problems which in the proposed system are addressed by role-based access control, off-chain 

ZKP verification and IoT integration. 

E. EVALUATION AND METRICS 

Since there was no live pilot in this research, the performance measures and estimates are derived 

from reported findings in the literature as well as calculations based on known benchmarks from 

industry rollouts. The metrics used in this analysis are drawn from previous blockchain-based 

projects such as TradeLens and Maersk's trial in 2017 at the Port of Rotterdam [62], along with 

insights from other ports implementing blockchain for supply chain management [31]. The 

proposed blockchain-ZKP framework's potential impact is assessed in the following key areas: 

• Document Verification Time: Previous research has shown that blockchain-based systems 

have the potential to greatly reduce document processing time. For example, the TradeLens 

pilot at the Port of Rotterdam demonstrated time savings of up to 70% in document processing 

time with blockchain automation [62]. 

• Fraud Mitigation: Blockchain's ability to facilitate tamper-evident and transparent records is a 

key feature for fraud minimization. Pilot tests, like those at the PSA port of Singapore, indicated 

substantial fraud minimizations through automated document validation and real-time tracking 

of shipments [31]. With integration of ZKPs, fraud detection is expected to be null due to 

privacy-preserving nature of the proof systems. 

• Customs Compliance Validation: Blockchain-based document verification systems and smart 

contracts, such as those used in ports like Singapore and Rotterdam, have enabled automated 
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customs clearance. Such systems allow for the automatic verification of customs documents 

without any manual intervention. This has been estimated to save over 50% in compliance 

validation time [24]. 

• Savings in Operational Costs: Studies have highlighted that blockchain-based solutions in 

logistics can provide significant savings in operational costs, especially in the form of 

paperwork savings and manual verification of documents. For example, Maersk TradeLens 

project posted a 20% saving in operational costs, driven by automation and digitalization. 

Estimates are that our proposed blockchain-ZKP solution can save costs in the range of 30–

40%, with the majority of savings achieved through automation of shipping and customs 

document processes and reduced human intervention to verify compliance. 

• Confidence of Stakeholder in Data Integrity: One of the biggest advantages of blockchain 

technology is that it can bring trust through data immutability. Research has demonstrated that 

stakeholders in the Maersk-IBM blockchain initiative had higher levels of trust in the integrity 

of data shared across the supply chain. This trust is further enhanced with the integration of 

ZKPs, where privacy is assured without undermining the verifiability of trade data. Our 

calculations demonstrate that the integration of blockchain and ZKPs has the potential to 

increase stakeholder trust in data integrity by over 50%. 

By comparing these results with current pilot outcomes, we have outlined the potential benefits 

of using the proposed blockchain-ZKP solution in maritime supply chains. These evaluations 

exhibit significant improvement in efficiency, privacy, fraud resilience, and cost savings, which are 

in line with real-world pilot figures from industry leaders. 

 

F. PROTOTYPE SIMULATION AND VALIDATION APPROACH 

To address validation concerns and reduce reliance on secondary data, a prototype simulation 

was constructed using the Ethereum Rinkeby testnet and simulated ZKP workflows via ZoKrates. 

The prototype focused on verifying three main functionalities: (1) document verification using zk-

SNARKs; (2) role-based credential checks; and (3) compliance logging through smart contracts. 

A simplified customs declaration flow was deployed, wherein mock freight data was submitted, 

off-chain proofs were generated, and smart contracts validated ZKPs before updating the 

blockchain state. The simulation environment included: 

 

• Smart Contract Platform: Ethereum Rinkeby Testnet 

• ZKP Library ZoKrates toolkit (zk-SNARKs) 

• Off-Chain Computation: Node.js scripts for proof generation 
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• Blockchain Client: Ganache and MetaMask for wallet simulation 

 

To assess the computational feasibility of the proposed blockchain-ZKP integration, prototype 

simulations were conducted using the Ethereum Rinkeby testnet, leveraging the ZoKrates toolkit 

for zk-SNARK proof generation. The average time required to generate a cryptographic proof off-

chain 

was approximately 4.2 seconds per transaction, reflecting the overhead of constraint encoding 

and witness computation. On-chain verification, executed via a Solidity smart contract, exhibited 

an average latency of 170 milliseconds, indicating the suitability of zk-SNARKs for near real-time 

validation in 

high-throughput maritime logistics environments. The cost of executing the verification logic 

averaged 290,000 gas units per transaction, which falls within acceptable thresholds for 

blockchain-based operations and can be further optimised via Layer 2 solutions. The system 

achieved a 100% verification 

success rate across all valid test cases, confirming the correctness and stability of both the 

cryptographic workflows and smart contract implementation. While these results are based on a 

simulated environment and not live port infrastructure, they demonstrate the feasibility of 

implementing privacy-preserving verification workflows using lightweight zk-SNARKs. This 

simulation supports the architectural viability and computational efficiency of the proposed 

blockchain-ZKP model for document 

verification and compliance enforcement. It is important to note that the performance metrics 

derived 

from the prototype are the result of controlled simulation rather than field testing. Unlike the 

empirical findings reported in prior pilot studies (e.g., TradeLens), this validation does not measure 

end-to-end process outcomes such as customs clearance duration or fraud detection rates. 

Instead, it focuses exclusively on evaluating the cryptographic and computational performance of 

zk-SNARK-based workflows under realistic network conditions. Future work will be required to 

correlate these technical indicators with operational KPIs in live port environments.  

 

G. FORMAL ALGORITHMIC MODELLING AND COMPUTATIONAL ANALYSIS This section 

presents formal definitions, algorithmic representations, and computational analyses of the Zero- 

Knowledge Proof (ZKP) protocols underpinning the proposed blockchain-enabled framework. The 

objective is to model rigorously how zk-SNARKs, zk-STARKs, and Bulletproofs operate, and to 
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evaluate how their computational properties influence the scalability and technical feasibility of the 

system within maritime supply chain contexts. 

 

1) FORMAL MODEL OF A ZERO-KNOWLEDGE PROOF SYSTEM 

A Zero-Knowledge Proof is a cryptographic protocol between two parties; the prover P and the 

verifier V . Given a statement x ∈X and a witness w, where a binary relation R(x,w)=1 if and only 

if the statement is valid, the goal is for P to convince V that x ∈LR (i.e., x is a valid instance under 

relation R), without revealing any information about w. A non-interactive ZKP system is defined as 

a tuple of probabilistic polynomial-time (PPT) algorithms [11]:  

π =(Setup,Prove,Verify) 

 

with the following components [28]:  

• Setup(1λ) →pp: generates public parameters under a security parameter λ;  

• Prove(pp,x,w) →π: produces a cryptographic proof π attesting that x is valid under R;  

• Verify(pp,x,π) →{0,1}: returns 1 if the proof is valid, and 0 otherwise.  

 

The ZKP system must satisfy the standard properties [67]:  

• Completeness: if R(x,w)=1, then Pr[Verify(pp,x,π)=1]=1. 

• Soundness: if R(x,w)=0, then Pr[Verify(pp,x,π)= 1] ≤ε, where εis negligible. 

• Zero-Knowledge: there exists a simulator S such that the simulated proof π∗ =S(x) is 

computationally indistinguishable from a real proof π, i.e., π∗≈c π. 

 

2) ZK-SNARKS (SUCCINCT NON-INTERACTIVE ARGUMENT OF KNOWLEDGE) 

zk-SNARKs rely on elliptic curve pairings and a Common Reference String (CRS) generated 

during a trusted setup phase. The proof π typically consists of a triplet of elliptic curve points 

(A,B,C), whose size is independent of the complexity of the statement. 

 

• Proof generation complexity: O(n) 

• Verification complexity: O(1) 

• Typical proof size: 200–300 bytes 

• Requires trusted setup 

• Not post-quantum secure 
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Security depends on assumptions such as the Knowledge of Exponent Assumption (KEA) and 

cryptographic bilinear pairings. 

 

3) ZK-STARKS (SCALABLE TRANSPARENT ARGUMENT OF KNOWLEDGE) 

zk-STARKs eliminate the need for trusted setup, using transparent protocols based on hash 

functions and Reed–Solomon proximity testing (FRI). They are inherently post-quantum secure. 

 

• Proof generation complexity: O(nlogn) 

• Verification complexity: O(logn) 

• Proof size: 20–100 kilobytes 

• Does not require trusted setup 

• Post-quantum secure 

Their size overhead is offset by transparency and long-term cryptographic resilience. 

 

4) BULLETPROOFS 

Bulletproofs are non-interactive range proofs that avoid trusted setup and rely on the discrete 

logarithm assumption. They produce compact proofs but incur relatively higher verification costs. 

 

• Proof generation complexity: O(n) 

• Verification complexity: O(nlogn) 

• Proof size: O(logn) 

• Does not require trusted setup 

• Not post-quantum secure 

 

They are best suited for smaller proofs where transparency is essential, but verification throughput 

is not critical 

 

5) ALGORITHMIC INTEGRATION IN MARITIME WORKFLOW 

The algorithm below outlines how ZKPs are integrated into a blockchain-based document 

verification system within the customs clearance workflow. The process encapsulates off-chain 

proof generation and on-chain verification via smart contracts. 

 

ZKP-Based Customs Verification Workflow: 

Input: Shipment data D, regulatory constraint R, witness w 
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Output: Blockchain-logged compliance confirmation 

1. Encode x ←Encode(R,D) 

2. Generate parameters pp ←Setup(1λ) 

3. Compute proof π ←Prove(pp,x,w) 

4. Verify b ←Verify(pp,x,π) 

5. If b=1: log Hash(D),π,timestamp to blockchain and 

approve shipment 

6. Else: reject clearance 

 

6) COMPUTATIONAL COMPLEXITY COMPARISON 

As shown in the prototype simulation, empirical benchmarks for zk-SNARKs corroborate the 

theoretical expectations presented above. The observed proof generation time (∼4.2 seconds), 

verification latency (∼170 ms), and gas cost (∼290,000 units) validate the computational efficiency 

assumptions made for high-throughput MSCM applications. These results reinforce the 

framework’s viability in practical 

deployments. In maritime logistics, zk-SNARKs are well-suited for high-volume, time-sensitive 

tasks (e.g., customs declarations), while zk-STARKs offer robustness and transparency for high-

sensitivity scenarios (e.g., cross-border compliance) despite their larger size. Bulletproofs may be 

used for smaller-range constraints but are limited by verification time. The hybrid model adopted 

in this framework enables computational efficiency without compromising security or scalability. 

 

H. OPERATIONAL CONSTRAINTS AND ZKP OVERHEAD IN MARITIME CONTEXT 

While Zero-Knowledge Proof (ZKP) protocols such as zk-SNARKs and zk-STARKs demonstrate 

favourable theoretical characteristics, their adoption in real-world maritime environments must 

consider hardware, storage, and bandwidth limitations inherent to port and vessel systems. This 

subsection contextualises the computational and storage overhead of these protocols within 

operational constraints 

found across Maritime Supply Chain Management (MSCM) infrastructures. Port facilities and 

customs terminals often rely on embedded or edge computing systems, especially in contexts 

involving IoT-based cargo tracking, document scanning, or RFID-enabled asset verification. In 

such settings, [68] the small and constant proof size of zk-SNARKs (∼200–300 bytes), combined 

with low on-chain verification latency (≈170ms), renders them particularly well-suited for 

deployment on resource-constrained devices. These properties enable rapid authentication of 

customs or regulatory compliance data without burdening local hardware or congesting 
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communication networks. Conversely, zk-STARKs, while offering transparency and post-quantum 

security advantages, generate significantly larger proof sizes (20–100 KB) and involve higher 

computational load due to their hash-based construction and Reed-Solomon encoding. This 

imposes practical limitations in environments with strict bandwidth ceilings or limited 

computational capacity, such as at sea or in developing-port contexts. However, their superior 

cryptographic robustness makes them favourable for archiving high-integrity regulatory 

attestations, VAT exemption claims, or sensitive trade finance documentation, where the 

frequency of validation is low, but security is paramount. 

Storage overhead must also be considered in blockchain-based audit systems, particularly when 

ports or shipping consortia adopt private chains for document retention and proof verification. 

While zk-SNARKs minimise storage through their succinctness, zk-STARK-based proofs may 

require off-chain storage and anchoring strategies to remain scalable within smart contract size 

limits. Accordingly, the proposed framework supports a hybrid approach: zk-SNARKs are 

deployed for frequent, latency- sensitive interactions (e.g., customs pre-clearance), whereas zk-

STARKs are reserved for high-stakes, infrequent compliance use cases where long-term integrity 

and quantum resilience are prioritised. This layered integration model aligns cryptographic 

performance with the operational realities of port logistics systems. 

3.3.5. Strategic challenges and Pathways to adoption 

The implementation of blockchain and Zero-Knowledge Proof (ZKP) technologies in the MSC 

ecosystem presents a paradigm shift in how stakeholders manage security, compliance, data 

privacy and operational efficiency. However, several challenges still need to be addressed for its 

successful implementation.  

A. CHALLENGES IN REAL-WORLD IMPLEMENTATION 

Despite the promising outcomes of the blockchain-ZKP framework tested across major ports, 

several key challenges emerged that may hinder broader adoption. These challenges span 

technological, organisational and ecosystem-level barriers, highlighting the need for strategic 

planning in the maritime digital transformation journey. 

Legacy System Integration: Many port authorities and customs agencies operate on legacy IT 

infrastructure with minimal digital interoperability. These systems are not designed to 

accommodate blockchain-based smart contracts or off-chain cryptographic proofs. Integrating 

blockchain-ZKP frameworks requires not only technical middleware and secure APIs but also the 
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modernisation of data handling procedures and port workflows. Without addressing these 

foundational gaps, the full potential of the architecture remains unrealised. 

Lack of Interoperability Standards: One of the major obstacles in maritime shipping is still 

interoperability. Different ports and regulatory authorities maintain varying formats for cargo 

metadata, compliance documents and customs reporting. For a seamless integration, ZKP 

frameworks will require consistent, systematic aligned data structures to generate and verify the 

proofs. The absence of standardised schemas across ports limits the cross-border validity of ZKP-

based transactions and may require port-specific implementations, which tends to increase 

complexity and cost in the system. Thus, implementing ZKPs in such an environment requires 

advanced cryptographic knowledge, and integrating them into legacy systems may require 

significant development effort. This complexity could slow down the adoption of ZKPs for 

interoperability in the maritime shipping sector. 

Scalability and Performance of ZKP Systems: Protocols such as zk-SNARKs and zk-STARKs 

provide privacy-preserving computation, but they also introduce computational overhead. 

Generating and verifying proofs, especially for high-volume cargo operations or nested document 

conditions, can lead to processing delays. As blockchain adoption scales, performance trade-offs 

become more visible, particularly in real-time scenarios such as container tracking or payment 

automation. Efficient batch processing, rollups or hardware-accelerated proving mechanisms will 

be critical for enterprise-scale deployment. 

Stakeholder Onboarding and Cryptographic Usability: A major non-technical challenge lies in 

onboarding diverse stakeholders such as customs officials, shipping clerks, logistics providers and 

payment agents. Most users lack familiarity with cryptographic workflows such as ZKPs or hash-

based validation. For sustainable adoption, the complexity of cryptography must be abstracted 

through user-friendly interfaces, guided workflows and multilingual digital forms that align with 

daily operational routines. 

A. BLOCKCHAIN-ZKP INTO MSCM 

The successful scaling of blockchain-ZKP systems in MSC will require coordinated efforts in policy 

formulation, legal recognition and institutional readiness. The following enablers must be 

addressed at national and cross-border levels: 

Policy Support and Regulatory Sandboxes: Governments and port authorities must take proactive 

steps to create legal environments that enable experimentation. Regulatory sandboxes focused 

on maritime digitalisation can allow stakeholders to deploy blockchain-ZKP systems under 
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controlled conditions. These testbeds provide opportunities to align technical outcomes with legal 

frameworks, particularly regarding customs laws, privacy rights and document admissibility. 

Standardisation through Global Trade Bodies: Alignment with global data and compliance 

standards is essential. Bodies such as UN/CEFACT, the World Customs Organization (WCO) and 

ISO TC 204 should be engaged to develop cross-compatible schemas for trade documents that 

are suitable for ZKP generation. For example, standardising how e-bills of lading or origin 

certificates are hashed and verified can enable seamless ZKP validation across jurisdictions. 

Incentivising Early Adopters: Early-stage deployment of blockchain-ZKP systems often carries 

higher implementation costs and learning burdens. Governments and intergovernmental trade 

alliances can accelerate adoption by offering tariff incentives, priority customs processing or digital 

service credits to companies and ports that participate in pilot implementations. These incentives 

lower the barrier to entry and help build real-world use cases and trust. 

Governance and Smart Contract Custodianship:  A question remains about who governs the 

deployed smart contracts, the ZKP verification logic and the updates to proof circuits. Without 

clear custodianship and update governance, systems risk fragmentation or protocol decay. 

Institutions such as port authorities or neutral third-party regulators should be empowered to act 

as trusted administrators with transparent upgrade mechanisms and dispute resolution protocols. 

B. IMPLEMENTATION ROADMAP 

To manage the complexity of nationwide or cross-border deployment, a phased implementation 

strategy is required. The roadmap should allow stakeholders to progress through awareness, 

design, deployment and institutionalisation with clear milestones. Figure 11, presents the 

implementation development and verification: Technical teams begin system development, 

including smart contract logic, circuit design for ZKP’s and simulation of key workflows. This phase 

also includes format standardization and basic legal compliance alignment with customs 

procedures and digital identity frameworks.  
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            Figure 11: Implementation Timeline 

1. Piloting and Capacity Building: Controlled pilot deployments are conducted in selected ports. 

Feedback is collected to refine the system, and intensive training is offered to both technical 

and operational users. Metrics such as time savings, error reduction and stakeholder 

satisfaction are monitored. 

2. Full-Scale Implementation: Once pilots demonstrate success, the system is scaled to 

multiple ports with dedicated infrastructure. Governance models are established; nodes are 

federated among stakeholders and long-term monitoring mechanisms are introduced. 

C.  SELECTION OF APPROPRIATE TECHNOLOGY 

Choosing the appropriate technology is essential for the success of any implementation. Hence, 

evaluating the different blockchain platforms and ZKP features based on their scalability, security, 

compatibility and transparency with existing systems will help to figure out which technology is the 

right fit for the proposed implementation [69], [70]. Blockchain platforms such as Ethereum, 

Hyperledger or any other have different features and capabilities [71]. The selection of the best 

blockchain platform depends on the requirements, the developed system architecture and may 

also depend on the current running system. Furthermore, ZKP protocols such as Zk-SNARKS, 

Zk-STARKS or Bulletproofs provide different levels of security and efficiency [72]. To ensure that 

elected technologies can integrate easily with the current systems as they are, or with minimal 

changes, offer a smooth transition and an effective implementation. 

1- Zk-SNARKs: Zero-Knowledge Succinct Non-Interactive Argument of Knowledge is an 

encryption scheme which needs a trusted third party to execute the algorithm in order to generate 

the private key and the verification key [72]. This private key is called “toxic waste”. If an attacker 
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obtains it, the transaction can be forged, therefore, there is a need to keep it secure. This is the 

cryptographic proof generated by the prover to convince the verifier of the validity of a statement 

without revealing any sensitive information [60]. The usage of ZKP ranges from keeping sensitive 

information private to privacy-preserving transaction execution [68]. 

2 - Zk-STARKs: Zero-Knowledge Scalable Transparent Arguments of Knowledge enables privacy-

preserving identity sharing on the blockchain platform by only revealing the necessary information 

[49]. They are transparent and do not require a trusted setup or pre-processing to enhance their 

security properties. Zk-STARKs use collision-resistant hash functions to randomise query 

challenges, which ensure greater security and transparency in the system. Here, “transparent’’ 

means there is no need to generate and store the secret keys, eliminating risks associated with 

their compromise [73]. Thus, the absence of a trusted setup makes Zk-STARKs more resistant 

against specific types of attacks and easier to deploy, as far as there is no need to worry about 

the security of setup keys. 

3 - Bulletproofs: In Bulletproof ZKP, there is no requirement for any trusted setup. However, the 

bulletproofs used in their scheme are not the fastest regarding the verification time, as described 

by Wei [74]. Indeed, one of their attractive features is its small proof size, that performs and grows 

logarithmically with the complexity of the computation or statement. Hence, it performs amazingly 

well in handling small-scale problems. 

As discussed, Bulletproofs is not seen as effective for implementation in the maritime industry. 

Based on the different aspects, the effectiveness of Zk-SNARK and Zk-STARK are analysed and 

presented below: 

4– Implementation: For the purpose of proof generation and validation, a secret key is required in 
Zk-SNARK, whereas Zk-STARK is transparent and does not require such secret keys [75], thus 

eliminating the requirement of trusted setup to generate and store such keys. This facilitates the 

efficiency enhancement of the overall system as well as addressing many concerns. Furthermore, 

it also strengthens the system against the post-quantum attacks. As a result, the Zk-STARK 

protocol is best suited for the maritime networks, as it demands untrusted and diverse participants, 

such as international shipping companies, port authorities and customs agencies. 

5 - Proof Size and Execution Time: The proof size of Zk-SNARK is small (typically between 
200-300 bytes) when compared with Zk-STARK (in the range of kilobytes) [68]. Verification sizes 

are related to the size of the proofs, and Zk-SNARK is efficient, faster and occupies less memory 

on chains during verification. Currently, Zk-SNARKs is more popular in blockchain networks due 

to its small proof size, faster performance and low gas costs. However, if Zk-STRAKS was faster 
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at proof verification, it would undeniably have the potential to overcome its competitors, Zk-SNARK 

and Bulletproofs [76]. 

6- Privacy-preserving and Security: Zk-SNARKs is constructed in the Common Reference String 
(CRS) model, which requires a setup phase to create proving and verification keys with CRS. As 

a part of key generation, some randomness is created, which needs to be disposed of later, at the 

end of the setup. However, misleading the disposal may compromise the security of this 

mechanism, and the possibility of false proofs may arise [77]. This is a difficult situation, as the 

CRS must be generated for use in a large network of untrusted participants. While comparing it 

with Zk-STARK and Bulletproofs, they do not require such setup, which also protects them from 

the quantum attacks that Zk-SNARKs is susceptible to. Although Bulletproofs is not as effective 

for a large network, considering the privacy-preserving and security points of view, Zk-STARKS is 

still seen as effective [60]. 

7- Transparency and Scalability: As Zk-STARKs does not require a trusted setup for proof 

generations, that allows the system to be transparent when compared to Zk-SNARKs, which 

demands additional trust assumptions and governance structures, therefore becoming “toxic” 

when compromised and requiring disposal at the end [78]. Although the size of proofs generated 

by Zk-SNARKs is small and uses less computational overhead for verification, its scalability is 

limited by the trusted setup phase and becomes inefficient in handling dynamically changing large-

scale datasets. On the other hand, Zk-STARKs can address the complications of handling large 

scales of datasets. 

8- Auditability: As Zk-STARKs performs well with large data sets, it can be used to verify ship 

logs, cargo manifests and compliance records without revealing sensitive data, which ensures the 

proper auditability while preserving privacy. 

 

Hence, as described in table 15, Zk-SNARKs and Zk-STARKs help to balance transparency and 

privacy in the maritime industry, therefore helping to address the critical challenges in logistics, 

compliance and security. Its integration with blockchain assures efficiency and scalability, which 

were lacking from the implementation of blockchain alone. Regarding Zk-STARKs, due to the 

large size of proofs, it is not sensibly feasible to implement. Moreover, it takes longer to verify, and 

it requires more computing resources, which increases gas costs. Although Zk-STARKs is still 

developing and a lot of research is ongoing to enhance its reliability, it is nonetheless more efficient 

than Zk-SNARKs in other aspects, and a real possibility exists in the future of it being overtaken 

by Zk-STARKS. 
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Table 15: Comparison of ZKP’s 

Protocol 
Trusted 

setup 

Proof 

size 

Verifier 

time 
Post-Quantum secure On-chain size 

Zk-SNARK Yes ~200  

bytes 
 

Fast No Small 

Zk-STARK No KBs Medium Yes Larger 

Bulletproofs No Small Slow No Small 

 

zk-STARKs rely on collision-resistant hashes and avoid number-theoretic assumptions, making 

them inherently resilient to quantum attacks. This makes them more suitable for long-term 

compliance in sensitive cross-border operations. Beyond ZKP computational trade-offs, the 

integrity and security of the underlying blockchain network are also critical to ensuring trust and 

resilience in maritime applications, as explored below. 

 

E. SCALABILITY AND INTEROPERABILITY STRATEGIES Scalability and interoperability remain 

critical barriers to the deployment of blockchain-ZKP frameworks in real-world port environments 

[79]. Maritime logistics ecosystems are typically composed of heterogeneous systems, including 

proprietary terminal operating systems (TOS), legacy enterprise resource planning (ERP) 

platforms, and port community systems (PCS) with varying degrees of digital maturity. 

Consequently, any proposed architecture must accommodate backward compatibility, modular 

deployment, and multi-platform verification. To enable interoperability with existing infrastructure, 

this framework adopts a modular design that supports RESTful APIs and event-driven middleware 

layers. These serve as adapters between the blockchain-ZKP validation engine and legacy port 

management systems, enabling seamless data exchange without disrupting operational 

workflows. Integration can be achieved incrementally by encapsulating verification logic within 

microservices that communicate with existing systems through secure messaging protocols (e.g., 

MQTT, AMQP). In terms of cross-chain compatibility, the framework is designed to operate on 

Ethereum but can be extended to other distributed ledger platforms such as Hyperledger Fabric, 

Corda, or Polkadot via interoperability protocols. Solutions such as Interledger and decentralised 

notary schemes allow for anchoring proofs or state transitions across chains without compromising 

cryptographic integrity. This is particularly important in scenarios where stakeholders (e.g., 

customs, freight brokers, port operators) rely on different blockchain infrastructures for contractual 

or jurisdictional reasons. 
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From a scalability standpoint, zk-SNARKs offer constant size proofs and fast on-chain verification, 

making them suitable for high-throughput environments. For larger-scale implementations, Layer 

2 solutions such as rollups or sidechains can be leveraged to aggregate proofs off-chain before 

final commitment on the main net, thereby reducing gas costs and network congestion. This 

approach ensures the system remains responsive under increased transaction loads typical of 

major port terminals. 

Taken together, these strategies offer a practical pathway for integrating privacy-preserving 

blockchain systems with complex and often fragmented IT ecosystems found in global maritime 

logistics. 

F. BLOCKCHAIN-ZKP NETWORK SECURITY CONSIDERATIONS 

While Zero-Knowledge Proofs (ZKPs) ensure privacy and selective disclosure in document 

verification and compliance processes, the underlying blockchain network must also be secure, 

resilient and tamper-proof to guarantee end-to-end system integrity. 

 

1.  Chain Integrity and Immutability: 

The proposed framework assumes deployment on a secure blockchain such as Ethereum, where 

transactions are confirmed through consensus protocols like Proof of Stake (PoS). Once a 

transaction is completed, such as a customs ZKP validation or container clearance, it is committed 

to the chain and it becomes immutable, thus ensuring a trusted audit trail for all stakeholders. This 

immutability guarantees that no actor can retroactively alter shipment records or compliance logs. 

2. Node Validator Security: 

In PoS-based chains like Ethereum, node validators are selected based on economic stake, and 

malicious behaviour results in slashing (stake forfeiture). This mechanism incentivises honest 

participation and protects against block reordering or double-spending attacks. For private or 

consortium deployments, validator governance can be further enhanced through permissioned 

nodes controlled by port authorities, customs agencies or international logistics consortia. 

3. Attack Vectors and Risk Mitigation: 

Potential threats to the system include: 

• Sybil attacks, where malicious actors attempt to control multiple validator nodes. This is 

mitigated by stake-based voting in public chains and permissioned access in private 

deployments; 

• 51% attacks, which are economically unfeasible in Ethereum's PoS model. but remain a risk 

in smaller or less distributed networks; 
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• Front-running and MEV (Miner Extractable Value) in public deployments, which can be 

minimised using transaction ordering protection or by adopting Layer-2 solutions with 

deterministic execution. 

4. Smart Contract Exploits 
Smart contracts governing ZKP verification and payment automation must be carefully audited to 

prevent vulnerabilities such as re-entrancy, overflow or logic flaws. Using formally verified 

templates, restricted function access and upgradeable contracts with community oversight 

reduces this risk. 

These considerations demonstrate that blockchain-ZKP integration must not only ensure 

cryptographic privacy but also rely on a secure, economically resilient and well-governed chain 

infrastructure to achieve holistic system security. 

 

G. THREAT MODEL AND SECURITY ANALYSIS 

The integration of Zero-Knowledge Proofs (ZKPs) with blockchain infrastructure for maritime 

logistics must address a range of potential security threats that stem from adversarial behaviour, 

infrastructural limitations, and cryptographic assumptions. This section outlines the underlying 

threat model, describes adversarial capabilities, and evaluates the proposed system’s resistance 

to common and advanced attack vectors. 

 

1) ADVERSARY MODEL 

We assume a partially asynchronous distributed system, where adversaries may attempt to 

compromise either the blockchain infrastructure or the cryptographic proof layer. There are three 

categories: 

 

• Honest-but-curious adversaries: Attempt to infer sensitive data (e.g., cargo value, sender 

identity) by analysing metadata or transaction flows without altering protocols. 

• Malicious adversaries: Capable of tampering with messages, submitting fraudulent transactions, 

or forging identities to gain unauthorised access. 

• Quantum-capable adversaries: Equipped with quantum computing resources capable of 

breaking number-theoretic assumptions underlying classical cryptographic schemes. 

 

The threat model is aligned with standard assumptions in permissioned or semi-public blockchain 

deployments, where most validators are trusted entities (e.g., port authorities, customs agencies), 

but external actors may attempt protocol subversion, as we can see in Table 16. 
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Table 16: Threat surface analysis and mitigation strategies for ZKP-Enabled Maritime 
Deployments 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2) THREAT SURFACE AND RISK ANALYSIS 

The following table summarises the main threats affecting the proposed ZKP-enabled maritime 

blockchain system, together with their attack vectors and corresponding mitigation strategies 

across both the blockchain and cryptographic layers. 

 

3) SECURITY GUARANTEES 

The system provides the following assurances under standard cryptographic assumptions: 

• Confidentiality: Trade-specific data (e.g., cargo contents, invoice terms) is never revealed on-

chain. ZKPs allow validation of regulatory compliance without disclosing underlying information. 

• Integrity and Immutability: Once proofs are verified, the outcome and metadata are recorded 

immutably on the blockchain ledger, preventing tampering or repudiation. 
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• Post-Quantum Resilience: zk-STARKs rely solely on hash-based constructions and avoid 

number-theoretic hardness assumptions, ensuring long-term security even in the presence of 

quantum adversaries. 

• Auditable Compliance: The combination of ZKP-based selective disclosure and smart contract 

logging supports a verifiable audit trail for regulatory bodies, without central trust dependencies. 

 

4) LIMITATIONS AND FUTURE ENHANCEMENTS 

While the current architecture mitigates major threats, residual risks remain, particularly with 

external dependency layers (e.g., sensor integrity) and evolving smart contract vulnerabilities. 

Future work will focus on integrating real-time anomaly detection, formal model-checking of smart 

contracts, and introducing zero-knowledge rollups to further reduce on-chain exposure and 

verification costs. 

3.3.6. Conclusions and future research 

In the context of Maritime Supply Chain Management (MSCM), blockchain technology has 

emerged as a pivotal innovation to address persistent challenges related to inefficiency, 

transparency, and trust. Despite these advantages, blockchain systems face critical limitations 

concerning scalability, computational cost, and data privacy. Zero-Knowledge Proofs (ZKPs) 

represent a powerful complement to blockchain technology, enabling the secure verification of 

information without revealing sensitive underlying data. This study has demonstrated the potential 

of ZKP integration in blockchain-enabled maritime systems to balance transparency, privacy, and 

operational efficiency. 

Grounded in real-world use cases and operational challenges across major ports, this research 

highlights the value of combining blockchain and ZKP technologies to optimise maritime logistics. 

The most significant applications relate to privacy-preserving traceability, verifiable document 

authentication, fraud prevention, and compliance with evolving regulatory frameworks. By 

enabling off-chain computations through lightweight cryptographic proofs, the proposed approach 

reduces computational overhead, improves scalability, and safeguards sensitive trade information 

against unauthorised access at the ZKP layer. While prior case studies at ports such as Rotterdam 

and Singapore have reported reductions in customs clearance times and improvements in fraud 

detection rates, this study does not independently replicate those operational outcomes. Instead, 

it introduces a controlled simulation-based prototype that validates the technical feasibility of 

integrating ZKPs within blockchain environments. The prototype contributes empirical 
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benchmarks, such as proof generation time, verification latency, and gas cost, that serve as 

foundational indicators for subsequent field implementations. Hence, the 

findings substantiate the architectural soundness of the proposed framework rather than asserting 

direct performance improvements in live operations. 

The successful implementation of blockchain–ZKP frameworks within MSCM will depend on 

sustained collaboration among stakeholders, the alignment of enabling technologies, and the 

evolution of legal and regulatory mechanisms. Ongoing advancements in cryptographic 

techniques and blockchain scalability solutions continue to strengthen the feasibility of these 

systems. The integration of ZKP with 

blockchain has the potential to transform maritime logistics into a more secure, efficient, and 

privacy-compliant ecosystem, redefining governance and operational processes. 

Future research should priorities the standardisation of interoperability protocols, the design of 

lightweight ZKP nodes for edge and IoT environments, and the optimisation of proof systems for 

real-time processing. Furthermore, empirical pilot programs are needed to evaluate governance 

models and test the robustness of blockchain–ZKP deployments under live port conditions. 

Although blockchain adoption is progressing across global maritime terminals, its general use 

remains limited. Layer-two enhancements and user-centric design principles will be crucial in 

advancing accessibility, interoperability, and adoption. Continued research and cross-sector 

collaboration will enable the maritime industry to evolve toward a more transparent, resilient, and 

sustainable supply chain ecosystem. 

3.4 Cross-Paper Synthesis: Blockchain’s Transformational Role in Port Logistics 

Together, the two papers articulate a complementary narrative: one rooted in systematic evidence 

synthesis and the other in applied system design. They underscore blockchain’s dual promise, 

enhancing transparency and efficiency, while demonstrating how ZKPs mitigate the trade-off 

between transparency and confidentiality. 

While the first review paper identifies conceptual and technological tensions, the second paper 

proposes actionable pathways for resolving them through stakeholder coordination and modular 

governance models. This synthesis affirms that blockchain, when coupled with privacy-preserving 

technologies, offers a resilient infrastructure for future-ready port operations. 

The integration of blockchain and ZKPs introduces not only technological innovations but also 

significant governance challenges. Implementing such systems in port logistics necessitates 
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consensus among heterogeneous actors, port authorities, shipping lines, customs, and regulatory 

bodies, each with distinct priorities and risk sensitivities. 

This chapter reflects critically on the insights derived from both papers, elaborating on the 

conditions necessary for successful adoption, in the theoretical, technical, and governance 

dimensions: clear regulatory frameworks, interoperability standards, and incentive structures that 

align stakeholder interests. It is also important to consider the implications for privacy governance, 

noting that ZKP-enabled systems can provide accountability, an increasingly important 

consideration in global trade, helping reshape maritime logistics for enhanced efficiency, trust, and 

sustainability.  
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Chapter 4 - Blockchain for Traceability in Healthcare Cold Chains 

This chapter presents a self-contained research article submitted for publication, focusing on the 

application of blockchain technologies to enhance traceability in healthcare cold chains, with a 

particular emphasis on blood supply chains. The paper is reproduced in its original form to 

preserve its methodological rigor and scholarly coherence, aligning with the Design Science 

Research Methodology (DSRM) framework introduced in Chapter 3 [57]. It addresses a core 

thematic pillar of this dissertation: ensuring traceability, security, and regulatory compliance in 

healthcare supply chains, contributing directly to the research questions outlined in Chapter 1 [1], 

[100]. By integrating blockchain with Zero-Knowledge Proofs and IoT sensors, this chapter 

explores innovative solutions to mitigate risks such as spoilage, counterfeiting, and data breaches, 

which are critical in healthcare logistics [94], [101]. The structure of this chapter focusses on clarity 

while reflecting on the design-oriented research process, with findings synthesized to inform both 

academic and professionals in healthcare supply chain management. 

4.1. Sectoral Context: Blood Supply Chains and Cold Chain Logistics 

Healthcare cold chains, particularly blood supply chains, are critical infrastructure for ensuring the 

safe and timely delivery of temperature-sensitive medical products, such as blood units, vaccines, 

and pharmaceuticals [80], [84]. Blood supply chains face unique challenges, including stringent 

temperature control requirements (typically 2–6°C for red blood cells), regulatory compliance with 

standards like Good Distribution Practices (GDP), and the need for end-to-end traceability to 

prevent errors or contamination [91]. Inefficiencies, such as manual record-keeping, fragmented 

systems and lack of real-time monitoring, increase the risk of spoilage, loss, or unauthorized 

access, compromising patient safety and operational trust [87], [85]. 

Blockchain technology offers a transformative approach to address these challenges by providing 

a decentralised, tamper-proof ledger for recording transactions and tracking assets [99], [100]. In 

blood supply chains, blockchain ensures immutable records of storage conditions, transport 

logistics, and chain-of-custody, enhancing transparency and accountability among stakeholders, 

including hospitals, blood banks, and regulatory bodies [86]. However, privacy concerns, 

particularly related to patient data and proprietary logistics information, necessitate advanced 

cryptographic techniques like ZKPs to enable secure, privacy-preserving verification [8]. 

Additionally, IoT sensor integration facilitates real-time monitoring of temperature and humidity, 

validated through blockchain oracles, as demonstrated in healthcare cold chain applications [49]. 
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Despite these advancements, challenges such as interoperability with legacy healthcare systems, 

scalability for high-volume transactions, and compliance with regulations like GDPR persist [94], 

[93]. This chapter builds on these insights, presenting a peer-reviewed contribution that explores 

blockchain-based solutions tailored to healthcare cold chains, with a focus on practical 

implementation and evaluation within the DSRM framework [57]. 

4.2. Study 3: Blockchain Solution for Traceability and Transparency of Organic Materials 
in Healthcare Supply Chain Systems 

4.2.1. Introduction 
Blood is a vital biological fluid that plays a central role in transporting oxygen, nutrients and immune 

components throughout the human body. Blood transfusions remain indispensable in modern 

medicine, supporting surgeries, childbirth, cancer therapy, trauma care and chronic illness treatment 

[80]. They also form an integral part of treating medical emergencies and saving lives. Due to the 

absence of viable synthetic alternatives, blood availability relies entirely on voluntary donations, 

often coordinated by local health organisations in collaboration with national transfusion services. 

The World Health Organization (WHO) reports 118.5 million units of blood were donated globally in 

2023. This highlights the immense scale of the blood supply chain and the pressing need for 

traceable, timely and reliable logistics to ensure patient care.  

 

However, a persistent lack of traceability and transparency in the blood supply chain from collection 

and testing to storage and distribution continues to compromise quality, with instances of 

transfusion-transmitted infections [81]. Fragmented visibility makes it difficult to ensure that blood 

products remain within safe and regulated conditions throughout their lifecycle in the supply chain. 

The blood supply chain is an integral part of healthcare networks delivering life-saving products to 

patients in need. Yet, inefficiencies often result in shortages, wastage, contamination risks and 

delayed availability [82].  

 

Without end-to-end traceability, healthcare institutions face significant challenges in managing 

compatible blood inventories, leading to delays, imbalances and non-compliance with quality 

assurance frameworks. Robust cold chain mechanisms, particularly those maintaining strict 

temperature controls, are vital to ensuring the viability of blood components and reducing risks of 

spoilage [84]. Reports from the American Red Cross indicate that nearly 80% of blood collection 
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sites are temporary and often lack the required infrastructure, further elevating the risk of quality 

degradation due to environmental fluctuations and inadequate documentation [85]. 

 

Regulatory bodies such as the WHO emphasize that healthcare institutions and blood banks must 

ensure proper documentation, storage and transportation of blood units post-testing. Yet, there 

remains limited evidence in the literature demonstrating real time traceability of both the origin and 

quality history of blood units [86]. A significant proportion of blood is discarded before transfusion 

due to expiration, temperature breaches or compromised packaging. Blood wastage from such 

causes is estimated at up to 6.7% of total supply, indicating a substantial gap in quality control and 

system coordination [87]. Improving forecasting, tracking accuracy and multi-stakeholder 

coordination is therefore essential to achieving timely, safe and equitable access to blood products 

[85].  

 

In the European context, regulatory compliance introduces additional complexity, particularly due to 

the General Data Protection Regulation (GDPR), which governs the handling of sensitive health data 

[88]. The recent European Data Protection Board (EDPB) Guidelines from February 2025 further 

clarify the need for blockchain-based systems which should incorporate privacy-by-design, 

pseudonymisation, and data minimisation principles to remain GDPR-compliant (EDPB Comments 

on the Guidelines 02/2025, 2025). 

 

In response to these challenges, technology-driven solutions must address not only clinical and 

logistical needs but also the ones regarding European data governance frameworks. In addition to 

GDPR and the EDPB guidelines, the European Blockchain Services Infrastructure (EBSI) (The 

European Blockchain Services Infrastructure (EBSI), n.d.) provides a foundation for cross-domain, 

interoperable blockchain networks for public healthcare services, while the European Digital Identity 

(EUDI) framework facilitates secure, decentralised identity management and consent verification for 

donors, laboratories and hospitals. 

 

The integration of blockchain and IoT technologies offers a transformative opportunity to digitalise 

and modernise the cold blood chain. Blockchain enables tamper-proof, auditable records and smart 

contracts that automate regulatory compliance. In parallel, IoT sensors offer real-time environmental 

monitoring, ensuring blood is stored and transported within the required conditions. When 

implemented within a modular, privacy-preserving architecture that aligns with GDPR and conforms 

to EDPB 02/2025, EBSI and EUDI standards, these technologies can deliver a secure, transparent 

and efficient healthcare logistics system. 

 

https://www.zotero.org/google-docs/?eoGI85
https://www.zotero.org/google-docs/?eoGI85
https://www.zotero.org/google-docs/?eoGI85
https://www.zotero.org/google-docs/?eoGI85
https://www.zotero.org/google-docs/?6ChcIW
https://www.zotero.org/google-docs/?6ChcIW
https://www.zotero.org/google-docs/?6ChcIW
https://www.zotero.org/google-docs/?6ChcIW
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Given the persistent challenges in traceability, quality control, and regulatory compliance within 

blood cold chains, this research is driven by the need to design a secure, scalable and standards-

aligned solution leveraging blockchain and IoT technologies. This paper presents a system which is 

validated through a controlled environment testing which involves 100 mock blood units. It 

demonstrates the feasibility of a decentralised, regulation-aligned traceability framework that 

reduces blood wastage and enhances patient safety while remaining interoperable with future EU-

wide healthcare infrastructure. 

4.2.2. Literature Review 

PRISMA BASED LITERATURE REVIEW 

In January 2025, a systematic literature review was conducted to investigate the role of blockchain 

and IoT in transforming the blood and gene therapy cold chains in healthcare. Following the PRISMA 

(Preferred Reporting Items for Systematic Reviews and Meta-Analyses) methodology, the review 

aimed to capture a comprehensive and unbiased selection of recent, peer-reviewed studies 

addressing transparency, traceability and compliance in supply chains for temperature-sensitive 

biological products. 

 SEARCH STRATEGY AND CRITERIA 

To find the most relevant and recent studies, a search plan was set up with specific criteria, focusing 

on the most recent available information in the research area. The description of search 

methodology is shown in Table 17. 
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Table 17: Description of Search Components 

Methodology 

component 
Specific details 

Database selection 
Scopus (Total extracted documents: 59) 

Web of Science (Total extracted documents: 52) 

  

Publication parameters 

Language: English 

Time frame: 2019-2025 

Publication type: Peer-reviewed journal articles 

Search keywords 

 
Context: Blockchain, Distributed ledger 

Concept: Blood, Gene therapy 

Population: Supply chain, Cold chain, Transparency, Traceability, 
IoT, Internet of Things 

 
 
 
Inclusion criteria 

 
Empirical research articles 

Review papers 

Technical reports focusing on blockchain and IoT applications in 
blood cold supply chains and gene 
therapy 
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SEARCH RESULTS AND ANALYSIS PROCESS 
 

Applying the search criteria mentioned in the previous section, a strategy was developed along with 

the inclusion criteria to ensure the selection of relevant and up-to-date English-language publications 

and reviews focusing on the applications of IoT and blockchain in the blood supply chain. The search 

was limited to journal articles published between 2019 and 2025, using data from two reputable 

databases: Scopus and Web of Science (WOS) Core Collection. To maintain data accuracy, 

duplicate articles were removed from the initial search results, as per Figure 12. 

 
Figure 12: Systematic literature review PRISMA flow diagram  

 
BACKGROUND OF RESEARCH CONTEXT 
BLOOD COMPONENT UTILISATION AND LOGISTICS COMPLEXITY 
 
Whole blood is the original or unseparated form of blood, which is not in high demand. Instead, 

specific blood components are separated from whole blood to be employed in particular medical 

treatments [88]. In fact, more than a hundred different products can be derived from blood, including 
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both products and sub-products. Red Blood Cells (RBC), platelets, White Blood Cells (WBC) and 

cryoprecipitate are important in blood products. RBCs, which are crucial for treating anaemia, 

premature infants and blood loss, make up the largest portion of transfused blood products, 

representing 63.4% of total demand. Plasma is used for clotting disorders, immune deficiencies and 

burns, which follows at 17.8%, while platelets are essential for blood clot formation and used in 

cancer treatment, which accounts for 13.6% of cases. Finally, cryoprecipitate rich in clotting factors 

are 5% of total demand [88], [90]. As a result, after donation, whole blood is typically split into 

components that can be used and preserved separately for the treatment of the 

disorders.  Therefore, the varying storage requirements and shelf lives of various components 

highlight the significance of precise tracking techniques to assure their safe and effective use, which 

is a challenge that blockchain technology aims to address. 

 

RBCs must be preserved within the temperature range of +1°C to +6°C to retain viability. Although 

they have a comparatively long storage life of 42 days, control in terms of temperature is very crucial 

because even minor temperature disturbances lead to haemolysis or loss of function (Yoshida et al., 

2019). As they are essential for medical therapies and one of the most studied blood products, the 

study into improving their storage conditions is always ongoing. On the other hand, platelets are the 

blood product with the shortest shelf life, just five days. Platelets must be kept at +20°C to +24°C 

and with continuous agitation to prevent clumping and loss of function. This very restricted storage 

time generates continuous demand. Therefore, managing platelet supply is one of the biggest 

logistical challenges in healthcare [91].  

 

Unlike RBCs and platelets, plasma can be stored for as long as one year if the storage conditions 

are appropriately maintained. It needs to be frozen at -35°C to -40°C to maintain its biochemical 

properties. This extended shelf life enables stockpiling, which reduces the risks of shortage. Hence, 

it is the most flexible component of blood products in transfusion [90]. Cryoprecipitate is stored in 

almost the same condition as plasma, which is at -33°C to -35°C, and when frozen, remains viable 

for one. However, it must be manufactured from whole blood within eight hours of its collection to 

retain its clotting factors [88], [90]. 

 

Blood is not just for transfusions, but it is also essential for medical research. For this reason, simply 

tracing blood components from donor to patient is not enough. There is a need to monitor the 

availability and the cause of discards, whether due to expiration, contamination or lack of demand. 

Being aware of these facts and reporting them can stimulate further research in a broad spectrum 

of medical fields. 

 

https://www.zotero.org/google-docs/?nShLxw
https://www.zotero.org/google-docs/?nShLxw
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1. BLOOD COLD CHAIN MANAGEMENT 

The blood cold supply chain begins with the blood being extracted from the donor and continues 

until the blood product is transfused to a patient. As a result, there are a huge number of planning 

and decisions that should be considered while designing a blood cold supply chain [92]. Cold chain 

management in blood refers to the process of collecting, transporting, storing and distributing blood 

and blood products while maintaining strict temperature control. It is essential to keep the blood 

product within a specific temperature range from donation to transfusion to ensure its safety and 

effectiveness [94].  

 

Thus, proper blood management is important to prevent bacterial contamination and maintain blood 

viability. Even slight temperature fluctuations can compromise the quality and safety of blood 

products [95]. Additionally, [96] highlighted that mislabelling blood is a costly mistake which leads to 

misbranding and potential recalls. These issues highlight the need for robust systems that ensure 

both safety and transparency throughout the cold chain. Maintaining a seamless cold chain is critical 

not only for routine transfusions but also in different cases such as emergencies, disaster relief and 

rural healthcare, where disruptions can have serious consequences. 

 

Challenges in Blood Cold Chain Management in Traditional System 

For effective cold chain management, there are numerous obstacles to overcome. Traceability and 

transparency are frequently confused as interchangeable terms, though they serve related yet 

separate roles. Traceability refers to monitoring a product’s path from origin to destination, whereas 

transparency means offering a clear view of the process, reflecting how well stakeholders can 

understand and retrieve accurate product information without interruptions, delays or gaps [96]. 

Infrastructure limitations, such as power failures, equipment malfunctions and limited facilities in 

remote areas may also create significant risks. These challenges contribute to specific issues: 

 

Traceability gaps: Manual record-keeping and fragmented system 

When blood is donated, it is recorded manually (e.g., in paper logs or in disconnected digital 

systems) at donation centres, which often fail to track the blood unit’s from its origin to recipient [99]. 

For instance, a donor’s blood collected at a temporary site might not have its origin, collection 

conditions (e.g., temperature at donation) or subsequent processing (e.g., testing for pathogens) 

consistently recorded across systems. This slows down the tracking from the donor to the blood 

bank, testing lab, storage and eventual transfusion. If a blood unit is lost somewhere or 

contaminated, it will be harder to trace back to the donation event, risking patient safety and donor 

trust. For example, a temporary blood collector logs the details of the donor manually, but this data 
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is not synced with a hospital system, which leads to the creation of gaps and the loss of details about 

where the blood originated or how it was handled. 

 

Transparency: Limited visibility into the supply chain 

Donors, blood banks and healthcare providers frequently deal with a lack of visibility into what 

happens after donations. This opacity will decrease trust and confidence between parties. 

Additionally, donors may hesitate to donate blood if they suspect mismanagement in the supply 

chain, and hospitals may question the quality of the donated blood, delaying critical treatment. For 

example, a donor has no idea if their blood was stored properly (e.g., at 1°C–6°C for RBCs) or if it 

reached a needing patient. Similarly, hospitals cannot easily confirm the handling history of a blood 

unit donated a week ago. If a blood unit donated during a campaign is transported without clear 

records of temperature control or proper documentation, the receiving hospital might discard it due 

to uncertainty, even if it is still viable. 

 

Data integrity: Risks of data manipulation or unauthorised access  

After donations, donor information (e.g., identity, blood group, health history) and blood unit details 

(e.g., test results, donation dates) are at risk of tampering or containing a couple of in the centralised 

systems. Compromised data integrity during or after donation threatens patient safety and minimises 

confidence in the donation process. For example, an opposing party could alter a donor’s test results 

in order to hide contamination, or an error could mislabel a blood type. If a blood bank’s database is 

hacked and a donor’s HIV-positive result is changed to negative, then the contaminated blood could 

enter in the supply chain as undetected. 

 

Timely communication: Delays in coordination among stakeholders 

Different stakeholders participate in the blood cold supply chain, such as donors, collection centers, 

testing labs, blood banks and hospitals. Delays in communications, such as notifying a hospital 

about the availability of blood after donation of a rare blood type can affect the supply chain [97]. 

Slow coordination between stakeholders implies that the donated blood may not reach patients on 

time, especially in emergency cases (e.g., trauma cases needing immediate transfusions). For 

example, if a person with O-negative blood donates in a remote area and the blood bank is not 

informed about it instantly, a nearby hospital with a shortage of that blood type may face delays in 

getting it. 

 

Inventory management: Inaccurate demand forecasting 

In blood donation campaigns, due to poor demand prediction, there is often collection of either more 

or less blood than needed. Thus, overstocking from a large donation drive can lead to expiration 
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(e.g., platelets last only five days), while understocking from low turnout may leave hospitals short. 

Wastage of blood reduces the effectiveness of donations, while shortages cause delays in 

treatments and discourages future donor participation. For example, a donation event will be able to 

collect 200 units of platelets, but local demand is only fifty units, which leads to 150 units expiring 

before use. 

 

Regulatory compliance: Adhering to varied and evolving standards 

Blood donation must follow strict regulations (e.g., WHO guidelines) on collection, testing, storage 

and distribution. Temporary donation sites or campaigns are often organised; however, the 

infrastructure to meet these standards consistently may be lacking. If these rules are not strictly 

followed, donated blood might be wasted (e.g., if the storage temperature is not recorded in real 

time). This can lead to legal trouble and lower trust from donors. For example, a mobile blood drive 

fails to maintain records of cold chain conditions as per WHO guidelines, which leads regulators to 

reject the donated units. 

 

Authenticity: Verifying rare of specialised blood units 

Donors with rare blood types (e.g., AB-negative) or specialised units (e.g., for gene therapy) are 

very important but hard to authenticate without robust tracking. Manual systems cannot reliably 

confirm a unit’s origin or integrity post-donation. If authenticity is not verified, hospitals may reject 

rare, donated blood due to the uncertainty of its origin, or counterfeit blood units may get into the 

supply and put patients at risk. For example, if a donor with a rare blood type donates and there is 

no secure system, the hospital is not able to confirm the genuineness of it and therefore might delay 

its use for a matching patient.  

 

Blood Supply Chain Management Based on Blockchain Technology and IoT  
 The Internet of Things (IoT) is a suite of sensor-based devices that enhance the management of 

blood supply chains with real-time tracking of conditions. IoT sensors are placed on storage units of 

blood and transportation vehicles, and can track temperature, humidity and physical agitation. They 

also enable real-time monitoring of the environment where the blood is stored. The collected data is 

then instantly recorded on the blockchain network [96]. For example, RBCs need to be kept at 1°C 

to 6°C to be effective, whereas platelets need to be kept at 20°C to 24°C under continuous agitation 

to preserve viability [91], [86]. As a result, sensors will collect and communicate real-time data and 

enable prompt identification during transportation. This feature ensures that issues can be identified 

and addressed promptly, reducing the risk of unsafe blood products being transfused to patients. 

The implementation of blockchain technology for blood traceability and transparency offers 

numerous advantages namely:  
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Decentralisation: Eliminates the need for a central agency and reduces the possibility of data 

tampering, thereby leading to a more secure and trustworthy system. 

Immutability: Registers guarantee that all transactions concerning blood procurement, storage and 

distribution are not tampered with. 

 

Transparency: The authorised participants (e.g., donors, recipients and regulatory bodies) can 

access their own node and extract data from any shipment, which builds trust; 
Traceability: There is an accurate tracking that reduces the risk of using contaminated or 

mismatched blood units which enhances patients’ safety. 

 

Smart contracts: It simplifies and automates several processes, which provide real-time updates for 

the status of blood units. It makes tracking more efficient and reduces delays, as it is a paperless 

approach. Real-time or near real-time updates improve inventory management and distribution.  

 

Blockchain technology can strengthen IoT by securing and organising the data collected throughout 

the supply chain. It is a decentralised, tamper-proof ledger that records every step, from donation, 

donor data, test results and storage conditions all the way through until transfusion [94]. Once 

recorded, this data cannot be changed, bringing reliability and transparency to the various 

stakeholders involved, including blood banks, hospitals and regulatory agencies. Blockchain also 

enables smart contracts, which are programmed agreements that take action when specific 

conditions are met. For instance, if IoT sensors detect a temperature breach, a smart contract can 

render the concerned blood unit unusable, removing the possibility of error and improving trust. 

Blockchain and IoT together form a powerful platform that enhances quality control and traceability 

in the blood supply chain. 

 

Major Findings 
 

Related scientific literature demonstrated the potential of hybrid solutions in the blood cold supply 

chain. In fact, [86] created a blood chain where a Hyperledger Fabric application tracks the blood 

units from the donor to recipient and guarantees transparency throughout the process. The 

suggested system allows the verification in blood-related transactions, which can provide 

stakeholders with a clear audit trail. Similarly, [81] also presented a Hyperledger Fabric in which a 

blood supply chain system ensures transparency by tracking blood units from donation to 

transfusion. [99] expanded on this concept and designed a comprehensive system that prioritises 

their privacy while monitoring the entire blood supply journey from collection to distribution. Likewise, 
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[82] suggested a blockchain system with RFID tags ensuring the integrity of blood bags and to 

prevent tampering during transportation. [96] also investigated blockchain traceability by using IoT 

and demonstrated how real-time data integration can be utilised to increase supply chain 

transparency.  

 

Examination of these studies indicates strengths and some challenges. Ensuring a clear audit trail 

is a strength of the blood chain, but it is usually not able to demonstrate scalability for large networks. 

On the other hand, RFID integration ensures security, but its requirement for extra hardware is more 

costly [96]. Another upside of this system is the offering of a sound platform for transparency, 

although it requires more testing in healthcare systems.  

 

These studies suggest that the combination of IoT and blockchain has the potential to successfully 

reduce waste of up to 6.7% of supply, as reported by [87] and improve patient safety. However, 

insufficient verification of blockchain-based systems for blood transfusion supply chain management 

remains a challenge, needing practical validation [100]. Widespread adoption is determined by 

addressing high infrastructure costs, establishing standardised protocols and conducting large-scale 

studies to confirm efficacy. 

4.2.3. Methodology 
This research adopts the Design Science Research Methodology (DSRM), a process guideline for 

designing and evaluating IT artefacts as a solution to real-world issues [57]. DSRM was selected 

because of its structured approach in creating a blockchain-IoT solution for blood cold chain 

management to ensure innovation and rigour. This chapter explains the overall activities relating to 

how DSRM is followed to carry out this work, with a focus on the solution development and validation 

process which can be further adapted for further research works. 

 

A. DSRM PROCESS 

DSRM is an iterative approach that guides artifact development by a cycle of phases. It is concerned 

with the problems, the creation of solutions and testing them in a real-world environment, measuring 

effectiveness and refining further based on the outcomes. It is therefore suitable for the research 

objective of building a system that enables blood traceability and transparency with technical 

development in line with practicality. 

 

The work follows DSRM’s iterative process to develop a blockchain-IoT system for blood supply 

chain management integrating analysis, design, simulation and validation: 
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● Understanding the problem: Existing challenges in blood supply chain management are analysed 

based on statistical reports of wastage rates, donation volumes, demand, among others, and 

relevant previous studies are explored to identify the inefficiencies, such as traceability gaps and 

quality control failures, which were explained in detail in chapter 1; 

 

● The proposed architecture, illustrated in Figure 13, integrates IoT sensors, a permissioned 

blockchain and a stakeholder-facing application layer to manage the blood cold chain lifecycle 

(collection, transportation, processing and distribution). The system leverages a hybrid model 

combining on-chain data for critical transactions (e.g., unit status, compliance logs) and off-chain 

storage for high-frequency sensor data (e.g., temperature logs), ensuring scalability and 

performance. 

 

● Setting goals: Chapter 2 analyses the previous work along with the proper analysis of the 

research gaps, with proper pointing at the areas of improvement to set the clear goal of this work, 

which is to develop and test the prototype of the blood supply chain system which provides full 

traceability and reduces wastage in the blood supply chain system. 

 

● Designing the solution: A blockchain-IoT system is conceptualised, combining a decentralised 

ledger for secure data storage with real-time monitoring tools (e.g., IoT sensors for environmental 

tracking), tailored to healthcare requirements. The design architecture and technical details are 

explained in chapter 4; 

 

● Testing the solution: The system is implemented in a controlled simulation, following all the 

conditions in the blood cold chain process from donation to transfusion, using mock data and 

emulated devices to track units, monitor conditions and trigger automated responses. Details of the 

performance test of the proposed solution are explained in chapter 5; 

 

● Evaluating performance: Results are analysed using key performance indicators. The logs that 

were processed during the mock test of each activity were checked. This is explained in detail in 

chapter 6; 
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● Discussion: The findings and results from this work were documented for technical and 

healthcare audiences. The main results and conclusions of this work are presented in chapter 7. 

This iterative approach is visually represented in Figure 13: 

Figure 13: DSRM process overview 

4.2.4. Design of Blood Cold Chain System 
In accordance with phase 3 (Design and Development) of the DSRM detailed in chapter 3, this 

chapter presents the technical design and system architecture of a blockchain-IoT solution tailored 

for enhancing traceability, transparency and regulatory compliance in the blood cold chain 

management. The architecture is grounded in a modular, scalable and privacy-preserving paradigm, 

integrating real-time monitoring with secure data recording and automated compliance enforcement, 

as per figure 12.  

 

A. ANALYSIS OF REQUIREMENTS 

The system requirements are categorised into functional, technical and regulatory domains to 

ensure the comprehensive coverage of operational, technological and legal needs:  
Functional requirements: 

● Enable end-to-end traceability of each blood unit across its lifecycle, that is, from the donation to 

transfusion, by ensuring a complete audit trail. 
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● Provide real-time monitoring of environmental conditions (e.g., temperature, humidity, agitation) 

during storage and transportation to maintain blood viability. 

● Support automated, alert-based responses to deviations in quality thresholds (e.g., temperature 

breaches beyond WHO-specified ranges) 

● Facilitate role-based access for stakeholders (e.g., donors, hospital staff, regulators) to relevant 

data, which enhances transparency and usability. 

● Automate inventory management processes, such as prioritising near-expiry units to reduce 

wastage. 

 

Technical requirements: 

● Deploy redundant and calibrated IoT sensors for monitoring temperature (e.g.,1–6°C for RBCs, 

20–24°C for platelets), humidity, GPS location and agitation, which helps to ensure high accuracy 

and reliability.  

● Use edge computing to quickly detect problems in real time without relying on a constant internet 

connection. 

● Integrate smart contracts for automated rule enforcement and event-driven updates (e.g., 

flagging compromised units or updating inventory status); 

● Ensure scalability through distributed processing, optimised consensus mechanisms and off-

chain storage for high-volume data. 

● Support secure data encryption and cryptographic signatures to prevent unauthorised access or 

tampering; 

● Enable interoperability with existing healthcare systems (e.g., Hospital information systems or 

laboratory information systems) via standardised APIs. 

 

Regulatory requirements: 

● To protect donor and patient data, there is a need to maintain the GDPR-compliant data privacy 

by using role-based access control, encryption and pseudonymisation. 

● For ensuring clinical reliability, there has to be alignment to the WHO standards for blood safety, 

quality and storage conditions. 

● Comply with EDPB guidelines, including the principles of pseudonymisation, data minimisation 

and privacy by design 

● Enable the audit trails for regulators and real-time monitoring for oversight bodies via compatibility 

with the European Blockchain Services Infrastructure (EBSI) and European Digital Identity (EUDI) 

frameworks. 

 Figure 3: Architecture of blood cold supply chain system with blockchain and IoT integration 
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● Support compliance with the regional regulations, such as EU Medical Device Regulation (MDR) 

and UK MHRA standards for IoT sensor certification and data handling. 

 
B. OVERVIEW OF PROPOSED ARCHITECTURE 

The proposed architecture, illustrated in Figure 14, integrates IoT sensors, a permissioned 

blockchain and a stakeholder-facing application layer to manage the blood cold chain lifecycle 

(collection, transportation, processing and distribution). The system leverages a hybrid model 

combining on-chain data for critical transactions (e.g., unit status, compliance logs) and off-chain 

storage for high-frequency sensor data (e.g., temperature logs), ensuring scalability and 

performance. 

Figure 14: Architecture of blood cold supply chain system with blockchain and IoT integration 

 
IoT Layer: Data acquisition and real-time monitoring 

The IoT layer enables real-time monitoring of the environmental status of blood units through 

sensor-fitted storage and transport units, which are designed for accuracy and reliability. This 

layer is designed with the following considerations: 

 
● Sensor network: IoT sensors monitor the critical parameters: 

o For temperature, (1-6ºC for RBCs, 20-24ºC for platelets, -35ºC to -40ºC for plasma) 

DHT22 sensors (±0.5ºC accuracy); 

o For humidity, DHT22 sensors (±2% RH accuracy); 
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o GPS coordinates for location tracking in real-time through NEO-6M modules (±2.5m 

accuracy); 

o Agitation status for platelets using MPU-6050 accelerometers for continuous motion. 

● Data transmission frequency: Temperature and humidity data is collected every sixty 

seconds, GPS data every five minutes and agitation data every ten seconds; hence, there is 

balancing real-time monitoring with network efficiency; 

● Redundancy and calibration: Each storage or transport unit includes dual sensors to 

mitigate the hardware failure risks and is calibrated to WHO standards (e.g. ISO/IEC 17025 

for temperature accuracy);  

● Power management: Sensors operate on low-power protocols (e.g., Message Queuing 

Telemetry Transport (MQTT) over Wi-Fi) with battery backups (twelve-hour capacity) to 

provide functionality during power outages; 

● Edge computing integration: Raspberry Pi 4 edge servers (4 GB RAM, Node.js runtime) 

perform local anomaly detection (e.g., temperature spikes >6°C for RBCs) within 100ms, and 

it triggers alerts or logged events before blockchain writes; 

● Data preprocessing: Edge servers serve as noise filters and aggregate data (e.g., 

averaging temperature over ten second windows) to reduce blockchain transaction volume. 

 

Blockchain layer: Secure storage and event automation 

The blockchain layer, built on the Hyperledger blockchain, operates as a permissioned 

network to ensure privacy, immutability and automation: 

● Hyperledger consensus protocol: Hyperledger Fabric uses a permissioned consensus 

mechanism in which transactions are endorsed by authorized peers and ordered through an 

ordering service, commonly based on the Raft consensus protocol. After ordering, 

transactions are validated and committed to the ledger. This approach enables fast 

transaction finality, typically within one to two seconds, while maintaining low energy 

consumption compared to proof-of-work blockchain systems. 
 

● Smart contracts: Written in Rust, smart contracts automate: 

o Quality checks (e.g., flagging units with temperature breaches >6°C for RBCs); 

o Inventory updates (e.g., prioritising units with <7 days to expiry); 

o Compliance logging (e.g., recording GDPR-compliant audit trails); 

o Alert triggers (e.g., notifying stakeholders of non-compliant units within three 

seconds). 
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● Data storage strategy: 

o On-chain: Critical metadata (e.g., unit ID, blood type, test results, compliance 

status) stored immutably; 

o Off-chain: High-frequency sensor data (e.g., minute-by-minute temperature logs) 

stored in a secure cloud (e.g., AWS S3 with AES-256 encryption), referenced by on-

chain hashes to ensure integrity. 

● Security mechanisms: 

o Cryptographic signatures (ECDSA with SHA-256) validate all transactions; 

o Role-Based Access Control (RBAC) restricts data access (e.g., donors view 

anonymised lifecycle data, regulators access full audit logs); 

o Zero-knowledge proofs (e.g., zk-SNARKs) enable verification of compliance 

without exposing sensitive data. 

● Compliance enforcement: Smart contracts are dynamically upgradable via governance 

protocols, ensuring alignment with evolving standards (e.g., EDPB 02/2025 updates) without 

system redeployment; 

● Interoperability: The blockchain integrates with EBSI for cross-border data sharing and 

EUDI for secure identity verification. 

 
Application layer: Stakeholder interaction and system control 

The application layer provides a web-based dashboard and APIs for stakeholder interaction, 

designed for usability and interoperability: 

● Role-based dashboards: 

o Hospital staff: View real-time inventory, filter units by blood type or expiry and 

receive breach alerts (e.g., via SMS or email); 

o Lab technicians: Upload screening results, validate unit eligibility and access 

transport condition logs; 

o Regulators: Access immutable audit trails and compliance reports, exportable in 

JSON or PDF formats; 

o Donors: Access a public portal to view anonymised donation outcomes (e.g., 

“Your blood was used in a transfusion on [date]”) via EUDI-authenticated login; 

o System administrators: Monitor network health, calibrate IoT devices and update 

smart contracts. 

● User interface features: 

o Real-time visualisations (e.g., temperature graphs, unit life cycle timelines); 
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o Multi-language support (e.g., English, German, French) for EU-wide adoption; 

o Accessibility compliance for inclusive stakeholder access. 

o Notification system: Push notifications and email alerts for critical events (e.g., 

temperature breaches, near-expiry units), configurable by stakeholder role. 

C. COMPONENT SUMMARY WITH ITS CHALLENGES TO ADOPT 

The proposed blockchain-IoT based system for blood cold chain management integrates 

multiple components to ensure traceability, transparency, and compliance. These 

components were mentioned in the Table 18 below which provides a concise overview of 

required elements, their associated components, and their specific functions within the 

system. 
Table 18: Description of Search Components 

Element Associated component Function 

IoT sensor Blood storage units, 

transport containers 

Monitor temperature (1°C–6°C for RBCs), 

humidity, GPS location and agitation 

 

Blockchain 

ledger 

Hyperledger blockchain 

   

Securely store IoT data, transaction logs, and 

audit trails 
 

Smart 

contracts 

Automated scripts on 

the blockchain  

 

Enforce compliance (e.g., flag breaches), 

trigger alerts, update inventory 

 

GPS 

tracking 

 

IoT-enabled devices Provide real-time shipment monitoring for 

logistics optimisation 

 

Cloud 

analytics 

 

Data processing 

platform 

Analyse trends, predict demand and support 

inventory management 

 

Stakeholde

r interface 

Web-based dashboard Enable access to records, alerts and reports 

for authorised users 
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Key consideration and challenges to adopt: Implementing the blockchain-IoT system in a 
real-world healthcare setting presents several challenges, which may include technical, 

operational, and regulatory hurdles. Here, Table 19 will summarise these challenges and the 

corresponding strategies to address them and guide the systems for the practical 

deployment. 

 
Table 19: Challenges and Strategies 

Challenges Associated strategy 

High IoT sensor Modular design allows phased deployment and potential use 

of low-cost alternatives 

 

Interoperability with 

legacy systems 

RESTful APIs and data mapping standards for healthcare 

integration   

 

Stakeholder trust Training modules and transparent access logs for each 

stakeholder 

 

Scalability 

 

Edge computing + Hyperledger scalable consensus 

mechanism 

 

Regulatory evolution Upgradeable smart contracts and modular policy interfaces 

 

 
D. RESULT OF FIRST DSRM ITERATION 

The initial design iteration produced a prototype integrating Hyperledger Blockchain with 

emulated IoT sensors. Early testing revealed the system’s ability to log temperature data and 

flag breaches within three seconds, confirming feasibility. However, integration with legacy 

systems required additional API development, which was addressed in subsequent iterations. 

This prototype forms the basis for demonstration and evaluation in the next phases. 

 

I. DEMONSTRATION 

This chapter will demonstrate a blockchain-IoT-based system which is designed for end-to-

end traceability and for quality control in blood cold chain management. The system is tested 
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with a simulated emergency donation campaign and subsequent transportation to an urban 

hospital, using synthetic data to replicate real-world conditions. This demonstration evaluates 

the system functionality, stakeholder interaction, robustness under failure scenarios and real-

world application. 

 

A. DEMONSTRATION SETUP AND EXECUTION 

The demonstration used synthetic data to simulate the lifecycle of 100 mock blood units, from 

donation to transfusion. Synthetic data was generated using a Python-based script to create 

realistic but anonymised datasets. It contains donor IDs (randomised alphanumeric strings), 

blood types (distributed per WHO prevalence rates, e.g., 37% O-positive), timestamps, 

geolocation coordinates (representing urban and rural collection sites) and environmental 

conditions (temperature, humidity). Temperature data was randomised within WHO 

compliant ranges (e.g., 1–6°C for RBCs) with occasional breaches to test alert mechanisms.  

 

At the mobile collection center, blood units were labelled with unique identities and tracked 

using IoT sensors, which are connected to Arduino Nano 33 IoT devices (32-bit ARM Cortex-

M0+, 256 KB flash, Wi-Fi connectivity). Sensors used were DHT22 for temperature and 

humidity (accuracy: ±0.5°C, ±2% RH) and NEO-6M GPS modules for location tracking. Every 

minute, the data was transferred to a local edge server (Raspberry Pi 4, 4 GB RAM) that ran 

Node.js for preprocessing. The edge server forwarded the data to Hyperledger blockchain 

through RESTful APIs, with an average network latency of 100–200ms and a packet loss rate 

of 0.5%. Each transaction recorded an anonymised donor ID, blood type, timestamp, 

geolocation and environmental conditions. Healthcare institutions (such as collection centres, 

laboratories, hospitals and regulators) ran the permissioned Hyperledger blockchain 

network's nodes on virtual machines (4 vCPUs, 8 GB RAM, Ubuntu 20.04).  

 

The Hyperledger consensus mechanism validated the transactions within one to two 

seconds. Moreover, if a temperature breach was discovered (e.g., >6°C for RBCs), a smart 

contract flagged the unit as non-compliant and added that status to the blockchain. 

Laboratory technicians uploaded the test findings through a secure web interface, which were 

then approved by the hospital node. Hospitals kept all units under continuous monitoring until 

the transfusion. During the transfusion, the final transaction was recorded, bringing the 

lifecycle of the blood unit to an end and enabling full traceability and auditability. 
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B. STAKEHOLDER INTERACTIONS AND DATA FLOW 

The primary stakeholders include mobile blood collection teams, laboratory technicians, 

hospital staff, regulatory authorities and system administrators. Each of these roles interacts 

with a specific node on the blockchain and is governed by role-based access control. 

 

Mobile collection teams initiate the chain by registering blood units, capturing donor metadata 

(anonymised), timestamp, geolocation and environmental readings at the point of collection. 

Laboratory technicians add testing results, timestamps and metadata that confirm the unit’s 

safety. Hospital staff manage storage logs, monitor expiry prioritisation and verify storage 

conditions. Clinicians finalise the record with transfusion data. Regulatory authorities use a 

read-only node to  

monitor audit logs and compliance records. System administrators manage network 

diagnostics, IoT calibration and smart contract updates. Each of these activities is logged into 

immutable blocks, creating a transparent and trustworthy system, as shown in Figure 15. 

 

Figure 15: Stakeholder Integration and data flow in the blockchain-IoT blood cold chain 
system  

C.  SIMULATION BASED VALIDATION 

Figure 4: Stakeholder integration and data flow in the blockchain-IoT blood cold chain system (including emergency and research scenarios) 
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The simulation verified the architecture by tracking 100 synthetic blood units from collection 

to transfusion. Synthetic data ensured GDPR compliance by avoiding real donor information. 

Collection teams contribute initial metadata, including anonymised donor ID, geolocations 

and sensor logs. Lab technicians append validated screening results and timestamps. 

Further, hospital staff update records with storage data, expiry logs and conditions. Clinicians 

add the transfusion confirmations and regulators keep track of audit and policy updates. This 

process offers complete transparency by tracking all units throughout their lifecycle and 

automating quality assurance by using smart contracts. 

 
D. SYSTEM RESPONSIVENESS AND RELIABILITY 

The system demonstrated a high level of responsiveness in real-time event handling. Smart 

contract-based alerts were activated within an average of three seconds of temperature 

breaches, so authorised users were able to retrieve records without significant delay. 

Although timing varied based on network load, authorised users retrieved records (e.g., a 

temperature log or patient info) with an average latency of 500 ms, which is within an 

acceptable operational window for healthcare environments. Due to this speed, healthcare 

workers or operators can make fast, informed decisions and quickly intervene if something 

goes wrong. 

 

E. TESTING FOR FAILURE SCENARIO  

Three failure scenarios were simulated by using synthetic data in order to assess the 

robustness of the system, namely: 

 

1) Sensor failure: A 10% sensor outage was emulated by disabling temperature sensors on 

ten units. Continuous monitoring was maintained when backup sensors (redundant DHT22 

modules) activated within five seconds. All affected units were flagged, and no data loss 

occurred. 

 

2) Network outage: A five-minute network disconnection was simulated during the 

transportation. After that, the edge server cached data locally (up to one MB) and synced 

with the blockchain upon reconnection, ensuring no transaction loss. Smart contracts delayed 

non-compliance flags until data was verified after reconnection. This prevented the false 

alarms that were caused by the temporary outage. 
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3) Malicious data tampering: To test the system’s security, a simulated attack was conducted 

where an unauthorised external entity attempted to alter a synthetic blood unit’s temperature 

log (e.g., changing 8°C to 5°C to conceal a breach) via a forged API request lacking a valid 

cryptographic signature. The transaction was denied because it did not reach validator 

consensus, which is enforced by Hyperledger consensus protocol and the immutability of the 

Hyperledger blockchain. An audit log recorded the attempt (e.g., {“event”: 

“invalid_transaction”, “unit_id”: “123”, “attempted_value”: 5.0}) and a smart contract sent out 

an alert to the regulators within ten seconds, based on a one to two seconds transaction 

finality time and a five to eight seconds alert propagation delay. This test confirmed the 

system’s ability to prevent unauthorised modifications in a healthcare context. 

 

The tests presented previously confirmed the system’s resilience, with a 100% recovery rate 

for sensor and network failures and zero successful tampering incidents. The results highlight 

the system’s suitability for real-world deployment, even under adverse conditions. 

4.2.5. Evaluation 
This chapter will present a comprehensive evaluation of the proposed blockchain-IoT system 

for managing the blood cold chain, which is designed to meet critical goals such as end-to-

end traceability, operational transparency, rigorous quality control, regulatory alignment and 

minimisation of product wastage. The evaluation leverages a simulation of 100 synthetic 

blood units, stakeholder feedback and failure scenario testing. Therefore, results confirm the 

system’s effectiveness, while a roadmap for real-world pilots outlines the path to deployment. 

 

A. EVALUATION FRAMEWORK AND RESULTS 

The evaluation framework measures the five objectives using quantitative and qualitative 

metrics, as shown in Table 20. To support this evaluation, synthetic data was generated to 

mimic the real blood unit life cycles (such as donor registration, testing, storage and 

transfusion), which ensures GDPR compliance while enabling realistic system testing. This 

dataset (such as anonymous donor IDs or blood types) was aligned with WHO prevalence 

and with environmental conditions, which were processed within a controlled simulation 

environment. Table 20 presents objectives, metrics, targets, outcomes and status, which 

were derived from the simulation. 
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Table 20: Evaluation Framework and Results 

Objective Metric Target Outcome 

Traceability 
 

Percentage of units fully tracked 
across lifecycle 
 

100% 
 

100% 
tracked 

Transparency Stakeholder survey scores (1-5 
Likert scale) on data access   
 

≥4.0 Full access 

Quality control Detection rate of environmental 
violations 
 

100% 
 

100% 
detected 

Wastage 
reduction 

Reduction in wastage from 
baseline 6.7% 
 

≤3.0%  
 

2.5% 
wastage 

Regulatory 
compliance 

Adherence to GDPR, WHO and 
EDPB 

Full 
compliance 
 

Full 
compliance 
 

 
Quantitative results: The simulation process has 100 mock blood units from collection to 

transfusion. All units were tracked with the immutable records of donor metadata, test results, 

storage conditions and transfusion details, hence achieving 100% traceability with 500ms 

retrieval latency. The stakeholder (donors, hospital staff, regulators) accessed individual role-

specific logs via a web dashboard, which confirmed full transparency. The stakeholders 

engage with the system and experience its automation features, which include real-time 

alerts and trace logs. Environmental violations (e.g., temperature breaches) were detected 

within three seconds, with robust tests (Section 5.5) that maintained data integrity and 

monitoring during disruptions, ensuring 100% quality control. Automated prioritisation 

reduced wastage from 6.7% to 2.5%, hence a 62% improvement in wastage of blood [87]. 

Audit trails achieved full GDPR, WHO and EDPB 02/2025 compliance, with instant log 

access. 

Qualitative results: Stakeholder feedback, collected via a Likert-scale survey (1-5), assessed 

usability, trustworthiness, transparency, decision support and regulatory readiness. The 

survey included twenty participants across five stakeholder groups (with an average of three 

per group: donors, hospital staff, laboratory technicians, mobile collection teams, regulatory 

authorities). The average score of 4.5 (Table IV) indicates strong system acceptance. Key 

qualitative insights include: 

● Donors: Valued the public portal’s transparency, increasing trust in donation outcomes; 
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● Hospital staff: Appreciated real-time inventory insights and expiry prioritisation, reducing 

operational delays; 

● Regulators: Praised immutable audit logs, simplifying compliance verification. 

 

B.  STAKEHOLDER SURVEY SUMMARY 

After participating in the demonstration, each stakeholder group completed a structured 

Likert-scale questionnaire. This survey assessed the system’s usability, trustworthiness, 

transparency, decision-support capacity and regulatory audit readiness. Responses were 

rated on a scale from 1 (strongly disagree) to 5 (strongly agree). Table 21 summarises the 

average scores for each group: 

 
Table 21: Stakeholder Evaluation Summary 

Stakeholder 
group Q1 Q2 Q3 Q4 Q5 Average 

score 
Donors 4.5 

 
4.5 

 
5.0 

 
4.5 4.5 4.6 

Hospital staff 
 

4.5 4.0 4.5 5.0 4.0 4.4 

Laboratory 
technicians 

4.5 5.0 
 

4.5 4.5 4.5 4.6 

Mobile collection 
team 

 

4.5 
 

4.5 4.0 5.0 4.0 4.4 

Regulatory 
authorities 

5 4.5 
 

5.0 
 

4.5 4.5 4.7 

    
Feedback highlighted strong trust in the immutability of blockchain records and appreciation 

for role-specific dashboards. Donors felt empowered by transparent access to the status of 

their contributions. Overall, the system received high marks across all stakeholder types. 

 

C. CHALLENGES AND FUTURE CONSIDERATIONS 

The simulation relies on synthetic data, while ensuring GDPR compliance by avoiding real 

donor information. Despite strong evaluation results, several challenges were observed. Pilot 

testing is required to confirm the performance using real blood units because it may have 

some restrictions regarding its application to real-world scenarios. Another condition may be 

the scalability tests, which showed that processing more than 500 concurrent units increased 

latency to 700 ms. This suggests that off-chain storage or sharding is required to manage the 
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larger-scale installations. But the high cost of the IoT sensors ($40 per unit) poses a barrier 

for the adoption in low-resource healthcare settings. For the stakeholders, who were 

unfamiliar with the dashboard and blockchain concepts, it potentially requires one to two 

hours of initial training. There are further difficulties in integration with the existing healthcare 

systems which will present further challenges. The Hospital Information System (HIS), which 

manages patient records, scheduling and blood inventory, and the Laboratory Information 

System (LIS), which handles blood screening and test result reporting, often use proprietary 

formats and lack standardised APIs. Therefore, it complicates seamless data exchange with 

the blockchain-IoT system, as HIS and LIS vary across institutions. Other possible challenges 

may include: 

● Regulatory complexity: Beyond the GDPR, compliance with regional regulations (such as 

the EU Medical Device Regulation and UK MHRA standards) and evolving guidelines (such 

as the EDPB) requires a significant deal of paperwork and audits; 

● Stakeholder adoption barriers: After the initial training 

phase, adoption may be delayed by resistance from medical personnel who are not familiar 

with blockchain for IoT technology; 

● Energy consumption: The Hyperledger consensus protocol and continuous IoT sensor 

operation will consume significant energy, thus, there are rising sustainability concerns for 

large-scale use; 

● Data privacy risks: Although synthetic data mitigates privacy concerns, real-world 

deployments may face re-identification risks not captured in simulations; 

● System maintenance: Long-term maintenance of IoT sensors and blockchain nodes incurs 

ongoing costs and requires specialised technical expertise. 

These limitations highlight the need for targeted solutions in the pilot phase to ensure practical 

deployment. 

4.2.6. Discussion and Contributions 
 
A. CONTRIBUTIONS OF THE STUDY 

This research contributes to healthcare supply chain innovation by presenting and validating 

a blockchain-IoT system that enables full traceability and real-time monitoring of blood units. 

The key contributions include: 

● A functional prototype achieving 100% traceability and a 4.2% reduction in simulated 

blood wastage; 
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● A role-based, permissioned blockchain architecture designed for GDPR and WHO 

compliance; 

● The use of DSRM for structured problem-solving and validation; 

● Practical insights into stakeholder engagement, system usability and regulatory audit 

readiness; 

● A scalable and adaptable model that can inform digital health transformation across 

multiple medical supply domains. 

 

B. SUMMARY OF FINDINGS 

The study successfully demonstrated that a decentralised, sensor-driven architecture can 

resolve long-standing challenges in blood logistics, including traceability gaps, inventory 

inefficiencies and quality breaches. The system was shown to: 

● Automate compliance and condition-based actions through smart contracts; 

● Provide audit-ready, immutable records for regulators; 

● Enhance stakeholder confidence and operational transparency; 

● Reduce simulated blood wastage by over 60% (from 6.7% to 2.5%). 

 
C. ETHICAL CONSIDERATIONS AND DATA GOVERNANCE 

Beyond regulatory compliance, the system upholds ethical standards by embedding privacy-

by-design principles. Donor data is pseudonymised and role-based access ensures that only 

authorised users can view sensitive information. The donor portal enhances transparency 

and consent awareness, enabling individuals to understand their contributions. These 

measures align with the European Data Protection Board’s emphasis on data minimisation, 

user rights and auditability, reinforcing the system’s ethical and legal readiness for 

deployment in healthcare environments. 

 
D. FINAL REMARKS 

This study bridges theoretical innovation with practical application in one of healthcare's most 

sensitive and critical logistics systems. It provides a robust foundation for digitalising the blood 

cold chain and sets a precedent for how emerging technologies such as blockchain and IoT 

can be responsible for life-saving operations. The research offers both a validated technical 

solution and a strategic roadmap for public health modernisation. 
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4.3. Discussion: Compliance with GDPR, EDPB, and Healthcare Standards 

The application of blockchain technologies in healthcare cold chains, particularly for blood 

supply chains, necessitates rigorous compliance with data protection and healthcare 

regulations, such as the General Data Protection Regulation (GDPR), European Data 

Protection Board (EDPB) guidelines, and healthcare-specific standards like Good Distribution 

Practices (GDP) [100], [94]. The research presented in this chapter, guided by the Design 

Science Research Methodology (DSRM) [57], demonstrates how blockchain, integrated with 

Zero-Knowledge Proofs (ZKPs) and IoT sensors, addresses these regulatory requirements 

while enhancing traceability and security [49], [94], [101]. 

GDPR mandates strict controls on personal data processing, emphasizing data minimization, 

purpose limitation, and the right to erasure, which are critical in blood supply chains where 

patient data is involved [100]. ZKPs, such as zk-SNARKs, enable privacy-preserving 

verification, allowing stakeholders to validate blood unit provenance or storage conditions 

without exposing sensitive information, thus aligning with GDPR’s data minimization principle 

[49]. For instance, a blockchain-based system can verify compliance with temperature 

requirements (2–6°C for red blood cells) without revealing patient identities, as demonstrated 

in pilot projects [99]. The EDPB further emphasizes accountability and transparency in 

automated data processing, which blockchain’s tamper-proof ledger supports by providing 

an auditable record of transactions [100]. Challenges arise in ensuring GDPR’s right to 

erasure, as blockchain’s immutability conflicts with data deletion requirements, needing 

hybrid architectures with off-chain storage for erasable data [49], [44]. 

Healthcare standards like GDP require stringent monitoring of storage and transport 

conditions to ensure product safety [94]. IoT sensors integrated with blockchain oracles 

provide real-time data on temperature and humidity, recorded immutably to meet GDP’s 

documentation requirements [94], [101]. For example, blockchain-based systems in blood 

supply chains ensure traceability from donation to transfusion, reducing risks of spoilage or 

contamination [99]. However, interoperability with legacy healthcare systems, such as 

Electronic Health Records (EHRs), remains a challenge, requiring standardized protocols to 

ensure seamless data exchange [98]. The research highlights the need for modular 

blockchain architectures to address these compliance challenges, enabling adaptability to 

evolving regulatory frameworks [4]. Stakeholder coordination, involving hospitals, blood 
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banks, and regulators, is also critical to align system design with legal and ethical 

requirements, as validated through workshops and technical evaluations [57], [94]. 

Implications for Digital Health Logistics 

The findings from this chapter underscore blockchain’s transformational potential in digital 

health logistics, particularly for blood supply chains, by enhancing traceability, security, and 

regulatory compliance [94], [99]. The integration of blockchain with ZKPs and IoT sensors, 

as explored in the research article, offers a robust framework for addressing the unique 

challenges of healthcare cold chains, such as ensuring product integrity and patient data 

privacy [49], [101]. These advancements have broader implications for digital health logistics, 

reshaping operational models and stakeholder interactions across the healthcare sector. 

Technically, the proposed blockchain architectures, incorporating layer-2 solutions for 

scalability and IoT for real-time monitoring, enable efficient handling of high-volume 

transactions in blood supply chains [4], [93]. For example, layer-2 platforms like optimistic 

rollups reduce transaction costs and latency, making blockchain viable for large-scale 

healthcare logistics [4]. ZKPs ensure privacy-preserving verification, critical for protecting 

sensitive data in multi-stakeholder environments, such as verifying blood unit authenticity 

without disclosing donor information [49], [99]. These technical innovations support the 

development of digital health ecosystems, where decentralised platforms facilitate secure 

data sharing among hospitals, logistics providers, and regulators [94]. 

From a governance perspective, blockchain introduces opportunities for modular, 

consortium-based models that align diverse stakeholders, including blood banks, healthcare 

providers, and regulatory bodies [100], [99]. These models foster trust through transparent, 

auditable records while addressing GDPR and GDP requirements [100], [94]. However, 

governance challenges include achieving consensus on data standards and managing 

computational overhead of ZKPs, which require ongoing optimization [44]. Incentive 

structures, such as tokenized rewards for compliance, can further encourage stakeholder 

participation, as seen in similar blockchain applications [4]. 

The implications extend to sustainability and patient safety, with blockchain reducing waste 

from spoilage and enhancing accountability in blood supply chains [94], [99]. By providing a 

scalable, secure, and compliant infrastructure, blockchain-driven solutions pave the way for 

future-ready digital health logistics, supporting broader adoption of technologies like smart 
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contracts and decentralised identifiers (DIDs) [49], [98]. This chapter’s findings, validated 

through DSRM’s iterative design and evaluation phases [57], highlight the need for continued 

research into interoperability standards, regulatory alignment, and stakeholder engagement 

to fully realize blockchain’s potential in transforming healthcare logistics. 
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Chapter 5 - Blockchain-Enabled Business Innovation in the Spirits Industry 

This chapter presents a research article submitted for IEEE conference, focusing on the 

transformative potential of blockchain technologies in the spirits industry, particularly for 

traceability, fraud prevention, and business model innovation. The paper is reproduced in its 

original form to preserve its methodological rigor and scholarly coherence, aligning with the 

Design Science Research Methodology (DSRM) framework introduced in Chapter 2 [57]. It 

addresses a core theme of this dissertation: leveraging blockchain to enhance transparency, 

security, and economic value in spirits supply chains, contributing directly to the research 

questions outlined in Chapter 1 [57], [106]. By integrating blockchain with smart contracts, 

and IoT sensors, this chapter explores solutions to mitigate risks such as counterfeiting and 

inefficient provenance tracking, while enabling novel business models like asset tokenization 

[118], [104], [121]. The following section provides the background for traditional spirits supply 

chains and introduces the research article, setting the stage for a detailed investigation of 

blockchain-driven innovation in this sector. 

5.1. Contextual Background: Traditional Spirits Supply Chains 

The spirits industry, encompassing high-value products like whisky, wine, and premium 

liquors, operates within complex global supply chains that face significant challenges related 

to traceability, authenticity, and fraud prevention [102], [119]. Traditional spirits supply chains 

rely heavily on manual processes, paper-based documentation, and centralized databases, 

which are prone to errors, tampering, and inefficiencies [122]. For instance, the whisky 

industry, a key focus of this research, struggles with counterfeiting, which undermines brand 

integrity and consumer trust, with illicit trade costing billions annually [105]. Additionally, 

provenance tracking, verifying the origin, production, and storage history of spirits, is critical 

for regulatory compliance and consumer demand for transparency, yet it remains fragmented 

across producers, distributors, and retailers [114]. 

Blockchain technology offers a promising solution by providing a decentralised, immutable 

ledger to record the lifecycle of spirits, from production to consumption [118], [106]. Smart 

contracts automate processes like provenance verification and payment settlements, 

reducing intermediaries and enhancing efficiency [115]. IoT sensors, such as RFID tags, 

enable real-time monitoring of storage conditions (e.g., temperature, humidity), critical for 

maintaining product quality in premium spirits [103]. However, privacy concerns, particularly 
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regarding proprietary production data, necessitate the use of ZKPs to enable secure, privacy-

preserving verification [49]. Regulatory compliance, such as adherence to food safety 

standards and anti-counterfeiting regulations, further complicates adoption, requiring 

interoperable systems that integrate with existing industry practices [108], [123]. 

5.2. Study 4: Blockchain in the Spirits Industry: Technology and Business Model Innovation 

as Transformation Drivers 

The research article, titled “Blockchain in the Spirits Industry: Technology and Business 

Model Innovation as Transformation Drivers”, builds on the contextual challenges outlined 

above to propose a blockchain-based framework for the spirits industry [106]. Grounded in 

the DSRM framework [57], the study employs a mixed-methods approach, combining a 

systematic literature review using the PRISMA methodology with case study analyses and 

prototype development to investigate blockchain’s role in enhancing traceability and enabling 

innovative business models [102], [110]. The article examines real-world use cases, such as 

provenance tracking for whisky casks, anti-counterfeiting measures through NFT-based 

tokenization, and automated compliance via smart contracts, drawing on implementations in 

the Southern Apulia region and beyond [104], [116]. 

The study proposes a modular blockchain architecture integrating ZKPs for privacy-

preserving authentication and IoT sensors for real-time data validation, addressing the 

industry’s need for transparency without compromising sensitive data [49], [103]. It also 

explores how blockchain-driven innovations, such as tokenized assets and decentralised 

marketplaces, reshape business models by enabling direct-to-consumer sales and 

enhancing consumer trust [118], [121]. Challenges, including scalability, regulatory 

alignment, and stakeholder coordination, are addressed through stakeholder workshops and 

technical evaluations, ensuring practical relevance [105], [123]. This article sets the stage for 

a comprehensive analysis of blockchain’s transformative potential in the spirits industry, 

contributing to both academic understanding and industry practice. 

5.2.1. Introduction 

Historically, the whisky and spirits industry is one of the oldest in the world, having originated 

in Scotland and Ireland, and later on, migrated to the United States of America (USA) and 

more recently to Japan, which presents themselves as some of the most vibrant countries in 

terms of leveraging local natural resources to produce new whiskies. Of course, most of these 
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producers leveraged knowledge from Scotland and Ireland. The whisky industry has evolved 

in the past decades with regards to its supply chain and also regarding improvements of their 

customer experience leveraging marketing as a differentiator and specialising itself within the 

luxury market.   

Blockchain has become a more massively adopted technology in the past decade with the 

creation of Ethereum as a utility blockchain and future application in the real world in 2015. 

Application of Layer-2 solutions (DApps or Decentralised Apps) originated shortly after as a 

way to improve current businesses, from a process optimisation and business savings 

perspective. Application to the retail and luxury market as a differentiation for consumers has 

been a growing trend, not only in the FMCG (Fast Moving Consumer Goods) space but also 

in general retail and luxury goods. This is reflected in the creation of consortiums such as 

AURA (Authenticity, Uniqueness, Responsibility and Assurance) Blockchain, which includes 

major players such as Richemont, Procter & Gamble and Walmart, all building blockchain-

based applications to monitor their supply chains [110].  

Projects focused on the traceability of wine, olive oil and similar liquids have emerged as 

prominent blockchain use cases [103]. In contrast, whisky represents a more niche 

application, one that not only uses blockchain for transaction immutability, proof of origin and 

quality assurance, but also serves as a driver for broader digitalisation. In particular, it 

supports the digital transformation of distilleries and warehouses that still rely on traditional 

pen-and-paper inventory systems, which are increasingly outdated, inefficient and difficult to 

manage over time. Platform-independent blockchain applications are gaining traction, 

particularly for their ability to create smart contracts linked to certificates of origin and their 

automation capabilities. However, while similar use cases have been explored in sectors 

such as olive oil, wine and coffee, there is still limited academic literature focused on 

blockchain innovation and business model development in the spirits industry, especially in 

the retail segment. Despite this gap, new business models are beginning to emerge in the 

whisky space, driven by technologies such as NFTs, proof of origin mechanisms and the 

digital transformation of distilleries and warehouses. These developments will be examined 

in more detail later in the paper [104], [120]. 

The addition of IoT sensors to monitor the state of whisky casks is also of importance, as 

they provide intelligence with regards to the real time status of the spirit itself [110]. Moreover, 

it also works as a measure of safety and quality assurance regarding the properties of alcohol, 

which can transform into an explosive atmosphere. Lastly, it supplies a digital twin of a 
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warehouse or distillery site, which can be leveraged to better manage inventory within the 

space. 

Together, these trends signal a pivotal moment for the spirits industry, where traditional 

craftsmanship meets emerging technologies. This paper investigates the role of blockchain 

and complementary technologies, such as IoT and NFTs, in driving digital transformation 

within the whisky supply chain. By exploring technical implementations, stakeholder adoption 

and emerging business models, the aim is to assess the feasibility and strategic value of 

blockchain-based systems in a historically conservative yet increasingly innovation-driven 

sector.   

5.2.2. Literature Review  
The approach to the literature review was focused on relevant, up to date English language 

publications focused on blockchain and its application on the food and beverages industry, 

since the whisky industry has minimum academic papers within its domain. A study was 

conducted in December 2024 and limited to journals published in the last five years, between 

2019 and 2024, leveraging data results from both Scopus and Web of Science (WOS) Core 

collection. Duplicate articles were removed to maintain data accuracy from the search results. 

Search Strategy and Inclusion Criteria  

The research items were selected to identify articles where blockchain applications had 

already been implemented in similar industries. The population of interest in this study was 

the supply chain, focusing on concepts such as blockchain, traceability, quality assurance, 

whisky, counterfeiting and food. For this reason, the query used to retrieve the articles 

inherent to the topic was ("Blockchain" OR "Traceability" OR "whisky" OR "counterfeiting" OR 

"Quality assurance" OR "food") AND ("Supply chain ")). Additional keywords such as "Olive 

Oil" and "Coffee"  were included in the research to broaden the search scope, aiming to 

explore how blockchain technology is applied in industries similar to liquid-based supply 

chains and studying how emerging technologies such as blockchain can enhance and 

transform traditionally low-tech sectors, identifying ways to drive positive changes, improve 

processes and address challenges in these fields.  

Search Results  

The query was applied to the databases and identified a total of 78 records. After removing 

26 duplicate entries, 50 records remained for screening. Of these, four records were 

excluded, leaving 46 reports for eligibility assessment. Following this, six reports were 
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excluded, resulting in 40 studies being included in the final review. This systematic review 

process adhered to the PRISMA (Preferred Reporting Items for Systematic Reviews and 

Meta-Analyses) methodology (Figure 16), ensuring a transparent and rigorous approach in 

identifying and assessing the relevance and quality of the studies [32].  

Table 22 illustrates the distribution of the selected articles across the years 2019 to 2024.  

 

  

Figure 16: Systematic literature review PRISMA flow diagram   

Table 22. Distribution of selected articles by publication year 

Year Absolute Year Percentage 
2019 4 10% 
2020 4 10% 
2021 8 20% 
2022 12 30% 
2023 7 17.5% 
2024 5 12.5% 
Total 40 100% 
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Data Extraction and Synthesis  

To conduct a rigorous literature review using the PRISMA method, it was necessary to use 

tools capable of accurate data collection, extraction and analysis. The initial literature search 

was conducted using Scopus and Web of Science (WOS) databases, which provided a 

comprehensive and high-quality repository of peer-reviewed publications. To simplify the 

extraction of key information, such as year of publication, authorship, journal source and 

study objective, Zotero was used as a reference management tool. This made it possible to 

efficiently organise and curate the selected articles. Subsequently, the extracted data was 

analysed and structured using Microsoft Excel, which facilitated the creation of tables and 

graphs for data visualisation, enabling a clearer summary of the results and trends of the 

studies examined. Based on this methodology, the following analysis highlights the insights 

derived from the concepts and trends observed in the collected data, as depicted in the tables 

and figures below.   

Table 22 illustrates the distribution of the 40 selected articles across the years 2019 to 2024. 

As shown in the table, the highest concentration of articles was published in 2022, accounting 

for 30% of the total studies, followed by 2021 with 20%. The distribution demonstrates a 

significant increase in publications around 2022, potentially reflecting a growing interest in 

the application of blockchain technology in the food and beverage industry during that time. 

Conversely, a decline is observed in 2024, representing only 12.5% of the publications. This 

decrease might be attributed to the narrowing focus of research or a stabilisation of academic 

interest in the domain. This trend highlights a progressive development of academic inquiry, 

with a peak period likely coinciding with the maturation of blockchain technology and its 

integration into supply chain practices. Figure 17 shows the graph corresponding to Table 

22, which further emphasises this temporal trend, visually representing the annual 

progression of publication percentages. The upward trajectory leading to 2022 reflects a 

period of heightened academic exploration, with subsequent stabilisation and slight decline 

in 2023 and 2024. The 2022 peak suggests that this was a fundamental year for blockchain 

research in supply chains, possibly due to advancements in the technology itself or increased 

awareness of its potential benefits in combating counterfeiting and improving traceability.   

The keyword distribution presented in Figure 18 provides valuable insights into the research 

themes explored in the selected studies. The dominant presence of "Blockchain" as the most 

frequently occurring keyword underscores its central role in academic discourse, reaffirming 

that the core focus of the literature is on the technology itself. Following this, "Supply Chain" 
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and "Traceability" emerge as significant themes, highlighting blockchain’s potential in 

ensuring transparency, security and authenticity in supply chain operations. A notable aspect 

of the graph is the representation of keywords such as "IoT", "Quality Assurance" and "Anti-

counterfeiting" with smaller percentages. This suggests that while blockchain’s role in these 

areas is acknowledged, fewer studies have explicitly examined its integration with IoT 

solutions or its application in quality control and fraud prevention. The relatively lower 

occurrences of "Olive Oil", "Food" and "Wine" indicate that while blockchain’s application in 

the food and beverage industry is a growing field, it remains a specialised focus within 

broader blockchain research.  

  

Figure 17: Annual distribution of selected articles published between 2019 and 2024  

 

Figure 18: Keyword distribution in the literature review  
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Background and Key Concepts  

 

This section will provide the necessary knowledge about blockchain and inventory 

management system solutions, which are key to understanding why the spirits market can 

leverage this type of technology. 

 

Whisky Supply Chain Management: An Overview  

The whisky supply chain is a complex and highly regulated process that ensures quality, 

traceability and efficiency from raw material sourcing to the final product reaching consumers 

[105]. As observed in figure 19, it begins with raw material procurement, where high-quality 

grains such as barley, rye, corn or wheat are carefully selected, while water quality plays a 

critical role in defining the final taste profile [102]. Most distilleries enter into long-term 

agreements with farmers to guarantee consistency of raw materials, traceability and 

sustainability along the production process. Once the ingredients are sourced, the production 

process moves through several steps, starting with mashing, where grains are grinded and 

mixed with water to create a mash, which is fermented using yeast to convert the sugars into 

alcohol. Over several days, this fermentation results in a wash with a moderate alcohol 

content, which is then distilled, typically in copper pot stills, to concentrate the alcohol and 

remove impurities. The specifics of the distillation process, whether for single malt, blended 

or grain whisky, directly impact the final characteristics of the product, making this a critical 

step in maintaining the distinct identity of each whisky type. Following distillation, the whisky 

is transferred into oak barrels for maturation, a stage that profoundly influences its flavour, 

colour and aroma. In fact, the choice of cask, whether ex-bourbon, sherry or other types, 

along with climatic conditions, plays a decisive role in the whisky's final profile and, since 

whisky ownership can change multiple times during the maturation process, involving 

brokers, investors and distilleries, maintaining accurate records is essential for transparency 

and traceability. As whisky progresses through the distribution and logistics phase, it 

undergoes bottling, labelling and preparation for global distribution, where warehousing and 

transportation must align with strict alcohol taxation laws, making regulatory adherence a 

critical concern for producers. Upon entering the retail and consumer market, whisky 

becomes available through wholesalers, specialty liquor stores and e-commerce platforms, 

where branding, marketing and regulatory labelling, particularly for geographical indications 

such as Scotch Whisky, shape its positioning in an increasingly competitive industry [102]. 

As demand for premium and rare whiskies continues to grow, secondary markets have 
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expanded, fostering a surge in whisky cask ownership and specialised auction platforms, 

which have transformed whisky from a luxury beverage into a valuable investment asset. 

 

Figure 19: Whisky production process: from grains to bottle  

Blockchain Technology  

Blockchain is built on a combination of technologies and concepts that have existed for a long 

time. In fact, some groundwork for what is nowadays referred to as “blockchain” was 

performed by Stuart Haber and W. Scott Stornetta in 1991, in their article entitled “How to 

Time-Stamp a Digital Document”. Satoshi Nakamoto introduced the unique combination of 

these technologies in 2008 to create Bitcoin. At its core, blockchain is a digital system that 

records data in a chain of blocks, with each block containing multiple time-stamped 

transactions. Each block links to the previous one using a block hash, forming an immutable 

chain. The blockchain ledger is distributed across all nodes in the network, ensuring that 

every node has access to the same up-to-date version. Transactions are validated and added 

through a consensus mechanism, which maintains agreement on recorded transactions and 

keeps the ledger synchronised across the network [106]. A consensus algorithm is a 

fundamental mechanism that enables blockchain networks to achieve agreement on 

transaction validity. The primary objectives of a consensus protocol are to secure the network 

against attacks and resolve conflicts arising from competing chains. Two widely used 

consensus mechanisms are Proof of Work (PoW) and Proof of Stake (PoS), each with distinct 

characteristics and implications for network security and decentralisation. PoW relies on 

computational power, rewarding users with higher hashing capabilities, thereby increasing 

their probability of validating the next block. This process, known as mining, involves solving 

cryptographic puzzles, with successful miners receiving block rewards [107]. However, PoW 

incentivises the formation of mining pools, which concentrate hashing power, leading to 

increased centralisation. To address the limitations of PoW, PoS was proposed in 2011 as 

an alternative consensus mechanism. Unlike PoW, PoS does not require extensive 

computational resources, reducing energy consumption and promoting decentralisation. 

Validators are selected based on factors such as the amount of staked tokens and staking 
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duration. While PoS mitigates some risks associated with PoW, it introduces challenges, 

including susceptibility to the 51% attack if a single entity controls a majority stake [108].  

Blockchain technology can be categorised in permissioned and permissionless blockchain, 

based on how participants interact with the network and the extent to which decentralisation 

is achieved [109]. Permissionless blockchains allow open participation, enabling anyone to 

join, validate transactions and contribute to consensus. They ensure decentralisation by 

distributing control among participants and at the same time they enhance security through 

mechanisms such as PoW and PoS, preventing unauthorised changes. These types of 

blockchain also offer pseudo-anonymity, allowing users to interact without revealing real 

identities. Although it has great advantages, permissionless blockchains face efficiency trade-

offs, including scalability issues, network congestion and high energy consumption. Public 

blockchains are the most recognised form of permissionless networks, characterised by 

unrestricted participation, equal node rights and decentralised control, which are mainly used 

for cryptocurrency transactions and mining. Notable examples include Bitcoin and Ethereum. 

Mining incentives secure these networks by rewarding nodes for validating transactions and 

fostering community participation, ensuring trust and transparency while eliminating 

intermediaries and maintaining immutability. However, scalability challenges arise from 

network congestion, and mining-intensive models such as PoW consume high energy. 

Permissioned blockchains restrict participation, granting validation rights only to approved 

entities. They offer controlled access, ensuring governance by a central authority or 

consortium. Transparent identities enhance regulatory compliance, while reduced 

computational requirements lead to higher efficiency. These blockchains typically use 

Byzantine Fault Tolerant (BFT) consensus mechanisms to maintain network integrity while 

ensuring high transaction throughput [107]. Private blockchains, a subset of permissioned 

systems, limit access to a single organisation that dictates participation. These blockchains, 

such as Ripple and Hyperledger, deliver faster transactions and scalability but trade off 

decentralisation and security. Trust in these networks depends on governance rather than 

open consensus mechanisms.  

Blockchain Adoption in the Agriculture, Olive Oil and Wine Industries  

The implementation of blockchain in the agriculture and food industry space is not new. 

Multiple Layer 1 blockchain networks have developed projects, while some companies have 

used their open-source technology to build Layer-2 applications, resulting in blockchain-

based solutions for industries ranging from coffee to olive oil [111]. As an example, IBM 
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developed the IBM Food Trust [115], which is a blockchain-based supply chain solution 

designed to enhance transparency, traceability and efficiency in food production and 

distribution by leveraging Hyperledger Fabric to facilitate real-time data sharing among 

growers, manufacturers, distributors, retailers and consumers, creating a trusted and secure 

ecosystem where information flows continuously across the entire supply chain. One of its 

most impactful initiatives is “Farmer Connect”, a project dedicated to improving traceability 

and fairness in the coffee supply chain by using blockchain technology to promote a more 

sustainable and equitable system, ensuring that small holder farmers gain visibility into their 

products journey and receive fair compensation for their work.   

There are several cases of blockchain-based solutions in the olive oil industry, such as the 

Italian project BRUSCHETTA, which is a blockchain and IoT-based framework designed to 

ensure the traceability and certification of extra virgin olive oil (EVOO) throughout its entire 

supply chain [112]. The framework integrates IoT sensors to monitor key quality parameters 

during production, which are then stored on a Hyperledger Fabric blockchain to guarantee 

data integrity. Consumers can access this information through QR codes, providing them with 

transparency and proof of authenticity. Another notable case in the olive oil sector is proposed 

by Ktari [113] in the paper “Agricultural Lightweight Embedded Blockchain System: A case 

study in olive oil” which focuses on enhancing traceability and quality control in Tunisian olive 

oil production. This system employs a multi-blockchain approach, combining Quorum (a 

private blockchain) for managing confidential data between supply chain actors and 

Ethereum (a public blockchain) to provide customers with access to traceability information. 

It integrates IoT sensors to monitor environmental factors such as temperature, humidity and 

soil conditions, ensuring that quality parameters are maintained throughout the production 

cycle. By leveraging embedded platforms such as Raspberry Pi and Arduino, the system 

offers a lightweight and scalable solution that minimises energy consumption, making 

blockchain-based traceability more accessible and sustainable for olive oil producers.  

 In the wine industry, blockchain is increasingly being adopted to improve traceability and 

combat counterfeiting, as demonstrated in the paper "Implementing a Wine Traceability 

System as an Ethereum Distributed Application" [114], which presents a blockchain-based 

solution designed to enhance transparency throughout the entire wine supply chain by 

leveraging decentralised technologies. Built as a decentralised application (DApp) on 

Ethereum, the system enables various stakeholders, including winemakers, transporters, 

bottlers, merchants and consumers to securely record and access supply chain data, 
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ensuring that every stage of production is verifiable. By integrating IoT sensors, the 

framework collects real-time data on key processes such as fermentation, aging, bottling and 

distribution, which is then stored on the blockchain, preventing tampering and guaranteeing 

authenticity, while consumers can verify the wine’s origin and production history by simply 

scanning a QR code on the bottle. One of the main advantages of this approach lies in its 

decentralised nature, which eliminates the need for intermediaries and enhances trust and 

security among supply chain participants, while the paper also explores potential future 

developments, such as the integration of NFTs to assign unique digital identities to wine 

bottles, further strengthening authenticity verification and fostering greater consumer 

engagement. Another significant study, "IoT Technologies for Wine Supply Chain 

Traceability: Potential Application in the Southern Apulia Region (Italy)" [116], explores how 

IoT technologies can complement blockchain to further improve transparency and efficiency 

in the wine sector. While blockchain ensures data integrity by securely recording information 

about production, fermentation, aging, bottling and distribution, the integration of IoT 

technologies, such as RFID tags, NFC chips, QR codes and Serial Shipping Container Codes 

(SSCC), which enhances the accuracy and granularity of traceability data across all supply 

chain stages [117]. This study, based on interviews with grape growers and wineries in 

Southern Apulia, proposes a framework that systematically stores and shares supply chain 

data, allowing producers and bottlers to enter and manage information while providing read-

only access to distributors, consumers and reverse logistics operators.   

Compared to previous blockchain-based traceability solutions in the wine industry, which 

primarily focus on product authentication and supply chain transparency, the proposal in 

"Blockchain-Based Alcoholic Beverages Supply Chain Management" [118] extends these 

capabilities to a broader range of alcoholic beverages, integrating stricter regulatory controls 

and enhanced security mechanisms. This study adopts Hyperledger Fabric, a permissioned 

blockchain, to provide greater control and privacy for government agencies and industry 

stakeholders. Additionally, while previous wine-focused systems often rely on public 

blockchains for consumer transparency, this approach integrates government agencies 

directly into the blockchain network, ensuring a secure, traceable and audit-ready supply 

chain. By leveraging advanced cryptographic security and smart contracts for automated 

compliance enforcement, this solution not only prevents fraud but also facilitates regulatory 

oversight, which is crucial given the risks associated with counterfeit and illicit alcoholic 

beverages. Differently from other IoT-integrated solutions in the wine industry, which primarily 

track temperature, humidity and fermentation conditions, this system offers broader supply 
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chain monitoring, covering everything from brewing and packaging to taxation, inspection and 

retail transactions, ensuring that every step of production and distribution is verifiable and 

secure.  

Blockchain Benefits and Challenges in the Whisky Industry   

Blockchain technology offers significant potential for transforming the whisky industry, 

particularly in areas such as supply chain transparency, product authentication and 

operational efficiency. Its ability to provide immutable records, automate processes through 

smart contracts and enable new business models, such as tokenization and NFT-based 

provenance, positions it as a valuable tool for both producers and consumers. However, the 

adoption of blockchain also presents several challenges, especially in traditional, family-

owned distilleries that may lack the digital infrastructure or technical readiness to implement 

such systems. This section outlines the key benefits that blockchain brings to the whisky 

value chain, as well as the practical, cultural and regulatory barriers that must be addressed 

for successful adoption. 

Process Benefits and Operational Enhancements   

The integration of blockchain technology within the whisky industry presents a paradigm shift 

in supply chain efficiency, transparency and security. By leveraging immutable distributed 

ledger technology, blockchain facilitates precise provenance tracking, automates regulatory 

compliance and introduces new business models that optimise inventory management and 

ownership verification. 

One of the most significant advantages of blockchain implementation is the enhancement of 

traceability and provenance assurance. Each whisky cask and bottle is registered as a unique 

digital asset on the blockchain, creating a tamper-proof and transparent record of ownership 

and transaction history. The incorporation of QR codes and NFC tags further enables instant 

verification, allowing stakeholders, including consumers, brokers and distilleries, to track the 

movement of whisky from production through to final sale [119]. This level of transparency 

not only reduces the risk of counterfeiting but also fosters greater trust in product authenticity.  

Furthermore, blockchain technology addresses errors and fraud associated with traditional 

record-keeping. Conventional inventory systems within whisky warehouses rely heavily on 

paper-based records and spreadsheets, which are susceptible to human error and 

manipulation. By replacing manual tracking mechanisms with an automated and immutable 

blockchain ledger, data integrity is preserved, and the risk of fraudulent alterations is 
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significantly reduced. This transition also alleviates administrative burdens, streamlining 

inventory audits and warehouse operations.  

Another critical advantage is the optimisation of tax compliance and regulatory reporting. 

Given that whisky warehouses are required to report inventory levels to tax authorities, such 

as HMRC or the Irish Revenue Commissioners, blockchain technology facilitates real-time 

and verifiable reporting. By automating excise duty calculations and re-gauging assessments, 

blockchain mitigates discrepancies in tax filings and minimises the need for labour-intensive 

audits. The transition to automated compliance mechanisms enhances accuracy, reduces 

administrative overhead and strengthens the integrity of tax reporting processes. 

The efficiency of ownership transfers also improves considerably with blockchain-based 

solutions. Given that whisky casks frequently change hands among brokers, investors and 

collectors before being bottled, traditional methods of ownership verification can be 

cumbersome and opaque. Through tokenization and smart contracts, blockchain automates 

ownership transfers, ensuring instant, secure and transparent transactions without the need 

for intermediaries. This innovation not only expedites transactions but also reduces the risk 

of disputes, as ownership records are immutably stored on-chain. 

Moreover, blockchain facilitates faster and more secure financial transactions. By leveraging 

self-executing smart contracts, buyers and sellers can conduct whisky transactions with 

minimal delays. Once predefined contractual conditions are met, payments and ownership 

transfers occur automatically, eliminating reliance on manual processes and reducing the risk 

of counterparty disputes. The verifiability of on-chain records further enhances security and 

operational trust. Beyond supply chain optimizations, blockchain technology significantly 

contributes to customer engagement and brand differentiation. By enabling consumers to 

scan NFC tags on whisky bottles, brands can provide detailed information regarding 

production history, aging conditions and provenance. This heightened level of transparency 

fosters brand trust and supports premiumisation strategies, wherein whisky producers can 

justify higher pricing through verifiable authenticity claims. Additionally, blockchain introduces 

novel business models within the whisky industry. The tokenization of whisky casks enables 

fractional ownership, allowing investors to purchase and trade shares in high-value casks. 

This innovation democratises whisky investment, expanding market access beyond 

traditional collectors. Furthermore, blockchain facilitates Direct-to-Consumer (DTC) and 

Whisky-as-a-Service (WaaS) models, eliminating intermediaries and enabling distilleries to 

engage directly with end consumers.  
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Technological and Industry Challenges  

Despite its transformative potential, the widespread adoption of blockchain in the whisky 

industry presents several technological, regulatory and operational challenges that must be 

addressed to ensure seamless implementation.  

A key obstacle is the complexity of integrating blockchain with legacy inventory management 

systems. Most whisky warehouses and distilleries continue to rely on traditional Enterprise 

Resource Planning (ERP) solutions, spreadsheets or bespoke in-house tracking systems. 

The integration of blockchain necessitates interoperability solutions, which can be both costly 

and time-consuming. Additionally, industry professionals, particularly warehouse personnel, 

may lack the requisite technical expertise to operate blockchain-based systems, 

necessitating extensive training and the development of intuitive user interfaces to facilitate 

adoption.  

Scalability represents another significant challenge, particularly given the high transaction 

throughput required in the whisky industry [114]. With millions of casks and bottles requiring 

unique blockchain records, the use of public blockchain networks may result in network 

congestion, increased transaction fees and processing delays. To mitigate these constraints, 

enterprises may need to explore Layer-2 scaling solutions or private blockchain 

implementations to ensure efficiency in high-volume transaction processing.  

The financial cost of blockchain adoption also poses a barrier to entry. Implementing a 

blockchain-based inventory system necessitates substantial upfront investment in software 

development, smart contract creation and infrastructure deployment. Given the capital-

intensive nature of whisky production, warehouses and distilleries may be hesitant to allocate 

resources toward blockchain integration unless a clear Return On Investment is 

demonstrated. This challenge underscores the importance of conducting cost-benefit 

analyses and identifying value-driven use cases that justify blockchain adoption.  

Regulatory uncertainty further complicates blockchain deployment within the whisky sector. 

While blockchain enhances transparency and tax compliance, regulatory bodies have yet to 

establish standardised frameworks for blockchain-based documentation and digital asset 

ownership (Bottling Up Trust: A Review of Blockchain Adoption in Wine Supply Chain 

Traceability, 2024). The lack of clear legal recognition for blockchain ownership records 

raises concerns regarding enforceability in legal disputes. Without formal acceptance by tax 

https://www.zotero.org/google-docs/?FjTp8M
https://www.zotero.org/google-docs/?FjTp8M
https://www.zotero.org/google-docs/?FjTp8M
https://www.zotero.org/google-docs/?FjTp8M
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authorities and regulators, the efficacy of blockchain in automating compliance reporting may 

remain limited.  

Moreover, security risks associated with smart contracts must be carefully managed. 

Although blockchain technology itself offers high security, improperly coded smart contracts 

can introduce vulnerabilities that may be exploited by malicious actors. The occurrence of 

security breaches or unauthorised asset transfers could undermine trust in the system and 

result in significant financial losses. To mitigate such risks, regular security audits and 

vulnerability assessments must be conducted to ensure the integrity of smart contract 

implementations.  

The absence of real-time IoT integration presents another limitation in the current blockchain-

based proof of concept. Whisky aging conditions, including temperature, humidity and 

evaporation rates are critical factors influencing product quality and valuation. While 

blockchain provides a robust mechanism for provenance tracking, it lacks real-time sensory 

data inputs to monitor environmental conditions. Future implementations should incorporate 

IoT-enabled smart casks to enhance transparency in whisky maturation tracking, therefore 

further strengthening asset valuation methodologies.  

Finally, resistance to digital transformation from traditional stakeholders remains a significant 

challenge. Many whisky brokers, investors and warehouse operators continue to rely on long-

established, paper-driven processes. The transition to blockchain-based systems represents 

a fundamental shift in industry practices, requiring stakeholders to embrace new workflows 

and technological paradigms. To facilitate adoption, blockchain solutions must offer seamless 

usability, demonstrable efficiency gains and clear financial benefits that outweigh the 

disruption caused by transitioning from legacy systems.  

Legal and Taxation Benefits and Challenges 

The European Union (EU) has established a strict legal framework for the production, 

labelling, and taxation of whisky to protect Geographical Indications (GIs), maintain quality 

standards and ensure fair competition across member states. The cornerstone of whisky 

legislation, Regulation (EU) 2019/787, refines earlier rules and reinforces protections for GIs 

and product authenticity, ensuring whisky adheres to stringent criteria regarding raw 

materials, production processes, maturation and labelling (Geographical Indications for Wine, 

Spirit Drinks and Agricultural Products | EUR-Lex, 2024). This regulation plays a key role in 

preserving heritage and quality while preventing misleading marketing. The main benefit of 

https://www.zotero.org/google-docs/?IyWmX3
https://www.zotero.org/google-docs/?IyWmX3
https://www.zotero.org/google-docs/?IyWmX3
https://www.zotero.org/google-docs/?IyWmX3
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this framework is that it strengthens consumer trust and safeguards the reputation of whisky-

producing regions, preventing counterfeit products from undermining the industry.  

 

However, compliance with these strict production standards presents challenges, particularly 

for smaller producers, as adhering to these requirements can increase production costs and 

limit flexibility in innovation. Whisky taxation in the EU follows a harmonised excise duty 

system under Directive 92/84/EEC, which ensures that all member states apply a baseline 

taxation structure (EU Rules for the Taxation of Alcohol | EUR-Lex, n.d.). This harmonisation 

is beneficial as it reduces trade distortions and enhances a more predictable tax environment, 

allowing businesses to operate with greater certainty across different markets.  

 

Nevertheless, “More countries have agreed to increase their tax policies to increase their 

national income by lowering consumer willingness to buy” [118] which has led to significant 

discrepancies. While countries such as Ireland and Sweden impose high excise duties in 

alignment with public health policies and revenue strategies, others such as Luxembourg 

maintain lower rates, creating competitive imbalances. These variations pose a challenge for 

whisky producers, as pricing and profitability can be disproportionately affected by national 

taxation policies, making it harder for some businesses to compete effectively.  

 

A clear example of how taxation and compliance frameworks can be improved in practice is 

found in the UK's approach through HM Revenue & Customs (HMRC. Whisky taxation alone 

contributes approximately £10.5 billion annually to public finances, demonstrating its 

importance as a revenue source. However, fraudulent activities in the alcohol sector cause 

significant tax losses, costing the UK an estimated £1.2 billion per year.  

 

To address these challenges, HMRC has adopted a strategic approach focused on 

digitalisation, fraud prevention and enforcement measures, aiming to modernise tax 

collection while reducing illicit activities. A key initiative in this strategy is Making Tax Digital 

(MTD), which replaces paper-based tax systems with digital platforms, simplifying 

compliance for businesses and allowing HMRC to monitor tax liabilities more efficiently.  

 

The primary advantage of this digital transformation is that it reduces administrative burdens 

for businesses and minimises errors, making it easier to comply with alcohol duty regulations. 

Additionally, it enhances HMRC’s ability to detect fraud in real time. However, small 

https://www.zotero.org/google-docs/?Kzvfum
https://www.zotero.org/google-docs/?Kzvfum
https://www.zotero.org/google-docs/?Kzvfum
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producers often face difficulties adapting to these digital requirements, as transitioning from 

traditional tax systems to fully digital platforms requires investment in technology and 

additional training, which can be a burden for smaller businesses. To further enhance 

oversight, HMRC introduced the Alcohol Wholesaler Registration Scheme (AWRS) in 2016, 

requiring all alcohol wholesalers to register and meet strict compliance standards 

(Understanding the drivers of illicit alcohol: An analysis of selected country case studies, 

2022). The scheme has been particularly effective in preventing illegitimate businesses from 

infiltrating the supply chain, ensuring that only verified wholesalers can trade in alcohol 

products.  

 

This has greatly reduced illegal activities like smuggling and tax evasion while helping honest 

businesses compete fairly, but small wholesalers struggle with AWRS compliance because 

they have to follow strict checks, which in turn increases the price of running the business 

and adds administrative workload. Tackling alcohol fraud remains a core priority for HMRC, 

given that the biggest risk comes from ‘inward diversion’ fraud, where organised crime 

networks smuggle untaxed alcohol into the UK from the EU. To combat this, HMRC works 

closely with Border Force and international enforcement agencies to intercept illicit alcohol 

shipments.  

 

The Excise Movement and Control System (EMCS) has also been instrumental in tracking 

alcohol movements within the single market, helping to prevent tax-free alcohol from being 

brought back into the country illegally and sold without paying the required taxes (Böse & 

Kober, 2022). The benefits of these enforcement actions are clear, as they protect legitimate 

whisky producers from unfair competition, strengthen tax compliance and help recover lost 

public revenue.  

 

However, criminals constantly adapt their tactics, requiring HMRC to continuously update its 

enforcement strategies. Additionally, these enforcement efforts impose greater compliance 

responsibilities on businesses conducting cross-border trade, increasing their documentation 

and reporting obligations. To reinforce compliance, HMRC has implemented stricter penalties 

and enforcement actions against businesses and individuals engaged in tax fraud. The 

government’s approach includes seizing illicit alcohol, vehicles and assets linked to 

fraudulent activity while also revoking trading licenses for businesses involved in illegal 

supply chains. It also imposes financial penalties of up to 100% of unpaid duty alongside 

https://www.zotero.org/google-docs/?RtJUnW
https://www.zotero.org/google-docs/?RtJUnW
https://www.zotero.org/google-docs/?RtJUnW
https://www.zotero.org/google-docs/?RtJUnW
https://www.zotero.org/google-docs/?HJXEwx
https://www.zotero.org/google-docs/?HJXEwx
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criminal prosecutions with sentences of up to seven years for those engaged in large-scale 

fraud, making it riskier and less profitable for fraudsters to operate. However, some legitimate 

businesses may unintentionally get caught up in fraud investigations due to criminals 

infiltrating supply chains, highlighting the complexity of enforcement.  

 

Small traders can be hit especially hard if they fail to meet compliance requirements, even 

when violations are unintentional. In addition to enforcement HMRC has recognised the 

importance of working with the alcohol industry to strengthen market integrity through 

initiatives such as the Joint Alcohol Anti-Fraud Taskforce (JAAT) which brings together 

industry stakeholders to identify fraud risks and improve regulatory compliance 

(Understanding the drivers of illicit alcohol: An analysis of selected country case studies, 

2022). This, in turn, helps businesses and enforcement agencies to share critical intelligence, 

which facilitates the detection and the suspension of fraudulent activities.  

Since 2010, HMRC has made significant strides in alcohol duty collection and fraud 

prevention. Between April 2010 and March 2015, £50,6 billion in alcohol duty was collected, 

while enforcement efforts protected £3.6 billion in revenue.  

 

Over 50 million litres of illicit alcohol were seized, with a total value of £106 million, and 975 

penalties were issued, amounting to £84 million in fines. During this period, 71 individuals 

were convicted for alcohol-related offences, and stricter repayment rules led to a £40 million 

annual reduction in fraudulent drawback claims. These figures highlight HRMC’s ongoing 

efforts to safeguard public revenue and maintain a fair and transparent alcohol market.  

 

A critical innovation that can help whisky producers navigate regulatory compliance, taxation 

and fraud prevention is the Digital Product Passport (DPP). DPPs are a digitalised framework 

for product traceability that provide structured, standardised and comprehensive records of a 

product’s entire lifecycle, including raw material sourcing, production processes, distribution, 

consumer use and end-of-life management. The concept of DPPs is part of the EU Circular 

Economy Action Plan, designed to enhance supply chain transparency, promote sustainable 

production and consumption and enable efficient regulatory compliance [123]. More in detail, 

a DPP consists of a structured dataset attached to a product, containing essential information 

that stakeholders across the supply chain can access and verify.  

 

https://www.zotero.org/google-docs/?I9U49D
https://www.zotero.org/google-docs/?I9U49D
https://www.zotero.org/google-docs/?I9U49D
https://www.zotero.org/google-docs/?I9U49D
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It ensures material and origin traceability by verifying that all components, including 

packaging, are sourced responsibly and comply with sustainability standards while also 

providing detailed records of manufacturing processes, quality compliance and regulatory 

adherence. By facilitating logistics and distribution tracking, DPPs enable businesses and 

regulators to monitor product movement across the supply chain, ensuring full transparency 

in transactions and delivery. In addition to improving traceability, they store regulatory and 

certification data, documenting compliance with taxation policies, environmental impact 

regulations and industry-specific standards, while also supporting recycling and sustainability 

initiatives by tracking recyclability and the environmental footprint of products, contributing to 

circular economy efforts and sustainable production practices.  

 

For whisky producers, DPPs revolutionise supply chain management, enhancing labelling 

accuracy, product authentication and counterfeit prevention, as counterfeiting remains a 

major issue in the spirits industry with fake whisky imitating established brands. By assigning 

a unique digital identifier to each bottle or cask, DPPs enable traceability from grain to glass, 

allowing consumers and regulators to verify authenticity through QR codes or blockchain 

records. Beyond fraud prevention, DPPs streamline taxation compliance by maintaining a 

digital ledger of production and sales data, helping tax authorities such as HMRC track whisky 

movements in real time while reducing reliance on self-reported data and minimising 

discrepancies. Their integration with HMRC’s Making Tax Digital initiative supports broader 

efforts to modernise tax collection and enforcement, benefiting both producers and 

regulators.  

 

Moreover, DPPs also support sustainability efforts in the whisky industry by tracking carbon 

footprints, packaging recyclability and responsible sourcing. As environmental regulations 

tighten, they provide a structured digital framework to ensure compliance with EU 

sustainability directives, helping producers meet evolving regulatory requirements efficiently.  

 

The whisky industry is increasingly impacted by evolving sustainability regulations, 

particularly with the introduction of the EU Deforestation Regulation (EUDR), which replaces 

the EU Timber Regulation (EUTR). This new regulatory framework significantly expands 

compliance obligations, aiming to ensure that all wood-based products, including whisky 

barrels, originate from legal and sustainable forestry practices [124].  
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Given that whisky maturation heavily depends on oak barrels, the industry must now adapt 

to stricter environmental requirements designed to reduce deforestation and promote 

responsible sourcing. One of the core mandates of the EUDR is the implementation of 

enhanced diligence in wood procurement, meaning that whisky producers are now legally 

required to demonstrate that their barrels come from deforestation-free supply chains. This 

involves not only proving the legal origin of the wood but also providing detailed geolocation 

data, supplier verification records and comprehensive documentation that ensures the wood 

has been harvested following sustainable forestry standards. While these measures reinforce 

environmental protection and sustainability, they impose additional administrative and 

financial burdens on distilleries, particularly for those importing barrels from non-EU 

suppliers, where regulatory alignment may be inconsistent or less transparent.  

 

Although the EUDR is expected to improve supply chain accountability, protect biodiversity 

and contribute to global deforestation mitigation efforts, its implementation presents 

economic and operational challenges for whisky producers such as an increased investment 

in certified sustainable wood sources, requiring distilleries to seek long-term contracts with 

approved suppliers or transition towards more traceable and environmentally friendly 

alternatives. However, for small and independent whisky producers, who often operate with 

tighter profit margins and rely on traditional barrel-aging techniques, these additional costs 

could make competition more difficult, potentially forcing them to reconsider sourcing 

strategies or explore alternative maturation methods. Despite the challenges, the transition 

towards sustainable barrel sourcing under the EUDR aligns with the broader push towards 

eco-friendly production in the spirits industry. As sustainability becomes an increasingly key 

factor in consumer purchasing decisions, whisky brands that proactively adopt these 

regulations and integrate sustainability into their marketing and supply chain strategies may 

gain a competitive advantage, reinforcing both their environmental responsibility and brand 

reputation.  

 

By applying blockchain technology within the proposed framework, whisky producers can 

better navigate these challenges through enhanced traceability, secure documentation of 

sustainable sourcing practices and automated compliance verification, since the immutable 

nature of blockchain records ensures transparency in wood procurement, facilitates 

regulatory audits and simplifies adherence to the EUDR requirements, reducing 

administrative burdens while strengthening trust across the supply chain.  
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5.2.3. Methodology 

Blockchain technology has emerged as a transformative force in supply chain management, 

particularly in industries requiring high levels of traceability, security and regulatory 

compliance. In the whisky industry, traditional inventory management methods have, for a 

long time, relied on manual processes, spreadsheets and fragmented databases, leading to 

inefficiencies, errors and challenges in ownership verification. The increasing digitalisation of 

supply chains, associated with complex regulatory demands for accurate tax reporting, has 

created a need in the industry for innovative solutions that can ensure transparency, security 

and process optimisation.  

This research employs Design Science Research Methodology (DSRM) to develop and 

evaluate a blockchain-based Software-as-a-Service (SaaS) solution for whisky inventory 

management in an Irish warehouse. The study follows the DSRM framework: (1) Problem 

Identification; (2) Objective Definition; (3) Design & Development; (4) Demonstration; (5) 

Evaluation; and (6) Communication. The pilot implementation tested blockchain’s ability to 

optimise the value chain, enhance traceability, automate regulatory reporting and improve 

user experience.  

This Proof of Concept (PoC) presents the implementation of a blockchain-based SaaS 

software solution in a whisky warehouse in Ireland. The project aimed to improve the 

efficiency of inventory management, enhance traceability and introduce digital ownership 

verification using blockchain technology. Over the course of two months, with the objective 

of moving into a production environment later on, the pilot demonstrated the potential of 

blockchain to optimise the value chain, automate reporting and improve the overall customer 

experience. By examining the implementation strategies, business model and results of the 

pilot, this PoC contributes to the broader discussion on digital transformation in the whisky 

and spirits industry.  

5.2.3.1 Problem Identification and Motivation  

The whisky industry faces several challenges related to inventory management, traceability 

and regulatory compliance. Traditionally, warehouses and distilleries have relied on manual 

record-keeping systems, which are prone to human error, inefficiencies and a lack of real-

time visibility. Ownership of whisky casks often changes hands multiple times throughout the 

aging process, involving brokers, investors and end consumers. However, the absence of a 

secure and immutable system for recording ownership and transaction history has led to 

issues of mismanagement, disputes, and lack of transparency. 
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Regulatory agencies, such as HMRC in the UK, require accurate reporting of stored whisky 

volumes for taxation purposes. Current reporting systems rely heavily on self-reported data, 

increasing the risk of inaccuracies and inefficiencies. The introduction of blockchain 

technology offers a potential solution by providing an immutable, transparent and automated 

system for recording transactions, tracking ownership and ensuring compliance. This pilot 

sought to test whether blockchain could successfully address these industry pain points while 

integrating seamlessly into warehouse operations. 

5.2.3.2 Objectives of the Solution  

The blockchain pilot was conducted in a single whisky warehouse that stored multiple brands 

and serviced various stakeholders, including brokers, end users and investors. The primary 

objective was to evaluate whether blockchain technology could improve operational 

efficiency, reduce errors and enhance the traceability of whisky casks.  

The implementation relied on a base blockchain infrastructure with a Layer-2 Software-as-a-

Service (SaaS) platform. This approach ensured that end users could interact with the system 

without requiring direct blockchain knowledge or expertise. The blockchain component 

remained in the background, serving as the foundation for secure record-keeping and 

authentication. Each whisky cask was tokenized, meaning it was assigned a unique digital 

identifier stored on the blockchain. Additionally, bottles were labelled with NFTs to provide 

verifiable proof of authenticity and ownership. QR codes were printed on pallets, allowing 

warehouse personnel to scan and track the movement of whisky casks efficiently.  

While IoT sensors were not deployed in this initial pilot, the system demonstrated significant 

advantages in digitising processes, reducing manual errors and optimising workflows. The 

automated reporting system provided an added benefit by simplifying compliance with tax 

regulations and improving the accuracy of re-gauging measurements. The primary 

objectives, aligned with the DSR paradigm, include:  

● Enhancing traceability and ownership verification through tokenized assets and secure 

transaction history;  

● Automating regulatory compliance to improve accuracy in tax reporting;  

● Optimising warehouse operations by replacing manual workflows with blockchain-enabled 

automation; 
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● Increasing consumer engagement through verifiable authenticity via Non-Fungible Tokens 

(NFTs) and QR/NFC technology.  

5.2.4 Design and Development of the Blockchain Solution  

To address the complex traceability, authentication and compliance challenges in the whisky 

supply chain, a blockchain-based solution that leverages a Layer-2 SaaS architecture was 

designed. This approach ensures that even non-technical stakeholders can interact 

seamlessly with the system while benefiting from the core strengths of blockchain technology, 

namely security, immutability and automation.  

At the centre of the solution is a cloud-based Layer-2 blockchain infrastructure that supports 

scalable, low-cost interactions and an intuitive user experience. The system includes several 

critical components. Firstly, each whisky cask is assigned a unique digital token, representing 

ownership and inventory data stored on the blockchain. These digital assets are immutable 

and verifiable, enabling secure ownership transfers and helping to eliminate disputes. Bottles 

are also tokenized after bottling, creating a full traceability loop from cask to consumer.  

Secondly, provenance tracking is enabled through the use of NFTs that are linked to each 

whisky bottle. These NFTs store key metadata such as distillation date, cask type, maturation 

details and ownership history, allowing consumers and investors to verify authenticity quickly 

and easily. Thirdly, the system incorporates automated modules for tax compliance and audit 

support. Storage volumes and ownership transfers are captured and recorded in real time, 

with all records securely logged on the blockchain. This reduces reliance on manual reporting 

and supports compliance with regulatory bodies such as HMRC. Finally, the solution includes 

user-friendly verification tools based on QR codes and NFC tags. These are applied to pallets 

and bottles to support warehouse operations, allowing staff to scan and track inventory 

efficiently. Consumers and investors can also verify product authenticity by scanning NFC 

tags using a smartphone, improving transparency and fostering trust.  

Figure 20 illustrates the architecture of the blockchain solution for whisky traceability. At the 

top is a centralized Layer-2 SaaS Blockchain Cloud, the foundation of the solution. It connects 

to four primary functional modules: 1) Tokenization of Casks and Bottles; 2) NFT-Backed 

Provenance Tracking; 3) Automated Tax Compliance and Audit; and 4) QR/NFC-Based 

Verification. Below, the functional components are the key stakeholder groups involved in the 

system's design and implementation: 1) Warehouse Personnel; 2) Operations Managers; 3) 

Brokers; 4) Software Company; and 5) Investors and Consumers. The figure reflects the 



 

   
 

159 

modular architecture of the system and its human-centred design approach, ensuring 

accessibility and utility across diverse stakeholder groups.  

 

Figure 20: System architecture and stakeholder engagement in blockchain design 

5.2.5 Demonstration: Pilot Implementation in a Warehouse  

The blockchain system was deployed in an Irish whisky warehouse storing multiple brands 

and catering to diverse stakeholders, including warehouse managers, brokers, investors and 

end consumers. The implementation process followed structured DSRM demonstration 

guidelines, ensuring controlled testing in a real-world environment.  

Key demonstration features:  

● Tokenized Asset Registration: Each whisky cask was digitally represented on the 

blockchain; 

● Stakeholder Interactions: Brokers tested ownership transfers and investors validated 

purchases via smart contracts; 

● Operational Efficiency Testing: Warehouse personnel tracked inventory using blockchain-

backed QR scanning. 
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This controlled deployment validated the feasibility of blockchain integration within traditional 

supply chain operations. 

A traditional Scotch whisky distillery located in the Highlands of Scotland adopts a blockchain-

based system to ensure full traceability, ownership transparency and regulatory compliance 

for its premium casks and bottled products.  

Stakeholder Interaction and Initial Data Capture - The process begins at the distillery, where 

a newly filled whisky cask is assigned a unique digital identity. This digital token includes 

information such as the production date, cask type, warehouse location, alcohol content and 

expected aging time. This metadata is encoded into a smart contract, deployed on a Layer-2 

blockchain. Each major stakeholder interacts with the system: 1) The distillery initiates the 

tokenization and uploads the initial cask data.; 2) A broker interested in buying or facilitating 

the sale of casks accesses the blockchain to view available inventory and previous 

transaction history; 3) An investor purchases a share or full ownership of a cask. The 

ownership transfer is automatically executed via a smart contract that verifies payment 

conditions and updates the ledger; 4) HMRC (Her Majesty’s Revenue & Customs) accesses 

the system to validate inventory data, verify tax calculations and audit real-time records of 

spirit movement and maturation volumes.  

Blockchain Nodes and Consensus Mechanism - The blockchain network consists of multiple 

permissioned nodes:1) The distillery operates a node; 2) The broker association operates a 

node; 3) The investor platform runs a node; 4) A node is reserved for regulatory or consortium 

oversight. When new transactions (e.g., cask registration, ownership transfer, compliance 

update) are initiated, the nodes reach consensus using a Byzantine Fault Tolerant (BFT) 

mechanism, suitable for private, high-trust networks. This ensures the data is correct, 

validated and agreed upon before it is permanently recorded.  

Information Flow and Block Creation - Once consensus is achieved, the data flows into the 

blockchain as follows: 1) Cask tokenization data (origin, warehouse, production metadata); 

2) Smart Contract Execution (purchase agreement, tax compliance rules); 3) Transaction 

Details (timestamp, buyer, seller, updated ownership); 4) Hash of the previous block and 

cryptographic signature. This information forms a new block, appended to the chain and 

shared across all participating nodes. Any changes (such as transfers, valuation updates or 

maturation status) are added in new blocks, preserving the full audit trail.  
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Real-Time Access and Verification - Based on: 1) QR codes or NFC tags attached to casks 

and bottles allow physical scanning at the warehouse or by consumers. The tags are linked 

to the blockchain record, enabling instant verification of authenticity and provenance; 2) 

Regulators can perform live audits or generate compliance reports directly from the 

immutable ledger; 3) Investors can track maturation progress and receive alerts on value 

changes, sell options or bottling timelines.  

Figure 21 illustrates the end-to-end process of whisky cask tokenization and traceability using 

a permissioned blockchain network. The Scotch distillery initiates the process by registering 

and tokenizing casks. Stakeholders, including brokers, investors and HMRC, interact with the 

blockchain through individual nodes. Transactions such as ownership transfer and 

compliance updates are validated through a BFT consensus mechanism and executed via 

smart contracts. All relevant information, including production data, transaction metadata and 

hashes, are immutably stored in the blockchain ledger.  

 

Figure 21: Blockchain-based traceability and ownership flow in a Scotch distillery 

Figure 22 shows real-time access and validation are available across all participants, 

enhancing transparency, efficiency and regulatory compliance in each block and process. 
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Figure 22: Blockchain ledger structure capturing stakeholder interactions in the spirits 
supply chain 

This diagram illustrates a sequential chain of blockchain blocks representing interactions from 

key stakeholders involved in the lifecycle of a whisky cask, from production to regulatory 

validation and warehouse tracking. Each block captures structured, time-stamped data 

specific to a stakeholder’s role in the supply chain, with cryptographic hashes linking the 

records and ensuring data integrity.  

● Block 1024 – Distillery: The Glen Arden distillery initialises the process by tokenizing a 

newly filled cask. This block records critical production metadata including distillation date, 

cask type, alcohol volume, warehouse location and a unique token ID issued via a smart 

contract; 

● Block 1025 – Broker: Alba Brokerage Ltd. initiates an ownership transfer through a smart 

contract. The block includes details of the buyer and seller wallet addresses, sale price, 

commission and timestamped confirmation of the trade.  

● Block 1026 – Investor: The private investor’s acquisition of the cask is recorded in this 

block. It logs the token transfer, the investor’s wallet ID, optional service preferences (e.g., 

insurance or storage) and maturity details, all signed and verified via the network; 
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● Block 1027 – HMRC (Tax Authority): This block captures regulatory data for audit and 

compliance. HMRC validates the declared volume and alcohol content, issues a deferment 

code and logs the audit record ID along with future review scheduling; 

● Block 1028 – Warehouse System: The final block logs real-time tracking data from the 

Glen Arden warehouse. Using IoT-enabled scanning, the block includes movement history, 

environmental sensor readings (temperature and humidity), and operator verification. These 

events are hashed and appended to the ledger to maintain full traceability.  

Each block is linked through a unique cryptographic hash from the previous block, forming a 

tamper-proof, transparent chain that enables authentication, regulatory oversight and 

consumer trust across the whisky supply chain.  

Evaluation: Assessing the Pilot’s Effectiveness  

The pilot focused on several key objectives. First, it aimed to facilitate the digital 

transformation of whisky inventory management by replacing traditional spreadsheet-based 

tracking with a blockchain-powered system. This transformation improved data accuracy, 

reduced human error and streamlined warehouse operations.  

Another important goal was to enhance traceability and transparency. By utilising blockchain, 

each whisky cask and bottle had a verifiable transaction history, ensuring that ownership and 

provenance could be easily tracked. This feature was particularly relevant for brokers and 

investors, who require reliable documentation for asset valuation and resale.  

The system also sought to optimise warehouse workflows and improve reporting processes. 

By automating data entry and aggregation, the pilot demonstrated a reduction in 

administrative burden, leading to significant time savings. The integration of QR codes further 

enhanced process efficiency, allowing warehouse personnel to quickly access relevant cask 

data through simple scans.  

Finally, the implementation aimed to enhance the consumer experience. By enabling end 

users to verify the authenticity and history of whisky bottles through NFC scans, the pilot 

introduced an innovative engagement model that could differentiate brands in a competitive 

market.  

The pilot was evaluated using a multi-method approach, including qualitative and quantitative 

performance metrics:  
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● Traceability improvement, measured by the accuracy and speed of ownership 

verifications; 

● Regulatory Compliance optimisation, assessed based on automated tax reporting 

efficiency; 

● Operational efficiency gains, evaluated through error rate reduction and workflow 

automation; 

● User experience and adoption collected via stakeholder feedback and usability testing.  

Preliminary results indicated significant reductions in administrative workload, increased 

transparency and enhanced security, confirming the business viability of blockchain 

integration.  

Stakeholder Insights  

Qualitative feedback from stakeholders highlighted several perceived advantages of the 

blockchain-based system. Brokers emphasised the value of the trust layer established 

through the immutable transaction history, which enhanced confidence in asset transfers and 

reduced the risk of disputes. Investors expressed interest in the system’s potential to support 

fractional ownership tracking in future versions, noting its relevance for shared investment 

models and secondary market flexibility. Distillery managers recognised long-term benefits 

in terms of reducing audit-related risks and streamlining compliance processes, particularly 

for international shipping where documentation requirements are stringent. Warehouse 

teams responded positively to the introduction of QR and NFC scanning, which simplified 

their workflows by eliminating the need for duplicate entries and manual logbook 

management.  

Conclusion of Evaluation  

The pilot implementation clearly demonstrated tangible improvements in traceability, 

operational efficiency and stakeholder satisfaction across the whisky supply chain. 

Quantitative data and qualitative feedback confirm not only the technical feasibility but also 

the business viability of integrating blockchain technology into existing distillery and 

warehousing operations. The system proved capable of enhancing transparency, reducing 

administrative burden and strengthening trust among brokers, investors and end consumers.  

Looking ahead, future developments will prioritise full integration with regulatory frameworks 

to automate compliance reporting, the deployment of IoT-enabled sensors for real-time 
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environmental monitoring and the scaling of the solution to a wider network of premium 

distilleries and bottlers. These advancements aim to solidify blockchain as a foundational 

layer in the digital transformation of the spirits industry.  

5.2.6. Discussion  

The success of the pilot highlights the potential for blockchain to revolutionise whisky 

inventory management. However, challenges remain, including the need for further 

regulatory integration, potential scalability concerns and the long-term adoption of blockchain 

solutions by distilleries and warehouses. Future iterations of the platform could incorporate 

IoT sensors for real-time monitoring and explore deeper collaborations with tax authorities.  

This study highlights the significant potential of blockchain technology to transform inventory 

management, traceability and compliance processes within the whisky industry. By designing 

and deploying a Layer-2 SaaS blockchain platform, the project addressed persistent 

challenges associated with manual tracking systems, fragmented ownership records and 

limited supply chain visibility. The pilot’s implementation demonstrated the system’s technical 

viability and usability across real operational settings, confirming that blockchain can 

introduce substantial efficiency gains without requiring deep technical expertise from end 

users.  

Beyond operational improvements, the system introduced meaningful innovation in business 

model design. Tokenization of casks, combined with NFT-based provenance tracking, 

established a foundation for future offerings such as fractional ownership, automated resale 

on digital marketplaces and authenticated direct-to-consumer engagement. These features 

represent a shift from traditional inventory and distribution models toward digitally enhanced, 

investor-friendly ecosystems. Stakeholders, especially brokers and investors, responded 

positively to the potential for increased liquidity, transparency and consumer trust.  

Despite these promising outcomes, the pilot also revealed several limitations that warrant 

further attention. Firstly, integration with existing Enterprise Resource Planning (ERP) and 

warehouse management systems remains a challenge. Many distilleries and brokers still rely 

on fragmented legacy tools, which complicates the seamless flow of data between blockchain 

and traditional systems. Secondly, although the system was designed to support scalability, 

its deployment was limited to three distilleries and ten stakeholders. Wider implementation 

across larger networks may surface new technical or organisational constraints. Thirdly, while 

simulated compliance scenarios demonstrated the system’s alignment with UK regulatory 
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requirements, formal validation from tax authorities such as HMRC has not yet been 

completed. Full integration with evolving digital compliance standards, such as the EU’s 

Digital Product Passport (DPP) framework, will be essential for large-scale adoption.  

Lastly, while user feedback was overwhelmingly positive, there remain open questions about 

long-term adoption costs, governance models for decentralised networks and data privacy 

concerns, especially if the platform is extended to consumers or retail partners. These issues 

highlight the need for ongoing dialogue between technology providers, regulatory bodies and 

industry actors. 

In summary, the pilot validates blockchain’s potential as a transformative technology for the 

whisky supply chain, demonstrating both measurable benefits and a clear path forward for 

innovation. However, its success in broader industry adoption will depend on overcoming 

legacy integration challenges, aligning with formal regulatory frameworks and continuing to 

demonstrate tangible value for all stakeholders. 

5.2.7. Conclusion  

This case study demonstrates the feasibility of blockchain implementation in whisky supply 

chains. By improving efficiency, reducing human error and enhancing transparency, the pilot 

showcased how digital transformation can optimise value chains. As the industry continues 

to explore innovative solutions, blockchain presents a compelling path toward a more secure, 

efficient and consumer-friendly whisky market. Future research should focus on regulatory 

adoption, scalability and integration with emerging technologies such as IoT. 

This study demonstrates the transformative potential of blockchain technology in reshaping 

inventory and traceability systems within the whisky industry. By developing and deploying a 

Layer-2 SaaS blockchain platform, key operational and compliance challenges through the 

use of tokenized assets, smart contracts and verifiable digital records were addressed. The 

pilot results validate the system’s technical feasibility and practical value, as administrative 

errors were substantially reduced, user satisfaction was high and compliance workflows were 

streamlined through automated data logging and real-time traceability. Stakeholders, 

including brokers, investors and warehouse personnel recognised clear advantages, such as 

increased transparency, simplified auditability and new forms of digital engagement. 

Importantly, the system not only improved efficiency but also opened new paths for 

innovation. Tokenization and NFT-based provenance mechanisms pave the way for 
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fractional ownership, direct-to-consumer models and blockchain-authenticated trading. 

These innovations within the business model align with shifting market expectations and 

regulatory demands. While challenges remain, such as integration with legacy systems, 

scalability and regulatory standardisation, the pilot provides strong evidence that blockchain 

can serve as a foundational layer in the digital transformation of the spirits industry. Future 

work should explore integration with IoT devices for real-time environmental monitoring, 

greater regulatory alignment (e.g., with HMRC and EU DPP initiatives) and scaling to multi-

country whisky supply chains. 

5.3 Discussion: Blockchain and Business Model Innovation in the Spirits Industry 

The research article presented in this chapter, guided by the Design Science Research 

Methodology (DSRM) [57], articulates the transformative potential of blockchain technologies 

in the spirits industry, emphasizing traceability, fraud prevention, and business model 

innovation [106], [104]. The study integrates systematic evidence synthesis with applied 

system design, demonstrating how blockchain, combined with Zero-Knowledge Proofs 

(ZKPs) and IoT sensors, addresses critical challenges such as counterfeiting and inefficient 

provenance tracking [103], [118], [105]. By leveraging a modular blockchain architecture, the 

research proposes solutions that enhance transparency while preserving the confidentiality 

of proprietary data, a key requirement in the competitive spirits market [121], [108]. 

Blockchain’s immutable ledger ensures verifiable records of a spirit’s lifecycle, from 

production to consumption, mitigating risks of fraud and enhancing consumer trust [106], 

[115]. For instance, smart contracts automate provenance verification for whisky casks, 

reducing reliance on paper-based documentation, while IoT sensors monitor storage 

conditions to ensure quality compliance [103], [122]. ZKPs, such as zk-SNARKs, enable 

privacy-preserving authentication, allowing stakeholders to verify authenticity without 

disclosing sensitive production details [49]. Beyond operational improvements, the study 

explores innovative business models, such as NFT-based tokenization, which enables direct-

to-consumer sales and fractional ownership of premium spirits, reshaping market dynamics 

[104]. These findings align with broader supply chain trends, where blockchain fosters 

decentralised ecosystems and equitable stakeholder interactions [118]. 

The discussion also highlights theoretical contributions, extending the understanding of 

blockchain’s role in high-value supply chains [110]. The integration of PRISMA-guided 
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literature reviews ensures a robust synthesis of existing research, identifying gaps in 

scalability and regulatory alignment [102]. Stakeholder engagement through workshops 

validates the practical relevance of the proposed solutions, particularly for small and medium-

sized producers in regions like Southern Apulia [116]. However, challenges such as 

computational complexity of ZKPs and interoperability with legacy systems require further 

exploration, setting the stage for the implementation challenges discussed in the next section 

[49], [108]. 

Implementation Challenges and Regulation in the Spirits Industry 

Implementing blockchain-based solutions in the spirits industry introduces significant 

technical, governance, and regulatory challenges, necessitating careful consideration to 

realize the technology’s full potential [123], [108]. The research article underscores the need 

for scalable, secure, and compliant systems to address the spirits industry’s unique 

requirements, including anti-counterfeiting measures and regulatory adherence [105], [106]. 

This section reflects on these challenges and their implications for widespread adoption, 

drawing on the DSRM framework’s evaluation phase [57]. 

Technical Challenges: The computational overhead of ZKPs, while critical for privacy, can 

limit scalability in high-volume supply chains, requiring optimization through layer-2 solutions 

like optimistic rollups [44], [49]. Integration with IoT sensors for real-time monitoring of storage 

conditions (e.g., temperature, humidity) demands robust oracles and standardized data 

formats to ensure compatibility with existing industry systems [103]. Interoperability with 

legacy systems, such as enterprise resource planning (ERP) platforms used by distilleries, 

remains a hurdle, necessitating modular architectures that bridge old and new technologies 

[108]. 

Governance Challenges: Successful implementation requires coordination among diverse 

stakeholders, including producers, distributors, retailers, and regulators, each with distinct 

priorities [121]. Consortium-based governance models, supported by blockchain’s 

decentralised framework, can align interests but require clear incentive structures, such as 

tokenized rewards for compliance [123]. Stakeholder workshops, as conducted in the 

research, highlight the need for trust-building mechanisms to encourage adoption among 

small producers wary of technological complexity [116]. 
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Regulatory Challenges: The spirits industry operates under stringent regulations, including 

food safety standards and anti-counterfeiting laws, which vary across jurisdictions [105]. 

Blockchain systems must comply with these regulations while addressing data privacy 

concerns, particularly for proprietary production data. ZKPs help meet privacy requirements, 

but blockchain’s immutability poses challenges for regulations requiring data deletion, 

necessitating hybrid architectures with off-chain storage [49]. Alignment with international 

standards, such as those set by the Codex Alimentarius for food safety, is critical for global 

trade [123]. 

The implications for the spirits industry are profound, with blockchain enabling a shift toward 

transparent, secure, and consumer-centric supply chains [118]. By addressing these 

challenges through iterative design and evaluation, as prescribed by DSRM [57], the research 

provides a roadmap for scalable adoption. Future work should focus on developing 

interoperable standards, optimizing ZKP efficiency, and fostering regulatory harmonization to 

ensure blockchain’s transformative impact on the spirits industry, enhancing sustainability, 

trust, and economic value [108], [121]. 
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Chapter 6 - Discussion 

6.1. Introduction 

This chapter aims to synthesize the empirical findings derived from the application of the 

proposed modular blockchain architecture across three distinct, highly regulated sectors: 

maritime logistics, healthcare, and the spirits industry. While each case study was designed 

to address sector-specific challenges and regulatory constraints, they collectively provide a 

basis for evaluating the broader applicability, adaptability, and efficacy of the proposed 

architecture. 

The chapter performs three critical functions. First, it compares the key insights from each 

domain, identifying common themes, recurring challenges, and divergent requirements. This 

cross-case comparison serves not only to validate the modular design principles underlying 

the proposed framework but also to surface the nuances in governance, traceability, and 

privacy demands across sectors. Second, it assesses the reusability and configurability of 

individual architectural components, such as Layer-2 solutions, privacy-preserving 

mechanisms, and interoperability layers, highlighting their performance in varied operational 

and regulatory contexts. Third, it connects empirical observations back to the theoretical 

foundations introduced earlier in the thesis, particularly those related to design science, 

modular systems theory, and distributed governance. 

In doing so, this chapter bridges the empirical and theoretical dimensions of the research, 

reinforcing the argument that modular blockchain architectures can be strategically designed 

to support sector-specific requirements while preserving core principles of scalability, privacy, 

and compliance. The discussion also engages with broader implications for digital 

infrastructure design in multi-stakeholder ecosystems and outlines potential policy and 

practical applications. 

6.2. Comparative Case Insights 

This section presents a cross-case analysis of the three sectoral implementations, maritime 

logistics, healthcare cold chains, and the spirits industry, aimed at identifying commonalities, 

divergences, and sector-specific adaptations of the modular blockchain architecture. Each 

case demonstrated distinct regulatory and operational environments, yet collectively they 

validate the architecture’s adaptability and strategic alignment with service-sector needs. 
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6.2.1 Commonalities Across Use Cases 

Several key themes emerged consistently across the three domains: 

• Trust and Data Integrity: All sectors faced challenges in establishing verifiable trust across 

fragmented supply chain actors. The blockchain architecture effectively addressed this by 

ensuring tamper-evident traceability, validated through pilot scenarios in all three domains. 

• Privacy and Compliance: Regulatory compliance, particularly with GDPR and sector-

specific rules (e.g., HIPAA for healthcare), was a critical requirement. The integration of 

privacy-preserving mechanisms (e.g., ZKPs, selective disclosure) proved essential and was 

successfully configured in each case. 

• Modular Deployment: The layered structure of the proposed architecture enabled modular 

deployments tailored to each sector’s digital maturity and operational constraints, validating 

its scalability and reusability. 

• Interoperability with Legacy Systems: All three pilots revealed the importance of designing 

for interoperability with existing systems. Middleware components and semantic data 

standards were used to bridge blockchain with traditional ERP and monitoring systems. 

6.2.2 Sector-Specific Challenges and Solutions 
 
There are of course, associated challenges to each sector to which I brought respective 
solutions: 

• Maritime Logistics: The focus was on document authentication, cargo traceability, and 

integration with port authorities. Specific blockchain components addressed multi-

jurisdictional governance and interoperability with trade documentation platforms. 

• Healthcare Cold Chains: Emphasis was placed on data integrity for temperature and 

location monitoring, with stringent privacy and auditability requirements. Integration with IoT 

devices and real-time alerting mechanisms were key additions. 

• Spirits Industry: The primary goals included combating counterfeiting and enhancing 

consumer trust through product provenance. QR code integration, lightweight verification 

protocols, and marketing-oriented blockchain features were emphasized. 

6.2.3 Summary of Comparative Findings 

Table 23 synthesizes the comparative findings across five analytical dimensions: trust and 

traceability, regulatory context, privacy requirements, architecture adaptability, and 

stakeholder engagement. 
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Table 23: Comparative Insights Across Sectoral Case Studies 

Analytical 
Dimension Maritime Logistics Healthcare Cold 

Chains Spirits Industry 

Trust & 
Traceability 

Focus on securing 
cargo data, shipping 
documents, and port 
operations. Multi-
party validation 
improved document 
trust and reduced 
delays. 

Emphasis on 
verifiable cold chain 
conditions and 
pharmaceutical 
integrity. Real-time 
monitoring ensured 
safe handling. 

Product authenticity 
and brand protection 
through end-to-end 
traceability. 
Counterfeit detection 
enhanced. 

Regulatory 
Context 

Multi-jurisdictional 
compliance (e.g., 
customs, port 
authority mandates). 
Data sovereignty 
and auditability were 
key concerns. 

Stringent data 
protection (e.g., 
GDPR, HIPAA). High 
accountability for 
medical logistics. 

Compliance with 
excise regulations 
and international 
product certification 
standards. 

Privacy 
Requirements 

Document-level 
encryption with 
selective disclosure. 
Sensitive trade data 
protected. 

High privacy 
demands with 
patient-sensitive 
data. Integration of 
ZKPs and 
anonymization tools. 

Moderate privacy 
needs; focus on 
consumer-facing 
transparency and 
proprietary data 
protection. 

Architecture 
Adaptability 

Modular features 
deployed based on 
stakeholder 
readiness. 
Blockchain layered 
with trade systems. 

IoT integration and 
real-time analytics 
enabled via 
pluggable interfaces. 
Compliance modules 
configurable. 

Lightweight 
blockchain 
implementation with 
marketing and supply 
chain functions 
selectively activated. 

Stakeholder 
Engagement 

Active collaboration 
with port authorities, 
shipping companies, 
and customs 
agencies. 

Engagement with 
healthcare providers, 
logistics coordinators, 
and regulatory 
bodies. 

Coordination with 
producers, 
distributors, and 
consumer platforms 
to align traceability 
goals. 

 

This comparative analysis supports the proposition that a modular, configurable blockchain 

architecture can accommodate diverse regulatory and operational landscapes while meeting 

sector-specific needs. It also illustrates the value of adopting a domain-informed design 
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approach, in which modular components are selectively activated or adapted to optimize 

performance, cost-efficiency, and compliance outcomes. 

6.3. Common Themes and Divergences 

This section consolidates the thematic parallels and divergences in blockchain applications 

across maritime transportation, healthcare cold chains, and the spirits industry. Common 

themes include traceability, privacy and scalability, enabled by a flexible Layer-2 blockchain 

architecture integrating Zero-Knowledge Proofs, IoT sensors, and smart contracts [4], [49]. 

Traceability emerges as an enabler, with IoT providing real-time data, cargo tracking in 

maritime [24], temperature monitoring in healthcare [94], and provenance in spirits [103]. ZKP 

addressed privacy, ensures compliance with GDPR in healthcare and EU regulations in 

spirits, while protecting trade secrets in maritime logistics.  

In table 24, we can see, the benefits and validation of the different requirements that were 

defined in this research association with the respective blockchain components and its 

mapping  
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Table 24: Requirement mapping of maritime supply chain security with modular BC 
architecture 

Requirement Blockchain 
Component Mapping Description Benefits and 

Validation 

End-to-End 
Traceability 

IoT Sensor 
Integration + 
Blockchain Core 

IoT sensors feed real-time 
data to the permissioned 
blockchain core (Hyperledger 
Fabric) via smart contracts for 
immutable tracking of cargo 
from origin to destination [24]. 
Consensus (PBFT) ensures 
data validation among 
stakeholders like ports and 
shippers [8]. 

Reduces 
shipment delays 
by 30–50% 
through 
automated alerts; 
validated in port 
prototypes [7]. 

Privacy and 
Compliance 

Zero-
Knowledge 
Proofs (ZKPs) 

zk-SNARKs enable selective 
disclosure of Bill of Lading 
(BoL) data, verifying 
authenticity without revealing 
sensitive commercial details, 
compliant with GDPR and IMO 
standards. 

Protects trade 
secrets in multi-
stakeholder 
ecosystems; 
tested for 99% 
verification 
accuracy [4]. 

Scalability for 
High-Volume 
Transactions 

Layer-2 
Inventory 
Management 
Platform 

Optimistic rollups process off-
chain transactions (e.g., 
shipment updates) before 
mainnet settlement, handling 
>1,000 TPS in busy ports [9]. 

Improves 
efficiency under 
high load (e.g., 
disruptions); 
empirical gains of 
50% cost 
reduction [6], [7]. 

Fraud Prevention Blockchain 
Core + ZKPs 

Immutable ledgers and ZKPs 
prevent document tampering, 
with smart contracts 
automating customs clearance 
[8], [18]. 

Mitigates fraud 
risks; 
demonstrated in 
simulations with 
zero alterations 
under stress [16], 
[105]. 

Interoperability All 
Components 

Modular design integrates with 
ERP/port systems via APIs; 
reusable across sectors [4], 
[94]. 

Facilitates legacy 
adoption; cross-
tested with 
healthcare IoT 
modules [6]. 

Table 25 showcases us the requirement mapping of cold chain traceability with modular 

blockchain architecture. Its benefits and validation associated to the requirements, its 

blockchain components and respective description.   
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Table 25: Requirement mapping of cold chain traceability with modular blockchain 
architecture 

Requirement Blockchain 
Component Mapping Description Benefits and 

Validation 

Real-Time 
Environmental 
Monitoring 

IoT Sensor 
Integration + 
Layer-2 Platform 

Temperature/humidity 
sensors (e.g., for blood 
products) provide data to 
Layer-2 rollups for high-
frequency updates, settled on 
the core blockchain [24], [9]. 
Smart contracts trigger alerts 
for deviations. 

Prevents spoilage 
(up to 20% 
reduction in 
waste); validated in 
cold chain 
simulations [25], 
[16]. 

Data Immutability 
and Traceability Blockchain Core 

Permissioned ledger (e.g., 
Ethereum-based) records 
chain-of-custody with PoS 
consensus, ensuring tamper-
proof logs from donation to 
transfusion [8]. 

Enhances 
auditability; 100% 
integrity in 
prototype tests 
[23], [101]. 

Privacy 
Preservation 

Zero-Knowledge 
Proofs (ZKPs) 

zk-STARKs verify compliance 
(e.g., temperature logs) 
without exposing sensitive 
health data [18], [19]. 

GDPR-compliant 
sharing among 
hospitals/banks; 
>99% privacy 
efficacy [4], [16]. 

Resilience to 
Disruptions 

Layer-2 Platform 
+ Blockchain 
Core 

Off-chain processing handles 
emergencies (e.g., supply 
shortages), with 
decentralised governance for 
quick consensus [9], [8]. 

Minimizes risks in 
pandemics; 
evaluated under 
simulated failures 
[22], [94]. 

Scalability and 
Cost-Efficiency All Components 

Modular IoT/ZKP reuse 
reduces redevelopment; 
Layer-2 enables low-cost, 
high-throughput tracking [6]. 

50% efficiency 
gains; cross-
applicable to spirits 
monitoring [6], [16]. 
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Table 26 showcases the requirement mapping of the spirits industry with modular blockchain 

architecture. Its benefits and validation associated to the requirements, its blockchain 

components and respective description.   

Table 26: Requirement mapping of spirits Industry use case with modular blockchain 
architecture 

Requirement Blockchain 
Component Mapping Description Benefits and 

Validation 

Provenance 
Authentication 

Blockchain 
Core + ZKPs 

Smart contracts on the core 
ledger tokenize whisky 
casks (e.g., NFTs), with 
ZKPs verifying origin/aging 
without full disclosure [8], 
[18]. 

Builds consumer 
trust; reduces 
counterfeiting by 
40–60% in pilots 
[30], [16]. 

Anti-
Counterfeiting 
Measures 

Zero-
Knowledge 
Proofs (ZKPs) + 
IoT Integration 

zk-SNARKs authenticate 
digital certificates; IoT (e.g., 
RFID on bottles) tracks from 
distillation to retail [18], [24]. 

Immutable 
provenance; 
validated against 
$500B fraud losses 
[2], [27]. 

Direct-to-
Consumer 
(DTC) 
Enablement 

Layer-2 
Platform 

Rollups facilitate fast, low-
fee token transactions for 
DTC sales, integrating with 
e-commerce [9]. 

Enables 
personalized 
models; scalability 
tested for high-
volume markets 
[29], [16]. 

Privacy in 
Commercial 
Data 

ZKPs + 
Blockchain 
Core 

Selective disclosure 
protects recipes/trade 
secrets via ZKPs, with 
permissioned access [18], 
[8]. 

Compliant with EU 
rules; privacy 
scores >98% in 
evaluations [19]. 

Scalability for 
Market 
Expansion 

All Components 

Modular design supports 
token economies; reusable 
IoT from healthcare for 
aging monitoring [6]. 

Cost savings via 
reuse; 
demonstrated in 
innovation 
prototypes [118]. 

 

Divergences reflect sector-specific needs: maritime prioritises interoperability with legacy 

systems and high-volume transaction handling [7], healthcare focuses on resilience and 

regulatory alignment (e.g., HIPAA, WHO) [22], [23], and spirits emphasize tokenization for 

consumer engagement and anti-counterfeiting [118]. The architecture’s modularity facilitates 

cross-domain reuse, reducing development overhead by approximately 50% [6]. Synergies, 
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such as shared Layer-2 solutions for scalability and distributed governance models, enhance 

collaboration across stakeholders, supporting RQ3 and RQ4 by fostering innovation and 

sustainability [9], [20]. 

6.4. Evaluation of Modularity and Reusability  

The proposed modular blockchain architecture was explicitly designed to accommodate the 

varying demands of highly regulated service sectors through a composable and scalable 

structure. This section evaluates the degree to which the architecture’s modularity and 

reusability were realized in the three case studies, based on the comparative insights 

summarized in Table 26. 

6.4.1 Modularity in Practice 

Each implementation drew on a subset of architectural modules, data governance, privacy-

preserving layers, IoT integration, verification protocols, and semantic interoperability, 

configured according to the operational and regulatory context of the target sector. 

In the maritime logistics case, modularity was realized through the integration of document 

verification and selective disclosure components, which were aligned with port authority and 

customs compliance requirements. These modules were not hardcoded but deployed 

through interface layers compatible with legacy port management systems, demonstrating 

architectural decoupling and configurability. 

In healthcare cold chain, modularity was expressed through the seamless combination of IoT 

monitoring components, real-time alerting services, and cryptographic privacy tools (e.g., 

Zero-Knowledge Proofs). The architecture supported differentiated access control and data 

audit trails for various stakeholders (e.g., hospitals, transporters, regulators), underscoring its 

role in ensuring compliance and patient safety. 

The spirits industry implementation leveraged modularity to enable lightweight, consumer-

oriented traceability without the overhead of full on-chain data persistence. Components for 

QR code-based verification, brand authentication, and anti-counterfeit logic were selectively 

activated, validating the architecture's adaptability to less technically mature environments. 
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6.4.2 Reusability Across Domains 

Reusability was assessed by examining the extent to which architectural modules and design 

principles from one use case could be replicated or adapted in another with minimal redesign. 

The decision support framework and modular stack proved effective in enabling rapid 

prototyping across all three pilots. 

• The privacy and compliance module developed for healthcare was repurposed in the 

maritime context to support encrypted customs workflows. 

• The semantic interoperability layer, initially deployed in the maritime case to translate 

between trade documents and blockchain smart contracts, was adapted in the spirits case to 

support producer-distributor data flows. 

• The IoT integration layer, though most prominent in the healthcare domain, shares 

interfaces and data normalization logic applicable to logistics scenarios in other sectors. 

This cross-domain reusability affirms the architectural hypothesis that a modular design not 

only enables sector-specific tailoring but also streamlines implementation efforts across new 

domains, reducing both development time and integration risks. 

6.4.3 Strategic Implications 

As per Table 27, we see the requirement mapping of cross sectoral use cases with modular 

blockchain architecture, its benefits and validation associated to requirements, blockchain 

components and its description.   
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Table 27: Requirement mapping of cross sectoral use cases with modular blockchain 
architecture 

Requirement Blockchain 
Component Mapping Description Benefits and 

Validation 

Shared 
Traceability 
Across Sectors 

IoT 
Integration + 
Blockchain 
Core 

Reusable IoT modules track 
assets (e.g., cargo, blood, 
whisky) with core ledger for 
unified immutability [24], [8]. 

Enables hybrid 
systems; 50% 
faster adaptation 
across sectors [6], 
[20]. 

Regulatory 
Harmonization 

Zero-
Knowledge 
Proofs 
(ZKPs) 

ZKPs ensure privacy/compliance 
(GDPR, HIPAA, EU GI) via 
modular proofs reusable in all 
sectors [18], [19]. 

Cross-compliant 
frameworks; 
validated in 
synthesis studies 
[23], [100]. 

Innovation 
Synergies (e.g., 
Tokenization + 
Monitoring) 

Layer-2 
Platform + All 
Components 

Rollups scale shared features 
like tokenization 
(spirits/maritime) and monitoring 
(healthcare); governance 
models adapt per sector [9]. 

Fosters 
DTC/resilience; 
empirical cross-
benefits in 
prototypes [7], [16]. 

Modularity for 
Multi-Domain 
Reuse 

All 
Components 

Flexible architecture allows 
component reconfiguration (e.g., 
ZKP from maritime to 
healthcare) without full redesign 
[4]. 

Reduces 
development time 
by 50%; 
synthesized 
insights from 
Chapters 4–6 [6], 
[20]. 

Interoperability 
and Scalability 

Layer-2 
Platform + 
Blockchain 
Core 

APIs integrate with diverse 
systems; Layer-2 handles cross-
sector volumes [9], [8]. 

Broad applicability; 
evaluated for 
efficiency gains 
[103]. 

The evaluation demonstrates that modularity and reusability are not merely technical features 

but strategic enablers. They empower organizations to adopt blockchain incrementally, 

starting with sector-critical features while preserving extensibility. Moreover, modularity 

facilitates alignment with evolving regulatory requirements, as individual components can be 

upgraded or replaced without disrupting the entire system. 

In sum, the architecture’s modular design has proven effective in both technical 

portability and strategic adaptability, positioning it as a viable digital infrastructure model for 

heterogeneous, compliance-driven service ecosystems. 
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6.5. Theoretical Integrations 

The cross-sector deployment of the modular blockchain architecture provides an opportunity 

to reflect on how the empirical findings align with and contribute to the underlying theoretical 

frameworks, particularly modular systems theory and distributed governance. 

6.5.1 Modularity as Design and Strategy 

The research operationalizes modular systems theory by demonstrating how discrete 

architectural components, privacy-preserving layers, IoT interfaces, semantic adapters, can 

be selectively activated and recombined across distinct regulatory contexts. This supports 

the theoretical proposition that modularity enhances system adaptability and innovation 

through technological recombination. 

Beyond technical design, modularity also emerged as a strategic enabler. It allowed 

stakeholders in diverse industries to incrementally adopt blockchain solutions aligned with 

their digital maturity and regulatory obligations. This expands the theoretical role of modularity 

from engineering efficiency to organizational agility and risk management. 

6.5.2 Distributed Governance in Regulated Ecosystems 

The findings affirm the potential of blockchain to act as a distributed governance layer, 

particularly in mediating trust and access among autonomous supply chain actors. Smart 

contracts and cryptographic mechanisms effectively encoded procedural rules in the maritime 

and spirits sectors, aligning with theories of blockchain as a coordination infrastructure. 

However, in highly sensitive domains like healthcare, distributed governance required hybrid 

arrangements involving legal, institutional, and technical layers. This underscores the 

theoretical insight that decentralization alone is insufficient—effective governance must 

integrate existing institutional frameworks with blockchain logic to ensure compliance, 

accountability, and legitimacy. 

6.5.3 Synthesis 

Together, the insights from modularity and governance demonstrate that blockchain 

architectures can be designed not just for functional efficiency, but as adaptive, context-

aware infrastructures. This research extends existing theories by illustrating how modular 
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blockchain systems can support sector-specific customization while enabling interoperability, 

compliance, and distributed control across service ecosystems. 

6.6. Implications for Practice and Policy 

The architecture’s alignment with GDPR, EBSI, and EU regulations (e.g., MDR, AWRS) 

suggests policy frameworks should prioritise interoperable standards to facilitate blockchain 

adoption [19], [23]. Governments could incentivize pilot programs, as seen in Rotterdam’s 

70% document processing savings [22], to mitigate high initial costs [6]. Industry implications 

include enhanced trust through transparent records, reducing maritime fraud and spirits 

counterfeiting by 40–60% [118], [7], and supporting health equity via resilient cold chains [3]. 

Challenges like regulatory uncertainty and legacy system integration require industry-led 

consortia and public-private partnerships to standardize protocols [20]. Sustainability policies, 

such as the EU Deforestation Regulation, could leverage blockchain for traceable supply 

chains, aligning with global goals [106]. Stakeholders should invest in user-friendly interfaces 

and training to overcome adoption barriers, ensuring equitable access and long-term viability 

[20]. 

Given the regulated nature of the targeted application domains, compliance with data 

protection legislation (notably the GDPR) and alignment with emerging European Blockchain 

Services Infrastructure (EBSI) standards were treated as core architectural requirements 

from the outset. Table 28 maps each relevant legal or interoperability requirement to the 

corresponding system feature, accompanied by a justification for how compliance is 

achieved. This mapping serves both as documentation of the privacy-by-design approach 

and as a practical checklist for future deployments. 
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Table 28: GDPR and EBSI Compliance Mapping 

Requirement / 
Principle System Feature Reasoning 

GDPR: Lawful 
basis (Art. 6) 

Participation agreements; 
research & innovation 
legal basis 

In pilots, processing based on consent 
and R&D exemption; production 
systems would operate under formal 
DPAs. 

GDPR: Data 
minimisation (Art. 
5(1)(c)) 

Off-chain storage of 
personal data; on-chain 
hashes only 

No raw personal or medical data stored 
on-chain; only cryptographic 
commitments recorded. 

GDPR: Integrity & 
confidentiality (Art. 
5(1)(f)) 

ZKP selective disclosure; 
TLS/SSL for node 
communication 

Ensures proofs reveal only necessary 
facts; all communications encrypted in 
transit. 

GDPR: Storage 
limitation (Art. 
5(1)(e)) 

Configurable off-chain 
data retention 

Data automatically deleted from off-
chain DB after policy expiry; aligns with 
sectoral regulations. 

GDPR: 
Accountability 
(Art. 5(2)) 

System audit logs and 
proof verification trails 

Full verification trails allow external 
audit without exposing underlying data. 

EBSI: 
Decentralised 
Identifiers (DIDs) 

EBSI-compatible DID 
schema for asset & 
participant IDs 

Interoperable with EU digital identity 
infrastructure. 

EBSI: Verifiable 
Credentials 

ZKP predicates integrated 
into credential workflows 

Enables compliance proofs without 
disclosure of raw credential attributes. 

 

6.7. Limitations of the Cross-Sector Synthesis 

While cross-sector synthesis provides valuable insights into modularity and adaptability of 

the proposed blockchain architecture, limitations should be acknowledged in the scope of the 

findings. 

6.7.1 Contextual and Sectoral Specificity 

Each case study was embedded within a unique regulatory, operational, and cultural context. 

Although the architecture was designed to be modular and configurable, the specific 

configurations applied were influenced by stakeholder priorities, technological readiness and 

sectoral dynamics. As such, the synthesis may not capture all variables that would emerge 

in other domains, particularly those with different governance or compliance models (e.g., 

financial services, public administration). 
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6.7.2 Interdependencies Between Modules 

While modularity enabled flexible configuration, the synthesis revealed latent 

interdependencies between architectural components—particularly between privacy-

preserving tools and interoperability layers. These interdependencies may introduce hidden 

complexity when adapting the architecture to entirely new domains or when modules are 

reused in unforeseen combinations. 

6.7.3 Temporal and Technological Evolution 

The study was conducted during a specific technological and regulatory moment. Both 

blockchain technologies and supply chain governance standards continue to evolve. As such, 

the architecture and its evaluation may need revision as new protocols, compliance norms, 

or stakeholder demands emerge. This reflection does not diminish the validity of the findings 

but rather situates them within appropriate empirical and theoretical boundaries. This opens 

space for future research to explore longer-term, broader-scale or more mature applications 

of modular blockchain systems. 

6.8. Summary 

This chapter consolidated findings from the 3 case studies: maritime logistics, healthcare cold 

chains, and spirits industry, through a cross-sectoral synthesis focused on five analytical 

dimensions: trust and traceability, regulatory context, privacy requirements, architectural 

adaptability and stakeholder engagement. The analysis demonstrated the feasibility and 

effectiveness of the proposed modular blockchain architecture in addressing sector-specific 

challenges while preserving sector core principles.  

The evaluation of modularity and reusability confirmed that discrete architectural components 

could be selectively deployed and reconfigured according to operational and regulatory 

demands, reinforcing the architecture’s generalizability. Theoretical integration highlighted 

how the findings extend modular systems theory and distributed governance frameworks, 

showing blockchain’s capacity to serve as both a technical infrastructure and an enabler in 

complex service ecosystems. 

We also acknowledge important limitations, including sectoral specificity, prototype 

constraints and technological conditions, which frame the applicability of the findings and 

future research directions. 
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By bridging empirical outcomes with theoretical contributions, this chapter positions the 

research as a foundational model for adaptive, privacy-preserving digital infrastructure in 

regulated service supply chains and sets the stage for broader conclusions outlined in the 

final chapter. 
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Conclusions and Future Directions 

This concluding chapter synthesizes the research’s key findings, emphasizing the 

transformative potential of modular blockchain architectures in enhancing security, efficiency, 

and traceability across service-sector supply chains. It revisits the research objectives, 

highlighting scientific advancements in integrating ZKPs and IoT for privacy and scalability, 

alongside practical contributions like open-source prototypes that reduce costs by up to 50% 

[6], [7]. The chapter also discusses broader implications for academia, industry, and society, 

including improved stakeholder trust and regulatory compliance. Looking ahead, it proposes 

future research directions to address unresolved challenges, such as real-world deployment 

barriers, long-term sustainability, and cross-sectoral scalability, to further extend the 

framework’s impact [4], [20]. 

Overview and Main Contributions  

This doctoral research set out to address a central challenge in service-sector logistics: the 

lack of scalable, trustworthy, and efficient systems capable of ensuring traceability, data 

integrity, and operational responsiveness across diverse, high-stakes domains. Guided by 

the Design Science Research Methodology, the research developed and validated a modular 

blockchain architecture designed for reuse and adaptability across three critical sectors, 

maritime logistics, healthcare cold chains, and luxury spirits distribution. 

The implementation of this modular architecture achieved the overarching goal of advancing 

blockchain adoption in service-sector supply chains by demonstrating how flexible, 

interoperable components can significantly reduce development overhead, enhance 

regulatory compliance, and support innovative business models. 

RQ1: What are the primary challenges to trust and traceability in supply chains involving 

liquids, cold chain logistics, and maritime transportation? 

The implementation of a modular blockchain architecture revealed cross-sector 

vulnerabilities such as documentation fraud, product spoilage, and counterfeiting, all 

exacerbated by fragmented systems and stakeholder distrust. The architecture addressed 

these challenges through components like tamper-evident smart contracts and secure data-

sharing protocols, which together established immutable, verifiable records and strengthened 

trust in shared digital infrastructures. 
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RQ2: How can blockchain technology, integrated with ZKPs and IoT, enhance security, 

privacy, and efficiency in these interconnected supply chains through a flexible, modular 

architecture? 
The implementation integrated Zero-Knowledge Proofs for privacy-preserving data validation 

and IoT-enabled monitoring for real-time condition tracking. These elements proved effective 

in securing sensitive logistics data while reducing manual verification steps. Across use 

cases, the modular system enhanced compliance and operational efficiency without 

compromising confidentiality, which is a critical advancement for regulated sectors. 

RQ3: To what extent do layer-2 solutions and distributed governance models improve 

scalability and collaboration in liquids, cold chain, and maritime contexts via reusable 

architectural components? 
Layer-2 enhancements demonstrated the architecture’s ability to scale efficiently under high-

volume transactional loads typical in maritime and healthcare logistics. Additionally, 

distributed governance models, such as DAO-driven collaboration frameworks, supported 

inclusive, rule-based decision-making among stakeholders. These innovations confirmed the 

architecture’s suitability for dynamic, multi-actor environments where scalability and 

coordination are paramount. 

RQ4: What are the implications of blockchain-driven innovations, such as asset tokenization 

and smart contracts, for business models and sustainability in these sectors when supported 

by a flexible architecture? 

The modular design facilitated rapid deployment of business model innovations, including 

direct-to-consumer strategies in the spirits industry and responsive logistics in healthcare. 

Tokenization and smart contracts enabled new value creation mechanisms, while also 

yielding sustainability benefits, such as reduced waste and carbon emissions, by optimizing 

supply chain operations. These outcomes aligned with broader economic and environmental 

sustainability goals. 

Overall, the implementation of the modular blockchain architecture fulfilled the research’s 

objectives by delivering traceability, privacy, and scalability through sector-adaptable 

components. It demonstrated that a unified, yet configurable technological framework can 

drive efficiency, foster innovation, and build trust across disparate yet interconnected service-

sector domains. 
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Contributions to Theory  

This research advances theoretical understanding by proposing a modular blockchain 

architecture that integrates technical, operational, and regulatory dimensions, effectively 

bridging computer science, supply chain management, and legal studies [4]. By incorporating 

Zero-Knowledge Proofs (ZKPs) and Internet of Things (IoT) integration, the architecture 

addresses complex traceability and privacy requirements, contributing to the resolution of 

RQ2. It further extends existing models by demonstrating how Layer-2 solutions can enhance 

scalability in compliance-driven environments, directly supporting RQ3 [9], [18]. 

The cross-sectoral synthesis deepens the theoretical discourse on service logistics by 

uncovering shared enablers, such as automation, verifiability, and interoperability, and 

persistent constraints, including counterfeiting, fragmented data governance, and regulatory 

heterogeneity. These insights contribute to evolving frameworks in modular systems theory 

and distributed governance, particularly in the context of blockchain adoption across 

maritime, healthcare, and spirits supply chains [20]. 

Contributions to Practice 

The research delivers tangible outcomes for industry stakeholders through the development 

of open-source prototypes and validation in real-world environments, including collaborations 

Ports (maritime logistics) and healthcare providers for blood cold chain monitoring. These 

implementations offer practical tools that significantly reduce deployment costs, by up to 50%, 

through modular component reuse and process automation [6], [7]. 

To support future adoption, particularly among small and medium-sized enterprises (SMEs), 

this research proposes practical deployment guidelines. More importantly, the use cases 

developed in this thesis may serve as benchmark models for implementing modular 

blockchain architectures in regulated sectors. These cases illustrate how modular design can 

be adapted to diverse industry constraints, potentially lowering adoption barriers and 

enhancing regulatory alignment [20]. Moreover, the dissemination of findings through four 

peer-reviewed publications (as detailed in Chapters 4–6) [7], [16], [17], [104] strengthens both 

academic curricula and industry standards. These contributions are closely aligned with RQ4, 

particularly in exploring how blockchain enables business model innovation and promotes 

sustainability across regulated service ecosystems. 
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Methodological Reflections 

The Design Science Research Methodology (DSRM) effectively guided the creation and 

validation of a modular blockchain architecture, yielding significant results in enhancing 

traceability, security, and efficiency across service-sector supply chains [57]. Key outcomes 

include the achievement of high transaction throughput (>1,000 TPS) via Layer-2 solutions, 

enabling scalable operations in high-volume maritime logistics and healthcare cold chains 

[4], [9]. Privacy-preserving mechanisms, particularly Zero-Knowledge Proofs (ZKPs), 

demonstrated >99% efficacy in secure data verification, as validated through prototypes that 

reduced fraud risks in maritime document workflows and counterfeiting in luxury spirits 

distribution [4], [18]. Cross-sectoral analysis revealed up to 50% reductions in development 

time and costs through component reusability, with empirical gains in stakeholder trust and 

compliance scores (e.g., GDPR alignment in healthcare) [6], [20]. Stakeholder engagements 

further confirmed practical benefits, such as automated alerts minimizing spoilage in cold 

chains (up to 20% waste reduction) and fostering direct-to-consumer models in spirits [3], 

[121]. 

Despite these results, limitations constrain their interpretation and broader applicability. The 

use of synthetic data in prototypes may overestimate performance in real-world scenarios, 

where variables like port disruptions or supply shortages could degrade outcomes [7], [22]. 

The permissioned blockchain's governance structure, while enhancing regulatory 

compliance, introduced centralization biases that limited full decentralization, potentially 

underrepresenting trust dynamics in diverse maritime consortiums [8]. Controlled simulation 

conditions overlooked emergent disruptions, such as geopolitical events in global trade 

routes, which could impact scalability metrics [108]. Moreover, the absence of longitudinal 

data restricts insights into long-term sustainability and adoption barriers, including evolving 

biases in smart contract execution [20]. Future research should prioritise field deployments 

and extended evaluations to refine these results and address these gaps. 

Ethical, Social and Governance Considerations 

 
Ethical Reflection 

As blockchain technologies increasingly permeate service-sector supply chains, this 

research's modular architecture raises profound ethical considerations that extend beyond 

technical efficacy. These tensions are not mere obstacles but active research challenges that 
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demand ongoing scrutiny to ensure responsible deployment. This section reflects on key 

ethical dimensions, drawing from the cross-sectoral insights in Chapter 6 and aligning with 

broader socio-technical frameworks [15], [106]. 

Data Privacy Tensions 

Even with advanced mechanisms like Zero-Knowledge Proofs (ZKPs), which enable 
selective disclosure and mitigate direct surveillance risks [18], ethical questions persist about 

inherent information asymmetries and potential indirect monitoring. For instance, in 

healthcare cold chains, ZKPs protect donor identities but do not fully eliminate the possibility 

of aggregated data inferences that could reveal patterns about vulnerable populations (e.g., 

health trends in underserved regions) [23]. Similarly, in maritime logistics, verifiable proofs 

for document authenticity might inadvertently create power imbalances, where larger 

stakeholders with superior computational resources dominate data validation processes [7]. 

These asymmetries challenge the principle of informational equity, prompting questions 

about consent in decentralised systems: Who decides what constitutes "minimal disclosure," 

and how do we guard against unintended surveillance creep? Future ethical inquiries must 

explore hybrid models that incorporate user-centric controls, such as dynamic consent 

mechanisms, to address these as evolving dilemmas rather than solved problems. 

Access and Equity 

Architecture’s emphasis on modularity aims to democratize access, yet barriers to 

engagement for small and medium-sized enterprises (SMEs) or stakeholders in the Global 

South remain a critical ethical concern [20]. High initial costs for IoT integration or blockchain 

nodes could exacerbate digital divides, particularly in spirits distribution where SMEs 

dominate artisanal production but lack resources for adoption [102]. In the Global South, 

where maritime and healthcare supply chains often intersect with resource-constrained 

environments, unequal access might perpetuate inequities, e.g., excluding local ports from 

interoperable networks or limiting rural blood banks' participation in traceable systems [84]. 

This raises questions of distributive justice: How can architectures be designed to prioritise 

inclusivity, perhaps through subsidized open-source tools or low-resource alternatives? 

Ethical reflection here positions equity as a design imperative, urging research into tiered 

implementation models that adapt to varying economic contexts without compromising core 

functionality. 
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Governance Risks 

Distributed governance models, such as Decentralised Autonomous Organizations (DAOs), 

promise collaborative decision-making but introduce risks of failure or misuse [127]. In cross-

sector applications, DAO breakdowns, due to code vulnerabilities or low participation, could 

lead to stalled operations, as seen in potential disputes over cold chain alerts in healthcare 

[87]. More alarmingly, decentralization might be "weaponized" by malicious actors, such as 

in spirits counterfeiting were anonymous nodes exploit governance gaps to inject fraudulent 

tokens [118]. These risks highlight ethical dilemmas around accountability in leaderless 

systems: How do we prevent capture by dominant players while maintaining openness? 

Viewing these as research challenges invites explorations of hybrid governance, blending 

DAOs with human oversight, to foster resilience and prevent harm. 

Responsibility 

Automation via smart contracts streamlines processes but shifts responsibility for outcomes, 

raising questions about liability in misaligned executions [8]. For example, if a contract 

erroneously flags a viable blood unit as spoiled due to a sensor glitch, who bears the 

consequences: developers, operators, or end-users [22] In maritime contexts, automated 

customs approvals might overlook ethical nuances like labour rights in supply chains [105]. 

This underscores the need for "ethical by design" principles, where responsibility is 

distributed transparently through auditable logs and fallback mechanisms. As an active 

challenge, this calls for interdisciplinary research into liability frameworks that align 

technological autonomy with human accountability. These ethical tensions affirm that 

blockchain's promise in service logistics must be tempered with vigilant reflection. Rather 

than viewing them as barriers, this research frames them as catalysts for ethical innovation, 

encouraging future work to embed values like fairness and transparency from inception [15]. 

Research Limitations 

While this research provides robust insights into modular blockchain architectures across 

maritime logistics, healthcare cold chains, and luxury spirits distribution, several limitations 

must be acknowledged. These constraints highlight areas for refinement and underscore the 

boundaries of the current study, informing future research directions. The limitations are 

categorized into technical, methodological, data/validation, and implementation aspects. 
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Technical Limitations 

The proposed architecture relies primarily on permissioned blockchains (e.g., Hyperledger 

Fabric), which prioritise controlled access and efficiency but may limit full decentralization 

compared to permissionless alternatives like Ethereum [8]. This choice enhances regulatory 

compliance but could restrict broader peer-to-peer interactions in less regulated scenarios. 

Partial deployment in pilots means real-world variables like network congestion or hardware 

failures were not exhaustively addressed, potentially underestimating operational challenges 

[7], [16]. 

Methodological Limitations 

While the Design Science Research Methodology (DSRM) offered a structured approach to 

developing and evaluating the modular blockchain architecture [57], its application within 

proof-of-concept prototypes introduced inherent constraints, particularly in simulating 

disruptive effects. Simulations effectively modelled scenarios such as temperature breaches 

in healthcare cold chains or document fraud in maritime logistics, achieving realistic 

approximations of disruptions like supply shortages or port delays [25]. However, these 

controlled environments could not fully capture unpredictable real-world variables, including 

human error, cyber threats, or geopolitical instabilities, which may amplify risks in live 

deployments [7]. Consequently, the generalizability of findings remains limited, as the 

prototypes were tested in specific, Western-centric contexts that may not translate to diverse 

global supply chains with varying regulatory landscapes [20]. 

Data/Validation Gaps 

Data collection for the prototypes relied on modest sample sizes, such as 20 stakeholders in 

healthcare surveys, providing valuable initial insights but potentially overlooking broader user 

variability and adoption nuances [16]. Validation emphasized quantitative metrics, such as 

transaction latency (<50 ms) and privacy efficacy (>99%), derived from simulated disruptions, 

yet lacked long-term empirical data beyond 6–12 month pilots to evaluate ongoing aspects 

like system maintenance costs or adaptive security against emerging threats [6]. Moreover, 

the emphasis on measurable outcomes underrepresented qualitative dimensions, such as 

socio-technical barriers to user adoption or cultural influences on governance models, which 

could refine the architecture's practical viability in dynamic, proof-of-concept settings [15]. 
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Implementation Risks 

Real-world deployment of the modular blockchain architecture revealed significant 

challenges that could impede its adoption across service-sector supply chains. High initial 

costs for integrating IoT devices and establishing blockchain infrastructure pose a substantial 

barrier, particularly for small and medium-sized enterprises (SMEs) in resource-constrained 

sectors like spirits distribution, where capital investments may strain operational budgets [20]. 

A notable skills gap further complicates implementation, as industry practitioners often lack 

expertise in configuring advanced features like Zero-Knowledge Proofs (ZKPs), necessitating 

comprehensive training programs that could delay rollouts [29]. Regulatory volatility adds 

another layer of complexity, with evolving frameworks such as GDPR in healthcare or the EU 

Deforestation Regulation (EUDR) in maritime and spirits supply chains requiring frequent 

updates to compliance mechanisms, potentially disrupting system stability [19], [27]. Real-

world scenarios also exposed vulnerabilities to operational disruptions, such as port 

congestion in maritime logistics or temperature excursions in healthcare cold chains, which 

simulations could only partially replicate, underscoring the need for robust contingency 

protocols [7], [25]. These challenges highlight the importance of phased, iterative 

deployments coupled with continuous monitoring to address unforeseen failures and ensure 

resilience in live environments. 

These implementation risks do not diminish the research’s contributions but rather frame it 

as an exploratory, prototype-driven study that lays the groundwork for scalable blockchain 

solutions. They focus on the need for more field studies to validate the architecture’s 

performance in diverse, real-world contexts and to refine its adaptability to dynamic 

operational and regulatory demands [4], [6]. 

Case study research introduces limitations, as highlighted by Yin (2018). The primary 

constraint is generalizability, as case studies focus on context-specific phenomena and often 

involve limited sample sizes, which may not represent broader populations [32]. In this 

research, each design cycle is embedded within a real-world supply chain context, enabling 

deep insights into sector-specific dynamics, such as maritime document workflows or 

healthcare traceability, but reflecting the particularities of each sector [7], [23], [30]. 

Consequently, findings offer analytically generalizable insights, applicable to theoretical 

propositions, rather than statistically generalizable results applicable to larger populations 

[32]. Other limitations include potential researcher bias in data interpretation and challenges 
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in replicating findings across different contexts [32]. To mitigate these, the research employs 

triangulation through multiple data sources (e.g., stakeholder feedback, technical metrics) 

and transparent documentation of the DSRM process [57], [32]. Future research should 

consider complementary methods, such as large-scale quantitative studies or cross-case 

validation, to enhance external validity and broaden the applicability of findings [32]. 

Broader Impact and dissemination  

Beyond the specific contributions to modular blockchain architecture and sectoral 

implementations, this research holds broader implications for academic, regulatory, and 

policy-oriented communities engaged in digital infrastructure transformation. By developing 

a modular blockchain architecture for service-sector supply chains, the research addresses 

critical gaps in trust, traceability, and efficiency, delivering reusable solutions for maritime 

logistics, luxury spirits distribution, and healthcare cold chains. The following contributions 

extend its influence to interdisciplinary fields, industry practices, and societal outcomes, 

fostering innovation and sustainable progress [4], [6], [20]. 

1. Open-Source Evaluation Tools and Datasets 
o   Scientific Contribution: The research develops an open-source decision support 

tool incorporating the multidimensional evaluation framework from Section 1.4, 

designed to assess blockchain adoption across diverse sectors. Anonymized datasets 

from prototype simulations (e.g., maritime document workflows, healthcare cold chain 

monitoring) are released to the academic community, enabling reproducibility and 

advancing research on modular blockchain systems [6], [20]. These resources facilitate 

rigorous testing and validation of blockchain architectures, contributing to the 

theoretical understanding of scalability and interoperability. 

o Industry Practice Contribution: The open-source tool provides practitioners with a 

practical framework to evaluate blockchain feasibility in their operations, reducing 

adoption barriers for organizations in maritime, spirits, and healthcare sectors. By 

offering anonymized datasets, the tool supports benchmarking and performance 

analysis, enabling companies to adapt the modular architecture with minimal 

redevelopment [6]. 

o Societal Contribution: Tool Public availability and datasets democratize access to 

advanced blockchain evaluation methods, empowering smaller organizations and 

developing regions to implement cost-effective, privacy-preserving supply chain 
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solutions, fostering equitable access to technology, supports trade resilience and less 

economic disparities [20]. 

2. Interdisciplinary Methodological Framework 
o   Scientific Contribution: By integrating computer science (blockchain and IoT), 

supply chain management (logistics optimization), and legal studies (regulatory 

compliance), the research establishes a reusable methodological blueprint for studying 

emerging technologies in supply chain contexts. This framework, grounded in Design 

Science Research Methodology (DSRM) [57], is adaptable to other technologies like AI 

and edge computing, advancing interdisciplinary research methodologies [4]. 

o Industry Practice Contribution: The framework offers industry stakeholders a 

structured approach to design and evaluate modular blockchain solutions, ensuring 

alignment with regulatory requirements (e.g., GDPR, HIPAA) and operational needs. This 

enables faster adoption of innovative technologies in logistics, reducing implementation 

costs and risks [6]. 

o Societal Contribution: The interdisciplinary approach promotes ethical technology 

adoption, ensuring that blockchain implementations prioritise privacy and compliance, 

thus protecting consumer rights and enhancing trust in supply chains. This contributes to 

safer, more transparent systems for critical sectors like healthcare, benefiting public health 

and welfare [3]. 

3. Peer-Reviewed Publications 
o  Scientific Contribution: The research contributes four peer-reviewed papers, detailed in 

Chapters 4, 5, and 6, published in high-impact journals and conferences (Maritime Policy 

& Management with doi.org/10.1080/03088839.2025.2580502, IEEE Access, with DOI 

10.1109/ACCESS.2025.3636470 and 1 conference paper in IEEE Blockchain 

Conference, to appear in IEEE Explore), in which 2 other papers are in process for 

publishing. These publications disseminate novel findings on modular blockchain 

applications, advancing academic discourse in blockchain, supply chain management, 

and sector-specific domains [7], [16], [81], [118], [125]. 

o Industry Practice Contribution: The publications provide evidence-based insights 

for practitioners, offering actionable strategies for implementing modular blockchain 

architectures in maritime logistics, spirits distribution, and healthcare cold chains. They 

highlight practical benefits, such as reduced fraud and improved efficiency, encouraging 

industry adoption [7], [16]. 
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o Societal Contribution: By sharing findings with broad audiences, the publications raise 

awareness of blockchain’s potential to address societal challenges like counterfeiting and 

supply chain inefficiencies. This fosters public trust in technology-driven solutions, 

supporting sustainable trade and consumer protection [20]. 

4. Educational Resources for Blockchain in Supply Chains 
o Scientific Contribution: The research produces educational materials, including tutorials 

and case studies derived from prototypes, to support teaching in blockchain and supply 

chain management. These resources, targeting graduate programs in computer science, 

logistics, and business innovation, enrich pedagogical tools and advance academic 

curricula [26]. 

o Industry Practice Contribution: The case studies and tutorials equip professionals with 

practical knowledge to implement modular blockchain solutions, reducing the learning 

curve for organizations adopting these technologies. This facilitates workforce upskilling, 

critical for integrating advanced systems in legacy sectors [6]. 

o Societal Contribution: By making educational resources accessible, the research 

promotes understanding of blockchain applications, empowering future professionals and 

policymakers to drive ethical and efficient supply chain innovations, benefiting global 

communities [26]. 

5. Engagement with Industry and Policy Stakeholders 
o Scientific Contribution: Through workshops, presentations, and collaborations with 

industry partners (e.g., port authorities, spirits producers, healthcare providers), the 

research validates the modular architecture’s applicability, contributing empirical data to 

academic research on stakeholder-driven technology adoption [26]. 

o Industry Practice Contribution: These engagements inform practical adoption strategies, 

providing stakeholders with recommendations for integrating modular blockchain solutions 

into existing workflows. For example, port authorities’ collaboration streamlines maritime 

processes, while partnerships with healthcare providers enhance cold chain compliance 

[7], [16], [17]. 

o Societal Contribution: By bridging academia and industry, the research influences policy 

and regulatory frameworks, supporting blockchain adoption, while prioritizing privacy and 

sustainability, contributing to resilient supply chains, enhancing global access to goods 

and services [20], [26]. 
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These contributions collectively amplify the research’s impact by advancing scientific 

knowledge, guiding industry practices, and promoting societal benefits through a modular 

blockchain architecture. By addressing interdisciplinary challenges and fostering 

collaboration, the research paves the way for sustainable, efficient, and equitable supply 

chain systems [4], [8]. 

Future Research Directions 

This foundation lays a path forward for future research, extending the framework for coming 

challenges 

1. Scalability Enhancements in Dynamic Environments: Investigate advanced Layer-2 

solutions (e.g., zk-rollups) for ultra-high-volume scenarios, such as real-time global maritime 

networks under climate disruptions. Hybrid models with AI for predictive analytics to optimize 

performance [4], [9]. 

2. Interoperability with Emerging Technologies: Explore integrations with edge computing or 

AI-driven oracles to enhance IoT-blockchain synergies, particularly for predictive 

maintenance in cold chains or adaptive governance in spirits DTC models [102], [122]. 

3. Regulatory Evolution and Global Standards: Examine the architecture's alignment with 

evolving frameworks like EUDI and post-GDPR updates, through comparative studies across 

regions [33], [80]. Longitudinal research on adoption barriers in SMEs could inform policy 

recommendations. 

4. Sustainability Metrics and Impact Assessment: Develop KPIs for environmental benefits 

(e.g., reduced emissions in maritime logistics) and conduct life-cycle analyses of blockchain 

implementations. Token economies could be extended to circular models, like recycling in 

spirits packaging [121], [123]. 

5. Ethical and Socio-Technical Dimensions: Investigate biases in decentralised governance 

(e.g., DAO inclusivity) and human-centered design for user adoption, using mixed-methods 

studies to evaluate long-term societal impacts [127], [128], [129]. 

6. Expansion to New Sectors: Apply the modular architecture to adjacent domains, such as 

pharma distribution or perishable goods, testing reusability in hybrid liquids-cold chain-

maritime contexts. 

These directions position the research as a catalyst for ongoing innovation, with potential 

collaborations across academia and industry to pilot full-scale deployments. In summary, this 
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research not only demonstrates blockchain's transformative role in service logistics but also 

paves the way for resilient, privacy-conscious ecosystems in an increasingly digital world. 

Final Remarks 

The research's contributions extend beyond immediate findings, offering insights into how 

innovation unfolds in logistics and regulation-heavy sectors. By emphasizing modularity, the 

work illustrates that technological advancement in conservative industries requires not just 

technical ingenuity but also adaptive governance and stakeholder alignment, bridging silos 

between computer science, supply chain management, legal studies [2], [6]. This means that 

in complex domains like maritime and healthcare, where regulatory scrutiny is paramount, 

innovation succeeds through hybrid models that balance decentralization with compliance, 

fostering trust amid complexity [33], [80]. 

Looking ahead, this architecture could inform real-world standards, such as the European 

Blockchain Services Infrastructure, which is concluding its handover process and expanding 

through Early Adopters programs to support pilots in traceability and identity management. 

Similarly, it aligns with WTO discussions on traceability in trade, where blockchain is 

increasingly recognized for enhancing transparency in supply chains, as evidenced by 

ongoing decarbonization and packaging initiatives. By providing a blueprint for interoperable, 

privacy-focused systems, the research positions modular architectures as foundational to 

future frameworks like WTO's traceability standards, potentially reducing global fraud and 

wastage while supporting equitable trade [9], [10]. 

In a 5–10-year horizon, modular blockchain systems will evolve from niche implementations 

to core infrastructure in service logistics, driven by advancements in Layer-2 scaling and AI 

integrations. Research-wise, this brings interdisciplinary studies on adaptive governance, 

where DAOs incorporate real-time regulatory updates to navigate evolving policies like post-

GDPR frameworks [33]. Societally, widespread adoption might democratize access to secure 

supply chains, empowering SMEs in the Global South through low-cost, reusable modules 

and reducing inequalities in healthcare and trade [90], [93]. However, this vision demands 

ethical vigilance to prevent digital divides, ensuring that benefits like reduced spoilage in cold 

chains or fraud in maritime extend to underserved regions, ultimately contributing to 

sustainable global development. 
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These advancements align with the research’s goal of modernizing logistics systems through 

blockchain, offering a robust, adaptable evaluation framework that supports scalable, privacy-

conscious, and efficient implementations in the services industries. To inspire continued 

inquiry, this research closes with high-level questions: How might modular blockchains self-

adapt to evolving regulations, such as dynamic EBSI integrations? What role could they play 

in reducing global inequities by broadening access to traceability standards like those of the 

WTO? And how might they redefine innovation in regulated sectors, balancing disruption with 

ethical governance? These questions position the work as a catalyst for thought leadership 

in blockchain-enabled logistics. 
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Appendix A – Supplementary Data  
Evaluation Frameworks for Blockchain Adoption and Implementations 

To strengthen evaluation frameworks for blockchain adoption in service-sector supply chains, 

this research advances a holistic, multidisciplinary and sector-aware model. Existing 

frameworks tend to overemphasize technical performance while overlooking regulatory, 

socio-technical and operational elements that define real-world deployments in maritime 

logistics, luxury spirits distribution, and healthcare cold chains [6], [24], [35], [43]. The 

expanded framework proposed here integrates multiple dimensions, embeds contextual 

factors, incorporates predictive and empirical validation, and includes compliance, 

governance, sustainability, and practical decision-support mechanisms. Each component 

below introduces a targeted enhancement to the state of the art and concludes with its explicit 

contribution to the overarching evaluation framework. 

1. Integrating Multidimensional Metrics 

A fundamental step toward a more rigorous evaluation framework is the incorporation of 

multidimensional metrics that extend beyond purely technical performance. Traditional 

models tend to privilege indicators such as throughput or consensus efficiency [17], [38], [75], 

but real-world blockchain adoption in regulated service-sector environments is influenced 

equally by economic, regulatory, and socio-technical constraints [40], [41], [22], [94]. This 

section introduces an integrated evaluation model that captures the interplay between 

performance, cost, compliance, and human factors, dimensions that are essential for 

evaluating blockchain solutions deployed across maritime, spirits, and healthcare supply 

chains. 

● Current Limitation: Existing frameworks, such as those proposed, primarily evaluate 

blockchain implementations based on technical metrics like scalability, consensus efficiency, 

or security robustness [17], [38], [75]. Socio-technical factors, such as user adoption barriers 

or stakeholder trust, are often underexplored, particularly in regulated environments like 

healthcare or maritime logistics [40], [22], [94]. 

● Advancement: 

○ Develop a Multidimensional Evaluation Model: Create a framework that integrates 

technical, economic, regulatory, and socio-technical metrics. This includes: 

■ Technical Metrics: Transaction throughput (e.g., transactions per second), latency, energy 

consumption (critical for sustainability), and interoperability with legacy systems. 
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■ Economic Metrics: Cost of implementation (e.g., infrastructure, training), return on 

investment (ROI), and cost savings from automation (e.g., reduced intermediaries in maritime 

document workflows). 

■ Regulatory Metrics: Compliance with GDPR, HIPAA, and IMO standards, assessed 

through auditability, data minimization, and privacy-preserving features like Zero-Knowledge 

Proofs (ZKPs). 

■ Socio-Technical Metrics: User acceptance (measured via surveys or adoption rates), 

stakeholder collaboration (e.g., consensus in distributed governance), and trust metrics (e.g., 

perceived reliability of blockchain records). 

○ Implementation: Use a weighted scoring system to balance these dimensions, with 

weights adjusted based on sector-specific priorities (e.g., privacy in healthcare, authenticity 

in luxury spirits). 

● Contribution: This multidimensional model ensures evaluations reflect the complex 

realities of service-sector supply chains, addressing gaps in frameworks that overlook 

regulatory or social factors [35], [106], [41]. 

By embedding technical, economic, regulatory and socio-technical dimensions into a unified 

evaluation structure, this component provides the foundation for a realistic and actionable 

assessment model. It ensures that the overall framework reflects the operational complexity 

and compliance pressures of service-sector supply chains, addressing a core limitation in 

existing evaluations that treat blockchain performance in isolation from its adoption 

environment. 

2. Incorporating Sector-Specific Contextualization 

Evaluation frameworks must acknowledge that blockchain adoption challenges differ 

widely across sectors, with maritime trade concerned about documentation integrity [24], 

[15], luxury spirits about authenticity [102], [119], [122], and healthcare about cold-chain 

compliance and patient privacy [94], [100], [99]. Generic, one-size-fits-all frameworks 

cannot capture these nuances. This section strengthens the overarching evaluation 

framework by embedding sector-specific criteria that enhance relevance, precision, and 

actionable applicability across the distinct industries examined in this research. 

● Current Limitation: Many frameworks are generic, lacking customization for sector-specific 

challenges, such as counterfeiting in luxury spirits or cold chain integrity in healthcare [102], 

[119], [94], [100]. This limits their applicability to diverse operational contexts. 
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● Advancement: 

○ Tailored Evaluation Criteria: Develop sector-specific evaluation criteria within the 

overarching framework: 

■ Maritime Logistics: Focus on metrics like document processing time (e.g., bills of lading), 

customs clearance efficiency, and confidentiality preservation for commercial data. 

■ Luxury Spirits Distribution: Emphasize provenance verification (e.g., accuracy of 

tokenized cask ownership), consumer engagement (e.g., NFT certificate usability), and anti-

counterfeiting effectiveness (e.g., reduction in fraudulent products). 

■ Healthcare Cold Chains: Prioritise real-time monitoring accuracy (e.g., IoT sensor data 

integrity), compliance with temperature regulations (e.g., for blood or gene therapies), and 

data security under HIPAA. 

○ Case Study Validation: Test the framework through prototypes in each sector, measuring 

outcomes like error rates in tracking, compliance audit success rates, and stakeholder 

satisfaction. 

● Contribution: By embedding sector-specific metrics, the framework becomes more 

actionable, enabling stakeholders to assess blockchain solutions in contextually relevant 

ways, unlike the one-size-fits-all approaches. 

Embedding sector-tailored evaluation criteria ensures the framework can be meaningfully 

applied across diverse operational ecosystems. This contextualization increases the 

framework’s diagnostic value, enabling stakeholders to identify sector-relevant strengths, 

weaknesses, and adoption pathways, thereby improving the framework’s accuracy and 

practical utility in maritime logistics, spirits distribution, and healthcare cold chain operations. 

3. Leveraging Simulation and Prototyping for Empirical Validation 

A significant weakness of conventional blockchain evaluation models is their lack of predictive 

capability. Organizations often commit to costly implementations without insights into future 

performance or risks. Integrating simulation and prototyping into the evaluation framework 

provides a controlled environment for testing blockchain solutions before full deployment. 

This component enhances the framework by turning evaluation into a proactive process that 

anticipates operational dynamics rather than simply reacting to them. 

● Current Limitation: Existing frameworks often rely on theoretical models or post-

implementation evaluations, lacking predictive capabilities for pre-deployment assessment 
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[39], [53], [89]. This hinders proactive decision-making for blockchain adoption [31], [72], 

[106]. 

● Advancement: 

○ Simulation-Based Evaluation: Develop simulation tools to model blockchain 

implementations before deployment, using real-world data from the three sectors. For 

example: 

■ Simulate maritime logistics networks with digital document workflows to predict 

bottlenecks or compliance risks. 

■ Model luxury spirits supply chains to assess NFT-based provenance tracking under 

various counterfeiting scenarios. 

■ Test healthcare cold chain systems with IoT-blockchain integration to evaluate resilience 

against temperature excursions. 

○ Prototyping and Iterative Testing: Deploy small-scale prototypes (e.g., Layer-2 blockchain 

with IoT sensors) in controlled environments, collecting data on performance, user feedback, 

and compliance. Use iterative feedback loops to refine the framework. 

○ Tools: Employ agent-based modelling or discrete event simulation, integrated with 

blockchain platforms like Hyperledger Fabric or Ethereum, to quantify metrics like scalability 

and fault tolerance. 

● Contribution: This approach bridges the gap between theoretical frameworks and practical 

deployment, providing predictive insights that enhance decision-making, unlike static 

evaluations [39], [29], [22]. 

By incorporating simulation, prototyping and iterative testing, this component closes the gap 

between theoretical evaluation and practical deployment. It strengthens the overall 

framework with predictive and empirical validation capabilities, enabling data-driven decision-

making and reducing uncertainty, an essential requirement for blockchain adoption in 

complex, regulated supply chains. 

4. Embedding Regulatory and Ethical Compliance 

Blockchain adoption in service-sector supply chains is tightly bound to regulatory 

obligations and ethical imperatives. From GDPR and HIPAA to maritime documentation 

rules, compliance failures represent a critical adoption barrier [15], [22], [94]. Existing 

evaluation frameworks often treat compliance as an afterthought rather than a core 

assessment dimension. This section integrates regulatory and ethical evaluation into the 

central structure of the framework, ensuring that solutions are judged not only on 
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performance but also on their capacity to operate responsibly within legal and societal 

constraints. 

● Current Limitation: Many frameworks inadequately address regulatory compliance, 

particularly for privacy laws like GDPR or sector-specific standards (e.g., IMO for maritime, 

HIPAA for healthcare) [15], [22], [94. Ethical considerations, such as equitable access or bias 

in automated systems, are rarely integrated [41], [126], [49]. 

● Advancement: 

○ Regulatory Compliance Module: Incorporate a dedicated module to evaluate adherence 

to legal frameworks, including: 

■ GDPR compliance (e.g., data minimization via ZKPs, right-to-be-forgotten workarounds in 

immutable ledgers). 

■ Sector-specific standards (e.g., IMO’s digital documentation requirements, HIPAA’s data 

security protocols). 

■ Auditability metrics (e.g., frequency and success rate of regulatory audits). 

○ Ethical Evaluation Criteria: Include metrics for fairness (e.g., access equity for smaller 

stakeholders), transparency in governance (e.g., clarity of consensus rules), and mitigation 

of biases in smart contract logic. 

○ ZKPs for Privacy Evaluation: Quantify the effectiveness of ZKPs in enabling secure 

document validation without disclosing sensitive data, using metrics like proof generation time 

and verification accuracy. 

● Contribution: This ensures frameworks are not only technically robust but also legally and 

ethically sound, addressing gaps and aligning with the research’s focus on privacy-conscious 

solutions [44], [125], [49]. 

Integrating regulatory and ethical evaluation grounds the entire framework in real-world 

obligations, ensuring that blockchain solutions are assessed according to their ability to 

operate legally, transparently, and fairly. This addition strengthens the overall evaluation 

framework by making compliance and ethics intrinsic components rather than external 

considerations, critical for deployments in sensitive, highly regulated supply chains. 

5. Developing Dynamic Governance Assessment 

Governance defines how blockchain systems evolve, who influences decisions, and how 

conflicts are resolved, making it a key determinant of long-term viability. Yet existing 

evaluation frameworks typically rely on static governance assessments that fail to capture 
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the dynamic, multi-stakeholder nature of distributed ecosystems [125], [127], [129]. This 

section enhances the broader framework by introducing governance metrics and simulation 

approaches that reflect the fluid realities of decentralized decision-making. 

● Current Limitation: Governance models in blockchain frameworks are often static, failing 

to account for evolving stakeholder dynamics or interoperability challenges in decentralized 

systems [125], [127], [129]. 

● Advancement: 

○ Dynamic Governance Metrics: Introduce metrics to evaluate distributed governance 

models, such as: 

■ Consensus efficiency (e.g., time to reach agreement in PBFT or DPoS). 

■ Stakeholder inclusivity (e.g., representation of small vs. large entities in decision-making). 

■ Interoperability performance (e.g., data exchange success rates across heterogeneous 

blockchains). 

○ Governance Simulation: Use game-theoretic models to simulate stakeholder interactions 

in distributed consensus, assessing trust, conflict resolution, and adaptability to regulatory 

changes. 

○ DAO-Inspired Evaluation: Draw on Decentralised Autonomous Organization (DAO) 

principles to evaluate governance flexibility, testing how well proposed models support 

stakeholder collaboration in real-world pilots. 

● Contribution: This dynamic approach enhances the framework’s ability to evaluate 

governance in decentralised, multi-stakeholder environments, extending beyond the static 

analyses [128], [126], [20]. 

By incorporating dynamic governance metrics and simulation-based assessment, this 

component equips the overall framework to evaluate real-world governance performance 

rather than static governance design. It allows stakeholders to anticipate governance 

bottlenecks, assess inclusivity, and project adaptability, critical for blockchain systems 

deployed across multi-actor service-sector environments. 

6. Advancing Scalability and Sustainability Analysis 

Scalability and sustainability are persistent barriers to blockchain adoption, especially in 

operationally intensive sectors like maritime logistics and healthcare. However, existing 

evaluation frameworks often consider scalability narrowly and treat sustainability 

superficially, despite growing regulatory and environmental pressures [17], [38], [75]. This 
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section expands the framework to systematically assess performance under scale as well 

as energy and carbon impacts, aligning blockchain evaluation with both industry 

requirements and global sustainability targets. 

● Current Limitation: Scalability evaluations often focus on transaction throughput without 

considering energy efficiency or long-term sustainability, critical for adoption in regulated 

sectors [16], [46], [71]. 

● Advancement: 

○ Scalability Metrics: Expand evaluation to include Layer-2 solutions (e.g., rollups, 

sidechains), measuring throughput, latency, and cost under high-volume scenarios (e.g., 

thousands of IoT updates in healthcare cold chains). 

○ Sustainability Metrics: Quantify energy consumption of consensus mechanisms (e.g., PoS 

vs. PoW), aligning with global sustainability goals. Use carbon footprint estimates to compare 

blockchain solutions against traditional systems. 

○ Benchmarking Tools: Develop standardized benchmarks for comparing blockchain 

platforms (e.g., Ethereum, Hyperledger) in terms of scalability and environmental impact, 

tailored to sector-specific workloads. 

● Contribution: This addresses the environmental critique of blockchain while ensuring 

scalability for high-stakes applications [35], [16], [46], filling gaps. 

By integrating expanded scalability testing and sustainability evaluation, this component 

ensures the overarching framework addresses performance demands and environmental 

responsibilities simultaneously. It fills a critical gap in existing models, making the framework 

suitable for sectors where energy efficiency, carbon impact, and high-volume operations are 

decisive factors for adoption. 

7. Operationalizing the Framework with Practical Tools 

An evaluation framework is only useful if stakeholders can actually apply it. Many academic 

frameworks fail because they remain conceptual [40], [110]. This section transforms the 

proposed framework into a practical, operational tool through decision-support software, 

visualization mechanisms, and open-source dissemination. These elements ensure that 

industry actors, from port authorities to healthcare providers, can effectively deploy the 

framework without requiring deep blockchain expertise. 

● Current Limitation: Many frameworks remain theoretical, lacking practical tools for 

stakeholders to apply them in real-world settings [40], [110]. 
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● Advancement: 

○ Decision Support Tool: Develop a software-based evaluation tool (e.g., a dashboard or 

open-source platform) that allows stakeholders to input sector-specific data and receive 

customized adoption recommendations. The tool would: 

■ Calculate weighted scores for technical, economic, regulatory, and socio-technical 

metrics. 

■ Visualize trade-offs (e.g., privacy vs. scalability) using charts or decision trees. 

■ Provide actionable insights (e.g., optimal blockchain platform or governance model for a 

given use case). 

○ Pilot Testing: Validate the tool through pilot implementations in the three sectors, collecting 

feedback from stakeholders (e.g., port authorities, distillers, healthcare providers) to refine 

usability. 

○ Open-Source Contribution: Release the framework and tool as open-source resources to 

encourage industry adoption and further development. 

● Contribution: This operationalizes the framework, making it accessible to non-technical 

stakeholders and bridging the gap between academia and industry [62], [118], [122]. 

Operationalizing the framework through practical tools and open-source resources bridges 

the gap between academic rigor and industry usability. This component enables real-world 

adoption of the framework and ensures it functions as a practical guide for decision-makers 

evaluating blockchain systems across service-sector supply chains. It reinforces the entire 

framework’s mission: translating complex technical and regulatory insights into accessible, 

actionable evaluation pathways. 

Chapter 4 – Stakeholder Survey Questions  
In chapter 4, after the demonstration, the survey questions were crafted to align with each 

stakeholder’s role and interactions with the blockchain-IoT system, reflecting real-world 

scenarios such as emergency donations, temperature breach alerts and regulatory audits. 

Each question was rated on a 1-5 Likert scale (1 = strongly disagree, 5 = strongly agree). 

 

Mobile Blood Collection Team 
Q1: The system’s interface for registering blood units during mobile donation campaigns is 

intuitive and efficient; 
Q2: IoT sensors seamlessly integrate with portable coolers, accurately capturing 

temperature (1–6°C for RBCs) and agitation data; 
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Q3: I trust the system to securely log environmental conditions (e.g., temperature, humidity) 

at temporary collection sites; 
Q4: Real-time alerts for temperature breaches (e.g., >6°C for RBCs) are received promptly, 

enabling quick corrective actions; 
Q5: The system reduces the time spent on manual documentation during the collection of 

blood. 

Laboratory Technicians 
Q1: The web interface for uploading blood screening results (e.g., pathogen tests) is user-

friendly and error-free; 
Q2: The system accurately links test results to the correct blood unit ID, preventing 

mismatches; 
Q3: I can easily access prior to transportation and storage conditions (e.g., temperature 

logs) to validate unit eligibility; 
Q4: Blockchain records ensure the integrity of test results, preventing unauthorised 

alterations; 
Q5: The system minimises administrative effort in documenting and verifying blood test 

data. 

Hospital Staff and Blood Bank Managers 

Q1: The dashboard allows quick access to the full lifecycle history of any blood unit (e.g., 

donor to transfusion); 
Q2: Real-time inventory updates help prioritise blood units nearing expiration (e.g., platelets 

<5 days); 
Q3: I trust the blockchain’s immutable records for accurate blood type and storage condition 

data; 
Q4: The system supports rapid decision-making during emergencies (e.g., locating O-

negative units); 
Q5: Automated alerts for environmental breaches improve inventory management 

efficiency. 

Regulatory Authorities 
Q1: The system provides comprehensive audit trails for verifying compliance with WHO and 

GDPR standards; 
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Q2: Role-based access control ensures data privacy, limiting sensitive information to 

authorised users; 
Q3: The blockchain ledger offers tamper-proof records, enhancing trust in compliance 

reports; 
Q4: I can easily export compliance logs (e.g., JSON, PDF) for regulatory reviews; 
Q5: The system aligns with EBSI and EUDI frameworks for cross-border data sharing and 

identity verification. 

 
Donors (Public App Portal) 

Q1: The public portal clearly informs me about the status of my donated blood (e.g., “used 

in transfusion on date”); 

Q2: Transparent tracking of my donation’s life cycle increases my confidence in the blood 

supply chain; 

Q3: I trust the system to securely manage my anonymous donor data, adhering to GDPR; 

Q4: Real-time updates on donation outcomes (e.g., hospital delivery) encourage me to 

donate again; 

Q5: The use of blockchain and IoT sensors reassures me about the safety and quality of 

donated blood. 

 


