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Abstract

Small and medium-sized enterprises (SMEs) are increasingly vulnerable to cybersecurity threats, risking their operations and
growth. This paper examines SMEs' specific weaknesses and identifies effective protection strategies. Combining quantitative tests
and qualitative surveys and interviews, the study highlights key challenges like limited resources, lack of expertise, and emerging
technology threats. It investigates the impact of quantum computing, which could compromise current encryption methods, and
Artificial Intelligence (AI), which can enhance threat detection. The findings guide SMEs in adopting new technologies, improving
employee training, and bolstering cybersecurity. The paper aims to develop tailored cybersecurity plans to ensure SMEs' safety
and success in the digital age.
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1. Introduction

We live in a time when technology is advancing at an incredible pace, and with it comes a lot of worries about
keeping our information safe online. The critical relevance of cybersecurity and privacy has never been more apparent
in our rapidly advancing technological world. This research aims to explore future challenges in these areas, focusing
on emerging technologies like Internet of Things (IoT), Artificial Intelligence (Al), Augmented Reality (AR), Virtual
Reality (VR), Cloud Computing, and Quantum Computing. The goal is to highlight their significant impact on our
lives and the necessity of anticipating cybersecurity and privacy concerns.

In an era defined by rapid technological advancements, the increasing dominance of emerging technologies has
ushered in a new era of convenience and connectivity. However, this wave of innovation also brings profound concerns
related to cybersecurity and privacy. Securing our technological landscape is crucial as we navigate this digital
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revolution. Understanding the intricate relationship between digital transformation and its impact on total factor
productivity is essential for ensuring efficiency and resilience against cyber threats [1]. The advent of IoT represents
a paradigm shift in how we interact with the world, raising urgent concerns about data privacy and security. As smart
devices become integral to our daily lives, addressing the evolving threat landscape is increasingly pertinent.
Enterprises seem to prioritise other sides of the business and leave security and privacy of personal data as a secondary
concern, only to realise that their whole business can collapse with a targeted attack [2].

Building on these insights, proactive risk management through integrated systems is crucial, with real-time
monitoring being especially significant [3]. The role of artificial intelligence in enhancing cybersecurity is essential,
particularly in addressing the widespread lack of knowledge and awareness about cybersecurity issues [4]. These
considerations underscore the critical need for holistic strategies to secure our increasingly digital world. As society
navigates the transformation brought by digital advancements, there is a pressing need for proactive measures to
safeguard privacy and societal well-being [5]. Additionally, the implications of advanced connectivity generations on
the cybersecurity threat landscape highlight future network challenges [6]. Addressing the multifaceted challenges
posed by emerging technologies in daily life requires drawing on empirical evidence and diverse research insights.
Forecasting and addressing cybersecurity issues is critical to prevent threats and privacy breaches from overshadowing
technological progress. Continuous research, including case studies and experiments, is essential to develop effective
cybersecurity solutions for SMEs [7].

1.1. Research question

This paper is about tackling those concerns, especially for small and medium-sized enterprises (SMEs), which
often don't have the same resources as bigger companies to protect themselves. By looking into the latest technologies
like Al and quantum computing, [ hope to find practical ways to boost cybersecurity for these businesses.

To guide this study, ['ve come up with a crucial question that I want to answer:
e RQI1: How vulnerable are SMEs in Portugal, and what are the most effective practices for individuals and
employees to enhance their online security and respond effectively to cyber threats?

1.2. Methodology

The primary goal of this research is to explore how SMEs can prepare for cybersecurity threats using emerging
technologies like Al and quantum computing. To achieve this, a comprehensive methodological approach that
combines qualitative and quantitative methods has been developed.

The research process began with selecting articles that align with the main theme, focusing on the relationship
between cybersecurity, privacy challenges, and emerging technologies for SMEs. Databases such as Scopus, IEEE,
and SpringerLink were used, with specific keywords guiding the search. In addition to peer-reviewed articles, grey
literature, including industry reports and government publications, was incorporated to provide practical insights and
address gaps in academic research.

Next, the credibility of the articles was evaluated by considering the reputation of the publishing journals and
assessing the relevance and impact of the content. This ensured a solid foundation for the study. A temporal filter was
then applied to prioritize recent articles, ensuring the research reflects the latest developments in the rapidly evolving
cybersecurity landscape.

Finally, the value of the articles was assessed based on their contributions to the field, ensuring they offer
meaningful insights and stimulate scholarly discourse on cybersecurity and privacy in SMEs.

In addition to literature review, semi-structured interviews were conducted with experts and SME stakeholders to
gain in-depth insights into cybersecurity challenges and strategies related to emerging technologies. The interviewees,
with over 20 years of experience and relevant positions, provided a holistic perspective on the global situation of
SMEs. A script with over 40 questions was designed to guide these interviews, covering topics such as the current
state of SME cybersecurity, the influence of Al, future implications of quantum computing, and best practices for
employee training.

To broaden the perspective on cybersecurity awareness in Portuguese SMEs, a survey was conducted to gather
data on their current cybersecurity practices, awareness, and perceptions regarding new technologies. This qualitative
data provides a comprehensive understanding of the real-world challenges and solutions applicable to SMEs.
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2. Literature review

Small and medium-sized enterprises (SMEs) make up 99% of all businesses within the EU and employ around
100 million people. They account for more than half of Europe’s GDP and add value to all sectors of the EU economy
[8]. Although large organisations are bigger targets for cyberattacks and have more resources for cybersecurity
measures, SMEs are not safe from these threats. Underestimating these risks can lead to significant consequences,
including business bankruptcy [9].

SMEs are often targeted by data breaches, data destruction, and data access denial, which negatively impact various
business activities. Many SMEs fail to implement adequate security measures [ 10]. Cybersecurity awareness is crucial
for SMEs to understand and mitigate these threats [11]. Despite acknowledging the threat, SMEs often believe they
are less vulnerable due to their size [12]. Estimating the cost of cybercrimes is challenging due to unreported incidents
[13]. Official reports indicate SMEs are prime targets for cyberattacks due to less sophisticated defence mechanisms
compared to larger firms [12].

Risk management is crucial for SMEs due to limited resources and support mechanisms [14]. SMEs face six main
types of risks: interest rate risk, raw material prices risk, e-business and technological risks, supply chain risks, growth
risks, and management and employee risks [15]. Many SMEs lack adequate risk management strategies due to limited
resources and knowledge gaps [16]. They often rely on informal processes, hindering effective risk identification,
assessment, and mitigation [17]. Limited access to resources and expertise is a significant challenge [18], including
up-to-date information and guidance on risk management practices [19]. Budget constraints also make it difficult to
allocate sufficient resources to risk management [20].

Insufficient risk management can lead to financial losses, reputational damage, and business closure [21]. The
impact of risk events is amplified for SMEs due to their smaller size and limited resources [22]. Therefore, SMEs
must prioritise risk management and adopt a proactive approach to address risks [23]. This includes investing in
training and resources to enhance capabilities [24] and leveraging external expertise and resources [25]. Effective risk
management can protect SMEs and increase their resilience to potential risks.

More than half of hacked SMEs go bankrupt within six months of an attack [26]. Effective IT security relies on
collaboration with employees, emphasising cybersecurity awareness tailored for both employees and the organisation.
This awareness involves understanding the significance of IT security, appropriate security levels, and individual
security responsibilities [27].

Additionally, recent trends highlight the growing importance of Al in the cybersecurity landscape for SMEs. Al
has become a double-edged sword, being used both to defend against and conduct cyberattacks. Al tools help detect
data breaches more quickly, counter deepfakes, and address phishing attempts, thereby enhancing the cybersecurity
posture of SMEs. However, cybercriminals are also leveraging Al to bypass traditional defences like multi-factor
authentication (MFA), making it crucial for SMEs to stay ahead in this evolving threat environment [28]. Furthermore,
cybersecurity should be considered a strategic business priority, and SMEs must collaborate with governments and
industries to bridge the cybersecurity skills gap and strengthen their defences. This collaboration can enhance
awareness, improve risk management practices, and ultimately protect SMEs from cyber threats [29].

3. Results

This chapter presents the results and findings from the survey and interviews conducted as part of the study on
safeguarding the future of SMEs in cybersecurity. The focus is on understanding current cybersecurity practices,
challenges, and the potential of emerging technologies like Al and quantum computing to enhance SME security
against cyberattacks. The methods used include a comprehensive survey of SMEs and semi-structured interviews with
cybersecurity experts and SME stakeholders. The survey gathered quantitative data on the current state of
cybersecurity among SMEs, while the interviews provided qualitative insights into the potential and challenges of
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implementing advanced technologies in cybersecurity. This combination of quantitative and qualitative approaches
ensures a well-rounded understanding of the cybersecurity landscape for SMEs.

3.1. Literature Review

The literature review highlights significant gaps in current cybersecurity strategies for SMEs, particularly in their
ability to address emerging threats and technologies. SMEs, which constitute 99% of businesses in the EU, are
increasingly vulnerable to cyberattacks due to inadequate security measures, limited resources, and a general
underestimation of risks. The review points out that while larger organizations may be more obvious targets, SMEs
often lack the sophisticated defenses needed to protect themselves, leading to severe financial and reputational
damage, with more than half of hacked SMEs going bankrupt within six months.

A critical gap identified is the lack of integration between emerging technologies like Al and quantum computing
in SME cybersecurity strategies. Al, while offering significant potential to enhance cybersecurity, is also being used
by cybercriminals to exploit weaknesses in traditional defenses. SMEs are particularly susceptible to these advanced
attacks due to their limited resources and expertise. Additionally, there is a lack of clear guidance on how SMEs can
effectively utilize Al and other technologies to improve their cybersecurity posture. The literature also highlights the
need for better collaboration between SMEs, governments, and industries to address the cybersecurity skills gap,
which remains a significant barrier to effective risk management and defense against cyber threats.

3.2. Surveys Results

3.2.1. Participant Demographics

The survey included 101 participants from SMEs across various industries in Portugal, including education, IT,
sales, administration, politics, finance, and marketing. The participants held various roles within their organizations,
such as owners, salespeople, technicians, HR personnel, and employees. The demographic distribution within the
participants regarding their age group and gender, can be seen in Figure 1. Due to the limited size and diversity of the
people that got to respond to the survey, more than half of the participants found themselves within the 18- to 25-year-
old group. This could be a point to improve next time, as it might affect the results by influencing the numbers due to
uneven distribution.

female @ male

Figure 1. Age and gender distribution.

3.2.2. Current Cybersecurity Practices
Common cybersecurity measures adopted by the surveyed SMEs include antivirus software, two-factor
authentication, and the use of strong passwords. However, only 25% of respondents avoid reusing passwords, and
only 21% store their passwords in secure password managers. Notably, 3% of the participants reported not using any
cybersecurity protection methods. Industry-specific differences were observed: the education sector showed the least
adoption of cybersecurity measures, while those in IT, who enjoy the subject or fear losing information, were more
likely to implement protections beyond basic strong passwords.
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3.2.3. Challenges Faced by SMEs
SMEs face significant challenges in implementing cybersecurity measures, primarily due to limited financial
resources and a lack of trained personnel. Approximately 50% of the surveyed individuals reported receiving no
cybersecurity training, and only 22.5% received regular training and awareness programs. Of those who did receive
training, only 31% found it effective or very effective, indicating that merely 10% of the participants benefited from
effective cybersecurity training. These challenges underscore the need for more accessible and practical training
solutions.

3.2.4. Awareness and Preparedness

The survey revealed, as can be seen in Figure 2, low levels of awareness and preparedness for cyber threats among
SMEs. Only 9% of participants reported having high or very knowledge about cybersecurity, while 49.5% admitted
to having low to no awareness or knowledge at all. IT and finance sectors showed higher levels of knowledge in
cybersecurity awareness, whereas education and governance sectors scored the lowest. Despite these gaps, all
participants agreed or strongly agreed that cybersecurity education should be integrated into school curriculums and
workplace training programs, as we can see by 92.1% agreeing or strongly agreeing on cybersecurity training in
companies, and 90.1% to teach it in schools.

VeryLow-0 Low-1 [ Medium-2 [ High-3 [Veryhigh-4
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Figure. 2. Likert test results on knowledge level and importance of awareness.

3.2.5. Other Relevant Findings
A notable finding from the survey is the unanimous agreement on the importance of cybersecurity education both
in schools and workplaces. This consensus highlights a collective recognition of the need for foundational
cybersecurity knowledge to combat the increasing threat of cyberattacks.

3.3. Interview Insights

Interviews with cybersecurity experts revealed a multifaceted perspective on the potential and challenges of
implementing advanced technologies like Al in SME cybersecurity. The consensus among experts underscores the
importance of a balanced approach that integrates technological solutions with robust risk assessment and continuous
employee training.

3.3.1. Cloud Cybersecurity and Resource Management

The research contacted a cloud provider specialist, who highlighted the advantages of cloud cybersecurity for
SMEs, emphasizing scalable security solutions and cost-effective data protection. However, he cautioned that cloud
solutions should only be adopted if they align with the company's specific needs and structure, warning against the
costly nature of unnecessary implementations. This aligns with what an expert from one of the most renowned
consultancy companies worldwide that we contacted said underscored the critical difficulties of SMEs to protect
themselves, with their limited financial and human resources, and sated that they should focus on essential areas such
as authentication, access management, and privacy. This expert's advice to develop the areas that SMEs can control
the best, echoes the sentiments of other experts from the industry, who further advocated for greater governmental
investment in companies advancing cybersecurity technologies, suggesting that increased support could accelerate the
development of more secure solutions.
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3.3.2. Risk Assessment and Regulatory Challenges
These experts noted that extensive risk assessment is a priority to access first, before making any cybersecurity
investments. Understanding the specific risks and vulnerabilities is crucial for devising effective solutions. This advice
fixated on prioritizing the risk was similar of the thoughts and comments shared by other experts, who highlighted the
bureaucratic challenges SMEs face in complying with data protection laws and regulations. It was clear to every
interviewee that extensive reporting requirements can make responding to cyberattacks slow and tedious, suggesting
that a thorough understanding of risks can streamline compliance and response efforts.

3.3.3. The Role of AI and Employee Training

The experts also delved into the dual-edged nature of Al in cybersecurity. One of the experts contacted warned
that "Al can be the very weapon that can be used against itself", highlighting the need for cautious implementation.
Despite the potential risks, Al is recognized for its ability to enhance threat detection, automate response mechanisms,
and predict potential attacks, provided it is integrated thoughtfully with existing systems.

Employee training emerged as a crucial element in strengthening cybersecurity defenses. It was emphasized that
"the people are the weakest link when it comes to cyber vulnerability," advocating for comprehensive training
programs to improve knowledge and skills. The last suggestion was for SMEs to create a multifaceted training
approach, including online and offline teaching, phishing tests, newsletters, and gamified learning to maximize
effectiveness. By focusing on practical and accessible security measures, we will be reinforcing the idea that human
factors are as vital as technological advancements in cybersecurity.

Based on the survey and interview findings, several best practices for enhancing SME cybersecurity emerged:

e Immediate Actions: SMEs should prioritize enhancing employee training, conducting regular security
audits, and adopting Al-driven security tools.

e Long-term Strategies: Strategic planning should include investments in advanced technologies like Al and
quantum computing, alongside continuous improvement of cybersecurity policies tailored to SMEs’ specific
needs.

e Collaboration and Support: SMEs are encouraged to collaborate with industry experts, participate in
cybersecurity networks, and seek support from government and industry programs.

4. Conclusion

Safeguarding SMEs against cyberattacks requires a balanced approach that includes thorough risk assessments,
practical resource management, and tailored use of advanced technologies like Al and cloud computing. Our survey
revealed that many SMEs lack advanced protections and proper training, with only a minority implementing secure
practices such as unique passwords and password managers. Expert insights further emphasize the importance of
continuous employee training to enhance cybersecurity knowledge and skills.

Despite the challenges, there is hope for SMEs to protect themselves effectively. By focusing on their most
valuable asset, the information managed by their team, therefore they need to prioritize training their employees on
cybersecurity. This approach not only addresses the technical aspects but also empowers the workforce to be the first
line of defence against cyber threats.

Our future work will focus on testing various employee training methods within an actual SME to evaluate their
effectiveness. We will implement a mix of online courses, phishing simulations, newsletters, and gamified learning
modules, measuring improvements in cybersecurity awareness, knowledge, and behavior. The goal is to identify the
most effective training strategies, providing valuable insights to strengthen cybersecurity defenses for SMEs.
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