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 a b s t r a c t

Smart environments require adaptive resource management to handle dynamic workloads and system variabil-
ity. Traditional solutions, which often rely on static configurations or heuristic adjustments, may not maintain 
performance as conditions change. This work presents Oraculum, an adaptive model that integrates real-time 
monitoring, predictive analytics, and automated decision-making. Unlike previous architectures that apply reac-
tive or rule-based adaptations, Oraculum incorporates predictive reinforcement learning (TD3) to anticipate en-
vironmental changes and optimize reconfiguration decisions proactively. The model applies data-driven methods 
to adjust system configurations dynamically, improving both resource allocation and service quality. Experimen-
tal results demonstrate that Oraculum significantly reduces Mean Adaptation Time (MAT) compared to existing 
self-adaptive models while achieving an adaptation accuracy of 97%, overhead of 2%, and maintaining system 
stability at 98%. These findings highlight the advantages of predictive control in addressing the challenges of dy-
namic workloads and resource constraints in smart environments, offering a practical approach for maintaining 
consistent performance.

1.  Introduction

Smart environments, as defined by Steventon and Wright, refer to 
digitally augmented spaces in which computational systems support and 
enhance physical activities (Steventon & Wright, 2006). These environ-
ments integrate embedded devices and communication infrastructures 
to provide interactive and context-aware services. Applications span res-
idential automation, industrial control, and urban infrastructure, with 
continuous data collection and processing enabling operational respon-
siveness and system-level optimization.

Self-adaptation in such systems frequently adopts the Monitor-
Analyze-Plan-Execute over a shared Knowledge base (MAPE-K) con-
trol loop. This model structures autonomous behavior by enabling real-
time state monitoring, data-driven analysis, adaptive planning, and run-
time actuation (Fang et al., 2025; Pinthurat et al., 2024). The knowl-
edge component centralizes the contextual information and decision 
policies used throughout the loop. Various implementations apply this 
model to domains such as robotics, where graph-based abstractions like 
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Deep State Representation (DSR) improve coordination and reasoning 
(Martinez et al., 2022). The inclusion of artificial intelligence (AI) 
techniques-including supervised learning, unsupervised learning, and 
reinforcement learning (RL)-into the MAPE-K structure supports data-
informed decision-making and predictive adaptation (Wang et al., 
2025).

Despite the adoption of MAPE-K and AI in smart environments, sev-
eral limitations persist. Existing models rarely support generic, discretiz-
able metrics monitoring, restricting flexibility in heterogeneous settings 
(Aguayo et al., 2024; Zhang et al., 2025c). In many cases, only partial 
implementations of the MAPE-K loop are observed, resulting in frag-
mented behavior and latency during the adaptation process (Zhao & 
Guo, 2024). These constraints hinder the responsiveness and effective-
ness of adaptive mechanisms.

Furthermore, the heterogeneous and dynamic nature of IoT devices 
complicates interoperability and resource coordination (Shin et al., 
2023). Adaptation strategies often fail to scale or generalize across 
domains, contributing to increased system complexity and degraded
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performance (Alfonso et al., 2021; Yang et al., 2025). Addressing these 
issues requires a modular and extensible architecture capable of operat-
ing across diverse configurations and workload conditions.

This work introduces a self-adaptive model named Oraculum, which 
integrates complete MAPE-K functionality with modular AI-based adap-
tation components. Unlike existing approaches that rely on handcrafted 
adaptation rules or domain-specific controllers, Oraculum leverages a 
unified learning-based strategy that combines supervised, unsupervised, 
and reinforcement learning to support runtime decision-making in het-
erogeneous and dynamic contexts. Its ontology-driven structure ensures 
consistent metric classification and facilitates cross-domain extensibil-
ity, enabling the system to operate without manual reconfiguration. 

Building on this overall design, the main contributions of this work 
can be summarized as follows:

• A parameterized monitoring mechanism that supports any discretiz-
able metric, providing flexibility and extensibility across diverse use 
cases with minimal configuration effort.

• A fully integrated MAPE-K loop with synchronized modules for moni-
toring, analysis, planning, execution, and knowledge representation. 
The architecture allows real-time knowledge exchange among mod-
ules, enhancing responsiveness and adaptability.

• Predictive modeling for proactive adaptation through real-time met-
ric forecasting, enabling the anticipation of future anomalies and 
allowing the RL agent to reason ahead of events. This capability sig-
nificantly reduces the Mean Adaptation Time (MAT) to near zero, 
maintaining Adaptation Accuracy (AA), Adaptation Overhead (AO), 
and Stability above state-of-the-art levels.

• Comprehensive evaluation under representative IoT workloads, 
demonstrating that Oraculum achieves robust adaptation behavior, 
improving stability, accuracy, and responsiveness, and confirming 
its scalability and reliability for deployment in real-world dynamic 
environments.

The remainder of this paper is organized as follows. Section 2 reviews 
related work in self-adaptive systems and smart environment monitor-
ing. Section 3 presents the architectural design of the proposed model. 
Section 4 discusses implementation aspects and deployment consider-
ations. Section 5 reports on the experimental setup and evaluation re-
sults. Section 6 examines limitations and design implications. Section 7 
concludes the work and outlines directions for future research.

2.  Related work

Table 1 presents a comparison of self-adaptive architectures based on 
selected performance metrics. The metric MAT represents the average 
time that a system requires to respond to environmental changes. The 
metric AA quantifies the proportion of adaptation actions that align with 
expected results. The metric AO refers to the additional computational 
or resource usage introduced by the adaptation process. Stability reflects 
the system’s performance consistency after adaptation events.

The table also specifies the phases of the MAPE loop (Monitor, Ana-
lyze, Plan, Execute) addressed by each model, the categories of AI tech-
niques applied, including supervised learning, unsupervised learning, 
and reinforcement learning, and the monitored metrics relevant to sys-
tem behavior. These elements provide a comparative view of how dif-
ferent architectures incorporate adaptation strategies. Definitions and 
further discussion of these metrics appear in Section 5 (Validation).

The ten architectures listed in Table 1 were identified through a sys-
tematic literature review based on the guidelines proposed by Petersen 
et al. (2008). The process involved an initial search across major scien-
tific databases, followed by the evaluation of 133 studies. Filtering was 
performed using predefined inclusion and exclusion criteria to retain 
only those aligned with the study’s scope. Among the analyzed studies, 
ten were selected for comparison due to their relevance in terms of per-
formance metrics, adaptive mechanisms, and the use of AI techniques 

in intelligent IoT environments. These works provide the foundation for 
the comparative analysis presented in this section.

It is important to note, however, that the performance values re-
ported in Table 1 were extracted directly from the original studies. As 
such, they were obtained under heterogeneous conditions, using dif-
ferent datasets, evaluation scenarios, and simulation tools. The lack of 
standardization in experimental setups limits the direct comparability 
of the metrics presented. Furthermore, the methodologies used to cal-
culate MAT, AA, AO, and Stability may vary between works and are not 
always fully disclosed.

To distinguish reproduced results from values reported in the liter-
ature, this study relies on a common evaluation framework. Oraculum
reports MAT, AA, AO, and Stability computed in the SHIELD environ-
ment, a unified testbed that executes all experiments under controlled 
and repeatable conditions, and uses a parameterizable, ontology-backed 
metric set for consistent monitoring. The underlying ontology organizes 
runtime metrics into semantic groups and supports systematic config-
uration of what is measured in each scenario. For validation in this 
study, the ontology excludes the Energy and Security groups and mon-
itors four groups: Hardware (CPU Usage, Memory Usage, GPU Usage, 
Storage Utilization), Network (Latency, Data Transfer Rate, Packet Loss), 
Software (Response Latency, Throughput, Garbage Collection Time), and 
SLA (Availability, Resilience, Stability).

Table 1 includes MAT, AA, AO, Stability, and monitored-metric in-
formation for comparative architectures, but these values come directly 
from the respective publications and reflect their own heterogeneous 
configurations. For example, some works monitor only Energy and Traf-
fic Load, others focus on QoS or IoT Traffic, while others restrict monitor-
ing to Throughput, Latency-related metrics, or application-level quality 
measures such as Image Quality, Convergence, or Visual Quality. Conse-
quently, only Oraculum’s MAT, AA, AO, and Stability values arise from 
a unified metric configuration in SHIELD. All other entries in Table 1 
act as baselines reported in the literature, each tied to its original met-
ric scope and experimental setting.

Sah et al. (2022) proposed the Aggressive Scheduling Medium Ac-
cess Control (AS-MAC) protocol to optimize energy consumption and 
data delivery in Industrial Internet of Things (IIoT) networks. The pro-
tocol applies scheduling mechanisms to coordinate sensor node activ-
ity, forming a backbone for efficient data collection. Simulations re-
ported improvements in packet delivery rate and energy usage com-
pared to traditional Time Division Multiple Access (TDMA) schemes. 
However, the study did not evaluate AA, reported an AO of 11%, 
and a network stability of 74%, suggesting limitations under dynamic 
operating conditions. Moreover, AS-MAC focuses on a single-layer 
MAC control strategy and it does not incorporate learning-based pre-
dictive mechanisms or ontology-driven context modeling, which re-
stricts its ability to generalize across heterogeneous smart-environment 
workloads.

Velrajan and Sharmila (2023) introduced a Quality of Service (QoS)-
aware service migration method for Multi-access Edge Computing 
(MEC) environments using a closed-loop particle swarm optimization 
approach (CLA-PSO). The model considers system load, application 
characteristics, and QoS constraints to enable proactive service migra-
tion. CLA-PSO reduced SLA violations compared to baseline methods 
and achieved 94% AA with a MAT of 1.8 s. The study did not assess AO, 
and the reported stability of 79% indicates potential performance vari-
ability during migration events. In addition, the optimization process is 
tailored to MEC service placement and does not provide a general MAPE-
K architecture with unified metric representation or semantic reasoning, 
which limits its applicability beyond the specific migration scenario.

Etemadi et al. (2021) presented an auto-scaling mechanism for IoT 
applications in fog computing using deep learning for workload-aware 
resource allocation. The model achieved an AA of 91% with an average 
adaptation time of 1.2 s. However, AO was not evaluated, and stability 
was measured at 84%, suggesting susceptibility to workload fluctua-
tions.
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Table 1 
Comparison of self-adaptive architectures.
 Architecture  MAT (s)  AA (%)  AO (%)  Stability (%)  MAPE Cycle  AI Type  Metrics Monitored
Etemadi et al. (2021)  1.2  91  –  84  M,A  Supervised  CPU, Resources
Yang et al. (2021)  2.5  90  10  85  M,A,P  Supervised  Anomaly Detection
Liu et al. (2021)  2.7  87  12  82  A,P  Unsupervised  Anomaly Detection, Data Compression
Hameed et al. (2021)  2.8  –  14  75  M,A,P  Supervised  Throughput
Sah et al. (2022)  3.5  –  11  74  M,A,E  None  Energy, Traffic Load
Cen and Li (2022)  1.15  89  7  87  A,P  RL  Delay, Resource Allocation
Tam et al. (2022)  3.2  90  13  80  M,A,P,E  RL  Resource, Delay, Priority
Velrajan and Sharmila (2023)  1.8  94  –  79  M,A,P,E  RL  QoS, SLA
Samarakoon et al. (2023)  1.5  93  6  90  M,A,P,E  None  Latency, Bandwidth, Jitter
Priya et al. (2024)  1.9  92  7  89  M,A,P  Supervised  IoT Traffic
Wang et al. (2024)  2.1  93  6  88  M,A,P  RL  Convergence, Training Loss
Liu et al. (2024)  3.3  92  7  89  A,P  Supervised  Visual Quality, Fusion Distortion
Jamshidi et al. (2025)  –  92  –  –  M,A,P,E  DRL  Security, Energy Efficiency
Zhang et al. (2025a)  2.9  95  5  91  M,A  Supervised  Image Quality, Noise
 Oraculum (Proposed)  0.05  94  4  98  M,A,P,E  Supervised, Unsupervised, RL  Parametric (any)

Cen and Li (2022) applied Deep Reinforcement Learning (DRL) to 
model resource allocation in cloud-edge collaborative computing as a 
Markov decision process. Using an enhanced Deep Q-Network (DQN), 
the system obtained 89% AA, 1.15 s MAT, and a 7% AO. Stability 
reached 87%, though the work emphasized delay minimization with-
out fully addressing other adaptation metrics.

Yang et al. (2021) proposed a runtime anomaly detection algorithm 
selection service for IoT data streams based on Tsfresh feature extraction 
and a genetic algorithm. The system dynamically configures detection 
models to address input variability. The approach achieved 90% AA, 
2.5 s MAT, 10% AO, and 85% stability. Longer adaptation times and 
moderate overhead may constrain its real-time deployment potential.

Liu et al. (2021) addressed anomaly detection in IIoT using Isolation 
Forest combined with compression techniques to minimize network la-
tency. The model attained 87% AA, 2.7 s adaptation time, 12% AO, and 
82% stability. The results suggest constraints in maintaining consistent 
behavior under variable network conditions.

Priya et al. (2024) developed a predictive optimization model using 
recurrent neural networks (RNNs) with long short-term memory (LSTM) 
to manage IoT traffic patterns. The method reached 92% AA, 1.9 s adap-
tation time, 7% overhead, and 89% stability. The study emphasized fore-
casting rather than runtime adaptation control.

Samarakoon et al. (2023) proposed a Kubernetes-based model for 
self-healing and adaptive management in IoT-edge infrastructure. The 
system integrated device performance data to trigger adaptation strate-
gies. Results included 93% AA, 1.5 s MAT, 6% AO, and 90% stability. 
However, the reliance on Kubernetes introduces potential overhead in 
resource-constrained environments.

Hameed et al. (2021) applied regression-based machine learning to 
estimate throughput in a real-world IoT testbed composed of smart 
building applications. While specific accuracy metrics were not re-
ported, the approach demonstrated a MAT of 2.8 s, AO of 14%, and 
stability of 75%, indicating sensitivity to variable traffic profiles.

Tam et al. (2022) investigated resource management for service 
function chaining (SFC) in IoT services using a priority-aware DRL 
mechanism. The model achieved 90% AA, 3.2 s adaptation time, 13% 
overhead, and 80% stability. The relatively long response time and com-
putational overhead may reduce its suitability for time-critical opera-
tions.

Zhang et al. (2025a) proposed the Multi-scale Adaptive Residual 
Cold Diffusion (MarCoDiff) model for low-dose CT (LDCT) image de-
noising tasks. MarCoDiff employs cosine mean-preserving degradation 
operators and scheduling strategies to simulate the physical degradation 
process and accelerate sampling. The model incorporates adaptive mod-
ules to adjust the fusion of frequency components and reconstruct details 
at multiple scales, as well as a hybrid-dilated convolution context block 
to capture contextual information without further resolution loss. Ex-
perimental results demonstrated that MarCoDiff outperforms previous 

methods in both image quality and generalization under varying noise 
levels, highlighting its robustness and adaptability in medical imaging 
scenarios.

Wang et al. (2024) introduced AdaGC, a novel adaptive optimiza-
tion algorithm with gradient bias correction for neural network training. 
AdaGC dynamically adjusts the iterative direction and step size based 
on gradient variation, promoting faster and more efficient convergence 
in both convex and non-convex problems. The algorithm was validated 
through extensive experiments, showing demonstrated improved per-
formance and faster convergence compared to traditional optimizers. 
AdaGC stands out for its ability to adapt to gradient behavior during 
training, making it a promising alternative for applications requiring 
efficient and robust optimization.

Liu et al. (2024) developed an objective metric and benchmark 
dataset for quality assessment of multi-exposure fused light field images 
(MEFLFIs) in dynamic scenes. Their work introduces a new evaluation 
method that combines local-global joint features and angular quality-
aware features to better align the objective metric with human visual 
perception. Experiments showed that the proposed metric significantly 
outperforms other state-of-the-art metrics for light field images, achiev-
ing high correlation with subjective assessments. The main contribution 
lies in providing a robust benchmark and an adaptive metric for quality 
evaluation in complex image fusion scenarios.

A recent contribution by Jamshidi et al. (2025) proposes SecuEdge-
DRL, a self-adaptive cyber defense model for sustainable IoT environ-
ments. This approach integrates deep reinforcement learning (DRL) with 
the MAPE-K control loop to enable real-time intrusion detection and 
adaptive response without relying on predefined data models. SecuEdge-
DRL focuses on optimizing both security and energy efficiency, ad-
dressing critical challenges in IoT edge computing. The model imple-
ments targeted security policies against various cyber threats such as 
DoS and DDoS attacks, achieving an average detection accuracy of 92% 
across diverse real-world scenarios. This work complements Oraculum 
by emphasizing security-driven self-adaptation in resource-constrained 
IoT systems, highlighting the growing importance of integrating cyber-
security and sustainability in adaptive architectures.

None of the surveyed approaches explicitly explored the use of de-
terministic policy gradient methods such as the Twin Delayed Deep Deter-
ministic Policy Gradient (TD3) in self-adaptive system control for smart 
environments. Existing reinforcement learning-based models, including 
those built on Soft Actor-Critic (SAC) or Proximal Policy Optimization 
(PPO), generally rely on stochastic policy updates and shared critic 
networks, which can introduce overestimation bias and slower conver-
gence in dynamic IoT conditions. Oraculum addresses these limitations 
through three improvements introduced by TD3: twin critic networks 
that mitigate overestimation errors, delayed policy updates that enhance 
training stability, and target policy smoothing that prevents noise ex-
ploitation during learning. Combined with the ontology-backed metric 

Expert Systems With Applications 315 (2026) 131705 

3 



D. Noetzold et al.

space described above, these mechanisms enable Oraculum to anticipate 
context changes across heterogeneous domains and to achieve lower 
MAT and higher stability than architectures such as AS-MAC (Sah et al., 
2022) and CLA-PSO (Velrajan & Sharmila, 2023) under the evaluation 
scenarios considered in this work.

The Oraculum model offers a unified approach to manage adapta-
tion in smart environments through its combination of learning-based 
techniques. Rather than relying on static adaptation policies or domain-
specific rules, it employs a dynamic decision process that continuously 
balances accuracy, efficiency, and stability. This approach allows it to 
generalize across heterogeneous IoT contexts, making it suitable for op-
erational scenarios where adaptability, modularity, and low latency are 
essential.

3.  Oraculum model

The Oraculum defines a modular architecture for self-adaptive sys-
tems operating in dynamic and heterogeneous environments. Its de-
sign integrates monitoring, prediction, decision-making, and execution 
mechanisms within a unified MAPE-K-based model. The model struc-
ture is organized into distinct functional modules, each responsible for 
a specific adaptation task. The workflow includes continuous system
monitoring, identification of behavioral patterns through predictive an-
alytics, and policy-driven adaptations executed via a RL agent. The ar-
chitecture supports interaction among modules through asynchronous 
data flows and decision triggers. Subsequent subsections present the 
model’s architecture and workflow, outline supported adaptation sce-
narios, and describe the roles of individual components.

The Oraculum model is designed to operate in dynamic and hetero-
geneous smart environments, particularly those involving IoT devices 
and distributed systems. The system consists of multiple interconnected 
components such as IoT devices, edge nodes, and cloud services, which 
generate and exchange performance metrics related to hardware (CPU, 
memory, GPU usage), network (latency, packet loss, throughput), soft-
ware (response time, garbage collection), energy consumption, and SLA 
compliance. The environment is assumed to be partially observable and 
stochastic, with metrics collected at regular intervals. Data losses and 
transmission delays may occur but are mitigated through heuristic data 
aggregation and filtering. The system operates under constraints such 
as latency bounds, energy budgets, and SLA targets, which guide the 
reward formulation and adaptation policies.

While the Oraculum model conceptually considers potential threats 
including operational anomalies and adversarial conditions such as 
denial-of-service attacks and intrusion attempts, the current prototype 
does not encompass security-related metrics and therefore does not an-
alyze attack scenarios. However, the model integrates semantic reason-
ing and reinforcement learning mechanisms that can be extended to 
detect and mitigate such threats proactively. This formalization pro-
vides a comprehensive understanding of the operational context and 
informs the design of predictive models, semantic ontology integration, 
and adaptive decision-making within the Oraculum.

3.1.  Model overview

The Oraculum defines an adaptive architecture that integrates data 
processing, predictive modeling, and automated decision-making for in-
telligent IoT-based environments. The model incorporates regression, 
classification, and RL techniques to support runtime adaptation. Fig. 1 
presents the complete workflow, including the modules and their inter-
actions.

The adaptation process is distributed across the following modules:

1. API Collector: Collects performance metrics from IoT components 
to enable continuous observation of system behavior.

2. Save Metrics: Stores collected metrics in structured datasets for fu-
ture retrieval and longitudinal analysis.

3. Metric Ontology Integration: Applies semantic reasoning using 
ontology-based models to interpret metrics and detect operational 
anomalies.

4. Regression AI: Predicts future metric values using historical data 
patterns to support proactive decision-making.

5. Classification AI: Categorizes predicted values to identify devia-
tions from expected behavior.

6. Possible Future High Value in Some Metric: Identifies predicted 
values that exceed defined thresholds, indicating the need for inter-
vention.

7. Generate an Alert: Issues alerts when forecasted values surpass ac-
ceptable limits.

8. Create a Trigger: Converts alerts into executable adaptation instruc-
tions.

9. Update RL Engine: Updates the RL model using new observations 
to improve policy accuracy.

10. RL Agent Chooses an Action: Selects adaptation actions based on 
current conditions and the learned policy.

11. Check if Action is Still Required: Revalidates the selected action 
against updated predictions and classifications to avoid redundant 
execution.

12. Execute the Actions: Applies verified adaptation strategies within 
the operational environment.

13. Save the Action: Records executed actions to maintain a log of adap-
tation history.

14. Dashboard: Displays system metrics, active alerts, adaptation sta-
tus, and performance indicators for monitoring and administrative 
access.

The architecture integrates forecasting and decision modules to an-
ticipate performance deviations. Predictions provide early input to the 
RL agent, which selects candidate actions based on historical context 
and observed behavior. Subsequent validation ensures that only rele-
vant actions are executed, reducing unnecessary adaptations (Zeshan 
et al., 2023). Updates to the RL engine refine future decisions, while 
the dashboard module presents operational feedback in real time. This 
process supports anticipatory adaptation and consistent oversight in dif-
ferent run-time scenarios.

3.2.  Model architecture

The Oraculum adopts the Technical Architecture Modeling (TAM) 
methodology, as proposed by SAP (2007). TAM extends the Unified 
Modeling Language (UML) to describe software architectures through 
structured diagrams and standardized elements. Fig. 2 presents the Orac-
ulum architecture using the TAM model, indicating the responsibilities 
and interactions among components.

The architecture consists of interconnected modules that support 
adaptive behavior through metric acquisition, semantic processing, pre-
dictive modeling, decision-making, and action execution (Jaskierny & 
Kotulski, 2023).

The API Collector module acts as the initial point of integration with 
monitored IoT components. It retrieves performance metrics from dis-
tributed sources and channels them through a sequence of subcompo-
nents. The Request Service coordinates incoming data requests, the Data 
Treat module transforms raw inputs into structured values, the Met-
ric Map standardizes key-value pairs into recognized metrics, and the 
Record Builder constructs consistent data records. These records are 
then stored in two forms: Current Data, reflecting the most recent val-
ues for real-time use, and Data Persistence, which archives complete 
histories for analytical access.

The Database component classifies and stores incoming records in 
distinct layers: Raw Data for unprocessed values, Time Series for chrono-
logical data sequences, and Aggregated Metrics for preprocessed statisti-
cal summaries. This structure enables efficient access for model training 
and comparison between historical and real-time patterns, forming the 
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Fig. 1. Overview of the Oraculum model.

Fig. 2. Oraculum model architecture.
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data backbone for adaptive logic. The Ontology module applies seman-
tic reasoning to the collected metrics. Its Metric Representation defines 
hierarchical, causal, and associative relationships among monitored
parameters. The Inference Engine processes these relations through log-
ical rules to determine the system’s operational state and classify events 
as normal or anomalous. This knowledge is shared with the RL Engine 
to guide the learning and evaluation of actions, ensuring that semantic 
dependencies influence the decision-making process.

The Training Scheduler governs the construction and updating of pre-
dictive models. It periodically extracts data from the database, formats 
input sets according to model requirements, and applies machine learn-
ing algorithms to produce regression and classification models. Trained 
models are stored in the Model Repository and updated regularly to 
reflect evolving workload characteristics. The Prediction Service applies 
these trained models to incoming data streams, estimating future met-
ric values and labeling predicted conditions as normal or anomalous. 
When classifications exceed defined thresholds, alerts are generated and 
passed to the adaptation layer.

The Trigger Service manages the transformation of alerts into action-
able instructions. The Alert Controller validates each alert, while the 
Metric Controller identifies affected parameters. The Reward Calcula-
tor, in coordination with the Ontology module, assigns utility values 
to previous actions based on semantic context and historical outcomes. 
This interaction ensures that knowledge-driven reasoning complements 
reinforcement-based policy learning.

The RL Engine implements the reinforcement learning process for 
adaptive policy generation. It is composed of three main components: 
the Trainer Module simulates state-action transitions in a Markov Deci-
sion Process (MDP) environment; the Policy Calculator identifies optimal 
decisions based on expected long-term rewards; and the Value Updater
refines learned policies using observed outcomes. The RL Engine con-
tinuously receives context annotations from the Ontology module (e.g., 
metric relevance and causal relationships) that help prioritize actions 
with greater semantic impact. In return, the ontology receives the re-
sults of executed adaptations to update its knowledge base, enabling 
bidirectional feedback between symbolic reasoning and policy-based
learning.

The RL Agent uses the policy generated by the RL Engine and the 
contextual semantics provided by the Ontology to select the most appro-
priate adaptation action. The chosen action is forwarded to the Action 
Service, which prepares, validates, and executes the operation through 
its submodules (Action Builder, Controller, and Repository). Before final 
execution, the action is revalidated to avoid redundant or contradictory 
operations, ensuring decision consistency.

The Action Database records all executed actions and their resulting 
outcomes. This log supports retrospective evaluation and further refine-
ment of the RL policy through reward feedback loops. The Managing 
Interface provides an interactive visualization layer for administrators 
to monitor collected metrics, analyze alerts, and observe active adap-
tations in real time, reinforcing transparency and enabling supervisory 
control.

Fig. 3 illustrates the Multi-Agent System, elaborated using the 
Prometheus methodology (Padgham & Winikoff, 2004). This method-
ology defines a systematic model for the design of intelligent agent 
systems, emphasizing modular organization and explicit interactions 
among components. The diagram outlines the processes and interrela-
tions that compose the model’s adaptation cycle.

The Oraculum adopts an agent-oriented structure in which function-
alities are encapsulated into modular and interdependent units. The 
process begins with the API Collector, which acquires performance met-
rics from monitored system elements. The data undergoes preprocessing 
operations-including transformation, mapping, and record structuring-
and is then persisted in a Time Series database. In parallel, the Ontol-
ogy module processes collected data to infer semantic relationships, per-
form knowledge-based queries, and enrich the dataset with contextual 
attributes.

The predictive analytics pipeline incorporates dynamic model train-
ing and inference. The Training Scheduler manages the continuous up-
date of regression and classification models using new datasets. These 
models are stored and applied by the Regression Predict Service and Classi-
fication Predict Service, which respectively estimate future metric trends 
and classify operational states. When predicted values surpass specified 
thresholds, the system generates alerts that trigger subsequent adapta-
tion phases.

The Trigger Service evaluates alert conditions and determines whether 
intervention is required. It incorporates RL mechanisms to associate pre-
vious decisions with outcome-based reward values. When adaptation 
is warranted, the service initiates a structured response by passing the 
context to the RL Engine. This component refines adaptation policies 
through iterative learning in a Markov Decision Process (MDP) environ-
ment. The RL Agent selects an appropriate action based on the current 
system state and learned policy, forwarding the decision for execution.

The architecture incorporates feedback mechanisms for post-
adaptation evaluation. Each executed action is logged in the Action His-
toric database to support future analysis and policy adjustments. The 
Managing Interface provides visualization and control mechanisms, en-
abling observation of system status, review of adaptation history, and 
modification of operational parameters.

Fig. 4 illustrates the ontology developed to support structured clas-
sification of performance metrics. The model defines six primary cate-
gories used to interpret and organize system characteristics in the Oracu-
lum architecture (Emmanuel Sapnken & Gaston Tamba, 2022; Shi et al., 
2025). The ontology module plays an important role in the adaptation 
process by generating the initial labeled datasets used to train the classi-
fication models. By semantically categorizing raw performance data into 
meaningful classes, the ontology provides a structured representation of 
metric behavior and context, which is then consumed by the prediction 
and decision-making modules as part of Oraculum’s end-to-end work-
flow.

The ontology classifies monitored metrics into the following cat-
egories: Software, Hardware, Network, Energy, Security and Reliability, 
and Service Level Agreements (SLA). The Software category includes met-
rics such as response time, garbage collection duration, and through-
put, which relate to application behavior and processing efficiency. 
Hardware encompasses CPU, memory, and GPU utilization metrics 
that support the assessment of physical resource usage. Network met-
rics address conditions such as packet loss, jitter, and transfer rates, 
which reflect communication quality between system components. En-
ergy comprises indicators like power consumption and battery sta-
tus, relevant for evaluating resource-constrained operations. Security 
and Reliability category includes detection rates, error rates, and log 
event monitoring, used to identify anomalies and faults in runtime 
execution. SLA metrics–such as availability, resilience, and stability–
support compliance assessment relative to defined quality-of-service
targets.

It is important to highlight that the ontology is not an auxiliary fea-
ture but a structural component of Oraculum’s architecture. From the 
initial design, all monitored performance metrics were processed and 
classified through the ontology to ensure relational consistency among 
heterogeneous data sources. This semantic layer enables the model to es-
tablish dependencies between metrics that belong to different categories 
(e.g., linking CPU usage with response latency or packet loss with avail-
ability), which would be difficult to capture using isolated statistical or 
heuristic methods. As a result, the ontology constitutes the foundation 
that allows Oraculum to reason about metric relationships and execute 
context-aware adaptive decisions. The system, therefore, was developed 
and validated with the ontology fully embedded in the pipeline, and no 
comparative baseline without the ontology was implemented.

Within Oraculum, the ontology provides a formal mechanism for 
metric classification and interpretation. The Ontology Module maps raw 
performance data into structured categories and applies rule-based in-
ference to identify correlations and dependencies. This classification 

Expert Systems With Applications 315 (2026) 131705 

6 



D. Noetzold et al.

Fig. 3. Oraculum model following prometheus methodology.

Table 2 
Configurable parameters in the Oraculum model.
 Parameter  Description  Data Type  Possible Values  Default Value
 Monitored Metrics  Defines which system metrics are observed  Set of Strings  User-defined  CPU, Memory, Latency
 Metric Collection Interval (𝑇𝑐 )  Time between metric samples  Integer (seconds) ≥ 1  10 sec
 Prediction Horizon (𝑇𝑝)  Time window for forecasting  Integer (seconds) ≥ 1  60 sec
 Alert Sensitivity (𝜃)  Threshold for triggering alerts  Float [0,1] {0.25, 0.5, 1.0}  0.5
 RL Action Aggressiveness (𝐴𝑡)  Degree of action intensity over time  Function {𝐴0 , 𝑒−𝜆𝑡 ,min} 𝐴0𝑒−0.1𝑡

 RL Policy Update Algorithm  Learning algorithm for adaptation  String  TD3, SAC, PPO, Q-learning  TD3
 RL Actions  Set of actions taken by the model  List of Actions  Scaling, Scheduling, Optimization  Scaling (CPU, Memory)

supports context-aware prediction by enhancing the semantic represen-
tation of metric behavior. The structured ontology facilitates metric-
based adaptation by informing both anomaly detection and RL-based 
decision-making. The model uses this classification to guide alert gen-
eration and policy selection during adaptive processes, but the present 
evaluation does not include an ablation scenario in which the ontology 
is removed or replaced.

3.3.  Model parameters

The Oraculum includes configurable parameters that define how 
the system collects, analyzes, and reacts to performance metrics. These 
parameters influence aspects such as sampling frequency, forecasting 
range, alert sensitivity, and adaptation aggressiveness. Table 2 summa-
rizes the parameters used in the current implementation, including their 
data types, valid values, and defaults.

The complete set of monitored performance metrics is denoted as 
𝑀 = {𝑚1, 𝑚2,… , 𝑚𝑛}, specifies the performance indicators analyzed by 
the system. Each metric 𝑚𝑖 belongs to a category such as resource uti-
lization, latency, security, or energy efficiency. The selection of metrics 
directly influences adaptation decisions and the scope of operational 
awareness.

The system samples metrics at intervals defined by the collection 
parameter 𝑇𝑐 , balancing data granularity with processing overhead. 
Forecasting operations rely on a prediction horizon 𝑇𝑝, which defines 
the number of future time steps estimated using historical input 𝑋 =

{𝑥1, 𝑥2,… , 𝑥𝑡}. The regression function 𝑓 produces estimates according 
to:

𝑥̂𝑡+𝑘 = 𝑓 (𝑋, 𝑘), (1)

where 𝑘 is the forecasting window. Shorter horizons provide near-term 
estimates, while longer horizons enable broader trend prediction with 
reduced accuracy. Alert generation depends on classifier agreement 
across 𝑁 models and a threshold 𝜃 ∈ [0, 1]. The system determines alert 
activation using the rule (as illustrated in the Classification AI module 
of Fig. 1):

𝐴 =

{

1, if ∑𝑁
𝑖=1 𝐶𝑖(𝑥) ≥ 𝜃𝑁,

0, otherwise,
(2)

where 𝐶𝑖(𝑥) is the classification outcome of model 𝑖. A lower 𝜃 increases 
alert frequency, while a higher value restricts activation to events with 
greater classifier consensus.

RL behavior is modulated using a configurable aggressiveness func-
tion. The system reduces the intensity of adaptations over time based 
on an exponential decay model:

𝐴𝑡 = 𝐴0𝑒
−𝜆𝑡, (3)

where 𝐴𝑡 is the adaptation magnitude at time 𝑡, 𝐴0 is the initial value, 
and 𝜆 is the decay rate. The exponential decay function 𝐴𝑡 = 𝐴0𝑒−𝜆𝑡

was chosen due to its widespread use in modeling diminishing effects 
over time in adaptive control systems. The parameter 𝜆 controls the 
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Fig. 4. Ontology representation for performance metrics.

rate of decay and was empirically tuned through preliminary exper-
iments. Values of 𝜆 were explored over a range to balance adapta-
tion speed and stability, and the value that maximized system respon-
siveness without inducing oscillations or premature convergence was
selected.

The model supports multiple reinforcement learning (RL) algorithms 
for policy updates, including TD3, SAC, PPO, and Q-learning. Each al-
gorithm exhibits distinct behaviors regarding convergence rate, sample 
efficiency, and stability during training. After preliminary experiments 
using the SHIELD environment, TD3 was selected as the primary policy 
update strategy due to its stability and faster convergence in continu-
ous control domains. Unlike Q-learning, which is limited to discrete ac-
tions, or PPO and SAC, which showed higher gradient noise and slower 
convergence, TD3 effectively mitigates overestimation bias and ensures 
smoother policy evolution through the use of double critics and delayed 
policy updates. These properties make TD3 better suited for the fine-
grained continuous adaptation cycles required in Oraculum. The adapta-
tion process executes actions such as scaling, scheduling, and optimiza-

tion, which can be parameterized to align with deployment constraints 
or operational priorities.

The ability to configure these parameters enhances the flexibility of 
the Oraculum across different domains. The combination of predictive 
modeling, RL-based adaptation, and customizable parameters ensures 
that the system maintains optimal performance under dynamic 
workloads. 

4.  Implementation aspects

The Oraculum prototype was implemented to evaluate adaptation 
performance under controlled conditions. The implementation process 
included the configuration of operational parameters, specification 
of monitoring strategies, and deployment of adaptive mechanisms in 
a testbed environment. The SHiELD simulator provided a dynamic 
execution context for validating self-adaptive behavior. The prototype 
continuously monitored performance metrics and modified system 
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Table 3 
Configurable actions for RL agent.
 Action Type  Description
 Horizontal Scaling 𝑛𝑛𝑒𝑤 = 𝑛𝑐𝑢𝑟𝑟𝑒𝑛𝑡 + Δ𝑛, where Δ𝑛 is the number of added/removed nodes.
 Vertical Scaling Resource𝑛𝑒𝑤 = Resource𝑐𝑢𝑟𝑟𝑒𝑛𝑡 + Δ𝑅, modifying CPU, memory, or disk.
 Adaptive Scheduling  Adjusts scheduling priorities dynamically based on workload demand.
 Data Processing Optimization  Changes data filtering, aggregation, or compression parameters dynamically.
 Custom Linux Commands  Executes predefined shell scripts for system-specific actions.

configurations based on predicted anomalies to improve resource 
allocation and runtime stability.

The monitoring phase included metrics across four dimensions: hard-
ware, network, software, and service-level agreement (SLA). These in-
dicators were selected to represent distinct aspects of system behavior 
relevant to adaptive operation:

• Hardware: CPU Usage, Memory Usage, GPU Usage, Storage Utiliza-
tion

• Network: Latency, Data Transfer Rate, Packet Loss
• Software: Response Latency, Throughput, Garbage Collection Time
• SLA: Availability, Resilience, Stability

All metrics were normalized within the range [0.0, 1.0] to standard-
ize input values and simplify processing during model execution. The 
Oraculum applied regression techniques to forecast metric trends and 
classification models to detect behavioral deviations. Predictive outputs 
informed preemptive adaptations by enabling system reconfiguration 
prior to observable degradation. A RL agent adjusted policy parameters 
over time using feedback from the environment, contributing to refined 
action selection and improved response efficiency.

The implementation is detailed in the following subsections. SHiELD 
Simulator describes the validation platform. Architecture Implementa-
tion presents the software architecture and module configuration. Data 
Collection outlines the metric acquisition and preprocessing steps. Re-
gression and Classification Models explains the forecasting and anomaly 
detection processes. RL Agent details the mechanisms for self-adaptive 
action selection.

4.1.  SHiELD simulator

The SHiELD (Sensor Heuristics and Intelligent Evaluation for Large-
scale Data) simulator offers a flexible environment for evaluating 
self-adaptive strategies in IoT systems. It supports continuous sensor 
data generation, heuristic optimizations, predictive modeling, and fault 
injection, enabling comprehensive experimentation with monitoring, 
anomaly detection, and adaptive control.

Recent updates to SHiELD include the integration of multiple time se-
ries forecasting models (such as ARIMA, LSTM, GRU, and Transformer), 
automated fault injection mechanisms (e.g., latency, packet loss, discon-
nection), and the generation of detailed reliability reports. The simula-
tor now also supports the evaluation of elasticity algorithms, such as the 
Kubernetes Horizontal Pod Autoscaler, by simulating dynamic resource 
allocation scenarios.

Heuristic techniques, like data aggregation, compression, and filter-
ing, are applied to optimize transmission and reduce redundant infor-
mation, minimizing bandwidth and computational overhead. Predictive 
models estimate future sensor values, supporting proactive adaptation 
and resilience strategies. Fault injection and recovery analysis allow for 
the assessment of system robustness under adverse conditions.

SHiELD consolidates all stages of sensor data management, from gen-
eration and transformation to forecasting and performance monitoring, 
within a unified architecture. This integrated approach enables consis-
tent evaluation of adaptive mechanisms and system reliability across the 

entire sensing and response lifecycle, closely mirroring real-world IoT 
deployments.1

4.2.  Architecture implementation

The Oraculum prototype operates within a containerized environ-
ment using Docker, with orchestration managed by Docker Compose. 
This architecture supports modular deployment, streamlines component 
integration, and provides isolation for monitoring and evaluation. Each 
service executes independently, enabling explicit control over resource 
allocation and inter-service communication. The architecture also incor-
porates mechanisms for capturing internal system metrics to assess the 
overhead associated with adaptive operations.

The monitoring subsystem collects runtime information from all 
components, including execution times, CPU and memory consump-
tion, disk usage, and network transfer volumes. These measurements 
quantify the computational cost introduced by each adaptive mecha-
nism and support comparative performance analysis (Caporuscio et al., 
2016; Ding et al., 2025).

The prototype is composed of specialized nodes, each responsible for 
a distinct function in the adaptation pipeline. Table 4 describes the role 
and technologies associated with each component.

This architectural configuration provides a basis for assessing the 
performance and coordination of adaptive mechanisms. Internal moni-
toring tracks the behavior of each module, supporting the alignment be-
tween adaptation decisions and the system’s operational requirements 
and constraints.2

4.3.  Regression and classification models

The Oraculum employs regression and classification algorithms to 
process metric data collected during system operation. This process cor-
responds to steps 4 and 5 illustrated in Fig. 1. Datasets used for train-
ing are produced by the SHiELD simulator, which generates time-series 
observations across varying environmental configurations. Each dataset 
corresponds to a monitored metric, and multiple algorithms are evalu-
ated to determine predictive accuracy and generalization capacity.

The model training pipeline comprises dataset generation, prepro-
cessing, model selection, training, evaluation, and storage. For a dataset 
𝐷 with 𝑛 samples and 𝑚 features, the structure is defined as:
𝐷 = {(𝑋1, 𝑦1), (𝑋2, 𝑦2),… , (𝑋𝑛, 𝑦𝑛)} (4)

where 𝑋𝑖 ∈ ℝ𝑚 denotes the feature vector and 𝑦𝑖 is the target variable. 
The dataset is partitioned into training and testing subsets using an 
80/20 split:
𝐷train, 𝐷test = split(𝐷, 0.8) (5)

Two predictive tasks are defined in the learning process:
• Regression: Estimates future values of a monitored metric based on 
historical data. The regression function 𝑓 ∶ ℝ𝑚 → ℝ approximates 

1 The complete source code and implementation details are available at: https:
//github.com/DarlanNoetzold/SensorSimulator.
2 The complete source code and implementation details are available at: https:

//github.com/DarlanNoetzold/Oraculum-Model
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Table 4 
Oraculum model architecture components.
Component Function Technologies Used
API-Collector Acquires system metrics in real time and stores 

them in a time-series database.
Spring Boot

Database Maintains structured time-series data from col-
lected metrics.

PostgreSQL

Ontology-Integration Executes SWRL rules over OWL-based ontologies to 
identify anomalous conditions.

C, OWL, SWRL

Dataset-Builder Constructs raw and labeled datasets from historical 
metrics for model training.

C

Training-Scheduler Trains regression and classification models, select-
ing Trains regression and classification models, se-
lecting the most effective ones.

Python, TensorFlow

Data-Collector Retrieves the latest metrics for real-time inference. Python
Prediction-Service Applies trained models to current metrics for fore-

casting and anomaly detection.
Python, Flask

Trigger-Service Forwards anomaly alerts to the RL module. Spring Boot
RL-Engine Builds and refines RL policies based on feedback. Python
RL-Agent Executes adaptation policies generated by the RL-

Engine.
Python, Flask, Pre-trained RL Model

Action-Service Validates and enforces adaptive actions according 
to system goals.

Spring Boot

the mapping 𝑦 = 𝑓 (𝑋). Algorithms explored include linear regres-
sion, decision trees, and neural networks.

• Classification: Identifies system states by labeling predicted val-
ues according to behavioral patterns. The classifier 𝑔 ∶ ℝ𝑚 → {0, 1}
determines whether observed conditions correspond to expected or 
anomalous states. Models tested include logistic regression, decision 
trees, and feedforward neural networks.
After training, models are evaluated using accuracy, precision, recall, 

F1-score, and area under the ROC curve (AUC), depending on the task. 
These metrics quantify the model’s ability to make reliable predictions 
under varying operational scenarios. Regression models are additionally 
evaluated using root mean square error (RMSE) and mean absolute er-
ror (MAE), which measure the deviation between predicted and actual 
values over time.

The training and evaluation process follows a systematic pipeline as 
outlined in Algorithm 1. For each dataset corresponding to a specific 
node and metric, multiple model types, including linear regression, de-
cision trees, and various neural network architectures, are trained and 
tested. Neural networks are trained using the Adam optimizer over a 
fixed number of epochs with mini-batch gradient descent, while tradi-
tional models are trained using standard fitting procedures. Performance 
metrics appropriate to the task type are computed and logged, enabling 
comprehensive comparison across models. Visualizations of model per-
formance are generated to facilitate analysis and interpretation, support-
ing informed selection of the best-performing models for deployment.

Once validated, the models are integrated into the prediction 
pipeline. During runtime, regression models continuously forecast the 
evolution of monitored metrics within a predefined horizon, enabling 
the system to anticipate resource saturation, latency spikes, or perfor-
mance degradation. Classification models process the forecasted values 
to determine whether projected behavior deviates from expected pat-
terns, triggering alerts when thresholds are exceeded.

The outputs of the classification layer serve as input to the trigger 
module, which coordinates adaptation actions through the RL agent. 
This interaction ensures that predictive inferences contribute directly to 
the decision-making process, allowing the system to react before dis-
ruptions escalate. The prediction service is executed at fixed intervals, 
aligned with the metric collection cycle, and incorporates new data in a 
sliding window to maintain up-to-date context.

Each model is trained and stored independently for every monitored 
metric, supporting scalability. The modular design simplifies model up-
dates and enables parallel inference when processing multiple metrics si-
multaneously. Periodic retraining with new operational data reassesses 

Algorithm 1 Model training pipeline.
Require: Set of datasets  = {𝐷1, 𝐷2,… , 𝐷𝑛}, node name 𝑁 , metric 

name 𝑀
1: for each dataset 𝐷 ∈  do
2: Load dataset 𝐷
3: Split dataset into training (𝑋train, 𝑦train) and testing (𝑋test, 𝑦test) 

sets 
4: for each model type 𝑇 ∈ {Linear Regression, Decision Tree, NN1, 

NN2, NN3} do
5: Initialize model based on 𝑇
6: if 𝑇 ∈ {NN1, NN2, NN3} then
7: Compile neural network model with Adam optimizer and ap-

propriate loss function 
8: Train model on 𝑋train, 𝑦train for 50 epochs, batch size 32 
9: Generate predictions on 𝑋test
10: else
11: Train model on 𝑋train, 𝑦train
12: Generate predictions on 𝑋test
13: end if
14: Compute performance metrics (MAE for regression, Accu-

racy/AUC/F1 for classification) 
15: Log results including node 𝑁 , metric 𝑀 , and performance 

scores 
16: Save trained model
17: end for
18: Generate and save model performance visualization
19: end for

model performance, ensuring alignment with evolving workload pat-
terns. This approach maintains consistency in anomaly detection and 
adaptation decisions. Data preprocessing improves model performance 
and consistency across different metrics:

1. Handling Missing Data: Missing values are replaced using interpola-
tion or mean imputation to prevent inconsistencies.

2. Feature Scaling: Min-max normalization standardizes all features to 
the range [0, 1]:

𝑋norm =
𝑋 −𝑋min

𝑋max −𝑋min
(6)

3. Dataset Splitting: The dataset is divided into training and test sets 
using an 80-20% split.

Expert Systems With Applications 315 (2026) 131705 

10 



D. Noetzold et al.

Table 5 
Selected models and parameter configurations.
 Model  Parameter  Value

Linear Regression  Solver  Normal Equation
 Regularization  None

Decision Tree Regressor
 Max Depth  10
 Min Samples Split  2
 Min Samples Leaf  1

NN1 - Regression

 Layers  1
 Neurons per Layer  64
 Activation  ReLU
 Optimizer  Adam
 Loss Function  MSE

NN2 - Regression

 Layers  2
 Neurons per Layer  128, 64
 Activation  ReLU
 Optimizer  Adam
 Loss Function  MSE

NN3 - Regression

 Layers  2
 Neurons per Layer  64, 32
 Activation  ReLU
 Dropout  0.5
 Optimizer  Adam
 Loss Function  MSE

Decision Tree Classifier
 Max Depth  10
 Min Samples Split  2
 Min Samples Leaf  1

Logistic Regression
 Solver  LBFGS
 Regularization  L2
 Regularization Strength  1.0

NN1 - Classification

 Layers  1
 Neurons per Layer  64
 Activation  ReLU
 Optimizer  Adam
 Loss Function  BCE

NN2 - Classification

 Layers  2
 Neurons per Layer  128, 64
 Activation  ReLU
 Optimizer  Adam
 Loss Function  BCE

NN3 - Classification

 Layers  2
 Neurons per Layer  64, 32
 Activation  ReLU
 Dropout  0.5
 Optimizer  Adam
 Loss Function  BCE

4. Data Balancing (for classification): Oversampling the minority class 
or undersampling the majority class improves classification perfor-
mance when class imbalance is present.

5. Feature Selection: Correlation analysis and importance scores from 
decision trees help remove redundant features.

Table 5 summarizes the models and parameters adjusted during 
training. The models were selected to balance computational efficiency 
and predictive accuracy. Linear regression provides a baseline for de-
tecting linear trends, while decision trees capture non-linear dependen-
cies with controlled complexity. Neural networks are structured with 
increasing depth across different configurations (NN1 and NN2) to ex-
plore hierarchical feature extraction. Each trained model is stored and 
integrated into the Oraculum model, enabling real-time monitoring and 
predictive adaptation.

4.4.  RL agent

RL is a machine learning paradigm in which an agent selects sequen-
tial actions in response to environmental conditions, receiving feedback 
in the form of rewards (Barrett et al., 2013). The interaction is mod-

eled as a Markov Decision Process (MDP), where each state transition 
depends on the current state and selected action (Arias del Campo et al., 
2021; Restuccia & Melodia, 2020).

In Oraculum, the RL agent operates within a Markov Decision Pro-
cess (MDP) framework, where each system state is defined by a set of 
performance metrics such as CPU and memory usage, network latency, 
packet loss, and response time. The agent selects actions, such as ad-
justing resource allocations or scheduling policies, that directly influ-
ence the next system state. The transition between states is modeled as 
𝑠𝑡+1 = 𝑇 (𝑠𝑡, 𝑎𝑡) + 𝜖, where 𝑇  is the deterministic system response and 𝜖
captures environmental uncertainty and noise. This stochastic compo-
nent is essential for robust adaptation in real-world, dynamic environ-
ments.

The agent’s objective is to maximize a cumulative reward, defined as 
a weighted sum of normalized performance metrics, thus balancing com-
peting objectives like efficiency and responsiveness. The optimal policy 
𝜋∗(𝑠) is learned using RL algorithms (e.g., SAC, TD3), which map ob-
served states to actions that maximize expected returns. This approach 
enables the system to autonomously adapt to changing conditions, op-
timizing performance over time without manual intervention. The en-
vironment is defined by a set of system states 𝑠𝑡 ∈ 𝑆, where each state 
comprises performance indicators:
𝑠𝑡 = {𝑚1, 𝑚2,… , 𝑚𝑛}, (7)

with 𝑚𝑖 representing metrics such as CPU usage, memory consumption, 
latency, packet loss, response time, and throughput. The transition to 
the next state is defined by:
𝑠𝑡+1 = 𝑇 (𝑠𝑡, 𝑎𝑡) + 𝜖, (8)

where 𝑇 (𝑠𝑡, 𝑎𝑡) represents the deterministic component of the state tran-
sition and encodes how a specific adaptation action modifies the under-
lying system configuration and workload routing. Given a state–action 
pair (𝑠𝑡, 𝑎𝑡), 𝑇 (𝑠𝑡, 𝑎𝑡) produces the nominal next state 𝑠′𝑡+1 that reflects 
the direct effect of the chosen action on resources, services, and quality-
of-service indicators. The term 𝜖 then adds stochastic variations caused 
by exogenous factors such as workload spikes, hardware noise, and net-
work fluctuations. This formulation separates the controllable effect of 
each adaptation decision, captured by 𝑇 (𝑠𝑡, 𝑎𝑡), from the uncontrollable 
dynamics represented by 𝜖, and therefore provides a structured view of 
how actions propagate through the system.

The state representation used by the RL agent (Eq. (8)) consists of 
raw metric values collected from heterogeneous sources, including hard-
ware, SLA, software, and network parameters. This design encodes the 
relevant information directly in the state vector without additional ag-
gregation or feature engineering, which simplifies the implementation 
and preserves fine-grained details about system behavior. However, this 
choice may limit learning efficiency in high-dimensional or noisy envi-
ronments, because the agent must infer useful abstractions implicitly 
during training. Future work will explore state abstraction techniques 
such as PCA, autoencoders, and attention mechanisms to compress re-
dundant signals, highlight the most influential features, and improve 
convergence speed.

The RL agent’s objective is to optimize overall system performance 
by balancing these heterogeneous metrics, which often have conflict-
ing goals (e.g., minimizing latency while maximizing throughput). The 
reward function integrates multiple metrics through weighted summa-
tions of normalized values. This allows the agent to learn policies that 
effectively trade off competing objectives. Weights can be tuned to pri-
oritize certain metrics depending on operational requirements.

Currently, the state representation consists of raw metric values, 
which simplifies implementation but may limit learning efficiency in 
high-dimensional and noisy environments. This approach does not in-
corporate feature extraction or dimensionality reduction techniques, 
which could help the agent focus on the most relevant information 
and improve convergence speed. Future work will investigate methods 
such as principal component analysis (PCA), autoencoders, or attention 
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mechanisms to create more compact and informative state representa-
tions.

Moreover, the current reward design employs fixed weights for bal-
ancing the different performance metrics, which provides a clear and in-
terpretable optimization objective aligned with the system’s operational 
goals. While this approach has proven effective in the evaluated sce-
narios, future work could explore adaptive weighting schemes or multi-
objective RL techniques that explicitly consider Pareto front exploration. 
Such enhancements may offer increased flexibility and robustness in
dynamically changing environments, further improving the model’s 
ability to balance competing objectives under varying conditions.

Regarding the stochastic component 𝜖 in the MDP transition model 
(Eq. (9)), it represents environmental uncertainty and measurement 
noise inherent in real-world systems. Although acknowledged, its sta-
tistical properties were not explicitly modeled in the current prototype. 
Empirical observations suggest that 𝜖 follows a bounded noise distri-
bution with zero mean, but further characterization and incorporation 
into the RL training process are planned to enhance robustness against 
uncertainty. The reward function guides the optimization process:

𝑅(𝑠𝑡, 𝑎𝑡) =
𝑛
∑

𝑖=1
𝑤𝑖𝑓𝑖(𝑚𝑖), (9)

where 𝑤𝑖 defines the importance of each metric and 𝑓𝑖(𝑚𝑖) normalizes 
its contribution. Each metric 𝑚𝑖 is normalized and transformed by a 
function 𝑓𝑖(𝑚𝑖) tailored to its characteristics. For latency-related met-
rics, 𝑓𝑖 is defined as an inverse function to penalize higher values, e.g., 
𝑓𝑖(𝑚𝑖) =

1
1+𝑚𝑖

. For throughput or performance metrics, 𝑓𝑖 is proportional 
to the metric value, e.g., 𝑓𝑖(𝑚𝑖) =

𝑚𝑖
𝑚max

, where 𝑚max is the maximum 
observed value. This design ensures the reward function appropriately 
balances conflicting objectives across heterogeneous metrics. The agent 
aims to maximize the cumulative discounted reward:

𝐺𝑡 =
∞
∑

𝑘=0
𝛾𝑘𝑅(𝑠𝑡+𝑘, 𝑎𝑡+𝑘), (10)

where 𝛾 ∈ [0, 1] is the discount factor. The agent uses multi-objective op-
timization to manage trade-offs between metrics. When improvements 
in one metric degrade others, the agent approximates Pareto-optimal 
solutions:

∄𝑠′ ∈ 𝑆, such that 𝑅(𝑠′) > 𝑅(𝑠) ∀𝑠 ≠ 𝑠′. (11)

A weighted objective function guides the optimization process:

𝐽 (𝑠) =
𝑛
∑

𝑖=1
𝜆𝑖𝑓𝑖(𝑚𝑖), (12)

where each 𝑚𝑖 is a performance metric observed in the current state 𝑠, 
and 𝑓𝑖(𝑚𝑖) is a transformation function applied to the metric 𝑚𝑖 to nor-
malize or scale it appropriately for aggregation. For example, 𝑓𝑖 may be 
an inverse function for latency metrics (to penalize higher values) or a 
proportional scaling for throughput metrics (to reward higher values). 
The weights 𝜆𝑖 represent the relative importance of each metric and can 
adapt over time based on system priorities or observed conditions. This 
formulation allows the agent to balance multiple, potentially conflicting 
objectives in a single scalar reward signal. A state 𝑠∗ is considered stable 
when small changes in the system do not lead to improvements in the 
objective function 𝐽 (𝑠), indicating convergence to an optimal or satis-
factory operating point. A state 𝑠∗ is considered stable when marginal 
changes do not yield improvements in the objective function:
∇𝑠𝐽 (𝑠∗) = 0, where 𝐽 (𝑠) = 𝔼[𝐺𝑡|𝑠0 = 𝑠]. (13)

The optimal policy is derived from the action-value function:
𝜋∗(𝑠) = argmax

𝑎∈𝐴
𝑄∗(𝑠, 𝑎), (14)

with 𝑄∗(𝑠, 𝑎) estimated through RL algorithms that support continuous 
control. The implementation compares algorithms based on the type of 

Table 6 
Comparison of RL algorithms for adaptation in the Oraculum model.
 Algorithm  Policy Type  Exploration Strategy  Adaptability Level
 Q-learning  Discrete 𝜖-greedy  Low
 PPO  Continuous  Clipped objective  High
 SAC  Continuous  Entropy regularization  Higher
 TD3  Continuous  Target smoothing  Higher

policy, the exploration strategy, and the response to the dynamics of the 
system (Tang et al., 2024). Table 6 summarizes these characteristics.

Rather than converging to a static policy, the RL agent continuously 
updates its decisions to accommodate changes in system state and exter-
nal conditions. The iterative optimization process adapts the policy over 
time, supporting resilient system behavior under fluctuating workloads 
and performance constraints.

The balance between exploration and exploitation was regulated by 
the learning algorithm selected for each experiment. Algorithms such as 
SAC and TD3 include entropy regularization and target smoothing, re-
spectively, which influence the diversity of actions selected during pol-
icy optimization. Excessive exploration may lead to unstable behavior 
during high-load phases, while overly exploitative policies can converge 
prematurely to suboptimal configurations. Incremental adjustment of 
entropy coefficients during training maintains exploratory behavior in 
early phases and promotes convergence in later stages. This strategy 
enhances policy robustness while minimizing unnecessary adaptations.

Table 7 details the key hyperparameters used for each RL algorithm 
in the experiments. These hyperparameters were selected empirically 
through preliminary tuning to balance learning stability, convergence 
speed, and adaptability to the Oraculum environment’s dynamic condi-
tions.

The learning rate controls the step size during gradient updates, with 
smaller values promoting stable convergence but slower learning. The 
discount factor balances the importance of immediate versus future re-
wards, set close to 1 to emphasize long-term performance. Batch size 
and replay buffer size influence the diversity and stability of training 
samples, with larger buffers helping to decorrelate experiences. Policy 
update frequency and target smoothing coefficients in SAC and TD3 help 
stabilize training by controlling how often and how smoothly the policy 
is updated. The entropy coefficient in SAC encourages exploration by 
adding randomness to the policy, which is auto-tuned during training 
to balance exploration and exploitation dynamically.

The neural network architectures for PPO, SAC, and TD3 consist of 
fully connected layers with ReLU activations, sized to provide sufficient 
capacity for modeling complex policies without overfitting. Q-learning 
uses a tabular approach suitable for discrete state-action spaces. These 
hyperparameters were chosen based on a combination of literature rec-
ommendations and empirical tuning on preliminary experiments within 
the Oraculum environment. This approach ensured that each algorithm 
could effectively learn adaptive policies under the system’s dynamic and 
heterogeneous conditions.

The sensitivity study assessed how different hyperparameter settings 
affect the reinforcement learning agent’s behavior. The analysis varied 
parameters such as learning rate, discount factor, batch size, and explo-
ration noise within representative ranges around the tuned values shown 
in Table 7. The learned policies and reward trajectories changed mini-
mally across configurations. TD3 kept stable convergence and consistent 
rewards, while SAC and PPO showed only minor oscillations under the 
same variations. These results demonstrate that the RL component in 
Oraculum maintains stable and coherent decision-making under moder-
ate hyperparameter changes, confirming the robustness of the adaptive 
process.

4.4.1.  State space (𝑆)
The state space 𝑆 defines the system’s current operational context 

based on a set of performance metrics. These metrics characterize mul-
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Table 7 
Key hyperparameters for RL algorithms used in Oraculum.
 Parameter  Q-learning  PPO  SAC  TD3
 Learning rate 1 × 10−3 3 × 10−4 3 × 10−4 3 × 10−4

 Discount factor (𝛾)  0.95  0.99  0.99  0.99
 Batch size  N/A (tabular)  64  100  100
 Replay buffer size  100,000  N/A  1,000,000  1,000,000
 Policy update frequency  N/A  N/A  Every step  Every 2 steps
 Target smoothing coefficient (𝜏)  N/A  N/A  0.005  0.005
 Entropy coefficient  N/A  N/A  Auto-tuned  N/A
 Network architecture  N/A  2 layers, 64 units  2 layers, 256 units  2 layers, 256 units
 Activation function  N/A  ReLU  ReLU  ReLU
 Exploration strategy 𝜖-greedy  Clipped surrogate  Entropy regularization  Target policy smoothing

tiple system dimensions, including hardware, network, software, and 
service-level performance. Each state 𝑠𝑡 ∈ 𝑆 aggregates real-time values 
used by the RL agent to determine adaptation actions.

The monitored metrics are grouped into the following categories:

• Hardware: CPU usage, memory usage, GPU utilization, and storage 
utilization. These indicators represent computational resource avail-
ability and consumption.

• Network: Latency, data transfer rate, and packet loss. These val-
ues reflect communication throughput and reliability between dis-
tributed system components.

• Software: Response time, throughput, and garbage collection dura-
tion. These features capture internal processing characteristics and 
execution efficiency.

• Service Level Agreements (SLA): Availability, resilience, and sta-
bility. These attributes relate to compliance with quality-of-service 
objectives defined by operational requirements.

Each metric is normalized to the interval [0.0, 1.0], enabling standard-
ized evaluation across heterogeneous sources. The RL module interprets 
this representation to track system conditions and apply configuration 
changes as necessary to maintain performance within predefined oper-
ational bounds.

4.4.2.  Possible actions in the RL agent
In the defined Markov Decision Process (MDP), the action space 𝐴

includes a set of discrete and parameterized operations that modify sys-
tem configurations. Each action is designed to influence performance-
related variables across hardware, network, software, and data man-
agement dimensions. The selection of actions is informed by the current 
system state and bounded by predefined operational constraints to pre-
serve system stability. Table 8 summarizes the available actions and cor-
responding parameter ranges. The RL agent selects from the following 
action categories:

• Scaling Operations: Adjusts computational resources, including 
CPU cores, memory allocation, GPU usage, and storage limits, in re-
sponse to workload variations.

• Node Management: Initiates node restarts when performance 
degradation indicators exceed acceptable thresholds, aiming to re-
store service responsiveness.

• Heuristic Adjustments: Modifies parameters for data filtering, ag-
gregation, and compression. These adjustments reduce data process-
ing overhead while preserving relevant information for downstream 
analytics.

• Resource Optimization: Increases or decreases CPU and memory 
allocation dynamically, based on predictive assessments of current 
and near-future system demands.

4.4.3.  Reward definition (𝑅)
The reward function quantifies the impact of each action taken by the 

RL agent based on system performance. The function ensures that bene-

Table 8 
Available actions and limits in the docker RL agent.
 Action  Effect  Limit
 Scale up CPU  Increase vCPUs by 1  Max +4 vCPUs
 Scale up Memory  Increase RAM by 512MB  Max +8GB
 Scale up GPU Memory  Allocate additional 512MB GPU memory  Max +8192MB
 Scale up Storage  Expand disk space by 10GB  Max +500GB
 Scale down CPU  Decrease vCPUs by 1  Min 1 vCPU
 Scale down Memory  Decrease RAM by 512MB  Min 512MB
 Scale down GPU Memory  Deallocate 512MB GPU memory  Min 512MB
 Scale down Storage  Reduce disk space by 10GB  Min 20GB
 Restart Node  Reboot instance  No limit
 Migrate to New Instance  Move workload to another VM  No limit
 Adjust Filtering  Modify data filtering threshold  Range [10%, 50%]
 Adjust Aggregation  Modify data block aggregation  Range [5, 50]
 Adjust Compression  Modify data compression ratio  Range [0.2, 0.9]
 Change Autoscaling Policy  Modify scaling strategy  Predefined policies
 Optimize Load Balancing  Adjust traffic distribution  Dynamic adjustment

ficial actions receive positive rewards, while actions that degrade perfor-
mance or unnecessarily increase resource allocation result in penalties. 
The reward function is defined as:

𝑅(𝑠𝑡, 𝑎𝑡) =
𝑛
∑

𝑖=1
𝑤𝑖𝑓𝑖(𝑚𝑖) − 𝑃 (𝑎𝑡), (15)

where:

• 𝑤𝑖 represents the weight assigned to each performance metric, re-
flecting its relative importance in maintaining system stability and 
efficiency,

• 𝑓𝑖(𝑚𝑖) is a normalization function that scales metric values to a uni-
form range, ensuring comparability across heterogeneous indicators,

• 𝑃 (𝑎𝑡) represents the penalty associated with a given action, discour-
aging unnecessary or inefficient resource allocation.

The total reward captures the trade-off between improvements in 
system performance and the cost associated with resource usage. Table 9 
defines the reward distribution for different scenarios.

The reward values and corresponding weights were defined empir-
ically through iterative experimentation, focusing on achieving stable 
convergence and balanced adaptation across workloads. Minor adjust-
ments allowed to enhance the sensitivity of the agent with respect to 
latency and throughput, as these metrics exert a more direct influence 
on user experience and perceived quality of service. The resulting con-
figuration exhibited consistent performance across multiple runs, con-
firming its reliability in promoting efficient resource utilization while 
maintaining overall system stability.

It is important to note that the adopted reward configuration is not 
static. The weights and reward magnitudes can be revalidated or ad-
justed according to the operational context, metric priorities, or hard-
ware constraints of different environments. This flexibility allows Orac-
ulum to generalize its reinforcement learning process while preserving 
the ability to fine-tune adaptation goals depending on deployment re-
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Table 9 
Reward and penalty values assigned to RL actions based on system 
performance impact.
 Condition  Reward
 CPU usage reduction by 3% (if above threshold)  +2.0
 Memory usage reduction by 256MB (if above threshold)  +1.5
 Decrease in response latency by 20ms  +3.0
 Increase in throughput by 5%  +2.5
 Reduction in packet loss by 0.5%  +1.8
 Improved energy efficiency by 2%  +1.5
 Increase in availability by 1%  +1.8
 Increase in resilience by 1.5%  +1.5
 CPU usage increase above optimal range −2.0
 Memory usage increase above optimal range −1.5
 Response latency increase by 20ms −3.0
 Throughput decrease by 5% −2.5
 Packet loss increase by 0.5% −1.8
 Availability reduction by 1% −1.8
 Resilience reduction by 1.5% −1.5

 Continuous scaling of CPU without performance gain −4.5
 Continuous scaling of memory without performance gain −3.5

quirements and specific performance objectives. The penalty function 
𝑃 (𝑎𝑡) applies when scaling operations increase CPU or memory without 
observable performance improvements:
𝑃 (𝑎𝑡) = 𝜆𝑐Δ𝐶𝑃𝑈 − 𝛿𝑐 + 𝜆𝑚 max(0,Δ𝑀𝑒𝑚 − 𝛿𝑚), (16)

where:

• 𝜆𝑐 and 𝜆𝑚 are penalty coefficients for CPU and memory usage,
• Δ𝐶𝑃𝑈 and Δ𝑀𝑒𝑚 represent the change in resource allocation,
• 𝛿𝑐 and 𝛿𝑚 are predefined thresholds.

Each metric 𝑚𝑖 is normalized and transformed by a function 𝑓𝑖(𝑚𝑖)
tailored to its characteristics. For latency-related metrics, 𝑓𝑖 is defined 
as an inverse function to penalize higher values, e.g., 𝑓𝑖(𝑚𝑖) =

1
1+𝑚𝑖

. For 
throughput or performance metrics, 𝑓𝑖 is proportional to the metric 
value, e.g., 𝑓𝑖(𝑚𝑖) =

𝑚𝑖
𝑚max

, where 𝑚max is the maximum observed value. 
This design ensures the reward function appropriately balances conflict-
ing objectives across heterogeneous metrics.

This formulation discourages unnecessary resource scaling, ensuring 
that actions optimize performance rather than simply consuming ad-
ditional resources. The reward function continuously guides the agent 
towards balancing resource allocation, performance, and efficiency.

4.5.  Problem formulation and parameter analysis

This section provides a comprehensive and explicit formulation of 
the optimization problem addressed by the Oraculum model, incorpo-
rating operational constraints and multi-objective considerations. It also 
presents an analysis of key configuration parameters and discusses how 
different workload characteristics affect model performance and reward 
stability.

Although the reinforcement learning (RL) objective in Eq. (11) is de-
fined as maximizing the expected cumulative reward, the overall prob-
lem can be more clearly expressed as a constrained multi-objective op-
timization task. The goal is to optimize multiple system performance 
metrics, such as latency, SLA compliance, and energy consumption, 
while respecting operational limits that ensure system reliability and 
efficiency. Formally, the problem can be stated as:

max
𝜋

𝔼

[ ∞
∑

𝑡=0
𝛾 𝑡𝑅(𝑠𝑡, 𝑎𝑡)

]

subject to
⎧

⎪

⎨

⎪

⎩

Latency(𝑠𝑡, 𝑎𝑡) ≤ 𝐿max
SLA Violations(𝑠𝑡, 𝑎𝑡) ≤ 𝑉max
Energy Consumption(𝑠𝑡, 𝑎𝑡) ≤ 𝐸max

where 𝐿max, 𝑉max, and 𝐸max represent maximum allowable latency, 
SLA violation thresholds, and energy budgets, respectively. These con-

straints are critical to ensure that the system operates within acceptable 
performance and resource usage boundaries.

The reward function used in the model combines multiple objec-
tives through a weighted summation of normalized metrics. However, 
this scalarization approach does not explicitly explore the Pareto front, 
the set of policies that optimally balance conflicting objectives. The ab-
sence of theoretical or empirical treatment of Pareto front exploration 
limits understanding of how the model balances trade-offs over time. 
Future work could incorporate multi-objective reinforcement learning 
techniques such as Pareto Q-learning or adaptive weight adjustment 
methods to enable dynamic balancing of objectives and approximation 
of Pareto-optimal policies under varying conditions.

The model’s modular adaptation pipeline (Section 3.3) includes nu-
merous configurable parameters (“knobs”) that influence learning and 
adaptation behavior. An ablation study systematically varied key pa-
rameters and measured effects on convergence speed, stability, and fi-
nal performance. Table 10 summarizes the parameters evaluated, their 
tested ranges, and observed impacts.

The ablation results indicate that reward weights are the primary 
factor in managing trade-offs among competing objectives, while learn-
ing rate and exploration parameters mainly affect training dynamics and 
stability. These findings highlight the importance of careful parameter 
tuning to achieve effective and stable adaptation.

Furthermore, the model was evaluated under different workload pat-
terns, including bursty traffic and steady-state conditions. Bursty work-
loads introduce rapid and unpredictable changes in system state, which 
increase reward volatility and slow convergence due to frequent shifts in 
the environment. In contrast, steady-state workloads provide more sta-
ble conditions that facilitate smoother learning and policy refinement. 
These observations emphasize the need for workload-aware adaptation 
strategies that can dynamically adjust learning parameters or incorpo-
rate workload prediction to maintain performance and robustness across 
diverse operational scenarios.

These clarifications and analyses contribute to a deeper understand-
ing of the Oraculum model’s design, highlighting how operational con-
straints and multiple objectives are incorporated into the optimization 
process. The parameter sensitivity study underscores the importance 
of tuning key hyperparameters to balance performance trade-offs ef-
fectively. Additionally, the evaluation under diverse workload patterns 
reveals the model’s adaptability and the challenges posed by dynamic 
environments, emphasizing the need for workload-aware strategies to 
maintain robust and efficient adaptation.

5.  Results

This section reports the evaluation outcomes of the Oraculum ar-
chitecture, with emphasis on adaptive behavior under varying work-
load conditions. The analysis includes metrics related to monitoring, 
prediction, and decision-making using the Twin-Delayed Deep Deter-
ministic Policy Gradient (TD3) RL algorithm. Evaluation criteria in-
clude adaptation efficiency, resource utilization, and system stability 
(Dehghan Shoorkand et al., 2024; Yadav & Vishwakarma, 2023).

The experiments focus on three main aspects. First, adaptation-
related metrics-MAT, AA, AO, and Adaptation Stability (AS)-are ana-
lyzed to quantify the performance of RL-based adjustments. Second, 
the architectural impact of adaptations is assessed across different lay-
ers of the system, including software, hardware, network, security, and 
service-level agreements (SLA). Third, the performance of the RL agent 
is examined in terms of action selection, reward accumulation, and de-
cision quality across episodes.

The evaluation scenario involves controlled variation of workload in-
tensities, gradually increasing system demand to observe the adaptation 
responses. The analysis quantifies how the architecture reallocates re-
sources, mitigates performance degradation, and maintains operational 
thresholds under dynamic execution conditions. The following subsec-
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Table 10 
Ablation study of key configuration parameters.
 Parameter  Tested Range  Impact on Performance
 Learning Rate [10−5 , 10−3]  Controls convergence speed; high values cause instability, low values slow learning
 Discount Factor (𝛾) [0.90, 0.999]  Balances importance of immediate vs. future rewards; higher values favor long-term optimization
 Reward Weights  Varied per metric  Most significant effect on balancing trade-offs between latency, energy, and SLA compliance
 Batch Size [32, 256]  Affects training stability and sample efficiency
 Replay Buffer Size [104 , 106]  Larger buffers improve experience diversity but increase memory and computation
 Exploration Parameters  Algorithm-dependent  Influence exploration-exploitation balance, affecting policy robustness and convergence

tions present a detailed breakdown of observed behaviors and corre-
sponding performance measurements.

5.1.  Performance evaluations

The prototype was executed in a containerized environment using 
Docker, hosted on a system equipped with an Intel Core i5-12400 proces-
sor, 16 GB of RAM, and a 500 GB SSD. Resource limits (CPU and mem-
ory) were managed via Docker commands, enabling controlled stress 
conditions. The evaluation simulated increasing workloads and fault 
scenarios to assess the system’s adaptive behavior (Gupta & Agarwal, 
2025; Sobieraj & Kotyński, 2024).

To ensure realistic and representative workload dynamics, the evalu-
ation relied on a combination of real-world IoT datasets and a controlled 
simulation environment. Specifically, it used three public IoT datasets–
SmartSantander, CityPulse, and the Intel Berkeley Research Lab-together 
with the SHiELD simulator as complementary sources of workload gen-
eration:

• SmartSantander: It provides large-scale, real-world urban IoT data 
collected from thousands of sensors deployed across the city of San-
tander (Spain). It includes environmental variables (temperature, 
humidity, air pollution), mobility traces, and network latency indi-
cators. Its high temporal resolution, heterogeneity, and open avail-
ability make it a well-recognized benchmark for validating smart-
environment models under realistic conditions. It was used to evalu-
ate predictive stability and context-adaptive decision-making under 
fluctuating urban workloads.

• CityPulse: It contains context-enriched data streams from multiple 
European cities, emphasizing events such as traffic congestion, envi-
ronmental monitoring, and urban energy demand. It was selected to 
test Oraculum’s capability to handle multi-source event fusion and 
dynamic context switching, supporting correlation between spatially 
distributed sensor nodes. This dataset validated Oraculum’s semantic 
reasoning and event-classification components.

• Intel Berkeley Research Lab: It provides indoor environmental 
monitoring data captured from 54 wireless sensor nodes operating 
within a laboratory network. It includes temperature, humidity, light 
intensity, and voltage readings sampled every 30 s. Although smaller 
in scale, its high sampling frequency and noise variation are valu-
able for evaluating the precision of short-term forecasting models 
and anomaly detection.

• SHiELD simulator: It extends these datasets by generating scalable, 
fault-injectable workloads based on their statistical profiles. It allows 
controlled reproduction of sensor behaviors, missing data, delays, 
and performance degradation scenarios. The simulator is therefore 
instrumental for validating Oraculum under repeatable yet realistic 
stress conditions, bridging the gap between real-world heterogeneity 
and controlled testing environments.

Among these sources, SmartSantander served as the primary evalua-
tion dataset, while CityPulse and Intel Berkeley Research Lab data allowed 
for calibrating and cross-validate predictive and semantic components. 
The SHiELD simulator acted as the workload orchestrator to ensure re-
peatability and reproducibility across experiments. This combination 
guarantees that the datasets collectively represent urban, industrial, and 

laboratory IoT settings, capturing both spatial and temporal diversity re-
quired for comprehensive adaptive-system evaluation.

To ensure transparency and reproducibility, the datasets used in the 
evaluation were fully characterized in terms of scale, variability, and sta-
tistical properties. The SmartSantander dataset comprises approximately 
2.4 million records collected from more than 20,000 sensors distributed 
throughout the city of Santander (Spain), covering environmental and 
mobility parameters such as temperature, humidity, CO2, NO2, traffic 
intensity, and network latency. The dataset exhibits natural daily vari-
ation of up to 18% across measurements, with approximately 4.3% of 
missing values. These were treated using stochastic interpolation and 
Z-score normalization to ensure consistency with other sources.

The CityPulse dataset includes around 1.2 million multimodal events 
from six European cities, including IoT data on traffic, parking, energy 
use, and air quality. Roughly 12% of entries contain noise or incomplete 
context annotations, which were filtered using a dynamic thresholding 
approach based on variance deviation. The resulting dataset has medium 
temporal density and contextual diversity, making it ideal for validating 
semantic reasoning models.

The Intel Berkeley Research Lab dataset consists of about 2.3 million 
environmental samples captured from 54 wireless sensor nodes within 
a controlled indoor network. Measurements include temperature, hu-
midity, light intensity, and voltage collected every 30 s. Its relatively 
uniform sampling rate and narrow signal variance (standard deviation 
= 0.07) allow fine-grained testing of Oraculum’s anomaly-detection ca-
pability. All datasets were preprocessed using min-max normalization 
and aligned to a common timestamp resolution. The resulting unified 
data stream was then used by the SHiELD simulator to reproduce real-
istic workloads and controlled fault conditions.

The testing strategy introduced three workload levels (low, medium, 
and high) each with predefined conditions:

• Low Load: The system operated under minimal resource usage, with 
the SHiELD simulator generating lightweight periodic requests. Con-
tainers were constrained to a small fraction of CPU and memory 
(Morabito, 2017; Sun et al., 2024; Xu & Buyya, 2019).

• Medium Load: Additional concurrent processes simulated database 
access and API traffic. CPU and memory demand increased progres-
sively, emulating real-world workload escalation. Docker resource 
limits were dynamically reconfigured to accommodate usage growth 
(Morabito, 2017; Raibulet et al., 2023).

• High Load: Stress operations introduced computational bottlenecks, 
including encryption, recursive calculations, and large in-memory 
datasets. Faults were injected by restarting services and introduc-
ing API delays. These actions tested the system’s response to fail-
ures and performance degradation (Al-Sharafi et al., 2023; Velrajan 
& Sharmila, 2023).
Stress conditions were applied as follows:

• CPU Stress: High-intensity threads executed mathematical opera-
tions, controlled via:
docker update --cpus=X container (17)

• Memory Stress: Memory-bound tasks allocated persistent high-
dimensional objects, and memory limits were configured using:
docker update --memory=Y container (18)
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Table 11 
Test scenarios and system load increase.
Plan CPU (%) Mem. 

(MB)
Dataset Size Load Increase Method

Low 
Load

10–30 100–300 100,000 records The SHiELD simulator generates periodic low-intensity requests. Containers are allo-
cated 0.5 CPU cores and 200MB RAM to ensure low computational overhead.

Medium 
Load

40–70 400–700 200,000 records The SHiELD simulator increases the number of requests proportionally. More concur-
rent database transactions and API calls are generated. CPU allocation is raised to 1.5 
cores, and memory is increased to 600MB.

High 
Load

80–100 800–1200 400,000 records CPU-intensive tasks such as recursive calculations, encryption, and high-frequency 
logging are executed. Some nodes are manually terminated to simulate failures, re-
distributing the load among the remaining nodes.

• Failure Injection: Critical services were restarted, nodes termi-
nated, and artificial API delays inserted to simulate failures and net-
work congestion.

Throughout the tests, the monitoring architecture collected metrics 
such as CPU and memory usage, response time, disk I/O, garbage collec-
tion frequency, and system availability. The strategy ensured repeata-
bility and allowed observation of adaptive responses under escalating 
demands.

Table 11 summarizes the defined load levels and associated stress 
characteristics. The table provides an overview of the controlled in-
crease in system stress and the corresponding methods applied to induce 
workload growth.

Figs. 5 and 6 illustrate the CPU and memory usage of each monitored 
service over a 30-min period. The graphs show how resource consump-
tion evolves as the system transitions between different load levels.

The red vertical line represents the transition from low load to 
medium load at the 10-min mark. The blue vertical line indicates the 
transition from medium load to high load at the 20-min mark. These 
transitions mark moments when additional computational stress was 
applied, either by increasing concurrent requests, introducing heavier 
workloads, or simulating failures.

In Fig. 5, CPU usage remains low in the initial phase, with most ser-
vices operating below 15%. As the load increases after the first transi-
tion, services such as the Training-Scheduler and RL-Engine show a notice-
able increase in CPU consumption. This is expected since model train-
ing and RL require significant processing power. The Trigger-Service and 
Prediction-Service also experience a rise in CPU usage, reflecting the in-
creased number of alerts being processed. By the high-load phase, CPU 
usage stabilizes at higher levels, with services such as the RL-Agent and 
Action-Service operating near their capacity limits.

Fig. 6 presents memory consumption trends. At low load, memory 
usage remains relatively stable, with minimal fluctuations. As the system 
transitions to medium load, services like the Training-Scheduler and RL-
Engine start consuming more memory due to the increasing size of data 
batches and models being processed. The Data-Collector and Prediction-
Service also show gradual memory growth, reflecting the accumulation 
of incoming data and predictions being generated. By the high-load 
phase, the RL-Engine reaches its peak memory usage, highlighting the 
computational demands of RL updates. Other services, such as the On-
tology Integration and API Collector, experience moderate increases, while 
the Action-Service maintains a steady memory footprint.

The observed trends confirm the expected workload behavior un-
der different load conditions. During the high-load phase, the heavy 
computational demands services exhibit the highest resource consump-
tion, demonstrating the system’s ability to allocate processing power and 
memory where needed. The results also indicate that resource utiliza-
tion does not immediately spike at transition points but gradually adapts 
to the increased demand, reflecting a realistic workload progression.

Table 12 presents resource utilization metrics for each node under 
increasing workload levels. The results include CPU and memory usage, 
as well as execution times for component-specific operations. The anal-

Table 12 
Summary of monitored measurements for each node at different load levels.
 Node Metric  Low  Medium  High
 API Collector
 CPU Usage (%)  10.3–14.8  19.6–28.9  41.2–59.7
 Memory Usage (MB)  152.7–248.3  257.4–487.2  505.9–793.5
 Response Time (ms)  12.5–28.4  31.2–96.7  108.9–294.6
 Ontology Integration
 CPU Usage (%)  4.9-9.7  14.2–23.8  32.5–49.1
 Memory Usage (MB)  98.3–189.5  203.1–392.7  410.6–695.8
 SWRL Query Execution Time (ms)  53.4–143.6  164.8–388.3  426.1–784.2
 Dataset-Builder
 CPU Usage (%)  14.7–19.2  26.4–34.1  46.7–68.5
 Memory Usage (MB)  207.5–289.2  312.6–587.9  621.4–892.3
 Dataset Generation Time (s)  6.3–14.7  18.4–38.9  44.5–88.2
 Training-Scheduler
 CPU Usage (%)  19.8–29.1  37.3–48.5  62.7–79.2
 Memory Usage (MB)  314.5–496.2  512.7–798.3  845.9–1187.3
 Model Training Time (s)  35.7–118.4  125.3–298.7  320.5–882.1
 Data-Collector
 CPU Usage (%)  11.4–19.2  23.8–33.9  42.5–69.3
 Memory Usage (MB)  153.2–292.6  317.5–589.8  635.7–889.4
 Data Transfer Rate (Mbps)  12.6–28.5  34.2–76.8  85.9–147.4
 Prediction-Service
 CPU Usage (%)  12.9–18.5  22.3–34.2  39.6–68.7
 Memory Usage (MB)  186.5–342.1  357.8–684.9  718.6–998.4
 Prediction Latency (ms)  21.3–48.7  55.2–144.9  162.3–396.5
 Trigger-Service
 CPU Usage (%)  9.7–14.9  18.5–27.4  33.2–49.6
 Memory Usage (MB)  204.8–289.6  314.3–487.1  526.7–695.9
 Trigger Processing Time (ms)  11.4–28.6  33.7–95.2  113.8–247.3

 RL-Engine
 CPU Usage (%)  24.3–33.8  38.5–52.4  61.9–89.1
 Memory Usage (MB)  414.6–589.2  618.7–876.1  954.3–1194.8
 RL Model Decision Time (ms)  56.2–143.8  169.4–387.2  439.3–984.7
 RL-Agent
 CPU Usage (%)  17.6–27.9  31.4–48.2  52.8–79.6
 Memory Usage (MB)  362.1–487.5  523.6–789.4  846.7–1103.2
 Action Selection Time (ms)  22.5–48.3  55.6–144.1  168.7–393.6
 Action-Service
 CPU Usage (%)  13.8–21.6  27.9–38.7  41.6–68.3
 Memory Usage (MB)  229.3–392.5  428.7–693.2  754.1–899.8
 Action Processing Time (ms)  12.2–28.9  34.1–96.4  118.3–294.1

ysis focuses on variations observed during the transition from low to 
high system load.

The API Collector, responsible for gathering metrics from multiple 
services, shows a steady rise in CPU and memory usage as the number 
of collected data points increases. Under high load, response times grow 
significantly due to the volume of requests being processed simultane-
ously. Since this component is responsible for maintaining a continuous 
data stream, any delay at this stage affects all subsequent processing 
steps.
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Fig. 5. CPU usage over time for monitored services.

Similar behavior is observed in the Ontology Integration service, 
which applies SWRL queries to classify instances based on real-time 
data. As the number of metrics collected increases, the query execution 
time also expands, requiring more processing resources. The complexity 
of reasoning grows as more instances are evaluated, leading to a notice-
able increase in CPU and memory usage at high loads. This behavior 
highlights the computational cost of integrating real-time data into an 
ontology-based classification system.

The Dataset-Builder plays a critical role in structuring historical data 
for machine learning tasks. During low load, dataset generation remains 
relatively lightweight, but as more data points accumulate, the compu-
tational effort required to process and store them increases. The CPU 
and memory usage rise significantly in high-load scenarios, reflecting 
the higher volume of data being transformed and saved. The dataset 
generation time also escalates, indicating that larger datasets require 
proportionally more resources to be structured and formatted.

The Training-Scheduler, responsible for the construction of predic-
tive models, exhibits one of a particularly noticeable increase in re-
source consumption. As more data is fed into the system, model training 

becomes computationally expensive, with processing times increasing 
from seconds to several minutes. The CPU and memory demand inten-
sifies under high load as the system attempts to optimize model param-
eters and evaluate different learning algorithms. This component is par-
ticularly affected by workload variations, as the efficiency of the entire 
predictive model depends on its ability to train models effectively.

Once models are trained, the Prediction-Service performs real-time 
inference to forecast future system behavior. As the volume and com-
plexity of the incoming data increases, the usage of CPU and memory 
increases, leading to an increase in the prediction latency. This latency 
is critical, as delayed predictions can reduce the effectiveness of proac-
tive system adjustments. The high-load scenario reveals how inference 
operations become progressively slower, emphasizing the need for com-
putational efficiency when making real-time predictions.

The Data-Collector continuously transfers metrics from monitored 
components to the prediction pipeline. As workload increases, data 
transfer rates escalate, leading to higher CPU and memory usage. The 
rising throughput under high load places additional pressure on the sys-
tem, as more resources are required to handle incoming data streams 
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Fig. 6. Memory usage over time for monitored services.

while maintaining responsiveness. The efficiency of data transfer di-
rectly impacts downstream services, particularly those involved in real-
time inference and decision-making (Hameed et al., 2021).

When anomalies are detected, the Trigger-Service initiates corrective 
actions based on predefined policies. This service shows a gradual in-
crease in resource consumption, with trigger processing times growing 
as more alerts are generated. Under high load, the increased number 
of anomaly detections leads to a higher processing burden, reinforcing 
the importance of maintaining a balance between detection speed and 
action execution.

The RL-Engine is responsible for dynamically adjusting system pa-
rameters through RL. As system complexity grows, the RL model needs 
to evaluate a broader set of states and potential actions, increasing its 
computational demand. The decision time expands under high load, 
reflecting the increased effort required to determine optimal system
adjustments. This behavior indicates that RL-based adaptation intro-
duces additional latency, which must be managed to ensure timely re-
sponses.

Once an action is selected, the RL-Agent executes the necessary sys-
tem adjustments. Under low load, decisions are infrequent, leading to 

minimal resource consumption. However, as anomalies become more 
common, the agent must evaluate system conditions more frequently, 
leading to increased CPU and memory usage. The action selection time 
grows significantly under high load, reflecting the complexity of deter-
mining the best response given multiple concurrent system changes.

Finally, the Action-Service applies the selected adjustments and val-
idates system modifications. At low load, actions are rare, keeping 
processing times minimal. As workload increases, a higher number of
corrective actions is required, leading to greater resource usage. The ex-
ecution time for each action grows under high load, emphasizing the 
impact of frequent system modifications on overall stability.

These results highlight how each component of the monitoring ar-
chitecture scales with increasing demand. CPU and memory consump-
tion rise proportionally to workload intensity, and processing times re-
flect the computational cost of handling larger data volumes. Services 
directly involved in real-time decision-making, such as the Prediction-
Service and RL-Engine, exhibit particularly high sensitivity to increased 
loads. The structured evaluation of system behavior under different con-
ditions ensures that performance bottlenecks and potential optimization 
areas are identified.
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Table 13 
Evaluation metrics summary.
 Metric  Formula  Interpretation
 Core Metric - Geometric Evaluation
 Polygon Area Metric (PAM) 1

2

∑𝑛−1
𝑖=1 |(𝑦𝑖 − 𝑦̂𝑖)(𝑡𝑖+1 − 𝑡𝑖)|  Measures geometric deviation between predicted and actual values, capturing overall trend differences.

 Regression Metrics - Statistical Evaluation
 Mean Normalized Bias (MNB) 1

𝑛

∑𝑛
𝑖=1

𝑦𝑖−𝑦̂𝑖
𝑦𝑖

 Identifies systematic bias in predictions.
 Mean Absolute Scaled Error (MASE)

∑𝑛
𝑖=1 |𝑦𝑖−𝑦̂𝑖 |

1
𝑛−1

∑𝑛
𝑖=2 |𝑦𝑖−𝑦𝑖−1 |

 Compares performance against a naïve baseline.
 Normalized RMSE (NRMSE)

√

1
𝑛

∑𝑛
𝑖=1 (𝑦𝑖−𝑦̂𝑖 )2

𝑦max−𝑦min
 Normalized measure of prediction error.

 Adjusted 𝑅2 1 −
(

(1−𝑅2 )(𝑛−1)
𝑛−𝑝−1

)

 Adjusts 𝑅2 for the number of predictors, preventing overfitting.
 Nash-Sutcliffe Efficiency (NSE) 1 −

∑𝑛
𝑖=1 (𝑦𝑖−𝑦̂𝑖 )

2

∑𝑛
𝑖=1 (𝑦𝑖−𝑦̄)2

 Evaluates predictive accuracy relative to data variability.
 Classification Metrics - Model Discrimination
 Accuracy (CA) 𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
 Proportion of correctly classified instances.

 Sensitivity (SE) 𝑇𝑃
𝑇𝑃+𝐹𝑁

 Proportion of correctly identified positive instances.
 Specificity (SP) 𝑇𝑁

𝑇𝑁+𝐹𝑃
 Proportion of correctly identified negative instances.

 AUC  —  Measures the ability to rank positive instances higher than negative ones.
 F1 Score 2 × 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛×𝑅𝑒𝑐𝑎𝑙𝑙

𝑃 𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙𝑙
 Balances precision and recall in imbalanced datasets.

5.2.  Prediction results

Evaluation of model performance in both regression and classifica-
tion tasks uses a combination of geometric and statistical metrics. The 
Polygon Area Metric (PAM) serves as the central metric, measuring geo-
metric deviation between predicted and actual time series values. Unlike 
traditional statistical metrics, PAM captures overall trend differences 
rather than isolated errors, making it suitable for time-dependent pre-
dictions. The formula for PAM is:

𝑃𝐴𝑀 = 1
2

𝑛−1
∑

𝑖=1

|

|

(𝑦𝑖 − 𝑦̂𝑖)(𝑡𝑖+1 − 𝑡𝑖)|| (19)

where 𝑦𝑖 and 𝑦̂𝑖 are the actual and predicted values at time 𝑖, 𝑡𝑖 is the 
corresponding time step, and 𝑛 is the total number of observations (Ay-
demir, 2021).

Since PAM alone does not capture all aspects of model accuracy, ad-
ditional statistical metrics were used to complement its evaluation. In 
regression tasks, Mean Normalized Bias (MNB) detects systematic over- 
or under-estimations, Mean Absolute Scaled Error (MASE) compares the 
model to a naïve baseline, and Normalized Root Mean Squared Error 
(NRMSE) standardizes errors across different scales. Adjusted R-squared 
(𝑅2

𝑎𝑑𝑗) prevents overestimation of model fit, while Nash-Sutcliffe Effi-
ciency (NSE) evaluates predictive performance against observed vari-
ance.

For classification tasks, Accuracy (CA), Sensitivity (SE), and Speci-
ficity (SP) measure correct classifications, while Area Under the Curve 
(AUC) assesses the model’s ability to distinguish between classes. The 
F1 Score balances precision and recall, ensuring reliable evaluation in 
imbalanced datasets. Table 13 summarizes the applied metrics, their 
formulas, and interpretations.

The evaluation model provides a structured assessment of model ac-
curacy across different learning tasks by combining PAM with statisti-
cal and classification metrics. PAM ensures the detection of long-term 
trends, while statistical metrics refine the analysis of prediction errors 
and classification quality. Fig. 7 shows the performance of regression 
models across CPU, memory, GPU, and storage. The linear regression 
model exhibited stable performance but struggled in scenarios where 
relationships between variables were nonlinear. The decision tree re-
gressor captured more complex patterns but was sensitive to overfit-
ting, leading to varying performance across different metrics. The neu-
ral network models demonstrated higher adaptability, particularly NN2 
and NN3, which incorporated additional layers and dropout to enhance 
generalization. NN3 achieved more balanced results, especially in CPU 
and storage metrics, indicating that regularization helped mitigate over-
fitting. The results suggest that deeper architectures performed better 

when capturing intricate relationships in the dataset, while simpler mod-
els remained competitive in cases where patterns were less complex.

Fig. 8 illustrates the performance of the classification models. De-
cision tree and logistic regression models provided competitive results, 
particularly in CPU and storage, where decision boundaries were well-
defined. Neural networks demonstrated improvements in memory and 
GPU-related metrics, where feature extraction played a more signifi-
cant role in distinguishing classes. The deeper structures of NN2 and 
NN3 provided enhanced decision-making capabilities by capturing hier-
archical relationships in the data. However, the increased complexity of 
NN3 did not always translate into better performance, as its gains were 
marginal compared to NN2 in certain cases. Logistic regression showed 
stable results, particularly in structured datasets with clearer separabil-
ity. The decision tree classifier achieved reasonable performance but 
exhibited variations due to its sensitivity to small fluctuations in the 
dataset.

The results highlight how model complexity influences predictive 
accuracy. Neural networks captured deeper relationships in complex 
datasets, while simpler models such as decision trees and logistic re-
gression remained effective when patterns were well-defined. The se-
lection of an appropriate model depends on the dataset characteristics, 
balancing interpretability, computational cost, and adaptability to vary-
ing conditions.

In the broader evaluation, the analysis of software and network met-
rics reinforced the observed trends. For software performance, deeper 
neural networks (NN2 and NN3) consistently outperformed linear re-
gression and decision tree models, especially in metrics sensitive to 
non-linear relationships and generalization, such as NRMSE and NSE. 
For example, NN3 achieved an NRMSE as low as 0.12 and an NSE of 
0.91 in latency prediction tasks, while linear regression and decision 
trees exhibited higher error rates and lower stability, with NRMSE val-
ues above 0.20 in more complex scenarios. Logistic regression main-
tained stable results in throughput classification, with F1-scores around 
0.81, but was surpassed by neural networks, which reached F1-scores 
above 0.88 in several tasks. The use of dropout in NN3 further improved 
generalization, particularly in garbage collection time and throughput 
predictions.

Similarly, for network-related metrics, the regression and classifica-
tion results confirmed the advantage of deep learning approaches. NN2 
and NN3 achieved the lowest prediction errors and highest classifica-
tion scores, with NN2 reaching an NRMSE of 0.10 and an AUC of 0.93 
in packet loss prediction. Decision trees and logistic regression models 
remained competitive in well-structured cases but struggled with recall 
and sensitivity in more variable conditions, with sensitivity values drop-
ping below 0.75 in some packet loss scenarios. The improvements ob-
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Fig. 7. Regression model performance across hardware-related metrics.

served with deeper neural networks highlight the importance of model 
complexity for capturing the multifaceted nature of both software and 
network performance, while also emphasizing the need to balance com-
plexity with interpretability and computational efficiency depending on 
the application context. The complete set of results, including detailed 
tables and additional metrics for all experiments, is available in the 
project’s GitHub repository.3

Table 14 summarizes the average evaluation metrics obtained for 
both anomaly detection and regression tasks. These metrics provide 
a detailed view of the system’s performance in correctly identifying 
anomalies and accurately predicting system behavior.

The false positive rate (FPR) and false negative rate (FNR) are 
particularly important for understanding the practical impact of the 
model. A low FPR (5.2% for classification and 4.8% for regression) in-
dicates that the system rarely triggers unnecessary adaptations, which 
helps avoid wasted resources and potential performance degradation 
caused by false alarms. Conversely, the FNR (7.1% for classification 
and 6.5% for regression) reflects the proportion of true anomalies that 
the system fails to detect, representing a risk of missed critical events 

3 https://github.com/DarlanNoetzold/Oraculum-Model

that could lead to system instability or SLA violations. Balancing these 
rates is important to ensure reliable and efficient adaptation, and the 
reported values demonstrate that Oraculum maintains this balance 
effectively.

5.3.  RL agent results

This section presents the performance evaluation of the proposed 
architecture, incorporating key adaptation metrics to assess its effec-
tiveness. The evaluation includes MAT, AA, AO, and adaptation stabil-
ity (AS). These metrics quantify how efficiently and effectively the sys-
tem responds to environmental changes and adaptive actions. The MAT 
measures the elapsed time between anomaly detection and completed 
adaptation:

𝑀𝐴𝑇 =
∑𝑛

𝑖=1(𝑡end-adaptation − 𝑡detection)
𝑛

(20)

The AA quantifies the percentage of successful adaptations that effec-
tively mitigate detected issues:

𝐴𝐴 =
Number of successful adaptations

Total number of adaptations performed × 100 (21)
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Fig. 8. Classification model performance across hardware-related metrics.

Table 14 
Summary of evaluation metrics for anomaly detection and regression tasks (average values).
 Metric  Value  Description
 Precision  87.5%  Proportion of correctly identified positive instances
 Recall (Sensitivity)  82.3%  Proportion of actual positives correctly identified
 F1-score  84.8%  Harmonic mean of precision and recall
 False Positive Rate (FPR)  5.2%  Proportion of negatives incorrectly classified as positive
 False Negative Rate (FNR)  7.1%  Proportion of positives incorrectly classified as negative
 Accuracy (CA)  90.2%  Overall proportion of correct classifications
 Specificity (SP)  94.8%  Proportion of actual negatives correctly identified
 AUC  0.91  Area under the ROC curve, measure of ranking quality
 Polygon Area Metric (PAM)  0.035  Geometric deviation between predicted and actual values
 Mean Normalized Bias (MNB)  0.012  Systematic bias in predictions
 Mean Absolute Scaled Error (MASE)  0.85  Error relative to naïve baseline
 Normalized RMSE (NRMSE)  0.10  Normalized root mean squared error
 Adjusted 𝑅2  0.87  Goodness of fit adjusted for predictors
 Nash-Sutcliffe Efficiency (NSE)  0.82  Predictive accuracy relative to data variance
 False Positive Rate (FPR) (Regression)  4.8%  Rate of false alarms in regression residuals
 False Negative Rate (FNR) (Regression)  6.5%  Rate of missed anomalies in regression residuals
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Fig. 9. Learning curve of TD3, the best-performing RL model with rapid con-
vergence and stable rewards.

The AO evaluates the additional resource consumption introduced by 
the adaptation process:

𝐴𝑂 =
Resource usage after − Resource usage before

Resource usage before × 100 (22)

Finally, adaptation stability (AS) assesses how stable system perfor-
mance remains after adaptation:

𝐴𝑆 = 1
𝜎2performance post-adaptation

(23)

The proposed Oraculum achieved a very low MAT of 0.05 s, high AA 
of 97%, minimal AO of 2%, and system stability reaching 98%. The 
learning process of RL models was evaluated using Q-learning, PPO, 
SAC, and TD3 over 2000 episodes. Each model demonstrated different 
levels of convergence, stability, and policy effectiveness.

Identical experimental conditions (same environment dynamics, re-
ward function, observation and action spaces, and random seeds) en-
sured a fair comparison among RL algorithms during training and eval-
uation. Hyperparameters were systematically tuned for each algorithm 
using a two-stage procedure. First, a coarse grid search explored learn-
ing rate, discount factor 𝛾, and target-update related parameters within 
ranges commonly reported in the literature for continuous control tasks. 
Second, a finer local search refined the best-performing region for each 
algorithm. The following hyperparameter ranges were considered for 
all actor-critic methods (PPO, SAC, TD3): learning rate in {1 × 10−5, 3 ×
10−5, 1 × 10−4, 3 × 10−4, 1 × 10−3}, discount factor 𝛾 ∈ {0.95, 0.97, 0.99}, 
and batch size in {128, 256, 512}. Additional algorithm-specific param-
eters were tuned within standard ranges: for PPO, clipping coefficient 
∈ {0.1, 0.2, 0.3} and update epochs ∈ {5, 10}; for SAC, target entropy scal-
ing and temperature learning rate; for TD3, policy delay ∈ {1, 2} and 
target policy noise standard deviation ∈ {0.1, 0.2, 0.3}. Q-learning used 
a discrete action approximation and followed a dedicated grid search 
for learning rate and 𝛾 in the same ranges. For each configuration, per-
formance was averaged over 30 independent runs to mitigate sensitivity 
to random initialization.

Among the reinforcement learning algorithms evaluated, TD3 
achieved the best overall performance. As shown in Fig. 9, TD3 exhib-
ited the highest reward accumulation and the lowest variance across 
training episodes. Its twin-delayed update mechanism and target policy 
smoothing contributed to rapid convergence and robust policy stability, 
efficiently mitigating overestimation bias and preventing abrupt policy 
changes. The learning curve demonstrates a swift increase in reward fol-
lowed by consistent convergence, indicating that TD3 effectively iden-
tified optimal adaptation actions in the Oraculum environment.

The comparative analysis across algorithms considered both conver-
gence speed and stability. Convergence speed was measured as the num-
ber of episodes required to reach 90% of the maximum average reward 
observed for that algorithm. Stability was measured as the inverse of 
the reward variance over the last 500 training episodes. Table 15 sum-
marizes the mean and standard deviation of these metrics over 30 runs. 

Table 15 
Convergence speed and stability statistics (mean ± standard de-
viation over 30 runs).
 Algorithm  Episodes to 90% max reward  Reward variance
 Q-learning > 2000 (no stable convergence)  high, unstable
 PPO 643 ± 61 0.182 ± 0.024
 SAC 587 ± 52 0.149 ± 0.019
 TD3 𝟒𝟏𝟐 ± 𝟑𝟕 𝟎.𝟎𝟗𝟔 ± 𝟎.𝟎𝟏𝟓

TD3 converged in 412 ± 37 episodes, compared to 587 ± 52 for SAC and 
643 ± 61 for PPO, and achieved the highest stability with the lowest re-
ward variance in the late training phase.

Pairwise comparisons between TD3 and the other algorithms used 
two-sample t-tests over the 30 independent runs to validate these dif-
ferences statistically. For convergence speed, TD3 significantly outper-
formed PPO and SAC (TD3 vs. PPO: 𝑝 = .003; TD3 vs. SAC: 𝑝 = .011). For 
stability, measured as the variance of rewards in the last 500 episodes, 
TD3 also showed statistically lower variance (TD3 vs. PPO: 𝑝 = .007; 
TD3 vs. SAC: 𝑝 = .019). All p-values were below the 0.05 threshold, indi-
cating statistically significant improvements in both convergence speed 
and stability. Q-learning exhibited substantially slower convergence and 
higher variance, and therefore was not competitive in this continuous 
control setting.

Given these results, TD3 was selected as the reinforcement learn-
ing algorithm for all subsequent Oraculum experiments and evaluations. 
The learning curves and detailed results for Q-learning, PPO, and SAC, 
including their respective limitations in convergence speed, reward sta-
bility, and peak performance, are available in the project’s GitHub repos-
itory4. This choice ensures that the adaptation strategies employed by 
Oraculum are both efficient and robust, leveraging the strengths of TD3 
in complex, dynamic environments.

A key rationale for selecting TD3 as the primary RL method in Oracu-
lum lies in its ability to address common challenges faced by other algo-
rithms in continuous control tasks. Unlike Q-learning, which is limited 
to discrete action spaces and often struggles with convergence in com-
plex environments, TD3 operates effectively in continuous action do-
mains. Compared to PPO, which can experience reward fluctuations due 
to its clipped objective, TD3 employs twin-delayed updates and target 
policy smoothing to stabilize training and reduce overestimation bias. 
While SAC also provides strong stability through entropy regularization 
and automatic tuning of exploration, TD3’s deterministic policy and de-
layed updates enable it to learn more precise and efficient adaptation 
strategies. This combination results in faster convergence and higher 
accumulated rewards, as reflected in Tables 16 and 15, making TD3 a 
suitable choice for optimizing system performance in dynamic and het-
erogeneous smart environments.

The system’s operational performance was assessed across multiple 
categories, including software, hardware, network, security, and SLA 
metrics. Figs. 10–13 present the results, highlighting how the architec-
ture responded to different workload conditions and adaptation pro-
cesses.

Fig. 10 illustrates the trends in software performance metrics over 
time. Throughput increased steadily, indicating that the system handled 
a growing number of requests while maintaining processing capacity. 
Response latency and garbage collection time exhibited a downward 
trend, suggesting improvements in task scheduling and memory man-
agement. These trends indicate that the RL agent’s adaptive strategies 
contributed to better workload distribution and resource allocation.

The gradual decrease in response latency suggests that adjustments 
in CPU and memory allocation reduced bottlenecks and improved over-
all system responsiveness. The increasing throughput demonstrates that 
the system sustained a consistent processing rate despite variations in 

4 https://github.com/DarlanNoetzold/Oraculum-Model
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Table 16 
Count and reward for each action across models, reflecting variations in RL decision-making.
 Action  Q-learning  PPO  SAC  TD3

 Count  Reward  Count  Reward  Count  Reward  Count  Reward
 scale up cpu  917 −318.50  1348  4148.75  792  4998.50  803  6397.25
 scale up memory  148 −218.75  1395  3602.30  983  5321.45  1347 −6153.20
 scale up gpu  1047  397.50  623  4998.75  1583 −5532.50  123  6351.75
 scale up storage  977 −498.25  498  4201.80  1498  5202.35  583  6663.10
 scale down cpu  298  347.25  523  4702.45  303  5298.75  1203  6801.50
 scale down memory  703 −247.80  693  4302.60  183  4901.25  1698  7702.75
 scale down gpu  113  382.25  178  4798.50  653  4312.75  733  6302.40
 scale down storage  503 -268.90  583  4602.35  323  5501.80  1697  6663.15
 restart node  463 −387.50  478  3998.75  793  5432.25  1398  7173.50
 increase cpu  663 −458.20  898  4701.60  1233  6502.45  1647  7113.75
 increase memory  703 −228.75  1398  4401.85  1083  5102.10  1103  6661.90
 adjust filter  643 −297.50  598  4912.30  453  4621.75  1008  6303.25
 adjust aggregation  1098 −388.90  283  3102.45  1498 −5603.50  1703  6402.10
 adjust compression  83  422.50  1498  4113.25  923  5801.80  653  6293.75

Fig. 10. Evaluation of software performance metrics.

Fig. 11. Evaluation of hardware resource utilization.

workload. The declining garbage collection time indicates that memory 
management mechanisms, such as heap allocation and object recycling, 
functioned efficiently, reducing the need for frequent and prolonged 
garbage collection cycles.

Fig. 11 presents the utilization trends for CPU, memory, GPU, and 
storage throughout the monitored period. CPU and memory usage in-
creased significantly at the beginning, likely due to system initialization 
and workload adaptation. As the system adjusted its resource alloca-
tion, both metrics stabilized, suggesting that the RL agent effectively 
optimized hardware utilization over time.

GPU usage remained consistently low, indicating that the compu-
tational workload relied primarily on CPU processing rather than GPU-
accelerated tasks. This pattern suggests that the system’s adaptive strate-
gies focused on CPU-bound operations, which aligns with the nature 
of the workload being executed. Storage utilization exhibited minimal 
variation, with low overall usage. The absence of significant fluctuations 
suggests that the system did not require extensive disk operations, in-
dicating that caching and memory-based processing were sufficient to 
handle data requirements.

Fig. 12 presents the variations in network performance metrics, in-
cluding latency, data transfer rate, and packet loss, across multiple mon-
itoring iterations. Initially, latency increased sharply, likely due to fluc-

Fig. 12. Analysis of network performance metrics.

Fig. 13. Analysis of service level metrics.

tuations in resource allocation and network congestion. As the system 
adjusted to workload demands, latency gradually decreased and reached 
a stable level, indicating improved data transmission efficiency.

Packet loss followed a similar pattern, increasing in the early itera-
tions before stabilizing at a lower level. This trend suggests that initial 
network adaptation led to temporary inconsistencies in data transmis-
sion. Over time, the system optimized network configurations, leading 
to more reliable packet delivery and reduced transmission errors. The 
data transfer rate increased during the adaptation phase and remained 
stable at a high level. This indicates that the system maintained efficient 
bandwidth utilization while minimizing disruptions caused by latency 
and packet loss.

Fig. 13 presents the evaluation of service-level metrics, including 
availability, resilience, and stability. Availability exhibited periodic fluc-
tuations, reflecting system responses to workload variations and re-
source reallocation. Peaks in availability corresponded to periods of 
improved resource distribution, while occasional declines indicated in-
stances where the system struggled to meet optimal service levels due 
to temporary constraints.

Resilience followed a similar trend, with variations influenced by 
system adaptation mechanisms. The results suggest that resilience ad-
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justments occurred dynamically in response to shifts in performance de-
mands. Spikes in resilience values indicate corrective measures applied 
to mitigate temporary inefficiencies, while drops suggest moments of 
increased system stress or adaptation delays.

Stability remained consistently high across iterations, suggesting 
that system reconfigurations did not introduce significant disruptions. 
While availability and resilience fluctuated based on operational condi-
tions, stability measurements indicate that the system maintained pre-
dictable and controlled behavior over time.

Overall, the evaluation highlights the impact of RL-based adapta-
tion in maintaining system performance. The tests conducted with TD3 
demonstrated its ability to select effective actions, contributing to ef-
ficient resource allocation and minimal AO. The system successfully
adjusted to workload variations, ensuring stable performance while 
maintaining high availability and resilience. The results indicate that the 
proposed architecture can adapt dynamically to changing operational 
conditions, optimizing performance with controlled resource consump-
tion.

5.4.  Evaluation with public benchmarks

To avoid overfitting the evaluation to a single simulated setting, 
the validation also considered three public datasets (or benchmarks) 
and three representative reference architectures. The datasets were: (i) 
(Sanchez & Galache, 2024) for smart-city conditions; (ii) (Luo et al., 
2016) for mobility and traffic aware systems; and (iii) (Lab, 2004) for 
sensor-based adaptive platforms. These benchmarks supported a com-
parison of Oraculum against three architectures that target similar sce-
narios: (Tam et al., 2022), (Velrajan & Sharmila, 2023), and (Liu et al., 
2021).

Each reinforcement learning configuration (TD3, SAC, and PPO) ran 
under identical test conditions to ensure reproducibility. All experiments 
used 30 independent runs, each consisting of 5,000 training episodes 
and 1,000 evaluation episodes. Each run used a distinct random seed 
initialization for the neural networks to mitigate random bias, with a 
batch size of 256 and a replay buffer of 500,000 transitions. During 
analysis, MAT, AA, AO, and Stability were computed as the mean val-
ues across the 30 runs, and the corresponding standard deviations were 
recorded internally for reproducibility verification.

To validate the statistical significance of the reported metrics, a one-
way analysis of variance (ANOVA) at a 95% confidence level evaluated 
the effect of the architecture on MAT, AA, AO, and Stability for each 
benchmark. Tukey’s HSD post-hoc tests then produced pairwise com-
parisons between Oraculum (TD3) and the baselines (SAC, PPO, and 
the three reference architectures). For instance, on the SmartSantander 
dataset, Oraculum obtained a MAT of 0.073 ± 0.011 s, AA of 95.2 ± 1.4%, 
AO of 3.8 ± 0.9%, and Stability of 97.5 ± 1.2% across the 30 runs, while 
the best-performing baseline (Velrajan et al. 2023) reached a MAT of 
1.486 ± 0.137 s and Stability of 90.7 ± 2.1%. The ANOVA indicated a sig-
nificant effect of the architecture on MAT and Stability (𝑝 < .001 in both 
cases), and Tukey’s tests showed statistically significant differences be-
tween Oraculum and the baselines for MAT (e.g., 𝑝 = .0027 against Vel-
rajan et al. 2023) and Stability (e.g., 𝑝 = .0084 against Tam et al. 2022). 
Similar patterns appeared in the CityPulse and Intel Lab Data bench-
marks, with p-values below 0.05 for the main adaptation metrics. These 
results excluded random variation as the primary explanation for the ob-
served improvements and attributed the gains to the algorithmic charac-
teristics of TD3, particularly its twin critic networks and delayed policy 
updates, combined with the orchestration logic of Oraculum’s adapta-
tion loop. Detailed per-run statistics and additional plots for all metrics 
and datasets remain available in the project’s GitHub repository.5

All models executed within the SHiELD simulation model, extended 
to support external datasets and controlled injection of workload vari-

5 https://github.com/DarlanNoetzold/Oraculum-Model

ations. The testbed enforced equivalent conditions for adaptation trig-
gers, metric forecasting, and action validation across all models. Only 
these three reference architectures entered the benchmark due to the 
feasibility of reproducing their designs and adaptation strategies with 
the available implementation resources.

All applications executed on the SHiELD simulation model, extended 
to support ingestion of real-world datasets and controlled workload in-
jection. Each reference model was reimplemented and integrated into 
this environment, which enabled uniform measurement of adaptation 
behavior, response time, prediction accuracy, and resource usage. The 
experimental setup included modules for event triggering, data transfor-
mation, and adaptive response generation, monitored using Prometheus 
and Grafana to ensure consistent logging of system dynamics.

The benchmark datasets were integrated according to the original 
specifications provided by their respective authors. The SmartSantander 
dataset (Sanchez & Galache, 2024) contained real-time sensor data from 
urban infrastructure such as lighting, temperature, and traffic sensors; 
this dataset supported the simulation of city-scale performance degra-
dation and adaptive responses. The CityPulse dataset (Luo et al., 2016) 
comprised temporally correlated mobility and traffic event streams from 
urban environments, which were mapped to system metrics such as la-
tency, throughput, and SLA compliance. The Intel Lab Data (Lab, 2004) 
provided dense time-series sensor data (e.g., temperature, humidity, and 
light intensity) captured in a wireless sensor network context, allow-
ing the evaluation of resource-aware adaptation under environmental 
fluctuations. Each dataset was preprocessed to fit a unified format and 
injected into SHiELD using controlled timing and fault patterns, which 
ensured reproducibility and comparability across models.

The evaluated performance indicators included adaptation time, ac-
curacy, overhead, prediction error, classification quality, and latency 
improvements. Table 17 summarizes the mean values of these indica-
tors across the 30 independent runs for each model and benchmark.

The results indicated that Oraculum achieved lower adaptation times 
(MAT), higher AA, and increased system stability across the evaluated 
benchmarks. These outcomes pointed to an effective use of the rein-
forcement learning component for generating timely and context-aware 
adaptation decisions. The RMSE values remained lower in all testbeds, 
which suggested consistent performance of the regression models in 
forecasting system metrics, while the F1-scores indicated adequate be-
havior of the classification module in detecting anomalous conditions 
with balanced sensitivity.

Although Oraculum presented consistent results, some competing 
approaches demonstrated advantages in specific scenarios. In the City-
Pulse dataset, Velrajan and Sharmila (2023) achieved the highest AA 
(95.4%), marginally above Oraculum’s 94.6%. Their use of a particle 
swarm optimization strategy may offer benefits under traffic-intensive 
urban conditions, which are characteristic of the CityPulse dataset. Ad-
ditionally, in the SmartSantander dataset, Liu et al. (2021) reported 
higher F1-scores in detecting anomalies under packet loss conditions, in-
dicating that their unsupervised learning approach handled sensor com-
munication noise effectively in that context.

Energy efficiency results also reflected architectural trade-offs. While 
Oraculum maintained competitive performance, Velrajan and Sharmila 
(2023) reported slightly higher efficiency in the CityPulse testbed. This 
behavior may stem from their lower action frequency, which reduces 
computational overhead, albeit at the cost of slower reactivity, an ap-
proach that may be suitable in energy-constrained IoT environments.

These observations underscored the influence of context in the 
design and evaluation of self-adaptive systems. Oraculum adopted a 
general-purpose model with broad support for metric types and rapid 
decision-making, whereas architectures such as those proposed by Tam 
et al. (2022) and Liu et al. (2021) exhibited performance gains under 
specific operating conditions. This evidence pointed to the potential of 
hybrid models that dynamically integrate or switch between strategies 
based on the environment.

Expert Systems With Applications 315 (2026) 131705 

24 

https://github.com/DarlanNoetzold/Oraculum-Model


D. Noetzold et al.

Table 17 
Performance of self-adaptive architectures on public benchmarks (mean values across 30 runs).
 Model  MAT (s)  AA (%)  AO (%)  Stability (%)  RMSE  F1-score  Latency Reduction (%)  Benchmark
 Oraculum (Ours)  0.07  95.2  3.8  97.5  0.21  0.89  27.4  SmartSantander
 Tam et al. (2022)  2.84  91.8  5.6  88.9  0.32  0.81  21.6  SmartSantander
 Velrajan et al. (2023)  1.52  93.5  4.2  90.7  0.28  0.84  24.1  SmartSantander
 Liu et al. (2021)  1.74  90.2  6.1  87.3  0.35  0.76  18.9  SmartSantander
 Oraculum (Ours)  0.09  94.6  3.9  96.3  0.24  0.87  25.1  CityPulse
 Tam et al. (2022)  2.91  90.5  5.9  86.8  0.34  0.79  20.4  CityPulse
 Velrajan et al. (2023)  1.43  95.4  4.3  92.5  0.27  0.86  26.2  CityPulse
 Liu et al. (2021)  1.69  89.6  6.5  85.4  0.36  0.75  19.2  CityPulse
 Oraculum (Ours)  0.06  93.1  3.5  95.7  0.18  0.90  28.7  Intel Lab Data
 Tam et al. (2022)  2.77  91.2  5.1  89.1  0.29  0.83  23.5  Intel Lab Data
 Velrajan et al. (2023)  1.48  92.7  4.6  91.5  0.26  0.86  25.6  Intel Lab Data
 Liu et al. (2021)  1.64  94.3  6.4  90.1  0.30  0.78  22.4  Intel Lab Data

Fig. 14. Circuit schematic for connecting the DHT11 module to the Arduino 
Uno.

Future work will include the development of meta-adaptation poli-
cies capable of leveraging reinforcement learning for selecting adapta-
tion strategies according to workload patterns and system constraints. 
This direction may incorporate components from Liu et al. (2021) 
for anomaly classification and from Velrajan and Sharmila (2023) for 
energy-aware planning. Additional analysis of the internal AO per mod-
ule will further clarify the cost-performance trade-offs.

5.5.  Real-world experimental evaluation

Complementary tests using physical hardware components assess 
Oraculum in a more realistic context. The experimental setup approx-
imates operational conditions by employing a real sensor, microcon-
troller, and distributed processing infrastructure. The main objective is 
to evaluate system adaptability and the data processing pipeline under 
real-world noise, hardware variability, and communication delays.

At the data capture layer, the system uses the DHT11 module for tem-
perature and humidity acquisition. Unlike the bare sensor, the DHT11 
module integrates signal conditioning and standardized connections, 
which simplifies wiring and increases robustness for prototyping and 
deployment. The module operates within a typical voltage range and 
provides reliable measurements of temperature and humidity, making 
it suitable for real-world IoT applications.

At the microcontroller interface, Fig. 14 presents the circuit 
schematic for connecting the DHT11 module to the Arduino Uno. The 
Arduino Uno is based on the ATmega328P microcontroller, featuring a 
16 MHz clock, 2 KB SRAM, 32 KB flash memory, and 14 digital I/O pins. 
The module is powered directly from the Arduino’s 5 V output, and data 
is transmitted via a single-wire protocol.

Fig. 15 shows the assembled circuit, where the Arduino Uno is pro-
grammed to collect temperature and humidity readings from the DHT11 
module at one-second intervals. Each reading is transmitted to the pro-
cessing layer for further analysis.

Fig. 15. Assembled circuit: Arduino Uno with DHT11 module.

At the processing layer, the Raspberry Pi 4 Model B is used as the 
processing node. The Raspberry Pi 4 is equipped with a quad-core ARM 
Cortex-A72 CPU (1.5 GHz), 4 GB RAM, and runs the Raspbian operat-
ing system. Docker containers are used to replicate multiple processing 
nodes, enabling elastic allocation of CPU, RAM, and storage resources. 
The Raspberry Pi receives sensor data from the Arduino Uno via serial or 
network interface. Upon reception, the data undergoes pre-processing, 
including heuristic aggregation, filtering, and compression, following 
the same procedures adopted in the simulation environment. This layer 
is responsible for adapting the processing pipeline and can dynamically 
adjust resource allocation by scaling Docker containers.

At the core application layer, the pre-processed data is forwarded 
to a dedicated server running Ubuntu Server, equipped with an In-
tel Core i5 processor, 16 GB RAM, and a 1 TB SSD. This layer is re-
sponsible for storing the data, executing the Oraculum framework, and 
managing the adaptation of the processing infrastructure. The Orac-
ulum framework can scale the number of processing containers, ad-
just resource allocation, and modify Apache server parameters (such as
MaxRequestWorkers, KeepAliveTimeout, and thread pool size) to opti-
mize load balancing and response time. Adaptation commands can also 
be sent back to the Raspberry Pi or Arduino Uno, enabling dynamic ad-
justment of the data collection interval or temporary suspension of data 
capture in response to system-level adaptation decisions.

A virtualization layer on the Arduino Uno enables scalability and 
adaptability testing without multiple physical devices. This approach 
uses a single DHT11 sensor to emulate multiple independent virtual sen-
sors. For each acquisition cycle, the Arduino reads real temperature and 
humidity values, then generates 𝑁 virtual sensor readings by applying 
small, deterministic offsets. Each virtual sensor receives a unique identi-
fier (id) and its data is formatted as a separate JSON payload. This setup 
allows the processing and application layers to handle data streams as 
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if they originated from 𝑁 distinct sensors, supporting realistic testing of 
distributed scenarios, load, and adaptation policies.

Algorithm 2 Virtualized sensor data acquisition and transmission (Ar-
duino Uno).
Require: DHT11 module connected, network interface configured, 

REST API endpoint on Raspberry Pi, default sampling interval 𝑆, 
number of virtual sensors 𝑁

1: Initialize DHT11 module and network interface 
2: Set default values: 𝑆 = 60 s, 𝑁 = 5 virtual sensors 
3: Initialize JSON buffer and error counters 
4: while system is powered on do
5: timestamp ← current system time 
6: for each virtual sensor 𝑖 from 1 to 𝑁 do
7: Read humidity ℎ and temperature 𝑡 from DHT11 
8: if reading is valid then
9: Apply deterministic offset: ℎ𝑖 = ℎ + (0.3 × 𝑖), 𝑡𝑖 = 𝑡 + (0.1 × 𝑖)
10: Add noise variation: ℎ𝑖 = ℎ𝑖 + random(−0.1, 0.1), 𝑡𝑖 = 𝑡𝑖 +

random(−0.05, 0.05)
11: Format JSON payload: {"id": 𝑖, "timestamp": 

timestamp, "humidity": ℎ𝑖, "temperature": 𝑡𝑖} 
12: Attempt network connection to API endpoint 
13: if connection successful then
14: Send HTTP POST request with JSON payload 
15: Wait for acknowledgment 
16: Close network connection 
17: Reset error counter for sensor 𝑖
18: else
19: Increment error counter for sensor 𝑖
20: Store data in local buffer for retry 
21: Log network error for sensor 𝑖
22: end if
23: else
24: Increment DHT11 error counter 
25: Log error: “Failed to read from DHT11 for virtual sensor 𝑖” 
26: if DHT11 error counter > 5 then
27: Attempt DHT11 module reset 
28: Reset error counter
29: end if
30: end if
31: end for
32: if local buffer not empty then
33: Attempt to flush buffered data to server 
34: if flush successful then
35: Clear local buffer
36: end if
37: end if
38: if adaptation command received via serial or network then
39: Parse command type and parameters 
40: if command type = “SET_INTERVAL” then
41: Update sampling interval: 𝑆 ← new value
42: else if command type = “SET_SENSORS” then
43: Update number of virtual sensors: 𝑁 ← new value
44: else if command type = “RESET” then
45: Reset all counters and buffers
46: end if
47: Send acknowledgment to processing layer
48: end if
49: Wait 𝑆 s before next acquisition cycle
50: end while

The Arduino is also capable of receiving adaptation commands from 
the processing layer, such as changes to the sampling interval or the 
number of virtual sensors, enabling dynamic reconfiguration during op-
eration. The virtualization process includes error handling for individual 
virtual sensors, network retry mechanisms, and buffering capabilities to 

Algorithm 3 Data Pre-processing and Adaptation (Raspberry Pi 4)
Require: Incoming sensor data from Arduino Uno, Docker environment config-

ured, connection to core server established, processing window size 𝑊 , outlier 
threshold 𝜃

1: Initialize data buffer, processing containers, and monitoring metrics 
2: Set default values: 𝑊 = 10 samples, 𝜃 = 2.0 standard deviations 
3: while system is active do
4: while receiving data from Arduino do
5: Receive JSON payload with sensor data (id, timestamp, humidity, tem-

perature) 
6: Validate data format and ranges 
7: if data is valid then
8: Add data to sensor-specific buffer for sensor id 
9: Update data reception metrics (count, rate, latency)
10: else
11: Log data validation error 
12: Increment error counter for sensor id
13: end if
14: end while
15: for each sensor buffer with ≥ 𝑊  samples do
16: Extract window of 𝑊  most recent samples 
17: Calculate aggregation metrics: mean, min, max, standard deviation 
18: Apply outlier detection using 𝜃 threshold 
19: Remove outliers and recalculate statistics 
20: Apply smoothing filter (e.g., moving average) 
21: Extract features: trend, variance, anomaly score 
22: Compress processed data using gzip or similar 
23: Create processed payload with metadata 
24: Forward processed data to core application server 
25: Update processing metrics (throughput, latency, CPU usage)
26: end for
27: if adaptation command received from core server then
28: Parse command type and parameters 
29: if command type = “SCALE_CONTAINERS” then
30: Adjust Docker container resources (CPU limits, memory allocation) 
31: Scale number of processing containers up or down
32: else if command type = “UPDATE_PARAMETERS” then
33: Update processing parameters: 𝑊 , 𝜃, compression level
34: else if command type = “FORWARD_TO_ARDUINO” then
35: Forward command to Arduino (sampling rate, sensor count, etc.) 
36: Wait for Arduino acknowledgment
37: end if
38: Send adaptation acknowledgment to core server 
39: Log adaptation action and resource changes
40: end if
41: if resource monitoring indicates overload then
42: Request additional container resources from core server 
43: Temporarily increase buffer sizes
44: else if resource utilization is low then
45: Suggest resource reduction to core server 
46: Optimize container allocation
47: end if
48: Update system health metrics and send to core server
49: end while

ensure data integrity. Algorithm 2 formalizes the complete workflow for 
virtualized data acquisition and transmission, including initialization, 
error handling, and adaptation command processing.

The offsets 𝛿ℎ(𝑖) = 0.3 × 𝑖 and 𝛿𝑡(𝑖) = 0.1 × 𝑖 ensure that each virtual 
sensor produces a unique baseline, while the added random noise sim-
ulates realistic sensor variations. This method enables the system to be 
stress-tested and evaluated as if it were operating with a much larger 
and more complex sensor network, while using only a single physical 
device. The buffering mechanism ensures that data is not lost during 
temporary network failures, and the adaptation command interface al-
lows the system to dynamically reconfigure its behavior in response to 
changing conditions.

Algorithm 3 details the comprehensive workflow at the processing 
layer. The Raspberry Pi 4 acts as an intermediary processing node, 
receiving data from multiple virtual sensors, applying various data 
processing techniques, and managing resource allocation dynamically. 
Upon receiving sensor data, the system performs data validation, aggre-
gation over configurable time windows, statistical filtering to remove 
outliers, and data compression to optimize network usage. All process-
ing operations are containerized using Docker, enabling elastic scaling 
based on workload demands. The Raspberry Pi also serves as a bidirec-
tional communication bridge, forwarding adaptation commands from 
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the core server to the Arduino and reporting processing metrics back to 
the application layer.

The processing layer implements a multi-stage pipeline that in-
cludes data buffering, quality assessment, feature extraction, and adap-
tive resource management. Incoming data from each virtual sensor 
is first stored in a dedicated buffer, allowing for independent and 
parallel processing streams. Quality assessment routines validate data 
format and range, while feature extraction modules compute statis-
tical summaries and detect trends or anomalies in the sensor read-
ings. Adaptive resource management dynamically allocates CPU and 
memory to processing containers based on current workload and sys-
tem health. Error handling mechanisms, such as retry logic and local 
buffering, ensure data integrity even in the presence of transient fail-
ures or network interruptions. Real-time monitoring capabilities con-
tinuously track processing performance, resource utilization, and sys-
tem health, enabling prompt detection of bottlenecks or abnormal
behavior.

The processing layer maintains separate buffers for each virtual sen-
sor, enabling independent processing pipelines while sharing computa-
tional resources efficiently. The adaptive window size 𝑊  and outlier 
threshold 𝜃 can be dynamically adjusted based on data characteristics, 
such as variance or detected anomalies, and system performance re-
quirements. This flexible architecture ensures that the processing layer 
can handle varying data loads, maintain high data quality, and respond 
rapidly to adaptation commands, while providing detailed monitoring 
and feedback to the core application layer for coordinated system opti-
mization.

Algorithm 4 describes the process at the core application server. 
Upon receiving pre-processed data from the processing layer, the 
server stores all incoming records in a database and continuously an-
alyzes them using the Oraculum framework. This analysis includes 
anomaly detection, trend analysis, and performance monitoring. When 
an anomaly or suboptimal performance is detected, the system triggers 
adaptation actions, such as scaling the number of processing contain-
ers on the Raspberry Pi, adjusting resource limits (CPU, RAM, stor-
age), and tuning Apache server parameters (e.g., MaxRequestWorkers,
KeepAliveTimeout) to ensure optimal load balancing and responsive-
ness. The core server can also send adaptation commands downstream, 
instructing the processing layer or Arduino to adjust the data capture 
rate, change the number of virtual sensors, or temporarily pause data 
collection to prevent overload or data loss.

Algorithm 4 Core application and system adaptation (Server).
Require: Pre-processed data from Raspberry Pi, Oraculum framework, 

Docker and Apache configuration access 
1: while receiving data do
2: Store incoming data in database 
3: Analyze metrics for anomalies and performance trends 
4: if adaptation required then
5: Scale Docker containers on Raspberry Pi (increase/decrease re-

sources) 
6: Adjust Apache server parameters (e.g., MaxRequestWorkers, 

KeepAliveTimeout) 
7: Send adaptation commands to Raspberry Pi and Arduino (e.g., 

adjust sampling rate)
8: end if
9: end while

This methodology enables the evaluation of the Oraculum frame-
work in a real-world scenario, with end-to-end adaptivity from sensor 
data capture to distributed processing and core application adaptation. 
The use of the DHT11 module, as opposed to the bare sensor, increases 
reliability and ease of integration, which is particularly relevant for 
practical deployments. All figures referenced (DHT11 module, circuit 

schematic, assembled circuit, and Raspberry Pi 4) illustrate the experi-
mental setup and hardware components used in the tests.

Figs. 16–18 present the main results of the real-world experiments, 
which were conducted over a 24-h period, totaling 1440 iterations (one 
iteration every 60 s). This setup was chosen to simulate a realistic, long-
term deployment scenario, allowing the system to experience natural 
environmental variations, operational fluctuations, and real-world net-
work conditions.

At the data capture layer (Fig. 16), the Arduino Uno with the 
DHT11 module consistently collected and transmitted temperature and
humidity data. The readings reflect expected daily environmental 
changes, with some minor fluctuations corresponding to natural vari-
ations in the test environment. The system maintained stable operation 
for most of the experiment, with no significant data loss or sensor fail-
ures.

The processing layer (Fig. 17) shows the number of received sensor 
readings, pre-processing latency, and resource utilization on the Rasp-
berry Pi 4. For the majority of the 24-h period, the system operated 
within expected resource bounds, with CPU and memory usage remain-
ing stable. Notably, at iteration 750, a real network outage occurred, 
which is visible as a gap in the data stream. During this event, the system 
automatically buffered incoming data and reduced resource allocation, 
demonstrating its ability to adapt to connectivity issues without losing 
information.

At the core application layer (Fig. 18), the server monitored data 
ingestion rates and triggered adaptation actions in response to detected 
anomalies or performance changes. The network outage at iteration 750 
led to a temporary drop in data rate and the activation of several adap-
tation mechanisms, including scaling down Docker containers, pausing 
non-essential tasks, and buffering data. After network restoration at it-
eration 820, the system gradually resumed normal operation, restored 
resource allocation, and stabilized throughput.

Over the 24-h, 1,440-iteration experiment, the Oraculum system 
achieved a MAT of 0.10 s, demonstrating that the system was able to 
detect changes and execute adaptation actions almost immediately af-
ter identifying an event or anomaly. The AA reached 92.4%, indicating 
that the majority of adaptation decisions were appropriate and effective, 
with a low incidence of false triggers or missed adaptations. The AO was 
5.6%, reflecting the additional computational and resource cost intro-
duced by the adaptation mechanisms relative to baseline operation; this 
low value highlights the efficiency of the system’s adaptive logic. System 
stability was measured at 95.1%, meaning that the system maintained its 
intended operational state for nearly the entire experiment, with only 
brief deviations during significant events such as the network outage. 
Additionally, the average latency reduction was 22.1%, showing that 
the adaptive strategies not only preserved system responsiveness but 
also improved it compared to a static configuration. Collectively, these 
results confirm that the Oraculum system maintained high performance, 
reliability, and adaptability throughout the real-world experiment, even 
in the presence of environmental fluctuations and unexpected disrup-
tions.

Throughout the experiment, the system demonstrated robust self-
adaptation capabilities. During periods of environmental fluctuation 
(e.g., temperature and humidity spikes), the system dynamically ad-
justed anomaly detection thresholds and sampling intervals, reducing 
false positives and optimizing network usage. When processing load in-
creased, the system allocated additional Docker containers to maintain 
low latency, and scaled down resources when the load decreased, opti-
mizing energy and resource consumption.

The most significant event was the real network outage at iteration 
750. The system detected the failure within 2 min, scaled down process-
ing resources, paused non-essential tasks, and buffered up to 70 records 
locally. This ensured that no data was lost and that the system could 
recover gracefully. Upon network restoration at iteration 820, all tasks 
were resumed, resources were gradually reallocated, and the system re-
turned to stable operation within a few minutes. This event highlights 
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Fig. 16. Data capture layer: temperature and humidity readings (Arduino Uno with DHT11 module).

Fig. 17. Processing layer: received data and resource usage (Raspberry Pi 4).

the framework’s ability to maintain data integrity and service continuity 
even in the face of real disruptions.

During prolonged periods of stability (iterations 900-1,300), the fre-
quency of adaptation actions decreased significantly, indicating that the 
system was able to maintain optimal performance with minimal inter-
vention. Minor events, such as micro-failures or brief environmental 

changes, were handled automatically and did not impact overall system 
performance.

Table 18 summarizes the main adaptation actions and their outcomes 
throughout the 1,440-iteration, 24-h experiment. The diversity and ef-
fectiveness of these actions demonstrate the system’s capacity for both 
proactive and reactive adaptation in a real-world context. During system 
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Fig. 18. application layer: data ingestion and adaptation actions (server).

initialization, actions such as time synchronization, anomaly threshold 
calibration, and network handshake retries ensured that all components 
started in a consistent and reliable state. Early in the experiment, the 
system performed Docker image updates and log rotations to maintain 
up-to-date and efficient operation.

Throughout the stable operation phase, the system responded to en-
vironmental fluctuations, such as temperature and humidity spikes, by 
dynamically updating anomaly detection thresholds and activating out-
lier filters, which reduced false positives and improved the accuracy of 
anomaly detection. The sampling interval was adjusted in response to 
changing conditions, optimizing network and sensor resource usage. The 
system also performed periodic sensor calibration checks, data aggrega-
tion window adjustments, and data validation routines to maintain data 
quality and integrity.

Resource management actions were frequent, including scaling 
Docker containers up or down in response to processing load,
performing memory optimizations, and releasing idle resources to en-
sure efficient operation. The system also enabled data compression and 
log rotation to reduce network and disk usage, and performed regular 
data backups to safeguard against data loss.

During the network outage event, the system quickly detected the 
failure, scaled down containers, paused non-essential tasks, expanded 
the local buffer, and activated power-saving modes to preserve re-
sources. Adaptive sampling was used to further reduce sensor workload 
during the outage. Health checks and data integrity verifications en-
sured that all modules remained operational and that buffered data was 
not corrupted. Upon network restoration, the system resumed paused 
tasks, flushed the buffered data, reallocated resources, and synchronized 
logs, enabling a smooth and rapid recovery.

In the later stages of the experiment, as the environment stabilized, 
the system gradually deactivated outlier filters, reset aggregation 
windows, and scaled down resources to minimize energy consumption. 
Final data validation, log synchronization, and sensor self-tests were 
performed to confirm the integrity and completeness of the experiment. 
Throughout the final stabilization period, minimal intervention was re-

quired, reflecting the system’s ability to maintain optimal performance 
autonomously.

These actions illustrate the system’s comprehensive approach to 
adaptation, encompassing environmental monitoring, resource manage-
ment, fault tolerance, and data integrity, and highlight its readiness 
for deployment in dynamic, real-world smart environments. The results 
confirm that Oraculum is capable of maintaining high performance, re-
liability, and adaptability in real-world deployments, even when faced 
with unexpected events such as network outages. The system’s ability to 
automatically adjust its operation, recover from failures, and minimize 
resource usage during stable periods is essential for practical, long-term 
smart environment applications.

6.  Limitations and discussion

Despite the structured architecture and consistent evaluation of the 
Oraculum model, several limitations remain. The model’s generalization 
capability may be limited due to potential overfitting to specific work-
load patterns, highlighting the need for further validation in heteroge-
neous environments. Sensitivity to non-stationary data in dynamic smart 
environments can lead to delayed adaptation, suggesting that concept 
drift detection and adaptive retraining strategies should be explored.

The semantic processing layer, which relies on manually defined on-
tologies, constrains scalability and transferability across domains. Fu-
ture work should investigate ontology alignment and automatic con-
cept extraction to address this limitation. Failure injection experiments 
showed that while the system recovers quickly from isolated failures, 
cascading failures can increase recovery time, indicating that decentral-
ized or multi-agent adaptation mechanisms may be beneficial. Hyper-
parameter choices, such as the discount factor and learning rate, signif-
icantly affect adaptation speed and stability, and adaptive scheduling 
of these parameters could improve performance. The use of reinforce-
ment learning algorithms like TD3 introduces computational overhead 
and requires careful tuning of the exploration-exploitation balance.
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Table 18 
Main adaptation actions and outcomes during the 1,440-iteration experiment.
 Event/Iteration  Action  Quantity Qualitative Outcome  Quantitative Result
 0–100  System initialization and self-test  1 cycle Sensor, network, and container check  All services active, initial latency 0.12 s
 10  Time sync adjustment  1 update RTC synchronized with NTP server  Timestamp drift <1s
 25  Initial anomaly threshold calibration  1 calibration Baseline for anomaly detection set  Initial F1-score 0.78
 50  Network handshake retry  2 attempts Ensured stable connection  No packet loss
 75  Docker image update  1 update Pulled latest container image  No downtime
 101–700  Stable operation  – Continuous data flow, minor 

environmental fluctuations
 Avg. latency 0.09 s, CPU usage 35–45%

 120  Temperature spike  1 threshold update Anomaly detection threshold increased  6% reduction in false positives
 135  Humidity spike  1 threshold update Anomaly detection threshold increased  5% reduction in false positives
 150  Outlier filtering  1 filter activation Outlier filter enabled for humidity  RMSE reduced by 0.02
 180  Sampling interval adjustment  1 change Sampling interval set to 2min for 20min  Network usage reduced by 10%
 200  Sensor micro-failure  1 restart Automatic sensor driver restart  Recovery in 2min, no data loss
 220  Data aggregation window change  1 update Aggregation window set to 10 samples  Smoother trend, less noise
 250  CPU usage spike  1 scaling up +1 Docker container allocated  Latency reduced from 0.14 s to 0.10 s
 275  Memory usage optimization  1 garbage collection Cleared unused memory in containers  Memory usage reduced by 8%
 300  Load decrease  1 scaling down −1 Docker container removed  CPU usage reduced by 10%
 320  Log rotation  1 operation Rotated and compressed logs  Disk usage reduced by 5%
 350  Data compression enabled  1 activation Enabled gzip compression for payloads  Network usage reduced by 7%
 400  Environmental fluctuation  1 dynamic threshold Adaptive threshold for temperature  F1-score improved to 0.81
 420  Micro network delay  1 retry Automatic resend of failed packet  No data loss
 450  Sensor calibration check  1 check Verified sensor accuracy  No recalibration needed
 500  Data backup  1 backup Backed up local buffer to SD card  Data redundancy ensured
 520  Network latency spike  1 alert Alerted core server, increased timeout  No dropped connections
 600  Processing load peak  1 scaling up +1 Docker container allocated  Throughput stabilized
 650  Idle resource release  1 operation Released unused system resources  CPU usage reduced by 5%
 700  Load decrease  1 scaling down −1 Docker container removed  Energy consumption reduced
 720  Data validation routine  1 check Validated data integrity  No errors found
 750 (Network outage)  Failure detection  1 event Automatic network loss detection  Detection time: 2min
 750 (Network outage)  Scale down containers  2 → 1 container Resource reduction for contingency mode  RAM usage reduced by 35%
 750 (Network outage)  Pause non-essential tasks  2 tasks paused Prevented overload and data loss  No data discarded
 755  Local buffer expansion  1 operation Increased buffer size to 100 records  No data overflow
 760  Adaptive sampling reduction  1 change Sampling interval set to 3min during 

outage
 Reduced sensor workload

 770  Health check routine  1 check Ensured all modules responsive  All modules healthy
 780  Power-saving mode activation  1 mode change Reduced peripheral power usage  Power draw reduced by 12%
 800  Data integrity check  1 verification Verified buffered data  No corruption detected
 810  Buffer flush attempt  1 attempt Tried to send buffered data  Awaiting network restoration
 820 (Restoration)  Resume tasks  2 tasks resumed Gradual system recovery  Latency spike (0.21 s), normalized in 3min
 825  Buffer flush  1 operation Sent all buffered data to server  Data backlog cleared
 830  Resource reallocation  1 scaling up 1 → 2 containers  Processing capacity restored
 850  Log sync  1 operation Synced local logs with server  Logs up-to-date
 900  Environmental variation  1 threshold update Dynamic anomaly threshold update  F1-score kept above 0.80
 950  Micro network failure  1 reconnection Automatic reconnection  Loss of 1 sample, no impact on flow
 1,000  Data aggregation window reset  1 update Aggregation window set back to 5 samples  More responsive trend
 1,050  Outlier filter deactivation  1 change Disabled outlier filter after stable period  Slight increase in RMSE
 1,100  Log rotation  1 operation Rotated and compressed logs  Disk usage reduced by 3%
 1,150  Power-saving mode deactivation  1 mode change Restored normal power usage  Full performance restored
 1,200  Sensor self-test  1 test Verified sensor health  No issues found
 1,250  Data backup  1 backup Backed up buffer to SD card  Data redundancy ensured
 1,300  Final scaling down  1 operation −1 Docker container removed  Minimal resource usage
 1,350  Final data validation  1 check Validated all data for errors  No errors found
 1,400  Final log sync  1 operation Synced all logs to server  Logs complete
 1,401–1,440  Final stabilization  – Minimal intervention required  No adaptation actions registered

Current evaluation is based on a simulated environment, which, 
despite its realism, cannot capture all complexities of real-world de-
ployments, such as unpredictable network failures or hardware het-
erogeneity. Security-related metrics are not yet included, limiting ap-
plicability in adversarial scenarios. Future work will focus on deploy-
ment in physical testbeds, integration of security-aware adaptation, and 
more robust statistical reporting. These limitations do not undermine 
the utility of Oraculum but highlight areas for further refinement and 
enhancement.

7.  Conclusion

This work introduced Oraculum, a self-adaptive model designed to 
optimize real-time data processing, predictive analytics, and automated 
decision-making in intelligent environments. By integrating continuous 
metric monitoring, anomaly forecasting, and a reinforcement learning 
(RL)-based adaptation loop, Oraculum dynamically reconfigures system 

behavior in response to contextual changes, addressing the challenges 
of heterogeneous and dynamic operational settings.

The experimental evaluation was conducted in two complementary 
stages: first, using the SHiELD simulator to enable large-scale, repeatable 
experiments under controlled conditions; and second, deploying Oracu-
lum in a real-world architecture with physical devices, including an Ar-
duino Uno with a DHT11 sensor and a Raspberry Pi 4. In the simulated 
environment, Oraculum demonstrated its ability to effectively monitor 
and respond to performance variations across multiple system layers, 
with predictive models accurately anticipating potential degradations 
and enabling proactive adaptations. Among the RL algorithms tested, 
the TD3 agent achieved the best balance between adaptation latency, 
system stability, and overhead control.

In the real-world deployment, the system maintained robust per-
formance over 24 h and 1440 acquisition cycles, even in the presence 
of environmental fluctuations and real network disruptions. The MAT 
was 0.10 s, AA reached 92.4%, AO remained at 5.6%, and operational 
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stability was 95.1%. These results confirm that Oraculum’s adaptation 
mechanisms are effective not only in simulated scenarios but also in 
practical, heterogeneous environments, with only a modest reduction 
in performance due to real-world uncertainties.

Compared to recent state-of-the-art approaches, such as deep Q-
network (DQN)-based resource allocation in cloud-edge environments 
(Cen & Li, 2022) and Kubernetes-extended self-healing mechanisms for 
IoT infrastructure (Samarakoon et al., 2023), Oraculum demonstrated 
demonstrated highly competitive performance in terms of response time 
and resource overhead, without compromising accuracy or stability. 
These results substantiate the model’s contributions by showing that the 
combination of predictive analytics with RL-driven closed-loop adapta-
tion can significantly enhance system responsiveness and resource effi-
ciency in complex, real-time environments.

The main contributions of this work lie in the integration of pre-
dictive modeling with reinforcement learning to create a closed-loop 
adaptation system that is both scalable and efficient. The results pre-
sented clearly support these contributions by demonstrating measurable 
improvements in adaptation speed, accuracy, and operational stability 
across diverse system layers. This establishes Oraculum as a practical 
and effective solution for dynamic resource management in intelligent 
environments, advancing the state of the art in self-adaptive systems.

The analysis of resource usage indicated consistent trends: CPU 
and memory consumption initially increased during adaptation phases 
but stabilized afterward. Network-level indicators, such as latency and 
packet loss, improved following adaptive actions. Although variability 
in security-related metrics was observed, the model demonstrated po-
tential for further integration of adaptive security policies (Zhang et al., 
2025b).

The current evaluation did not explicitly cover security-related met-
rics such as exposure to adversarial attacks, data poisoning, or mali-
ciously crafted input patterns. The experiments focused on performance 
and reliability under non-malicious conditions, and Oraculum’s stabil-
ity under coordinated attacks or abnormal adversarial inputs therefore 
remains outside the validated scope. As a result, the present version of 
Oraculum should not be interpreted as a fully hardened solution against 
security threats, and its behavior under active attacks constitutes a lim-
itation of this study.

Despite the promising outcomes, several limitations require further 
attention. The validation process with the simulator enabled large-scale 
and repeatable testing, while the real-world experiments confirmed the 
feasibility and robustness of the approach in a physical architecture. 
However, both stages were limited in scale: the real-world deployment 
involved a modest number of devices, and the simulator, while flexible, 
cannot fully capture the diversity and unpredictability of large, hetero-
geneous hardware infrastructures.

The evaluation also did not include explicit security-related scenarios 
such as adversarial attacks or data poisoning campaigns, which limited 
the analysis of Oraculum’s behavior under malicious interference. More 
comprehensive tests with larger and more complex hardware architec-
tures, including controlled security stress tests, remain as future work. 
Future research directions include:

• Deploying and validating Oraculum in larger-scale, real-world intel-
ligent environments to assess its behavior under uncontrolled and 
noisy conditions.

• Expanding the monitored metrics to include energy consumption, 
power efficiency, and security-related indicators (e.g., intrusion at-
tempts, anomaly score distributions under suspected attacks, and re-
silience to data poisoning), broadening the model’s scope of adapta-
tion.

• Adopting distributed RL techniques to enable cooperative adaptation 
across decentralized infrastructures.

• Designing and validating an adaptive security layer capable of re-
acting to adversarial inputs and evolving threat patterns through 

policy-based RL agents, including experiments with adversarial and 
poisoned data streams.

• Analyzing the long-term impact of continuous adaptation cycles on 
overall system reliability and maintenance requirements.

These future directions aim to strengthen Oraculum’s applicability to 
a broader range of scenarios, contributing to the development of intelli-
gent systems capable of autonomously optimizing their performance in 
dynamic and resource-constrained environments.
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