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Resumo

O departamento de IT ¢ vital para as organizacdes para enfrentarem as diversas ameacas ao seu negocio.
De forma a garantir o alinhamento de expectativas entre os objetivos do IT e das areas de negocio das
organizagdes, estas tém vindo a adotar frameworks de Gestao de servigos de I'T como o ITIL. Para evitar
que o IT seja uma barreira para responder as necessidades do negocio, as metodologias Agile foram
criadas para implementar alteracdes e feedback rapidamente. A cultura DevOps surge como solugdo
para garantir a comunicagdo entre developers e operators possibilitando uma maior frequéncia de
entregas, sem comprometer a estabilidade. Esta investigacdo vai explorar a integracdo de DevOps em
um ambiente ITIL com o foco em trés processos: gestdo de incidentes, problemas e alteragdes. Vao ser
conduzidos casos de estudo em organizagdes que utilizam praticas de DevOps ¢ um dos processos, com
0 objetivo de encontrar que atividades dos processos sdo impactadas pelas praticas de DevOps,
beneficios e desafios, ¢ melhorias de desempenho no processo. Para validar os resultados destes casos
de estudo vao ser realizadas entrevistas a outros individuos de outras industrias e com diferentes
experiéncias profissionais. Application Monitoring e Feedback Loops aceleraram a detegdo de
problemas e incidentes mais rapidamente, tal como Continuous Integration acelera a resolugdao de
incidentes e problemas. Igualmente, foi possivel concluir que Automated Deployment acelera a
autorizacdo, coordenagdo e implementacdo de alteracdes. Diversas praticas como Feedback Loops,
Stakeholder Participation, Continuous Integration e Delivery levaram a um aumento de desempenho

dos processos.

Palavras Chave: DevOps; ITSM; ITIL; Gestdo de Incidentes; Gestdo de Problemas; Gestdo de

Alteragoes;
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Abstract

The IT department plays a vital role in enabling organisations to respond to the various threats to their
business. To ensure alignment between IT objectives and business expectations, organisations have
increasingly adopted IT service management frameworks such as ITIL. To prevent IT from becoming a
barrier to meeting business needs, Agile methodologies were introduced to enable faster implementation
of changes and feedback. DevOps culture emerges as a solution to ensure communication between
developers and operators, enabling more frequent deliveries without sacrificing operational stability.
This research explores the integration of DevOps into an ITIL environment, focusing on three core
processes: Incident Management, Problem Management, and Change Management. Case studies were
conducted in organisations that apply DevOps practices in at least one of these processes, aiming to
identify which process activities are impacted by DevOps practices, the associated benefits and
challenges, and performance improvements. To validate the findings, additional interviews were
conducted with professionals from various industries and backgrounds. The results show that practices
such as Application Monitoring and Feedback Loops help detect problems and incidents more quickly,
while Continuous Integration accelerates their resolution. Similarly, it was found that Automated
Deployment speeds up the authorization, coordination, and implementation of changes. Several
practices such as Feedback Loops, Stakeholder Participation, Continuous Integration and Delivery lead
to a process performance improvement .These results were verified by the different data collection

methods used in the study.

Keywords: DevOps; ITSM; ITIL; Incident Management; Problem Management; Change Management;
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CHAPTER 1

Introduction

This chapter presents all the work performed for this research. It starts by framing the reader about the
context, problem, and research questions this research will answer.

This research will be presented as a compilation of publications regarding the main topic. Thus, the
following sections show a high-level research background to avoid duplicating definitions and
background for each subject.

Another section, at the end of this chapter, shows the publications made and their purpose for this

research. This document structure follows an introduction, publications, a conclusion, and references.

1.1. Context and Motivation

Over the decades, organizations have been changing how they manage their businesses to overcome the
threats from internal and external environments and their competitors [1], [2]. Nowadays, one of the
most essential factors in an organization's ecosystem is the Information Technology (IT) department.
The relevance of IT has been growing widely in organizations to achieve their mission and business
goals due to the support of business units [3].

The concept of IT services was created to support businesses in the market's fast changes and
tendencies [4]. Furthermore, to evaluate how the IT Services are performing towards the business and
organizational objectives, a discipline named IT Service Management (ITSM) was created [5]. The
objective of ITSM is to manage the IT Services landscape of the organization from the moment of its
design until its decommission [6].

ITSM is implemented by using several frameworks such as Information Technology Infrastructure
Library (ITIL), Control Objectives for Information and Related Technologies (COBIT), and FitSM,
where ITIL is seen as the most implemented framework globally [7], [8]. ITIL evolved until its latest
release, ITIL4, was released in 2019. ITIL can be seen as “a set of practices for ITSM that focuses on
aligning IT Services with the needs of business.” [9].

Traditional ITIL implementations focus on implementing processes to manage IT services.
However, ITIL4 is focused on practices, extending these implementations for more than processes [10].
Moving to this practice approach enabled ITIL4 not just to overthink the processes' performance but to
combine processes, technology, and people to guarantee the best performance of the IT Service, focusing
on value to its customers [11].

However, due to the complexity of the processes, some organizations choose not to implement all
ITIL processes, like small-scale organizations [12]. Therefore, organizations usually decide to
implement Incident Management (IM), Problem Management (PM), and Change Management (CM)

[13]. These three practices are typically seen working together to maintain stability and the regular



operation of the IT Services [14], ensuring the correct transition from a service design to its operation
[15].

IM is the process where the objective is to minimize the negative impact of a service's unplanned
interruption or reduction in the quality of the service by restoring the regular operation as quickly as
possible [9]. This will prevent economic losses and user dissatisfaction [16].

For PM, the objective is to reduce the likelihood and impact of incidents by identifying their actual
and potential causes [9].

CM can be seen as the last stage in which all the changes that impact IT services are managed [9].
A change can be parameterization, code, or hardware. In this process, many approvals and review
activities can be seen as exhaustive, causing delays to the delivery of new fixes (incoming from IM and
PM) or new functionalities for the IT Service [17].

However, ITIL can bring many benefits, such as more control of the IT environment and risk and
cost reduction, but it also has its challenges. ITIL can be seen as bulky and bureaucratic due to the focus
on process performance and roles well-defined roles, not the best option due to the current market speed
to satisfy customer demands [18], [19] .

Moreover, a culture named DevOps emphasizes the collaboration between development and
operations teams [20]. The main objective of this culture is to improve the delivery of IT Services
through the automation of processes and the adoption of the idea of continuous improvement [21]. Due
to the collaboration between these two IT teams, DevOps could improve ITIL implementation and the
implementation of ITIL processes.

Therefore, this research aims to investigate the relationship between DevOps and ITIL processes
to understand the probable impacts of a DevOps implementation on an ITIL environment. Moreover,
process terminology will be used since organizations are still adapting to the ITIL practices. But DevOps
also focus on combining processes, technology and people as dimensions to achieve its objectives [22],
showing that ITIL and DevOps uses the same dimensions to succeed its goals.

During this research, three Systematic Literature Reviews (SLRs) were conducted to identify what
could be found in the existing literature about DevOps and ITSM. SLRs are mainly used to perform
literature reviews due to the description of the extensive and transparent protocol that is used [23],
improving the rigor of the review [24]. The first SLR focused on identifying the challenges, benefits,
opportunities, and implementation practices of ITSM implementations [13]. This SLR pointed out
several challenges and opportunities organizations face with ITSM, as seen in Table 1.1

The second SLR focused on finding which DevOps benefits are documented in the literature
regarding DevOps implementations [25]. Table 1.2 shows these benefits.

DevOps adoption is suggested as an opportunity to improve the ITSM implementation, as seen in
Table 1.1, so IT Services can be delivered faster [26]. Moreover, in Tables 1.1 and 1.2, some challenges

and opportunities could be matched with some DevOps benefits. For example, in an organization that is



facing resistance to ITSM implementation (C1), we can see that DevOps implementations usually
benefit from organizational cultural changes (B19) and increase employee motivation (B15).

Table 1.1 - ITSM Challenges and Opportunities

Challenges

ID Description
C1 Organization resistance
C2 Frameworks complexity
C3 Lack of knowledge/skills
C4 Processes assessment (costly and time-consuming)
C5 Lack of management support
C6 Lack of resources
C7 Difficult on quantifying the benefits
C8 Big investment needed (Implementation and maintaining momentum)
C9 Hard of planning to implement multiple frameworks
C10 Steady lower costs

Opportunities
ID Description
01 Lack of guidelines to processes improvement
02 Processes assessment
o3 Identifying processes interdependencies and their overlap
04 Maturity Models for the needs of IT management providers
05 Cloud computing and DevOps

Thus, it could be helpful to adopt a DevOps culture. Another example could be O1 and O2, where
DevOps seeks to standardize processes and tools across the organization. Therefore, the process
assessment could be simplified and described to describe how to improve.

This motivated the researchers to perform a third SLR based on how DevOps could impact ITSM
[27]. As stated before, this research will focus on the ITIL framework; therefore, this third SLR also
concerns ITIL processes. The following processes were identified as impactable by implementing
DevOps practices: Release Management (RM), IM, PM, and CM. The chosen processes for this research
were IM, PM, and CM since these have been more adopted globally as stated previously, and since these
were identified as most probably impacted processes according to Faustino et al. [27]. Moreover, these
processes are typically seen where developers and operators are more likely to work together, showing

how the DevOps practices have impacted the processes.



Table 1.2 - DevOps Benefits

ID Description

BO1 Improvement of Synergy

B02 Faster Time to Market

B03 Faster and Better Feedback

B04 Increase of Code Quality

B05 Increase of Value

B06 Improvement of System Reliability
B07 Less Mean Time to Recover

B08 Increase in Team Performance
B09 Costs Reduction

B10 Processes and Tools Standardization
B11 Maximization of Competences
B12 Decrease of Manual Work

B13 Increase in Customer Satisfaction
B14 Less Failed Changes

B15 Increase in employee motivation
B16 More Innovation

B17 Better Deployment Management
B18 Fewer Security Issues

B19 Organizational Cultural Changes

Based on what is stated before, this study will focus on the question, “How do DevOps practices
impact ITIL processes?” Figure 1.1 summarizes the context and motivation for this study and how

implementing DevOps practices can benefit ITIL processes.

Create . To be resolved by - Resulting in )
Challenges Opportunities Practices Benefits

How do DevOps practices will impact ITIL processes?

Figure 1.1 - Research Concept
Moreover, since this study does not aim for all ITIL processes, the researchers have split this main

question into three research questions, as Table 1.3 shows.



Table 1.3 - Research Questions

ID Research Question Description

RQ1 | How do DevOps practices impact the IM, PM, and CM process?

RQ2 | What are the benefits and challenges of implementing DevOps practices in the processes?

RQ3 | Has the process's performance improved?

The research methodology used for this is a multi-case study, where the objective is to perform
case studies in different organizations, in different ITIL processes, and in which DevOps practices have
also been adopted. These case studies show how these two topics coexist in the organization's IT
ecosystem. They show how they can relate to this and the benefits and challenges of this DevOps
adoption.

The following sections will provide a background for ITIL and its processes and DevOps to help

the reader better understand these topics.

1.2. Research Background

Given the objective of this research, this section will explore theoretical concepts about DevOps and
ITIL processes to find how these can relate and the probable impacts that could be caused on each of
them.

As stated, ITIL is overfocused on process performance and accountability. At the same time, the
organization's market requires agility for fast and quality product deliveries to respond to quick market
changes. Organizations must change their mindset and culture to incorporate and accept customer
feedback. This is one of the main premises of the DevOps culture: adapting the IT landscape to deliver

fast and quality software.

1.2.1. ITIL

ITSM can be seen as a holistic approach that is responsible for all the activities of creating,
implementing, supporting, and managing IT services. ITSM has been implemented through several
frameworks, such as COBIT, ITIL, and FitSM [28]. Moreover, ITIL stands out in terms of
implementation compared to the other frameworks [7], [12].

ITSM is a process-oriented approach that uses several processes to improve IT efficiency by
measuring [T services' performance. These processes guarantee the quality of IT Services, transparency
of IT processes, and the IT changes delivered to users [29].

ITSM is “a methodical approach to managing IT services — from design, implementation, operation
to continual improvement. It not only focuses on the technical aspects of IT but also allows the alignment

of services and functions provided by IT within the organization.” [30, p. 6] .



This study will focus on ITIL since it is one of the most globally implemented ITSM frameworks [8],
where a new version, ITIL4, was released in 2019 [31].

Older versions of ITIL, such as ITIL 2011, emphasized IT processes with well-defined inputs,

outputs, and roles, while ITIL4 extended the framework to be modernized and flexible [32]Practices are
sets of organizational resources designed to perform work or accomplish an objective; they are more
flexible and less prescriptive than processes.
ITIL 2011 aimed to manage IT Services between five stages of the IT Service lifecycle: Service Strategy,
Service Design, Service Transition, Service Operation, and continuous service Improvement. In ITIL4,
the focus is on the value of the IT service. For this, ITIL4 introduces the service value system, a holistic
approach where several interconnected activities create and deliver value. This is called a service value
chain.

This service value chain is crucial for ITIL4 since it manages the IT Service from its creation

until its delivery, constantly monitoring the value it creates to know when to improve.

1.2.1.1.  IM Process
IM plays a crucial part in ITSM, being one of the fundamental processes of ITIL [33].

An incident is a non-planned interruption or performance degradation of an IT Service, which also
applies to any component that supports the IT service. Since the IT services should support the
organization's business processes, it is possible to state that an incident will cause a business interruption
[34], [35]. The objective of the IM practice is to manage these incidents so that they minimize service
disruptions and outages and have less impact on the organization's business units [36].

An organization's main objective is to create profit, so if the business has some interruption in the
IT Services that support the business applications, it will make economic losses, which should be
avoided or mitigated as soon as possible [16]. These kinds of business interruptions are not only seen as
anegative impact from an economic perspective. However, they could also result in a lack of confidence
from the organization’s customers, even internal customers, showing that the IT services are unreliable
for the business.

As stated before, the objective of the IM process is to bring the IT Service to its regular operation
and performance, so when a complaint or a call reaches the service desk, it will check if it is a known
issue and if there is already any solution for the user issue. If not, the service desk will try to find a
workaround to solve the incident. If there is no workaround, the incident will be sent to another support
group, but if successful, the incident will be closed, and a problem will be raised to solve the root cause.
From this moment, PM urges to solve this root cause, where the next section will provide some

theoretical background about it.



1.2.1.2. PM Process

In ITIL, a problem is seen as the root cause of the incident. Therefore, the PM practice is said to be used
to solve the root cause of one or more incidents, minimizing the impacts that these incidents can have
on the organization [4]. The problem manager is responsible for thoroughly analyzing previous
incidents, identifying the root cause, and implementing measures to prevent these issues from
reoccurring.

PM is about solving issues and preventing them from occurring [37]. This proactive approach,
which includes continuous improvement, minimizes the impact on business units and ensures excellent
operational stability. This focus on prevention is a mindset highly valued by organizations, reassuring
that issues will not reoccur.

As seen in the implementation activity for the PM practice, some solutions require a change,
creating a connection to the CM process.

The following section will provide a theoretical background for the CM process.

1.2.1.3. CM Process

CM is not just about integrating changes in IT Services but about fostering a culture of continuous

improvement within the organization [9]. By extending the change management process from ITIL

2011, CM can transform the organization's approach to change, engage stakeholders, improve

communication, and implement strategies to address potential challenges and resistance to change.
Globally, most organizations use three change management processes: normal change, standard

change, and emergency change.

Below is a description of each type of change, adapted from [38]:

» Standard - This is used for pre-authorized changes that have a negligible impact on the IT
service and follow a well-known process.

* Emergency - A change must be implemented immediately to solve a major incident that
seriously impacts an IT service. Usually assessed by the Emergency Change Advisory Board

* Normal - A change that requires approval from the Change Advisory Board occurs when a
significant change can impact an IT service, business processes, or infrastructure.

Since standard changes are pre-authorized changes implemented by following a known procedure,
they do not require as many approvals and assessments as normal changes [39]. An example of a
standard change could be resetting a user's password. This change needs to be made to the IT Service
but is low risk and impact, so the standard change process should be followed.

However, from a high-level perspective, these processes look bulky and bureaucratic, where they
have a lot of different people and roles to secure different activities [19], [39].

From nowadays perspective, this does not look realistic due to the constant changes that the market

faces. Changes and adaptations to IT services must be fast enough for organizations to adapt to the



market changes to face their competition and customer demands [40]. To face this difficulty in delivering
new solutions, fixes, and adaptations to IT services, a culture named DevOps has urged. The main
premise of this culture is to deliver software quickly with high quality by automating several manual
tasks from the Software Development Lifecycle (SDLC) and by joining IT Development and operations

to work together to develop and maintain software [22], [41].

1.2.2. DevOps

The Agile Infrastructure Conference first mentioned the DevOps culture [42]. The main goal of DevOps
culture is to bridge the Operations and Development IT teams to work together so both teams can help
each other from the starting point of software development to high product quality and stable software
[43], [44]. DevOps also follows the agile software development practices from the Agile Manifesto [45],
focusing on individuals and their skills and embracing the change to correspond to customer feedback,
even if this could impact process performance[46]. This way, the developed product will be more
valuable to the customer since it will correspond to their needs.

These two IT teams have two different points of view regarding software changes [47]. Developers
want to deliver new and improved features, while operations want to maintain the stability of IT services
or IT systems; therefore, they do not want developers to deliver new features since they fear they will
compromise the stability. This generates a blame game between these two roles where the operators
blame the developers for compromising the system stability, while the developers blame the operators
for not maintaining the system's operability to receive new features [48], [49].

When these two IT teams collaborate to develop new features, operators can be involved from the
beginning of the SDLC and help the developers deliver quality and stable software by providing the

necessary infrastructure and tools to ensure the software will run with the desired performance [50].



1.3.

While developing this research, several publications, shown in Table 1.4, were performed and submitted

Publications

to different scientific journals. The objective was to ensure that the scientific community validated the
subject since it would go through a rigorous peer review process, getting the recognition for being

published. The rank column refers to the rank at on the year that the research was published.

Table 1.4 - List of Publications

Publication Name Authors Journal Rank | Publication | Status Chapter
A Systematic | Daniel Teixeira; | International Q2 2020 Published | Introduction
Literature Review on Ruben Pereira; Journal of Human Publication
DevOps  Capabilities | Telmo Antonio | Capital and nr. #1
and Areas Henriques; Information
Miguel Silva; Technology
Jodo Faustino Professionals
A maturity model for | Daniel Teixeira; | International Q2 2020 Published | Introduction
DevOps Ruben Pereira; Journal of Agile Publication
Telmo Systems and nr. #2
Henriques; Management
Miguel Mira da
Silva;
Jodo Faustino;
Miguel Silva
Agile information | Jodo Faustino; International Q2 2020 Published | Introduction
technology service | Ruben Pereira; Journal of Agile Publication
management with | Braulio Alturas; | Systems and nr. #3
DevOps: An incident | Miguel Mira da | Management
management case | Silva
study
An IT Service | Jodo Serrano; Information Q2 2021 Published | Introduction
Management Jodo Faustino; Publication
Literature Review: | Daniel Adriano; nr. #4
Challenges, Benefits, | Ruben Pereira;
Opportunities and | Miguel Mira de
Implementation Silva
DevOps benefits: A | Jodo Faustino; | Software: Practice | Q2 2022 Published | Introduction
systematic  literature | Daniel Adriano; | and Experience Publication
review Ricardo Amaro; nr. #5
Ruben Pereira;
Miguel Mira da
Siva
DevOps and Problem | Daniel Adriano; | SSRN - 2022 N/A Introduction
Management: A Case | Jodo Faustino; Publication
Study Ruben Pereira; nr. #6
Rafael Almeida;
Miguel Mira da
Silva
The influence of | Jodo Faustino; International Q3 2023 Published | Introduction
DevOps practices in | Ruben Pereira; Journal of Services Publication
ITSM processes Miguel Mira da | and  Operations nr. #7
Silva Management
The Impact of DevOps | Jodo Faustino; International Q1 2024 Under Publication
in IT Service | Ruben Pereira; Journal of Review nr. #8
Management — A | Miguel Mira da | Information
Multi-Case Study Silva Management




Figure 1.2 shows the relationship between all these publications and how these fit into this thesis.
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CHAPTER 2

Publication nr. #1

This is the first publication regarding this thesis, to which the PhD candidate contributed. When
performing this research, DevOps was a novel concept, and there was not a common understanding of

its definition.

This research aimed to establish determining factors of DevOps implementations, including the main
DevOps capabilities and areas with which it evolves. To perform this study, an SLR was used as a
research methodology to find guidance and more knowledge about DevOps implementations in
organizations. The research focused on the main areas of DevOps and its capabilities, and different

digital libraries were used to find the related publications in the literature.

This research was essential to understand how DevOps has been perceived by organizations and the
positive evolution that DevOps has had in terms of publications, showing that it is an emerging topic
nowadays. Also, this publication was essential in providing a theoretical background about DevOps. It
was possible to understand that DevOps is not just employing automation on manual tasks; it is more
than just technical practices to improve efficiency. DevOps focuses on a culture of collaboration and
sharing, combining people, technology, and processes to align every organization's resource to a

common goal.

Nevertheless, this research provided significant input for this thesis by resuming the DevOps

practices and how the organizations have progressively adopted these.

The complete publication can be found in Appendix A.
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CHAPTER 3

Publication nr. #2

This publication, where the author was also a contributor, focused on DevOps. Due to being a novel
topic, adoption or maturity models for DevOps implementation did not exist, and a gap in the existing
literature was found. Using the literature review from Publication nr. #1 from Chapter 2, to identify the
DevOps practices and areas, this research focused on performing interviews with DevOps experts to

build a maturity model based on the professional experience of these experts.

The methodology Design Science Research was used for this study. After identifying the problem
and motivation and the objectives and solutions, interviews with DevOps experts started. After several
rounds of interviews, the model was demonstrated to teams that work with DevOps practices, and lastly,

evaluation interviews were performed.

In total, 28 interviews were conducted with the DevOps experts, and their experience made it
possible to assign a specific maturity level for each DevOps practice. After completing all the steps, the
proposed maturity model was completed based on the CMMI Maturity model, enabling any organization

to assess its maturity level regarding DevOps practices.

The complete publication can be found in Appendix B.
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CHAPTER 4

Publication nr. #3

This publication was the first step in motivating this research. It was a publication regarding the master’s
thesis of the PhD candidate, which first explored how DevOps could impact the IM process, opening a
path to exploring other processes.

This publication includes a case study of an application management team that supports an
insurance company's core system. This team aims to maintain the core system by solving incidents and
enhance the application by delivering new developments to it.

This team used agile methodologies and some DevOps practices to reach its goals successfully.
They automated manual steps and improved collaboration between all the interested parties of the core
system.

Moreover, this publication shows a positive result on applying these practices on a team responsible
for solving incidents and accelerating their resolution, which contributes to a healthier system and
business users’ satisfaction by not facing issues when performing their tasks. Nevertheless, not only the
corrections could be delivered faster, but new developments as well. This allows business users to have
new functionalities so the organization can compete within the market.

This publication also gave space for future work where the case study reported that DevOps could
impact other processes.

The full publication can be found in Appendix C.
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CHAPTER 5

Publication nr. #4

The following publication is also suitable for establishing the motivation for this thesis. This publication
was a collaboration between the PhD candidate and another PhD colleague. The objective was to
perform a Literature Review (LR) of the existing knowledge about ITSM.

The research methodology used for this publication was the SLR due to the extensive protocol
required to add more rigor to the LR. The focus of this publication was to find the benefits and challenges
of ITSM adoption and implementation practices.

With this study, the researchers were able to find the gaps and some challenges of the ITSM
implementations. Moreover, and quite important, was the ability to find opportunities to improve these
ITSM benefits. One of the opportunities found was the implementation of Cloud computing and
DevOps. This shows that the scientific community recognizes that ITSM and DevOps could co-exist in
the same environment and improve ITSM implementations, supporting this thesis's objective and
motivation.

The complete publication can be found in Appendix D.
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CHAPTER 6

Publication nr. #5

The objective of Publication nr. #5 is to establish a background of DevOps implementations and their
benefits. This research was done by performing two different SLRs: one to find all the described benefits
in the existing literature and another to find DevOps implementations that reported benefits. With this
study, it is possible to find empirical evidence of the benefits of DevOps.

This research was vital because it sought to find the benefits of DevOps implementations if they
could mitigate the ITSM implementation challenges and opportunities reported in Publication nr. #4,
corresponding to Chapter 5.

Thus, with these two publications (#4 and #5), it is possible to establish the link that DevOps could
positively impact ITSM implementations. However, the reported DevOps implementation literature did
not concern ITSM environments, leading to new research opportunities, which can be found in Chapter
9.

The complete publication can be found in Appendix E.
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CHAPTER 7

Publication nr. #6

Similar to Publication nr. #3, in Chapter 4, a case study evaluated the DevOps impact on one of the

ITIL processes, in this case, the PM process.

This case study was carried out in a manufacturing industry organization, where the DevOps
culture is employed to address the working ways of the IT Teams. Several data collection methods,
such as Semi-Structured interviews, documental analysis, observation, and a focus group exercise,

were possible in this case study.

In this case study, it was possible to see that practices based on continuous planning and
collaboration lead to a better PM lifecycle, quick problem identification, higher-quality root cause

analysis, and improved resolution times.

Moreover, this publication identified future work, leaving space for an investigation into the
relationship between DevOps and other ITIL processes such as Knowledge Management, RM, and

Deployment management.

The complete publication can be found in Appendix F.
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CHAPTER 8

Publication nr. #7

In this publication, the objective was to find other publications in the literature that report the
implementation of DevOps practices in the [ITSM processes and establish what related work was done
regarding the objective of this thesis.

An SLR was made to find in the existing literature, and after applying the SLR protocol and filters,
nine publications were analyzed in total. From the analysis of these nine publications, several processes
that could be impacted by DevOps, such as CM, RM, IM, PM, Event Management (EM), Service
Request Management (SRM), and Service Catalog Management (SCM), were visible.

However, these publications didn’t show how DevOps impacts processes or which processes'
activities. They provided some adaptations that could be done to processes but not the direct impact on
process performance or the people who use the process.

This publication shows there is a possible relationship between DevOps and the ITIL (the most
implemented ITSM framework [39]) processes; however, it is not possible to evaluate the impacts that
could cause, strengthening the objective of this thesis to provide suggestions on how to solve issues
within ITIL implementations by having DevOps practices in place in the organization.

The complete publication can be found in Appendix G.
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CHAPTER 9

Publication nr. #8

This article is the last step in compiling publications for this thesis. Since the International Journal of
Information Management is still reviewing it, it will not follow the same format as the previous
publications in the previous chapters.

In this article, the researchers performed three different case studies to study the impact of
implementing DevOps practices. Each case study corresponds to one of the ITIL processes: IM, PM,
and CM. These case studies were performed in three organizations with different action industries. The
primary data collection method was semi-structured interviews with ten people from each organization.
The people had different positions in the organization and different levels of experience.

With this study, it was possible to conclude that DevOps practices could impact the processes
differently, accelerating them from end to end. The primary key to this impact was the automation and
collaboration practices. Automation results in the automation of the SDLC for faster delivery of fixes
for problems and incidents. While collaboration also contributes to the faster delivery of fixes, it also
enables more confidence in the software quality and changes impact, accelerating the approvals for the
changes to move forward.

DevOps practices also contribute to a steady and healthier system due to the monitoring practices
allied with the automation practices for a faster reaction to recover from systems failures or performance
degradation.

Below is the article submitted to the International Journal of Information Management. However,
due to space limitations, some of the research had to be removed from the submission, which will be
added in the next section in 9.1 and 9.2. The following pages will follow the format that was used for
the journal submission. While all the thesis document as followed the IEEE citation format, the citation
format for International Journal of Information Management was APA, which was the format considered

for this chapter.
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Abstract

In today's complex environment, organisations face constant market changes and customer feedback.
As aresult, the IT department has become as critical to the organization's success as any other business
unit, mainly because of its essential support.

To improve coordination and collaboration between IT and other departments, the IT division is now
viewed as a service provider, delivering IT services to business units, which act as its clients. These
services are typically managed using IT Service Management frameworks, such as ITIL, to ensure
efficiency and structure.

However, organisations must continuously adapt to market shifts and customer demands to stay
competitive. Unfortunately, IT is sometimes perceived as a bottleneck in responding to these needs due
to the bureaucratic nature of IT service management processes. In response, Agile Software
Development Methodologies were created to address the need for rapid change. Still, frequent shifts in
the IT landscape can potentially destabilise existing IT services, requiring more collaboration between
those who develop and operate IT Services.

To overcome this challenge, the DevOps culture was designed to bridge the gap between development
and operations teams. Its goal is to produce high-quality software without compromising the stability of
IT services.

This research will explore how DevOps can be integrated into an ITIL-based environment, focusing on
the impact on three key IT service management processes: Incident, Problem, and Change Management.
Case studies will be conducted on three organisations implementing DevOps practices and utilising at
least one of these processes.

This study demonstrates that DevOps' focus on communication, feedback, and automation has the most
significant impact on Incident and Problem Management, whereas its automation practices more directly
affect Change Management. Enhancing communication between the various affected parties and
automating the delivery process can clearly help resolve issues. Automation minimizes human error,
ensuring higher delivery quality and fostering greater confidence in successfully implementing changes.

Keywords: DevOps; ITSM; ITIL; Agile; Benefits; Challenges; Incident Management;
Problem Management; Change Management;
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1. Introduction

Over the decades, organisations have been changing the way they manage their businesses to
overcome internal and external threads as well as from their competitors (Kaplan et al., 2018; Wahyudin
et al., 2020). Nowadays, one of the most essential factors in an organisation's ecosystem is the
Information Technology (IT) department. The relevance of I'T has been growing widely in organisations
to achieve their mission and business goals due to the support of business units (Alsolamy et al., 2014).

To be able to support businesses in the market's fast changes and tendencies, the concept of IT
services was created (Cannon & Wheeldon, 2007). Furthermore, to evaluate how the IT Services are
performing towards the business and organisation objectives, a discipline named IT Service
Management (ITSM) was created (Yao & Wang, 2010). The objective of ITSM is to manage the IT
Services landscape of the organisation from the moment of the IT Service design until it decommission
(E Abreu et al., 2010).

ITSM is implemented using frameworks such as the Information Technology Infrastructure Library
(ITIL), Control Objectives for Information and Related Technologies (COBIT), and FitSM. ITIL is seen
as the most implemented framework globally. ITIL has a crucial role in managing the organisation's IT
Services landscape, from the moment of the IT Service design to its decommission, ensuring efficient
and effective service delivery. (Aguiar et al., 2018; Galup et al., 2020).

ITIL newest release, ITIL4, was introduced in 2019. This latest version can be defined as “a set of
practices for ITSM that focuses on aligning IT Services with the needs of business.” (AXELOS, 2019).
The traditional ITIL implementations focused on implementing processes to manage the IT services;
however, ITIL4 is focused on practices, extending these implementations for more than processes
(Hasibovi¢ et al., 2023). Moving to this practice approach enabled ITIL4 not just to overthink the
processes' performance but to combine processes, technology and people to guarantee the best
performance of the IT Service, focusing on value to its customers (Reiter & Miklosik, 2020).

However, due to the complexity of the processes, some organisations choose not to implement all
ITIL processes, like small-scale organisations (Yamami, Ahriz, et al., 2017). Therefore, organisations
usually choose to implement Incident Management (IM), Problem Management (PM) and Change
Management (CM) (Serrano et al., 2021). These three practices are typically seen working together to
maintain stability and the regular operation of the IT Services (Lahtela et al., 2010), ensuring the correct
transition from a service design to its operation (Galup et al., 2020).

IM is the practice where the objective is to minimise the negative impact of a service unplanned
interruption or reduction in the quality of the service to restore the regular operation of the service as
quickly as possible (AXELOS, 2019), preventing economic losses and user dissatisfaction (Lou et al.,
2013).

For PM, the objective is to reduce the likelihood and impact of incidents by identifying actual and
potential causes of incidents (AXELOS, 2019).
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At last, CE can be seen as the last stage where all the changes that impact the IT services are
managed (AXELOS, 2019). A change can be made in a system parameterisation, code, or hardware. In
the process of this practice, there are a lot of approvals and review activities which can be seen as very
exhaustive, causing delays to the delivery of new fixes (incoming from IM and PM) or new
functionalities for the IT Service (Kim et al., 2016).

However, while ITIL can bring many benefits, such as more control of the IT environment and risk
and cost reduction, it also has challenges. The framework can be seen as bulky and bureaucratic due to
its focus on process performance and well-defined roles. This can sometimes hinder agility and
responsiveness, which may not be the best option in a market that demands quick responses to customer
needs. (Ayat et al., 2009; Sharifi et al., 2008).

Moreover, there is a culture named DevOps that emphasises the collaboration between development
and operations teams (de Kort, 2016). The main objective of this culture is to significantly improve the
delivery of IT Services through process automation and the adoption of continuous improvement,
offering a promising future for ITIL processes. (Jabbari et al., 2016). Due to the collaboration of these
two IT teams, DevOps could improve the ITIL processes implementation,

Therefore, this research aims to investigate the relationship between DevOps and ITIL processes to
understand the probable impacts of a DevOps implementation on an ITIL environment.

The research methodology used for this research is Multi-Case Study, where the objective is to
perform case studies in different organisations, in different ITIL processes, where DevOps practices
have also been adopted. These case studies can be seen as empirical evidence of how these two topics
can coexist in the organisation's IT ecosystem, showing how they can relate, and which are the benefits
and challenges of this DevOps adoption.

This research is organised as it follows: the Theoretical Background section describes the main
concepts that frame this research and helps readers understand these concepts and the author who
contributed to them; in Related Work, the author examined DevOps case studies to confirm that none
or few studies exist relating IM and DevOps domains; then, the Research Methodology identifies how
the author will design and validate the case study (CS) methodology; subsequently, in the CS Protocol
and Conduct section, the author lists all the data that will be needed to conduct the CS; next, the Analyse
the CS Evidences section explains how the author will transform collected data for analysis; lastly, the
author presents a set of conclusions about all of the findings discovered during the analysis phase as

well as explain why this research will be helpful for academics and professionals.
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2. Research Background

Given the objective of this research, this section will explore theoretical concepts about DevOps
and ITIL processes to find how these can relate and the probable impacts that could be caused on each
of them.

As stated, ITIL is overfocused on process performance and accountability. At the same time,
the organisation's market requires agility for fast and quality product deliveries to respond to quick
market changes. Organisations must change their mindset and culture to incorporate and accept
customer feedback. This is one of the main premises of the DevOps culture: adapting the IT landscape
to deliver fast and quality software.

ITIL4 has already started adapting ITIL to be more agile by switching from processes to
practices, considering not only process performance but also people and tools as part of the entire
practice, and also considering DevOps as part of operating the IT Services. However, ITIL is a set of
guidelines for managing the organisation's IT Services and does not show how DevOps practices can be
used together with ITIL processes. There is a publication that reviews how DevOps has been seen from
an ITSM perspective and how organisations can adapt the two concepts to work together (Faustino et
al., 2023).

Due to the few publications relating the two concepts, the authors found that this relation is in
an early stage, creating the opportunity to build new research. This underscores the importance of further
exploration in this area.

To better understand DevOps and ITSM, the following sections will describe these two
disciplines' main concepts, practices, and processes, providing enough background to understand how

they can be applied together in the same environment.

2.1.ITIL

ITSM can be seen as a holistic approach that is responsible for all the activities of creating,
implementing, supporting, and managing IT services. ITSM has been implemented through several
frameworks, such as COBIT, ITIL and FitSM (Sarwar et al., 2023). Moreover, there is a framework
which stands out, in terms of implementation, regarding the other frameworks, which is ITIL (Yamami
etal., 2017).

ITSM is a process-oriented approach that has several processes to improve IT efficiency by
measuring IT services' performance through the processes. These processes guarantee the IT Services
quality, transparency of the IT processes, and the IT changes delivered to its users (Lema et al., 2015).

ITSM is “a methodical approach to the management of IT services — from design,
implementation, operation to continual improvement. It not only focuses on the technical aspects of IT
but also allows the alignment of services and functions provided by IT within the organisation.”

(Marrone & Kolbe, 2011, p. 6).
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This study will focus on ITIL since it is one of the most globally implemented ITSM
frameworks (Galup et al., 2020), where a new version, ITIL4, was released in 2019 (Guilfoos &
Triplett, 2022).

Older versions of ITIL, such as ITIL 2011, had an emphasis on the IT processes with well-
defined inputs, outputs and roles, while ITIL4 extends the framework to be modernised and flexible
(Pratama & Umaroh, 2023). Practices are sets of organisational resources designed for performing
work or accomplishing an objective, being more flexible and less prescriptive than processes.

ITIL 2011 aimed to manage IT Services between five stages of the IT Service lifecycle:
Service Strategy, Service Design, Service Transition, Service Operation, and continuous service
Improvement. In ITIL4, the main focus is the value of the IT service. For this, ITIL4 introduces the
Service Value System (SVS), a holistic approach where several interconnected activities create and
deliver value, called a service value chain. This service value chain is crucial for ITIL4 since it
manages the IT Service from its creation until its delivery, constantly monitoring the value it creates to
know when to improve.

The chosen processes for this research were Incident Management (IM), Problem
Management (PM), and Change Management (CM) since these have been more adopted globally as
stated previously, and also since these were identified as most probably impacted processes according
to Faustino et al. (2023). Moreover, these processes are typically seen by as processes where
developers and operators are more likely to work together, showing how the DevOps practices have
impacted the processes, which will be detailed in the next section.

2.1.1. IM Process

IM plays a crucial part in ITSM, being one of the fundamental processes of ITIL (Latrache et
al., 2015).

An incident is a non-planned interruption or performance degradation of an IT Service, which
also applies to any component that supports the IT service. Since the IT services should support the
business processes of the organisation, it is possible to state that an incident will cause a business
interruption (Bartolini et al., 2006; Richard et al., 2019).The objective of the IM practice is to manage
these incidents, so it minimises the service disruptions and outages to cause less impact on the
organisation's business units (Steinberg, 2011).

An organisation's main objective is to create profit, so if the business has some interruption on
the IT Services that support the business applications, it will create economic losses, which should be
avoided or mitigated as soon as possible (Lou et al., 2013). These kinds of business interruptions are
not only seen as a negative impact from an economic perspective. However, they could also result in a
lack of confidence from the organisation’s customers, even internal customers, showing that the IT
services are unreliable for the business.

As stated before, the objective of the IM process is to bring the IT Service to its regular

operation and performance, so when a complaint or a call reaches the service desk, it will check if it is
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a known issue and if there is already any solution for the user issue. If not, the service desk will try to
find a workaround to solve the incident. If there is no workaround, the incident will be sent to another
support group, but if successful, the incident will be closed, and a problem will be raised to solve the
root cause. From this moment, PM urges to solve this root cause, where the next section will provide

some theoretical background about it.

2.1.2. PM Process

In ITIL, a problem is seen as the root cause of the incident. Therefore, the PM practice is said
to be used to solve the root cause of one or more incidents, minimising the impacts that these incidents
can have on the organisation (Cannon & Wheeldon, 2007). The problem manager is responsible for
thoroughly analysing previous incidents, identifying the root cause, and implementing measures to
prevent these issues from reoccurring.

Problem Management (PM) is not just about solving issues but also about preventing them from
occurring (Kush, 2013). This proactive approach, which includes continuous improvement, minimises
the impact on business units and ensures excellent operational stability. This focus on prevention is a
mindset highly valued by organisations, reassuring that issues will not reoccur.

As seen in the implementation activity for the PM practice, some solutions require a change,
creating a connection to the CM process.

The following section will provide a theoretical background for the CM process.

2.1.3. CM Process

CM is not just about integrating changes in IT Services but about fostering a culture of
continuous improvement within the organisation (AXELOS, 2019). By extending the change
management process from ITIL 2011, CM can transform the organisation's approach to change, engage
stakeholders, improve communication, and implement strategies to address potential challenges and
resistance to change.

Globally, most organisations use three change management processes: normal change, standard
change, and emergency change.

Below is a description of each type of change, adapted from (Rance, 2011):

e Standard - This is used for pre-authorised changes that have a negligible impact on the IT
service and follow a well-known process.

e Emergency - For example, a change needs to be implemented immediately to solve a major
incident that seriously impacts an IT service. Usually assessed by the Emergency Change
Advisory Board (ECAB)

e Normal - A change that requires approval from the Change Advisory Board (CAB) occurs when

a significant change can impact an IT service, business processes, or infrastructure.
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Since standard changes are pre-authorised changes that are implemented by following a
known procedure, it does not require so many approvals and assessments as normal changes (Kaiser,
2018) an example of a standard change could be resetting a user's password. This change needs to be

made to the IT Service but is low risk and impact, so the standard change process should be followed.

However, from a high-level perspective, these processes look bulky and bureaucratic, where
they have a lot of different people and roles to secure different activities (Kaiser, 2018; Sharifi et al.,

2008).

From nowadays perspective, this does not look realistic due to the constant changes that the
market faces. Changes and adaptations to IT services must be fast enough for organisations to adapt to
the market changes to face their competition and customer demands (Soni, 2016). To face this
difficulty in delivering new solutions, fixes, and adaptations to IT services, a culture named DevOps
has urged. The main premise of this culture is to deliver software quickly with high quality by
automating several manual tasks from the Software Development Lifecycle (SDLC) and by joining IT
Development and operations to work together to develop and maintain software (Cuppett, 2016;

Sharma & Coyne, 2014).

2.2.DevOps

The Agile Infrastructure Conference first mentioned the DevOps culture (Lwakature, 2017).
The main goal of DevOps culture is to bridge the Operations and Development IT teams to work
together so both teams can help each other from the starting point of software development to high
product quality and stable software (Riungu-Kalliosaari et al., 2016; Silva et al., 2018). DevOps also
follows the agile software development practices from the Agile Manifesto (Beck et al., 2001),
focusing on individuals and their skills and embracing the change to correspond to customer feedback,
even if this could impact process performance. This way, the developed product will be more valuable
to the customer since it will correspond to their needs.

These two IT teams have two different points of view towards software changes (Waschke,
2015). Developers want to deliver new and improved features, while operations want to maintain the
stability of IT services or IT systems; therefore, they do not want developers to deliver new features
since they fear they will compromise the stability. This generates a blame game between these two
roles where the operators blame the developers for compromising the system stability, while the
developers blame the operators for not maintaining the operability of the system to receive new
features (Hussaini, 2015).

When these two IT teams collaborate to develop new features, operators can be involved from
the beginning of the SDLC and help the developers deliver quality and stable software by providing
the necessary infrastructure and tools to ensure the software will run with the desired performance

(Hemon et al., 2020).

32



To be able to accomplish its objectives, DevOps employs several practices, as it is seen in Table

1, adapted from (Faustino et al., 2018; Jabbari et al., 2016). There were considered the most low-level

practices from Jabbari et al. (2016), so the interviews can have more options to choose from the

practices. For example, both Automated Deployment and Continuous Deployment are considered a

DevOps practice Jabbari et al. (2016), but an organisation can implement automated deployment while

not considering continuous deployment. This shows that both organisations can apply DevOps practices

but with a different level of maturity (Teixeira et al, 2020).

Table 1 - DevOps Practices

ID | Practice name Description

P1 | Continuous Planning Continuous planning of products/features in several deliveries to allow
the incorporation of customer/business feedback.

P2 | Feedback Loops Between Frequent checkpoints between Operators and Developers to discuss

Dev and Ops deliveries and application pain points.
P3 | Continuous Monitoring An approach where an organisation constantly monitors its IT systems
and networks to detect security threats, performance issues, or non-
compliance problems in an automated manner.
P4 | Measure Performance Define metrics to measure the system's performance while developing,
Metrics (in CI, Test & Ops) | testing, and operating.

P5 | Automated Feedback for Creation of performance feedback reports based on models and
Performance Models and predictions.
Performance Predictions

P6 | Application Monitoring Monitoring of applications to detect performance/wrong behaviour from
the applications.

P7 | Automated Dashboards Build dashboards to provide developers and operators with information
about the applications' status and behaviours so that the correct actions
can be taken.

P8 | Continuous Integration It is a practice that encourages developers to check their code as much
as possible so the other developers can always work on the latest
version. This practice also runs a build and tests the code to ensure the
new code will not impact the existing software.

P9 | Prototyping Application Build a prototype of the feature or application to perform demos for the
customers or business users.

P10 | Continuous Deployment Once the automatic tests pass the code or artefact, automated
deployment will be performed for the following environment.

P11 | Automated Deployment Practice that allows to schedule application deployments to be executed
automatically.

P12 | Continuous Delivery This practice ensures that the software is always ready to be deployed.
If a package is created after the build and automatic testing, that
package is stored as an artefact on a repository and can be deployed.

P13 | Continuous Testing Automatic tests are triggered after each build of the code. It is used
together with Continuous Integration.

P14 | Automated Testing Tests that are executed automatically produce a report of the test status.

P15 | Process Standardisation Standardisation of processes is used to unify the processes inside the
organisation's IT department. This will allow the same modus operandi
between all the IT teams, facilitating the personal rotation between IT
teams.

P16 | Infrastructure as Code This practice allows the coding of the infrastructure for the application
and the loading of that code to create or update the existing
infrastructure. This allows the quick creation of environments and the
scale in/out of server resources based on demand.

P17 | Stakeholder Participation Stakeholder participation requires all the key stakeholders to participate
in all the software development or operations phases. This allows more
engagement from the stakeholders to make decisions on the right timing
for the application's developers and operators.
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Organisations worldwide have reported the benefits of DevOps implementations, such as
faster time to market, faster and better feedback and increased team performance and customer

satisfaction (Faustino et al., 2022).

Moreover, ITSM has its challenges (Serrano et al., 2021). One challenge is the time
consumption of the process assessment and framework complexity. This shows how bureaucracy can
impact the deliveries from the IT teams, as stated before about the ITSM processes. Based on the
DevOps benefits and the premises of DevOps by automating manual tasks, DevOps can help improve

the ITSM processes' performance.

3. Research Methodology

Since the research in the domain of DevOps application in the ITSM processes is in its very early
stages (Faustino et al., 2023), the nature of this research is exploratory due to the limited literature about
the subject. Exploratory research is meant to start a study on an observed phenomenon without prior (or
few) works on a specific context (Zaidah, 2007). Moreover, a Case Study (CS) is built around a question
(Thomas, 2016), which in this case is, “How do DevOps impact ITSM processes?”.

The question is the final objective that the CS needs to answer, but the CS also should be defined
by its purpose, approach and process (Thomas, 2016). Moreover, the subject may lead to three different
types of CSs: unique or outlier (when the researcher tries to study a phenomenon out of the norm), a key
case (when the researcher is studying a phenomenon that happens a lot), and a local knowledge case
(where the researcher is investigating something familiar to him) (Thomas, 2016). This CS is classified
as a local knowledge case since the researchers are familiar with DevOps practices and ITSM.

Researchers can adopt either a single-case or a multiple-case approach. A single-case approach
should be adopted when the event that is supposed to be studied is limited by a single occurrence, or the
study will only target a single unit of analysis (Yin, 2009; Zaidah, 2007). Multiple case studies are used
on real-life events where numerous, easy-to-replicate sources of evidence exist (Zaidah, 2007). Since
for this research, the objective is to perform a study on how DevOps impacts three different processes,
the approach will be a multi-case study, where these three case studies will be done on three different
organisations where the processes where both the DevOps processes and one of the processes are
applied.

. This study will focus on CM, PM and IM, as identified in Faustino et al. (2023) as possible
candidates to be implemented with DevOps practices and due to the researchers' experience with these
processes. Where each case study will be applied to each process.

Since this research intends to study the possible influence of DevOps practices on the ITSM
processes activities grounded on the experience of several organisations, it must be considered a

retrospective CS.
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Table 2 — Research Questions

Research Question ID Description

RQI Which DevOps Practices can impact each process?

RO2 What are the benefits and challenges of implementing DevOps
practices in the processes?

RQO3 How has DevOps improved the processes?

Researchers should explain or explore a phenomenon that leads to the following purposes: intrinsic,

instrumental, evaluative, explanatory, and exploratory (Thomas, 2016). As stated before, this research

will be exploratory; where for this type of approach, Thomas also suggests the following: testing a

theory, building a theory, drawing a picture, descriptive, interpretative, and experimental (Thomas,

2016). As previously stated, no literature has investigated the relationship between DevOps and the ITIL

processes; therefore, this research aims to build a theory.

Some authors provide insights into the structure of a CS (Tellis, 1997). Table 3 shows the approach
that will be followed in this research (Yin, 2009).

Table 3 — Case Study Stages

Stage Stage Description

Design the Case | This stage comprises two minor stages: determining the required skills and

Study Protocol | developing and reviewing the protocol. The latter involves extensive reading
about the topic to create draft questions. Yin suggests that the researchers should
be good listeners who can interpret the responses and create draft questions.

Conduct the Preparation of the data collection, distribution of the surveys and conducting

Case Study interviews.

Analyse Case An analytical strategy should be employed to evaluate the data gathered in the

Study Evidence | previous stages of the research.

Develop Develop conclusions regarding the data analysis made in the previous stages to

Conclusions establish a bridge between the researcher and the user and explain the benefits or
problems found during the research.

Source: Adapted from (Tellis, 1997; Yin, 2009)

To build a CS, Figure 1 describes the different classifications of our research according to

Thomas’ framework and guidelines. This helps to understand how this research maps with Thomas'

framework.
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Figure 2 — Path for the CS, adapted from (Thomas, 2016).

Since this is a retrospective CS, the primary data collection procedure is interviews of those who

experienced the study phenomenon (Thomas, 2016).

The interview type that was used is Semi-Structure interviews, which are used when one needs to
gather more detailed information by giving the interviewees the liberty to express their opinions

(Miles & Gilbert, 2005).

In the following sub-sections, the multiple case studies will be presented.

4. Case Study Design Protocol

As previously stated, this research will be done by performing three case studies in three
different organisations. The first case study regarding IM was performed over four months, from
September until December 2023, in a multi-national IT Consultancy company in Financial Services
(FS) based in Lisbon, Portugal. The analysis was based on an Application Management services team
for an insurance company, focused on the corrective maintenance of a core insurance application.
Even though the team is known to be bi-lingual, the interviews were conducted in Portuguese.

Regarding the CM case study, the research was conducted over two months (August and
September 2022) at a multinational fintech company, with one team and a sample of 10 interviewees,
using a qualitative approach. The team’s average professional experience is 8.3 years, and experience
with DevOps is about 0.8 years. It is important to note that for the CM experience, most participants
were neither fully aware of the concept nor had knowledge about the process as a whole. So, to
address this knowledge gap, the interviewer explained the main ideas behind DevOps in addition to

CM and its phases during the interviewing process.
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The PM case study was performed in a German multinational conglomerate company. On
average, participants have four years of experience in their roles while having close to 10 years of
work experience in IT. Most have exercised DevOps and PM practices in at least two previous
organisations. Three separate teams are represented in this exercise: a Service Management team
responsible for overseeing the implementation of PM and other ITIL processes in the organisation
(participants PM-A, PM-G, PM-J), a Service Delivery team managing business interactions with
customers and end users (participants PM-C, PM-E, PM-I), and a development team responsible for
the maintenance and continuous improvement of Service Management tools utilised in the

organisation (participants PM-B, PM-D, PM-F, PM-H).

To ensure that the recorded interviews were understood correctly, each one was reviewed, and the

relevant topics were transcribed for written support using the same terminology observed in the

recordings, with the authorisation of all participants.

The interviewees' structure is summarised in Table 4, detailing each interviewee's role and

professional experience.
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Table 4 — Interviewee Details for Case Studies

IM Case Study
Interviewee Position Experience in IT | Experience in DevOps
IM-A Experienced Developer 3 3
IM-B Experienced Developer 3 3
IM-C Team Leader 7 6
IM-D Team Leader 8 6
IM-E Team Leader 6 6
IM-F Team Leader 6 6
IM-G Manager 10 7
IM-H Manager 10 7
IM-1 Manager 9 6
IM-J Manager 15 6
Average - 7.7 5.6
CM Case Study
Interviewee | Position Experience Experience in DevOps
CM-A Quality and Assurance (QA) Engineer 15 0
CM-B Quality and Assurance (QA) Engineer 12 2
CM-C Software Engineer 1 1
CM-D Software Engineer 10 2
CM-E Software Engineer 3 1
CM-F Software Engineer 7 1
CM-G Software Engineer 2 1
CM-H Technical Writer 7 0
CM-1 User Experience (UX) Designer 6 0
CM-J Product Manager 20 2
Average - 8.3 0.8
PM Case Study
Interviewee Position Experience Experience in DevOps
PM-4 Process Manager 5 1
PM-B Developer 10 9
PM-C Service Manager 14 3
PM-D Developer 5 4
PM-E Process Manager 13 2
PM-F Developer Team Lead 12 12
PM-G Process Manager 10 1
PM-H Developer 12 4
PM-1 Process Manager 10 3
PM-J Process Manager 6 1
Average - 9.7 4
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5. Case Study Conduct and Evidence Analysis

The following subsections will demonstrate how the interviewees were conducted and how the
data collected was prepared, after this each subsection will have its own conclusion about the data.

Also, each subsection will correspond to the research questions that are in Table 2.

5.1.Interview Analysis on DevOps Impact on Process Activities

Table 5 shows the participants' matches between the DevOps practices and IM, CM and PM

process activities. Please refer to the colour legend to understand the meaning of each colour.

Almost all the DevOps practices identified in Table 1 were matched with at least one activity
regarding the IM process. The DevOps practices that were seen to have the most impact were
Feedback Loops Between Dev and Ops, Application Monitoring, and Continuous Integration.
Analysing from the point of view of the activities, the activities with more matches were Resolution
and Recovery, Investigation and Diagnosis and Detection and Recording. This is a good indicator for
Resolution and Recovery and Investigation and Diagnosis since the IM process objective is to solve

and recover as fast as possible.

Table 6 shows the interviewees' comments about each practice and match. According to the
colour legend of Table 5, only the activities with more matches per DevOps practice were considered.

Also, only the practices with at least one grey match were considered.

Due to the context of this team, the IM process is not followed 100% according to ITIL, where
the objective is to resolve the incident as soon as possible. (AXELOS, 2019). They work using an
agile approach based on sprints, where the stakeholders choose the priorities of the incidents or other
developments that should be done. So, this team relies on the stakeholders to know what to work on,

always based on the business input of what is more important.

Moreover, looking at Tables 5 and 6, they agree that DevOps practices accelerate incident
resolution through Continuous Integration, Continuous Delivery and Deployment practices.
However, an input shows a different perspective on Continuous Delivery. An interviewee says that
increasing deliveries can negatively impact the investigation of incidents since there will be more

changes to check what code could cause an incident.

Another aspect that stood out was the detection of incidents. The interviewees claim that
incident detection is essential to the application's stability, so more monitoring and new metrics are
always welcome so incidents can be detected earlier, reducing the possible impacts on the business

units.
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Regarding the CM process, nine practices (out of 17 from Table 1) matched at least one activity

of the process for the Normal Change process.

The top 3 practices that had more matches were the practices of Continuous Delivery,
Automated Deployment and Continuous Deployment. The practices had more impact on the final
activities of the process such as Authorise Change Deployment, Coordinate Change Deployment and

Review and Close Record.

Moreover, from the point of view of the activities, the activities that matched were Coordinate
Change Deployment, Review RFC, and Coordinate Change and Build Test. Regarding Coordinate
Change deployment, it is possible to see more matches of Continuous Deployment, Automated
Deployment and Continuous Delivery, similar to what has been stated before. Continuous delivery,
continuous testing, automated testing, and process standardisation are used for Review RFC activity.
For the Coordinate Change and Build Test, more matches can be seen in Continuous Integration,

Continuous Delivery, Continuous Testing, and Automated Testing.

Table 7 contains the interviewees' feedback regarding the matches between the DevOps

practices and Normal Change process activities.

Looking at Table 5 for the Standard Change activities, the same practices identified as a match
in the Normal Change process were also identified in the Standard Change process. It is also possible
to conclude that the practices that hit more matches are Continuous Delivery, Stakeholder
Participation, and Automated Testing, while the activities with more matches were Assess and

Evaluate RFC, Coordinate Change Implementation, and Authorise and Schedule Change.
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Table 5 — Matches Between DevOps Practices and Process Activities (Case Studies)

Process / Activity Practice ID
Pl P2 P3 P4 P5 P6 P7 P8 P9 P10 P11 P12 P13 P14 P15 P16 P17 Total of Matches
Detection and Recording - 3 4 1 - 5 1 - - - - - 1 1 2 - 2 20
2 Classification ~ and  Initial 3 2 2 ) ) ) 2 ) ) 1 ) ) . ) 3 . 3 16
4 Support
§ Investigation and Diagnosis 1 7 - - 1 - 2 1 1 1 1 - - 1 4 1 21
&~ Resolution and Recovery 2 5 - - - - - 7 2 4 7 4 - 2 39
= Closure 1 1 - - - - - 3 2 3 4 - - 2 - - 16
Monitor and Tracking 2 1 3 3 - 6 1 - - - - - - - 1 - - 17
Total of Matches 9 19 9 4 0 12 4 12 3 8 11 9 2 5 9 6 7 -
Create RFC 3 - - - - 5 4 4 4 3 2 4 - 5 34
% Record RFC 1 - - - - - - 4 - 3 3 3 2 2 3 - 2 23
§ Review RFC 3 - - - - - 3 - 3 3 5 6 5 5 - 3 36
[=» Assess and Evaluate Change 8 - - - - - - 3 - 3 3 4 3 2 3 - 2 31
= Authorise Build and Test 1 - - - - - - 5 - 3 3 4 3 4 2 - - 25
Ets Coordinate Build and Test 2 - - - - - - 5 - 4 4 5 5 5 4 - 35
@) Authorise Change Deployment - - - - - - - 4 - 5 5 4 1 1 2 - 1 23
Té Coordinate Change 3 ) ) ) ) ) ) 4 ) 7 3 6 ) ) 3 } ) 37
Deployment
Zo Review and Close 1 - - - - - - 1 - 3 3 5 2 1 4 4 24
Total of Matches 22 0 0 0 0 0 0 34 0 35 36 40 27 24 30 0 20 -
° Review RFC 5 - - - - - - 2 1 5 2 3 5 - 5 30
= Assess and Evaluate RFC 5 - - - - - - 4 - 4 3 6 5 5 4 - 5 41
é‘:‘; % éﬁg:l(;reise and  Schedule 4 ] ] . . ] ] 6 . 3 5 5 5 5 5 ] s 24
= § Coordinate Change
'§ A Implementation S j } ] ] } } g ] & s 9 g 9 & } B 39
% Review and Close Record 3 - - - 2 - 2 1 4 3 4 - 6 28
Total of Matches 20 0 0 0 0 0 0 19 0 15 10 25 20 21 19 0 23 -
Record RFC 4 - - - - 3 3 3 4 1 1 - 2 5 26
> Assess Change 6 - - - - - - 4 4 4 5 3 4 - 1 3 34
$ & 4 | Change Approval 3 - - - - - - 5 3 3 4 4 6 - 2 3 33
%’3 E‘s S | _Review Approval 2 - - - - - - 3 5 4 3 - 1 1 2 21
g0 & | Implement Change 3 - - - - - - 4 6 7 5 2 3 - 2 3 35
= Review Change 3 - - - - - 4 6 7 5 2 3 - 2 3 35
Total of Matches 21 0 0 0 0 0 0 23 0 27 28 26 12 18 0 10 19 -
Problem Detection 4 8 - 9 3 2 2 - 3 8 - 2 41
» Problem Logging 4 5 - - - 3 - 3 2 - 1 - - 2 5 - 3 28
§ Pr'oblem' Investigation and 5 7 : ) ) 6 : 3 5 : | : : 3 4 : 3 34
e Diagnosis
A~ Known Error Management 5 6 - - - 3 - 4 2 - 1 - - 2 5 - 4 32
E Problem Resolution 7 6 - - - 4 - 5 3 - 2 - - 3 6 - 3 39
Problem Closure 4 7 - - - 3 2 2 - 2 - - 2 5 3 48
Total of Matches 29 39 0 0 0 28 0 20 13 0 9 0 0 15 33 0 18 -

Colour Legend:
White — 1 to 2 matches
Light Grey — 3 to 4 matches
Medium Grey — 5 to 6 matches
Dark Grey — More than seven matches
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Table 6 - Insight on DevOps & IM process (Case Studies)

f];actlce IM Activity Comment
Classification and Initial « . S . . . . ’
Pl Support By continuously planning, it will be possible to order the backlog correctly and know what is causing more pain in the users at the moment.
gli\:;;i?gon and “Close collaboration between dev and ops will allow them to share knowledge to diagnose the incident.”
. “The coordination between devs and ops can result in anticipating if there are issues with a build of a package due to a resolution of an incident; this could help to improve
Resolution and Recovery S
the resolution.
Detection and Recording “This practice could enable the creating of incidents, and it can attribute the priority and trigger other actions to support the application.”
P3 . . “Monitoring the system continuously will identify strange behaviors on the application, therefore identifying incidents. This will also help to identify if a fix for an
Monitor and Tracking . . ] R
incident will be working after applying
P4 Monitor and Tracking “We can have an overview of the application behaviour of the performance to tell if the incident is solved.”
6 Detection and Recording “This practice allows for the creation of incidents automatically as soon as a usual behaviour is detected.”
Monitor and Tracking “Allows to see the behaviour after a resolution being applied to know if the incident is resolved.”
. “Continuous Integration allows a faster resolution by ensuring the code is being integrated more often and allowing to be sure that will follow the quality gates.”
P8 Resolution and Recovery | .. . . . . e -
By integrating every code, we can apply the resolutions faster, hence closing the incident faster.
P10.P11 Resolution and Recove “It will allow progressing with the resolution between the environments faster until it reaches production.”
’ ™Y | “Allows faster deployment of new logging to environments to investigate and find the final solution to the issue.”
Resolution and Recovery | “Saves time to deliver the new solution into the final environment, ensuring the code is deployable without any issue.”
P12 “It could harm the investigation; since DevOps allows constant delivery and constant deployments, we can have five deployments (one per day), and an incident is created
Closure . . "
after seven days. We may need to check all the code delivered in those five deployments.
. “Knowing the correct behaviour, we know what to test to apply TDD.”
P14 Resolution and Recovery “Saves time to apply the correct tests after a solution is identified.”
P15 Classification and Initial “If there is a standard way to detect and record incidents, it will help the end users understand the process. The same applied to the classification so the incidents can be
Support classified correctly.”
P16 Si\zljgsrﬂi?son and “Having the infrastructure in code files will help create new environments to help diagnose and resolve the incidents.”
P17 Classification and Initial “Depending on the stakeholder, they should be the ones interested in the application stability, so they should be able to detect and escalate incidents so they could be fixed
Support according to the impacts and priority.”
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The stakeholders continue to be a crucial part of the process since they should know the impact
of these changes, even if these types of changes should be classified as low risk. They are seen as the
primary approvers of the change to be taken into place since they know the implementation's impacts.
Also, they should be accountable for effective communication with all the teams and applications that
the change implementation could impact. Table 8 describes the interviewees' feedback about the matches

between the Standard Change process activities and the DevOps Practices.

When comparing the Emergency Change process with the other two change processes, it is
possible to see that the Process Standarisation practice is not listed, being replaced by Infrastructure as
Code (IaC). Many emergency changes are raised due to issues in the systems' infrastructure. This

practice can help to solve those issues relatively quickly.

Other practices that stand out are Continuous Deployment and Automated Deployment. These
practices impact the last activities of the process to deliver the solution to the emergency change faster
and restore the normal operation of IT Services. This can also be seen since the last two activities have
more matches, with 35 matches. An activity that is also seen as highly impacted is Assess Change. Due
to the Continuous Planning of the teams, it is easier to prioritise what can be seen as an emergency or
not, helping to evaluate if the change is an emergency. Table 9 shows the interviewees' insights into

Emergency Change and DevOps practices.

The interviewees were asked to assess the relevance of DevOps practices across PM activities
by having each select one of the following options for each combination: 1, meaning low relevance; 2,
meaning relevant; and 3, meaning high relevance. Answers were compiled into Table 5 by adding the
values entered for each cell. Opinions and justifications provided by interviewees as they responded to

this assessment are found in Table 14.

Data resulting from semi-structured interviews indicates that 9 out of the 17 contemplated
DevOps practices are, in terms of their application, significant in at least one stage of the Problem
lifecycle. The DevOps practices of Continuous Planning, Feedback Loops Between Dev and Ops,
Automated Monitoring, and Stakeholder Participation stood out and were highly significant to the PM
process. Considering captured insight, this results from the improved planning and collaboration these
practices tend to enable, allowing development and operations teams to work more closely together.
The practices of Application Prototyping, Deployment and Test Automation were considered less

significant, the latter neither practiced nor known among selected interviewees.

Table 5 shows that the practices with the higher impact on the PM process are Dev & Ops
Feedback Loops, Stakeholder Participation and Automated Monitoring. Discussing Dev & Ops

Feedback Loops, the higher impact is in Problem Detection and Problem Investigation and Diagnosis.
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Table 14 means that when operators know the developments, it will be easier to alert them about risks
and issues, which will be necessary for proactively creating problems. Regarding Problem
Investigation and Diagnosis, the interviewees stand out in the collaboration between developers and

operators to reach the root cause analysis of the problems.

Stakeholder Participation also significantly impacted Problem Detection and Resolution. The
interviewees believe stakeholders are the ones in the field and the best at understanding user pains
when using IT services or applications. Thus, they are the key to finding issues and suggesting the

correct behaviour to benefit the end users.

Automated monitoring, like Dev & Ops Feedback Loops, significantly impacts problem
detection, investigation, and diagnosis. It can be seen as critical in identifying problems since it
indicates the IT service or application's behaviour. Depending on the indicator, the monitor can also
help with the root cause analysis by identifying the process or part of the IT Service or application that

is failing or degrading.

From the PM activities perspective, the activities most impacted by the DevOps practices are
Problem Resolution, Problem Investigation and Diagnosis and Problem Detection. Problem Detection
was discussed in the last paragraphs regarding Dev & Ops Feedback Loops, Automated Monitoring
and Stakeholder Participation. However, continuous planning also impacts it. When planning meetings
and discussing the behaviours of the IT Services and applications, problems can be created earlier, and

a more resilient application can be created earlier.

Problem Investigation and Diagnosis, likewise Problem Resolution, are impacted by the same
DevOps practices. Continuous Planning stands for better planning and prioritisation of the problems

to be solved.

Problem Resolution, like the other two activities, the same practices, including continuous
planning, were classified as having more impact. Table 10 provides the interviewees insights about the

PM process and the DevOps practices

Having analysed the three processes, one can see that DevOps can impact the ITIL processes
differently, but always with the focus on improving or accelerating some manual tasks such as
assessments and approvals. In more detail, we can see that Continuous Planning is causing more impact
on the PM and CM process, where this practice can help to plan changes and their deliverables on the
correct timing, likewise, the solutions for the problems existing in the IT Services depending on the
impact. There is also the relationship to deliver the solutions for the existing problems; a change is

required. Feedback loops between Dev and Ops are seen as more impactful in PM and IM.
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This is seen as a practice that helps operators quickly solve issues in IT services due to the
collaboration between developers and operators. Likewise, application monitoring is seen as impactful
in PM and IM. This practice is essential in identifying issues as early as possible, even in applying a
quick fix or a workaround (like in the IM process) or a solution for a root cause of several issues (like

in the PM process). Nevertheless, the focus is to stop the damaging business impact.

However, two practices were identified only in the IM practice: Continuous Monitoring,
Measuring Performance Metrics, and Automated Dashboards. The interviewees do not apply these
practices but recognise their potential to anticipate issues and take quick actions before they affect the
business work. Also, having performance metrics at several levels of the SLDC can help the developers
anticipate if their new developments will impact the current application behaviour, anticipating a

possible issue with the software in production.
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Table 7 - Insight on DevOps & Normal Change process (Case Studies)

Practice ID Normal Change Activity Comment
P1 Assess and Evaluate Change :As we continuously plan, we evaluate why the _chqnge _is necessary z_ind coordinate when it sl,l,ould be deployed.”
Evaluate change because it is when we can verify if it is going to bring value to our product.
Create RFC “A change may need authorisation, and coordination is needed for this change to be deployed.”
P8 Authorise Change and Build Test “Because it cannot change the functioning without being evaluated, accepted and reviewed. Regarding the pipeline, they must guarantee that the change's
Coordinate Change and Build Test entry will not harm the system. The whole process of testing pipelines and how things are working, and there is a whole process where this change will be
integrated, is important to be executed.”
P10. P11 Authoﬁse Change Deployment “One of the most important processes where it was more bpreaucratic, e.g. for ea}ch new deploy was extremely bureaucratic and had a set of requests and
’ Coordinate Change Deployment documents to be done, tests after deploy, rollback mechanisms and had to be validated.”
Review RFC
P12 Coordinate Change Deployment “Because it is about delivering, we need to review it as we release software. That is, review and coordinate such changes.”
Review and Close Record
Review RFC “Because you must verify what exists, we need to have authorisation; we just need to coordinate what needs to be deployed. You do not need something to
P13, P14 . . be Authorised; it just needs to be coordinated and not Authorised.”
Coordinate Change Build and Test o, . . . . -
0 get the requirement tested accordingly, coordinate its change deployment.
P15 Review RFC “Everything is a process in place and must be taken into consideration.
“Because it is an important component at the process's beginning and end.”
P16 Create RFC .. . . . . . .
“It is important to have them created and communicated. Sometimes it seems too informal and needs to be more effectively communicated.”
Table 8 - Insight on DevOps & Standard Change process (Case Studies)
Practice -
D Standard Change Activity | Comment
Pl Review RFC “As it is already part of the plan, we can review it and then coordinate when it will be deployed and ensure it is aligned with the product planning.
Assess and Evaluate RFC “Because we can see a board and do something as a team, we can define our priority as an autonomous team.”
Authorise and Schedule
P8 ggzrrlgiilate Change “Even being standard changes, they need to go through the entire process as it has the most delicate parts of the SLDC, and we need to ensure quality upon
Imol . deployment.”
mplementation
Assess and Evaluate RFC
P10, P11 Coordinate Change
Implementation “Because we do not need authorisations for something that is not urgent and should not be escalated.”
P12 Assess and Evaluate RFC
Assess and Evaluate RFC
Authorise and Schedule “Because we can review the request (for a change) without needing a previous review.”
P13,Pl14 Change
Coordinate Change “only for scenarios where we need to cover it with tests besides reviewing this change and closing it.”
Implementation
“It allows standard changes not to impact the planning; if we follow the process, we will not have disturbances on development, and then we will have continuous
P15 Review RFC development and will not affect our planning. Not necessary on authorisation but coordination.”
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Table 9 - Insight on DevOps & Emergency Change process (Case Studies)

. Emergenc
Practice ID Change Aztivity Comment
“Even being an emergency, we need to ensure quality and not have the problem again as we
Pl Assess Change want to ensure confidence on the part of our end users (clients) by escalating the priority.
Detailed attention to avoid errors.”
P8 Change Approval | “The deliverable also guarantees that will ensure the change was effective and, in an emergency,
Implement it must be validated thoroughly, and all steps are required.”
P10, P11, P12 Change “Because we need authorisation (only if the upper level is too much involved) for something
Review Change urgent and needs to be escalated.”
P13, Pl4 Change Approval Even being an emergency, we need some confidence level in the change being performed and
detect regressions (even if it is not an emergency).”
P17 Record RFC “It i_s important to havs the stakeholder’s participation in each part of the process, especially
during an emergency.

However, the interviewees did not find the Automated Feedback for Performance Models and

Performance Predictions practice impactful since they didn’t know about it.

Continuous Integration and Continuous Delivery usually work together due to all the
automation to have a deliverable ready to be deployed. Due to this, these practices are seen in the three
processes, IM and PM are seen to have more impact on the Resolution and Investigation activities,
while the CM process accelerates the implementation and the previous authorisation and approval
activities. Since the deliverable is ready right after the build, the approvers have more confidence to
move on with the change and implementation. Similarly, Continuous and Automated deployment
enables the deployment of fixes or new functionalities to be fully scheduled and automatically
accelerates the delivery and the change implementation. This also helps to ensure the successful

implementation of changes by reducing human error.

The prototyping application was a practice that was only identified by the PM process. The
interviewees see this practice as a way to ensure the problem is solved so the stakeholders can confirm

the application's correct behaviour.

Regarding Testing practices, Automated Testing is seen as more present than Continuous
Testing since Continuous Testing was only applied to the CM case study. Nevertheless, Automated
Testing is seen in all three processes, accelerating the resolution in the case of PM and IM, and it is

used in the approval stages of the changes by bringing more confidence in the tests of the new changes.

Process Standardisation is also seen as impactful on all processes. The main finding is that
organisations will benefit if processes are adopted in the same way. This way, everyone will know the

process and execute it easily.

The Infrastructure as Code practice was only identified in the IM and Emergency Change
process. This practice enforces the relationship between the two processes since Emergency Changes
are usually used to correct higher incidents. This practice enables the infrastructure to be taken care of,

such as code, enabling versioning of the infrastructure and fast changes. This helps to fix the incidents
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since the infrastructure can be easily rolled back or updated on demand, returning the IT Service to

normal operation.

Finally, the last practice from the group of DevOps practices, Stakeholder Participation, is also
seen as impactful in the three processes. In the three processes, there is a consensus that the
stakeholders are the key to the best management of backlogs, approvals, and authorisations and the
main point of contact for knowing how the application should behave. So, they should always be

informed about any issues or changes to the applications so they can provide the best inputs.

To summarise, it is possible to conclude that in the opinion of these professionals, DevOps
practices can potentially improve the ITIL processes, using automation to accelerate the resolution of
issues and to reduce human error, providing more confidence to the process owners, hence accelerating
the authorisation and approval activities. Some of the activities can even be automated due to DevOps
practices. For example, once the code from a package that was built automatically from CI/CD
practices and automatically deployed in an environment can be automatically tested, and based on the
input of these automated tests, the authorisation and approval activities from changes can be marked

as done, moving with the process forward.
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Table 10 - Insight on DevOps & PM process matches (Case Studies)

Practice PM Activities Comment
ID
Problem Detection “Having a regular forum where potential Problem candidates are discussed can be helpful to the process.”
“With continuous planning, we can find issues and obstacles that need to be addressed via the PM process.”
Problem Investigation and “This would be an important practice to have as it enables better task management (...) knowing where each investigation is on an ongoing manner is helpful for the
Pl Diagnosis process.”
Problem Resolution “Solution activities for Problems have to be planned. Having [Continuous Planning] is very relevant as it can expedite the implementation.”
“Continuous planning sessions, the fact that they allow the opportunity for ongoing discussion, can be a positive element for the process.”
“This can also prevent problems even before they get to Production.”
Problem Detection “Being aware of what development is to be implemented, and pointing out risks or issues, is an important contributor to the creation of Problems.”
Problem Investigation and “Performing Problem Root Cause Analysis always requires collaboration. Developers and Operations need to work together to determine the cause of Problems.”
Diagnosis “Regardless of who does the Root Cause Analysis, it is important to have consistent feedback between the process teams and the tech teams. It is how we obtain necessary
updates and improve communication.”
P2 Known Error Management “The validation of Known Errors and Workarounds has to be checked and confirmed by the Development side, who often have the technical awareness to approve or
reject this.”
Problem Resolution “This combination is needed to clarify the requirements of a problem solution and align how that solution will be introduced properly.”
“It is the Developers who take the lead in the working out of a resolution for a Problem; however, the implementation of it already involves Operations. They should be
working together.”
Problem Investigation and “A Problem investigation is an ongoing process. It should be easy to track and simple to manage. The idea of Continuous Integration, with new information added to the
P8 Diagnosis Problem piece-by-piece, makes sense.”
Problem Resolution “In implementing solutions for Problems, this practice can speed things up to a higher pace.”
Problem Detection “This is a key practice to identify problems proactively. We need to be aware of what is happening in the environment; having automation helps.”
6 “We could link this with the event management process, working as input for PM.”
Problem Logging “There may be opportunities to automate the creation and logging of Problem records based on certain monitoring triggers.”
Problem Closure “We could use some sort of automated monitoring to confirm the complete resolution of a Problem investigation.”
P9 Problem Resolution “The prototyping of a Problem solution could be done.”
P14 Problem Resolution “We could use this practice to test how effective a Problem solution is before implementing it in Prod.”
Problem Detection “Additional ‘eyes on the field’ are important to detect things as soon as something goes wrong.”
Problem Logging “The prioritisation of a Problem and its classification, based on urgency and impact, depends on the Stakeholders' insight and participation.”
P17 > - - - -
Problem Resolution “Stakeholders should be involved in confirming solutions to the Problems.”
“They are the best suited to consider, agree, comment on and confirm the solutions to Problem issues.”
Problem Investigation and “Having standard processes allows us to organise and help carry out investigations. Standardisation also easily points out what may have failed during a Problem.”
Diagnosis
P15 Known Error Management “Only with a standardised process within our teams can we ensure that a good Known Error Knowledge Base is in place; it prevents wasted time where we have people

investigating matters that are already known or under resolution.”

Problem Closure

“In Closure, everything should be documented, and everyone should be aware of and follow the same process. (...) the outputs of each activity towards Closure should
have a predictable outcome.
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5.2.Interview Analysis on DevOps Benefits and Challenges

This section analyses the benefits and challenges of adopting DevOps practices in the three
referred processes. The interviewers asked what each practice would benefit the interviewees. After

performing a qualitative analysis of the answers, Table 14 shows the responses.

From Table 11, it is possible to see many comments about the quality and speed of the delivery,
better communication and collaboration, and stability of the application by identifying issues earlier.
It is possible to show that these benefits were also found in the existing literature, as per Table 4. The
only practice not identified with a benefit was P5. However, none of the interviewees implemented

this. Therefore, they did not have a lot to say about this practice.

Regarding challenges, Table 12 shows the interviewees' responses about the challenges found
in the processes. There will be only comments for the practices where the weighted average is below
three since the interviewees classified the adoption from DevOps practices from 1 to 5, with 3 being

the neutral value.

In Table 12, there are a lot of different comments about the adoption of the adoption of DevOps
practices. Some comments are about how the organisation faces the practices, such as Process
Standarisation and Stakeholders Participation. From Table 11, the interviewees noticed the benefits of
having these practices in place. However, the organisation's top management and the proper
stakeholders need to be engaged to participate in these practices. This will bring the whole organisation

on board with these practices. It is possible to conclude that this could be a cultural challenge.

The challenge regarding monitoring practices is keeping up with application changes and what
to monitor. Here, a DevOps culture mindset could be in place so the developers and operators can
improve the monitors together due to the new developments and functionalities being delivered.

Regarding other delivery practices, such as Deployment and Delivery practices, the
interviewees stand out in the different deployment processes through the different applications that could
be difficult to operate and maintain. Also, there could be a lack of technical knowledge in implementing

these practices.

Furthermore, even though it does not stand out in Table 12, the researchers would like to comment
on Continuous Delivery in the IM Process: “It could harm the investigation; since DevOps allows
constant delivery and constant deployments, we can have five deployments (one per day), and an
incident is created after seven days. We may need to check all the code delivered in those five
deployments”. Here is a comment where the practice could negatively impact the process. A good

organisation of the code and functionalities would be needed to ensure that the code can be easily traced
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back. This will help to identify which code could cause the issue, facilitating the resolution of the

incident.
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Table 11 - DevOps Benefits (Case Studies)

automatically, mitigating human error and ensuring delivery
quality.

deployments. Manual interventions may be error-prone, and the risk of failure is
reduced when adopting an automated approach.

ID IM Process CM Process PM Process

Pl Good planning helps us respond to business needs at the right Employing good planning contributes to the product vision, i.e. where the team is Ensure that we are all constantly on the same
time. This creates a more collaborative environment between heading in terms of what needs to be delivered. The quality results from how the page. This allows us to be Lean, constantly
business and IT and improves customer satisfaction. requirements were aligned and incorporated into the process. Also, it empowers the thinking about the next steps and priorities and

team to react to changes and new requirements that either come from the stakeholders allows flexibility.
or during the development cycle, creating this effective communication-
oriented practice.

P2 It contributes to collaboration between the two IT teams and is | It contributes to continuous improvement among team members. It assesses “what went | There is a gap between Ops and Dev. Having this
an opportunity to fix issues before they reach production, wrong?” and “what went right?”. It is also a means to facilitate communication of the in place requires an investment from both ends,
improving delivery quality. The teams will also share lessons learned for each iteration. where we help each other. In a utopia, we are
experiences, maximising their knowledge. doubling teams.

P3 It will help to identify issues in several layers to identify It helps to understand the system performance in production and provides information
issues earlier. so that the team can react sooner rather than later. This way, the system achieves

stability, and the team can profit from the information to make an action plan whenever )
an incident arises.

P4 It helps to evaluate the application's performance so that It identifies the current application state in production and verifies performance
action can be taken before it impacts the business. bottlenecks. It complements other metrics, such as key performance indicators (KPIs)

and operational and delivery flow and is quite helpful in reacting to changes when they -
arise. This is why, just like Continuous Monitoring, it is advantageous to be reactive to
such metrics.
P6 Find issues at an early stage to take action on the issues. Just like Continuous Monitoring, it bears valuable information to the team so that it can | “We can see the status of things without human
be proactive instead of reactive when handling incidents. This way, the team can work intervention.”
on a strategy to tackle an issue before it affects the end users.

P7 Identifies the current behaviour and performance indicators of | It summarizes the information graphically instead of tabularly and checks the system
the application, providing a clear picture of where to act performance. By adopting such monitoring tools, the team can react swiftly based on -

graphical information and combine it with other key performance indicators (KPIs).

P8 The main practice for the quality of the team delivery is to It draws on two beneficial aspects: product delivery and developer experience. The first | Developers work to improve our ITSM tool
integrate the code with other deliveries, which will help us enables fast, reliable and predictable software that is deliverable in development. The through continuous integration, which involves
find any issues in the code so we can correct them. second suggests improving the focus on development tasks, making the concerns about | constantly Implementing small changes and

software integration agnostic to the developers. features. This allows us to implement quick
corrections in a few hours/minutes.

P9 It shows the new behaviour of a correction or a new It introduces the product vision and strategy to the team and stakeholders earlier, which | We benefited from the Dev side. However, it is
functionality for the business to approve before it goes to helps to evaluate the concepts of the new end product. Further contributing to product very important that expectations of what the
production, helping to satisfy the customer's needs. improvement, it may impact product planning based on findings from the prototype as prototype should be are clearly defined.

potential issues are unveiled at earlier stages in product development.

P10 | It will help the code to reach production or higher Given its continuous nature, it provides fast deployment to the end users as soon as
environments quickly. they meet the quality requirements. )

P11 | This will ensure the code is deployed correctly and As a process ensured by automation, it promotes predictable and deterministic Our ITSM tool helps with bulk changes, reducing

some manual work, but the effort is never entirely
automated.
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P12

This makes sure the package is ready to be deployed anytime
it is needed. Even if a rollback is needed, we can install
previous versions of the packages, helping to resolve issues
faster.

It reduces time and effort when delivering software, whether improvements/new
features or fixing bugs.

P13 | Continuous testing will give more confidence in the code that Considering that any new change will be tested, it is a way to minimise the impact on
is being delivered since it is being passed between different existing production implementation by changing/adding new code. It functions as a
environments and ensuring the same behaviour. quality gate, ensuring the system consistently functions. This is backed by tests, which -

provide a certain confidence level based on the robustness and certainty given by this
quality gate.

P14 | Automated testing will guarantee the quality of the code by It serves as a quality guarantee on the deliverable, as for each new change introduced, These “sanity checks” have been applied
checking whether it changes the behaviour of something that given the tests’ deterministic nature, it increases the odds of shipping nonbreaking successfully, and a dedicated team is in place for
was previously correct. features, which creates a robust and safe deliverable. them specifically.

P15 | This practice will help new people to join the teams since the It facilitates the process for different team members, ensuring deterministic outcomes, There is a standard scrum process in place, but it
processes will be the same across the organisation. because the process will be followed thoroughly and, as a result, it reduces cognitive can change depending on how day to day

load as it is something well-known among team members. activities is done. Some flexibility is still needed
for motivation, however.

P16 | This practice will help to solve issues quickly, if we have a
change on the infrastructure, we can just rollback to the - -
previous version and quickly solve the issue

P17 | The stakeholders of the application should always be informed | By keeping different stakeholders “in the loop”, they can contribute to the vision of Having visibility and participation in the work

and participate when needed because they will be the main
players affected by the issues. This will ensure that everyone
is on the same pace about the issues and their impacts and
helps to re-prioritize based on business inputs.

what is expected and foment knowledge sharing between different parties.
Additionally, it supports the decisions made during planning. Therefore, it enables a
collaborative and communicative environment between everyone in the team, including
product and engineering stakeholders.

adds to the reputation of the Team, which can
improve performance.
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Table 12 - DevOps Adoption Challenges (Case Studies)

Practices IM Process Average CM Process Average PM Process Average Comments
2134 213|415 213415
Pl 2113 3,2 311412 3,5 311122 34 -
P2 1131 3,0 - 131512 3.9 23] 1 ]2 3,1 -
P3 - 111 3,5 214 (13]1 33 o I e - -
P4 CM: “It is hard, given the complexity of its implementation and in-depth systems knowledge.
Furthermore, it cannot confer results promptly, as the time needed to collect relevant and useful
1{2]- 2,7 41312 - 2,6 - -] -] - - data can be long.”
IM: “It is hard to keep the monitors up with the new functionalities and also what to monitor over
time.”
PS5 CM: “It is hard, given the complexity of its implementation and in-depth systems knowledge.
-l - - - 18] -] - 2,7 S N B - Furthermore, it cannot confer results promptly, as the time needed to collect relevant and useful
data can be long.”
P6 112 3.0 slalala2 34 thol -1y 22 PM: “The difﬁculty ~is in deﬁnipg the ideal”state perfectly, and then using automated monitoring
to spot deviation. It is tough to implement.
P7 1] -1 3,0 1 [5]2]2 3,5 - - - -
P8 1[15[2 3,3 31313 - 2,8 21113 - 2,9 PM: “A perfect design of how things are done needs to be in place.”
P9 IM: “In our context, it is quite hard to have environments where we can build these prototypes;
-1 -] 1 2,5 15131 34 12121 3,8 however, when we can, we can benefit so we can have the correct feedback about the application
behaviour.”
P10 111 37 slila2]- 23 R ) CM: “It is hard, as it is complex to attain and inspect, e.g. a “black box”, and during the
i i deployment phase, there are nuances that make it hard to implement.”
P11 AERE 33 201 - - 19 ) R 45 CM: “It is hard because it relies on nuances in the process, the technical effort, and the potential
i i ’ to introduce new changes to the code base that might not be ready.”
P12 (1211 34 6la2l2].- 26 oL ) CM: “It is hard, similar to continuous and automated deployment because the team must ensure
i i the system will work when new changes are delivered, for instance, backward compatibility.”
P13 11-1- 3,5 21251~ 3,1 - 121 -11 3,7 -
P14 3. 18 1lslal- 33 R 3 IM: “This practice can bring many benefits in regression tests; however, we cannot develop all
’ ’ the missing tests.”
P15 PM: “Depends on the willingness of the organisation to adopt standardised processes.”
2111 2,8 21513 - 3,1 312 -1 2,6 IM: “This needs to be raised by the top management. Otherwise, the rest of the organisation will
not follow.”
P16 CM: “It is hard due to the technical knowledge required to implement these scripts. They are very
. ) 2lel1 |- 27 N ) specialised.” ) ‘ )
’ IM: “Even though the interviewees recognise the benefits, they do not know what needs to be
implemented.”
P17 PM: “Stakeholders generally want to be involved in what is being done. Participation on its own
- 1301 33 2111313 3,5 113(3]- 2,8 . . ; ) . >,
is not challenging. It is required to determine what forums to use.
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5.3.Interview Analysis on Process Performance

For the RQ3 of this research, the researchers aim to conclude whether, in the interviewee’s

opinion, the practices impacted process performance. Table 13 describes the comments about the

DevOps practices regarding ITIL process performance.

Table 13 - Comments About DevOps Practices and ITIL Processes Performance (Case Studies)

ID | IM Process PM Process
If we consider the performance of the IM Some investigations are very long (...). They
process in terms of SLAs, this practice may | involve complex actions that need to be consistently
not help the process performance since monitored. If planning for these Problems is not
P1 | continuous planning may change the continuous, we will lose track of what has been
priority of the team backlog several times. done, what is being done, and what still needs to be
However, it will be able to re-prioritize the completed.
backlog based on what is best for the
business.
Feedback Loops can help find resolutions We could imagine a DevOpsProb team, where the
faster and identify new issues that have yet process knowledge is combined with technical
to be reported. So, they contribute to the expertise to resolve Problems (...) quickly.
P2 | stability of the system and to process Specialisation can still exist, but all are working
performance. towards the same purpose. Communication between
Problem managers and those developing solutions is
needed to ensure things are done in an organised
way and at the right time.
P8, | Due to the automation behind continuous -
P10, | integration, delivery, and deployment, a
P11, | package can be quickly available and
P12 | deployed to several environments, ensuring
that the resolution will be deployed faster.
Automated testing will help determine -
P14 | whether the new solution causes no failures
in the existing software, accelerating the
tests and, therefore, the resolution.
If the processes are standardised across the -
P15 | organisation, everyone will know the
process and the activity responsible. There
will be no leak times between activities.
Even though the interviewees knew little
P16 | about this practice, they agreed that it
would help to identify the issue and also )
resolve it.
Stakeholders are the key between the Other processes may need to be more customer-
business and the IT teams. So, their facing, but having more participation from the
participation is crucial to any IT process business in PM makes it possible to know where to
P17 | since IT is there to support the focus effort and where to make priorities. If
organisation's business. They can help to Stakeholders understand the process, they can be
identify the issues and the expected essential allies over the time it takes to resolve
behaviour faster so the IT teams can solve investigations.”
the issues faster.
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For the CM case study, the interviewees did not have an opinion for each practice, so they
considered DevOps globally and how it could impact the process. However, by interpreting the
answers from the interviewees, it is possible to verify across each contribution just how
substantial DevOps is when a team faces a change that needs to be addressed. This is supported
by how automated processes promote faster deliveries, meaning rapid delivery to the end users
because of this continuous approach. Automation ensures both quality gate and traceability.
Finally, it promotes autonomy and readiness to implement those changes and collaboration among

all stakeholders and the team itself.

These conclusions are supported by Table 13 when seen from the perspective of the IM
and PM case study, namely, by the quickness to identify the root cause of an issue and deliver the
fix or workaround to diminish the business impact. All of this will impact the main activities of

the processes, accelerating the process instances and improving the process performance.

6. Conclusion

The aim of this research was to explore the relationship and the possible impact that

DevOps practices could have on three ITIL processes, namely, IM, PM and CM.

Due to the lack of insights about this topic on the existing literature, the researchers have
opted to use Multiple Case Study as the research methodology, where the case study objects were
IT teams from different organizations that uses both DevOps practices and one of the ITIL
processes. Case Study as a research methodology was the option since it aimed to explore the
experience of these IT teams regarding the experience of working with both DevOps and the ITIL

processes.

There is possible to conclude from the previous analysis, based on the interviewees’
experience, that each practice could impact at least one of the processes, except Automated
Feedback for Performance Models and Performance Predictions. Mostly, because the

interviewees didn’t know or implemented this practice.

About the DevOps practices impact on the ITIL processes, there is possible to see that for
the CM process, the practices related with automation like automated deployment, continuous
delivery and continuous deployment, were seen with more impact, due to the reduction of human
error, the change managers can approve or automatically approve the changes improving the

process performance.

Related with IM and PM, similar practices were seen to cause more impact, such as
Automated Monitoring and Continuous Integration. First to identify the issues earlier so the
resolution could be applied faster, bringing more stability for the business operation, while for

Continuous Integration to accelerate the delivery of a development or a fix. Also, for both
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processes, Feedback Loops between Dev and Ops was seen quite impactful. This practice requires
a cultural change of mindset to enable the collaboration between these two roles to accelerate the

resolution of issues and to stabilize the application.

Nevertheless, some challenges were found about adopting the DevOps practices. The ones
to stand out would be the mindset of the organization for the collaboration and also the technical

knowledge to implement the practices.

Moreover, this research still has some limitations, even though the study converges for a
higher level where DevOps can be applied in a ITIL environment, and having an analysis from
different perspectives, there could be more case studies about the same process but with different

organizations to verify if the same challenges and benefits were found.

Thus, future research could be done to explore how these two topics can be implemented
together in different industries. Also, there can also be done some research in other ITIL processes
identified in the review publication (Faustino et al., 2023) such as Release Management, Event
Management, Service Request and Service Catalog Management. The authors mention that due
to the automation offered by DevOps, these processes could be simplified and automated,

improving the organisation IT Services performance.
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9.1. Case Study Data Collection Triangulation

Case studies are about seeing different behaviors from different angles [51]. Many authors advise the
triangulation of several data collection methods [52], [53]. This enriches the case study where there
could be multiple other findings and provides an internal validation of the case study [54] by proving
the findings from multiple data sources.

Therefore, a triangulation of the findings from the interviews in the cases with other data collection
methods will be shown in this thesis since it was not possible to include them in Publication nr. #8 due
to space limitations.

The data collection methods for triangulation were direct observation and a focus group exercise.
However, in the CM case study, this wasn’t done. The case study was performed during the COVID-19
phase, when observation wasn’t possible, and the organization rejected doing the focus group exercise.

As stated before, ITIL is a framework for managing the IT services lifecycle, providing guidelines
for process implementation to guarantee this management [55]. This means that organizations adapt the

processes to fit their ways of working.

9.1.1. Direct Observation

Observation can be seen as structured or unstructured [56]. Structured observation occurs when the
researcher systematically looks for kinds of behaviors, while unstructured observation happens when
the researcher informally observes essential details of what is happening [56]. Unstructured observation
may also be called participant observation, where the researcher is also a participant.

Generically, observation is used to analyze the “before and after” of the behavior of a particular
phenomenon after some change [54]. However, since the team has already implemented the practices,
it is impossible to verify this behavior change in the first place.

Some of the researchers work at the organization where the case studies occurred. Therefore, the
type of observation for these case studies should be considered unstructured.

Since organizations usually adapt their processes to fit their ways of working, a mapping between
the organization's process activities and the ITIL standard process activities was created for better
comprehension.

Table 9.1 shows the mapping between the ITIL IM process and the organization for the first case

study IM process activities.
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Table 9.1 — Mapping of ITIL & Organizations’ IM lifecycle

Standard ITIL IM | Organization IM | Activity Objectives from the organization

Activities Activities

Detection and | Logging Incident is being recorded, and the details are being

Recording filled

Classification and | Categorization The incident was assigned to the responsible team

Initial Support and is waiting to be resolved.

Investigation and | Investigation The incident started to be analyzed, and work to find

Diagnosis the issue started.

Resolution and | Recovery A solution has been found and is waiting to be

Recovery applied

Closure Resolve The incident is resolved, marking the service
disruption or performance degradation as solved.

Monitor and | Closure The incident is monitored for five days. If the issue

Tracking recurs, it will be moved to Recovery activity again.

Three different participants usually create incidents: technical participants (for example, a member
of the Application Management team), Service Desk operators, or incident managers. Usually, the
incidents created by the technical users are low priority because it is assumed that if they were found by
a technical person, they would not impact the business directly.

When the incident is being recorded in the Logging activity, it will be mandatory to fill in some
fields, such as the business impact and urgency, to calculate the priority automatically, incident
description, the affected application, steps to replicate, and choose a team that should solve the incident.
In the categorization activity, the incident will remain in the solver team queue waiting to be worked.
When someone starts to look at the incident, the status should be changed to Work in Progress, which
will move the incident to the Investigation activity. There can be several statuses in this activity, like
Work in Progress, Pending Customer, Pending others. This means the incident analysis has already
started, but no conclusion has yet been reached.

Once the operator finishes the analysis and has a solution, it can be moved directly to resolve if a
workaround should be applied or moved to the recovery activity. Usually, this activity is a placeholder
for the incidents while the solution still needs to be applied. After the solution is applied, it will be
moved to resolved. While the incident is still in the resolved activity stage, it can be monitored for five
days, and if the issue happens again, it can be moved to Recovery so that someone can have another
look at the solution. Otherwise, the incident will be automatically transferred to closure after five days
and cannot be reopened.

Based on the previous explanation of the observed IM organization process and Table 9.1, the

organization's activities follow the standard ITIL IM activities with some minor differences.
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Table 9.2 shows the observed evidence of the impact of the DevOps practices on the organization's
IM process activities. Thus, it is possible to conclude that the practices have a positive impact on the
process activities.

In Publication nr. #8 the practices that caused more impact were P2 (19 matches), P6 (12 matches),
P8 (12 matches) and P11 (11 matches), and the activities that had more impact were Resolution and
Recovery (39 matches), Investigation and Diagnosis (21 matches) and Detection and Recording (20).

Looking at Table 9.2 there is possible to see that the Recovery and Logging activities were the most
impacted by the DevOps practices, therefore confirming the findings from the interviews.

Table 9.3 shows the mapping between the ITIL standard PM activities and the organization PM
activities.

Teams who have been granted access to the PM module of the ITSM tool being utilized are able to
create new Problem candidates based on detected incidents, events and knowledge of existing faults in
the business’ IT landscape. Said teams tend to be comprised of Service Managers who collaborate
closely with their service provider counterparts and other stakeholders from the organization.

Templates containing standard questions and requirements are used to ensure that the necessary
information for an investigation's progress is documented. Meetings are also regularly scheduled to
confirm that validation is granted for each Problem and reach agreements on ownership for which
service provider(s) will be carrying out Root Cause Analysis.

Having validated a Problem investigation, Root Cause Analysis tasks are started. One or multiple
providers collaborate to deliver an RCA document, and a proposal of activities required to resolve the
Problem. Although no standard RCA methodology is defined, a “5S Whys” approach is most used. Here,
technically experienced colleagues investigate the underlying cause of reported issues until their root
cause is found; potential solutions are also listed, with respective owners and estimated due dates, aimed
at permanently resolving the Problem or mitigating the risk of reoccurrence. The outcome of this effort
is presented in an RCA document submitted to the organizations’ Service Management community for
approval or rejection, should revisions or clarification be needed.

When RCA approval is granted, each identified solution action is logged and tracked to completion
in the organizations’ ITSM tool. Depending on which party is responsible for implementing each
activity, Providers and Service Managers deliver evidence, often from technical counterparts working
in the investigation, when closing each task. Solutions can include, for example, the delivery of trainings,
the updating of process documents and workflows, implementing system configuration updates through

Change Management, replacing hardware or upgrading software versions.
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Table 9.2 — DevOps Practices in Organization IM Process Activities

IM Organization Activities

verify the quality of the
developments and whether none
of the application's existing
functionalities had been
negatively impacted.

Logging Categorization Investigation Recovery Resolved | Closure
P1 (not observed) During the planning of the | (not observed) (not observed) (not (not observed)
teams' work, the teams usually observed)
check their incident backlog, re-
prioritize the incidents, and add
more detail.
P2 Dialogs between the | (not observed) There has been | (not observed) (not (not observed)
developers and collaboration between observed)
operators raised developers and
technical incidents operators to  find
solutions.
Pé6 There are monitors | (not observed) (not observed) (not observed) (not Due to the monitors
" performed by the observed) | being applied, some
3 teams where some incidents were being
k>4 incidents can be reopened since the
g logged from there. solution didn’t work as
9@" supposed
2 P8 / | (not observed) (not observed) (not observed) CI/CD processes have been seen | (not (not observed)
9 accelerating the code validation | observed)
S P12 and package build to move the
solution between environments.
P11 | (not observed) (not observed) (not observed) By automatically deploying the | (not (not observed)
solutions, a solution could be | observed)
moved between environments
quite quickly to be tested and
then moved to production.
P14 The automated tests helped
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Once all solution actions are completed, the responsible provider revises the RCA document to
document everything found and done during the investigation. This final document is then submitted
for approval to the organization's Service Management community, who may share it with stakeholders

and customers impacted by the investigated issue. If approval is granted, the Problem is considered

Closed.

Table 9.3 — Mapping of ITIL & Organizations’ PM lifecycle

Standard ITIL PM | Organization PM | Activity Objectives from the organization
Activities Activities
Problem Detection Problem Creation | Problem candidates are raised following either Major
Problem Logging, | & Validation Incidents or based on monitoring patterns, incident
Categorization, and analysis, and service management insight.
Prioritization Each candidate is reviewed for validation, ensuring it
has the proper categorization, prioritization, and
estimated business benefits before an actual
investigation is initiated.
Problem Investigation | RCA Creation and | Providers review the issues reported in the Problem
and Diagnosis RCA Review record and provide both Root Cause Analysis (RCA)
Known Error and proposals for solution activities that may be
Management completed towards resolving the Problem. A Known
Error may be generated upon delivery of the RCA.
Service Management reviews the delivered
information and provides an approval or rejection.
Problem Resolution Problem Each solution item is documented and tracked to
Resolution completion. Teams that own Problem-resolution items
provide evidence of the status and outcome of each
activity.
Problem Closure and | Resolution A summary of all Root Cause Analysis findings and all
Major Problem | Review and | Problem resolution activities completed is delivered.
review, if applicable. | Problem Closure | Service Management reviews the delivered summary
and provides an approval or rejection. If approval is
granted, the Problem record is closed.

A team of dedicated Process Managers ensures that each activity of the four-stage Problem lifecycle
is carried out according to expectations. They aid in defining action owners, create and route Problem
tasks in the ITSM tool, schedule meetings for Problem validation and handling, and act in the event of
escalations or overdue actions. Although they are not involved in delivering RCAs themselves, they
ensure the process is properly driven by building connections between the business and its various
Service Providers.

Based on the performed analysis, the PM process implemented in the organization is aligned with
the understanding of PM presented in ITIL literature. Furthermore, observation of the four-stage
Problem lifecycle being utilized indicates that some DevOps practices are already being applied to a

certain extent and in select instances. This includes, for example, continuous Stakeholder Participation
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in the detection, resolution, and closure phases of Problem records; reliance on a Change Management
process to carry out Problem Resolution activities; utilization of automated monitoring tools to identify
Problem candidates; ongoing alignment of technical resources and developers, coupled with operations
teams, to investigate, diagnose and resolve Problem investigations.

Evidence of utilizing DevOps practices in the organizations’ current PM process can be found in

Table 9.4.
Table 9.4 - DevOps Practices in Org. Problem Management

Organizational PM Practices

Problem RCA Creation & | Problem Resolution Resolution
Creation & | Review Review and
Validation Problem Closure

P1 The organization relies on daily PM meetings with Providers and weekly forums with Service Management
to discuss the validation and progress of investigations and respective solution activities, ensuring they are
completed according to agreed-upon timelines or adapting timelines if required.

P2 The Development and | The Development and | The Development and | (not observed)

Operations Operations  community | Operations community
community works | collaborates iteratively on | works together to plan,
closely to identify | Root Cause analysis. Both | implement, and monitor
candidates for | parties are required to | each identified solution
- Problem collect information from | activity (this would include
3 investigations  (often | Production environments, | developing bug fixes,
.‘3 proactively, based on | analyze it to identify the | implementation planning,
g insight from ongoing | cause, and propose | and ongoing monitoring to
G; deployments). adequate solutions. measure success rates).
8' P6 The organization uses | (not observed) Automated monitoring | (not observed)
3 monitoring tools to tools are utilized to measure
_ identify common error the success of implemented
trends and uses this resolution activities and as
information to initiate an indicator of a Problem
Proactive PM. being resolved.
P17 | Stakeholders impacted | (not observed) (not observed) Confirmation from
by Incidents are impacted
encouraged to request Stakeholders that a
the creation of a Problem has been
Problem record aimed fully resolved is
at addressing their actively sought after
cause. in the Resolution
Review stage of the
PM lifecycle.

9.1.2. Focus Group Exercise
The last data collection method used in the case studies was a focus group. This data collection method
is frequently used to provide a deeper qualitative analysis of a problem [57], enabling the researcher to
ask questions and to request clarifications of ideas due to the direct contact with the study participants
where everyone could provide their opinion [58].

There were two different focus group exercises, one for each case study. Both exercises had a group
of 5 participants. The participants were chosen due to their experience in providing more information.

The identified participants for the case study in the IM process were IM-C, IM-D, IM-G, IM-H, and IM-
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J. The identified participants for the case study in the PM process were PM-B, PM-D, PM-F, PM-I, and
PM-J. The details about these participants can be found in Table 4 in Chapter 9 in Publication nr. #8.

In both groups, the participants were shown the results of the Semi-Structured interviews about the
impact of DevOps practices, and they could comment on them.

In the IM case study group, there were some comments from the IM-J about the P17 practice that
could have more impact. In the opinion of P17, the stakeholders should always be present to know the
status of the incident. They are the most interested party to have the incident resolved. The other
interviewees agreed but opposed, saying that it depends on the squad. Some stakeholders like to be
involved in the process and follow its status, while others only want to know the final output, leaving
the team to work on solving the incident because they thrust on the developers.

All the participants also expected more impact from the P14, which brought a moment for
recognizing the impact of this practice. They agreed that this practice would have more impact by having
a more robust testing framework; however, they agreed that it was a challenge to implement more tests.
This matches one of the challenges identified in Table 12 in Publication nr. #8.

They agreed on the impact of the other practices; however, when discussing P6, they also discussed
the possibility of creating the incidents automatically instead of having someone go to the application
and create them manually.

Moreover, there was also a comment that got the participant's attention there was one interviewee
who said the following about P12: “It could harm the investigation; since DevOps allows constant
delivery and constant deployments, we can have five deployments (one per day), and an incident is
created after seven days. We may need to check all the code delivered in those five deployments”. In this
comment, it is possible to observe a negative impact from this practice in the process. However, IM-G
said that even if he could agree with this comment, there would be a specific and rare scenario where all
the other participants agreed. Although IM-H thought that would be an opportunity to retrospect if this
would be a generic concern from other team members and if there could be some solution for better
identification of the code that is inside of those packages, and if this happens, there would be easier to
filter which could be the damaging package.

Regarding the PM case study group, interviewee PM-D commented that there was an expectation
that the P14 practice “should have ranked higher in value” as clear benefits were observed based on
experience; interviewee PM-B commented that this was not too surprising “as the test automation is
currently too challenging to implement fully.”

Only a comment was made on the PM section's outcomes regarding Known Error Management.
Interviewee IM-J interpreted this practice’s low application by stating that “it rates lower due to
frequently lacking formal integration with the Knowledge Management process” in utilized ITSM tools.

Interviewee PM-F questioned the high significance of continuous planning in problem resolution

activity. An explanation was provided by interviewee PM-J, stating that “if we are implementing a
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solution as part of a Problem investigation, it makes sense to check continuously how its deployment is
being done”, and that would fall in the purview of the Continuous Planning practice.

An insight presented by Interviewee PM-B received broad consensus in the group when he noted
that there seemed to be a pattern in that “the ones that are rated highest are those focused with either
communication or with planning”; that is, the combinations with highest significance tend to be those
in which communication or planning is done.

Having this analyzed, there was questioned about the study's research questions; in this case, there
was asked about RQ1 and RQ3. The RQ2 could be considered redundant due to the findings of the
practices.

In Tables 9.5 and 9.6, it is possible to see the comments of the interviewees about the RQs and the
DevOps practices. In the general opinion of the participants, they would agree that all the practices
would have an impact, but they have narrowed it down to the practices that they could see as having a
more meaningful impact. There can be seen more practices impacting the IM process than PM process.
Even though the ones that are impacting PM are also impacting the IM. These were also the practices
seen with more impact in the Publication nr. #8 and on the observation in section 9.1.1. Thus, validating
the data collection method triangulation.

It is possible to see that the justifications that the participants gave to justify the impact and process
performance improvement are similar between the two processes. Practice P15 comments show that this
practice could have an impact, but it feels that processes are not being followed entirely. IM-C said,
“This would be good if the process gets standardized by everyone and there are no exceptions” and PM-
I said “Organizational culture might not be leaning towards having a lot of standardization in the
process, but it is needed in order for it be predictable and consistent”. It seems that in PM-I there could
be exceptions to the process when the organization culture is not leaning to have standardization, and
IM-C states that. In IM, it seems that P1 is not seen to help improve the process. However, in PM, there
is a contradictory opinion where it helps to track the problems so they can be solved. In PM, the delivery
practices are not seen to be as impactful as in PM, maybe due to the comment made by PB-B saying the
planning practices and communication are the most rated.

In the following sections, a set of extra interviews with other professionals with different

experiences will be presented to clarify the impact of DevOps practices on ITIL processes.
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Table 9.5 - Focus Group - Impact of DevOps in IM Process

Impact of DevOps on IM Processes

RQ1 — How do DevOps Practices Impact IM Process

RQ?2 - Has the process performance improved?

P1 IM-D: “This allows a good prioritization of our
backlog. This gives us an expectation of our work
and where to improve.”

IM-J: “Allows us to know the roadmap of what is
supposed to deliver, manage good expectations,
and know where we should allocate more effort.”

P1 IM-J: “Yes, it has a good impact, but not SLA-wise. If we need to wait for the incidents
to get into the backlog and be prioritized, we will not be able to fulfill the SLA. So, the
SLA needs to be adjusted or removed, like it was. However, by having business
representatives when it comes to planning, we are sure that we will fix the big pains
before other items, which will cause an increase in customer satisfaction.”

P2 IM-H: “No doubt there is one of the most
impactful practices. Having all the experts
collaborate to solve an issue saves much time.”

P2 IM-C: “Yes, it saves much time investigating the issues.”
IM-G: “This collaboration will save time and promote quality and confidence between
the teams. They will feel secure by having someone on board to solve an issue.”

P6 IM-C: “The issues are found earlier. It feels good
to find an issue, report it to the business, and have
a solution in mind. The business will feel
comfortable and happy without work.”

P6 IM-H: “This is similar to P1. It can find the issues earlier but will not close the process
instance faster. Only if we can see this from a perspective where the monitor's output
hints at the issue.”

P8 /| IM-G: “All the fixes are implemented smoothly
p11 /| and easily. This brings much security and ensures
that everything is going fine and will be

P12 implemented correctly.”

P8 /| IM-J: “Compared with the old times when we had to do everything manually, the time
P11 /| to implement a solution has decreased. Also, there is a better usage of resources.”
P12

P15 IM-C: “This would be good if everyone
standardized the process and there were no
exceptions.”

P17 IM-J: “The stakeholders are a key component to moving the process. Even if they can
resolve impediments, they also have the business knowledge to help investigate the
issue.”

P17 IM-J: “Having the stakeholders involved from end
to end in the process is the best way to know who
can help if help is needed.”

IM-H: “They can also unlock several
impediments.”
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Table 9.6 - Focus Group - Impact of DevOps in PM Process

Impact of DevOps on PM Processes

RQ1 — How do DevOps Practices Impact IM Process

RQ?2 - Has the process performance improved?

P2

PM-J: “The Automated Monitoring practice can easily be
applied to gather Problem candidates from our systems (...)
proactively. This is currently one of our main sources for new
investigations.”

P1

PM-J: “Some investigations are very long (...) they have complex actions that
must be consistently monitored. If planning for these Problems is not done
continuously, we will lose track of what has been done, what is being done, and
what still needs to be completed. “

P6

PM-D: “We need to know the results of a new deployment, and
having a bridge with Operations helps us respond more
quickly.”

PM-J: “This is the most important practice that can be applied
(...) the improved communication this and the Continuous
Planning practice provide brings a lot of benefit and structure

to the work of PM”’.

P2

PM-D: “We could imagine a DevOpsProb team, where the knowledge of the
process is joined with technical expertise to resolve Problems quickly (...) there
can still be specialization, but all are working towards the same purpose.”
PM-B: “Communication between Problem managers and those actually
developing solutions is needed to ensure things are done in an organized way
and at the right time.”

Participant I: “Root Causes need to be found quickly, and data can be lost (...)

feedback is important to ensure people are on the right track to conclude.”

P15

PM-I: “Organizational culture might not be leaning towards
having a lot of standardization in the process, but it is needed

to be predictable and consistent”.

P17

PM-B: “We need to define stakeholders, including those
passively observing and those actively involved (...) for
detecting Problems. Everyone is a valid stakeholder.”

PM-J: “All stakeholders can contribute to PM (...) their
participation is valuable to us”.

P17

PM-I: “Other processes may need to be more customer facing, but having more
participation from the business in PM makes it possible to know where to focus
effort and where to make priorities”

Participant J: “If Stakeholders understand the process, they can be important

allies over the time it takes to resolve investigations.”
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9.2. Complementing Publication nr. #8 with Extra Interviews

To increase the rigor of this thesis, several case studies per process were initially planned in different

organizations. However, due to limitations such as a lack of experience with DevOps and organizational

data confidentiality, the researchers were not able to perform more case studies.

Moreover, since the data collection method from the case studies was semi-structured interviews,
the researchers conducted interviews with other individuals with professional experience in DevOps and
at least one of the ITIL processes to collect more information about this topic.

The main objective of performing these interviews was to verify and cross-check the findings of

the case studies and if there could be other findings not existing in the case studies due to different

industries and experiences,

Table 9.7 shows the characterization of the interviewees.

Table 9.7 - Interviewees Detail for Additional Interviews

IM Interviewees
Interviewee Industry Position Experience (years)
IM2-A Energy Team Leader 15
IM2-B Energy Junior Developer 2
IM2-C Energy Developer 4
IM2-D Energy Full Stack Developer 10
IM2-E Energy Senior Developer 10
IM2-F Energy Senior Analyst 4
IM2-G Energy DevOps Engineer 10
IM2-H IT Consultant DevOps Engineer 3.5
IM2-1 IT Consultant IT Manager 15
IM2-J Banking PMO 26
IM2-K IT Consultant Manager 18
CM Interviewees
Interviewee Industry Position Experience (years)
CM2-4 Consultant in FS DevOps Engineer 3.5
CM2-B Manufacturing Process Manager 16
CM2-C Consultant in FS IT Manager 15
CM2-D Banking PMO 26
CM2-E Insurance Escalation Manager 26
CM2-F Insurtech Senior Developer 6
M Interviewees
Interviewee Industry Position Experience (years)
PM2-4 Consultant in FS IT Manager 15
PM2-B Banking PMO 26
PM2-C Insurance Escalation Manager 26
PM2-D Energy Problem Manager 14
PM2-E Manufacturing IT Chapter Lead 14
PM2-F Manufacturing Problem Manager 17

The following section will detail the interviews about the three ITIL processes.
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9.2.1. Extra Interview Analysis on DevOps Impact on Process Activities
This section's objective is to detail the analysis of the data collected from the interviewees about the
three processes. After this, the results will be compared to those from Publication nr. #8.

Similar to Publication nr. #8, Table 9.8 will show the details of the interviewees' matches about the
DevOps practices and the three processes. The practices identified in the table's header are the same as
those in Table 1 in Publication nr. #8.

In Tables 9.9, 9.10, 9.11, 9.12, and 9.13, the insights of the practices related to the process activities
can be seen.

Starting with the IM process, Table 9.8 shows that monitoring practices like P3, P4, P6, and P7
have a more significant impact on detecting and classifying incidents and, likewise, on observing and
monitoring the application after the incident resolution is applied.

P1 practice provides continuous planning of the work of the IT teams, and it is seen as impactful
on classification. Due to the constant planning, the IT teams will be able to understand the impact for
better prioritization and to assign to the correct team in case the incident does not fit in the current team
scope. Also, this practice is seen as impactful in the investigation and diagnosis activity due to the
constant feedback inside the team, which could help fix the issue.

The interviewees were unanimous about the P8 practice. All the interviewees agreed that P8
impacts the incident resolution. It has also been considered that it could impact the incident
investigation.

Regarding P10, P11, and P12, which are practices more related to delivering fixes or resolutions,
it is possible to see that they have been seen as impacting Resolution, recovery, and Closure activities.

Other practices to stand out would be P15, P16, and P17. P15 has been seen as impactful in
detecting and closing incidents. This can be due to the standardization of the incident creation and
closure activities across the organization. P16 has been seen as impactful in accelerating the resolution
of the incident, helping with the Investigation, resolution, and closure activities. In contrast, P17 impacts
the initial activities of the process to detect and classify the incidents.

Also, regarding the IM process, Table 9.8 shows that the practices causing the most impact are P4,

P8, P3, and P6, and the activities that were most impacted are incident Resolution and Detection.
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Table 9.8 — Matches Between DevOps Practices and Process Activities (Additional Interviews)

Process / Activity Practice ID
P1 P2 P3 P4 P5 P6 P7 P8 P9 P10 P11 P12 P13 P14 P15 P16 P17 Total of Matches
Detection and Recording 1 1 8 10 1 8 7 1 1 1 - - 1 1 3 - 3 47
Classification and Initial
% Support 5 - 7 7 - 8 7 - - - - - - - 2 - 3 39
§ Investigation and Diagnosis 5 2 3 3 - 1 1 8 2 - - - - - 2 3 - 30
A~ Resolution and Recovery 1 2 3 2 - 1 1 11 - 8 7 7 - - 2 3 - 48
E Closure 1 - - 1 1 1 1 6 - 1 7 6 1 1 2 3 - 32
Monitor and Tracking 1 - 4 5 1 6 7 - 1 - - - 1 1 4 - 1 32
Total of Matches 14 5 25 28 3 25 24 26 4 10 14 13 3 3 15 7 -
Create RFC 4 1 1 1 1 1 - - 1 - - - 1 1 3 - 5 20
2 Record RFC 3 - - - - - - - - - 3 - 5 11
3 Review RFC 4 1 - - - - - - 1 - - - - - 3 2 5 16
& Assess and Evaluate Change 4 2 2 3 4 3 1 1 1 - - - 1 2 4 2 5 35
& Authorise Build and Test 1 3 1 1 1 2 - 1 3 1 1 2 1 2 4 2 3 29
Eﬁ Coordinate Build and Test 2 2 1 1 1 2 - 2 1 1 2 - 2 4 4 2 3 30
@) Authorise Change Deployment 2 2 1 1 2 - 1 1 1 4 3 3 - 1 4 2 4 32
Té Coordinate Change 4 |2 |- |- -] - o2 |- 4 5 3 1 2 3 3 3 33
ployment
> Review and Close 3 1 3 2 3 3 - - 2 2 2 1 3 2 - 5 35
Total of Matches 27 14 9 10 11 11 6 7 8 12 13 10 7 15 30 13 38
° Review RFC 1 1 1 - - 1 - - - - - 3 - 3 10
%‘3 Assess and Evaluate RFC - 1 2 1 1 1 2 - - - - 1 3 1 3 17
6 % é}t:thonse and Schedule 2 1 2 1 1 2 1 3 : 2 5 5 R : 3 1 3 26
5 8 ange
S & fo"lrdmate Change 3 2 2 1 1 2 1 4 - 4 4 4 1 2 3 1 3 38
=1 mplementation
g Review and Close Record 2 1 3 2 2 1 1 2 - 2 2 2 1 1 3 1 3 29
Total of Matches 8 6 10 5 5 7 5 9 - 8 8 8 3 4 15 4 15 -
Record RFC - 2 1 1 - 2 - - - - - - - - 3 - 4 13
2 Assess Change 1 3 3 1 1 1 - 1 - - - 1 3 6 23
s & % Change Approval - 3 1 1 1 - 1 - - - 1 3 - 6 20
go § 2 | Review Approval - 3 - - - - - - - - - - - - 5 - 4 12
Ué O & Implement Change - 4 1 - - - - 5 - 5 5 5 2 3 5 3 4 42
= Review Change - 1 5 5 4 5 4 1 1 2 1 1 - - 3 - 6 39
Total of Matches 1 16 11 8 6 9 6 6 3 7 6 6 4 5 22 3 30 -
Problem Detection - 3 2 3 2 3 1 - 1 - - - 2 1 3 1 5 27
- Problem Logging 2 2 3 2 2 2 1 - - - - 1 1 3 - 4 23
§ Pr}oblem}[nvesuganon and 2 3 B 1 1 1 1 1 B } } B 1 3 1 5 20
<] Diagnosis
) Known Error Management - 1 - - - - - 1 - - - - - - 3 - 4 9
E Problem Resolution 1 3 4 1 1 - - 6 2 3 3 4 1 2 4 4 4 43
Problem Closure 2 1 - - - - 1 1 - 1 1 1 - 4 1 5 18
Total of Matches 7 13 9 6 6 3 9 4 4 4 5 4 5 20 7 27 -

Color Legend:
White — 1 to 2 matches
Light Grey — 3 to 4 matches
Medium Grey — 5 to 6 matches
Dark Grey — More than seven matches



Table 9.9 - Insights on DevOps & IM process (Additional Interviews)

Practice ID IM Activity Comment
%ﬁ?:;g‘jgggtand “Regular plannings can help to classify and prioritize incidents when planning future sprints”
P1 — “Due to the regular planning, prioritization may be increased or decreased since the feedback about the incident will be constant, and we may learn
Investigation and . . . . .. . L SR
Diagnosis more about the impact. If the impact is reduced, the investigation and diagnosis will be de-prioritized
Detection and
P3. P4 Recording “Implementing performance metrics and having tools to monitor the application continuously will allow us to know the expected behavior of the
’ Classification and application. This will help to identify incidents, classify and monitor after closure if the impacts have stopped.”
initial support
Detection and
P6. P7 Recording “Helps to detect the Incidents that are impacting the application and to monitor”
’ Classification and “By having a meaningful monitor, we can identify the impacts of the issue, helping to classify and prioritize the incident”
initial support
Investigation and
P8 Diagnosis “Since the code is being checked in small chunks, it can be easier to track which code change causes the problem
Resolution and “The development cycle will be reduced due to the automatism implemented in CI, resolving faster”
Recovery
P10 Resolution and “Faster deployment of code to solve the issue”
Recovery
P11 Ezzgl\?;gn and “Automated deployments a}low the resolution for the incidept to be deployed .faster” ‘
Closure “The development cycle will be reduced due to the automatism implemented in CI, resolving faster”
Resolution and
P12 Recovery “Allows a deployable package through several environments which will validate if the incident was solved”
Closure
P15 Monitor and Tracking | “It should be standard on all applications to have a kind of monitor to allow to know if the system health is good”
Investigation and
P16 Diagnosis “IaC can help us investigate, troubleshoot, develop a quick fix, and close the incident. Having the infrastructure saved in a save is quite easy to detect
Recovery and any change that can cause the issue and fix it”
Resolution
Detection and
P17 Recording “Some stakeholders should know the business pains to create the incidents. They are the ones that know how the application should work. Due to this,

Classification and
Initial Support

they should be able to prioritize the incidents correctly”
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Table 9.10 — Insights on DevOps & Normal Change process (Additional Interviews)

Practice ID Normal Change Activity Comment
Create RFC . . . _ . L . .
e “By continuously planning the IT services changes, it will be easier for the change initiators to create, record, and review the RFCs. Consequently, by using
Record RFC . . . . . .
Pl - agile practices or methodologies, there will be more changes but smaller. Which would help to define the RFC
Review RFC o L. . . "
Due to smaller RFCs, it will help to assess the RFC since there will be less to assess
Assess and Evaluate Change
P2 Authorise Change and Build Test Several c.onv.ersgtlons between the developers and operators will help to understand the build and test needed for the change. Accelerating the authorization
and coordination
“The data collected from monitoring and metrics will help to evaluate the change and to understand the complexity required for the build and testing.
P4, PS5, P6 Assess and Evaluate Change Helping with the authorization and coordination for the build and test”
“These metrics will help to understand if there are other more important changes to move forward which may cause a delay in the current change”
P9 Authorise Change and Build Test Havmg an env1ronn’1’ent to prototype solutions will help to estimate tests and extra build that could be needed for the change. This helps to authorize the
build and test phases
Authorise Change Deployment “By having the continuous and automated deployment, the changes will proceed between environments automatically without any authorization, simplifying
the process activities as Authorize and Coordinate Change deployment”
P10, P11 Coordinate Change Depl - “The continuous and automated deployment can help review the change implementation by sending logs and alerts of the implementation status and how it
oordmnate Lhange Leployme went. If something is wrong, the deployment will alert to take action earlier. It could also perform some change closure activities to alert certain stakeholders
about the change.”
P12 Authorise Change Deployment “Continuous Delivery allows having a workable package to be deployed, helping to authorize and coordinate the change deployment”
Coordinate Change Deployment >
Pl4 Coordinate Change Build and Test Wlth_ the automated testing, it is posglble to accelerate the activities t’? access the change by measuring the impacts of the change, and to authorize and
coordinate the change build and test since the tests are already known
P15 All activities “By standardizing all activities of the changes they could be automatic or standard by all the company”
. “Using infrastructure as code will make it possible to quickly create environments for the build and test phases. Also, in case of any issue with the
P16 Coordinate Change Deployment . . . AT . o
environments, it is easier to correct them, avoiding impact on the build and test period
P17 All activities “Stakeholders, by being involved in the process, will accelerate each phase because they know the delivery's priorities and impact. Therefore, their
engagement is crucial for the process”
Table 9.11 - Insight on DevOps & Standard Change process (Additional Interviews)
Practice ID Standard Change Activity Comment
Pl Coordinate Change “Due to the constant planning, it will help to know and to coordinate when the change can be implemented”
Implementation
Authorise and Schedule
P8 Change “In case this change requires the use of the deployment pipeline, the continuous integration will allow to re-check if the change goes fine on all the checkpoints of the
Coordinate Change continuous integration pipeline, assuring the correct implementation”
Implementation
P10.P11. P12 Coordinate Change “The delivery practices will ensure that the deployment is performed automatically, ensuring the quality of the implementation. This will allow us to coordinate the
i i Implementation implementation without any risk.”
“Standardizing all the activities will allow the organization to know the behavior of the process”
P15, P17 All activities

“Stakeholders are key to the process; even more, if there is an emergency change, they will need to approve the changes to keep their business running. Also, they will

be able to balance the pros and cons of delivering the fix”
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Table 9.12 - Insight on DevOps & Emergency Change process (Additional Interviews)

Practice ID Emergency Change Activity Comment
Assess Change Crr s . . . N .
Having developers and operators will help find the best way to describe the change that needs fixing. This will help to understand the impact;
Change Approval S . . -
P2 therefore, it will be easier to assess, approve, and review the change

Review Approval

Implement Change

“The developers and operators can draw the implementation plan together, making the implementation easier”

P3, P4, P5, P6, P7

Review Change

“When the issue is found and the monitor between several environments, it will be easier to analyze the impact. This can help define the RFC and
assess if the change is urgent enough to be applied. The logs generated by the monitoring will also help to review the change by understanding if the
change was correctly implemented”

“Having KPIs and metrics based on the application performance helps to review if the change was successfully implemented and the behavior of the
application is expected after implementation”

P8 Implement Change “The package for the fix is created faster and also is created automatically, reducing the human error for the package creation”
P10, P11, P12 Implement Change “The package reaches production faster to be deployed”
P14 Change Approval “Automated and continuous testing allows checking if the proposed solution for the emergency change is working, allowing to implement it faster”
“Standardise approvals and reviews for a faster moving on the process”
P15 All activities “Standardise the implementation between the technologies inside the company so the implementation process can be used several times and be
optimized”
P16 Implement Change “Create test environments quickly to analyze, develop, and test the solution, accelerating the implementation”
“Having the stakeholders involved in the change assessment and approval may help to accelerate these activities since they know the real impact on
P17 All activities the business by the issue”
“The stakeholder can help to verify if the change was implemented successfully and if the business is not being affected anymore”
Table 9.13 - Insights on DevOps & PM process (Additional Interviews)
Practice ID IM Activity Comment
Problem Detection “While observing the application's behavior, the operations team could identify some issues. Then, when discussing this with the developers, it may create a new problem”
P Problem Investigation and
Diagnosis “Developers and operators can discuss the issue and therefore reach a solution faster with higher quality”
Problem Resolution
Problem Loggi . . . . . . .
P3 roblem O8EINg “The continuous monitor can identify some trend and issues that could help to improve the log of the problem to help to fix it”
Problem Resolution
P8 Problem Resolution “The CI process will enable a faster development of the fix, therefore accelerating the resolution”
P10, P11, P12 Problem Resolution “Having automation in all the deployment processes will accelerate the deployment of the fix. Therefore the delivery will be anticipated”
P15 All activities “Standardizing all the activities will allow the organization to know the behavior of the process”
P16 Problem Resolution qzihcl]ilgf’actlce is really good for quickly solving issues in the infrastructure. Moreover, it enables the version of all the infrastructure to rollback in case of any issue
o “Stakeholders will be responsible for moving on with this process because they do not want to have problems with their applications. So, they should be part of the process
P17 All activities . . . s
in each activity so it does not be a bottleneck
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Regarding the CM process and the normal change process, three practices stand out: P1, P15, and
P17. The P1 practice is seen as impactful when creating the change and setting all the details. Due to
continuous planning, it is possible to know what should be included in the change and its impacts. It
also impacts the Coordination of the deployment; since there will be continuous planning of the

deliveries, some changes could be rescheduled to a proper timing.

P2 is also seen as impactful but supports the authorization to start the build and test in this case.
Operations are often responsible for setting up all the environments, so in this case, due to the feedback
between developers and operations, the environments could be set up faster to meet the developers'

needs.

Regarding monitoring and metrics practices, P3, P4, P5, P6, and P7 have impacted the changes'
assessment and review. Due to constant and continuous monitoring, these practices may alert for other
urgent changes, which may postpone the current change or even show that the change is not needed
anymore. Also, these practices could set up alerts that check if a change was correctly implemented

without causing any harm, helping to review and close the change.

The delivery practices P10, P11, and P12 impact deployment activities, such as Authorize Change
Deployment and Coordinate Change Deployment. Automating the deployment package and the
deployment itself will ensure that the deployment runs correctly without any issues.

P14 is impacting the Coordination for Build and Test. Having a solid test plan and automated tests
when discussing the testing period is essential for the change to move forward.

Two practices that could be impacting all the process activities are P15 and P17. P15, which will
standardize all the processes across the organization, will help to know how the changes flow and the
main stakeholders for the process. P17 refers to having all the change interested stakeholders on board
on the entire process can accelerate to move the change forward.

Regarding Standard Change, the interviewees did not make as many matches as the emergency and
normal changes. However, three practices have been identified as more impactful, such as P3, P15, and
P17. P3, as a continuous monitor, could check if the changes are correctly implemented or if anything
is harmful to the system. P15, due to the standardization of running the process in the entire organization.
Plus, P17 is for informing all interested stakeholders about the change so they can participate in any
process activity.

For Emergency Changes, Table 9.8 shows more practices impacting this process than the standard
change process. P2 is a practice seen as impactful in most process activities due to the collaboration
between devs and ops to assess the change for an emergency until its implementation.

The monitoring and metrics practices (P3, P4, P5, P6, and P7) are seen as impactful on the review

change activity to measure if the change was correctly implemented and to find any collateral impacts.
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P8, P10, P11, and P12 are seen as impactful for implementing the change. Due to continuous
integration and the delivery pipeline, the build of a fix will be accelerated and delivered faster, helping
to implement the change successfully and ensuring the correct deployment.

The testing practices (P13 and P14) are also seen as impactful in implementing the change since
they can detect issues earlier in the development stage. P16 also impacts this activity since it can easily
resolve issues in the infrastructure.

In PM, besides P15 and P17 being also practices with more impact for the same reasons in the
previous processes, it is possible to stand out P2 and P8. P2 for the constant feedback between operators
and developers will help fix the problem most effectively. Meanwhile, P8 could accelerate the
development lifecycle of the fix to ensure the problem is solved and will be deployed correctly.

Summarizing, we can see that P15 and P17 are practices that have a major impact on processes due
to the standardization of the process in the organization and the shared responsibility of the stakeholders
to participate in the process, help make decisions, and take action promptly. Also, communication is a
key to solving issues, as seen in IM, PM, and Emergency Changes. The collaboration between
developers and operators will ensure that the issue is fixed correctly based on the opinion of each team.

Regarding the monitoring and metrics practices, we can see that these practices are also vital in
identifying issues faster and taking the necessary actions to avoid impacts on the business. Nevertheless,
these practices can also help review and confirm that the changes were implemented correctly. Looking
at other practices related to the delivery, it is possible to see that the delivery lifecycle is accelerated,
enabling the delivery fixes faster to reduce the issue's impacts. Moreover, these practices ensure the
correct delivery by reducing human error due to all the automation involved. With these statements, it
is possible to conclude that DevOps practices can impact the ITIL processes, therefore being able to
answer RQ1 from the list of research questions for this thesis.

All the practices impact at least one process. However, P9 is seen as one of the practices with fewer
matches. The following section will describe the benefits and challenges of the DevOps

implementations.

9.2.2. Interview Analysis for DevOps Benefits and Challenges
Based on the interviews, this section will analyze the benefits and challenges of DevOps adoption, like
in Publication nr. #8, the researchers asked the interviewees about the benefits of adopting each practice.
After qualitatively analyzing the interviewees' answers, the researchers summarized the responses in
Table 9.14. There are only answers for practices that the interviewees employ daily.

Looking at the benefits in Table 9.14, some keywords or expressions related to benefits were
highlighted. These included keywords regarding system stability, better collaboration, reduced
deployment and build cycles, improved code quality, reduction of errors and business disruptions, and

preventive failure detection.
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Despite these benefits, adopting these practices also has challenges for organizations, as shown in
Table 9.15. The interviewees were asked to rate each practice from 1 to 5 from the practice adoption
point of view, where one means very hard to implement and five means very easy to implement. Table
9.15 shows the comments about the practices with an average below three, which is the neutral value.
These challenges bring a trade-off to the adoption of DevOps, such as if the tool used to employ a
practice is correct for the context, lack of technical knowledge to implement the practices, knowledge
about the applications, and business and organization mindset.

People, technology, and processes are the three pillars of DevOps [49], [59]. The same mindset
towards the organization’s goals must be set in everyone working in the organization, creating a feeling
of shared responsibility [59]. The organization mindset seems to be a setback that needs to be surpassed.
top management is seen as a major solver for this challenge by leading by example [22]This will
encourage people with different technical expertise, knowledge, and backgrounds to work together to
better employ DevOps practices. This analysis answers the RQ2 that this study proposes to solve.

The following section will describe how the processes have been improved by using the DevOps

practices in the interviewees' opinion.

80



Table 9.14 - DevOps Benefits (Additional Interviews)

ID

IM Process

CM Process

PM Process

P1

This practice provides a greater vision of the team's priorities. As
a result, it is possible to fix incidents at the proper time without
endangering the other priorities.

This practice provides better efficiency to the CM process. This practice
allows the teams to anticipate their deliveries due to constant planning,
allowing to know which changes should be created and when. This allows
the teams to be prepared to discuss their changes knowing their impacts
and facilitate the entire process instance.

Continuous planning enables a better prioritization of the
problems to be solved. This gives clarity to the team and other
stakeholders of the focus to be followed by the team.

P2

Enhances the collaboration between developers and operators to
the common objective. This creates a shared responsibility
between the two teams to have more stability in the system.

Regular and healthy discussions between developers and operators
provide a better overview of what needs to be changed and how to achieve
it. Improving the process performance.

The collaboration between the devs and ops is key to solving the
issues and to bring stability to the system.

P3

It allows a continuous health status of the system so the teams
can react in time to solve the issues, reducing the business
impacts.

Due to the continuous monitoring the teams will be able monitor the
system performance and behavior. With this, the team can prioritize fixes
and create changes with the correct information for an easier approval.

P4

Metrics are used to identify faster what is wrong and provides an
idea where the issue relies on.

Metrics are the key to knowing how the system is performing. Due to this
is possible to know if a change should be rolled back or not, to avoid
business disruptions.

P5

Like continuous monitor, this practice enables to know how the system is
behaving, providing information of what needs to be changed, facilitating
the assessment of the change.

P6

It gives more control of what is happening with the application
producing reports where we can compare the status of the
application between those reports

The interviewees have the same opinion as in P3.

These practices were identified with the same benefit for the
process as finding new problems faster. Due to the monitoring
and metrics, it is possible to identify issues and actions faster
than waiting for the business to identify them. This kind of
monitors could also identify trends to help on the pro-active
problem detection.

P7

These dashboards can be consulted at any time to provide the
status of the application allowing to know when to created
incidents and the most affected areas. This gives the opportunity
to learn more on where to stabilize the application.

The interviewees have the same opinion as in P3.

P8

It offers some comfort to all interested parties that the developer
is developing on the most recent code (which caused the
incident), and once he check in the code, it will be delivered to
production. It also provides a code quality analysis and
vulnerabilities to know what should be improved for a better
maintenance in the future

Continuous Integration is useful to keep the code related with the
requirements. So, in case of any failure in some change, it is possible to
know what should be rolled back to avoid business disruption and keep
the stability of the application. From the other point of view, it will
facilitate what is being added to change since the code and requirements
can also be linked to the change.

This practice accelerates the resolution of the problem since it
will ensure the new code will be according to the code quality
guidelines.

P9

Due to the prototyping, it is possible to accelerate the testing and build
phase, hence accelerating the change process.

P10

Even though this is not applied by the interviewees for the
production environments, the developments are delivered in the
test environments faster

The deployment will be triggered automatically which accelerates the
delivery. However, the coordination of the deployment will be easier
because everything is automated and less error prome, ensuring the
probability of a successful change.

P11

We ensure that deployment is performed correctly automatically
without any issue since the same script is used several times
reducing the human error.

The deployment script will be used several times in the change lifecycle,
adding more confidence to the change deployment.

Like the continuous integration, these practices accelerate the
delivery of the problem resolution. Moreover, also ensures that
the package is deployable making sure the guidelines are being
fulfilled.
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Due to the small chunks of changes, the delivery will be smaller which
facilitates the assessment of the change. Which also simplifies the
deployment

The testing phase is quite critical for a change. These are quite important
to enable regression testing of what was already working before the
change. This way ensures the stability of the application that no new
errors will be added.

Process standardization is seen a mandatory practice inside the organizations so everyone knows how the process works, doesn’t matter the technology or application.

Provides a quick way to perform changes to the infrastructure. Handling
the infrastructure as code is quite beneficial to perform quick fixes and to
automate some of the most standard changes, accelerating the process.

Proves to be highly effective in swiftly addressing infrastructure-
related issues. Furthermore, it enables versioning of the entire
infrastructure, facilitating prompt rollback in the event of any
complications.

P12 | Having the software versioned in packages is quite useful for a
faster recovery if something fails. We can rollback to the
previous software version.

P13 | -

P14 | -

P15

P16 | Guarantees a good control of the environment in terms of
infrastructure to avoid having environment issues, allowing the
development to go as planned.

P17 | There are several stakeholders involved on the incident, but a

business representative is the key for the IM process. He should
know how the application should behave and the impacts that
incident is causing for the business. Therefore, its participation
in the whole process is the key to bring stability to the
application.

Application stakeholders are the best to give clarity for the change
purpose and coordination. The application stakeholders are the ones with
the best interest that the application keeps stable even when introducing
new changes. So, they should share the responsibility in the change
process.

Stakeholders will assume responsibility for advancing this
process, as they seek to mitigate risks to their applications.
Consequently, their involvement in every phase of the process is
essential to prevent it from becoming a bottleneck.
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Table 9.15 - DevOps Adoption Challenges (Additional Interviews)

Practices IM Process Average CM Process Average PM Process Average Comments
213|415 234 314
Pl 1[1]3]1 3,67 -1 13 3,75 112 3,25 -
P2 L1 ]1]1 3,50 1]-]1 3,67 -1 -13 4,25 -
P3 PM: This can be seen as hard or easy depending on the tool. In this case the
11-]16]|1 3,88 11171 3,50 21-11 2,67 interviewees that choose the Hard to Implement option had a tool with a lot of
security issues, where they needed to replan and adopt another tool.
P4 CM: This is seen as hard since it is needed to know what is supposed to
LT3 - 3,57 12| 2,67 K 3,33 measure, after having the metrics well define it should be easy.
P5 N I 2,00 1o 3,50 11 2,00 IM and PM: Mostly becau.se the interviewees didn’t have the knowledge of
what should be needed to implement
P6 1] -]5]1 3,86 1]2]- 3,25 1]-13 3,50 -
P7 CM: The dashboards are usually based on metrics. Like in P4 it is needed to
32 3,86 L - 2,50 -t 3,67 know the metrics and it should be well defined.
P8 Sl1lsl3 3.90 > 1111 2,75 11211 2,60 CM and PM: _The interviewees revealed that didn’t have the knowledge to
know how to implement
P9 L1 [1]2 3,80 -1 1] - 4,00 - 1211 3,33 -
P10 -l -141]2 4,33 1]-12 3,33 20 -11 2,67 PM and CM; Since these two practices are often seen as together, for both
P11 Slilsls 429 1ol 275 -2 275 processes, the_ interviewees ﬁqd it hard to implement and most of the times
when something goes wrong, is not easy to find where the issue is
P12 -1213]3 4,13 -12]1 3,33 - 1]2 3,67 -
P13 1]2]1]1 3,40 -1 3,50 1]-]1 3,00 -
P14 IM: It is not seen as very hard to implement but requires changing the feam
31211 2,67 111 3,00 -1 112 3,67 mentality and development process to make it mandatory for the developers to
develop all the automated tests.
P15 IM and CM: This needs to come from the top management to be implemented.
-l -1 1] - 2,00 210 -11 2,67 1(-12 3,75 A cultural or mindset shift is needed to ensure that everyone will follow the
process as supposed.
P16 IM and CM: It is needed to have a specialization to develop these scripts. Even
4 12|11 - 2,57 1{2]- 2,67 -1 2] - 3,00 they are useful. The interviewees revealed lack of knowledge to implement
this.
P17 - 131 - 3,25 1]-]1 3,00 -1 -1 4,50 -

83



9.2.3. Interview Analysis for Process Performance

Likewise, in the previous section, the interviewees were asked to provide input on how these practices
could improve process performance. After a qualitative analysis, Table 9.16 demonstrates the comments
about each practice per process.

Table 9.16 shows that all the practices improve at least one process.

The most impacted process seems to be CM, however, for some practices this process seems to be
only improving in case that the change is related with an incident like for example P8 and P16. DevOps
has its roots in Agile foundations, which promotes faster and shorter release cycles, which is also
beneficial to the CM process. Smaller changes are more accessible to assess and manage, providing
more control of what is being changed and its impacts. Moreover, based on the collaboration between
dev and ops and with different stakeholders, the CM process could be quickly moved forward because
all the interested parties are involved in every process activity. Nevertheless, automation is seen as
crucial for this process. Automation ensures that the implementation of the changes occurs faster and
without any issues caused by humans.

About the IM process, fewer practices could be found as possible improvement. The collaboration
practice for the feedback loops between devs and ops plays an essential role in investigating the issue
and solving it by having the experts in the same place looking at the same issue. The monitoring practices
do not improve the process because they will identify new incidents, which will not help solve them
faster. It is possible to argue that these practices improve the system stability, causing a benefit to the
organization and business, but not the process itself. The delivery practices and continuous integration
can help move the resolution faster between the different environments, improving the process.
Likewise, [aC will improve the resolution of the incidents.

PM has a similar approach to the IM process. The feedback loops between dev and ops will have
the same expected result for the process performance, like the delivery practices and continuous
integration. However, it has a different point of view regarding monitoring practices. Since a problem
is often seen as the root cause for one or more incidents, more incidents and more information recorded
could give more hints on where the root cause relies and how to solve it.

Looking at the previous statements and Table 9.16, it is possible to see that 8 of the 17 DevOps
practices are improving the IM process, CM is improving all 17 practices, depending on whether the
process instance is meant to solve an issue, and PM is improving 12 of the 17 DevOps practices. This
answers the RQ3 in Table 1.3 in Chapter 1, showing that the processes can be improved by using the
DevOps practices.

The next section synthesizes the results from these interviews and the case studies for a cross

verification of the results.
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Table 9.16 - DevOps Process Improvement (Additional Interviews)

Practices IM Process CM Process PM Process
Pl Improves the process by reducing the changes size,
) allowing an easier assessment.
) o Improves the process performance because more Imoroves the orocess performance by havin
o . . . . . \ v
P2 Improves 'the process performance by having specialized people people with different points of view will be involved in p oV p p ‘ y g
to fix the issue g . specialized people to fix the issue
describing and assessing the changes
P3 These practices could be seen as an improvement and not. These L . Looking from the point of view that a problem is the
. . These practices improve the process on the review and - .
P4 practices could cause more instances of the process; however, . . .. .. | root cause of one or more incidents, while more
.. . . . closing activities of the processes. These can indicate if | . . . .
P5 this will not make the instances solved quicker or with less . incidents are created more logging or different
. the changes were implemented successfully . . .
P6 resources. But could be seen as an improvement due to the . o scenarios could be found. This provides more
. . accelerating those activities. . .
P7 logging they produce to help to resolve the issues. information to help to resolve the problem.
P8 This practice improves the resolution of the incident therefore | This practice doesn’t necessary improves the process, | This practice improves the resolution of the problem
improves the process performance only if there is an incident to be solved in the change therefore improves the process performance
Having a prototype of what is going to be on the
P9 - changes it could accelerate some activities of the -
process, namely some coordination and authorizations
P10 By accelerating the build of the developments, the . .
. . y. .\ g . P These practices could help to improve the process
P11 These practices could help to improve the process performance | activities to approve the change will also be faster. . L .
. .. . . . performance since it will be easier to deploy a fix
since it will be easier to deploy a fix between different | Also, by having the deployment process all automated . . .
. . ; . . . between different environments, reaching to the
P12 environments, reaching to the solution earlier the deployment plan will easily be approved, and the . .
- . solution earlier
change will be implemented faster
P13 The testing plan is always critical to accept the changes,
P14 - therefore the automation plays an important step here to | -
move forward with the change.
P15 Having the process being standard by the entire organization will avoid having bottlenecks, because everyone should know how it works.
P16 By having IaC it is possible to perform quick changes to solve | This would only impact if the change is to solve some
incidents, namely related with the performance. incident
P17 This practice provides a performance improvement at all the incidents because the stakeholders are the key to solve any blockers that the process instance may have

85



9.3. Synthetization of Extra Interviews and Publication nr. #8

The objective of this section is to synthesize the results of the case studies in publication #8 and the
interviews with other professionals about DevOps practices and the ITIL processes.

To perform this, Table 9.17 will demonstrate the impact that the DevOps practices had on each
process answering to the RQ1. Looking at Table 9.17, it is possible to see that the extra interviews
complement some of the conclusions from the three case studies from Publication nr. #8 and to validate
some of the same conclusions. In the case studies, P1 and P2 were seen to be impactful in CM and PM,
and in IM and PM, respectfully, but in the extra interviews, P1 is also impacting IM, and P2 is impacting
CM and showing that the practices can impact the three processes.

In the case of P3, P4, PS5, P6, and P7, the extra interviews were seen to extend the impact to all three
processes. IM and PM use them to detect and log new instances, while CM uses them to review and
assess the changes.

For the remaining practices, the extra interviews did not bring any new conclusions. However, these
interviews were positive in finding new impacts that the practices could have on the processes.

Regarding benefits, Table 9.18 synthesizes the information about the two information sources.
Similar to the DevOps practices impact analysis on the processes, there were found benefits in the case
studies from the Publication nr. #8 and the extra interviews performed.

The extra interviews have confirmed the benefits found in Publication nr. #8, however, there is a
practice that would stand out in practice P8. In the extra interviews, this practice has been highlighted
by ensuring code quality and finding code security vulnerabilities. In today’s world, there have been
more security breaches in the organization’s applications [60]. This practice adds another security level
to protect organizations and their application stability, adding one more benefit to the ones found in this
research.

Nevertheless, P12 brings a perspective of not just shortening the delivery lifecycle by having a
package ready for deployment but also making it easier to have a package in case something goes wrong.
It is possible to rollback the application to a previous version faster and easier, giving an opportunity for
a faster recovery of a failed change.

The same challenges were identified in the two different data sources. The reported challenges, such
as lack of technical or business knowledge to implement some practices, could be solved by the
collaboration inside of the team. Having developers and operators working together could help solve the
lack of technical knowledge, but it does not solve the lack of business skills. This brings the opportunity
not only to have DevOps but to extend to BizDevOps to bring business together with developers and

operators [61], having an autonomous and cross-functional team.
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Table 9.17 - DevOps Practices and Process Synthetization about Impact

Practices Publication nr. #8 Section 9.2.1
More impact was seen in CM and _PM t(,) plap the Continue to show impact in CM. It is also seen in IM to classify the incidents correctly in case that
P1 changes that are needed to the IT services. Likewise its . .
corrections needed to be performed to correct problems something was not considered correctly
P Positive impact in IM and PM to help to investigate the | Found positive feedback in PM to correct the issues while for CM it could impact to prepare the
issues and how to tackle them environments so the build and test phases can proceed
P3 Only found impact in IM to find issues earlier avoiding
P4 extending the business impacts These practices could be found in all the three processes. They are causing impacts to detect the issues
P5 Not found in any process for PM and IM. However, for PM there is possible to see that these practices also help on the resolution
P6 Impact in both IM and PM to find issues earlier. by enriching the information. In case of CM, these practices cause more impact to the change
P7 Only found impact in IM to find issues earlier avoiding | assessment and review
extending the business impacts
P8 Impact seen in IM and PM to accelerate the resolution of the issue, while for CM it could impact positively the implementation of the change, and the
authorizations required
Found impacts in PM where the developers can check .
P9 with the sfakeholders if the issue is corrictly fixed Not found in any process
P10, P11, | Impact seen in IM and PM to accelerate the resolution of the issue, while for CM it could impact positively the implementation of the change, and the
P12 authorizations required
P13 Only found in CM to help to test the changes
P14 Found in the three processes to test the fixes and Only found in the CM Process
changes
P15 This practice was found in all the processes
P16 Only found in IM and Emergency change to fix an issue quicker
P17 This practice was found in all the processes
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Table 9.18 - DevOps Practices and Benefit Synthetization

Practices Publication nr. #8 Section 9.2.2

Pl Better collaboration between Business and | Better prioritization for what needs to be
IT leading to more customer satisfaction solved

P Better collaboration between the IT teams leading to a better delivery and process
management

P3 More stability when issues are raised | More stability and facilitates the
earlier assessment of changes

i;" b3, pe, More stability when issues are raised earlier

Ensure the code quality, leading to find
P8 Allows a faster build and reliable software | code security vulnerabilities allowing
more stability

Enables the stakeholders to validate the )

P9 delivery as it should be leading to Accele.rate the c{ehvery process namely

. ) for build and testing phases

customer satisfaction

P10 Faster delivery cycles

P11 Human error reduction

P12 Faster delivery cycles Faster recovery

P13 The code being tested continuously brings | More stability on the application since the
more confidence to the delivery code is tested more often

P14 Ensure the code quality by not introducing nonbreaking changes

P15 Standard processes give more efficiency to the process

P16 Faster fixes to the applications

P17 Stakeholders are the key to move with the process and guarantee the stability of the
application

The other challenge is the organizational cultural mindset of openness to change and collaboration.

The study participants say that the main key to overcoming this comes from the organization's top

management, who must lead this change and lead by example.

Table 9.19 synthesizes the process performance improvements. Comparing the two data sources,

the extra interviews added more information to complement the findings in Publication nr. #8.

This can be seen in practices P1 to P7, where more detailed information about the CM process was

added. The practices P3 to P7 were not considered to cause a process improvement; however, in the

extra interviews, the participants found that it could improve the logging of issues, improving the

investigation and analysis. The P9 practice was seen to improve the CM process since having a prototype

of the application or functionality will help to accept what was developed, accelerating the authorization

and coordination activities of the process.
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Table 9.19 - DevOps Practices and Process Improvement Synthetization

Practices Publication nr. #8 Section 9.2.3
Ensur es tracking on problems By continuous planning it is possible to reduce the
P1 not letting the PM instances take o .
t00 long changes size improving the way they are assessed
Collaboration to find the
P solutions for the issues faster | Having the experts about the changes in the room
improving the process | helps to detail and assess the changes correctly
performance.
P3. P4 P5 These practices can see as an improvement to the
p 6’ P7’ T - processes when it comes to log the issues and to
’ review the changes implementations
P8 Faster development of fixes improves the three-process performance delivery and
approval activities
Having a prototype of what is going to be on the
P9 i changes it could accelerate some activities of the
process, namely some  coordination and
authorizations
P10 . ,
P11 Faster development of fixes improves the three-process performance delivery and
12 approval activities
P14 Accelerates the testing activities impacting all the processes
P15 Improves the process efficiency by employing the process in the same way in the entire
organization
P16 Will be able to solve issues quickly improving the process performance
P17 Stakeholders are the face between IT and business so they can improve the process
performance by being the facilitator between these two units

By analyzing Tables 9.17, 9.18, and 9.19, it is possible to observe different conclusions between
the two data sources. This highlights the richness of qualitative analysis, as it allows for multiple
perspectives and interpretations that go beyond the specific context of each organization. While the case
studies were conducted in distinct organizations, each with its own contextual limitations, the additional
interviews demonstrate that similar results can be found across different industry contexts. Showing that
industry context is not a limitation to apply DevOps in a ITIL environment. Moreover, these interviews
provide further insights, contributing to a broader understanding of the impact of DevOps practices on
ITIL processes performance.

This ends this Chapter about the last publication and its extra conclusions. The next chapter will

show the conclusions of the thesis.
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CHAPTER 10

Conclusions

This chapter concludes the investigation regarding this research with a summary of all the findings and
the research objectives achieved. This chapter is split into two sections. The first section will present the
discussion and contributions that the thesis brings to the academic and scientific community. Next, the
researchers will present the limitations that they faced while conducting this study and future work to

complement this research.

10.1. Discussion and Contributions

The investigation conducted in this thesis aims to clarify how DevOps and ITIL can coexist by showing
the impacts that a DevOps implementation causes on the ITIL processes. This complements the body of
knowledge about the impacts of implementing DevOps in this type of organization's IT landscape.

From a chronologic point of view, ITSM and ITIL started to be adopted before DevOps, so it would
make sense to analyze the impacts that DevOps could have on the ITIL processes already in place in the
organization. The IT department has become one of the most essential departments in the organization
due to all the support that is provided to all other departments in the organization. This requires
managing how IT provides this support. [ITSM and ITIL focus on having the IT department be seen as
a service provider, measuring how it answers to the other department's needs. Due to this, ITIL processes
have been implemented in organizations to measure how IT is serving the organization.

Nevertheless, these processes can be seen as bureaucratic and focused on process performance,
which prevents IT and business from being agile enough to evolve with market needs.

The organization's market has become more competitive and demanding, requiring organizations
to adapt their business as the market feedback requires, forcing organizations to move to Agile practices.
Thus, the Agile mindset brings business and IT together in short development cycles so feedback can
be implemented faster. However, ITIL plays a more significant role in the application's operability;
when the development cycle is shortened, it will stress the application's stability by introducing new
changes to the application.

This would motivate companies to adopt DevOps practices, in which operations work together with
the development teams to create a faster delivery pipeline and ensure the application's stability.

Due to this motivation, this thesis aims to determine the impacts of implementing DevOps practices
on the ITIL processes. To this end, several studies were performed to reach conclusions.

Three SLRs were performed to find the motivation for the thesis objective. One SLR aimed to find
the benefits and challenges of ITSM implementations and to find gaps and opportunities to solve those
implementation challenges. This research found some opportunities, like implementing cloud

computing and DevOps, reinforcing the motivation for this thesis. The other SLR had the objective of
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finding DevOps implementations and what were the issues that were trying to solve, resulting in a list
of benefits that DevOps could bring to new implementations. Based on these statements, it was possible
to conceive the research concept shown in Figure 1.1 in Chapter 1. Another SLR was made to find
DevOps implementations in ITIL environments to know what other researchers have done so far. From
this SLR, it was possible to conclude that there were no implementations, but it showed indicators that
DevOps could improve ITIL processes like IM, PM, and CM.

Other studies were also performed to show the implementation of DevOps practices in two
organizations that follow the IM and PM processes. These studies showed that implementing DevOps
practices was a success, benefiting process performance.

Other studies about DevOps were made for research background purposes to explore this topic more
deeply. The list of all the publications can be seen in Table 1.4 in Chapter 1.

Based on these statements, this thesis focused on finding the impacts of DevOps implementations
in IM, PM, and CM processes through the case study research methodology. This methodology is
expected to be done based on a question defined in Chapter 1, which was decomposed into three research
questions. Therefore, it was decided to perform three case studies in three organizations, one per process.
The primary data collection for the case studies was Semi-structured interviews to guarantee that the
interviewees had the liberty to express their thoughts about the question.

Looking at Publication nr. #8 it is possible to see that the DevOps practices caused positive impacts
to the activities in the processes, revealing some benefits for the organization. Moreover, the
interviewees were asked to highlight some challenges they faced when adopting these practices. Last,
the participants were also asked if these practices have improved the process performance. Having these
three case studies, one per process was a good indicator that the DevOps practices could positively
impact the ITIL processes.

However, only having one data source could be misleading for the study. So, the researchers
decided to conduct the same interviews with other professionals who work on the same processes and
have knowledge about DevOps practices. The expectation is to perform these interviews to validate the
results of the case study and, if possible, extend its findings. Figure 10.1 shows the connections between
the DevOps practices and ITIL processes in the two data sources.

Figure 10.1 also shows that this thesis can answer the RQ1 proposed in the study. The RQ2 proposed
identifying the benefits and challenges of the adoption of DevOps. Thus, there were benefits when
applying the practices to the processes, such as more collaboration, increased customer satisfaction,
more stability, short release cycles, system reliability, more code quality, human error reduction, less
time to recover, and fewer code vulnerabilities. All these benefits can also be found in Publication nr.
#3 in Chapter 4, validating the benefits found in this research. In terms of challenges there was found
the lack of technical and business knowledge and the deep-seated organizational mindset in Publication
nr. #3 a few challenges in DevOps adoption are listed but not the lack of technical and business

knowledge, which contributes to the existing literature.
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Figure 10.1 - DevOps Practices Impact in ITIL Processes

Regarding RQ3, which questions whether the processes have faced any performance improvement,
the same approach was followed by asking the participants how they think the DevOps practices could
impact process performance. Similar to RQ1, Figure 10.2 shows the connections between the DevOps
practices and the processes regarding performance improvements.

Looking at Figure 10.2, it is possible to conclude that the extra interviews clarified the process’s
performance impact more than the case studies. It is possible to see more impacts in the three processes,
namely on monitoring practices. This matches the qualitative gains of getting a rich analytical picture
of having different data sources as Yin [54] and Thomas [56] describe.

Nevertheless, it is evident that the application of DevOps practices produces systemic impacts
across the ITIL processes analyzed in this research. As previously discussed, IM, PM and CM are closely
connected. The PM process can be seen from two different points of view: one focused on identifying
and solving the incidents root cause, and on analyzing trends of the application behavior to prevent the
occurrence or recurrence of future incidents. The information collected through incident analysis,
workarounds and fixes is crucial for identifying root causes and to have an effective problem analysis.

Additionally, several activities in these processes are similar, such as Investigation and Diagnosis,
and Resolution. This overlap suggests that the impact of DevOps practices on one process may implicitly
influence others. Furthermore, as the delivery of fixes and workarounds becomes more efficient, the
Change Management process is also affected due to the inherent synergy among the three processes.

Implementing a fix or workaround typically requires a formal change. Thanks to the high level of

automation in DevOps practices, activities such as change review, assessment, and coordination are
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performed more rapidly and consistently, supported by the confidence of having standard deployment
processes. Moreover, monitoring practices that provide data for diagnostics that support the resolution
of incidents and problems also contribute to more accurate change assessments, to understand the impact
on affected applications and identifying dependencies with other applications or IT services.

These observations reinforce the notion of process synergy and demonstrate that DevOps practices
can have a systemic and holistic impact on ITIL processes, enhancing overall process performance.

Based on the previous statements, it is possible to conclude that all the RQs were answered
successfully. This thesis brought some clarity about the impact that the adoption of DevOps practices
can have on the ITIL processes, not only showing the benefits but also the possible challenges that this
adoption can have. Nevertheless, this study opens the door for a new analysis of the same subject that

can be found in the next section about future work.
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Figure 10.2 - DevOps Practices Impact on Process Performance

10.2. Limitations and Future Work

This section will present the limitations of this study and proposals for future work that other researchers
could follow.

The major setback for this thesis was the amount of case studies performed. The initial plan was to
perform three case studies per process in different organizations. However, many organizations denied
the request to participate due to data sensitivity. More case studies with a different context could bring
other perspectives about employing DevOps practices in the processes or validate what was concluded
in the other case studies. The mitigation action applied for this was to have the extra interviews with

other participants not from the case studies.
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Also, one limitation of this study is that it only has data from the interviews, observation and focus
group exercise, which is based on the opinions of the interviewees. Having different data collection
methods with statistical data would bring another validation of findings, such as document analysis that
could support the findings from the interviews. Usually, organizations have reports with metrics that
could be helpful to notice how DevOps impacted those metrics.

Thus, the suggestion for future work would be to perform more case studies in different
organizations, involving a triangulation of statistical data collection methods to validate the findings.
Another suggestion would be to identify the problems before the DevOps adoption so that organizations
know which problems DevOps adoption can help with. It would also be interesting to study the DevOps
adoption challenges and how the organization has overcome them for successful implementation. Due
to the lack of quantitative metrics identified in this study, and to have a better comprehension of the
integration between ITSM processes and DevOps, a suggestion for future work would also be to create
a framework for “Integration Success Score”. This framework could be a combination of DevOps
Research and Assessment (DORA) and ITIL metrics to achieve a reliable balance between faster

deliveries and stable and operational IT Services.

Artificial Intelligence Disclaimer

As English is not the first language of the PhD candidate, he utilized Grammarly, an Al-based writing
assistant, to enhance the clarity and readability of this thesis. While Grammarly has been helpful in
improving grammar, spelling, and overall fluency, the ideas, analyses, and interpretations presented are

entirely from the PhD candidate.
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ABSTRACT

Businesses today need to respond to customer needs at an unprecedented speed. Driven by this
need for speed, many companies are rushing to the DevOps movement. DevOps, the combination
of development and operations, is a new way of thinking in the software engineering domain that
recently received much attention. Since DevOps has recently been introduced as a new term and novel
concept, no common understanding of what it means has yet been achieved. Therefore, the definitions
of DevOps often are only a part relevant to the concept. This research presents a sy stematic literature
review to identify the determining factors contributing to the implementation of DevOps, including
the main capabilities and areas with which it evolves.

KEYWORDS
Area, Capabilities, DevOps

1. INTRODUCTION

Making any change to a business is always a complex task and usually requires investment. As such,
whenever an organization adopts any new technology, methodology, or approach, that adoption must
be driven by a business need. This, in turn, leads to new working methodologies for IT projects.
Traditional and modern (agile) software development usually focuses exclusively on the software
development teams. In either case, once the software has been developed, it is typically handed over
to the IT operations team, which takes responsibility for its deployment, ongoing maintenance and
support (Jones, Noppen, & Lettice, 2016). The Agile movement has brought together programmers,
testers, and business representatives. Conversely, operations teams are isolated groups that ensure
stability and enhance performance by applying practices such as the Information Technology
Infrastructure Library (ITIL), which equates change to risk (Hiittermann, 2012). For Debaois (2011),
since both development and operations serve the same customer, the needs of both must be discussed
simultaneously. Treated separately, they are like separate trains on separate tracks. No matter how
fast they go, they can never meet. Due to this fact, the team commonly works in silos, which leads
to a lack of information exchange. Lwakatare, Kuvaja, and Oivo (2015a) say that it is impossible
to effectively transmit information about all the releases performed between two different teams in
continuous release mode while de Franca, Jeronimo, and Travassos (2016) report that Development and
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Orperations are left to themselves and will often struggle to talk to each other, much less collaborate,
and will remain mired in manual processes. The result is employees who don’t work well together,
software that doesn’t work reliably, and customers that are thinking about moving to competitors (de
Franca et al., 2016).

When two separate teams do Dev and Ops, problems can emerge and lack of synergies can
occur. Separations on a technical and organizational level as well as the use of different tools have
experienced an increase among Dev and Ops teams (Silva, Faustino, Pereira, & Silva, 2018). This
bottleneck between Dev and Ops can affect and/or compromise the product’s quality. According
to Hussaini (2014), “leveraging the critical success factors to deliver the change must have shared
objectives of Dev and Ops.”. So, there is a clear disconnect as the two teams speak two different
languages and have traditionally been judged according to different reward structures (McCarthy,
Herger, Khan, & Belgodere, 2015).

In the midst of such evidence, DevOps emerged. DevOps applies agile and lean principles
throughout the entire software supply chain. This allows a business to maximize the speed of delivery
of a product or service, from the initial idea to production release and all the way up to customer
feedback to improvements based on that feedback (Sharma & Coyne, 2015).

Seeing as DevOps is arecent and novel set of practices for software development (Rajkumar, Pole,
Adige, & Mahanta, 20 16), there is no one, agreed-upon definition of it. In a more general approach,
DevOps integrates a set of characteristics and principles for software delivery that focuses on: speed
of delivery, continuous testing in an environment where production takes place, being ready for
shipping at any moment, continuous feedback, the ability to react to change more quickly, and teams
working to accomplish a goal instead of a task (no more team boundaries causing a delay) (Sharma &
Coyne, 2015). It involves an organizational paradigm shift from distributed siloed groups performing
functions separately to cross-functional teams working on continuous operational feature deliveries.
Instead of confining themselves to highly artificial process concepts that will never fly, organizations
set up continuous delivery with small upgrades (Ebert, Gallardo, Hernantes, & Serrano, 2016).

Mohamed (2015} argues that this level of integration between development and operations will be
revolutionary as releases can be driven by the business need. rather than the operational constraints.
Virmani (2015} adds that this approach helps to deliver value faster and continuously, reducing
problems caused by misunderstandings between team members, and help to accelerate problem
resolution. In another perspective (Hiittermann, 2012), DevOps can be understood as rendering
operations more agile.

Currently there is a lack of common understanding of what DevOps means for both academia
and the practitioners” communities. This knowledge gap demonstrates that there is still a need for
research about the DevOps phenomenon in order to examine how it impacts software development
and operations areas. Based on what has been described, there is a clear opportunity to develop a
Systematic Literature Review (SLR) on the subject, with the goal of deepening our understanding
of what DevOps is.

2. DEVOPS AS ADIFFERENT APPROACH

A good cooperation between IT Development and IT Operation teams are viewed to be crucial in
order to ensure successful deployment and operations of I T systems (Tessem & [den, 2008). However,
for historical reasons, most I'T organizations are characterized by setting clear boundaries between
these two teams, which have very different goals, mindsets and cultures (Garivoda, 2018; Swanson
& Beath, 1990).

According to Sharma and Coyne (2015) many organizations are not successful with software
projects and their failures are related to the challenges in product development and delivery. Despite
this, many companies also find that the development and delivery of software applications are
crucial to their business, and that only 25 percent of companies consider their teams to be efficient
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(Sharma & Coyne, 2015). This gapin efficiency leads to many losses of business opportunities. This
demonstrates that even a disruptive methodology can't be perfect for every project.

Given the distinct nature and typology of the functions of each of these teams, it is easy to
understand why there are some conflicts when they interact. Such conflicts are essentially related to
the different focuses of both teams. Despite actively seeking collaboration from all its stakeholders,
maost agile projects do not extend themselves to operations people (Diel, Marczak, & Cruzes, 2016).
These two teams (Operations and Development) should maintain a close and agile relationship, as it
is this relationship which represents the stream of values between the business (where requirements
are defined) and the customer (where value 15 delivered) (Kim, 2013).

However, the relationship between Dev and Ops is not always linear and transparent enough to be
able to create synergies capable of overcoming new problems that appear throughout the application’s
life cycle. While Dev is focused on faster innovation and doing new things, Ops is mainly focused on
stability, control, and predictability (Tingley & Anderson, 1986). This cultural difference between
the development and operations departments has been reported to lead to conflicts. For example,
developers need to get used to operation personnel not having experience with working on projects
i(Humble & Molesky, 2011). When development and operations are divided into different departments,
some processes cross departmental boundaries. This makes it difficult to automate these processes
(DelGrandis, 2011). For Debois (2011), despite the fact that both development and operations serve
the same customer, the needs of both should be discussed at the same time.

According to Virmani (2015), as part of the Agile transformation in the past few years, IT
organizations have introduced Continuous Integration (CI) principles into their software delivery
lifecycle, which has improved the efficiency of development teams. Over time, however, it became
clear that the optimization resulting from CI was not helping to make the entire delivery lifecycle
efficient nor to increase the efficiency of the organization. Unless all the pieces of a software delivery
lifecycle work like a well-oiled machine, the efficiency of the delivery lifecycle cannot be optimized.

In order to address the problems between the development and operations teams a new agile
approach appeared, namely DevOps. DevOps has been heralded as a novel paradigm to overcome
the traditional boundaries between IT Development { Dev) and IT Operations {Ops) teams (Nielsen,
Winkler, & Narbjerg, 2017). According to Riungu-Kalliosaari et al. (2016), DevOps is a set of practices
intended to reduce the time between making a change to a system and this change being placed into
normal production, all the while ensuring high quality. The main goal associated with this concept is
to avoid common problems when operations and developers are kept as separated teams (Bezemer,
Eizsmann, Ferme, & Grohmann, 2018).

Devips integrates the two worlds of development and operations, using automated development,
deploy ment, and infrastructure monitoring (Ebert et al., 20 16). For Sharma and Coyne (2015), because
Devps improves the way that a business delivers value to its customers, suppliers, and partners, it's
an essential business process, not just an [T capability.

3. RESEARCH METHODOLOGY

One of the major tools used to support an evidence-based paradigm in other domains is the generation
of SLR, which is used to aggregate the experiences gained from a range of different studies in order
to answer a specific research question (Khan, Kunz, Kleijnen, & Antes, 2004).

Owr research is based on Kitchenhams Procedures for SLR (Kitchenham, 2004), complementzd
by the centric approach from Webster and Watson (Webster & Watson, 2002), which contains the
following steps:

+ Planning: It is necessary to confirm the need for such a review. In some circumstances systematic
reviews are commissioned and in such cases a commissioning document needs to be written. It
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is also necessary to define the research question(s) that the systematic review will address and
produce a review protocol (i.e. plan) which defines the basic review procedures;

« Conducting: Apply the review protocol previously designed in order to obtain studies which
will be the object of the review;

« Reporting: The final phase of a systematic review, which involves writing up the results of the
review and circulating the se results to potentially interested parties.

The three SLR phases, described above, are represented in Figure 1, and have been specifically
adapted to our research purposes.

We chose SLR as our Research Methodology since we wanted to summarize the existing evidence
regarding DevOps" capabilities and areas, with the aim of answering the proposed Research Questions.

4, PLANNING THE REVIEW

This section corresponds to the first step of the SLR Methodology. We begin by providing the
Motivation for our work, followed by the Research Questions we aim to address and answer with
our research. Finally, we propose our Review Protocol.

4.1. Motivation

The adoption of DevOps drives a challenging cultural shift towards collaboration and knowledge-
sharing between software development, quality control and operations (Colomo-Palacios, Fernandes,
Soto-Acosta, & Larrucea, 2018). The tremendous growth in demand for DevOps has, however, led to
the appearance of new needs. For St, Ab, and Bosch (2017), despite wanting to implement DevOps,
many companies find it difficult to understand what DevOps is and what advantages it will have.
Furthermore, they ask themselves how to implement DevOps or how can they improve their DevOps
practices. According to Rong, Zhang, and Shao (2016), an increasing number of software companies
have adopted the DevOps paradigm in order to adapt to the ever-changing business environment.

According to Bucena and Kirikova (2017), many companies miss the maturity of the concept —
with no clear definition of DevOps and its practices, no clear goals available and a lack of understanding
about development workflow phases and responsibilities. There is both a lack of understanding
around DevOps and a clear definition of what it is (Lwakatare, Kuvaja, & Qivo, 2015b). Therefore,
organizations are not sure how to effectively implement DevOps capabilities (Qumer Gill, Loumish,
Riyat, & Han, 2018).

Figure 1. SLR methodology for this research work

Planning the Review Conduncting the Review Reporting the Review
Identify the Problem and Obtain a set of Selected Summarize the Exmiracted
Motivation Smdies Data
Lack of gudance and lack of
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There are other issues, in addition to the previous ones, that inhibit the adoption of DevOps by
companies. As DevOps practices affect the operations and development teams in many ways throughout
the software development lifecycle, it requires both cultural and technical transformations (Kamuto
& Langerman, 2018). DevOps involves a thorough cultural change. Dev and Ops are traditionally
implemented by different organizational structures and are imprinted by different organizational
cultures. As such. the DevOps transformation, including not only many technical aspects but also deep
cultural issues — especially across two different structures — represents a major challenge (Mikkonen,
Lassemius, Minmstd, Oivo, & Jirvinen, 2018). Lack of trust is another 1ssue. There 15 both a lack of
trust in the idea of DevOps itself as well as in the individuals who promote and work on the DevOps
adoption process. This lack of trust results from a lack of understanding or from missing/insufficient
communication. It can also be caused by a fear of changes, a fear of potential failure, and a fear of
measurements, which could draw one’s attention to some unpleasant areas (Bucena & Kinkova, 2017).

The disruptive nature of the changes required to adopt DevOps leads to organizational and business
stress. While L. Zhu, Bass, and Champlin- Scharff (2016) consider the organizational strains as being
standard for new technologies, for Bucena and Kirtkova (2017) the adoption of DevOps is not trivial
and can require complex changes in an enterprise’s process, organization and workflow. To succeed
in adopting DevOps, the enterprises should have an understanding of the different aspects that are
related to the DevOps approach and have a well-thought-out strategy. They should start the adoption
process with a clear idea of what actions should be performed. how they should be prioritized. what
tools could support these actions, and how to measure the success of the adoption process (Bucena &
Kirkova, 2017). Adopting DevOps can be affected, both negatively and positively, by an organization’s
structure. The way an organization is structured may influence DevOps® adoption, for example, when
discussing communication, common goals and practices, decision making, and systems thinking
within the organization (Lassenius, Dingseyr, & Paasivaara, 2015).

4.2. Research Questions

In search of a systematic perspective on what is known about DevOps, a focused literature review
was undertaken, in order to answer the following research questions:

R()1: What are the main DevOps areas?
R()2: What are the DevOps core capabilities?

4.3. Review Protocol

The review protocol starts with a literature search, with the definition of the search string that will be
used in the chosen datasets in order to retrieve the maximum number of studies that may address the
proposed research questions. The search string which was used and respective datasets are listed below:

Search String.

For DevOps capabilities. DeviOps AND (Capabiliry OR Capabilitics OR Pracrice)

For DevOps Areas. DevOps AND (Area. Principles, View, Dimensions and Perspeciive)
Datasets. Google Scholar, ScienceDirect. IEEEX plore, ACM.

After that, inclusion and exclusion criteria must be applied to filter the obtained documents. Our
criteria are presented in Table 1.

Afterwards, the first set of documents is obtained. Then, in a first phase, the abstracts must be
screened to decide their relevance to the research. Finally, these documents are read in order to obtain
the final selection of studies to perform the review.

The review protocol is illustrated in Figure 2.

105



106

International Journal of Human Capital and Information Technology Professionals
Volume 11 - lssue 3 - July-September 2020

Tabde 1. Inclusion and exclusion criteria

Inclusion Criteria Exdusion Criteria
Written in English or Portuguese Mot writien in English or Portugoese
Scientific papers in confercnoes or journals and books MNon-Free documents nor Master Thesis
Title relevance regarding Diev(ps Mo title relevance DevOps

For easier understanding of the peers, as well as to add more scientific rigor to our research,
the authors decided to follow the centric approach proposed by Webster and Watson (Webster &
Watson, 2002).

5. CONDUCTING THE REVIEW

This section corresponds to the second step of the SLR Methodology. We start by applying the review
protocol previously defined and perform an analysis of the extracted data.

5.1. Selection of Studies

After applying the needed search string in the listed datasets, with the inclusion and exclusion criteria
presented in Figure 2, 112 papers were obtained, excluding duplicates.

Afterwards, the abstracts were read to further determine the documents’ relevance. This resulted
in 82 documents, which were, in turn, individually read. As a result of this process, 76 relevant studies
were obtained for our research.

Figure 3 shows the number of papers found. As shown, the search conducted aims to find all
papers in which DevOps capabilities has been mentioned.

After applying the needed search string in the listed datasets, with the inclusion and exclusion
criteria presented in Table 1, 82 papers were obtained, excluding duplicates.

Afterwards, the abstracts were read to further decide the documents’ relevance. This resulted
in 46 documents. Each one of these documents was rea and 44 relevant studies were obtained for
our research.

Figure 4 shows the number of papers found per database. As shown in Figure 4, the search
conducted aims to find all papers in which DevOps areas have been mentioned.

Figure 2. Review protocol
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Figure 3. Search strings, databases used and results from search conducted for DevOps capabilities
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5.2. Data Extraction Analysis

Looking at Figure 5 it is possible to see the distribution over the years of the articles which deal with
DevOps capabilities. In 2011, only two capabilities were related with DevOps. Since then, there has
been an increase in the number of documents and capabilities. This can be explained by the fact that
DevOps gained popularity and the increase of interest over time would be expected, something that
is reflected in the published articles. Since 2015, the gquantity of documents rose slightly and in 2016
interest grew exponentially.

It is also possible to see that the interest in Continuous Inte gration and Continuous Deployment
documents has remained above the interest in the rest of the capabilities over the years.

Looking at Figure 6, itis possible to see the distribution of the articles dealing with DevOps areas
in the last years. As was pointed out in Figure 5, one can verify by looking at Figure 6 that interest
in DevOps grew in 2015 and in 2016 it grew exponentially. Since then, the level of interest seems to
have stabilized. The top area changed in 2018 but culture is one of the most consistent areas and has
generated more interest in recent years.

Measurement. sharing and automation have maintained the same level of interest in the past
three years, while the interest in technology, people and process decreased in 2018 to half of what
it was im 2017.

6. REPORTING THE REVIEW

This section corresponds to the third and last step of the SLR Methodology, where we summarize
the extracted data from the selected studies. We have identified two main topics, which integrate the
following sub-sections: DevOps Capabilities and DevOps Areas.
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Figure 4. Search strings, databases used and results from search conducted for DevOps areas

Records identified through database
5
3
= searching (N=115)
15
3 - 33 duglicates removed
r
B 82 papers screened
=
o
z
bl
36 papers excluded as not
= A5 full-texts
=
=
]
E
3 44 papers that meet the inclusion criteria
o
iC

Figure 5. Devi0ps capabilities articles distribution per year
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6.1. DevOps Capabilities

A recent study was published (Jabbari, bin Ali, Petersen, & Tanveer, 201 6a) where the authors have
synthesized the practices that DevOps practitioners have applied so far (Table 2). Since this study
seems to be complete and the authors did not find a single DevOps’ practice that was not included
in Jabbari's list, the authors decided to use this list assuming that is the most completed collection
of DevOps practices among the literature. Other studies related to DevOps capabilities can be found
among the literature - in Hitttermann (2012):; Sharma (2017a), Punjabi and Bajaj (2017), Soni (2016),
and Stoneham et al. {2017). However, they are not as exhaustive as the one presented in Table 2.
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Figure &. DevOps areas arficles distribution per year
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Within these studies, a capability can be written in a different way, depending on its context, but
maintain the same meaning. As such, the authors have grouped these capabilities together by using
vectors and basing such groupings on what they have understood of the meaning of the capability.
Table 2 shows the grouping that the authors made for these vectors. Although the study was already
quite complete, the authors decided to carry out a literature review that could corroborate these
abilities presented in the study of Jabbari et al. (2016a).

Having analyzing Table 2 and seeing that there is a considerable gap between C6 and C7, the
authors decided to describe all the capabilities from C1 and C6. The description of each capacity is
presented considering the various definitions which have been found.

6.1.1. Continuous Integration

The Continuous Integration {CI) concept was first practiced and described as “doing everything
in parallel, with frequent synchronizations™ in the 1998 book Microsoft Secrers (Pang & Hindle,
2017). CI consists of established practices in modern agile software development (Steffens, Lichter,
& Daring, 2018a). It accommodates rapid changes (Bai, Li, Pei. Li, & Ye, 2018a) and is widely
considered to be the best in software development (Debroy, Miller, & Brimble, 2018). Developers
integrate their work frequently (usually each person integrates at least daily), leading to multiple
integrations per day (Jabbari et al., 2016a; St et al.. 2017). For Sharma and Coyne (2015}, continuous
integration ensures that each team’s work is continuously integrated with that of other development
teams and then validated. Continuous integration, thereby, reduces risk and identifies issues earlier
in the software development life cycle.

Implementing CI this way ensures that bugs are caught earlier in the development cycle, which
makes them less expensive to fix. Automated tests are run forevery build, in order to ensure that builds
maintain a consistent quality. The main objective of Continuous integration is to foster discussion and
fast validation by peers (De Bayser, Azevedo, & Cergueira, 2 15). As Continuous Integration allows
developers to immediately see the impact of their code changes and fix problems on the spot in the
development environment, it became one of the major points of interest in the DevOps move ment as
smaller and more frequent changes reduced merge and integration issues (Debois, 2011).
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6.1.2. Continuous Deployment

DevOps emphasizes the use of Continuous Deployment, which means deploying a number of smaller
changes as soon as they are released. instead of waiting until a *full package’ of changes is ready,
and follows directly from the practice of frequent releases. (Mielsenet al., 2017 ). This allows users to
benefit from the changes much earlier and developers to see whether their changes work in practice
iFeitelson, Frachtenberg, & Beck, 2013). To (Diillmann, Paule, & Van Hoorn, 2018) one important
Dev(dps practice is the usage of continuous deployment as it helps to automate many steps. ranging
from a source code commit to the deployment of a software artifact to production. When commonly
adopted, continuous integration and continuous deployment can cause the software development
lifecycle to shorten (Tuma, Calikli, & Scandariato, 2018). For Debois (2011), this capability is just
like exercise: “the more you practice deployment to production, the better you will get at it.

The implementation of continuous deploy ment should also reduce the effort required in order to
carry out a task. Many of the tasks related to the release of DevOps are being automated, and manual
tasks such as configurations are being dealt with automatically. As such, the pool of resources can be
released immediately after the task is completed (Kuusinen et al., 2018). There is a strong relationship
between the quality of the software developed and the agility of the organization to the DevOps
practices of software development. Therefore, DevOps practices contribute to the enhancement of these
software quality attributes within a continuous deployment process (1. D. Rubasinghe et al., 2017).

6.1.3. Continuous Monitoring

Continuous Monitoring collects data and metrics that come from the different stage s of the application
lifecycle, allowing all involved parties to react quickly in order to improve or modify the functionalities
which are being used (Debois, 2011; Sharma & Coyne, 2015). Effective monitoring is essential to
allow DevOps teams to deliver at speed, to get feedback from production, and to increase customers’
satisfaction, acquisition and retention. By aligning development of monitoring with the development
of the whole solution (implementing functional and nonfunctional requirements, building up the
application, middleware, infrastructure), they will be able to improve monitoring continuously, to
catch gaps in monitoring early, and to ensure that monitoring is always aligned with concrete needs
(Hiuttermann, 2012).

One of the major contributions is that continuous monitoring may enable early detection of
quality-of-service problems, such as performance degradation, and also the fulfillment of service
level agreements (Fitzgerald & Stol, 2014 ).

6.1.4. Continuous Testing

Continuous Testing means to test as soon as possible and continuously during the development
lifecycle, leading to a development cost reduction as well as to a better software quality. This practice is
viable using techniques such as test automation and virtualization, in order to simulate the production
environments in which the tests are to be executed and in a scenario that is as realistic as possible
(Sharma & Coyne, 2015; Soni, 2016). Also for Sharma and Coyne (2015), continucus testing is
known as “shift-left testing™, which stresses inte grating development and testing activities to ensure
that quality is built in as early as possible in the life cycle and nothing is left behind to later instances.

The importance of this capability is that the benefits of Continuous Testing will eventually increase
customer satisfaction, as the customer has a larger and more immediate impact on the product. Because
the continuous deployment pipeline relies heavily on testing, the quality of the system will improve
over time, as fewer bugs are introduced into the system (Kuusinen et al., 2018). This capability also
permits a reduction in overall costs, shortens later testing cycles and ensures continuous feedback
on quality (Nielsen et al., 2017).
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6.1.5. Continuous Feedback

The goal of this practice is to get as much feedback as possible in order to perform the necessary
corrections. Continuous feedback is developer — focused, which means that feedback relates to coding
or architectural problems, build failures, test status and uploads of file releases (L. Zhu et al., 20 16).

The new technologies provide the ability to monitor customer be havior, which allows the business
team or any other interested parties to take the necessary actions to improve the software (Silva et
al., 201%). Monitoring information and user feedback can be used for the purpose of improving the
application and thereby enhancing the customer experience (Nielsen et al., 2017).

6.1.6. Infrastructure as Code

Infrastructure as code involves fast scaling up and down of infrastructure on demand, treating the
configuration code in the same way as the application code (Rana & Staron, 2016). It also emphasizes
developing automation logic for deploying, configuring and upgrading software and infrastructure
repeatedly and quickly, particularly in a cloud environment (L wakatare et al., 2015b).

Teams avoid manual environmental configuration and enforce consistency through code to
represent the desired state of their environments. Deployment of infrastructure as code is repeatable
and prevents runtime problems due to configuration drift or lack of dependency. DevOps teams
can work with a unified set of practices and tools to deliver applications and infrastructure support
quickly, reliably and on a scale. The use of infrastructure as code was recurrently cited as a means of
guaranteeing that everyone knows how the execution environment of an application is provided and
managed (Luz, Pinto, & Bonificio, 2018).

6.2. DevOps Areas

This section presents the findings from a thorough literature analysis aiming to find the DevOps
dimensions that characterize this phenomenon. They are either categories that work as DevOps
enablers or are expected outcomes of a DevOps adoption process. Table 3 presents the main findings
related to DevOps dimensions.

Because there is no standard definition of DevOps and its related processes (Silva et al., 2018)
and little has thus far been presented in order to describe and formalize what it constitute s (Lwakatare
et al., 2015b) the authors will now go on to detail the areas that best define DevOps practices.

Having analyzing Table 3 and determining that there is a considerable gap between AT and A8,
the authors have decided to describe all the areas from Al to A6. The description of each capacity
will be presented considering the various definitions which have been found.

6.2.1. Culture

In DevOps, there is a culture of collaboration between the software development organization and the
operations organization (L wakatare et al., 20 15b) where there is joint responsibility for the delivery of
high quality software (Colomo-Palacios et al., 2018). For de Franga, Jeronimo, and Travassos (2016)
the so-called DevOps culture recognizes trust as a relevant characteristic for influencing organizational
change. The culture sims to change the dynamics in which development and operational teams
interact, highlighting the tasks between design and operation, such as operational design, test-driven
development and continuous integration (Diel et al., 2016).

The DevOps culture encourages small, multidisciplinary teams that work independently and
collectively to take responsibility for the experience of actual users of their software (Sharma &
Coyne, 2015). There's no place like production for a DevOps team. All they do is improve the live
experience of customers. There are no silos and no blame- game, because the team is responsible for
each other. DevOps teams stress being able to move fast, understand the impact and react guickly
(Hiittermann, 2012).

1
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Tabde 2. DevDps capabilities literature review

I

Ca pabilities

Reference

#of Referenes

I

Continmous [ntegration

[Bai, Li, Ped, Li, & Ye, 2018b; Buoerna & Kirikova, 2017; Chen, Kormamn, Heiyey,
Kropov, & Chichourey, 2015; Cleveland et 21, 2018; Colomao Palacios et al , X1E;
Croker & Hering, 3016; De Bayser et al, X15; de Franga et al |, X0 16; Debods, 2011;
Dby et al., 2015; Dallmamn ot al., 201 E; Firpemld & Siod, 2014; Hitormanm,
X112; Fabbari, bin Ali, Feersen, & Tamveer, 101 6h; Kousinen, Balskumar, lepsen, &
Larsn, 201 8; Laukkarinen, Kuusinen, & Mikkomen, 2017, 3018; Lewerentr et al.,
2018; Mackey, X018; Mansfie ld-Devine, X018; Marijan, Liswen, & Sen, 3015; Mohan
& Ben Othmene, X116 Molio, Caballer, Perer, Alfonso, & Blanguer, 7017 ; Moo
et al_, X 1é; Pabihowsdana et al., 3017; Pang & Hindle, 2017 ; Punjabi & Bajay, XM 7:
Rzhman, Mabdavi-Heraveh, & Williams, X 18; Rodrigoes et al., X18; Rubasinghe,
Mex deniya, & Perema, 2017; 1. Rubasinghe, Meodeniya, Perera, & Practios, 2018;
Shehin, Babar, & Fhu, X 16; Sharme, 201 7a; Skivakumar, 3017 ; Smyder & Curtix,
Xi117; Som, X 1é; Seeflens et al, X1 8a; Stoneham et 2l., 2016; Tuma et al, X 18;
Vassallo ot al., X17; Wiesche, 2018; Wongkampoo & Kisttixin, X0 18; Xiz, Zhang,
‘Wang, Coleman, & Liw, X118; H. Zho & Baylkey, 1D1E)

c2

Continmouws De ployment

[AlL Caputo, & Lewless, 3017; Bass, M1 7; Bhatischarjer, Barve, Gokhale, & Kurods,
X 18; Bucera & Kirtkova, 3017 ; Chen et al., 201 5; O love land et al., 101 E; De boisx,
1011; Debroy et al.. 2015; Dalimann ot al., 2018; Farshchi, Schoeider, Weber, &
Cirundy, 2015%; Fitrperald & Stol, 2014; Fardfs & Cesarind, 2016; Hittermann, X012;
Jabbari et al., 20 16b; Karmpantelakis et al., 7016; Kuosinen et al., 201 E; Laskkarinen
et al, X 18; Mackey, X018; Mansficld-Devine, 2018; Mohan & Ben Othmane, 201 &;
Palibowadana et al., 2017 ; Pang & Hindle, 2017; Perera, B andam, & Perera, 2017;
Punjabi & Bajaj. 2017; Rahman et al., 2018; Rana & Staron, X 16; Rubasinghe et al..
X17; Rubasingbe et al., 2015; Shabin et al., 2016; Sharma, 2017 2; Shivakumar, X017;
Soni, X16; Seefiens, Licher, & Doring, 201 8k; Sieffens et al., 701 8 Stonehem et al..
X1 Tome et al.. A01E; Ur Rabman & Williams, 201 6b; Wicsche, 7015; Xiaedal

X 18; Zhu & Bayley, 2018)

C3

Continmous Monitoring

(Bai et al_, A18k; Buoena & Kirkova, 2017; Chen et al, 2015; de Franga et al_, 2016;
Debois, 300 1; Dallmeen et al., 301 E; Fitgemald & S, X014; Hanappi. Hummer,

& Dustdar, Xi16; Hitermann, 301 2; Johm et al_, X15; Kaepanie bekis et al. 2006;
Kuusinen et al., X18; Li, Zhang, & Liu, 2017; Pang & Hindlke, 3017; Perem., Bandam,
etal, XN17; Rane & Staron, 701 6; Roche, 2013; Rubasinghe et al_, 2017; Rufino,
Alam, & Ferneira, X117; Sharme, X1 7a; Shivakumar, 3017; Smyder & Curtis, X117
Soni, X 16; Sefens et al., X018k; Ur R ahman & Williams, 2016k Vaszallo et al.,
017

26

Cd

Continmous Testing

(Bucena & Kirkova, 317; Chen et al.. 2015; Croker & Hering, 20 146; de Fedjier, Rob,
Jagroep, Overbeck. & Brinkkemper, 7017 ; Debois, 2011; Firgerald & Stol, 2014;
Hotermann, 2012; Jabban et al., 2016b; Kuusinen et al ., 2018; Mielsenet al., 2017;
Palibowsdana et al., 2017; Pang & Hindle, 2017; Punjabi & Bajaj, X17; Roche, 2013;
Rubasinghe et al.. 218; Samareswickrama & Pesera, 301 E; Shahinet al., 3016; Sharma,
X017a; Shivakumar, 2017 ; Silva et al., 2015; Soyder & Cartis, 2017; Somi. 2014; 5t et
al.. A1 T; Stoncham et al, W0 16; Vassallo et al., 7017; Wiesche, 2018)

26

C5

Feedback Loops between
Dev znd Ops

[Bucena & Kirkova, 3017; de Feijier et al., X7 Debods, 201 1; Debroy et al., 2018;
Hanappi et al., 201 6; Hottermann, X12; Rabbari et al_, 20 16b; John et 2l., 2015;
Kunsinen et al., X18; Mikkonen et al., 201 &; MNiclsen et al, X17; Pang & Hindle,

X 17; Rochee, 201 3; Sharma, 1017a; Silva et al, 2008; Sted al, X017 Stomecham et al.,
X 16; Wongkampoo & Kiattisin, 118}

Iz

(8]

Infrastroctune ax oode

[Bhattacharjee ot zl., 2015; Buocna & Kirikeva, X17; De Bayser et al., X015 de
Franga et al.. 2016; Debaiz, 2011; Debroy et al, X018; Dolmann et 2l.. 201 E; Firdfs &
Cexarini, X116; Hotiermann, 30172; Jabbari et al.. 20 16h; Fimenez et 2l., 7017; R ahman
ed al |, AV1E; Rans & Staron, 2016; Shahin et 2l., 301 6é; Sharma, 201 7a; Siefens et al
X11Bb, 2018a)

7

c7

Change Management

[Abdelkehbir, Malk b, & Belaisaour, X17; Debots, 201 1; Hittermanm, X0172; Jabban
et al_, X 1ta; Mohamed, 2015; Rubasinghe et al.. 2017; Science & Scienazs, 2015
Sharme, 2017Th; £bm & Bayley. 2018)

[

Contirmous planning

(Fiteperald & Stal. 2014; Hotermenn, 2012; Jabheri et al., 301 éa; Kunsinen et al.,
X018; Pang & Hindle. 2017; Sharma. 2017b; Ur Rzhman & Williams, 201 &a)

cg

Pristesty pimeg application

[Cleveland et al., 20018; Do Bayseret al., 2015; Fitcperald & Siol, 201 4; Hottermann,
A12; Fubbard et al, M0 16a; Sharma, 7017h)

clg

Process Standardizstion

(Hosermann, 3017; Jabbari et 2l., 201éa; Rana & Staron, 2016; Roche, 20135; Sharma,
A 1Th)

cli

Stake holder Participation

(Hopermann, 3017; Jabbari et al., 2016x; Sharma, X176}

cI2

Shifi Ledt

[de Fefjter et al.. 2017; Hiotermanm, 2017; Sharme, 201 7h)
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6.2.2. Measurement

The ability to measure the development process by incorporating different metrics will help increase
efficiency in product development (Lwakatare et al., 2015b). Based on data rather than instinct,
decisions lead to an objective and irreproachable path to improvement. The data should be transparent,
accessible to everyone, meaningful and capable of being viewed ad hoc. Furthermore, measurement
includes monitoring high-level business metrics such as revenue or end-to-end transactions per umit
time {(Debois, 2011).

At a lower level, it requires careful choice of key performance indicators, since people change
their behavior according to how they are measured (Mielsen et al., 2017). DevOps use various forms
of measurements and monitoring which include business metrics (e.g. revenue) to metrics for a
techmical overview (Rana & Staron, 2016).

6.2.3. Automation

It is believed that manual, and repetitive tasks can be automated to reduce unnecessary effort and
improve software delivery. Hence, automation would improve not only the delivery speed, but also
the infrastructure consistency, productivity of teams, and repeatability of tasks (de Franca et al.,
2016). Automation is used not just to save time, but it also prevents defects, creates consistency, and
enables self-service. Automation is one of the main areas of DevOps: it allows for capabilities such
as continuous integration and continuous deploy ment (Mohamed, 2015). Although transparency and
sharing can be used to ensure collaboration even in manual tasks, with automation the points where
silos may arise are minimized (Luz et al., 2018).

6.2 4. Technology

Technology enables people to focus on high-valee creative work while delegating routine tasks to
automation. Technology also allows teams of practitioners to leverage and scale their time and abilities
(Sharma & Coyne, 2015).

A technology stack and tools are used to gquickly and reliably operate and develop applications.
These tools also help engineers carry out tasks independently (e.g. code deployment and infrastructure
supply ), which would normally require the assistance of other teams, and this further increases the
speed of the team (Hiittermann, 2012).

6.2.5. People

The relations between colleagues should be based on trust and confidence. Transparency should be
considered the rule of thumb for a DevOps team. The members of the team should also have common
goals and incentives. and not only developers for delivering in time (Silva et al., 2018). For Sharma
& Coyne (2015), people are the main characters of DevOps culture.

6.2.6. Process

The DevOps process can be considered a business process because it aims to affect the entire lifecycle
of an application as being a collection of activities or tasks that produce a specific result for customers
(Hiittermann, 2012). When the DevOps approach is in place within an organization, all parties involved
from the highest level of the business down to the operations should be able to have transparency and
cooperate in the entire lifecycle of a change (Silva et al., 2018).

6.3. Relationship Between DevOps Capabilities and Areas

The authors decided to relate the articles of the DevOps capabilities and areas to see if there is any
relationship between the two types of concepts. By analyzing Figure 7. the relationship between
Devps and the two concepts can be seen.
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Tabde 3. DevOps areas literature review

1] Area References #aof

Al Culture (Bang. Chung, Choh, & Dupuis, 20013; Bucena & Kirikova, 2017: l&
Colomo-Palacios ot al., 2018 de Franga et al_, 00 16; Debaois, 201 1; Diel &t
al., 2016; Erich, Amrit, & Daneva, 2014; Gupta, Kapur, & Kumar, 2017;
Hittermann, 2012; Jabbari et al., M 16b; Lassenius et al., 2015; Nielsen et
al., 2017; Perera, Silve, & Perera, 2017; Rana & Staron, 2016; Sharma &
Coyne, M015; Silvaet al., 2018}

Al Measurement (Bang et al., 3013; Colomo-Palacios et al., 2018: de Franga et al., 2016; 14
Debois, 201 1; Erichet al., 2014; Gupta et al., 2017; Hatermann, 2012;
Jabbari et al.. 2016b; Lassenivs et al., 2 15; Luz et al, 20 18; Nielsen et
al., 2017; Perera, Silva, et al., 2017; Rana & Staron, 20 16; Silva et al.,
W018)

A3 Sharing (Bang et al., 3013; Colomo-Palacios et al., 2018: de Franga et al., 2016; 14
Diebois, 201 1; Erich et al_, 20 14; Gupta e1 al., 2017; Hitermann, 2012;
Jabbari et al., 2016b; Lassenivs et al., 2013; Luz et al., 201 5; Nielsen et
al., 2017; Perera, Silva, ot al., 2017; Rana & Staron, X0 16; Silva et al.,
A18)

A4 | Automation (Bang et al., 3013; Colomo-Palacios et al., 2018; de Franga et al., 2016; 14
Debois, 201 1; Erich et al., 20 14; Gupta et al., 2017; Hotiermann, 2012
Jabbari et al., 2016b; Lassenivs et al, A 15; Luz et al., 20 18; Mohamed,
N15; Nielsen et al., M 17; Perera, Silva, et al., 2017; Rana & Staron,

X 16; Silvaet al., A18)

A3 Technology (Abdelkebir et al., 2017; Bucena & Kirikova, 2017; Diel et al., 2016; 10
Gazivods, X1 8; Hussain, Clear, & MacDonell, 2017; Hitermann, 2012;
McoCarthy et al., 2013; Sharma & Covne, 2013; Silva et al., 2018; Sturm,
Pollard, & Craig, 0017}

A People (Abdelkebir et al., 2017 Bucena & Kirikova, 2017; Gazivoda, 2013; 9
Hussain et al, 2 17; Hiitermann, X0 12; McCarthy et al., X115; Sharma &
Coyne, M13; Sitvaet al., X1E; Sturmet al.. 2017)

AT Process (Abdelkebir et al., 2017; Bucena & Kirikova, 2017; Garivoda, 2018; 0
Hussain et al., M 17; Hiittermann, 2012; MoCarthy et al., X15; Sharma &
Coyne, M13; Sitvact al., X 18; Sturm et al.. 2017)

AR | Cuality (Erichet al., 2014; Luz et al., 2018; Mohamed, 2015) 3
A9 Collaboration (L et al., H018; Mohamed, X115} 2
AlD | Do it yourself {Debais, D113 l
deployments
ALl | Agility {Luz et al., 2018} I
Al2 | Resiliznce (L et al., W18} 1
Al3 | Transparency (Luz et al., 2018} |
Al4 | Services (Erich et al.. 2014) 1
AlS | Structures (Erich et al., 2014) 1
Ale | Standards (Erich et al.. 2014) 1
AlT | Gowvernance {(Mohamed, 2015) 1

Unsurprisingly, some of the areas relate more to certain capabilities. For example, the articles that
reference process as a DevOps area. also relate it to Feedback Loops. Culture seems to be one of the
major areas, as it is the one that most relate to all capabilities. Measurement, Sharing and Automation
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are the areas that relate more to ability, after culture. Culture is the area that most relates to all the
capabilities. Every area seems to have an impact on Feedback Loops as it influences almost all areas
with the same weight. Sharing and Automation are areas that also have an important relationship with
Continuous Deployment. Except in the Feedback Loops, Process is the less capability influencer area.
Augtomation and Sharing does have an important share in all the capabilities as these areas keep a high
number of documents that relate them to most of the practices. Sharing, Automation and Culture are
also areas that seems to have influence in Continuous Integration.

We shall take a closer look at the areas and the capabilities that they most relate to: Culture
seems to be the most related area of Continuous Testing, Continuous Integration and Feedback Loops.
Measurement is significantly an influencer for Continuous Testing, Continuous Integration and
Feedback Loops. Sharing and Automation are areas that seem to both relate the same with Feedback
Loops, Continuous Testing, Continuous Deployment and Continuous Integration. Technology, People
and Process have a close relationship with Feedback Loops and Continuous Testing.

Furthermore, it is possible to analyze the capabilities and the areas that they most relate to, and
some conclusions can be reached by analyzing Figure 7. Continuous Integration and Continuous
Deployment, Continuous Monitoring and Continuous Testing relate the most to culture, Measurement,
Sharing and Automation. Feedback Loops seems to only have a closer relation with Culture and
Infrastructure as code seems to be influenced by Culture, Measurement and Sharing.

By this analysis, it became clear that some areas tend to relate more with some capabilities than
with others. One of the main reasons may be due to the fact that some areas function as an enabler
for the specific capability practitioners.

7. CONCLUSION

In this research, an SLR was conducted to respond to the call by researchers and practitioners for
a deeper theoretical and practical understanding of DevOps capabilities and areas that could work
as determinant factors and contribute to the implementation of DevOps. Basing themselves on the
previous sections the authors are able to argue that a proper answer has been provided for each
proposed Research Question.

Regarding RO 1, the main DevOps areas were elicited and described, and they specifically include
culture, measurement, sharing, automation, technology, people and process. Concerning R(Q2, the
main DevOps capabilities have been also identified and detailed. The elicited capabilities include
continuous integration, continuous de ployment, continuous testing, feedback loops between Dev and
Ops and infrastructure as code.

As the number of DevOps practitioners continues to increase, the studies that focus on DevOps
areas and its capabilities, have also increased since 201 5. The authors also identified some relationships
between the DevOps areas and capabilities based on the analysis of Figure 7. The documents that
focus on the DevOps culture are most likely to relate it to all of the main capabilities found. On the
other hand, it is more difficult to find a document that relates Technology, People and Process with
the main capabilities.

The capabilities of Continuous Integration and Continuous Deployment are the more relevant
in the literature. The areas that most relate with them are Culture, Sharing and Automation. These
three areas are the most referred DevOps areas in the literature. Processes seems to be the area that
less influe nces the capabilities, while Infrastructure as Code is the capability which the fewest studies
tend to relate with DevOps.

This research aimed to find the main DevOps capabilities and areas. This research has brought
contributions to the academic and scientific community by exploring a field that had not yet been
explored. It has also improved the knowledge base and endeavored to lay down new bases for further
research.
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Figure 7. Relationship between DevOps capabilities and areas
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This research is a new systematized contribution to knowledge, through the identification of
patterns that have been recognized in the literature - and that, as such, corresponds to a new level of
knowledge in the approach to the topic. This research also provides some contributions for professionals
and practitioners. In the absence of studies exploring the DevOps main capabilities and DevOps
areas, and even the relationship between them, this research brings new insights on how and why
practitioners should adopt DevOps practices and which areas they have to change or, at least, keep
in mind as being relevant for an effective adoption of DevOps.

Eegarding limitations, we were not able to gather enough information and present a robust
conclusion regarding specific topics, such as Outcomes, since DevOps is a recent subject. The
present research cannot fully avoid biases since we excluded literature written in other languages or
unavailable in electronic databases.

In the future, research should be carried out into the most referenced capabilities, Continuous
Integration and Continuous Deployment and the most referenced areas, Culture, Sharing and
Automation, as they seem to be essential in the DevOps movement. Also, it would be interesting to
deeply explore the relationship between Continuous Integration and Culture, Sharing and Automation,
as these areas seem to relate the most with the main capability found among this literature review.

Based on these findings, and using the summarized information provided in this work as a starting
point, the authors will deepen the identified DevOps areas and capabilities to be an a priori and open
maodel, which will be the target of a subsequent research project - which will aim to test and refine
this systematized view (in the form of a maturity model), having not only implications for existing
scientific knowledge but also being useful for organizational practices of DevOps.
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Abstract: Nowadays, businesses aim to respond to customer needs at
unprecedented speed. Thus, many companies are mshing te the DevOps
movement. DevOps 15 the combination of Development and Operations and a
new way of thinking i the software engineenng domam However. no
common understanding of what it means has yet been achieved. Also, no
adoption models or fine-grained maturity models to assist DevOps maturation
and implementation were identified. Therefore this research attempt to fill
these gaps. A systematic literature review is performed to idenfify the
determining factors contnibuting to the implementation of DevOps, including
the main capabilities and areas with which it evelves. Then, two sets of
interviews with DevOps experts were performed and their expenence used to
buwld the DevOps Maturity Model The DevOps maturity model was then
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the Matunty Model was demonstrated in a real organisation.
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1 Introduction

In recent years, the advancements on DevOps area have facilitated a lot of new growth
opportunity for software companies (Nidagundi and Novickis, 2017) as it improves the
way how a business delivers value fo its customers, suppliers, and partners, if is an
essential business process, not just an IT capabilitv (Eatal et al., 2019). This is one of the
main reasons why the DeviOps’ adoption 15 growing and is a new tendency in business
and IT alignment (Bucena and Kinkova, 2017). DevOps allows a business to maximise
the speed of delivery of a product or service, from the inifial idea to production
release and all the way up to customer feedback to improvements based on that feedback
{Eoilada 2019).

Businesses today need to respond to customer needs at unprecedented speed. Driven
by this need for speed. many companies are then rushing to the DevOps movement and
implementing Continuous Delivery (Chen, 2018).

The growth opportunities for DevOps continue to increase. Ovom, a market-leading
data, research and consulting company, sees plenty of evolution potential in DevOps
as there is potential for improved integration with Application Lifecycle Management
on the dev side and improved integration with operations and IT business services
(Azoff. 2016). According with the 2018 State of DevOps Report has been registered a
steady increase in survey responses from people on DevOps teams, from just 16% in
2014 to 29% in 2018 (Velasquez et al._ 2018).

The adoption of DevOyps drives a challenging cultural shift towards collaboration and
knowledge-sharing between 5D, qualify control and operations (Colomo-Palacios et al.,
2018). The tremendous growth in demand for DevOps has, however, led to the
appearance of new needs. For instance, many companies find it difficult to understand
what DevOps 1s and what advantages it will have (St et al.. 2017).

Many companies miss the maturity of the concept — with no clear definition of
DevOps and its pracfices, no clear goals available and a lack of understanding about
development workflow phases and responsibilities (Bucena and Eirikowva, 2017).
There is both a lack of understanding around DevOps and a clear definition of what
it 15 (Lwakatare et al., 2015). Therefore, organisations are not sure how to effectively
implement DevOps capabilities (Chen, 2019). Plus, complexity is evolving since DevOps
securify concerns start to be raised (Prates et al., 2019).

The dismuptive nature of the changes required to adopt Dev(Ops leads to organisational
and business stress. While Zhu et al. (2016) consider the organisational strains as being
standard for new technologies, for Bucena and Eirikova (2017) the adoption of DevOps
15 not tnvial and can require complex changes in an enferprise’s process. organisation
and workflow. To suceeed in adopting DevOps, the enterprises should understand the
different aspects that are related to the DevOps approach and have a well-thought-out
strategy. They should start the adoption process with a clear idea of what actions should
be performed, how they should be prioritised, what tools could support these actions, and
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how to measure the success of the adoption process (Bucena and Kinkowva, 2017).
Moreover, the way an orgamisation is structured may influence DevOps’ adoption, for
example. when discussing communication. common goals and practices. decision
making. and systems thinking within the organisation (Smeds et al.. 2015b).

Whereas DevOps benefits are widely discussed regarding DevOps culture
and available tools. it makes sense to exist a Maturity Model (MM) for DevOps
approaches. A MM is a widely used fechnique that has proven valuable for assessing
business processes or certain aspects of organisations, as it represents a path towards an
increasingly organised and systematic way of doing business (Proenca, 2016). They also
allow for a better positioning of the organisation and help find better solutions for
change (Becker et al, 2009). Moreover, MM are an important tool for busmness-IT
alignment (Pereira and Da Silva, 2011; Aguiar et al., 2018).

According to the literature, both areas and capabilifies play an important role in
DevOps adoption and maturation. Therefore, this study aims to: Dewvelop a MM for
DevOps (RO1). To achieve this objective, it may be necessary to identify both DevOps
capabilities (RQ1.1) and DevOps areas (RO1.2). Plus, the two sets of interviews with
DevOps experts were performed to tune the final artefact.

2 Theoretical background

2.1 DevOps

A good cooperation befween IT Development and IT Operation teams is viewed
to be crucial in order to ensure successful deployment and operations of IT systems
{Tessem and Iden 2008). However, for historical reasons, most IT organisations are
characterised by clear boundaries between these two teams, which have very different
goals, nundsets and cultures (Swanson and Beath, 1990; Gazivoda, 2018).

According to Sharma (2014), many organisations are not successful with software
projects and their failures are related to the challenges in product development and
delivery. Despite this, many companies find that the development and delivery of
software applications are crucial to their business, and that only 25% of companies
consider their teams to be efficient (Sharma, 2014). This gap in efficiency leads to many
losses of business opportunities. This demonsirates that even a disruptive methodology
cannot be perfect for every project.

In order to address the problems between the development and operations teams a
new agile approach appeared. namely DevOps. DevOps has been heralded as a novel
paradigm to overcome the traditional boundaries between IT Development (Dev) and IT
Operations (Ops) teams (Nielsen et al.. 2017) aiming to improve collaboration befween
these teams. It represents a change in IT culture, focusing on rapid IT service delivery
through the adoption of agile, lean practices in the context of a system-oniented approach
{Tabbari et al., 2016). However, DevOps is not only influenced by cultural aspects as also
supported by technological enablers (Smeds et al., 2015a).

According to Riungn-Kalliozaari et al. (2016), DevOps is a set of practices infended
to reduce the fime between making a change to a system and this change being
placed into normal production, while ensurning high quality. The main goal associated
with this concept is to avoid common problems when operations and developers are kept
as separated teams (Bezemer et al., 2018).
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To sum up. DevOps replaces siloed units with cross-functional teams so organisations
may leverage automated development, deployvment, and infrastructure and enables teams
to continuous work and deliver operational features (Ebert et al.. 2016).

2.2 Maturity model

MM's are commonly used as an instrument to conceptualise and measure maturity of an
organisation or a process regarding some specific target state (Schumacher et al., 2016).
Further, MM intended for a prescriptive purpose of use include good or best practices
which is helpful to provide practical guidance (Roglinger et al., 2018). They refer that
maturity not only implies a potential for growth in capability, but also focuses on richness
and consistency regarding execution. In this regard, Andersen and Jessen (2003) define
maturity as the quality or state of being mature. The maturity concept mmst be related to a
state in which organisations are in perfect conditions to achieve their goals (Berssaneti et
al, 2012).

Two approaches for implementing MMs exist. With a top-down approach, such as
proposed by Becker et al. (2009) a fixed mumber of maturity stages or levels 15 specified
first and further corroborated with characteristics (typically in form of specific
assessment items) that support the inifial assumptions about how matirity evolves.
On the other hand. when using a bottom-up approach. such as suggested by Lahrmann et
al. (2011), distinct characteristics are determined first and clustered in a second step into
maturity levels to induce a more general view of the different steps of maturity evolution.
This research follows the top-down MM approach proposed by Becker et al. (2009).

23 CMMI

Capability maturity model integration (CMMI) (and its predecessor CMM) is a
framework intended to cover many software engineering best practices and can be used
for SPI. CMMI 15 most well known in its “staged’ representation, which has five maturity
levels. To reach a maturity level, a company must satisfy the goals of the process areas
for that and all lower levels. The expected capacity of an organisation that operates in a
more mature way depends directly on vour ability to perform. control, and improve
performance in one or more areas of implementation of the model practices (Barbosa
et al.. 2007).

CMMI evokes barriers in some because of the processes involved in certification.
However, CMMI at its core i3 not a methodology but rather a set of principles. In the case
of CMMI, the set of principles focuses on maturation of a SD process. CMWMI 1s
concerned with defining metrics and practices fo ensure contiwous improvement
(Chrissis et al., 2010). The goal of CMMI is nof just fo support a minimum set of
standards to achieve fo a parficular level, but fo enable increasing improvement in
organisational processes. CMMI's approach is based on MM. It supports both a staged
approach and a continuous model for improvement. It provides several key process areas
at different levels. Maturity levels are those that are related to the path which helps
organisations fo apply improvements to a set of related processes by incrementally
addressing successive sets of process areas and goes through 1 to 5.
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3 Related work

Since this research aims to study DevOps’ matunty, it 1s mandatory to search literature
where it is possible fo study other proposals for DevOps™ MMs. However, given that
DevOps 1s a new term and concept recently introduced, the author decided to extend the
scope of the study to SDMMs. To do that, the author performed a literature review.

A literature review may be helpful distinguishing what has been done from what
needs to be done, discovering important variables relevant to the topic, synthesising and
gaining a new perspective or identifying relationships between ideas and practice
(Hart, 1998). An effective review creates a solid foundation for advancing knowledge.
It facilitates theory development. closes areas where a plethora of research exists,
and uncovers areas where research is needed (Webster and Watson, 2002). For easier
understanding of the peers, as well as to add more scientific rigor to our research, the
author decided to follow the concept centric approach proposed by Webster and Watson
(2002).

To perform the literature, review the awthors have searched and comsulted the
following digital repositories: IEEExplore. ACM, Research Gate and it was also used the
search engine of Google Scholar.

This research was carried out between September of 2018 and Janwary of 2019
The keywords used to perform this research were: “DevOps maturity model’,
DevOps maturity’. ‘Software Development Projects maturity model’, “Software
development projects maturity”, “Scrum maturity model” and *Scrum maturity”.

In this section, the main findings regarding Software Development Processes (SDP),
Scrum and DevOps MMs are presented (Table 1). Plus, Table 2 details these studies
characteristics, while Table 3 confains all the studies mapped with the corresponding
maturity vectors found by the authors in the proposed MMs. Together, these three tables
explain how this research increases the body of knowledge.

Tahble 1 SDP, and DevOps MMs

MMz Maiurity
IV Author DevOps Scrum SDP Model levels Dimenszion
5.1 DMohamed (2013) X CMMI 3 4
5.2 Bucena and Kinkova (2017) X Mot defined 35 4
53 Yin (2011) X ChIMI 3 Not defined
S4 Snvastavaetal (2017) X Mot defined Not defined
53 Eawamoto and De Almeida X CMMI Not defined Mot defined

(2017)

5.6 DBaskarada etal. (2003) X CMMI 3 Not defined

57 Patel and Ramachandran X CMMI 5 Not defined
(2009)

5.8  Buglione (2011) X CMMI 5 4

5.9 Santana et al (2013) X CMMI 3 Not defined

5.10 Fontana et al. (2015) X CMMI Not defined 6

5.11 Stojancv etal. (2013) X Notdefined 3 5
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Since DevOps is a recent theme and there are not a lot of dedicated maturity studies in
literature (Rong et al, 2016a). So. the authors have decided to include agile and scrum
M.

Both Scrum and DevOps have in commeon to broaden the usage of Agile practices fo
operations to streamline the entire software delivery process in a holistic way
(Hiittermann_ 2012; Bang et al . 2013). Table 1 presents all the MMs for SDP, Scrum and
DevOps found among the literature.

From the analysis of Table 1 some conclusions can be withdrawal. The low number
of DevOps MMs that has been found indicate that few studies exist deep studving
DevOps. The number of studies on SDP is greater than for scrum and DevOps. One of
the main reasons for this is that most of the SDP uses Agile methodology, which in tum
15 the basis for both DevOps and Scrum so if is expected that there exist more studies
about this theme than for the others.

CMMI seems to be the basis of these models since it was used m 73% of these
studies. It was not explicit any of the vectors that constitutes the Scrum” MMs and, apart
from one study, the same happened to the number of levels used. This is justified by the
fact that CMMI is a well-known methodology used to develop and refine an
organisation’s SD process (Farkas and Walsh, 2002). CMMI is an approach to improve
processes that provides elements that are essential for an effective process. It brings
together best practices that address development and maintenance activities, thus
covering the entire lifecycle of a product from conception to delivery and maintenance
{Chrissis et al., 2010). It has been also included a wector named ‘Dimension’ that
represents the number of vectors that were represented in model From Table 1,
it is possible to see that the study with less dimensions had four and on the opposite side,
the study with more dimensions has six. This helps the authors fo put into perspective the
mumber of dimensions used in other MM, to understand the oumber of dimensions that
should be used in this study.

Studies” characteristics are befter detailed in Table 2 where vectors are used for
proper analysis, such as the year in which the model was developed, which MM was
based on, if it follows Becker's top-down approach, if the author justified the vectors
vsed, whether they comply with the Design Science Research (DSE) steps and if any
demonstration of the model was performed in practice.

Owerall, two MMs for DevOps were identified in literature. However, as one can see
in Table 2, both MMs lack the use of structured methods in the design process which may
raise doubts on their scientific rigor. For instance, only one is based on CMMI and none
adopts Becker theory or DSR to build the MM.

Moreover, Table 3 lists and synthesises the related work and identifies what vectors
were used to design each analysed MM. By doing if. the authors aimed fo identify the
main vectors that were applied on those case studies and understand the reasons behind
those.

For a better understanding. the studies have been grouped by approach. A vector can
be written on a different way depending on its confext, so the authors have grouped these
vectors by the meaning of the vector. Table 3 shows the vectors grouped by study.

Through the analysis of Table 3, it can be devised that several MM exist in the
literature (11 studies). In six of these studies, the authors did not specify the vectors that
would be used. Although DevOps studies are less than agile studies. some agile MMs use
the same vectors defined by the DevOps MMs. This may be due to the fact that. first,
DevOps and agile keep a close relationship and. secondly, DevOps 15 a recent topic and
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there is not much information available about 1t (Hussain et al., 2017). On agile studies,

with some exceptions, it appears that each author defined most of their vectors.

Focusing on DevOps studies, there are no common characteristics present among the
two models found. This also proves that the field needs further developments to reach
more consensus and completeness. Each author decided to establish their own vectors
based on what they thought best defines the characteristics and that could help define the

maturity of DevOps in the context of their studies.

Table 2 MMs charactenistics

Proposed Becker's top- Vectors
D Year MM Based MM down approach  validation DsE Demonsiration
51 2015 DevOps  CMMI Not used Not validated Mot used Not applied
52 2017 DevOps  Not defined Not used Validated Not used Applied
53 2011 Scrum CMMI Not used Not defined  Not used Mot applied
54 2017 Scrum Not defined Not used Not defined  Not used Not applied
53 2017 Scrum CMMI Notused Not defined  Not used Not applied
546 2005 SDP CMMI Not used Not defined  Not used Mot applied
57 2009 SDP CMMI Not used Not defined  Not used Not applied
58 2011 SDP CMMI Not used Not Validated Not used Applied
59 2013 5DP CMMI Not used Not defined  Not used Not applied
510 2015 SDP Mot defined Not used Validated Not used Applied
511 2015 SDP CMMI Not used WValidated Not used Not applied
Tahle 3 Wectors used in the MMs from related work

DevOps Serum Agile

Vecior 51 52 53 54 5§55 56 57 58 59 510 51
Culture X
Collaboration X X
Process X
Quality X
Automation X
Govemance X
Technology X
People X X
General X
Sustained Success X
Organisation’s Environment X
Interested parties, needs and X

expectations

Embrace Change to Deliver
Customer Value
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Tahle 3 Vectors used in the MMz from related work (contimued)

DeviOps Serum Agile
Vector 51 52 53 54 53 56 57 58 59 510 51

Plan and Deliver Softwars o
Frequently

Technical Excellence X

Practices

Deliveries
Pequirements
Product

Customer

o e e

To Mohamed (2015), the kevs to successful adoption of DevOps are qualify, automation,
collaboration, and governance/process, while claiming that. together, these fundamental
elements can unify the traditional IT silos to enable agility across the end-to-end
application life cycle. On the other hand, Bucena and Kirikova (2017) DevOps MM was
developed on the basis of analysis of related work and includes five levels of maturity
with respect to the four enferprise areas. namelv, technology, process, people, and
culture. No surprises with the absence of DevOps as possible vectors to assess DevOps
matunty.

With the lack of consensus among the studies as well as the absence of both the use
of ngorous methods/methodologies in the design process and DevOps capabilities as
vectors of maturity assessment, the design of a new MM for DevOps can be faced as an
opportunity and a step forward on the perspective of associated mature practices.

4 Research methodology

4.1 Design science research

For the development of the proposed DevOps MM, it was applied the design science
research methodology (DSEM) presented by Peffers et al (2006) and the seven
guidelines for DSE. proposed by Hevner et al. (2004). DSE. approach was selected since
this research aims at solving practical problems by creating and evaluating IT artefacts
intended to solve identified organisational problems (Hevner et al., 2004). DSE was
recently indicated as the main methodology to develop MM (Pereira and Serrano, 2020),
thus reinforcing its choice in this study.

IT artefacts are broadly defined as constructs (1.e., vocabulary and symbols), models
(i.e., abstractions and representations), methods (ie., algomthms and practices), and
instanfiations (1.e., implemented and prototype systems) (Hevner et al., 2004). According
to Becker et al. (2009) and Metiler (2009), it can be assumed that the development of
MMIs falls within the application area for the guidelines by Hevner et al. (2004).

According to Peffers et al. (2006). the DSREM consists of six activities (ie., steps).
Figure 1 presents our applied techniques and performed activities in each DSEM step.
In order to achieve rigorous as well as relevant research results. we draw upon the
following DSEM steps, whereby the paper 1s structured accordingly:
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*  Problem identification and motivation: In the first section, it was specified the
problem, provided practical relevance and justified the value of a solution.
Additionally, based on problem scope, research questions were derived gmiding this
research.

»  Dgfine the objectives for a solution: The second section provides objectives of the
intended collaboration MM. Based on a literature review, design recommendations
in MM design and assessment will be identified and suggestions for circumvention
will be proposed.

*  Design and development. This activity is present in Section 5 and describes the MM
development. Based on a literature review the MM will be designed and iteratively
developed according to the requirements of MM construction (Becker et al., 2009).

*  Demonstration: By means of an application fest with three participant organisations
the applicability and usability of the artefact was demonstrated. The ufility of the
MM will be further validated DevOps experts.

*  FEvaluation: According to Hevner et al. (2004), the artefact will be evaluated in terms
of quality, utility and efficacy which cannot be demonstrated fully in this research.

*  Commumication: Communicate the problem, the importance, the utility, the rigor and
the effectiveness of its design.

Figure 1 Applied D5E guidelines
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4.2 Svstematic literature review

One of the major tools used in other domains to support an evidence-based paradigm is
the generation of Systematic Literature Reviews (SLR), which is used to aggregate the
experiences gained from a range of different studies in order to answer a specific research
question (Ehan et al., 2004).

A SLE is a literature review method that aims fo address a problem by identifying,
evaluating, integrating all relevant findings, and interpreting research on research topics
to answer research cuestions based on the stages used in SLE (Siddaway, 2014).
The process of addressing the problem of lack of knowledge aims to identify the
relationships and gaps in the existing literature. The identification process is used fo
describe directions for future research, because it consists of the process of formmlating a
general statement or an overarching conceptualisation, commenting on, evaluating
extending. or developing theory from existing literature (Siddaway, 2014).
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This research follows Kitchenham procedures for SLR (Kitchenham 2004),
complemented by the concept centric approach from Webster and Watson (2002).

4.3 Semi-structured individual interviews and email interviews

The interview study reported here was camied out with DevOps practitioners
Professionals from all over the world. The study took place as a qualitative inferview
study in the tradition of the qualitative research interview.

Semi-structured interviews are characterised by the use of a script consisting of
closed or open predefined questions (Rijo, 2008). They are suitable when the research
wanfts to validate several hypotheses but also to know the fieldwork and to explore new
ones (Pozzebon, 2006). Particularly, theyv enable the inferviewee fo discuss the subject
matter without being too attached to the formulated inquiry (Manzini, 2004). They also
facilitate the interviewer to have clear support following the questions (Manzini, 2004).
Moreover, they ensure to authors that their hypotheses or assumptions will be broadly
covered by the conversation (Minavo, 2004).

Qualitative research has become essential to the humanities over the past twenty vears
(Ratislavova and Ratislav, 2014). Synchronous and asynchronous interviews and wirtual
focus groups are the most common methods (Ratislavova and Ratislav, 2014). The use of
Email Interview can be emploved cuickly, conveniently, and inexpensively and can
generate high-quality data when handled carefully. While a mixed mode interviewing
strategy should always be considered when possible, semi-structured email interviewing
can be a viable altemative to the face-fo-face and telephone mterviews, especially when
time, financial constraints, or geographical boundaries are barriers to an investigation
(Meho, 2008).

5 Design and development

To design the artefact, the author followed the steps listed below:

Step I- Identify which are the main DevOps capabilities
Method{ology): SLR

Step 2- Tdentify which are the areas that most relate with DevOps.
Method(ology): SLE

Step 3 Identify the main practices of each DevOps capability
Method({ology): Literature Feview

Step 4 Identify the maturity level of each DevOps practice
Method(ology): Interview

For a befter understanding of the Design and Development’s phase, the authors built the
workflow (Figure 2) of the four previously described steps.
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Figure 2 Workflow of the design and development’s phase (see online version for colours)
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5.1 Step 1 (Capabilities)

Figure 3 SLE methodology for DevOps™ capabilities
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The search string which was used and respective datasets are listed below.
Search String: DevOps AND (Capability OF. Capabilities OF. Practice)
Diatasets: Google Scholar, ScienceDirect, IEEFEXplore, ACM.

Figure 3 details the SLE phases adopted in Step 1. The SLE was chosen as a starting
powmt fo develop our Research Methodology since we wanfed to summarise the existing
evidence regarding DevOps™ capabilities, with the aim of answering the proposed
Research Objectives.

After that, inclusion and exclusion criteria nmst be applied fo filter the obtained
documents. Our criteria are presented in Table 4.

Afterwards, the first set of documents is obtained. Then, in a first phase, the abstracts

were screened to decide their relevance to the research. Finally, these documents were

red in order to obtain the final selection of studies to perform the review. The review
protocol is illustrated in Figure 4.
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Table 4 Inclusion and exclusion criteria for DevOps® capabilities

Inclusion criteria

Exclusion criferia

Written in English or Portuguese
Scientific papers in conferences or joumals

and books

Not written in English or Portugnese

Title relevance regarding DevOps No title relevance DevOps

Mon-Free documents nor Master Thesis

Figure 4 PReview protocol for DevOps’ capabilities

Datacel seanhing with eiring

!

Inchusion and Exclusion Criteria

¥

Abstracts Screanad

v

Ful-test document 10 assess eigibliy

v

Final Document Sa

For a befter understanding, as well as to add more scientific rigor to the research,
the authors decided to follow the centric approach proposed by Webster and Watson

(2002).

After applying the review protocol, 76 relevant studies were obtamned for our
research. Table 5 lists all the DevOps capabilities that were found, with its respective
scientific references that support each capability.

Table 5 DevOps capabilities SLE.

ID  Capabilities

Reference

No. of
references

Cl1 Contmuouns
Integration

Yin et al. (2004), Debois (2011), Hittermann (2012), Fitzgerald
and Stol (2014), Chen et al. (2015), De Bayser et al. (2013),
Jabbari et al. (2016), Mohan and Ben Othmane (2016), Moore
et al. (2016), Shahin et al. (2016), Soni (2016), Stoneham et al.
{2016}, Croker and Hering (2016}, de Franca et al. (2016),
Bucena and Kinkova (2017), Laukkarimen et al. (2017, 2018),
Molto et al. (2017}, Palihawadana et al. (2017), Pang and Hindle

{2017}, Punjabi and Bajaj (2017), Rubasinghe et al. (2017, 2018),

Sharma (2017a), Shivakumar (2017), Snyder and Curtis (2017),
Vassallo et al. (2017), Bai et al. (2018), Diillmann et al. (2018),
Kuusinen et al. (2018), Lewerentz et al. (2018), Mackey (2018},
Mansfield-Devine (2018), Marijan et al. (2018), Rahman et al
(2018), Rodrignez et al. (2018), Cleveland et al. (2018), Steffens
etal (2018), Tuma et al. (2018), Colomo-Palacios et al. (2018,
Wiesche (2018), Wongkampoo and Eiattisin (2018), Xia et al.
{2018}, Zhu and Bayley (2018) and Debroy et al. {2018)
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DevOps capabilities SLE. {continued)

477

D

Capabilities

Reference

No. of

references

C2

C3

C4

Cé

Continions
Deployment

Continuous
Momtoring

Continuous
Testing

Feedback
Loops between
Dev and Ops

Infrastructure
as code

Yin et al. (2004), Debois (2011), Hiittermann (2012), Fitzgerald
and Stol (2014), Chen et al. (2013), Farshchi et al. (2013),
Férdos and Cesarimi (2016), Jabban et al. (2016), Karapantelakis
et al. (2016), Mohan and Ben Othmane (2016}, Eana and Staron
(2016), Shahin et al_ (2016), Soni (2016), Stoneham et al. (2016),
Ur Rahman and Williams (2016b), Ali et al. (2017), Bass (2017),
Palihawadana et al. (2017), Pang and Hindle (2017), Perera et al.
{2017a), Punjabi and Bajaj (2017), Rubasinghe et al. (2017),
Sharma (2017a). Bucena and Kinkova (201 7), Shivakumar
(2017, Kuusinen et al. (2018), Laukkarinen et al. (2018),
Mackey (2018), Mansfield-Devine (201%), Bhattacharjes et al.
(2018), Rahman et al. (2018), Rubasinghe et al. (2018), Steffens
et al. (2018), Tuma et al. (2018), Wiesche (2018), Xia et al.
{2018}, Zhn and Bayley (2018), Cleveland et al. (2012), Debroy
et al. (2018) and Dillmann et al. (2018)

Yin et al. (2004), Hittermann (2012}, Eoche (2013), Fitzgerald
and Stol (2014), Chen et al. (2013), John et al. {2015). Rana and
Staromn (2016), Somi (2016), Ur Eahman and Williams (2016h),
de Franga et al. (2016), Hanappi et al. (2016), Karapantelakis

et al. (2016), Bucena and Einkova (2017), Lietal. (2017,
Pang and Hindle (2017}, Perera et al. (2017a), Fubasinghe et al.
{2017, Fufino et al_ (2017), Sharma (201 7a), Shivakumar
{2017}, Spyder and Curtis (2017), Vassallo etal (2017),

Bai et al. (2018), Eunsinen et al. (2018), Steffens et al. (2018)
and Diillmann et al. (2018)

Yin et al. (2004), Hittermann (2012}, Eoche (2013), Fitzgerald
and Stol (2014), Chen et al. (2013), Shahin et al. (2018). Croker
and Hering (2016), Soni (2016), Stoneham et al. (2016).

Jabban et al. (2016), Bucena and Kirikova (2017). Palihawadana
et al. (2017), Pang and Hindle (2017), Punjabi and Bajaj (2017),
Sharma (2017a), Shivakumar (2017), Snyder and Curtis (2017},
Stetal (2017), Vaszallo et al. (2017), Feijter et al. (2017,
Murgesan (2017}, Nielsen et al. (2017), Fubasinghe et al.
{2018), Samarawickrama and Perera (2018), Silva et al. (2018),
Wiesche (2018) and KEunsinen et al. (2018)

Yin et al. (2004), Hitttermann (2012), Foche (2013), John et al.
{2015}, Stoneham et al. (2016), Hanappi et al. (2016), Jabbari
et al. (2016), Bucena and Kinkova (2017), Feijter et al. (2017},
Nielsen et al. (2017), Pang and Hindle (2017), Sharma (2017a),
Stetal (2017), Mumgesan (2017}, Silva et al. (2018},
Wongkampoo and Kiattizin (2018). Debroy etal (2018},
Emuzinen et al. (2018) and Mikkonen et al. (2018)

Yin et al. (2004), Hittermann (2012}, De Bayser et al. (2013,
Fana and Staron (2016), Shahin et al. (20146), de Franca et al.
(2016), Fardds and Cesarini (2016), Jabbar et al. (2016), Bucena
and Kinkova (2017), Sharma (201 7a), Jimenez et al. (20177,
Bhattacharjee et al. (2018), Rahman et al. (2018), Steffens et al.
{2018}, Debroy et al. (2018) and Diillmann et al. (2018)

32

14
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Table 5 DevOps capabilities SLE (continued)

No. af
Iy Capabilities  Reference refersnces
C7 Change Debois (2011), Hitttermann (2012), Mohamed (2013), o
Management  Science and Sciences (2013), Jabban et al. (2016), Abdelkebir
etal (2017), Rubasinghe et al (2017}, Sharma (2017b)
and Zhu and Bayley (2018)
C8 Continuous Hiittermann (2012), Fitzgerald and Stel (2014, Jabbari et al. 7
planning {2016}, Ur Rahman and Williams (2016a), Pang and Hindle
{2017}, Sharma (2017b) and Kuusinen et al. (2018)
C% Prototypmmg — Hittermann (2012), Fitzgerald and Stol (2014), Die Bayser etal ]
application (2015}, Jabbari et al. (2016), Sharma (2017h) and Cleveland et al.
(2018)
C10 Process Hiittermann (2012}, Foche (2013}, Jabban et al. (2016), Fana and 5
Standardisation Starom (2018) and Sharma (2017h)
C11 5takeholder  Hiittermann (2012), Jabbari et al. (2016) and Sharma (2017%) 3
Participation
C12 Shift Left Hiittermann (2(012), Feijter et al. (2017} and Sharma (201 7b) 3

5.2 Step 2 (Areas)

The three SLR phases. described in Section 4.1 are represenfed in Figure 5, and were
specifically adapted to this section purpose.

We have chosen SLE as Research Methodology since it was intended to summarise
the existing evidence regarding DevOps™ areas, with the aim of answering the proposed
Research Cuestion.

Figure 5 SLE methodelogy for DevOps areas

Planning the Review Conducting the Review Reporting the Review
Tdentify the Problem and Olstain a set of Selected Summarize the Extracted
Motivation Studlies Drata

Lack of guidance and lack of

knowledge for orgamzations o DrevOips Areas

implement Devlps

:‘:}I::':m'};::;r Research Dev 'I.-.ll:l'ﬁ Arens — 44 documents

What are the maim DeviOps -

Arcas Report the Findings

Design 2 Review Protocol Answer the proposed
Research Question

Search Sirings, Datasets and

Inclusion and Exclusion

Criteria

The search string which was used and respective datasets are listed below.
o Search String: DevOps AND (Area, Principles. View, Dimensions and Perspective)
*  Datasets: Google Scholar, ScienceDirect, [IEEFEXplore, ACM.

After that, inclusion and exclusion criteria nmst be applied fo filter the obtained
documents. Our criteria are presented in Table 6.

137



138

A maturity model for DevOps 479

Table 6 Inclusion and exclusion criteria for DevOps areas
Inclusion criteria Exclusion criteria
Written in English or Portuguese Not written in English or Portuguese
Scientific papers in conferences or joumnals Non-Free documents nor Master Thesis
and books
Title relevance regarding DevOps No title relevance DevOps

Figure 6 Feview protocol for DevOps areas
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Afterwards, the first sef of documents is obtained. Then, in a first phase, the abstracts
must be screened fo decide their relevance to the research Finally, these documents are
read in order to obtain the final selection of studies to perform the review. The review
protocol is illustrated in Figure 6.

For a better understanding. as well as to add more scientific rigor to our research. the
authors decided to follow the centric approach proposed by Webster and Watson (2002).

After applving the review protocol, 44 relevant studies were obtained for our
research. Table 7 lists all the DevOps capabilities that were found, with its respective
scientific references that support each capability.

5.3 Step 3 (DevOps practices)

Having analysed Table 5. and considering that there is a considerable gap between C6
and C7, the authors have decided to identify all the practices for each capability from C1
and C6. Since that the information regarding these capabilities are spread in a lot of
studies. each capability’s practices will be synthesised by grouping it by Area.

After analysing the descriptions of the areas from C1 to C12, the awthors have
concluded that some areas identify themselves with other areas. Considering that it would
be complex to detail all the practices of all these areas, and since there are areas that
cover other areas, the authors have decided to group some Areas. Thus, Technology will
include Automation, Culture includes Sharing and Process includes Measurement.
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Table 7

D Teixeira et al.

DevOps areas SLE

D

Aren

References

No. of
references

Al

A2

Al

Ad

AS

Ab

AR

A9 Collaboration

Culture

Measurement

Shanng

Automation

Technology

Peaple

Process

Cruality

Debois (2011), Hitttermann (2012}, Bang et al. (2013,

Erich et al. (20144a), Sharma and Coyne (2015), Smeds et al.
(20150), Fana and Staron (2016), de Franca et al. (2016),

Diel et al. (2016, Jabbamn et al. (2016), Bucena and Kinkova
(2017), Nielsen et al. (2017), Perera et al. (2017b), Gupta et al.
(2017, Silva et al. (2018) and Colomo-Palacios et al. (2018)

Debeis (2011), Hiittermann {2012}, Bang et al. (2013

Erich et al. (2014a), Smeds et al. (2013b), Fana and Staron
(2016), de Franca et al. (2016), Jabban et al. (2016), Perera et al.
(2017b), Gupta etal (2017}, MNielsen et al. (2017), Colomeo-
Palacios et al. (2018), Silva et al. (2018) and Luz etal. (2018)

Debois (2011), Hittermann (2012}, Bang et al. (2013},

Erich et al. (2014a), Smeds et al. (2015b), Fana and Staron
(2016), de Franca et al. (2016), Jabhar et al. (2016), Perera et al.
(2017k), Gupta etal. (2017), Nielsen et al. (2017), Colomeo-
Palacios et al. (2018), Silva et al. (2018) and Luz et al. (2018)

Debois (2011), Hittermann (2012}, Bang et al. (2013},

Erich et al. (2014a), Smeds et al. (2013b), Mohamed (2013).
Fana and Staron (2014), de Franca et al. (2016), Jabban et al.
(2016), Nielsen et al. (2017), Perera et al. (2017hb), Gupta et al.
(2017), Colomo-Palacios et al. (2018), Silva et al. (2018) and
Luzetal (2018)

Hiittermann (2012}, MeCarthy et al. (2015), Sharma and Coyne
(2015), Diel et al. (2016). Abdelkebir et al. (2017), Bucena and
Kinkova (2017). Huszain et al. (2017}, Sturm et al. (2017),
Gazivoda (2018) and Silva et al. (2018)

Hiittermann (2012}, McCarthy et al. (2015), Sharma and Coyne
(2015), Abdelkebir et al. (2017, Bucena and Kinkowva (2017).
Hussam et al. (2017), Sturm et al. (2017), Gazivoda (2018) and
Silva et al. (2018)

Hiittermann (2012}, MeCarthy et al. (2015), Sharma and Coyne
(2015), Abdelkebir et al. (2017}, Bucena and Kirikova (2017},
Hussam et al. (2017), Sturm et al. (2017), Gazivoda (2018) and
Silva et al. (2018)

Erich et al. (2014a), Mohamed (2013) and Luz et al. (2018)
Mohamed (2013} and Luz et al. (2018)

A10Diy Deployments Debois (2011)

All
Al2
Al3

Agility
Fesilience

Transparency

Ald Services

AlS

Structures

A16 Standards

AlT

Governance

Luz etal (2018)
Luz etal. (2018)
Luz etal (2018)
Erich et al. (2014a)
Erich et al. (2014a)
Erich et al. (2014a)
Mohamed (2013}

16

14

14

14

10
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This leave us with the four main areas: Culture, Teclmology. People and Process.
In order to study the practices from the Capabilities in a determined areas, all the
documents that were used in the SLR of the Capabilities and the Areas were analysed.

Table § presents all the Continuous Deployment practices found for DevOps
capability, ordered by area. The gest of the capabilities can be seen in Appendix
{Tables 14-18).

5.4 Step 4 (maturity levels)

The results of each conducted interview iferafion are presented, followed by the
associated emerging final MM for DevOps.

5.4.1 Firstiteration

To perform the first round of interviews, 15 DevOps professionals were interviewed.

The LinkedIn database was used to find the interviewees. Owverall, 87 invites
were made to DevOps experts and 33 were accepfed. In this list of 33 contacts,
only 15 responded to the inferview.

In this research. it was considered the posifion of the possible participant. always
willing fo interview professionals with higher positions than DevOps developers.
Interviewees information can be seen in Table 2.

Although some of the DevOps capabilities already exists, the term DevOps was born
in 2011. The average age of the 15 mterviewed i1s 394 vears. while the average
experience in DevOps 15 5.6 vears. Since DevOps was borm nine vears ago, 5.6 years in
average of expenience means that the interviewed have been working in this area during
more than half of its existence as a practice. Plus, 13 out of the 15 interviewees work in
the IT sector.

The same interviewer conducted all the 15 inferviews ensuring that the same
interview guides and profocol were used throughout the inferviews. The first, second,
third, fourth and last interviews were conducted in the participants” workplace, while the
rest were carried out by Skoype. The mierview was semi-structured and aimed at exploring
practitioners’ experiences with DevOps practices. All the 15 inferviews were conducted
between March and June 2019.

The authors have interviewed DevOps practitioners according to a preset script which
included semi-structured open-ended questions. The interview guideline addressed topics
such as the expert’s background, expert’s team and company information, DevOps
practices and observations about it.

Grounded on maturity levels classification, and since all organisation are at level 1
{ad-hoc) by default, the authors have only asked the interviewees to associate the
practices with levels 2. 3, 4 and 5. The distribution of the practices by levels is presented
in Table 10.

5.4.2 Second iteration

All the 15 interviewees from the first iteration were asked to participate in a second
rovnd. From those, 13 accepted to participate. The objective of this phase was to
breakdown the practices that had the same mumber of vofes to more than one level of
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maturity and try to reach consensus on all practices. Therefore, the participant had a
chance to choose between the most voted levels of the first phase in each of the enlisted

practices.

Table 8

CD practices

Continuous Deployment

Practice Author

People

Process

Technology

Culture

Orchestrated deployments Sharma and Coyne
Track which version is deployed (2015)
Manage the confisurations of the environments of all the stages
Manage the software components that get deployed

Manage the middleware components and middleware
configurations that need to be updated

Manage the database components that need to be changed

Manage the confisuration changes to the environments to
which these components are to be deployed

Eelease working software any time, any place Duvall et al. (2007)
Label a repository’s assets

Produce a clean environment

Label each buld

Create build feedback reports

Possess capability to roll back release

Multiple deployments to production Mohamed (2016)
Deploy a new release whenever one is needed

Development and production share a homoegenous Elbert et al. (2016)
mfrastucture

Configuration management tools
Automated deployment of software to different environments  Nielsen et al. (2017)

Deployments should include the automated provisioning of all Debeis (2011)
environments

Automated deployment Wielsen et al. (2017)
Continuous deployment

Early and frequent involvement of operations staff in the Debois (2011}
planning stages of major new releases

All the interviews were conducted by email The interviews were semi-structured
and ammed at exploring practitioners’ experiences with DevOps practices. All the
13 interviews were conducted between June and August 2019

DevOps practitioners were interviewed according to a preset script which included
semi-structured open-ended questions. The interview guideline addressed topics such as
DevOps practices and observations about it. Since no relevant conclusions could be

141



A maturity model for DevOps 483

drawn from the first iteration, in this second phase the authors changed the possible
answers for the DevOps practices maturity levels to the most voted levels from the first
phase. This was held since there were many maturity levels for each practice.

Table 9 Interviewees details
DevOps First  Second
ID'  Role Age  experience (Tears) Industry iteration iferation
I1  Head of DevOps 41 6 Software X X
Transformation development
I?  Solution Architect 46 8 Software X X
development
I3  Senior Manager 41 8 Software X X
development
I4  Senior DevOps Engineer / 26 3 Software X X
Team Lead development
I5  Head of Agile and DevOps 38 3 Software X X
Transformation development
I6  DevOps Manager/Evangelist 42 3 Finance X X
I7  Lead DevOps specialist 39 3 Healthcare X X
I3  DevOps Architect 38 8 Software X X
development
19 DevOps Operations Lead 40 3 Software X X
development
110 DevOps Engineer 33 4 Software X X
development
I11  Managing Director 48 8 Software X X
development
112 Senior Developer 38 6 Software X X
development
113  Lead DeviOps specialist 45 8 Software X
development
114  Senior Manager 30 7 Software X
development
I15 IT Development T. Leader— 37 6 Software X X
Applications development
Average 394 g

Table 10  Distribution of the number of practices per level from first iteration

Leveal Frequency
Level 2 il
Level 3 a0
Level 4 19
Level 5 9
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Grounded on maturity levels classification. and since all organisation are at level 1 (ad-
hoc) by default, the authors only asked the interviewees to associate the practices with the
most voted levels for each practice from the first phase. The distribution of the practices
by levels and the difference from the first iterafion are presented in Table 11.

Table 11  Distribution of the number of practices per level fiom second iteration

Level Freguency Difference
Level 2 10 -21
Level 3 54 +4
Level 4 iy +8
Level 5 18 +9

Analysing Table 11, one of the most relevant difference between the two phases is the
migration of some level two responses to the other levels. There is a clear increase of
level 5 votes. On the other hand. level 3 confinues to be the most voted level.

Only about one third of the previous level two votes remained. Although none of the
participants said anvthing about this, it seems that, since each participant had the chance
to choose from the most voted level from the first iteration, they considered a higher level
since that it was a possibility. Also, since that two from the first iteration inferview did
not answer this issue, it may have had an mfluence on this result.

The most voted levels are concentrated in two levels: three and four. The parficipants
only considered 18 practices to belong to a much higher maturity level (level 5). Since
level three is one of the most basic level, it had a much higher number of practices.

3.4.3 Manurity model

Although it 15 a single model, for ifs better comprehension, it was divided into
six parts. one for each capability. Even though the interviewees had the chance to add or
remove practices from the initial list, none of them did This means that the initial list
of DevOps practices remained unchanged through all these interview phases. Although
every participant had the chance to remove a practice and/or add an observation, there
were only few cases where 1t happened. However., since it was not coherent nor
consistent among the participants, those removed practices and observations were not
taken in consideration.

Each MM table is divided by areas (People, Process, Technology and Culture)
in which are presented the respective practices. Table 12 present the MM for Contimuons
Deployment. The rest of the MM can be seen in Appendix (Tables 189-24)
Accordmng these tables that, together, integrate the MM for DevOps, an analvsis has been
made.

Observing Table 19, it 1s possible to devise that there is only one practice from
level 2. Level 3 15 the level with more practices and level 4 and level 5 almost have the
same number of practices. If we look to the practices per area, since the author was not
able to find any practice associated with this area and the interviewees did not add any,
People does not have any practice. On the other hand. Process seems to be the area with
more practices, since it has at least one at each level.
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In both Tables 19 and 20, people area does not have any associated practice. On the
other hand. level 2 is more populated than it was in Table 19. Level 3 is the level with
more practices, while Process confinues fo be the area of DevOps with more practices.
Technology has at least a practice per level.

In the Continuous Monitoring (Table 21) it is possible to see the first practice for the
People’s area and is the only practice for the level 2 on this table. Process and
Technology have practices from the level 3 to level 3.

Table 22 is the people’s area confains more practices than the tables before. There are
three People practices and they are all in level 3. Culture is the most completed area in
this table, since it has practices in every level Level 5 only has one practice.

Table 23 is the one with less practices. The author could not identify more practices
from the literature and the interviewees did not add any. Level 3 1s the most populated
level and there is only on practice that does not belong to this level Technology is the
Area with most practices. On the other hand. there is no practice in People’s area.

Last but not least, Table 24 presents all the practices from Feedback Loops capability.
There was not found any practice in level 2. Level 3 only have practices for the Process
area, while level 4 contains practices for People, Process and Culture. Culture
seems to be an area where all ifs practices are from a greater maturity, since three out of
four practices presented in this area belong to level 5. The level with more practices is
level 4.

After analysing all the tables that confained the MM for Devps, a last analysis nmst
be conducted. The preliminary list for the MM was conducted by the author, through a
literature review. Although the fact that all the interviewees had the chance to add or
remove any practices they want, none of them did. This result in some capabilities with
less practices than others, and some areas with just few practices. If any of them had less
than four practices. it means that there will be levels with no practices.

People i1s the area with less practices from the four. On the other hand, Process,
followed by Technology are the areas with more practices. Level 3 is the level with most
practices while level 2 is the one with less practices. This may be due to the lack of
literature about this theme.

6 Demonstration

In order to demonstrate the arfefact, two teams fully compliant with DevOps were
assessed. Then, an interview was held with DevOps teams where the proposed MM was
tested. The objective is to demonstrate that the MM fulfils the purpose it was designed to
applying it in a professional environment Since not all capabilities or areas have
practices, only the capabilities/areas with at least one practice have been considered to
assess team’s maturity. According with CMMI, which has been previously presented, a
level can only be reached if all the practices from that level are executed.

6.1 First demonstration

The first team assessed operates in the services sector, in the field of Cloud and DevOps
consulting. The person responsible to conduct this demonstration is the DevOps
Operations Lead with three vears of experience in DevOps. Figure 7 shows the maturity
of the DevOps 1n this team.
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capability 15 the Feedback Loops, followed by CL

Figure 7 shows the maturity of the first feam. As it evidences, the most matured

At level 4, Feedback Loops has a maturity level almost all areas at level 5, if it was

not by the People’s area. This means that the team has all the practices implemented for
Culture and Processes, and a big part of the People’s practices. Looking to the CT,
Technology is at its maximum, level 5. Culture is the next area with more maturity and

Process is at the end.
Table 12  CDMM
Level 2 Level 2 Level 4 Level §
People
Process CD9 Label 2 CD2 Track which version CD1 Orchestrated CD1 Orchestrated
repository’s is deployed deployments deployments
assets CD3 Manage the CD16 Deployments CD7 Manage the
configurations of the should include the configuration
environments of all the  automated changes to the
stages provisioning of all environments to
CD4 Manage the software environments which these
components that get components are to
deployed - be deployed
CD3 Manage the CDS_REIM“
middleware components working software
and middleware any time, any place
configurations that need to CD15 Multiple
‘E‘ be updated deployments to
= CD6 Manage the database production
= components that need to
- be changed
é CD10 Produce a clean
= environment
g CD11 Label each build
- CD12 Create build
feedback Feports
CD14 Deploy a new
release whenever cne 1s
needed
CD17 Automated
deployment
CD18 Continuous
deployment
Technology - CD19% Development and CD21 Automated -
production share a deployment of
homogenous infrastructure software to
CD20 Configuration =~ Serent
v environments

management tools
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Table 12 CDMM (continued)

Level 2 Level 3 Level 4 Level 5
Culture - CD22 Team must provide overall CD24 Team  CD23 Teams

visibility into your application release  mmust be able to mmst be able to
activities and timing to all major speed lead provide self-
stakeholders times and make service, on-
CD25 Unite the two teams that worked 10T fequent  demand

= mdependently to work at tighter dppucation provisioning

2 Et:gp:atian y to work at tigh deployments at and

z the pace management of

= CD26 Both development and operations demanded by clound

= personnel should share the same the business  emvironments

& knowledge management resources and

= :

E CD27 Testers and operations personnel mfrastructure

= would be able to self- service Tesources

S deployments of the required version of

the system to their environments on
demand

CD28 Early and frequent involvement of
operations staff in the planning stages of
major new releases

Figure 7 First demonstration maturity (see online version for colours)

MW

Maturity level

Continuous Continuous Continuous Continuous  Infrastructure as Feedback Loops
Deplayment ntegration Manitaring Testing code

Capabilities and Areas

BN People BN Process I Technology Culture

Devlps Level

Locking to the other capabilities. they all are at level 2. Confinuous Monitoring has 3
areas at level 3 and seems to be the next most maturated capability.

In a more general view, the most maturated capability is Feedback Loops. The most
maturated area is Process.

6.2 Second demonstration

The second team is from the SD industry. The person responsible to conduct this
demonstration is the Senior Manager with eight vears of expenience in DevOps. Figure 8
shows the maturity of the DevOps in this team. The Y axis represent the maturnity level
and the X axis represent the DevOps capabilities and areas.

Looking at this figure, it is perceptible that this team has, in general, a nmch lugher
maturity than the previous one. Two capabilities at level 4 and one in level 3. CD,

146



488 D. Tefxeira et al.

Feedback Loops are the most matured capabilities while Infrastructure as a Code 1s the
less matured one.

Looking to the CD graphic. one of the areas reached level 5, while the others are at
level 4. Feedback loops has all its areas with similar maturity levels. Continvwous Testing
has one area in level 5, one in level 4 and the others in level 3.

CI, although it has 1 area in level 5 and another one in level 4, if 15 only in the
matunty level 2, due to its lack of culture maturity. Continuous Monitoring has the same
problem: although it has 1 area i level 3, one in level 4 and another in level 3, ifs
maturnty 15 only 2. The most immature capability is Infrastructure as a Code. On the three
areas evaluated, only one is above level 2.

Figure § Second demenstration maturity (see online version for colours)

Maturity level
(=1l IR R e

Continuous Continuous Continuaus Continuous  Infrasbructure as Feedback Loops
Deployment ntegration Manitoring Testing coude

Capabilities and Areas

BN People  EEEEE Process N Technology Culture Dev(ps Level

7 Evaluation and communication

Following the Pries-Heje et al. (2008) approach, in which the authors present the
importance of an ex ante perspective, with the evaluation occurring both prior to the
construction of an artefact IS, and an ex post evaluation. that is, evaluations that take
place after the artefact has been built. Plus, Venable identifies two main forms for the
DSEM evaluation (Venable, 2006):

*  grtificial evaluation 1s evaluating a solution fechnology in a contrived, non-real way

*  pafuralistic evaluation enables the authors to explore how well or poorly a solution
technology works in ifs real environment — the organisation.

Furthermore, an additional dichotomy is incorporated info the Pries-Hege's framework,
which is compnsed of the design product and design process. Using the defimition of
Dubin for each aspect of design theory (Dubin, 1976):

*  design product 15 “a plan of something to be done or produced”™

*  design process 15 “to so plan and proportion the parts of a machine or structure that
all requirements will be satisfied™

By distinguishing all these concepts, it is possible to map the objectives of evaluation and
what 1s more accurately adapted to the artefact constructed in order to prove the ufility,
effectiveness and other criferia, as shown in Figure 9 This framework for the DSEM
evaluation 1s supposed to facilitate the answer to the following questions — “What™ is
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evaluated, “When™ to evaluate, and “How’ to evaluate. Figure 9, helps us to answer these
questions by providing a high-level perspective, also considering that “P summarises the
essential characteristics of the evaluation Process, while C indicates the evaluation
criteria” (Pries-Heje et al.. 2008).

Figure @ Strategic DSEM evaluation framework (see online version for colours)

Ex Ante Ex Post
F; Iterview & (Questicmaire
, Tteration: C: Improvements identifiad
Diasign Frocass —— P ,
Percerved Success
Naturalistie IRl I
Design Product Design Product
Design Process Design Process
Artificial T =T -
Design Product Dresign Product

Source: Adapted from Pries-Heje et al. (2008}

However, further details are needed to answer these questions and several decisions need
to be made. This non-compliance is fulfilled with the proposed framework by Venable
et al. (2012) that is infended to be a complement to the strategic DSEM evaluation
framework mentioned above, providing for example a guide on how to select evaluation
methods.

The DSEM evalvation method selection framework suggests possible evaluation
methods. For the current study, Survey was selected, in a form of interviews and
questionnaires.

Concerning research commmmication, a part of this research is presented by one paper
and the whole research is represented by this document. The authors will now show the
evaluation that was given by the demonstration inguires, where the constructed MM was
applied by DevOps practitioners m its teams. The authors asked the participant to
evaluate the proposed MM: the inquired person had the chance to say anything he wanted
about this MM, if it was useful, complete or applicable in real life cases.

This first evaluation corresponds to the First demonstration case, where the
participant of 40 years old and three years of experience on the DevOps field applied the
MM in his team. The second evaluation is from the SD industry, where the parficipant is
responsible to conduct this demonstration is the Senior Manager with eight vears of
experience in DevOps. The following was stated {Table 13):

The participants evaluated the MM positively as it can be seen in evidenced by their
feedback. On the first case, the parficipant said that it is a valuable work and it can be a
good help for the DevOps implementation. The participant also said that as a service
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provider. some practices can be hard to get through because they are a true challenge to
implement.

The second participant in the evaluation stated that this MM is a useful tool to know
the maturity of DevOps in a team. The fact that the MM was build based on the literature
and improved with DevOps practitioners, gives this research more credibility. Although
the participant considers this MM complete, for him. it could get befter if all the Areas
had at least one practice, so it can measure the maturity of all the DevOps.

Taking these two evaluations in consideration, the feedback received is positive. Both
participants thought this iz a useful tool to measure the DevOps adoption. By the
feedback, it is possible to perceive that this MM is applicable in real cases. The
suggestion of improving the model to have at least one practice in each area 1s shared by
the authors. However, it was not possible fo find in the literature studies that deeply
explore DevOps and the people interviewed for the construction of this MM did not add
any practice.

Table 13 Ewvaluations of the MM applicability

m Evaluation

El “You produced such valuable work. This list can act as a service menu for a
DevOps process and culture implementation and at the same time this will help the
person in charge of the DevOps transformation keep the focus on what should be
deliversd to the stakeholders.

As a service provider, I cannot deny the difficulty to address some targets of your
work with my clients. For example. when you are workng to transform an ITIL
organisation to an Agile/DevOps crganisation, people tend to refrain the changes
and points as the “Share the feedback freely without blame™ are a true challenge to
be implemented.

For me, decide which parts of your practices should or not be implemented is a
matter to balance the client needs, the size of the client organisation and keep the
process as simple as possible.”

E2 “It is hard to find DevOps practices in the existent literature. It is even harder to
understand what is important and what is the correct order to implement, so the
team has solids basis.

This work provides an interesting set of DevOps practices, divided by the most
important capabilities. It is even better becanse I can have a vision by area.
Applying this MM to our team gave me msight inte what should be implemented
and in what order. Knowing that this was made with interviews to DevOps
practitioners give me more confidence in using this moedel as basis to future team
improvements decisions, as I can rely on this research.

This 15 a useful tool if you want to know the matunity of your team in DevOps.
Although I believe that it is a complete tool, I would consider it more complete if it
has more practices. At least, if every capability and every area had at least one
practice.”

5 Conclusions
In this research two SLE were conducted to respond fo the call by authors and

practitioners for a deeper theorefical and practical understanding of DevOps capabilities
and areas that could werk as-determinant facters and contribute to the implementation of
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DevOps. Then, a total of 28 interviews were performed with DevOps practitioners. With
their experience, the interviewees helped fo assign a specific maturity level for each
DevOps practice. At the end of the previous steps, the proposed MM for DevOps was
then completed. Grounded on the previous sections one may argue that all the proposed
Research Objectives were achieved:

Regarding RO1.1, the main Dev(ps areas were elicited and described, and they
specifically include culture, measurement. shanng, automation. technology. people
and process.

Concerning RO1. 2, the main DevOps capabilities have been also identified and
defailed. The elicited capabilities include CI, CD, continuous testing. feedback loops
between Dev and Ops and infrastructure as code.

After these sub-objectives are met. a MM for DevOps was built. It was sustained on
the previcus main areas and main capabilities. It was developed a new DevOps MM
based on CMMI MM to enable assessing any organiszation working model/state
against DeviOps model.

Regarding this. the main objectives that this research proposed were hit. Despite this, it
was possible to conclude the following set of insights:

L

Both DevOps practitioners and scientific studies continue to increase since 2015,
This study also identified some relationships between the DevOps areas and
capabilities based on the analysis of Figure 7. The documents that focus on the
DewvOps culture are most likely to relate it to all of the main capabilities found.
On the other hand. it is more difficult to find a document that relates Technology,
People and Process with the main capabilities.

The capabilities of CI and CD are the more investigated in the literature. The areas
that most relate with them are Culture, Sharing and Automation. These three areas
are the most referred DevOps areas in the literature. Processes seems to be the area
that less influences the capabilities, while Infrastructure as Code is the capability
which the fewest studies fend to relate with DevOnps.

This research has brought contributions to the academic and scientific commumnity by
exploring a field that had not vet been explored and proposing a novel artefact. It has
also improved the knowledge base and endeavoured to lay down new bases for
further research.

This research is a new systematised contribution to knowledge. through the
identification of patterns that have been recognised in the literature —and that. as
such, corresponds to a new level of knowledge in the approach to the topic. This
research also provides some confributions for professionals and practitioners. In the
absence of studies exploring the DevOps main capabilities and DevOps areas, and
even the relationship between them, this research brings new insights on how and
why practitioners should adopt DevOps practices and which areas they have fo
change or, at least, keep in mind as being relevant for an effective adoption of

DevOps.
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»  Based on these findings. and using the summarised information provided in this
work as a starting point, the authors deepened the identified DevOps areas and
capabilities to be an a priori and open model. which was the target of this research
project — which aimed to test and refine this systematised view (in the form of a
MM, having not only implications for existing scientific knowledge but also being
useful for organisational practices of DeviOps.

&1 Limitations

Regarding limitations, it was not possible to gather enough information and present a
robust conclusion regarding specific topics. such as Outcomes, since DevOps is a recent
subject. The current research cannot fully avoid biases since it has excluded literature
sources written in other languages or unavailable in electronic databases. Since DevOps
15 recent, there are not a lot of experts in this area. This limited the interviews on each
phase (Prates et al., 2019).

8 2 Future work

In the future, research should be carmied out into the most referenced capabilities, CT and
CD and the most referenced areas, Culture, Sharing and Auwtomation, as they seem to be
essential in the DevOps movement. Also. it would be interesting to deeply explore the
relationship between CI and Culture, Sharing and Automation as these areas seem fo
relate the most with the main capability found among this literature review. It is also
expected that the proposed MM needs to be evolved in the future. As any other research
this process 1s normal. But in this case is even more evident since DevOps is recent and
more organisations are implementing it and academics investigating if.
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Appendix
Table 14  CI practices
Continuous infegration
Fractice Author
People - -
Process Automation of tasks Nielsen et al.

Provision of virtualised hardware resources via scripts (instead of (2017)

doing manual configuration work)

Developers should make use of continuous integration, that is
branch-out and merge- back their work with the software
maimline (the trunk) several times a day, in order to discover
integration risks as early as possible

Continuous mtegration cycles to mclude also software release
Continuous feedback loop

Enable rapid automated regression testing of code changes

Test in a clone of the production environment
Make it easy for anyone to get the latest executable

Technology Use of cloud services

Tools nteroperability for unifying force across diverse teams,
skills, technology langnages. and methodologies

Version Control

de Franca et al.
(2016)

Marmjan et al.
(2018)

Sharma (2017a)

Mielsen et al.
(2017

Humble and Farley
(20113

An Automated Build
Uze buld servers Sharma (2017a)
Maintain a single-source repository
Automate the bwld
Culture Collaboration between teams Luz etal (2018)
Development and QA teams perform unit and integration testing  Sturm et al. (2017)
Operations participates in integration and load testing to assess
operational readiness
Agreement of the team Humble and Farley
(2011)
Make sure everyone can see what 1s happening Sharma (2017a)
Table 15  Contimuous monitoring practices
Continuous monitering
Practice Author
People Amnalysis skills Wiesche (2018)
Process Define some nseful measurement metrics Wielsen et al. (2017)

Ensure continuous feedback provided through the monitoring
process and the users
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Table 15  Continucus monitoring practices (continued)
Continuous monitoring
Practice Author
Process Application meonitoring Sharma (20176)
System moenitoring
Application user behaviour
User sentiment
Delivery pipeline metrics
Systems are monitored after deployment Zhm et al. (2016)
* Instrumenting your applications and your infrastructure so Humble and Farley
you can collect the data you need (2011}
s  Storing the data so it can easily be retrieved for analysis
+  Creating dashboards which aggregate the data and present
1t in a format swtable for operations and for the business
#  Setting up notifications so that people can find out about
the events they care about
Technelogy Amnalytics can be used to integrate the system and infrastmictore Lwakatare et al.
performance data with customer usage behaviour (2013)
Not just gather this data but also nm analytics on it Sharma (2017h)
Basic services such as dashboards Senapathi et al.
(2018)
Use a Realtime User Monitoring tool Ench et al. (2014b)
APIs or services Humble and Farley
The application should use to notify the operations team of its (2011)
state
Culture Collaboration between developers and operations so that the  Lwakatare et al.
systems are designed to expose relevant information (2015)
Table 16  Continnous testing practices
Confinuous testing
FPractice Author
People Understand test automaton funchons Wiesche (2018)
Automate tests
Understand functionalities for test management
Process Script-based testing early and throughout the software Nielsen et al. (2017}

delivery process
Shorten later testing cycles
Ensure continuous feedback on quality

Testing earlier and continiously across the life cycle Sharma and Coyne (2015)
High test coverage of high-risk areas Martjan et al. (2018)
Integrate testing activities as closely as possible with Fitzgerald and Stol (2014)
coding
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Table 16
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Continuous testing practices (continued)

Confinuous festing

Practice Author
Technology Virtualisation to simulate the production environments Silva et al. (2018)
Test case generation Vassallo et al. (2017)
Culture Both IT Development and IT Operations should carry out  Nielsen et al. (2017)
guality assurance and be responsible for test automation
Each developer should take personal responsibility for their De Bayser et al. (2013)
code and write the test cases
Testing on real users at scale Feitelson et al. (2013)
Driving development with tests Vassalle et al. (2017)
TDD is a development practice that starts with writing tests Perera et al. (2017h)
before you write any code
BDD encourages working with the business stakeholder to
describe the desired business functionality of the
application
ATDD builds on TDD and BDD, and it is invelved in
finding scenanios from the end user perspective
Testing/quality team 15 connected with Development team  Moehamed (2015)
early in the development cycle to create the required test
cases
Table17  Infrastructure as a code practices
Infrastructure as code
Practice Author
People - -
Process Versioning environments Mohamed (2016}
Technology Entire infrastructure in a common language Luz etal (2018)
Automate server Sharma and Coyne
Genenic tools (2013)
Application or middleware-centric tocls
Environment and deployment tools
Culturs Everyone knows how the execution environment of an Luz et al. (2018)
application is provided and managed
Table 18  Feedback loops practices
Feedback loops between Dev and Ops
Practice Author
People Feadback ability, in both directions — so, to give feedback but  Wiesche (2018)
also to accept it
Process Shorten later testing cycles to ensure continuous feedback Nielsen et al. (2017)

Ensure continuous feedback provided through the monitoring
process and the users
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Table 18  Feedback loops practices {continued)

Feedback loops between Dev and Ops
Practice Author

Process The frequency of integration 15 also important in that it should Fitzgerald and Stol
be regular encugh to ensure quick feedback to developers (2014)
Mechamisms to invelve users in the development process and Rodriguez et al.
collect user feedback from deliveries as early as possible (2018)

Techniques need to be nomntrusive se that users are not

stressed with contimous feedback requests

Short feedback loops

Feedback loops strategy Science (2016)
The measurement results should be provided to not only the  Fong et al. (2016b)
operation people, but also the development people

Any change. of whatever kind, needs to trigger the feedback  Humble and Farley
process (2011)

The feedback must be delivered as soon as possible

The delivery team must receive feadback and then act on it

Technelogy — -

Culture Share feedback freely without blame Perera et al. (2017a)
High focus on requirements Mielsen et al. (2017)
Management through close relationship with the users to
determine their needs and quickly react on their feedback
Keeping a constant feedback about the current state of the Rodriguez et al.
system (2018)

Table 19  CDMM

Level 2 Level 3 Level 4 Level 5

People - - - -

Process  CD® Labkel a CD2 Track which version CD1 Orchestrated CD1 Orchestrated
repasitory’s 1is deployed deployments deployments
assets CD3 Manage the CD16 Deployments CD7 Manage the

= configurations of the should include the configuration

5 environments of all the  automated changes to the

g stages provisioning of all environments to

f;. CD4 Manage the software SnvIronments which these

L components that get components are to

g deployed be deployed

E CD5 Manage the griiizlzzsﬁeware

B middlew: ts ' =

: il compone e
configurations that need to CD15 Multiple
be updated deployments to
CD6 Manage the database production
components that need to
be changed
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CDMM (continued)

Level 2

Level 3 Lavel 4 Level 5

Continuous deplovment

Process

Technology —

Culture -

CD10 Produce a clean
environment

CD11 Label each build

CD12 Create buld
feedback Feports
CD14 Deploy a new
release whenever one 1z
needed

CD17 Automated
deployment

CD18 Confinmous
deployment

CD19 Development and  CD21 Automated -
production share a deployment of
homogenous infrastructure software to

CD20 Configuration =~ ‘iierent
management tocls ERVITONImEnts

CD22 Team must provide CD24 Team must CD23 Teams must
overall visibility inte your be able to speed  be able to provide
application release lead times and self-service,
activities and timing to all make more frequent on-demand

major stakeholders application provisioning and
CD?25 Unite the two feams deployments at the management of
that worked independently P2¢& de_mandfd by i:louFl environments
to work at tighter the business and infrastructure
integration Tesources

CD26 Both development

and operations personnel

should share the same

knowledge management

resources

CD27 Testers and
operations persomnel
would be able to self-
service deployments of the
required version of the
system to their
environments on demand

CD28 Early and frequent
mvolvement of operations
staff in the planming stages
of major new releases
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Table 20

CIMM
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Level 2 Lavel 3

Level 4 Level §

Continuous integration

People

Process

Technology CI11 Version

Culturs

CI8 Make it
easy for anyone ¢y provision of

to get the latest 301550 d hardware
executable Tesources via scripts

CI1 Automation of tasks CI4 Contimuous -

feedback loop

CI7 Testm a
clone of the

(instead of doing manual production

confisuration work)
C13 Developers should

make use of continnons

mtegration, thatis
branch-out and merge-

back their work with the

software mainline (the
trunk) several tumes a

day. in order to discover
ntegration nisks as early

as possible

CI5 Contimuous
mtegration cycles to
mclude also software
release

16 Enable rapid
automated regression
testing of code changes

CI12 An automated
contral banld

CI15 Automate CI13 Use build servers
the build

CI14 CI17 Development and
Collaboration QA teams perform unit
between teams and integration testing

CI19
Agreement of
the Team

environment

19 Use of cloud CI10 Tools

SETVICES interoperability for
unifying force across
diverse teams, skills,
technology
languages. and
methodologies

CT14 Mamntain a
single-source
repository

CI18 Operations —

participates in

integration and

load testing to

assess

operational

readiness

CI20 Make sure
EVEryone can see
what 15

happening
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Table 21  Contimmous monitoring MM
Level 2 Level 3 Level 4 Level 5
People CM1 - - -
Analysis
skills
Process CM4 Application  CM2 Define some CM3 Ensure
monitoring useful measurement  continuous feedback
CMS5 System mefrics provided through the
monitoring CM6 Application user xlﬁﬁg process and
CMS Delivery ~ Dehaviour
pipeline metnics CM7T User sentiment
CM11 Storing the CM® Systems are
data so 1t can easily monitored after
be retrieved for deployment
analysis CM10 Instrumenting
CMI13 Setimgup  your applications and
notifications so that your infrastructure so
2 people can find out  you can collect the
= about the events data you need
g they care about CM12 Creating
£ dashboards which
g aggregate the data and
= present it in a format
= suitable for operations
] and for the business
Technology CMI16 Basic CM19 The application CM14 Analytics can be
services such as should use to notify  used to integrate the
dashboards the operations team of system and
CM17 Use a its state mfrastrueture
realtime user performance data with
monitoring tool E';Sht;ﬂl;ruu“ge
CMIS APL or CML15 Not just gather
this data but alse run
analytics on it
Culture CM20 Collaboration
between developers

and operations so
that the systems are

designed to expose

relevant mformation
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Table 22  Continuous testing MM
Level 2 Level 3 Level 4 Level 5
People - CT1 Understand test - -
automation functions
CT2 Automate tests
CT3 Understand
functionalities for test
management
Process - CT4 Seript-based CT5 Shorten later  —
testing early and testing cycles
throughout t]_:“_? ) CT7 Testing earlier
software delivery and continiously
process across the life cycle
CT6 Ensure  CT8 High test
continuous feedback coverage of high-risk
on quality areas
CT9 integrate testing
activities as closely
= as possible with
é coding
S Technology — CT10 Virtualisation to — -
E simulate the
= production
= environments
% CT11 test case
- generation
Culture CT15 doving CT13 Each developer CT12 Both IT CT14 Testing
development with  should take personal  development and IT on real users at
tests responsibility for their Operations should — scale
CT16 TDD is a code and write the test carmy out quality
development cases assurance and be
practice that starts  CT17 BDD respansible for test
with writing tests ~ encourages working T ooanon
before you wnte  with the business
amy code stakeholder to describe
CTi0 the desired business
Testing/quality ﬁmqiilm:u_ahty of the
team is connected ~ 2PPlcAnOR
with Development CT18 ATDD builds on
team early mthe  TDD and BDD, and it
development cyele is involved in finding
to create the scenarios from the end
required test cases user perspective
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Tahle 23 Infrastructure as code MM

Level 2 Level 3 Level4 Level 5
People - - - -

Process - [ACI Versioning environments - -

Technology — [AC?2 Entire infrastructure ina  — -
commen language

[AC3 Aufomate server
[AC4 Generic tools

IACS Application or
middleware-centric tools

[ACS Environment and
deployment tools

Culture - -

Continuous monitoring

IACT Everyone knows how
the execution environment of
an application 1s provided and

managed
Table 24  Feedback loops MM
Lewel
2 Level 3 Level 4 Level 5
People - - FL1 Feedback ability, in -
both directions — so, to
give feedback but also to
accept it
Process - FL2 Shorten later ~ FL3 Ensure continmous  FL& Techniques need to

testing cycles to feedback provided through be nonintrusive so that
ensure continuous  the monitoring process  users are not stressed

o feedback and the users with continuous feedback
g FL4 The frequency FLS5 Mechanisms to Tequests
= of integration is also invelve users in the FL% Any change, of
= important in that it development process and whatever kind, needs to
" should be regular  collect user feedback from trigger the feedback
§ enough to ensure  deliveries as early as ProCess
£ quick feedback to  possible
E developers FLS Feedback loops
= FL7 Short feedback strategy the measurement
loops results should be provided

FL11 The delivery 1@ 1ot only the operation

team must receive people. but also the

foedback and then  UEvelopment people

act om it FL10 The feedback must
be delivered as soon as
possible
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Tahle 24 Feedback loops MM (continued)

Level
2 Lavel 3 Level 4 Level §

Technology — - - -

Culture - - FL13 High focus on FL12 Share feedback
requirements freely without blame

FL14 Management
through close relationship
with the users to
determine their needs and
quickly react on their
feedback

FL15 Keeping a constant
feedback about the
current state of the
system

Continuous monitoring
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in the incident management process. The authors believe, based on experience
as practitioners, that agile software development methodologies are fair enough
to be used on Incident Management process, to quickly restore the business
nferruption. An application management team which solves mcidents and
applies DevOps practices was studied. Three data collection methods were
used: interviews, document analysis and observation. This research provides
novel findings supported by metrics and real experience implementing DevOps
practices in incident management process. The novelty of the findings brings
advantages for academics, and due to the exploratory nature of this research
it extends the body of knowledge. It also provides confributions for
practitioners, by showing how these practices can be applied and the result of
the implementation of these practices. Directions of future work are also
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1 Introduction

Organisations, since a few decades, have been changing their business management due
to the constant competitive behaviour and new technologies, thus, organisafions have
begun to consider their core business proposifion to provide services, changing the world
economy to a service-based economy (Badinelli et al. 2012). Services are considered
interactive processes between customers and service providers where the customer
benefits from the expertise of the service provider (Stokburger-Sauver et al., 2016). Thus,
to measure the efficiency of services, the discipline of service management was created
s0 organisations could understand how value can be created (Verma, 2000; Stokburger-
Sauer et al., 2016).
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To stay competifive, organisations, need to respond to the dynamic changes that
markets require, to offer a befter experience to their customers and to innovate with new
services and products (Somi, 2016). Part of these dynamic changes are grounded on
technologic advances. Therefore, organisations have been realising that the information
technology (IT) is fundamental fo their success (Park et al. 2006). IT changes how
organisations work, changing business processes, infernal and external commmnication
and most importantly, affects how organisations deliver services to customers (Alsolamy
et al . 2014).

Since organisations have started to see the importance of IT. they have begun
to implement complex and dynamic IT systems to support their business processes
{(Tamous et al., 2017). Given the increasing dependence on IT and to support these
business processes. organisations began using the term service (Cannon and Wheeldon,
2007). Thus, the concept of IT service started to grow.

Due to both the expansion of IT services and changes in the world economy to a
service-based economy, organisations have started to adopt IT Service Management
(ITSM) (Pereira and da Silva, 2012). The ITSM is becoming an mtegral part of
organisations (Mora et al., 2015), since it provides a set of acfivities to align, design,
deliver, manage and improve how IT 15 used within an orgamsation (Wang et al., 2010).

Despite the existence of some IT frameworks to assist orgamisations in ITSM
implementation, some organisations still struggle to understand the concept behind
ITSM, how its processes are mmplemented (Femfert, 2017) and how to identify which
process should be implemented first (Jamous et al, 2017). However, one of the most
implemented ITSM processes is the Incident Management (IM) process (Gacenga et al.,
2011; Jantti, 2011; Aguiar et al., 2018).

The Information Technology Infrastructure Library (ITIL) for example, which is one
of the most used frameworks to implement ITSM (Pereira and da Silva, 2011; Aguiar
et al., 2018) includes the IM process as a core service operafions process (Cao and Zhang,
2016). IT operations execute daily fasks to ensure the normal business operation and
manage the IT infrastructure (Cannon and Wheeldon, 2007; Cao and Zhang, 2016).

The IM process focuses on restoring a service downfime as cquickly as possible
{Tan et al.. 2010) to avoid any impact to the business users in their daily activities (Ghrab
et al, 2016). Due to the competitiveness of the market. organisations want to provide a
service of excellence to their customers, and one way to do it is fo minimise the negative
impact of service interruption on businesses by implementing IM correctly to restore
services promptly (Yun et al, 2017). The agile software development methodologies
emphasise the rapid software development using frequent and small iterations of
development, which is the ideal to restore downtime services to avold a larger impact for
the business (Beddle et al.. 2001; Gotel and Leip. 2007; Uikey and Suman, 2016).

To deal with the constant change of requirements, agile methodologies. like SCRUM.
Extreme Programming and DevOps were created (Highsmith and Cockburm, 2001; Gotel
and Leip, 2007; Laukkarinen et al, 2017). Software developers started to realise that
on the traditional software development methodologies it was very difficult to
incorporate the clients feedback as the development lifecycle is progressed (Barksdale
and McCrickard, 2012).

These agile methodologies. are grounded by the effecfive commmunication
collaboration and coordination (Hannola et al., 2013; Suomalainen et al., 2015;
Suomalainen and Xu, 2016), not only inside the software development teams but also
befween the software development teams with the business (Liu et al. 2015; Soni, 2016).
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The IM process resolufion also has a lot of manual tasks and is time consuming
{(Gupta et al, 2008) while one of the premuses of DevOps is to aufomate manual
processes, like testing, to deliver new functionalities and bug fixes (Sharma and Coyne,
2014).

DevOps 15 a software development culture that ires to elinunate the lack of
collaboration between development and operations teams (Mahanta et al. 2016; Chen,
2019) by teaming them up to promote cooperation, collaboration and comnmmnication
{Guerriero et al.. 2016; Silva et al., 2018).

Building on the previous statements and context there is a gap on the IM process that
may be solved by using the DevOps culture. So. this research has the following objective:
Explore the relationship between DevOps and the IM process and understand the impacts
that DevOps adoption may cavse on the IM process.

This research aims to contribute to befter a understanding of the impacts that the agile
philosophy DevOps may cause on both practitioners and business vsers, which currently
15 seen as an unclear area (Kamuto and Langerman, 2017; Prates et al., 201%). More
specifically, this research contributes by exploning the impact of DevOps adoption in the
I process.

The remaining article is organised as follows: Section 2 describes the main concepts
that frame this research and also examines DevOps case studies (C5s) to confirm that this
15 an exploratory research; then, Section 3 describes the advisable CS research
methodology; subsequently. in Section 4. the authors list all the data that will be needed
to conduct the CS; next. Section 5 explains how the authors transform the collected data
for analysis; lastly. Section § details the main conclusions of the findings discovered
during the analysis phase as well as explain the main contributions for academics and
professionals.

2 Literature review

To add more scientific rigor to our research, the authors decided to follow the concept-
cenfric approach proposed by Webster and Watson (2002). The literature was collected
when analysing several databases such as IEEExplore. ACM, Research Gate and the
search engine Google Scholar. Also. this research was made between September 2017
and January 2018, but the author has maintained currency to date.

2.1 Incident management process

Mentioned as one of the key pieces to support any IT system (Pereira and da Silva, 2012)
and one of the most implemented ITIL processes (Limanto et al., 2017), the IM process
aims to solve incidents and restore services (Wang et al., 2017) while mitigate the impact
on business activities and avoiding econonuc losses (Lou et al, 2013).

Since the organisations” main goal is to generate profit, economic losses must be
avoided or mitigated as soon as possible. Moreover, the IM process is not only about
solving the issues quickly, Dut also anticipating and preventing future or repeated
incidents from happening (Bezerra et al., 2014; Kikochi, 2015; Saarelainen and Jiniti,
2016).
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An incident can be defined by the intermuption of the organisation activity causing
negative impacts, like the customers’ confidence and financial and productivity loss
(Latrache et al., 2015).

In ITTL framework, the Application (AM) is one of the specialist groups, which
somefimes also plays the role of application development: “In many cases the same feam
will be responsible for Application Developments as well as support™ (Cannon and
Wheeldon, 2007). Such statement indicates that the team that should operate applications
and solve incidents can also develop new features for the application bridging the gap
between the IT operations and development that DevOps culture tries fo solve.

2.2 DevOps

When developing products and services, there exists a lack of commmunication between
the development and operation teams that are responsible for delivering these products
{(Rong et al, 2017). The main gap between development and operations teams is the
atfitude toward changes: the development side embrace the changes as something they
need to achieve, but on the other side, operations trv to avoid the changes to nof
compromise the system stability (Hussain, 2013). Besides the fear of change, there exists
other problems: risky deployments. the blame-game. where the operations find the
production 1ssues and blame the developers for bad developments: and isolation. where
developments from programmers. testers and quality assurance oceur in silos, while the
operations silo includes database administrators, systems administrators and operators
{(Wahaballa et al, 2015; Katal et al. 2019). To face these problems between the
development and operations teams, a new agile culture appeared. DevOps.

The Dev is from Developers and Ops from operations, promoting the collaboration
between this two teams sharing tasks and responsibilities while being empowered with
full accountability of their service and its underlyving technology stack. from
development, to deployvment and to support (Perera et al., 2017a). This research follows
the definition of Dk et al. (2015) which define DevOps as: “DevOps is a mindser,
encouraging cross-fimciional collaboration between feams — especially development and
IT gperations — within a software development organisation, in order fo operate resilient
sysiems and accelerate the delivery of changes”. Besides collaboration. DevOps has
another main concept. which is the automation fo configure and manage deplovment
environments (Riungu-Kalliosaan et al | 2016; Gupta et al., 2019).

Soni (2016) also says that the philosophy behind the DevOps concept is “the faster
vou fail. the faster yvou recover” (Soni, 2016). This means that the faster the deplovment
of a solution including customers’ feedback, the faster developers will be able to make
the necessary improvements fo enable a befter customer experience.

Based on the fast feedback from the application users it would be possible to identify
possible incidents sooner. Automation is encouraged by DevOps. Joining the automation
with the faster feedback from the application users, the resolution of the incidents can be
deployved m production faster, avoiding economic losses for the organisations and
confributing to the stability of the application.

2.3 DevOps practices, benefits and challenges

This section lists the main DevOps practices, benefits and challenges found in the
literature. More information about the authors that identified challenges and benefits can

175



176

344 J. Fausiino et al

be seen i Table 1. The authors have given an ID for each benefit (Bx) and challenge
(Cx). For a befter understanding is not our goal to ring consensus about DevOps
practices. A recent study (Jabbari et al. 2016) synthesised DevOps’ practices
that practitioners have been applying so far. Other studies referring to DevOps practices
can be found amongst the literature (Sharma and Covne, 2014; Soni, 2016; Punjabi and
Bajaj, 2017; Stoneham et al., 2017) but not so complete. Therefore, Jabbari™ list is used to
guide this research about the practices that DevOps includes. These practices can be
found in Annex 1.

Table 1 DevOps benefits and challenges

No. of
ID Concepts References refersnces
Bl Improved code quality,  Erich et al. (2014), Shahin (2015), Mahanta et al. g
quality assurance and (2016), Rinngu-Kalliosaari et al. (2016), Soni
reliability (2016), Laukkannen et al. (2017), Palihawadana
etal., 2017) and Perera et al. (2017h)
B2 Better communication Erich et al. (2014), Karapantelakis et al. (2018), 6
Fimngu-Kalliosaari et al. (2016), Som (2016).
Laukkarmen et al. (2017} and Perera et al. (2017h)
. B3 Application stability Foche (2013), Gottesheim (2015), Guerriero et al. 5
= (2016), Mahanta et al. (2016) and Somi (2018)
E B4 Visibility to the customer Foche (2013), Gottesheim (2015), 4
- of the implemented FRiungu-Kalliosaari et al. (2016) and Soni (2016)
features
B3 Continuous Erich et al. (2014) Mahanta et al. (2016), 4
expernimentation Fimngu-Kalliosaari et al. (2016) and Som (2016}
B6 Maximising competences Shahin (2015) and Riungu-Kalliosaari et al. 2
(2018)
B7 Testing with real Fiungu-Kalliosaari et al. (2016) 1
customers
C1 Insufficient Piungu-Kalliosaari et al. (2016), Hussain et al. 3
commmication (2017) and Perera et al. (20170)
C2 Industry constraints Sharma and Coyne (2014) Eiungu-Kalliosaan et 3
% al. (2016) and Laukkannen et al. (2017)
%ﬁ C3 Deep-seated compamy Shahm (2013) and Rrungu-Ealliosaari et al. 2
ﬁ culture (2016)
~ (4 DevOps is unclear but Fimngu-Kalliosaari et al. (2016) 1
also Evolving
C3 Deployment automation  Mahanta et al. (2016) 1

for several technologies

2.4 DevOps outcomes vs. benefits

This section aims to elicit which benefits one could expect from DevOps™ practices
implementation. To do that, the authors searched in the literature for DevOps CSs
(Table 2} and synthesised the outcomes and benefits reported by each one. At the end,
one can confirm that none of the CSs found was applied to the IM context which proves
the novelty of this research.
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Table 2 Extant DevOps case studies in the literature in application development

ID DevOps practices implemented Reference (author, year) Industry

C5.1 Automated tests; automated monitor; Roche (2013) M/A
feedback loops; process standardisation

C5.2 Continuous integration; automated Soni (2016) Financial industry
monitor; deployment and test automation — insurance

C5.3 Continuous integration Laukkannen et al. (2017) Health

C5.4 Continmous improvement, test autemation; Sharma and Coyne (2014) Software
shift-left; infrastmucture as code development

C5.5 Test automation; deployment automation; Punjabi and Bajaj (2017) Software
continuous integration; development

C5.6 Continuous monitor; deployment Karapantelakis etal (2016}  Software
automation development

C5.7 Continuous integration; test automation; Stoneham et al. (2017) Fetail
deployment automaticn

C5.8 Continuous integration; feedback loops Stoneham et al. (2017) Government

agencies

C5.9 Continuous integration; infrastmcture as  Stoneham et al. (2017) N/A (Regulated)
code

C5.10 Stakeholder participation; contimious Stoneham et al. (2017) Large consume
infegration; automated monitors;
continuous planning

C5.11 Continmons integration; test automation; Stoneham et al. (2017) MN/A

feedback loops; stakeholder participation
C5.12 Continmous integration; automated tests  Croker and Hering (2016) N/A

C5.13 Continuous integration; deployment Shivakumar (2017) N/Aa
automation; test antomation; automated
monitor

For better comprehension, the authors grouped the outcomes with a generic description of
the outcome. An outcome can be written in a different way depending on its context but
mean the same, so the authors have grouped these outcomes by what they have
understood from the meaning of the outcome.

Information is svnthesised in Tables 3 and 4 fo identify which oufcomes lead to which
benefit and how many times each benefit and outcome is identified by the CSs. It is
interesting to note that all CSs reported benefits but only two reported challenges and that
the benefits “Breaking Down the Silos™ and “Short Release Cycles™ are reported by most
of the CSs.

Analysing Table 3, the following conclusions can be drawn. The improvements in
code quality and reliability are present in DevOps in nine CSs (69%), respectively. The
objective of DevOps is to deliver fast of high quality, and our literature review confirms
it in practice. Better commumnication was only matched with “Breaking down the Silos™;
howewer, this was found in seven of 13 CSs, which also represents more than 50% of the
sample of CSs. Application stability was also found nine times in the CSs. This shows
that DevOps culture works. The final objective of each software project is to deliver with
quality, but it 15 also important to deliver stable software. Having developers and
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operators working together monitoring the application stability brings great results,
building confidence between the IT and business teams.

Table 3 DevOps outcomes and benefits

CsID Outcome Bengfit/Challenge ID (Section 2.3)
Cs1 Breaking down the silos B2; Bé
Short release cycles B3. B4
Ccs2 Short release cycles Bl:B3; B4
Application availability B3
C53 CI brings quality Bl
Industry constraints C2
C54 Short release cycles Bl;B3; B3
Industry constraints C2
Breaking down the silos B2
C53 Shert release cycles B4 B3
C56 Short release cycles B3
Application availability B3
C57 Breaking down the silos B2
Short release cycles B1; B3
Ccs8 Short release cycles Bl
Breaking down the silos B2 Bé
High scalability B3
C590 Application availability El; B3
C5.10 Breaking down the silos B2
Short release cycles Bl
cs1 Breaking down the silos B2
Short release cycles B3
c5.12 Short release cycles B3
Improved securty with resiliency Bl
C5.13 Short release cycles Bl B3

Tahle 4 Chitcome vs. benefit

Bl B2 B B4 BY B6 (2 Total

Breaking down the silos & 2 9
Short release cycles 6 5 2 5 18
Application availability 1 2 3
CI brings gquality 1 1
Industry constraints 1 2 3
Improved secunity with resiliency 1 1
High scalability 1
Total 9 6 9 2 5 2 2
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Analysing Table 3, “Short Release Cycles” appears to be the most beneficial practice.
Having short release cycles bring a lot of benefits since developers and operators deal
with smaller chunks of code, if 15 easier to maintan. test and deploy. This also allows the
business fo see their application grow step by step and be able to provide feedback to
include in a possible next release, creating a user engagement between the application
and the business users.

As far as the authors could find, the application of DevOps culture on the IM process
remains an unstudied field. Therefore, grounded on the mofivation presented in the
Introduction, this research intends to provide more insights about the possible application
of DevOps culture on the IM process. At the end of this research. the authors propose to
answer the research questions (R()) presented in Table 5. Since no researches exist about
the application of DevOps on the IM process, it is possible to conclude that this research
15 exploratory.

Az shown in Table 2, some scienfific studies exist about DevOps application
but none of these researches aimed fo study or elicit any conclusions/implications
regarding the IM process. In Figure 1 there is possible to analyse the relationship between
Tables 14

Figure 1 Relationship between case studies, outcomes and benefits and challenges
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3 Research methodology

Since the research in the domain of DevOps application in the IM process is in its very
early stages. as stated in the previous section. the nature of this research is exploratory
rather than hypothesis testing. Exploratory research is meant to start a studv on a
determined phenomenon observed, where there are no prior (or few) works (Zaidah,
2007). Zaidah (2007, p.1), argues that “a case study enables the researcher to examine the
data within a specific context™.

Yin (2009) argues that questions like “what’ are exploratory since the purpose is fo
develop propositions for further inquiry, which fits the questions that were previously
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stated. A C5 also has “how’ and “why’ questions, where the researcher does not have
confrol over the variables, which suits this research (Perry et al., 2004).

Moreover, a C5S is built around a question (Thomas, 2016). which in this case is,
“How do DevOps affect professionals working on the Incident Management Process™
For a better synthesis of this research, the authors detailed the main question in several
research questions that can be found in Table 5. Following Thomas (2016) theory, this
CS is classified as a local knowledge case since the study focus on a team that applies
DevOps practices and use the IM process. More information regarding this team can be
found in Section 3.2.

Perry et al. (2004) also argues that CS is a powerful method for exploratory
researches because they try to understand and explain the phenomenon or construct
theory.

Since this research focuses on the analysis of a single team. which will be a single
unit of analysis as described by Yin (2009), the authors argue that this research follows a

single CS approach.

Table 5 Fesearch questions

Research question ID Description Article section
RQ1 What DevOps practices can be used in each phase of IM?  5.1.1;3.2; 33;
RQ1.1 How can these practices be applied? 511:32:53;
RQ12 Why should these practices be applied? 511;3.2;53;
RQ2 What are the benefits of using DevOps practices in IM? 512
EQ3 What are the challenges of using DevOps practices i IM? 513
EQ4 How do DevOps improve the resolution of incidents? 514

For a better understanding on how this research maps with Thomas™ framework, to tuild
a CS, Figure 2 describes the different classifications of our research according to
Thomas™ framework and guidelines.

Thomas (2016) also says that time is important and defines three timeframes:
Retrospective (where the studied phenomenon happened in the past); Snapshot (where
the study happens on a timeframe); and Diachronic (where the study shows a change over
time). Since this CS is based on the experience (past) of a single team, this C5 is
considered as retrospective.

According to Thomas (2016), C5s are about seeing different behaviours from
different angles, so many authors adwvise the triangulation of several data collection
methods (Tellis, 1997. Modell, 2005). Therefore, the authors will use triangulation
between the following research methods: semi-structured interviews, document analysis
and observation recommended by Thomas (2016).

To sum up, performed CS will follow a single. refrospective approach. and the
triangulation of methods (semi-structured interviews, data analysis and observation) will
be used to enrich the research findings.

In the following sub-sections, the authors explain how this research maps the C5
stages proposed by Telis (1997) and Yin (2009): Design the CS Protocol; Conduct the
C5; Analyse C5 Evidences; and Develop Conclusions. Subsequently, to demonstrate the
validity of our C5, the authors use the C5 wvalidity test proposed by Yin (2009} to
demonstrate our research rigor and relevance.
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Figure 2 Path for the CS, adapted from (Thomas, 2016)
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3.1 Designing the case study protocol

On this stage, it is required to determine the necessary skills to conduct the TS and
develop a protocol where a reading about the topic should be done, to create some draft
questions. Tellis (1997) uses Yin as an example arguing that researchers should be good
listeners and have a good interpretation of the responses.

In this research, the most required skill is to have a good knowledge of software
engineering (SE) and IM process; thus, the authors can inferpret the results and know
what to ask the target audience.

For the CS protocol, the authors performed a literature review about IM process and
DevOps to reach a deep understanding about these domains and how they have been
applied so far. To support the inferviews, a questionnaire was built to guide the authors.

3.2 Conducting the case study

In this stage, the authors performed interviews to collect practitioners’ opinions and
experience about the implementation of DevOps practices and their impact for the project
and for themselves as IT professionals.

Since our RQs aim to explore what or how DevOps practices influence the work of
professionals m the IM process, the authors used senu-structured interviews. This type of
interview is used when one needs fo gather more detailed information by giving
the interviewees the liberty to express their opinions (Miles and Gilbert, 2003). To
accomplish the triangulation goal, other techniques for data collection were also used,
such as data extraction from performance reports and direct observation.
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The interviews were performed with members and ex-members of a maintenance
team of a big corporation, which currently employs around of 3000 emplovees and has
offices in six different locations, five locations in Portugal and one in Angola. This team
works on an AM workstream, analysing and developing the solutions for production
incidents. All the team members work for the same corporation, and they work on the
same project as consulfants. The client is a Danish organisation that operates in the
financial sector. This team also uses several soffware’s in their daily tasks: HP Service
Management (HPSM) to manage incidents and changes; Microsoft Team Foundation
Server (TFS) as a code reposifory and to perform CI; Jenkins for twilding changes and
packages of the code checked in TFS: SonarQube to validate the code quality; Artifactory
to save the packages that are built on Jenkins. and CA LISA to perform the installation of
packages. Additionally, this team works at three different sites at the same time (two
offices in Portugal and one office in Denmark), so communication is very important for
their success. This team supports the business users in their daily work by helping them
when they face some errors with the application, sometimes proving workarounds and
making some extractions for business reports. The team also supports the development
teams. The dev teams vnsually present the solutions of the new features to members of the
AM team. so weaknesses can be identified before going to production, to improve the
quality of the delivery. Also. the AM team is required to help to define the requirements
and performance mefrics. Generically, observation is used to analyse the “before and
after’ of the behaviour of a certain phenomenon after some change (Yin, 2009). However,
since the practices were already implemented by the team, it is not possible to vernfy this
change of behaviour in the first place. Thus, the authors will use the observation fo
validate the findings that were gathered during the interviews.

Observation can be seen as structured or unstructured (Thomas, 2016). Structured
observation occurs when the researcher systematically looks for particular kinds of
behaviours, while unstructured observation happens when the researcher informally
observes important details of what is happening (Thomas, 2016). Unstructured
observation may also be called participant observation, where the researcher is also a
participant. The kind of observation that should be used in this research 1s unstructured
observation, since the observation will only be used to validate some of the results
of the inferviews, such as taking notes. We also analysed some performance reports
on team performance discrepancies that this team produced weekly to present to business
nsers.

3.3 Analysing the case study evidence

The authors analysed the data that was collected from the semi-structured interviews
and from the reports. Furthermore, all the data from performance documentation
provided from the team under study was also analysed as well as from direct

observation

3.4 Developing conclusions

This stage must describe all the main findings regarding the data previously collected and
analysed. The authors intend fo condense all the data collected from practitioners,
documentation and observation.
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3.5 Case study validity

Yin (2009 proposes four tests to validate CS reliability. These tests are: Construct
Validity; Internal Validity; External Validity; and Eeliabality. All these tests were applied
to this case study except for Internal Validity, since Yin (2009) says this test should not
be applied to exploratory research. For Construct Validity test, multiple data sources were
used on this case study, such as. semu structured interviews and document analysis.
Regarding External Validity test the existing literature was reviewed in section two,
where was not found any reference about the DevOps application on the IM process,
showing the novelty of this research. For the last test, Reliability, there was created a path
on how the researchers have built this case study to show to future research how they can
proceed with the mvestigation.

4 Case study protocol and conduct

Since our RQs aim fo explore what or how DevOps practices influence the work of
professionals m the IM process, the authors used semi-structured interviews. This type of
interview is used when one needs to gather more detailed information by giving
the interviewees the liberty to express their opinions (Miles and Gilbert, 2005). To
accomplish the triangulation goal, other techniques for data collection were also used,
such as data extraction from performance reports and direct observation.

Tahle 6 Interviewees details

Experience
Interviewee  Position Years T nd Projects in IM
A " Developer 35 35 35 2
B Developer 35 335 i3 2
Cc Senior Developer 4 4 4 3
D Developer 25 25 25 1
E Team Leader 7 7 7 3
F Team Leader 10 10 10 3
G Developer 3 3 1 1
H Manager 13 13 10 3
I Developer 135 13 13 1.3
) Team Leader 6 6 5 4
Average 4 id 54 2.35

At the end of the CS, the authors were able to interview 10 members of the studied team.
The details about each interviewee are listed in Table &. These team members
were chosen to be interviewed since they are the ones that put the DevOps practices
in place inside the team There is possible to find the questions uwsed i the
questionnaire in Appendix E. All the interviews were performed by one of the authors.
The interviews were recorded, where the authors have collected an agreement tfo
authorise the usage of the data collected during the interview. The average tume of the
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interviews was about of 63 minutes and they were performed between March 2018 and
August 2018, The interviews were all performed by the same interviewer. There was no
software involved on the interview data analysis. All the data analysis was performed by
the authors.

The average experience of the team members is about five years. Moreover, most of
the mterviewees have been involved in more than one IM project, allowing us to retrieve
arange of ideas on best practices.

5 Case study analysis

5.1 Semi-structured interviews data analysis

In the gquestionnaire, the authors asked some basic questions about DevOps, like what
practices the respondents are familiar with and what thev apply or had applied on
previous/current projects. When encuiring about the practices already applied, the authors
made a scale from 1 to 3, where 1 meant did not apply, 2 meant partially applied
and 3 meant fully applied. One should assume partial implementation as a practice that 1s
incomplete or could not be implemented in the entire confext it was expected to work
For example, for deplovment automation, a developer cannot use the deplovment
automation tool for production deplovments while a team leader has permission fo do it.

Table 7 shows the results for these two gquestions. From Table 7 one can see that the
interviewees have considerable knowledge about the existence of DevOps practices.
From the 12 practices addressed i Section 2.3 (Jabbari et al. 2016), Shift-left and
Infrastructure as Code were the only practices that the interviewees had no prior
knowledge of Furthermore, from Table 7 one can conclude that the most known
practices are being fully or partially applied. The authors also noted that there appears to
exist a relation befween the experience of the interviewee and the practices implemented.
For example, the deployment automation practice is fully applied by interviewees E. B
and F, while the others only applied it partially. The CI is being fully applied by the
enfire team. likely because it is an infmtive and easy practice to employ due fo the
existence of tools that allow this practice, like Jenkins.

5.1.1 Incident management phases vs. DevOps practices (RQ1)

Given the practical experience and knowledge of the interviewees, the authors introduced
a matrix (like Table 8) to gain betfer understating of the questionnaire where each
DevOps practice can be applied in each IM process phase as shown in Table §. The
authors highlighted and coded mterviewee’s answers (grey cells in Table 8), why (Wx in
Table 8) and how (Hx on Table 8) the practices can help on each IM phase. The grey
cells are coded by three tones which go from a lighter to a darker grey, where one or two
matches are identified with the lighter grey tone. three matches are the medium grey tone,
and greafer than three matches are the darker grey tone.

From Table 8 one can see that the only practice where the interviewees did not point
any possible correlation is the Shift-left The interviewees’ lack of knowledge on the
corresponding practice 1s a possible reason for such finding Regarding all the other
practices, the interviewees engaged them in one or more IM phases. The IM phases
considered in this research are the IM phases described by Cannon and Wheeldon (2007).
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Table 7 Practices known vs. fully and partially applied

Feedback loops between Dev & Ops

Continuous infegraion
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Coriiriots planning
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Change manage ment
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To extend Table 8, Table 9 lists interviewees™ opinions on why organisations would
benefit by applying DevOps culture on IM process and how one could achieve such
benefits. The collected information answers the Q1 by describing the relation between
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DevOps practices and IM process phases in more defail grounded on the experience of
the AM team under study. Such mapping is a step forward in this subject. The qualitative
data present in Table 9 give us interesting and novel qualitative information to answer
RQ 1.1 and RQ 1.2. This table shows arguments from the interviewees to justify why and
how DevOps practices may be applied in each IM process phase.

Table 8 I phases where DevOps practices can be applied

Detection  Classification Investication
and and initial and Resolution Monitor and
recording suppaort diagnosis  and recovery  Closure tracking

Shift-left
Continuous 2
planning W1, H1

Feedback loops
between Dev

and Ops
Contimious 1
Zi.lltEgIﬂﬁDﬂ W7.H5

Automated 1
monitoring WS, Hé
Prototyping

application

Deplovment 2 3
automation W11, H8 WI2 HS
Test automation 1 1 2 1
W13, H9 Wi4, H10 W15, H10 W16, H10
Infrastructure as
code
Stakeholder
participation
Process 2 2 2 1
standardisation  wyp g13, W22, HIS W23, HI6 W24 HI6
Hi4
Change 1 1
management W25, H17 W27, H20

Each practice matches an average of approximately three IM phases, which indicates that
the practices are, in fact. compatible with the IM process. Moreover., there are
2.3 matches for each grey cell 2.3 which shows that on average. two different
interviewees have identified a match between the practice and the IM phase.

The practices with more matches in different IM phases were ‘Process
Standardisation” and ‘Test Automation”™ matching four different IM phases. Since IM isa
process it makes sense that teams who apply this process will try to make a standard for
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each phase, so it can be easier for evervone on the team to follow it. The Test Automation
framework 15 used to ensure that the testing of new functionalities and incident fixes have
the desired quality. ensuring that everything works appropriately.

Tahle @ Interviewees’ feedback
Why

W1 “Continuous planning helps the business to know what needs to be fixed and the negative
impact that it 15 causing™

“It's important to register and cenfralise incidents to 1dentify the ones that affect multiple
users” ability to execute daily work™

W3 “Feedback provided while planning and selecting the next priorities will help n the
investigation™

W5 “All the code will be easily merged, facilitating its diagnosis™
“With CI 1t 15 possible to keep track of the changed code, which will be easier to find the
person who changed it (given that person 1s still working for the company) to know why the
code was changed that way, since that person could have different thinking on how the
functionality should work™

“Having all the code integrated on the last version and ready to be deploved n amy
envirenment may help with replicating incidents, aveiding misalignments between lower
environments and production environment”™

W2 “Automated monitors are useful to check the health of the system detecting incidents™
W9 “Constant monitoring of the system to find if the incident was solved”
“Helps to find issues and to guarantee that the fixes are working™

“The automated monitor will check if the system 15 ok; this way will alse monitor if the fix for
the mcident was successful”™

How
H2 .:‘B}-' perform quick analysis of the issue reported and affected portfolio™

H3 “Promote Knowledge Transfer sessions™
“Consider inviting operations for discussions when analysing incidents™
“Having more sessions between Dev and Operations™

H19“By requesting action requests/changes to responsible teams™

H20*By planning in advance firture releases in the system”

But these tests can be applied in different confexts according to the inferviewees
(Table 9). This explains why these tests are not only related to the "Resolution and
Fecovery” phase where the solutions are being taken and tested.

The practices that matched fewer IM phases were as follows: “Auvtomated Monitor™,
matching two different IM phases; “Prototyping Application’. matching one phase; and
‘Deployment Automation’, matching two different phases. Regarding the “Automated
Monitor” practice, half of the interviewees placed a match on the Monitor phase, as they
have found that this practice is helpful to determining how the incident was really solved.
However, there was one mterviewee who matched the Detection phase, justifving that the
automated monitor might find issues that were never idenfified. Prototyping Application
was only matched with “Resolution and Recovery” but it was matched by three different
interviewees, which is almost half of the inferviewees. For Deployment Automation, it
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was found in ‘Resolution and Recovery” and ‘Closure’. The purpose of this practice is to
speed up the delivery of the code in several environments. Therefore, it will speed up the
closure of the incident and its resolution.

To analyse the qualitative data provided in Table 9, the authors opted fo concentrate
on the most quoted matches (equal or greater than three) from Table 8. Table 9 is just a
sample of the interviewees’ answers, and the full table can be seen in Appendix C. Also,
the authors analysed some matches that seems contradictory between the interviewees,
which makes a relevant discussion (presented in Table 10) on how the DevOps practices
might help the IM process phases.

From Table 10, it is possible fo conclude that all the IM phases were approached
regarding the matching with DevOps practices. This reinforces the idea that DevOps
practices can help in several phases of the IM process.

Table 10 Discussion on interviewees” feedback

Wx, Hx Practice IM phase Commenis

W2, Contimmons  Classification and The quotes for this practice show that the interviewees
gi gy Plammng mitial support are greatly concemed with the prontisation of their
’ tazks. Their objective 13 to help the firm’s client’s, but

they need to know what the most critical tasks are. so
there can be better alignment between the AM team and
the business. Two of the quotes shown talk about this
prientisaticn, while one of the quotes cites their
concern on cellecting feedback from the customer to
provide the initial support
This may be achieved by having meetings with the
business and regularly reviewing the incidents backlog

W4, Feedback  Investigation and Here the imterviewees have focussed on feedback and

H1 loops diagnosis knowledge shaning between Dev and Ops teams,
between Dev bringing better cohesion between both teams and
and Ops guality to the final selution to deliver to the business
W3, W6, CI Investigation and For both matches, the interviewees have mentioned the
HS diagnosis; mmportance of the integration and alisnment of the code.
resolution and Having the last code version installed om lower
TeCOVery environments will help with diagnosing the root canse

of incidents, thus, accelerating resolations. It was
interesting to see that the same *why” can benefit two
different IM phases using the same ‘how” (H4)

WE, W9, Automated Detection and Even though W7 only had one match, the authors found
HE monitor recording; monitor guite eurious how all the interviewees had focussed
and tracking their answers on the Monitor and Tracking phase,

creating the match W3. On W8 the interviewees
showed that their concem was to use the Automated
Monitor to check the system health and if their fixes
had indeed solved the incident. While in W7 the only
mnterviewee had justified his choice by using the
Automated Monitor te find new incidents. To achieve
this, the interviewees suggest implementing some
automatic dashboards or scripts to produce reports
related with system health




Table 10

Agile information technology service management with DevOps 357

Discussion on inferviewees™ feedback (continued)

Wx, Hx
W10,
H7

WIL,
W12,

HE

W17,
H11

WIS,
W19,
W20,
H12,

HI13

W2é,
Hi3

Practice

IM phase
Prototyping Fesolution and

application recovery

Deployment PFesolution and
automation recovery; closure

Infrastructure Investigation and

as code

diagnosis

Stakeholder Detection and
participation recording;

Change
management

classification and
initial support;
mvestigation and
diagnosis

Closurs

Comments

The interviewees have commented this match by

showing the result to the business. It looks like this
team thinks this practice will lead to a better alimment
between them and the business

Automation deployment 15 another example where it 1s
possible to see that a practice can be applied for
different contexts. The interviewees who found that
Deployment Automation 1s useful for Eesolution and
Fecovery have said that it can be used to deploy fixes
for different environments quickly, so the users can
approve of the fixes. While the interviewees who have
matched the Deployment automation with the Closure
phase have justified this by saying that the move
accelerates incident closure due to the time saving that
this practice brings to the team

In their answers, the interviewees have shown some
concem regarding the readiness of their environments.
MNone of them have ever applied this practice, but they
seem to be mingued while discussing this practice with
the anthors, showing interest in applying it later. The
interviewess suggested using cloud environments,
which provide better tools for implementation

Analysing the quotes from the interviewees, it 15
possible to conclude that they depend a lot on the
business to succeed in their work. The major need that
they require from the business is feedback. Without
feedback to obtain answers on how to replicate the
Issues or to get the comrect prionitisation for the
meidents, they will not be able to solve the meidents as
quickly. To achieve this, the inferviewees recommend
planning meetings with the business users to discuss the
mcidents impacts

The interviewees believe that this practice will facilitate
the closure of the incident by guaranteeing the quality
requirements that are needed to do the deployments in
production. By guaranteeing the quality of the delivery,
they can confirm that the incident was correctly solved,
contnibuting to the closure of the incident. There 15 a
need to implement this process very carefully, so it can
guarantee the quality required for the deliveries

5.1.2 DevOps benefits (RQ2)

To find the benefits that the DevOps practices brought to this team the authors have
asked the interviewees, “Why have you started to apply this practice?” to determine its
benefits as viewed by the participants. The answers are wisible in the table provided in
Appendix D and serve as the answer to RQ2. In this table we show the number of
matches and some quotes from the inferviewees citing their justifications.
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Figure 3 Practices vs. keywords

Dieplrymeert Automation

Continuous Inegration

Analysing Appendix D. the authors tried to identify keywords that could translate
into generic benefits of each practice. The keywords idenfified by the authors
were the following: feedback, mitigate, impact, alignment and qualityv. By looking
at Appendix D. these words are largely used by the interviewees in several practices.
For better understanding. the authors highlighted these keywords on the quotes column of
Appendix D.

In analysing the table provided in Appendix D, it 15 possible to find that there is a
relationship between these keywords and the practices, which enabled the authors to
investigate the benefit behind that practice. One can find these relationships in Figure 3.

Based on Figure 3 and Appendix D, the authors were able fo elicit and svnthesise the
benefits described by the interviewees for each practice, as shown in Table 11.

After analysing Table 11, the authors summed up the benefits of DevOps adoption in
the IM process, raising five major concepts, which where possible to map with the
benefits identified in the literature review (Section 2.3). This can be seen in Table 12

5.1.3 DevOps challenges (RQ3)

To determine the DevOps challenges. the authors asked. “What was the adoption of these
practices like? This question was rated from 1 to 5, meaning “Very Hard’, "Hard',
‘Wentral’, ‘Easy’” and “Very Easy’. The interviewees were given the opporfunity to justify
their answers. By doing so, it was possible fo collect their opmion about the challenges of
adopting each DevOps practice. In Table 13, one can find the interviewees’™ answers fo
this question in a condensed format; the full set of answers can be seen in Appendix A
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The columns in the table list the different ratings that the interviewees could choose (with
respective comments) and the practices in the rows, creating a matnix. One of the
columns presents the sum of the interviewees™ ratings so the reader can have an idea of
which practices are easier or harder to adopt. Mot all the interviewees had experience in
the practice in question. So, the sums of the ratings can be different from practice to
practice.

Fegarding the challenges, the authors have reviewed the answers from the
interviewees and take the main idea from their comments to identify the challenge The
authors only considered the practices where the average was less than three, since three in
the questionnaire means neutral.

Table 11  Keyword conclusions about the benefits
Practice Eeywords Conclusion
Contimmous Feedback With this practice development teams. together with business, can
planning Tmpact plan the next steps based on the feedback and the impact of the
mncidents on the business, contributing to business satisfaction and
business engagement with the development teams
Feedback loops  Feedback All the teams can bring their feedback to the table regarding the new
between Dev and Tmpact developments, reducing the impacts to the business. This practice
Ops _ also guarantees an alipnment between the developers and operators,
Alignment where they can learn from each other, contributing to the quality of
software delivery and engagement between developers and operators
and maximising competences
Continuous Alignment This practice will bring alignment between the developments,
Integration Quality contributing to the quality of software deliveries and engagement
*  between teams
Automated Impact  The Automated Monitor 15 essential to guaranteeing a fast response
monitering Quality the recent issues, minimising their impact and guaranteeing the
©  quahty of the fixes from the AM team_ which contributes to software
quality
Deployment Mitigate Deployment Automation 1s a key practice to mitigate human error.
autemation Quality ensuring better gquality software delivery
uality = - -
Test automation Mitigate Fegression tests can be performed automatically, mitigating human
Impact ~STOT. which will result in less impact on existing functionalities.
) This will bring more quality te the software solution that was
Quality  developed

Stakeholder Feedback Feedback from all the stakeholders is the key to the success of any

participation Alienment #PPlication, leading to engagement between stakeholders

Process Alignment The standardisation of processes will lead to alignment between all

standardisation mdividuals and later between teams, which will guarantee that
everyone will work the same way, leading to quality developments

Change Impact  The change management process measures the impacts of the

management Alienment software change, where all the involved teams will need to be

o U]i aligned to ensure the quality required for the software
uahity
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Tahle 12 Conclusions about the henefits

LR
{Section
Benefits 23 C5
Quality Bl  The participants identified quality of the software delivery in several

g3  topics. The quality of software delivery 1s key for every development
team. The guality of the software delivery should not be measured when
the software iz delivered but dunng all stages until delivery: meaning,
requirement gathenng, designing, bulding, testing. If the quality 1s
improved in all phases, the software delivery guality will be higher

Engagement B2  The enzagement of all the stakeholders on the application is a kev success
B4 factor for the apphcation. Everyone, this means business users,
developers, operators, managers, ete., need to be on the same page;
otherwise, the success of the application will not be maximised

Value Not  The objective of every project 1s fo bring value to the busmess. From the

found in quotes of the interviewees, they are very focussed on getting the feedback

the LE. from the business and to provide their feedback to businesses to improve
them. They know that the business is depending on the applications and
zince they are responsible for maintaimng these applications, they not
only try to fix them but also to improve them and avoid possible issues.
They implement practices that help them to find the issues quickly to
minimise impacts and even find them before the 1ssues happen

Integrity Mot The mterviewees are currently mamtaming an application that currently is
found in not fimshed. The development teams are currentlv working and adding
the LR more functionalities to the application. This requires substantial
integration between these two workstreams

Perzonnel B6é  The concept behind DevOps 1= to join Operators and Developers. Joming

development these two workstreams will make them share knowledge between them,
which will create more capable professionals who are able to work for
these two workstreams

From Table 14, it is possible to identify that the interviewees had challenges in
implementing five of the 10 practices that thev currently apply. The main challenges
found were as follows: time spent on documentation. culture, communication and the
technical challenge of implementing the respective practice. Like the previous section,
the authors mapped the findings of Section 2.3 and the challenges the interviewees
identified.

In Table 15, the authors identify four concepts and some challenges. Comparing the
results from the LR in Section 2.3 with the results of the interviewees, it is possible fo see
that for Technical Challenges the interviewees have stated the difficulty of maintaining
the monitors updated to observe the current solufion. The Automated Monitors are both
important for the developers of the AM team and for the Ops team. This results in a new
challenge for the DevOps: since this culfure promotes a quick delivery life cycle, it will
be possible to deliver with more frequency, not giving enough time to mamntain the
monitors. Unless. maintaining the monitors should be a task for the developers when they
make new developments that could affect these monitors. Regarding the time
consumption, all the other authors never found that time was an issue. However, based on
the interviewees they lost ample time producing the necessary documentation to support
the agile meetings. resulting also in a new challenge.
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Table 13 DevOps challenges in each practice

Rates
Practices 1 ' 2 ' 3 ' 4 ' 5 ' Average Comments
Contimious planning i1 2 28 "It was hard to define which ceremonies
should be part of this practice”™
Feedback loops 1 2 1 275 “Challenges due to busy agendas and
between Dev and Ops different ime zones between Dev and Ops™
Continuous integrabion 2 4 2 4 “Easy to implement with the correct tools.
Also, easy to understand its benefit”
“Easy process to use”™
Auntomated momitoring 1 2 23 “Requres some time to build these monitors

and know what should be monitored™

Deployment 23 1 1 3.1 “The automated deployment was complex to

automation use due to the team’s lack of knowledge of
the tools™

Test automation 1 1 2 225  “Hard to configure and to maintain due to
the continuous delivery™

Stakeholder 2 3 1.6 “Lack of engagement from the stakeholders

participation to participate in some decision processes”

Process standardisation 1 1 1 3 “The project management encourages this
since it will reduce the mistakes dunng the
process execution”

Change management 1 2 4 34  “Omnthe change management process, there

are a lot of people nvolved. The
communication between all these people i3

not easy”
Table 14  Conclusions about the challenges
Fractice Average Challenge
Contimous 2.8  The challenge for this practice was the time spent to buld the support
planning documentation for the required meetings
Feedback loops 275 The mterviewees felt some lack of will from the Ops side to break down
between Dev and the silos; also, the combination between agendas of different time zones
Ops was a challenge
Antomated 2.3 It requires time to build these monitors, and the management does not
monitering see much value on implementing them since it will take some fime to

maintain these monitors due new releases

Test automation 225 The interviewees have stated this practice is hard to incorpoerate in their
system and to maintain due to new releases

Stakeholder 116 The mterviewees stated there are challenges due to the

participation technical/functional language that can lead to a lack of interest from
stakeholders. Also, some stakeholders do not want to be included in the
decision-making process since they do not want to have to be
accountable if something goes wrong
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Table 15  Challenges crosscheck between LE and C5

LR
Concepis {Section 2.3) C§

Technical C3 The interviewees have stated they have found some challenges

challenges while implementing the Automated Monitor and Test Automation.
The automated monitor needs to be aligned with the current selution
that 15 in production; since the DevOps culture promotes a fast
delivery life cycle. 1t 15 hard for the Automated Momitor to keep up
with these changes. Fegarding Test Automation, these tools are
hard te configure, which makes this AM team spend a lot of time
Just to configure/reconfigure the tool

Culture c2 The interviewees stated the fear of the stakeholders to take
C3 accountability for their decisions, which may be related with deep-

seated company culture. It is common to have a deep-seated
company culture in the finaneial sector, like the company where
these interviewees provide their services

Commumication C1 The interviewees also stated the reluctance of the Ops to provide
feedback on the sections of “Feedback between Dev and Ops™.
This may be related with the insufficient communication challenge
since the Ops side does not want to communicate with the developer

Time spending Not found on The interviewees have stated they need to spend a lot of time on
the LE. prepanng meetings and all the documentation that is required for
these meetings

5.14 Team performance (RQ4)

To evaluate if the team performance was improved due to the implementation of the
DevOps practices, the authors added a question on the questionnaire where the
interviewees could rate from 1 to 3, 1 meaning did not improve while 3 means improved;
a box was also provided for comments to justify why a practice had or had not improved.
Again, an abridged version appears in Table 16, while the full table can be found in
Appendix B.

Analysing Table 16, it is possible to conclude that most of the practices that the
interviewees have in place, have improved their work. All the practices have an average
greater than two. except for Test Automation. where the final average was 2. From the
interviewees’ point of view, the test automation practice can be a good practice to
improve their work, since they can apply this practice to execute regression tests, which
usually takes a lot of time. However, when a test is marked as failed on this tool, it takes
a lot of time to check why the test was marked as failed; moreover, some of the failed
tests are false posifives, which may lead to wasted tume.

The authors want to highlight the practices ‘CI', “Automated Monitoring” and
‘Continnons Planning”. These three practices got an average of three, which was the
maxinmm rate for this question. For the CT the interviewees focussed their answers on
saving time since they have reduced their merge activities and the human error of these
activities. When working with other teams. the code merging activities can be very time
consumng. as no one wants to make an error on others” code.
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Table 16  Team performance

Rate
Practices 1 2 3 Average Comments
Shift-left
Contimuous planning & 3 “It helps the team to define objectives and keep
their focus on the tasks™
Feedback loops 2 2 23 “It helps to prevent 1ssues, but it takes a lot of tme
batween Dev and Ops In meetings”
“Due to a better relationship between Dev and Ops,
errors may be found earlier and even avoided™
Contimious 8 3 “Tt will ensure the code merge, avoiding placing
integration effort on merging activities”
“It prevents ermors in merging and facilitates the
alisnment between teams™
Auntomated 3 3 “Feduces time on monitoring activities”
monitoring
Deplovment 25 271  “Reduces time on deployment activities so there are
automation no woIries on creating manual packages”™
Test automation 4 2 “Even when automated tests are made, we always
nead to perform unit and integrated tests
Stakeholder 1 3 275 “It can improve the performance if all the
participation stakeholders that are invelved on the discussion are
interested on the topic™
Process 1 2 233 “It requires a lot of time and efforts to define the
standardisation processes”

Change management 1 2 3 233 "It wastes some time to ensure that the night
participants are doing their tasks”™

Regarding continuous planning, the interviewees have focussed on having a defined
scope for their tasks. As previously said mn other sections, this team seems to have
problems on working within priorities. This practice will allow a contimious scope of
activities, so the interviewees do not need to be changing all their tasks from day by day.
The interviewees for the Automated Monitor, focussed on how it saves fime. The
Automated Monitors will create reports or a dashboard, so this team can check the health
status of the system and react on time if something goes wrong.

For the remaining practices, the interviewees talked about other fopics, like
maximising competences (feedback between dev and ops), saving time (deployment
automation), the importance of the business of taking decisions (stakeholder
participation), making an easier process for evervone to follow (process standardisation)
and achieving qualitv (Change Management).

One can conclude that these interviewees are concemed about the improvement of
their work. It is possible to identify that thev consider that these practices improve their
work, since most of the practices that they implement got an average of greater than two
{neutral). They have focussed their improvement of performance on the time saving and
on the quality of the delivery. They seem to be satisfied with the time that has been
reduced in support and routine tasks. so they can focus on the problems that their
business users face every day. Also, they appear to be concemned with the quality of their

195



196

364 J. Faustino et al.

deliveries and this was also a focus on their answers when asked about performance
INCTEase.

Based on the previous stafements, it is possible to conclude that DevOps practices
may improve the IM process by reducing the fime to reach the resolution.

5.2 Document analysis

The documents analysed by the authors were provided by one of the interviewed Team
Leaders. Due to the risk of broken confidentiality between this consulting team and their
client, all the documents were anonymised, hiding the identity of their client. Plus, the
authors could only see the documents using the laptop of the interviewed Team Leader.
The authors had the opportunity fo analyse two kinds of reports from this team the one
produced at the end of each sprint to evaluate what needs to be changed. The other were
weekly performance reports to highlight key issues that were the focus of the AM feam
for that week. By analysing these reports, the authors infended to cross-check information
from the interviewees’ feedback. The authors analysed all the reports produced befween
MMarch 2016 and June 2018, Overall, 18 sprint reports (major releases) and 115 weekly
reports were analysed.

Table 17  Peport analysis

Tape Metrics
af Interviewses A% fo
report Report findings eross-check Detail Baseline Evolution bazeline
In a former report, AN team W1is A A MA WA
evidences the lack of H9
engagement of the business an
providing feedback and help on

the analysis of the meidents.

While on the last one, business

engagement 15 already pointed as

something positive

Omn the most recent reports, the Ws Time to deploy a 48h 2h —35%
AM team evidences how bugfix

1mportant could be implement

automated deployments dunngz

the test phase of the spnnt,

optomising the tests of the users

Changes to scope were also Wl N/A N/A N/A N/A
mentioned on these reports. Due
to the contirmous planning,
business users could change the
meidents” seope to be debverad
on that sprint. The users can
priontse these incidents by thenr
mmpact, baving them solved more
quickly.

Sprints
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Table 17

Feport analysis (continued)

Type
af
report Report findings

Interviewsss
crozs-check

Detail

Meirics

A% 1o
Baseline Evelution baseline

There 1= no record of the AN
team not delivering any incident
where was compromised to
deliver

Before of the mmplementation of
the Continuows Planmng and
other agle prachices, the AN
team did not have any evidence
of over deliver incidents that
were not planned on the plan of
the releaze. After the
mmplementation of those
practices the team was able to
show “Chut of Spnint” scope that
was being delivered on the
releaze (an average of 10,1
meidents per release)

The AM describe that the
Busmess was not interest on
showing up on the sprint
planning ceremnomies, which
result on a lot of changes on the
sprnt scope. After they started to
show, the sprint scope started to
have lass chanpes, and the
changes that were made was a
well-defined agreement between
the AN team and the business

Before the implementation of the
(T and automated deployments,
all the emvironments were

mzaligred, which impacts a lot

Sprints

the acceptance tests emironment.

After the implementation of
these practices the amvironments
come more stable and aligned
Om the first, the AM team
realizes on how the agzile
ceremomes for the contmuons
planning consumes tme.
However, they do not see thas as
an 155ue anymore since they have
made standard documents

Stzkeholder Parhcrpation — The Appendix B, From the five attendees

NA Nra

HiA Crver delivered

mcidents

Appendix B, Number of attendsas
Continuows  from the business side
Planmng
quotes

N/A Time to prepare
documentation for

CEre NN 1es

N/A NiA WA

0 10.1
incidents meldents

+100%

1 attendes 3
attendess

+400%

WA Nia WA

4days 15days 625%

0 1 attendee +100%

AM team mmzzes the expertize of Stakeholder before mentioned, there attendses

some areas on the confinuous
planning meetngs. After some
time, they do not see this as a
problem anvomore

Participation are at least one
deseniphion  representative of each
application moduls
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Table 17  Feport analysis (continued)

Type :Jr.rEﬂ'.IG:

af Interviewsss . . A% 1o
report Report findingz erozs-check Detail Baseline Evolution bazeline

The AM team could 1moplement W4 Mumber of releases per | releaze 3 releases +200%
biweekly releazes with only WS menth per month per month

hotfixes for the most entical

ineidents (identified after the wg

sprnt planning and due to the Hé

complexmess were not able to
melude on the sprint). Such
biweekly releazes exist due to the
deployment automaton and CI
performed by the team Having a
good mtegration of the software
allow to have several tracks of
development without having
merge errors. Also, the
deployment aufomation saves
developers" time, 50 they can
focus on solving the meidents

These reports also evidence the We Average of 3 0.5 -83.33%
exustence of some problems on infrastructure problems problems problems

the production infrastructure. per month per month per month

The AM teany have implemented

thesze momters to have 2 reactive

posture m case that something

was not nght On these reports 1=

stated that the 1ssues were found

In fumee, momirmsing the impact

for the busmess users

Performance reports

The analysis of the documentation was useful fo bring consensus on the information
collected from the interviewees. These findings can be seen in Table 17. The main
findings were the time to deliver a fix. in which the fime was reduced in 48 h. over
deliver of fixed and more releases per month. These findings demonstrate that some of
the premises of DevOps were fulfilled. such as lead time between releases and less time
to deploy a delivery.

5.3 Direct observation analysis

As previously stated before, the authors have chosen fo perform a unstructured
observation, which may also be named as participant observation (Thomas, 2018). The
team manager allowed fo the authors to perform the observation, however only during
periods which canses less impact for the business. The observer was a different author
than the author that performed the inferviews, this way the team members would not
recogmse the observer and they would be more fransparent while performing their job.
Unfortunately. it was not possible to observe how the implementation of the practices
affected the interviewees behaviour, therefore. the observation will just be used to
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validate the responses and findings from the other data collection methods. According
to Thomas (2016, this, reinforces the definition of this CS (retrospective) stated in
Section 3. In Table 18 one can analyse the findings within its sources and if it can be
confirmed by observations. Overall. only 10 of the 19 findings were not able to be
confirmed by the observation, due to not having a baseline to compare the before and
after. It is also possible to note that some of the findings are supported by both semi-
structured interviews and report analysis.

Validation of the triangulation between data collection methods will be discussed in
the next section.

Table 18  Research findings

Confirmed
b}.
ID Main findings Source observation? Comments
F.1 Shift-left wasnot  Semi structured Yes This team usually does not evolve the
considered by the  imferviews COps since the begmning of the software
Interviewees development cycle. Only when 1t 15 just
really needed
F.2 Each DevOps Semu structured No Bv observing the interviewees behaviour,
practice matches at  interviews it 15 not possible to see in which phases
least in an average thev apply each practice. Only by looking
of 3 IM phases (50% at documentation
of the TM phases)
F.3 All the IM phases  Semi stuctured Mo Bv observing the interviewses behaviour,
have at least a match interviews 1t 15 not possible to see In which phase of
the TM process the practice 1s being
applied
F.4 Automated Momitor, Semi structured Yes These practices are applied in reduced
Prototyping inferviews scenarios by the AM team
application and
Deployment
automation matched
fewer phases since
they can only be
applied to reduced
contexts
F.5 Clhelps on the Semi structured Yes Sometimes, there were some situations
mcident analysis and inferviews’ where the team could not replicate the
resolution Performance issue reported by the business user. After
reports performing the integration of the most
recent code to a lower environment, it
was possible to replicate the 135ue ke mn
production. The environment alignment is
also discussed in the report analysis
F.6 Prototyping Semi stmctured Yes It was possible to see that the business
Application helps to interviews was satisfled with seeing some demos
understand the before deployment, so they can check the
business needs behaviour after the new code
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Table 18

Fesearch findings (continued)

Source

Sem structured
inferviews

ID  Main findings

F.7 Infrastructare as
Code may help
ensure the readiness
of the environments

F.% Stakeholder
Participation may
help on Detection
and Fecording,
Classification and
Initial Support,
Investigation and
Diagnosis

F.9 Change
Management 15
related with Closure
IM phase

Semi stctured
inferviews

Semi structured
inferviews

F.10 Several benefits Sem structure
were uncovered after interviews
applying the
DevOps Practices:

Quality:
Engagement; Value;
Intezmity; Personal
Development

F.11 1t was possible find Semi structured
the following inferviews
challenges when
implementing the
DevOps practices:
Technical
Challenges; Culture;
Communication;
Time Spending

F.12 All the practices
improved the
performance except
test automation

F.13 CI and Deployment Semi structure

Semi stmctured
inferviews

Automation saves  Inferviews/
time Performance
reports

Confirm

b}.

obzarvation? Comments

Mo

Yes

Yes

Mo

Tes

Since this team does not apply
nfrastmeture as code, it was not possible
to observe

It was possible to see that the AM team
often locks for the business when they
find issues, expresses the need to
priontize them and needs help with the
mmvestigation. However, it is not
possible to confirm in which phase the
AM team 13

It was possible to confirm that the
Change Management 15 related with the
closure of the incident. An incident that
requires code fix needs to be related with

a Change, and the incident will only be
closed once the change 13 approved by the

several quality controls

Since the authors could not follow the
implementation of the practices, it is not
possible to analyse if there are benefits
after implementation. However, the
mcrease of engagement is also referred to
in the analysis

Since the authors could not follow the
implementation of the practices, it is not
possible to analyse 1f there are benefits
after implementation. Time resources are
also discussed in the report, saying that
over time, this preblem subsides

Since the authors could not follow the
implementation of the practices, it is not
possible to analyse if there are benefits
after implementation

There 15 possible to see that this team
saves a lot of time when performing
continuous merges using CT where the

human error is reduced. This also applies
for Deployment Automation
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Table 18

Fesearch findings (continued)

369

IDv Main findings Source

F.14 With continuous Semi structure
planning it is interviews/
possible tohavea  Sprint reports
well-defined scope,
and in case of
makmg changes to
the scope, it could
be aligned between
business and team
management

F.15 While discussing the Semi structured
performance Interviews
improvement of the
team it was referred
to as Time saving;
Maximising
competences

F.16 Regarding the Semi structured
performance it was  Interviews
also mentioned an
increase of quality

F.17 More releases Performance

Teports

F.18 More performance  Sprint reports
(overdeliver)

F.19 Infrastmcture Performance
problems reports

Confirm

bj..

obrarvation? Comments

Yes

No

Mo

Yes

Yes

Mo

In some meetings it was possible to see
that the business users wanted to change
the scope of the releases a few times,
since the plan 13 made on a continuons
way, 1t was possible to alizn and change
the scope. This 15 also mentioned that the
scope was changed several times dunng
the sprints, on the reports

Even that the authors do not have a
baszeline to compare times for time
saving, the authors recognise that
applving some of the practice reduces
time due to all the manual work that was
performed before. Regarding the
maximising of competences, it was
possible to see that some of the
developers do not have anv knowledge of
the database/environment maintenance,
as they are now able to make analysis on
the database/envircnment issues by
themselves

There 15 no baseline to consider before
and after the quality that 1s deliverad by
this team

It was possible to see this team have
several releases per month

Bv looking at the scope delivered
meidents by this team_ was possible to
check that they can deliver a lot of out of
sprint incidents

Even not having a baseline to compare
the before and after, it is possible to

analyse that this team does not handle so
nmch infrastructure 1ssues

5.4 Synthesis of results

In this section authors compare the findings that were described on Sections 5.1-5.4,
to wvalidate the data collection methods triangulation. as can be seen in Table 19
This table relates all the findings that will be able to answer to each RQ. It also shows in
which data collection method it was collected. It is possible to see that most of the
findings were found on the Interviews and more than 50% of the findings can be found at
least in 2 of the data collection methods, showing that the triangulation of data collection

methods was useful in this case study.
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Table 19  Diata analysis synthesis

Research question Finding r R o' 5
RQ1 ' F1 X X 511
RQ.1 F2 X 511
FQ.1 F3 X 51.1
RQ.1 F4 X X 51.1
FQ.1 F5 X X X 3.1.1/52
RQ.1 Fao X X 51.1
RQ.1 E7 X 51.1
RQ.1 F& X X 51.1
RQ.1 Fo X X 511
RQ2 F.10 X 312452
RQ3 F.11 X 513
FQIRQ4 F.12 X 2514
RQ2: RQ4 F.13 X X X 12/514
RQ2 F.14 X X X 512
RQ2 F.15 X 5123514
RQ4 F.14 X 514
RQ2 F.17 X X 52
RQ2 F.1%8 X X 52
RQ4 F.19 X 5

'Semi structured inferview.

:Report analysis.

*Observation.

*Section where this finding is described.

6 Conclusion

Thanks to the interviews made to IT professionals that apply DevOps practices while
working with the IM process, and due to their documentation regarding
their performance, it was possible to collect a dataset, presented in Section 5, with a lot of
findings to answer to the R() proposed for this study

With these inferviews and documenfation, it is possible to conclude that these
practices can help to increase AM team performance as well as the engagement with
business users by making them inveolved with the solutions that are provided by the AM
team. when diagnosing and solving the incidents.

Due to the automation practices like testing and deployment, the interviewees also
pointed that they could perform more emergency changes, contributing to the health of
the application and to solve the incidents that cause more impact faster. They have also
shared, that they would like to fully apply some of the practices like test automation,
automated monitoring and infrastructure as code becavse they understand that by
applving this, they have more benefits. Most of the practices were implemented by
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request of the AM team’s client, however some of them, like feedback loops between
Dev and Ops and Process Standardisation, were practices that are encouraged to be
practiced by the team management, due to the performance improvement that these
practices can bring. Also, using Feedback Loops. the AM team could expose some issues
regarding new developments, increasing the quality and preventing future problems on
the application.

In general, the interviewees are happy fo apply these practices due to the agility of
DevOps and the involvement of all the stakeholders, they feel their work has impact and
it 15 recognised by the entire organisation.

It is possible to see that the agile principles are well grounded on the DevOps culture.
This culture encourages the commmunication and collaboration not only between the IT
teams, buf also between the IT teams and the business unifs, to gather and include as
much feedback as possible. Also, more but smaller releases help both developers and IT
operations fo stabilise the system.

To conclude, all the R(Q)s that this research proposed to answer, were addressed.
Regarding RQ1. according to the mnterviewees all the DevOps practices may be used in
the several phases of the IM process, except for Shift-left. which is considered a
limitation in this research. Regarding RQ2, several benefits were found for each practice
and they were common for all practices, such as, quality of the deliverables, engagement
from all the stakeholders and persomnel development. Also, inferviewees reported some
benefits that were not found on the LR, like Value and Integrity. Regarding RQ3, some
challenges were also identified as similar as the in the LR, but in this research 1t was also
possible to identify some more challenges that were not previously identified like Time
Spending. Regarding R4, it was possible to see that the practices reduce time in several
manmual tasks, IM performance.

Theorefical confribution of the study could be identified in terms of establishing new
baselines for further research. In addition, this research provides new insights for the
practitioners. In the absence of studies exploring the relation between DevOps and ITSM
(IM and AM team), this research brings new insights on why and how an AWM feam
should adopt DevOps practices. Benefits of the practices are also mentioned on this
research, as well as the adoption challenges such as time spending on documentation and
communication, so the practitioners be aware of their possible outcomes.

6.1 Research limitations

This research also has some limitations. First, DevOps is a very recent culture and few
strong studies exist in respectful jowrnals and conference proceedings that can be related
to this topic. Second, this research is based on data obtained from a single team.
An example of this limifation is that no member of this feam knows about the
Shifi-Left practice. So, this research lacks any conclusions regarding its impact on the M
process.

6.2 Future work

Future researches may investigate how DevOps practices may be applied in other ITSM
processes. This is a goal that the authors intend to pursue. Also, the authors suggest the
exploration of additional challenges regarding the DevOps implementation, since most
researchers appear fo be focused on exploring the benefits.
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Practice name

Deseription

Shift left

Continmous planning

Continuous integration (CI)

Feedback loops between Dev

and Ops
Antomated monitoring

Prototyping application

Deployment automation

Test automation

Infrastructure as code
Stakeholder participation

Process standardisation

This practice refers to include operations as early as possible on
the SDCL

Business owners will see the growth of the application, so they can
give feedback on whether the application is commespending to their
needs

The developers will check in their code on the source control
repository and integrate it with the code from other teams,
allowing CI

The goal of this practice is to get as much feedback as possible to
perform the necessary comections

Allows a better perception of the health of the system. This will
allow continuous menitoring of the application

This will give a better idea of what requirements are needed for
the application, reducing time on redesigned requirements

These tools facilitate by managing the software components that
need to be deployed and what middlewsare compoenents and
configurations need to be updated. This will allow continuous
deployment

Test automation will save some time by performing regression
tests to be sure that older functionalities will not be impacted by
new developments. This will also allow a continmous testing
appreach

Allows the organisations to manage which environments need to
be provisioned and configured to enable continuous delivery

The participation of stakeholders will provide more feedback to
the DevOps teams

By standardising the processes, they will be perfected over time by
identifying emrors and comecting them

Change management Process for the efficient handling of IT changes
Appendix A
Rafes
Practices 1 2 3 4 5 Average Comments
Continuous j 13 2.8 "It was hard to define which ceremonies should be
planning part of this practice”™

“The major challenge of this practice was the
defimition of dates to bock the meetings™

“The attendees from the business could not realise
of the benefits of these meetings, so, they came
reluctant to the implementation of this practice™

“There was a lot of effort to create the template
documentation for support for these ceremonies™
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Appendix A (continued)

Practices

Rates

1

el

3 4 3 Average Commenis

Feedback loops
between Dev and
Ops

Contimious
integration

Automated
monitering

Deployment
automation

Test automation

Stakeholder
participation

1

[E=]

[ =]

21 273 “We felt a lot of lack of engagement from the Ops
teams to participate In om our meetings. Mavbe
due to the different consultant teams between the
Development teams and Ops team. After showing
this to the client responsible, the Ops, started to
accept to attend the meetings and we were able to
seem more engagement from their side”™

“Challenges due to busy agendas and different
time zones between Dev and Ops™

“The knowledge transfer sessions that exists
between Dev and Ops take a lot of time from the

attendees that could be used to perform their
tasks™

“Easv to implement with the correct tools. Also,
easy to understand its benefit”

“Easy process to be used”
“Hard to maintain due the continuous delivery™

“Lack of interest from the project management.
The project management is focussed in fixing
incidents and doesn’t want to waste the time of
their resources in maintain these automated
monitors”

“Requires some time to build these monitors and
know what should be monitored™

“The automated deployment was complex to use
due to the lack of knowledge of the team about the
tools™

“It was hard to use due to the lack of the
debugging tools to find why the deployment fails”
“The use 15 hard due to the lack of knowledge on

how to configure this kind of tools, but easy to
use”

“It is hard to configure the tools to the system”
“Hard to configure and to mamtain due to the
continuous delivery™

“Lack of engagement from the stakeholders to
participate in some decision processes’

“There are some challenges to break the barner
between the technical and fimctional language. In
these meetings it 15 needed some stakeholders that
can make this bridge™
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Appendix A (continued)

Practices

Rarfes

a

3 4 5 Average Commenis

Process
standardisation

Change
management

1

1

1

3

34

“The project management encourages to do this,
since it will reduce the mistakes on the process
execution”

“It takes a lot of ime to achieve the perfection on

the process. Every time that someone makes a
mustake on the process, it needs to be redesigned”

“On the change management process there are a
lot of people involved. The commumnication
between all these people 15 not easy™

Appendix B

Practices
Shift-left

Contimious
planning

Feedback loops
between Dev

and Ops

Average Commenis

| B ]
L

“Creates more interaction between the
development teams and the business,
creating better relationships™

“With continnous planning we are able to
take care of the incidents already discussed
with the business, saving time on the

analysis™
“With continnous planming it will be

possible to alwavs have scope to deliver on
next releases, which will leave to the
decrease of incidents™

“Tt will suarantee that the delivery will be
what the business has requested, aveiding
wastes of time to code the functionality over
again”

“It helps the team to define objectives and
keep their focus on the tasks™

“With this practice, we can have a well-
defined scope from the business, so we were
able to keep our focus on the scope that was
defined”

“It helps to prevent issues, but it takes a lot
of ime on meetings™

“Dhae to a better relationship betwesn Dev
and Ops, errors may be found earlier and
even avolded”

“The team will have a broader knowledge,

where the team members will be more
autonomons”
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Appendix B (continued)

Rate

Practices I 2 3 Average Commenis

Contmuous 3
Integration

Automated 3
monitering

Deplovment 2
automation

Test 4
automation

=]
(2]

3

|

(=]

“It will ensure the code merge, avolding having effort on
merging activities”

“Prevent errors on merging and facilitates the alignment
between teams”

“Guarantes the code integration saving ime from merging
activities”

“Saves time on merging activities with other teams, avoiding
errors of overwntten code™

“Avoids errors and wasting time on merging activities™

“It facilitates the code versioning, avoiding mistakes on
merging”

“It allows to have updated environments and ready to work™
“Or productivity was increased due to the reducing of the
merging tasks that we did before”

“Reduces time on monitoring activities™

“Saves time”

“Saves time on performing manual monitors that were being
done, and allows to find errors and react on time™

“Feduces time on deployment activities and there are no
wories on creating manual packages”

“Reduces the human error and ensure the cormrect
deployment™

“When it goes fine 1t can save a lot of time_ but when it goes
wrong it may result on a big amount of ime to understand
why™

“It improves the deployment process, mitigating the human
error’

“Saves time but it can be painful to analyse in case of ermors”

“Allows better release management in terms of time
consumed by the deployments™

“We spent a lot of time on supporting the deployments, but
with this practice, we almost don’t spend anv of our time on
supporting these tasks”

“Even when automated tests are made, we are always needed
to perform unit and integrated tests™

“It may have false positives and when this happens, the
developers waste a lot of time to find the false error”™

“Tests will be executed faster, but in case of false positives 1t
may result on a big waste of ime”

“Even this practice was mn place, our process also includes
unit testing, so the developer also needs to take time to
perform these tests™
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Appendix B (continued)

Rate

Practices I 2 3 Average Comments

Stakeholder 1 3 275 “Helps to understand the business needs”

participation “Tt cam improve the performance if all the stakeholders that
are involved on the discussion are interested on the topic™

“Having business present while fixing a functionality 1t will
give us the right path to follow, instead of trying to fix
something which can lead to another emmor™

“The participation of all the stakeholders 15 important
because the accountability of the decisions can be distributed.
So, every time that we need to have a decision from the
business, we don’t need to be reduced a small amount of
points of contact™

Process 1 2 233 “It makes the development process easier since the process
standardisation will be the same for everyone™

“It requires a lot of time and efforts to define the processes ©

“The standard processes make the team to work on the same
wav for all the processes, there the space for errors will be
reduced over the time”

Change 1 2 3 233 “It'sessential, but we loze a lot of time on requesting to the
management other participants on the change process to do their tasks™

“It wastes some fime to ensure that the nght parhicipants are
doing their tasks™

“All the parficipants need to be careful on their tasks and do
them with the maximum of attention”™

“(Guarantees that all the changes follow the a restrict gquality
control, contributing to the quality of our delivery™

“It guarantees that all the quality procedures have been done,
to avold errors”

“The change management process will suarantee that our
deliver will follow all the quality standards that are imposed
by our client. However, the change management process that
we follow today, takes some time since that are required a lot
of participants to act, which alse impact our timings™

Appendix C

Why
W1 “Continuous planning helps the business to know what needs to be fixed and the negative
impact that is causing”

“It"s important to register and centralise incidents to 1dentify the ones that affect multiple
users to execute daily work™
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Appendix C (continued)

Why

W2

W3

W4

W5

Wé

W7
W38
Wo

W10

“Durng the planning, business will show their needs and will expose the next pniorities™
“Feedback from the client will help on establishing a comect classification providing an
mitial support”

“The cormrect incident classification in terms of seventy and priority allow to better select
mandatory incidents”

“Feedback provided while planning and selecting the next priorities will elk on the
investigation”

“Bv providing feedback from both teams with different perspectives. the issues can be found
and analysed easily™

“Both teams will have different approaches on how to solve the 1ssues generating
brainstorms and a better cohesion™

“Shanng knowledge will maximise the capabilities for both teams, contributing for a faster
analysis”
“All the code will be easily merged, facilitating its diagnosis”™

“With CI it 15 possible to keep a track of the changed code, which will be easier to find the
person who change it (in case that person is still working at the company) to know why the
code was changed on that way. since that person could have different thinkmg on how the
funetionality should work™

“Having all the code integrated on the last version and ready to be deploved in any
environment may help on replicating incidents. avoiding misalignments between lower
environments and production environment™

“By always working on the last version of the code will help to find the resolutions™
“Resolution of the code will be easier, and the code may not be smashed™

“By using the latest code version, we will be working on the last software version, finding
the resolution faster”

“Since all the integrated code 1s easier to evaluate the impacts of the resolution, thereby
accelerating the resolution™

“It allows to detect any problems originated by teams™ parallel developments™
“Automated monitors are useful to check the health of the system detecting incidents”™
“Constant momtoning of the system to find if the incident was solved”

“Helps to find issues and to guarantee that the fixes are working”™

“Automated monitonng will save time for everyone and find 1ssues in production”™
“Can help on checking the system health and if the incidents were indeed fixed”

“The antomated monitor will check if the system 15 ok; this way it will also momnitor if the fix
for the incident was successful™

“It will show a proposal of the solution and final behaviour, so the business can accept 1t
faster”

“It will guarantee that the solution is what the business 1s expecting”

“Bv having a prototype of the fix of the functionality, we can show the result to the users, so
they can approve the reselution or tell us what is supposed to be the final result”
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Appendix C (continued)
Why

W1l “Automated deployments will allow more deployments for several fest environments,
accelerating the user tests to approve the resolutions™

“The deployment automation may help on the resolution, accelerating the fixes deployment
for other environments, finding issues that those fixes may cause in production”™

W12 “Incidents may be closed faster since more deployment windows are available™
“Dne to the time saving there will be more deployments, which will give the possibility to
install hotfixes more often”™

“To allow deploving release and related incidents/change requests without manual process it
will help on the closure of the incident™

W13 “Feduce the manual tests performed to the build selution and application stability™
W14 “If we receive an incident that we guess could fail on an automatic test, we can nm that fest
and check where it fails, giving an idea of where the issue can be found”

W15 “Bv knowing the final result, it’s possible to desizn the antomatic test, saving time, instead
of doing the manual test; therefore, the resolution will be found earlier”

“Automated tests to perform mmtesrated tests to check if the resolution doesn’t impact other
functionalities™

W16 “By executing automated tests. we can find if the incidents are fixed or not™

W17 “Environments can be easily provisioned to have all the needed components™
“It will help to have environments ready for the analysis of mcidents™

“This practice will help with having the environments work for the necessities of the
developers, helping to analyse the incidents™

W18 “Communicating with the stakeholders will aid in understanding the real impacts and issues
that one meident 1s causmg”

“Will help the business to imderstand how the functionalities are working and create
incidents if needed”
“Bv discussing with the business, we can understand if the fumctionalities are comectly
implemented and if there is a misalignment, an incident should be created”
“Helps understand what the real requirement was and what was implemented”

W19 “By providing feedback to the business, they can categorise the incidents correctly”
“We can help the business to evaluate the impact of an issue. 0 1t can have a better
prioritisation”
“Due to the stakeholder participation, 1t 13 possible to have an mitial support in order to help
the business in order to understand if there 1s an issue or not™

W20 “By evolving all the stakeholders, including techmical stakeholders, not only the business. it
may help on the investigation phase by contnbuting with other knowledge areas™
“Business users may help replicate the issues facilitating the analysis™
“The fimctional knowledze of the business may be a great plus on investigating the root
cause of the incidents™
“Having businesses participate in the investigation and diagnosis will help to find the root
canse for the incidents and finding if the software is working as it was designed. From this
we might zet two different conclusions: there 13 no issue and there was an emmor from the user

when interpreting the result of the functionality, or a Change Peguest may be raised to
change the fimctionality design”™
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Appendix C (continued)

Why

W21 “Having standardised processes on how to report incidents will help the users to report
incidents properly™

“In order to report incidents with necessary detail to allow identify the root canse™

W22 “Implement processes to evaluate impacts in order to have a better prioritisation”™
“Having processes to define prionties™

W23 “Having procedures to report incidents properly will help on the diagnosing the incidents™

“Implementing processes on how to replicate certain behaviours may help on diagnosing the
incidents™

W24 “Standard processes mav help on the mcident resolution facilitatmg what should be done to
progress with the selution that was made while diagnosing the meident™

W25 “Important to detect any undesired effect in the system due to implemented changes™
W26 “Helps with guaranteeing process to deliver a change into production™
“Manages all the process of the change reducing the impacts that may cause”™
“By being a rigid process, it certifies that the change is in condition to go to production”™
“This process will evaluate the required change to fix the incident, mimimising the impact
that may cause on the application health™

“Production/lower environments application changes and incident closure should follow
defined process/rules™

W27 “It allows to collect better environment mterventions and allocate resources for
implementing them™

How
Hl “Promote planning meetings with the business™

“Use the Agile ceremonies: Spring Planning, Sprint Fetrospective and Sprint Eeview. Even
if the goal of retrospective and review is not planning. it will help to understand the status of
the application and the remaining incidents that need to be fixed; therefore, it needs to be
prioritised”

“Regular meetings with the business™

“Promoting business meetings and discussing the pnornity incidents to be addressed in
following releases”

H2? “By perform quick analysis of the 1ssue reported and affected portfolio™
H3 “Promote knowledge transfer sessions™
“Consider inviting operations for discussions when analysing incidents”™
“Having mote sessions between Dev and Operations™
H4 “Having tecls to enable this”
“TFS and Jenkins are good tools to do this™
“Having tools that facilitate this integration”™
“The Version Control Software should be able to integrate with a build software™
“Tools should be used to enable this, like TFS and Jenkins™
H3 “By updating main source code repository and refreshing lower environments™
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Appendix C (continued)

How
H6 “Scnpts that can be executed and produce reports™

“Having tools that trigger alerts when something is wrong with the system™

“Having dashboards that are automatically refreshed in time to time to detect something
wrong with the system™

“Having reports that are generated automatically are very useful to evaluate the system
health™

“Scnpts that are executed everyday generating reports checking the system health”

H7 “Having environments that are not used to analyse incidents but just to install the solutions,
so the users can see the final results™

“Having environments with similar data as production so the users can test the solutions™
“Lower environments with production data™
HE “Having tools that can deploy the changes without user action”™
“Tools to enable the automatic deployment for several environments”™
“Tools that deploy changes that are needed”
“By implementing automation process and reducing human error”
H9 “Executing regression tests and programming specific tests scenarios™

H10 “Having a tool that allow us to provide the final result so that the tool can follow several
flows in order to reach that result”

“Having testing tools that can test several modules of the application at the same time”
“Having tools where we can insert break points in order to check the flow of the test”

“Test tools that can make the tests based on final outputs provided by the business to check if
the functionality is working as it is supposed to, confirming that the incident was solved”

H11 “Using cloud environments™
“Cloud environments are an enabler for this™
“Having scripts and toels that can configure the environments quickly”™

H12 “Have regular meetings with technical and functional stakeholder to discuss the health of the
system so it can help on diagnosing issues and finding new issues™

“Involving business on the mcident analysis and asking them questions when we find
something that looks wreng™
“By booking meetings to discuss the incident status and ask for help to replicate™

“Book regular meetings to provide statuses of the most urgent incidents. This wav business
will participate in case of any doubt that we may have™

H13 “By trying to get involved with the business to help”™
“Having pricritisation meetings with the business™

“Due to the stakeholder participation, it is possible to have an initial support in order to help
the business to understand if there is an issue or not™

“Prionifisation meetings are needed where the root cause of the incidents is explained and
how 15 impacting the application, in order to have better priontisation™

H14 “Having a report document template that the business should use when reporting incidents™

“Bv defining templates to report mandatory mformation and this way facilitate root cause
identification”
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Appendix C (continued)

How

H13 “Create an incident priorifisation mafrix companng impacts vs. affected people™

“Having templates with the parameters that should be considered when prnioritising incidents™
H16 “Include steps to reproduce when reporting incidents™

“Setting the steps to reproduce the incidents™

“Document all the process since the investigation until having the change in production, so
everybody can follow the same process”™

H17 “Validating the oufputs and implementing rollback tasks if needed”
H18 “Have a checklist to check if the change is following the right path™
“Follow the process step-by-step in order to reduce the impacts”™

“Define the comect path that this process should follow or consider having a software that
already has this kind of process™

“Hawve the process well defined. However, due to the changes of other processes or teams.
this process may need to be redefined. It is needed to adapt this process to all other changes
arcund on the company™

H19 “By requesting action requests/changes to responsible teams™

H20 “By planning i advance future releases m the system”

Appendix D
No.of
Practice matches (Juotes
Continuous ] “To receive feedback from the client as soon as possible in order to
planning enhance incident management/resolution if required”™
“Showing the progress of developments to the business to check if a
re-plan is needed”
“Plan in medium-long time to guarantee a continuous delivery™
“There were implemented some meetings to re-priontise the
mcidents in case of need”
“Due to the changes of requirements due to the developments™
“Meetings are made to consider the most critical incidents on the
pipeline to be solved”
Feedback loops 4 “To mitigate errors on deployment activities and enhance recovery
between Dev and activities™
Ops

“To guarantee a better alignment between teams”
“Getting feedback from other teams™

“There are knowledge transfer sessions between the Dev’s and the
Ops where the dev’s share their new developments; so, the ops could
share their concems on how these developments may impaci the
software™
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No. of
Practice matches Puotes
Contimious 8 “To facilitate the process of having teams working simultanecus on
Integration the same application”™

“It helps the development since the developers will alwavs work on
the latest software version™

“Developing the most recent code version allows us to find the emors
easily™

“To keep the integrity to decrease the amount of errors to ensure the
qualify of the software™

“Due to the increase of deliveries by all the teams it’s needed to have
all the code integrated to avold that the code gets overwritten and
guarantees the alignment between teams™

“To guarantee all the integration of the software between teams, to
avold merge issues”

“Allows the team to work on the latest code version, avoiding merge
issues”

“Allows the ntegration of the most recent code m lower
environments, guarantesing that the team is working on an
environment with the most recent code™

Auntomated 3 “To monitor system health™
momtoring “It verifies the system health before, during and after the
deployments™

“Saves time and finds new issues”

“Saves time and find 15sues infroduced by new software deliveries or
middleware issues, ensuring gualify™

“Finds 1ssues in preliminary stages causing less impact to

businesses”
Deployment 6 “Mitigares human error and the process becomes standard™
automation “Saves time for the developers by deploying their changes to test
environments”

“Saves time and makes a standard process that everyone will follow™
“Helps on the deployment reducing human error”
“Mitigates the human emror”
“Saves time and mifigarer human error”
Test automation 3 “Mitigares the nisk of breaking existing functionalities™
“So, the regression tests can be done n a more severs way
“More gquality on testing”

“Guarantees a rigid regression test plan verifying that the new
developments will not result in new errors on the software”™

“Regression tests are made to guarantee the qualify of the solution™
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Appendix D (continued)
No. of
Fractice matches Quotes
Stakeholder 3 “Provides continuous feedback of the existing processes™
participation “Helps on understanding the needs of the business™

“Helps to guarantes that everything is delivered as intended™

“Guarantees that the stakeholders are aware of the status of the
application, to know what the most critical issues that need to be

solved”

Process 3 “Defining mles to be followed by everyone™

standardisation “Guarantess that everyone will follow the same process”™
“Implementing standard processes will make sure that everyone will
follow the same process, reducing errors”

Change ] “To gnarantee qualify on the Software Delivery™

management “To be sure that qualify confrol process 13 made to register the
software changes™
“To guarantee that the code change follows all the defined steps of
the quality control process”
“This process helps minimise the impact of the change™
“Process that follows all the code change to ensure that will not cause
other 13sues and guarantees that the problem will be solved”
“All the deployments are address by following the same rules”

Appendix E

1 Do yvou know the DevOps methodology? If ves, please give a brief description?

2 Which DevOps practices do vou know?

3 Which DevOps practices do vou apply/applied?

4 Why have you applied these practices?

5 When have you started to apply these practices?

6 On the beginning of the implementation of these practices, they were applied by all

members or just a few? Why?

7  How was the adoption of these practices?

8§ Have these practices improved vour team performance?

9  How did vou do before applyving the practices?

10 In which phases of IM do you apply the following practices? How do vou apply? Is

there any practice that doesn’t apply to IM?
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Appendix E (continued)

11 Would you like to apply any of the following practices that you don’t use today?
If so in which IM phases?

12 Would you like to suggest any practice that wasn't identified here?

13 In which other ITIL processes, DevOps would make sense to be applied? In vour
opinion, how?
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Abstract Information technology (IT) service management is considered a collection of frameworks
that support organizations managing services. The implementation of these kinds of frameworks is
comstantly increasing in the IT service provider domain. The main objective is to define and manage
IT services through its life oycle. However, from observing the literature, scareely any research exists
describing the main concepts of [TSM. Many organizations still struggle in several contexts in this
domain, mainly during implementation. This research aims to develop a reference study detailing
the main concepts elated with ITSM. Thus, a systematic literature review is performed. In total,
47 articles were selected from top journals and conferences. The benefits, challenges, opportunities,
and practices for ITSM implementation wem extracted, critically analysed, and then discussed.

Keywords: [T servie management; systematic literature review; benefits; challenges; opportunities;
implementation practices

L Introduction

MNowadays, for most companies, information technology (IT) is one of the most im-
portant assets in the organizations” infrastructure. In fact, from early 19802 until now,
the utilization and continucus improvement of IT has become an essential support to the
business, regardless of the sector that organization belongs to [1]. This dependency on
IT has been growing, as has its complexity, forcing organizations to increasingly have an
effective management [2]. The management of IT operations has received more atbention
given its relevance on IT costs [3].

IT services have a big impact on the competitive advantage [4], being important to
have an effective and efficient management. To do it, many IT organizations invest in
IT service management (ITSM) frameworks such as the IT Infrastructure Library (ITIL)
or the Control Objectives for Information and Related Technologies (COBIT) [5,6]. ITSM
concentrates on IT operations, in particular in service delivery and support [7]. This
“portfolio” of frameworks can produce several benefite to IT organizations, by helping
them creating strategies and impelling fundamental changes, in onder to become more
adaptive, compliant and profitable [5].

If well implemented, ITSM frameworks can produce many benefits to organizations,
such as decreases in operational costs and increases in operational efficiencies [5]. Some
studies point that as process maturity levels grow, mone benefits and lower issues organiza-
tions will face. These include a positive impact in business performance [9], an increase of
organization profitability [10] and competitive keverage [11,12].

However, despite the benefits, many challenges have also been pointed out. Some
claim that these frameworks are not easy to implement [13-15], eriticizing the substantial
complexity of the models and its abstraction in terms of knowledge and content [13,16,17],
not generating the benefits that are expected. Additionally, due to the fact that organzations

Infarmation 2021, 12, 111 https:/ /dod org/ 103390/ info12030111

https:/  www.mdpicom / journal S information

223



224

Informtion 2021, 12, 111

Zof 23

need to implement different frameworks and standards to mitigate the difficulties and
needs that only one standard or framework cannot address [18], the practices overlap each
other [19.20]. Such overlap turns inte an important issue since it increases organizations’
costs, time, and resources [21,22]. These challenges penerate opportunities for new mesearch.

Based on previous paragraphs one may conclude that despite the proven benefits,
challenges also exist megarding ITSM implementation, but new opportunities may arise with
most recent versions of ITSM frameworks. Also, due to the evolution of new methodologes
or cultures adopted by IT teams, ITSM frameworks need to be adapted to be able to
work with these methodologies and cultures [23-25]. Thus, this sugpests opportunities for
improvement and adaptations to ITSM framew orks. So, based in previous staterments the
authors have reached to four concepts that are intrinsically connected in ITSM domain:
challenges, benefits, opportunities, and implementation practices. It is possgible to state
from the existing literature that organizations may benefit from ITSM implementation;
challenges can also be faced, which in tum can generate néw opportunities.

Deespite several investigations into the ITSM domain, and more organizations adopting
it, the literatune lacks a centralized consensus on benefits, challenges, and opportunities
of ITSM implementation. This gap suggests an opportunity for a research to provide to
practitioners the opportunity to know what to expect from an ITSM implementation, in
terms of benefits, challenges and future opportunities. The present mesearch adopted a
systematic literature review (SLRE) to review not only the ITSM concept but also to gather
information about these four concepts in the ITSM anea and their relations. This research
intends to build solid foundations on these domains to assist further investigation in
the ITSM domain. By doing so, this research can support organizations that intend to
implement ITSM. This artick centralizes all the findings of each concept, found in the SLE.

The present research is structumed as follows. In Section 2, the contextualization of
the IT Service Management concept is realized. Afterwands, in Section 3 the methodology
adopted to perform the SLR is presented. Section 4, outlines all the filtration processes
adopted by this msearch. In Section 5, some characteristics of the final article set are
demonstrated. Then, in Section 6, all findings relating to each concept are presented.
Subsequently, in Section 7, a discussion of each concept is realized. Finally, conclusions
and futume work are outhined in Section 8

2 IT Service Management

The term service emerged in the 1930s when the U.S. Department of Commerce
defined this concept to characterine economic sectors [7]. However, the notion of service
and service management in the IT area just started to appear in the 19802 when the IT
gystems and all the IT environment increased in complexity [19]. 1T services can be defined
as a group of “tasks” [26] provided by an IT system or an IT department [Z7], that is, IT
service can be characterized as the application of spedialized capacities on IT assets [25]. IT
services have a big impact on IT organization budget, being estimated that the maintenance
and operability of these services are between 80090 percent of the total cost attributed to
IT resources [4]. With the purpose of managing IT services, over years, IT organizations
became interested in ITSM frameworks [29], since these frameworks are “specific services-
oriented best practices” [6].

The central focus of ITSM is the management of IT services [30]. In the earlier 1990s,
with the increase in IT systems complexity, IT management became one of the main and
more widely regarded functions in organizations. It was subsequently perceived that
comprehensive management of [T was needed [31]. ITSM eémerged from two main events:
when the British Government developed the Information Technology Infrastructure Library
(ITIL) framework, with the purpose of having better management and lower IT service
costs [31], and with the creation of the service level management (SLM) framework [3].
Afterwards, with the demand and evolution of the IT domain, many other standards and
frameworks wene developed [32]
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As mentioned before, the ITSM domain “has been developed to defing, manage
and deliver IT services” [33]. It is supposed that ITSM can be seen as a subset of Service
Science [34] that concentrates on IT Operations [30]. ITSM can be defined as “(... }an IT
management framework that promotes service-orented best practices to deliver value to
organizations” [35], providing a methodical approach to the management of an IT service
life cycle, from design, implementation, operation to continual improvement [30]. Not
restricted to the operational costs, TTSM has also a great focus on the costs of the whole
servioe life cycle [6].

ITSM models and standards have been eneated for the implementation and evaluation
of processes [32], with ITIL being the most adopted framew ork by IT organizations [17,27,34].
Mevertheless, other frameworks and standards have been developed and applied such as
the Microsoft Operation Framew ork (MOF), the Capability Maturity Model Integration for
Services (CMMIESVC) or even the ITSM main standard IS0/ TEC 20,000 [36].

Several studies exist in literatume approaching solutions for some of the ITSM chal-
lenges. As an example, Pereira et al [37] have elaborated a maturity model for the Incident
Management process by merging multiple frameworks and eliminating overlapped prac-
tices to mitigate said issues. Another example is the method created for implementing the
ITIL framework, based on process management and simulation [38]. This method partially
or completely supports organizations implementing the ITIL framework, serving as a
solution for the implementation problem that organizations have.

3. Research Method

To enlighten the ITSM domain, this chapter details how the SLRE methodology was
performed. With all the selected articles, an overview of the ITSM amea is presented. On
the final section, an SLR summary is performed.

A literatume review (LR) can be seen as an approach to evaluate and review the state
of a certain domain [39]. The SLE iz a methodology to conduct a rigorous and accurate
LE, providing a transparent and reproducible protocol so other authors can extend the
review or to reach to the same or similar results [40,41]. This methodology is considered
as a “systematic, explicit and reproducible method” with the purpose of “identifying,
evaluating and synthesiring the existing body of completed and recorded work produced
by mesearchers, scholars, and practitioners” [42]. By adhering to this kind of methodology,
the LR gquality will be improved in several ways [43].

With the intention of reviewing the ITSM main concepts and seeking its benefits,
challenges and opportunities, an SLE was conducted. This review will belp new mesearchers
to have an easily accessible unification of ITSM information and might be a starting point for
investigators to develop new solutions for opportunities or challenges found. This research
i8 in accordance with the guidelines for conducting an SLR created by Kitchenham [44], as
can be seen in Figure 1.
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Figure 1. Systematic Literature Review Steps.

4. Outlining Systematic Literature Review

This SLE has not only the objective to ]:\er'furm an ITSM overview but in addition to

detail all the challenges, benefits, opportunities, and implementation practices that com-
panies ame currently facing. More precisely, this research intends to answer the following
research questions:

R(L1: What are the main ITSM benefits?

ROQ.2: What challenges organizations have been struggling with during the implemen-
tation of [TSM?

R(.3: What mesearch opportunities exist in the ITSM feld?

RC4: What are the best implementation practices to implement the ITSM framework?
T proceed with the SLE and collect proper information to pursue the established objec-

tive, answering the formulated research questions, five electronic repositories were selected:

IEEE Online Library (https:/ /ieeexplore jeee. org/ Xplon fhome jsp (accessed on

4 March 2021));

Google Scholar (https: / /scholargoogle.com) (acoessed on 4 March 2021));
SpringerLink (https:/ /link springer com (accessed on 4 March 2021));

Elsevier (https: / fwww.sciencedirect.com (accessed on 4 March 2021));

ACM (https / /dlLacm.org (accessed on 4 March 2021)).

MNext, specific keywords in conjunction with the AND and OR operators were adopted.

The search string is presented below.

“IT Service Management” AND

{“Frameworks” OR “Best Practices” OR. “Standards” OR “Main Concepts” OR “ Dif-
ficulties” OR “Benefits” OR “Advantages” OR “Positive effects” OR “Barriers” OR
“Disadvantages”)

The review included only English and Portuguese articles and accepted articles exche-

sively published on Joumals, Scientific Magarines, and Conferences Proceedings. Lastly,
no date filber was used.
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In the first phase, with the selected keywords in each repository, without any filter, a
search was carried out. After that, four filters were created. Since each of the electronic
libraries uses different “search approaches”, a keyword adaptation for each repository was
used. It should be mentioned that in Google Scholar, considering that it does not have a
filtering option, and that it is not possible to download all the results at once, each article
was added to the Atlas support tool manually.

The description of the filters applied in this SLR is as follows: the 1st filter applies the
kevwords on the article title, on the abstract or on the author kevwords; The 2nd one has
the objective of removing duplicate artickes; with the 3rd filter, artickes that are published in
lower ranked publications/ journals are removed. For that meason, two websites, Scimago
{Scimago website: https:/ S www scimagojncom/ (accesse om 4 March 2021)) and Con-
ference Ranks (Conference Ranks website: http:/ /S www.conference ranks.com/ (acoesse
on 4 March 2021)), were used. Each respectively provide journal and conference ranks.
For conferences, only A, B, Al, A2, Bl, and B2 ranks of ERA and Clualis rankings were
accepted. When an articke was assessed by both rankings, the Qualis ranking prevailed.
For journals only (1 and Q2 ranks wem accepted. Finally, the last stage of filtration was
dome by assessing article introduction and conclusion. Singe this last filker had a “subjective
judgement”, the following criteria inclusions weme followed:

+  Only articles about the ITSM theme wene accepted.
+  Only articles about benefits, good practices, disadvantages/problems and opportuni-
ties of the ITSM ara wen accepted.

5. Conducting a Systematic Literature Review

As aforementioned, the selected articles needed to progress through four filters in
each repository. The filtration process, by each online repository and each filter, is visible in
Table 1.

Table 1. Besults of the Filtration Process.

No Filter istFilter  2nd Filler  3rd Filler  4th Filler
IEEE 1104 647 614 132 3
ACM 110 35 20 5 3
SpringerLink 1337 45 45 28 5
ScienceDirect £o03 180 180 143 11
Google Scholar 200 200 120 B4 22
Total 0654 116 vay 372 47

Furthermone, the articles from thie Google Scholar mpository were added manually.
Taking into account that this repository cannot extract the final set of articles at once, the
Lst filter was not applied in this repository.

The 1zt filter had the intention of splitting the articles that are exclusively nelated
with the ITSM domain from those who just referned to these concepts in the articlke body.
This was completed by just selecting the ones that had the keywords in the tithe, abstract
and author keywords. These three article sections were chosen for being the main parts
that summarize the article’s subject matter. With this filter, it was possible to reject a
comsiderable number of articles. The Ind filter had the goal of eliminating duplicate articles.
Omn the 3rd filker, 957 articles were ranked by their publication rank, which totaled to rearly
389 publications given that various artickes had the same publication (conference fjoumnal).
Consequently, in the 4th filter 372 articles were read and assessed with the inchusion criteria
described above, which mesulted in 47 final articles. The flow of the filtration process can be
seen in Figure 2.
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Figure 2 Flow of the Filtration Process.

5.1. Sample Characteristics

The final set of artickes was composed of 47 publications. As mentioned before, only
articles from conference prooeedings and journals were accepted. As can be observed in
Figum 3, which represents the distribution of the articles by their publication rank, only
the B rank of ERA ranking is absent of publications amongst the final set.

A B wAl wA) wB]l wB2 2Ol =02

Figure 3. Articles Percentage by Publication Rank.

The distribution of the total number of each publication type is visible in Figure 4. The
journal artickes were the main contributor, being nearly 62% of the final set of articles. The
journal or conference that stands cut is the Journal of Computer Standards & Interfaces,
with five publications present on the final article set.

Figume 5 lists the field’s evolution in the scientific community since 2010 (hitps://
scholargoogle.com/ (accessed on 4 March 2021})), demonstrating the relevance of the
domain while Figure & shows the distribution of the articles by year It can be observed
that the year interval goes from 2002 to 2019, Considering the evolution of the articles
throughout the years and the article’s sample in study, it can be stated that over the last
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three years, articles related to the four chosen ITSM concepts have decreased, emphasizing
the need for a eentralized article with all the ITSM concepts reunited.

s Conferende Procee dings Joumals

Figure 4 Articles Percentage by Publication Type.
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Figure 5. Total of [TSM Artices Published Since 2010.
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Figure & Articles by Year (final set).
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5.2 Information Extraction Process

After applying the filtkers, the final set of articles wene ead. To support the information
extraction from these artickes, softwame for qualitative analysis was used. As mentioned
before, all the details surrounding the ITSM domain were extracted.

6. Reporting the Review
6.1. ITSM Benefits

When implemented in a planmed and “conscious” way, ITSM framew orks can produce
many organizational benefits. As mentioned before, an SLE methodology was followed. Af-
ter the analysis of the selected msearches, the authors have summarized and characterized
the benefits (Table 2).

ITSM frameworks support organizations in having a proper management strategy [45].
In fact, throughout the articlkes, it is commonly described that these frameworks help Man-
agement in developing better processes documentation [5] and monitoring [11], allowing
for more detailed audits and IT process meports [33]. Moreover, the enhancement of
documentation and monitoring brings higher transparency and comparability for the orga-
nization [11], producing an increase of processes maturity [38] and allowing management
tor have greater control of the processes, supporting organizations situated in environments
of uncertainty [6].

Table 2. ITSM Benefits.

Benefits Articles

Better processes control/ documentation [2.5,6,11,33,34 38 46-48]
Tangible improvements in process metrics (ie., inddent resclution - e
times, change implementation time, predictable failures) [1.2611,33,45,46,45 49

IT service quality improvement [5-7,11,29,33,35,45,49]
Increase of customer satisfaction [5,6,11,33,34, 38,49 50]
Decrease in [T expenses [2,57.19,20,33,38 40]
Higher efficiency / performance [1.2,511,28,35449,51]
Better [5-business alignment 16,7,11,28,38,46 48]
Efficiency in the internal communication process, information [5,25,29,46—48]
sharing efficiency T
[ncrease of organizational competitiveness [6,7,19,20,33,52]
Mature processes [11,38,456,51]
Increase of organization revenue [5-7,33]
Better employee satisfaction [5.33]
Reduction in staff [5]

Most IT organizations implement ITSM frameworks due to the most perceivable
improvements that these kinds of “tools” produce in the organization [2]. Many of these
observable improvements occur at an operational level [6], where processes metric improve-
ments captured by the organization ame easily perceptible [11]. Also, it is defended that
this type of benefit improved infrastructure predictability, reducing server or application
faults [46]. Additionally, some research refers that incidents and ermor volume is drastically
decreased [33] given that, with processes implemented, problems that may arise during
normal operations can be dealt with proactively [45].

Furthermome, some authors alse argue that the quality of IT services provided is
increased [38] by a continuous-improvement method [7], increasing IT service flexibility
and adaptability [29].

The increase of service quality mentioned by the scientific community is a generic
benefit since the quality is increased due to the better control and performance of the
processes. However, these quality increments generate one of the most important benefits
to an organization: customer satisfaction [11]. It was described that customer satisfaction is
enhanced as the quality of framework’s activities is improved [35], satisfying the present
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and future demands of customers [23]. Additionally, these frameworks support customers
with higher availability, responsiveness, and expertise [5].

In addition, the proactivity of dealing with adverse and unfavorable events that may
appear might prevent wastes of money [2], being this benefit one of the most important
for higher management. The artickes affirm that applying ITSM principles can lead to a
substantial decrease in operation and maintrnance costs [7,19], such as in service provi-
sion costs [38], being intrinsically connected with the increment of the infrastructure and
operational efficiency [5].

In fact, ITSM practices come under investigation for organizations that desire to
increase the effectiveness of their functions [25]. It is argued that, with ITSM, organizations’
processes become more matune, thus turning the performance of operational activities
more robust [1]. Also, adjusting organizational practices to the implemented processes can
help organizations increase productivity [51].

Moreover, another major benefit found was the alignment that the ITSM applies
between the IS and the vision and strategy of the organization [25]. ITTSM framew orks not
only provide benefits at an operational level but also help organizations situate themselves
in a more strategic position [6]. Such alignment further contributes to improving the
effectiveness of the company [35].

By adopting ITSM frameworks and having the processes well-established and defined,
communication is enhanced through all organizational layers, providing a “common
language” [28]. This type of approach improves the consultation between groups within
an organization [5] and increases the effectiveness and service quality of IT providers [29].

It is important for companies not to be mere support for the business but to also
demonstrate atlentiveness to new opportunities and needs of the “global™ market [6].
With the implementation of ITSM frameworks and standards, organizations recognize
opportunities to improve organizational competiiveness [7] in terms of client confidence
and /or reéputation [33] or even in relation to international competiion advantage [20].

Another benefit pointed in literature is that ITSM frameworks turn the onganizations’
prodesses mome mature [46] and consequently improve productivity [51] By having internal
guidelines provided by these frameworks, it is possible to develop and automate standard
processes [11], helping to establish and enable higher maturity towards a better vision of
the processes and their global understanding [38].

Most of the companies implement ITSM frameworks not just help them in having
better service management but to increase revenue as well [5]. This relates to previous
benefits since the neduction of operational costs and the increase of service quality translates
into new customers, which subsequently converts into the increment of organizational
revenue. Posteriorly, it is defended that the companies can easily return the investment
made [6] and have greater financial control [33]).

Some authors also point out that ITSM frameworks help in the transparency and no-
bustness of companies” internal procedures [5]. By having improved and well-established
“protocols”, employee satisfaction will increase [13], which will support achieving expecta-
tions of IT staff [5]. Having employees pleased and confident not only helps organizations
reorient or change their cultume, but also improves company productivity.

Last but not least, perhaps the most controversial benefit present in literature is the
reduction of staff. Although being found only in one article, it is stated that, given the
frameworks” ability to increase process maturity, via partial or total automation, staff may
be relocated or even reduced [5]. In fact, several attempts have been carried out to automate
ITSM processes [53], having contemplated the concern of relocating staff [54].

6.2, ITSM Challenges

Despite the benefits that ITSM can produce, many organizations still face a vari-
ety of challenges daily. The challenges found in the literature (Table 3) were gathered
and analysed.
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Table 3. IT5M Challenges.

Challenges Articles
Chganization resistance (229,30 47,48,50,55,56]

Framew orks complexity [1,15,19,20,36,47]

Lack of know ledge /skills [1,15,19,20,30,55]

Processes assessment (costly and time-consuming) [4,5,20,35,57,58]

Lack of management support [29,30,48,50,59]
Lack of resources [29,30,56,59]
Ditficult on quantifying the benefits [5,29,48,56]
Big investment needed (Implementation and maintaining momentum) 3.5,11,30)
Hard of planning to implement multiple frameworks [20,21,33,52]
Steady lower costs [49]

As mentioned by Keel et al. [2], the major challenges in ITSM can be divided into four
areas: technology, data, process and people. In fact, resistance to change from co-workers
is the most cited challenge. It is defended that this resistance is due to organizational
culture [55], associated with the difficulties in changing and implementing a new strategy
at the organizational level [48]. This general and natural tendency of people b0 nesist change
triggers a substantial “mentality” challenge for management [56]. It can also cause delays
in implementation [45]. To sum up, such problems are due to organizational cultume that
lacks subjacent values like innovation or even support for change. To adopt a substantial
change, management should prepare the technical staff first

Additionally, ITTSM frameworks ane criticized by their complexity. Some of the critics
point to the broad and generic definitions that the frameworks have [14,19]. Plus, the frame-
works and standards do not provide guidelines for implementing them [36]. Furthermore,
although the frameworks characterize the flows and interactions between processes, they
lack a solution for process measurement and improvement [20].

Analysing Table 3, one can see that most of the challenges refer to the framework’s
implementation phase. Despite the growth interest in ITSM frameworks, they still lack
clear implementation guidelines, creating many chalkenges for IT organizations.

Moreover, the lack of know ledg Jekills of ITSM frameworks is another big challenge
that crganizations are facing [15]. In the hiterature, it is pointed out that “a gap between the
knowledge of ITSM frameworks and their implementation” exists [1], which demonstrates
that this challenge is intrinsically conmected with framework complexity. In addition to
that, the inexperience of project managers or core members of the organization [29] turn
the implementation and maintenance of the practices difficult to execute [55].

Many IT crganizations that have an ITSM framework implemented consider process
assezzments a difficult challenge, with this “act” of assessment important for continuous
ITSM improvement [57]. However, process assessment methods are expensive and time-
consuming [35]. Additionally, the frameworks do not have a measurement svstem for
process improverment that could help organizations [20]. In the authors view, an organiza-
tion without an assessment tool can kead to farlures and will not be beneficial in mid-term,
since an improvement strategy will not be defined because the as-is state of the processes
is unknown.

Another challenge cited in the literature was the lack of management support. It
i referenced in a case study that, although the “management layer” provided a big en-
dorsement toe the implementation, the commitment was not adequate [59]. In this case,
the implementation failed. Also, it is defended that the lack of management support can
create delays in the implementation process [48], which can increase the associated costs.
Furthermore, without the support of senior management, the implementation could not be
in compliance with the organizations’ vision and strategy [50].

In light of this iesearch, lack of management support is inherent to the lack of resounces
challenge. The big difficulty in framework implementation is the definition of the right
“amount” of resources to provide [29] Without management support, gathering sufficient
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resources, not just for the implementation, but also for process maintenance, can become a
significant challenge [56].

Justifying the cost of the implementation and the investment of a framework by trying
to show the benefits can be considered as a challenge [56]. Despite potential benefits, it is
defended by literature that the implementation of frameworks can be slowed, not only by
the amount of investment, but also due to the difficulty of realising the benefits and linkage
between operational “performance measurement” and the organizations” revenuoe [5]
Quantifying the benefits can tum into a difficult task, and can be a reason for lack of
continual investment [48].

It is estimated that IT service costs are between 70% and 804 of IT organization expen-
ditume [30], therefore a big investment is needed, this being an enormous organizational
challenge. The impkmentation of a framework will require needed investment given that
the entire organizational “way of working” will change [3]. In addition to that, an extra
cost and investment should be considened given that by running necessary infrastructure,
the continual improvement and continuous performandce monitoring also has associated
costs [11].

Several onganizations, with the purpose of being compliant with mgulations and for pro-
cess improvernent, have the requinement of implementing several frameworks/standards [20].
In fact, this is becoming a challenge for organizations, given that planning these implemen-
tations requires Baking into account the integration and interoperability of both frameworks
for cost savings, complexity reduction and efficiency [52]. Also, the process” practices of
various frameworks overlap each other [19,33,37], increasing the need for a good strategy
when implementing multiple frameworks.

Finally, improving and maintaining the quality of provided services is an important
task, not just for revenue but for continual ITSM improvement. However, it has been
stated that it is challenging to maintain constant or lower costs while improving delivery
quality [49].

6.3. ITSM Opportunities

As mentioned befone, organizations face challenges when atiempt to implement ITSM
which increases their difficulty along the process. As Albert Einstein once sad “in the
middle of every difficulty lies an opportunity”. In this sense, this section does not have the
objective to introdude solutions for problems that organizations are confronting, but to list
some opportunities worthy of further research (Table 4).

Table 4. [TSM Opportunities.

Opportunities Articles

Lack of guidelines to processes improvement [15,60-62

Processes assessment [4,58,60]
[dentifying processes interdependencies and their overlap [20
Maturity Models for the needs of IT management providers [17]
Cloud computing and DevOps [49]

Lack of guidelines to processes improvement [15,60-62)

Processes improvement is important for organizations [60]. However, organizations
still struggle with improvement and in defining what to improve [14]. It is defended that
process capability grows and costs are ieduced with increasing maturity levels [61], that
is, improved processes can reduce costs to organizations. A research with the purpose of
creating guidelines to improve processes could save resources to IT organizations.

As stated above, organizations find it difficult to assess their processes; ITSM frame-
works do not provide guidelines to help on this matter. Most assessments are conducted
by third-party organizations and have a big associated cost [4]. Also, it is criticized that the
guidelines that do exist lack transparency [58]. It is visible that a gap exists between the
implementation of processes and their assessment.
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The “phenomenon” of adopting multiple frameworks can create opportunities. Some
experienced organizations are doing business with this “phenomenon”, by providing
services that help organizations with multiple frameworks, reducing their complexity. A
potential opportunity lies in understanding the process interdependencies and linkage, to
help determine the overlap between each process [20]. This research can help organiza-
tions that need to implement vanous frameworks and processes, to have a better plan to
understand which processes overlap and their relative dependencies.

Many maturity models have been developed. These kinds of tools can be useful for
organizations that want to assess a certain domain in their erganzation. Machado et al. [17]
argued that maturity models still lack in meeting the needs of IT management providers
and appoints that a maturity model that would have a focus on service improvement
could help organizations enhance their processes and services. Grounded on the previous
statements, further investigation relating ITSM and the “maturity model” concept should
be incentivized.

Although cloud computing is not a new condept, it is starting to be used and related
to several domains. In fact, cloud computing allows for higher performance. IT service
implementation could be faster via the utilization of cloud computing and DevOps [49).
Solutions with the intercalation of both areas could not just decrease implementation
times, but also provide computing infrastructune to small onganizations that would help in
maintaining service operability.

6.4, ITSM Implementation

The implementation process of an ITSM framework is one of the most significant
challenges faced by organizations, as observed in Section 6.2, This research has collected
some advisable practices found in literature (Table 5) to help ITSM implementation.

Table 5. ITSM Implementation Practices.

Implementation Practices Articles
Commitment from all levels of management [2.11,458,59]
IT and business processes must be aligned 11,28.47]

Follow-up and assessment 1411,47]
Chiick wins [11,48]
Training [1,11]
Commitment from all levels of management [2.11,48,59]

When an organization moves to adopt a new ITSM framework, it is important to
have the commitment from all levels of management [2]. Senior management support
is considered a critical success factor in any major IT project [59]. In fact, mesearch has
mentioned that in five case studies, all guaranteed that for suceessful implementation
senior management should support the project, which would help to fund and provide the
right mesources for implementation [45].

Also, planning the implementation is an essential phase. One of the most important
practices found when implementing a framework is the consideration of the IT strategy and
vision of the organization when planning the adoption of a framew ork [28]. Additionally,
the implementation must be aligned with business objectives, in order not only to solve a
problem or need, but to also create a positive impact in the strategy of the organization [1].

Creating and having an improvement and follow-up strategy established iz also
mentioned as a good practice [47]. Having follow-up and implementation plans will help
in the successful and effective implementation at the operational level [4]. Defining process
improvement strategies can help organizations to have mature processes and achieve
cost savings,

When planning an implementation, seeking quick-wins can be a good option [11]). Tt
is defended that there is no correct order to implement progesses, although looking for
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quick wing can be a good strategy [45], which will help the organization achieve visible
benefits at a faster rate.

Before performing a big change in the way that an organization works, staff must be
advised and trained. Training is considered one of the most important tasks before the
implementation of a framework [1]. The affected staff must be prepared, and a personnel
development plan must be enforced in order to qualify co-workers in ferms of mentality
and knowledge [11].

7. Key Findings
7.1. RQ.1: ITSM Bemefits

Thir present research has analysed studies developed by the scientific community and
collected 13 benefits. By observing

Table 2, 1t 15 visible that all these benefits ame conmected, where several bene fits translate
into others. Many of the identified benefits are tangible in nature, being the easiest to
perceive. Most of the organizations implement TTSM frameworks to help them better
manage their infrastructure and services. It is important to note that these tools create
an “environment” of certainty where all processes ame well-defined and co-w orkers know
what it is necessary to perform to accomplish specific goals, that is, inside the organization
what must be done is known. This can turn the IT infrastructum: of an organization mone
robust and increase employes satisfaction, therefor: improving company performande.

With this “atmosphere” of efficdency, whene the bulk of conditions to have a strong
infrastructume with controlled processes are reunited, in a natural way, the quality of
provided services by these companies will grow. This can be considered the central benefit
of ITSM framework application. Some companies also aim to increase their revenue
and new customers, however, to achieve this it is necessary to have more flexible and
robust services.

Moreover, service quality is dependent on its “surroundings”, that is, to reach a high
level of service quality it is necessary to create an effective infrastructure, including well-
documented and settled processes and also an IT staff that is motivated and trained to
perform their tasks.

Az mentioned before, the raising of service quality will create satisfied customers as
well as bring new ones, consequently increasing revenue while decreasing operational
costs. When cormectly implemented, there is prevention of unnecessary waste of money
by employees, and by possible errors and problems that may appear. Conceptual models
can be useful to demonstrate the flows of information and to give a high kevel “picture” of
themes [63] in a way that can easily demonstrate the correlation and complexity between
concepts [64]. From this perspective and by observing the connection and correlation
between the benefits, the authors decided to interpret these connections and a conceptual
maxdel for the ITSM benefits was developed (Figume 7).

Since the benefits produce other benefits and ane connected, the expression keads to
was used. Following the line of reasoning described before, by having an environment
where the processes ame controlled and well-defined, not just communication efficiency
increases but also employee satisfaction is improved upon, since knowledge of what to do
is more widely known

Also, possessing controlled processes coupled with their well-definition, will originate
mature processes [11]. Tangible improvements in process metrics can be achseved by
miture processes [17,45], creating here an important “conceptual triangle” with these three
benefite. Considering that the processes are at a certain level of maturity, metrics can be
used to adopt continual improvement, enabled greater process control. This “conceptual
triangle” can be seen as an improvement cycle.

Several investigations detail that as process maturity increases, business performance
will also be improved [6,9,10]. Following the conclusions of these articles, the authors
defined that matume processes originate higher efficiency and performance in organiza-
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Figure 7. [TSM Benefits Conceptual Model.

With all the metrics of processes controlled and with higher performance, the quality
of services provided by the organization will grow as a result [11,28]. As mentioned before,
this benefit is considered by the authors of this research the central one, since this is ome of
the main objectives of ITSM frameworks, and the principal benefit to increase the customer
satisfaction and bring mome clients to the organization [33,38].

By having customers pleased and via the achievement of gaining new clients, revenue
generated in the organizations will rise. Besides that, the fact of having IT expenses de-
creaged coupled with potential staff eduction, which occurs as a mesult of process maturity
and automation, this will also contribute to the increment in revenue of organizations,
Frequently, this benefit is the principal objective for higher management to implement an
ITSM framework.

Additionally, having controlled processes supports the 15-business alignment [6],
helping organizations to have strategic objectives aligned with IT infrastructure, which
will create and grow competiiveness [6] in the organization since a robust and efficient
infrastructure, prepared for any change in the vision, strategy or prepared for any demand,
is in place [19]. This condition can help organizations achieve higher competitiveness in an
international environment.

It is perceivable that having controlled processes can originate an interconnected
“chain of benefits™. It is important to note that, by observing the developed conceptual
model, the main identified benefits are correlated with others, however, those benefits are
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originated by others, that is, a benefit will not produce other benefits without first being
improved itself.

With this in mind, and with the fact that several benefits ane dependent on the “ma-
turity” of other benefits to achieve a good matume level, the authors developed a table
(Table &) that presents which benefits promote (out) and are promoted by (in) other benefits.

Table 6. Felation between Benefits and Inputs/ Cutputs.

Benefits —+In —+ Ot
Mature processes 1 5
Better processes control / documentation 1 4
Tangible improvements in process metrics (Le, incident resolution times, 1 2
change implementation time, predictable failures)
IT service quality improvement 2 2
Higher effidency / performance 3 2
Increase of organizational compe titiveness 2 2
Increase of customer satisfaction 2 1
Decrease in [T expenses 2 1
Better [5-business alignment 2 1
Efficiency in the internal communication process /information sharing 1 1
efficiency
Better employee satisfaction 1 1
Feduction in staff 1 1
Increase of organization revenue 4 0

Given the identified relationship amongst benefits, it is reasonable to argue that
organizations should first focus on the benefits that promote (out) more other benefits
rather than being promoted (in) by other benefits. Therefore, by observing Tabke 6, the
benefit “Mature processes” can be considened one of the most important to achieve, since
on its own it can trigger five further benefits.

On the other hand, the last benefit organizations should be focused on and aiming to
improve is the “Increase of organizational revenue”, given that it does not promote other
benefits, and is promoted by or generate from other four benefits.

Although being the last benefit to aim, as we mentioned earlier, it is also the goal
that most organizations desire. This may somehow justify why a considerable part of
ITSM implementation fail [25,50,59]. Organizations may have not been focused on the
right priorities to achieve the final aim. This highlights the fact that to achieve substantial
benefits, all the environment around ITSM must be well understood and implemented
holistically, being imperative not to focus merely on revenoe grow th (main goal).

Table & can be comparned to a *Quick-Wins” strategy, where the objective is to demon-
strate which benefit should be addressed first in order to achieve further benefits,

7.2, RQ.2: ITSM Challenges

Despite benefits, a not planned and haphazard adoption of ITSM frameworks can
create many challenges and problems. Neverthekess, by observing the challenges in Table 3,
it is possible to affirm that most challenges faced by organizations ane before and during
implementation. It is noted that people face a big challenge in the implementation and
operability of an ITSM framework. The application of framew orks changes the way how
collaborators work, creating a change-resistant environment. In fact, this challenge tran-
soends to any type of organization in which employees are comfortable with the manner
that they work, feeling uncomfortable to change. Most of this msistance to change can be
considened a result of organizational culture that underlines the onganization itself, lacking
the “right principles™ to this kind of action.

The lack of management support is pointed out as a nuclear challenge for ITSM
framework implementation. It stands out that most of the challenges are due to the fact
of lacking management support, which without said support a lack of msources or even
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a lack of an “example” to operational co-workers is generated, producing in that way a
possible msistance to change. In addition, the lack of support from management can be
dimectly connected with the big investment needed to implement a framew ork, and with
not having enough budget to invest.

Also, one of the main chalkenges is the actual complexity of frameworks. Nowadays,
frameworks do not describe an implementation process, making it challenging for orga-
nizations that do not have adequate knowledge or gkills to adopt them. Companies, in
an attempt to apply a framework with lacking knowledge, can have disastrous results
in revenue. Furthermone, these frameworks do not characterize how processes should
be assested or even improved upon, not increasing the processes maturity and not pro-
ducing the benefits that are expected, probably creating the challenge of being difficult to
quantifying the benefits.

When taking everything into account there still exists lack of information in frame-
works targeting the implementation, assessment and improvement of processes, generating
a loss of money for organizations, consequently creating doubt by the management level
of a company.

In this section, a conceptual map was also created (Figure 5) to illustrate the rela-
tionzhips and associations among the challenges found in literature. As aforementionsd,
challenges, if not mitigated, can lead to other challenges, creating a difficult environment
for a successful ITSM implementation and operation,

Bip irvestment nesded

Laci of managemant {implemantation and
e Ay
momsentum

ek of ngspuries Qrganization resistance

Diffioult on guank#ying
the bemsfits

Processes assessment
(oosly ard time-
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Lack of inawledge/skils|
Steady lower costs
Hard of planning to
Frameworks complexiny implement medtple
framewaris

Figure 8 ITSM Challenges Conceptual Model.

Lack of management support in organizations leads to a lack of mesources [29,50],
sinoe it is the management that decides where to apply all the means that companies have.
Besides that, as mentioned, this lack of support can promote an environment of resistance
from operational lines [48], since the organizations” managers do not take the lead in giving
an “example”.

Considering that organizations have no sufficient mesources applied in ITSM, it will
create a lack of knowledge and skills, given the fact that there ig no funds to invest in
training that would help to understand and acquire the “know-how ™ of ITSM. However,
not only the lack of resources leads to this challenge, but also organizational resistance,
singe the co-workers would not intend to apply themselves in this kind of training,

Having the knowledge and the skills of ITSM can help collaborators justify to man-
agement the use and implementation of ITSM, by demonstrating the benefits that it can
produce. However, without awamneness and understanding, it can become difficult to
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quantifying the benefits, leading to the challenge of lack of management support [50]. Ad-
ditionally, with lack of ITSM know-how, it can be hand to steadily lower costs of operational
lines, creating in this situation a waste of resources. Also, for organizations that need to
implement multiph frameworks, this can turn into a big issue when they do not have the
appropriate knowledge and skills for that type of implementation

Besides the fact that most of the challenges found are based on the bad practices that an
omganization “adopts”, the ITSM framework complexity is considered anexternal challenge,
given that it is not produced by organizations. Organizations and [TSM experts have been
criticizing the ITSM frameworks for being too genenic and complex. This challenge leads to
the hard planning of an implementation and also results in lack of knowledge. Furthermore,
these frameworks are criticized for not supporting and demonstrating how organizations
should assess their processes [47,57], being difficult to improve and produce maturity [20],
which by itself will not create the benefits that should be created.

Also, the frameworks” complexity can lead to a need of a big investment, not just for
the ITTSM implementation but also for its maintenance, considering that for organizations
that do not have the “know-how™ mistakes can easily be made. The implementation of
ITSM needs a big investment of organizational iesources since companies will change the
way they operate. However, with lack of good practices, a waste of mesources will happen,
and further big investments will be needed to overcoms committed errors. This challenge,
in the authors view, is one of the reasons for lack of management support in the provision
of proper resources to implement and maintain [TSM.

As dome with the benefits, a table with the melation between the challenges was
developed (Table 7). Contrary to the benefits, observing Table 7 we will note that the
challenges that have more arrows coming out are the ones that should be aveided since
these challenges will produce many more.

Table 7. Relation between Challenges and Inputs; Qutputs.

Challenges —+In —+Dut

Frameworks complexity
Lack of know ledge/ skills
Chrganization resistance
Lack of management suppart
Processes assessment (costly and time-consuming)
Lack of respurces
Difficult on quantifying the benefits
Hard of planning to implement multiple frameworks
Steady lower costs
Big investment needed (Implementation and maintaining momentum)

L I i Ll =]
[ N

7.3, R(L3: ITSM Opportu nities

Additionally, this article has gathered five opportunities from the research commu-
nity. Despite being few in numbers, the opportunities focus mostly on the problems that
organizations face with ITSM Observing Tablke 4, the opportunities for research are related
mainly with the assessment of the processes. Since organizations should have a continual
improvement plan to produce benefits that should be created with the implementation of
ITSM, for the authors this opportunity is considered as of great importance.

Both opportunities of processes assessment and improvement ane intrinsically con-
nected with the opportunity of developing matunty models for the ITSM domain. Maturity
models support organizations to assess their proesses and practices, by assigning a level of
maturity to a prodess that is being evaluated in accordance with the practices established by
the model. In fact, several maturity models have been developed for ITSM [37,64,65]. How-
ever, other possibilities could be studsed, since many onganizations still have difficulties in
the assessments, and maturity models have been criticized.

MNevertheless, cloud computing was mentioned ag an opportunity for the future
of ITSM, by helping small or medium organizations with the resources that they could
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originally not afford. With the ITSM opportunities, considering that those found were small,
the authors could not produce a conceptual model with the connections and correlations
between them.

74, R 4: ITSM Implementation

Finally, since organizations face challenges during ITSM implementation, five practices
wene found. Looking at Table 5 it is possible to conclude that management support in ITSM
implementation is one of the most crucial practices, considering that it is one of the main
factors that can dictate if the implementation will have the proper resources.

Additionally, using quick wins with a strategy to choose which processes should
be implemented, supports organizations on having the infrastructure aligned with the
business and prepared for the demand.

Also, the training and preparing of co-workers for the change is important as well
From this research’s” view, training practice to staff could mitigate the challenge of resis-
tance to change in organizations.

As occurned with the opportunities, it was not possible to cornelate the best implemen-
tation practices; consequently, a conceptual model for the implementation practices was
not developed.

As mentioned before, the complexity of the frameworks can be considered as an
external challenge, being difficult to prevent Another challenge that should be avoided is
the lack of knowledge/ skills, given that this challenge “defines” how well ITSM will be
implemented and operated.

Also, it is important to mention that the challenge of “ Big investment needed” is the
challenge that is mome dependent on others. A big investment to change organizations
will always be needed; however, in the view of the authors, to decrease the value of this
investment, all other challenges surrounding it must be mitigated or controlked.

This table can help an understanding of which challenges should be mitigated first to
produce the fewest challenges possible.

7.5. IT5M Environment and Contextualization

The best implementation practices can mitigate several challenges and produce ben-
efits. Also, as mentioned before, challenges can create opportunities for mesearch. A
connection exists between all these concepts. Having this in mind, the authors created a
conceptual model with the melationships among all concepts (Figume 9).

The best practice of training is connected to both challenges and benefits. Training not
only helps organizations achieve the knowledge of how to implement ITSM but also how
to maintain it. By training collaborators, they will gain the proper “ know-how™ of how to
operate the proesses [1,29], increasing their maturity and improving their metrics, making
ITSM processes momne efficient. Additionally, training co-workers can help partally mitigate
the external challenge of framework complexity. Also, with collaborators knowing what-to-
do, the waste of resources will decnease; consequently, the investment in implementation
and operability will also decrease.

As mentioned earlier, the *Chuick-Wins” strategy is considered a good practice of
implementation, for those who do not know which processes to implement. From the
research’s’ point of view, this strategy is able to exhibit benefits, mitigating the difficulty of
showing ITSM benefits [11], since the seeking for earlier benefits underlines this strategy.
Furthermore, this can decrease the investment needed to implement ITSM. A Quick-Wins
strategy also produces several benefits, mainly the enhancement to I5-business alignment
given that a choice is made to implement the processes that “fits” better in the organization’s
IT infrastructures. Also, this strategy may increase the organization’s revenue by creating
several benefits in an earlier stage of ITSM implementation and operation
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Figure 9. Conceptual Model of [TSM Main Concepts.

The commitment of all management hierarchy is not necessarily connected with the
benefits found in the literatum. However, it is intrinsically correlated with the mitigation
of several challenges, which by itself produces benefits. As demonstrated before, with all
levels of management committed with this big project, the resistane of the organization to
change could be avoided [2,29,48], and the lack of mesources that should be provided to the
ITSM implementation and operation could be mitigated [59).

The follow-up and assessment of the processes s viewed as a practice with a perspec
tive towards continual improvement [60]. This practice not only helps organizations have
processes welldocumented but well controlled as well. The assessment will allow for the
development of process maturity [29), since organizations will have a basis that will dictate
where processes must be improved [4]. Additionally, the follow up should support organi-
zations on the process’s operability, helping to decrease the waste of resources, mitigating
the challenge of maintaining steady lower costs and producing the benefit of decreasing
IT expenses,

Many organizations have the necessity of implementing mone than one framework
face to the regulations of the market [20]. However, this kind of implementation brings
many difficulties since it is necessary to have a good plan defined. Having the processes
aligned with the business and with the organizations” strategy, can help organizations
partially mitigate hard planning and implementation. Also, this good pracice produces
the benefit of having IS aligned with the organization’s business.
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Az aforementioned, challenges originate opportunities for research. Although several
practices could mitigate various challenges, there still exists the necessity of new nesearch
for the creation of innovative and new solutions. The integration of DevOps and Cloud
computing is a good example for mesearch. Several organizations still have a lack of
resources for the implementation of ITSM [49], and doud providers, with the provision of
proper iesources, could help small and médium organizations have an infrastructure that
would make possgible to have ITSM allocated. Also, the difficulty of making costs stable
and low should be an opportunity for investigation in conjunction with cloud computing

Companies still have the difficulty of assessing their own processes due to framework
complexity. Also, with the requirement of implementing several framew orks, some orga-
nizations face a variety of challenges [20]. The authors found that the junction between
maturity models and ITSM could help organizations mitigate these kinds of challenges [17].
Furthermone, these opportunities are also related to the lack of guidelines for assessment
and improvement that framew orks do not provide.

This conceptual model demonstrates how the four concepts relate to each other
Moreover, this map could help organizations on planning their implementation and have a
plan of mitigation for the futume challenges that they could face.

8. Conclusions

Traditional IT organizations have evolved. This evolution made organizations change
from technology providers to service providers, looking at IT management with a different
perspective. ITSM i a conjunction of frameworks that help IT service providers enhance
the management practices of their services. Additionally, ITSM supports organizations in
adding value to their services by improving their quality.

Although ITSM produces many benefits, organizations still face various challenges
due to lack of guidelines in several contexts. This research aimed to investigate the benefits,
challenges, opportunities, and implementation best practices of the ITSM domain. To
conduct this research, a SLE was adopted and a discussion of mesults for each concept was
completed. A total of 47 artickes were analysed. The main contributions of this research are:

+  Aholistic view of ITSM implementation including how the benefits and challenges
relate to each other. With this, organizations have the awamness of which benefit
should be addressed first, with the purpose of achieving their main goals and avoiding
undesirable chalkenges.

+  The identification of the benefits that the organizations should focus first, to produce
mome benefits.

+  [Determination of which challenges should be avoided and considered when planning
and operating the ITSM, with the view of generating as few challenges as possible to
the organizations,

+  The identification of main guidelines that may promote the desirable benefits in the
initial phases of [TSM implementation.

+  The identification of opportunities to be explored by new mesearch, based on the
difficulties that many organizations face daily.

Despite this, for future work, the challenges, benefits, opportunities, and implemen-
tation practices appointed in this mesearch could be used to lead new investigations that
would contribute not just for the ITSM domain but also for IT organizations that struggle
with these issues every day. It seems that the lack of guidelines for processes improvement
and assessment could be the most important “future work” in this domain, given that it is
nedessary for creating an improvement plan, in a view of developing mature processes that
would produce the expected benefits. Considering that, research with innovative solutions
for the agsessment and improvement of progesses should be considered. Also, a detailed
examination of the relationship between benefits and challenges must be considened for
new investigation. Plus, less supported concepts according to Tables 2-5 should also be
better explomed in the futume. For instance, which ITSM practices may exist to manage
services provided through cloud technology; or how can DevOps assist ITSM discipline
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in practice (some researchers are already investigating it [24]); or provide some empirical
evidenoes on how ITSM can help organizations reducing employees and cut costs; or even
further explom and propose new maturity models to assist ITSM implementation or even
reduce ITSM complexity (please see [37]).

Thiz research has the limitation of the selected articles being from imited ranks. It is
reasonable to admit that other important and relevant information could be provided by
other research published in lower ranks. Additionally, this research has the limitation of
the conceptual models being developed based on critical analysis, which can be criticised
for several choices made.
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performing their analysis. For this research, we aim to reach consensus on the

DevOps benefits reported in existing literature. To accomplish this objective, baro
systematic literature reviews. The first intends to find all benefits reported in
the literature, while the second review will be used to map the benefits found
in the first one with DevOps implementation case studies, providing empir-
ical evidences of each benefit. To strengthen the results, the concept-centric
approach is used. During this research it was possible to observe that the most
reported benefits are aligned with the DevOps premises of better collaboration
between developers and operators, delivering software and products guicker.
Based on DevOps implementation case studies, most reported benefits include a
faster time to market as well as improvements in synergy and automation. Less
reported benefits include a reduction in failed changes and security issues.

KEYWORDS
agile, benefits, case study, Devps, systematic literature review

1 | INTRODUCTION

With recent technological advances, information technology (IT) departments have taken an increasingly strategic role
in organizations’ given the importance of IT in helping the accomplishment of business objectives.” Several disciplines
like IT governance and IT service management (ITSM) have built mechanisms and processes so that both IT and business
can be aligned in terms of aims and expectations, helping organizations satisfy their objectives.*

Just as organizations’ strategic view has evolved, software development lifecycles (SDLC) have also matured to satisfy
current demands. To face the great changes observed in the modern-day markets, businesses need to have greater speed
and flexibility. This translates to challenges for IT departments worldwide.® As stated, the SDLC has been evolving, no
longer strictly focusing on the performance of its own processes, as seen on traditional software development method-
ologies like waterfall,™® but on the iterations and relationships between the intervenient on the SDLC process and the
value that the software can bring to the business.® These kinds of software development methodologies are considered
apile methodologies and follow the “Agile Manifesto,”"” Even though Business and IT development are brought closer, a
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gap is still observed within the IT department’s development and operations teams.”” The major issue between these two
teams are the different objectives for each team, IT development team is focused on delivering new features or products,
while the IT operators are focused on the stability."” 1t's believed by introducing changes on systems would lead to insta-
bility."”* however due to the constant market changes, IT of the organizations need to evolve into new functionalities.™
A DevOps culture has emerged to address this gap. The DevOps word itself comes from the junction of two other words:
development and operations.’

DevOps has been adopted across the globe and new research articles flourish. Several studies have reported practices,
benefits, and challenges however not always in a structured, clear, and concise way.""'* In literature, one can find studies
that synthesize DevOps practices, as for example, deployment automation™'; however, it presently lacks research that
specifically synthesize its benefits and challenges, guiding professionals in what they may expect during and after DevOps
practice implementation.”” Lack of willingness to share can be a challenge to DevOps implementation.™

Being a contemporary topic, with both theoretical and empirical studies found in literature, this research aims to
synthesize the benefits organizations may expect with DevOps implementation and how to achieve them. Being said,
by synthetizing the DevOps benefits, this research also provides which problems organizations faced before the DevOps
adoption and what was the benefit achieved after that. This will help organizations to know what problems could be fixed
by the DevOps adoption. The adopted research methodology will include two systematic literature reviews (SLR).

2 | RESEARCH BACKGROUND

The term DevOps started to be researched after Patrick Debois introduced it at a conference entitled “Agile Infrastructure
and Operations” in 2008.% A DevOps culture aims to bridge the gap between IT development and IT operations, who
support applications after they are delivered to production.” The focus of DevOps is on improving communication, col-
laboration, and synergy of IT teams, ™" enabling the continuous development and enhancement of applications to meet
both market changes and the dynamic needs of the business.**

In order to achieve said objectives, DevOps builds a foundation in the following areas: culture, automation, lean, mea-
surement and sharing.® By looking at Wiedemann et al.'s* work, one may note that of the perspectives presented above,
people play an important role for culture and sharing. Willingness to share is needed, allowing for colleagues and team
members to learn and improve their knowledge and experiences. On automation and measurement, one can state that
technological tools are the main factor; tools that are used to improve performance, automating what is being done manu-
ally, removing the element of human error, and be used to measure tasks and find improvements.™ Process optimization
is a focal point for lean methodologies. They are used in DevOps to identify opportunities for process enhancement, lever-
aging feedback loops between a its main actors. In later studies,” people, technology and processes are considered the
cornerstones of DevOps.

Since 2001, organizations have adopted agile methodologies for its SDLC™ where the most implemented methodolo-
gies are XP and SCRUM.* These methodologies are the foundation of DevOps and DevOps can be seen as its extension,
since they are based on the same principles of introducing short release cycles and to develop forward the customer or
user feedback.* However, DevOps includes the operations team on early stages of the software development, being able to
develop the software already with the operations team input, thus developing software more stable including the business
feedback * Also, DevOps stands out due to the collection of techniques and tool to enable software continuous delivery,
clearing the path of the software to production. "

In conclusion, a DevOps culture seems to be very attractive to organizations worldwide, being based in a “The faster
you fail, the faster you recover” philosophy'P", enabling a culture of experimentation to release new products, services
and software, allowing the organization to grow and to satisfy their customers.™

3 | RESEARCHMETHODOLOGY

Tor achieve this research goal, the authors have chosen the systematic literature review (SLR) methodology. It is seen as
one of the most widely used research methods to collect and synthesize evidence.*® SLR’s are meant to have a well-defined
process to identify, evaluate, and interpret all the evidence collected during research.*™! Thus, for this investigation,
the authors have followed the framework proposed by Kitchenham® where the SLR is split into three stages (Figure 1).
Moreover, to add rigour to this research, the anthors have chosen to perform two SLR's: the first to find all the benefits
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FIGURE 1 Steps performed in each of the performed SLRs

described on existing literature, while the second one being used to find instances of those benefits being reported on case
studies from DevOps implementation. This second SLE will confirm and evaluate the findings from the first SLR, where all
the DevOps benefits were gathered from literature. The authors believe that searching for case studies is a reliable method
of evaluation given that these are a research methodology known by providing evidence of a certain phenomenon.* The
first SLR was conducted between May and September 2020, while the second SLR was carried out between August and
October 2020.

The process designed by Kitchenham*® was followed by both SLR’s. The authors have started by defining the Problem
and Motivation for the review. For the first SLR where the expected result was to identify the reported benefits on the
literature, the motivation was to acknowledge the DevOps benefits on the literature, while for the second SLR the moti-
vation was to find evidence of the DevOps benefits. The next step of the process was to define the research question (RQ)
for the review. In this case, the same R() was identified for both SLRs *What are the benefits of implementing DevOps?”

After the R(Q) definition, the next step is to define a protocol where inclusion and exclusion criteria was defined, along
with the search databases and the search string of each SLR. The inclusion and exclusion criteria were based on the lan-
guage of the publications, scientific publications, and publication date. Regarding inclusion and exclusion criteria (IEC) a
minimum date was set, considering that the DevOps concept was born after the aforementioned “Agile Infrastructure and
Operations™ conference, in 2008.** For the databases, the authors have used some of the most known and used databases
on the scientific community. All these criteria were the same for both SLEs except the search string. For the first SLR the
search string was focused on DevOps benefits while for the second SLR the search string was focused on DevOps case
studies.

After applying these criteria, some filters were added to the review to exclude publications that wouldn't provide the
necessary information for this research. One example of the used filters was the removal of duplicated. All this process
definition can be seen with more detail in Figure 1 for both SLRs.

To evaluate the research subject’s trend, the researchers have analyzed the date of publication of each relevant
piece of literature from a chronological point of view. This is extremely helpful to prove that the research topic has a
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corresponding trend and is largely demanded by the market. The researchers used the concept-centric approach*? to bet-
ter synthesize and analyze the concepts elicited from the literature. This helps to understand the focus of the review, for a
better understanding of the readers. Also, it helps the researchers to structure the review. The usage of the concept-centric
approach can be seen in Section 4 where the concepts identified are the benefits found per reference, while in Section 5
one can see the case studies identified per reference.

4 | FIRSTSLR:LIST OF BENEFITS

After performing the first SLR and analyzing the articles, the list of DevOps benefits was elicited and can be seen in
Table 1. The concept-centric approach taken by the researchers can be found in Appendix A, where it is possible to see
the match between the concepts and the authors that have identified those concepts in literature.

I'n the next section, one can see a discussion and some conclusions about the benefits found on the literature, regarding
Table 1. After the full read of the publications, the authors have identified the benefits described on the publications and
grouped those benefits by the concepts, also seen on Table 1.

Several authors among literature claim to see an improvement on the communication and collaboration (as seen in
Appendix A) between developers and operators,”>®*45 creating a synergetic environment where both teams desire to
work together toward accomplishing overall objectives. !’

Before DevOps, operators and developers may have had different mindsets when facing change. With the disappear-
ing of the waterfall software development methodology and the emergence of the “Agile Manifesto”,™*7 the developer’s
mindset shifted to deliver more features as fast as possible to production, while the operator’s continued to have the
mindset of guaranteeing the stability of the systems it was solely responsible for.'* These divergent views on change typ-
ically lead to finger-pointing, with operators blaming developers for the production impact of deployments when they
might have been involved earlier in the development process to try to anticipate possible problems before they reached
production.*®

TABLE 1 List of benefits identified in literature

Concept 1D Benefits # References
BO1 Cross team collaboration and communication 49
BO2 Faster time to market 41
BO3 Faster and better feedback loops k3
B4 Increase of code quality 32
BOS Increase of value 26
BO& Improvement of system reliability 22
BO7 Less mean time to recover 17
BO8 Increase of team performance 17
BOY Costs reduction 13
B10 Processes and tools standardization 13
B11 Maximization of competences 13
B12 Decrease of manual work 11
B13 Increase of customer satisfaction 11
B14 Less failed changes 11
B15 Increase of employees motivation 9
Bl& More innovation 8
B17 Better deployment management 5
B18 Less security issues 5
B19 Organizational cultural changes 41
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Because of the resultant DevOps synergy, both operators and developers are more driven to collaborate across teams.
They will feel that they are working toward a common and greater goal for everyone.*¥ However, this can also be extended
to the business. Just as Agile practices and principles brought business and developers together,'” DevOps introduces
operators into the mix, emphasizing the significance of operations management in the organization.™

As seen in Appendix A, faster time to market, related to continuous integration and continuous delivery capabilities,
is one of the most reported benefits from DevOps. Organizations can design new, better features for their products as a
result of faster feedback.® Through DevOps enabled automation they are then able to put said features into the market
at a quicker rate than competition.™

It is noteworthy to mention that various authors were able to identify the different sources that contribute for a bet-
ter and faster feedback under DevOps: customers and end users (business users)™ as well as between the DevOps team
itself * Customers and end users are those who use the application; they are best to identify issues and potential improve-
ments. ™ DevOps has a practice to shorten the feedback loops between operators and developers, which also leads to
faster feedhack when something is going wrong and requires further work. ™

Improved feedback does not only contribute for better development and application stability, but also leads to oppor-
tunities for DevOps teams to learn about its components (for example, operators can leamn about the development process,
and developers learn about processes which guide operators work) as well as the business itself.*

Code guality can be increased as a result of implementing improved delivery pipelines under which code is built
into packages and introduced to the respective repository after each check.” During the packaging of a new build, code
can be submitted through quality gates, ensuring that best practices defined for that application are being adhered to.”
Due to the continuous integration capability encouraged by DevOps culture, developers from several teams will be work-
ing in collaboration with other developers. There will be opportunities to find issues or needed improvements to other
developers’ code, improving the overall code quality of applications.®

There is great consensus in literature about the increase of value when using DevOps. DevOps is a culture that uses
lzan and agile practices. DevOps phenomenon arose as an extension of agile software development inspired by lean con-
cepts.™ The first Agile Manifesto principle is about value: “Our highesi priority is fo satisfy the cusiomer through early
and continuows delivery of valuable software. ™" Due to the continuous delivery capability that DevOps employs, shorter
development and release cycles® can be achieved, where business and customers will notice the ongoing improvement
of software, realizing the continuous increase in value of their applications.”

Automation brings an additional benefit in the ability to perform defined actions after an event is triggered by
automated monitoring®! By automating infrastructure using infrastructure as code, the availability and reliability of
applications will be improved. Such infrastructure can scale up and scale down according to its reported usage and
demand.'*

Related to the faster time to market benefit, feedback and automation is not only used to deliver new or improved
products.®? Due to the premises of DevOps in having a solid IT team, both developers and operations work together to
guarantee that fixes are deployed in production instantly.* This contributes to the stability and availability of applications,
so that defects do not cause greater impact.®

The objective of implementing any framework, practice or methodology is to improve performance. However, oper-
ators and developers commeonly have different objectives and use different metrics to measure their performance, as
explained in Section 1. Thus, to improve a team’s performance, an alignment is needed for the definition of clear and
visible goals.* In case of operations, these would be aimed at the stability and reliability of an application, while for devel-
opers the focus should be on the features delivered for it.***5 Since DevOps is also targeted toward using lean and agile
practices,™ it concentrates its aim on improving people, processes and technologies capabilities, specifically in the way
the work in process is limited and done in small batches, therefore contributing to the well-being of their teams.™

Cost reduction is among the top goals of every organization in the world. As discussed before, DevOps can help reduce
costs by reducing bottlenecks in the SDLC, optimizing time to deploy changes in production and enabling better resource
management.*? This can help balance software quality with costs, helping organizations to have an increased return on
investment. 57

To optimize the SDLC it is essential that operations can react guickly, helping developers have their environments
stable, up and running. DevOps encourages operators to use the infrastructure as a code capability in order to help manage
and configure environments more guickly and in a standardized way. % This allows developers to have development and
preproduction environments, which aids in the discovery of issues early in the SDLC.™ Likewise, the environment process
configuration and tools used by each team should be standardized, avoiding common situations like *it was working on
my machine.””’
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‘With the mixing of IT teams by making developers and operators work together, the competences of these resources
will be increased.” Developers will be able to get abilities that most often regard to operations, while operators will get
ahbilities on areas of development.®® This also contributes for improved knowledge management,” allowing a DevOps
team to be more complete in terms of their joint competences.

Omn a decrease of manual work a consensus can be concluded in literature. This is accomplished by using automation.
There are three major areas where it can be applied: testing,” the delivery pipeline,™ and configuration or provisioning.™
Test scripts can be automated by using tools that will perform the actions of the testers, verifying if the final output is
the desired one. Thus, this capability reduces the manual work of testers as well as the risk for human error. Moreover,
automated tests enable continuous testing capability which helps find integration issues earlier in the development cycle,
making defect resolution faster and with less impact on production environments. ™ This also frees up the tester to create
other, exploratory testing activities.

Operations are usually not only responsible to guarantee the stability of production environments but also of the lower
environments. If a development team requires several development environments, each requiring operators to config-
ure manually, a blocking of development resources may occur. DevOps encourages the usage of infrastructure-as-code to
allow the operators to manage their infrastructure and environment configurations by using code, replicating said con-
figurations for several alternative environments, speeding up configuration.™ Furthermore, it is possible to automatically
provision environments with resources based on predetermined thresholds, guaranteeing their stability and availability.*

DievOps encourages developers to continuously integrate their code so that issues can be found earlier.™ However, this
requires a lot of work if every time a developer checks-in his code, a manual package needs creation for other developers
to review. Under DevOps, every time that a developer commits code to a code repository, a script is triggered that will
automatically test and create a package or artifact, checking and giving immediate feedback if there is any error and, if
successful, storing it properly.® From this point onwards, the developed package can be used for installation across all
environments. With the package stored, one could also trigger a script that will deploy the package with new code in a test
environment, making it available for testers; alternatively, once the deployment is completed, more complex automated
testing can be triggered, like integration or end-to-end tests and developers informed if the new code failed in any test,
speeding up the bug fixing and increasing the software's stability. 2"

Customer satisfaction can be seen as a consequence, resulting from a variety of previously described benefits. Since
DevOps will continuously improve the stability of applications while reaching for customer feedback, customer satisfac-
tion will increase.” By reducing bottlenecks on the SDLC process, the customers’ feedback is deployed on the application
faster, further increasing satisfaction.” Also, looking from a perspective in which a customer is internal, DevOps can also
contribute to cost reduction.

Less failed changes can be seen as a conseguence from both the standardization of processes and tools, as well as
from other DevOps capabilities in general. With a standardization of processes, like those used in a deployment, for
example, issues on a deployment script can be found and fixed in other environment, before reaching a production deploy-
ment.”2 With all the automation (in testing areas, for example) and continuous integration that DevOps encourages, help
is obtained toward identifying issues with development work earlier on the SDLC, helping to avoid failed changes when
moving to production.™

Employees of an organization will feel more motivated by working on a more communicative environment, in which
they feel that their team will back them up.'? This will contribute to reduced blame-games between developers and oper-
ators.** Due to the sharing culture that DevOps promotes, developers will learn about operators’ tasks just as much as
operators will learn about developers® tasks. Thus, employees will be more capable to backup each other up on different
types of work 157

Due to the increased speed of development, and by enabling a faster time to market, DevOps allows organizations
to experiment new solutions, features and products™ without incurring in significant economic impacts. Start-up com-
panies are known for creating new market segments due to the innovative solutions they create. DevOps brings a great
opportunity for these organizations, which does not have much revenue, allowing a spirit of the “Faster you fail, faster
you recover” 4P,

The setup of IT Teams before DevOps were structured in a way that deployments were manually performed by single
or multiple operation teams that had the responsibility for configuring and setting up production environments, database
configuration, backups of software build and reversing bad builds on the new software.®® This raises the possibility and
concern of human errors, which can impact the entire service stack of an organization.” Automation is one of the most
used capabilities in DevOps which can help on this matter. By building automatic deployment mechanisms it is possible
to decrease the volume of potential outages from applications.™® Moreover, DevOps gives the ability for developers to
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perform their own deployments under the motto “You build it, you run it”,” which empowers developers to find bad
builds before operators, resulting in improved deployment management.

DevOps promotes monitoring during the entire deployment pipeline, using tools to notify developers and operators
in case of something going wrong, or the need for manual actions, like rolling back the software to a previous version,®
contributing also to a better deployment management.

DeviOps is usually allied with cloud implementations which help deploy security integration and carry out penetration
tests between applications.*™*! Nowadays, cloud providers offer services that promote the usage of DevOps, in which a
security model for their customers is ensured.®

As discussed earlier, DevOps is not only focused on automating processes and improved performance, but alsoon cross
team collaboration and interaction between people. For DevOps, or other agile software development methodologies,
organizations need to have a culture that allows for these interactions. Lean, Agile, and DevOps appeared in various
times to meet various requirements,™ but they all concentrate on organizational culture by forming interdisciplinary
teams, cutting waste, concentrating on the customer, embracing change, and providing value on a continual basis. Under
DevOps, sharing is the key for operators and developers to work together. As such, organizational culture needs to be
adapted to promote this kind of involvement.™

5 | SECONDSLR: EMPIRICAL EVIDENCES OF DEVOPS BENEFITS

A second SLE was carried out to confirm and evaluate the findings from the first SLR, in which all DevOps benefits were
gathered from literature. To do so, the authors captured and analyzed a total of 36 DevOps implementation case studies.
Each of the studies was read for data on the outcomes of introducing DevOps capabilities in a business environment. A
list of these articles, their references, and basic vectors of analysis, are found on Table 2.

Due to the data provided in Table 2, it was possible to produce Figure 2 with a segregation of the case studies
by continent, country, and business sector. It is possible to see that DevOps is more present in Europe or on multi-
national organizations that work in several countries from multiple continents. Regarding the business sector, the IT
business sector clearly stands out from the other sectors. Since DevOps is a culture that is focused on IT developers
and operators, it makes sense that IT organizations implement this culture before other sectors. However, from pro-
fessional experience from the authors, the DevOps culture have been expanding on the financial sector (banking and
insurance).

Having identified and analyzed the final list of DevOps implementation articles, we proceeded to map business benefit
concept IDs to case studies in which they are mentioned. Some of the documents included findings from more than one
case study; for these, we relied on decimals to differentiate implementation results from each organization as much as we
possibly could. However, it is important to note that some authors merged in a single body the observations and results
of multiple, different DevOps case studies, making full differentiation impossible. In total. 69 case studies were identified
and reviewed as part of our research. The results of this effort are presented in Table 3 (also refer to Appendix B). Moreover,
one of the case studies didn™t presented any benefit, where the authors have identified to study the benefits as their own
future work. The benefit ID and benefit description columns are referring to the concepts previously presented in Table 1.
Lastly, it is relevant to add that most of the case studies did not provide quantitative evidence of these benefits, but often
referred to them in a qualitative manner.

An improvement in the rate by which new development is produced, deployed, and reaches the market was by
a considerable margin the most widely and explicitly observed benefit of a DevOps adoption. The implementation of
DevOps practices, particularly when it comes to establishing a bridge between development and operations teams,”’
was commanly pointed out as an enabling factor toward faster delivery.'™ The added flexibility associated with DevOps
practices allows for new software evolutions to be implemented faster, while sustaining a quality standard.” Shorter
response times™ and increased deployment speed!™ are likely to be observed in a successful DevOps integration. In
Luz et al.'s* study it is stated that “after the DevOps adoption, it was possible to make 29 deployments on a single day”
whereas before, due to rigid and conflicting policies at the operational level, deployment were only scheduled to occur
once, weekly.

As established, the development of synergies between teams is a foundational principle for applying DevOps prac-
tices. From our research, improved collaboration and communication between developers and operational staff was a
frequently reported benefit resulting from DevOps implementation. Increased awareness of the overall software devel-
opment processes, standard deployment practices and service management took place™ as teamns abandoned traditional
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TABLE 2 Listof DevOps implementation case studies analyzed

D

Csm
Cs5.02
C3.03
C3.04
C5.05
C5.06
Cs.07
Cs.08
Cs.09
Cs.10
C5.11
C3.12
C5.13
C5.14
C8.15
Cs.16
Cs.17
Cs.18
C5.19
C3.20
C5.21
C8.22
Cs8.23
C5.24
Cs.25
C5.26
Cs.27
C5.28
C5.29
C5.30
Cs.31
C8.32
Cs5.33
C3.34
C5.35
C5.36
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Reference

84
85
86
56
28
64
87

101
69

102
103
104
105
106
107
67

Morocco
Montenegro
Germany
UsA
Multinational
UsA

Finland

New Zealand
UsA

Spain
Multinational
Finland
Australia
Finland

UsA
Multinational
NiA
Multinational
(Mot provided)
(Mot provided)
Multinational
Multinational
UK
Multinational
Spain

UsA
Multinational
Sweden
Finland
Germany

(Mot provided)

Continent
Europe

Europe

Europe

Europe

South America
Africa

Europe

Europe

North America
Multinational
North America
Europe
Oceania

North America
Europe
Multinational
Europe
Oceania
Europe

North America
Multinational
Europe
Multinational
{Not provided)
(Mot provided)
Multinational
Multinational
Europe
Multinational
Europe

North America
Multinational
Europe

Europe

Europe

(Mot provided)

Business sector
Information technology
Human resources
Lighting business
Information technology
Government organization
Information technology
Banking industry
Information technology
Information technology
Healthcare

University project

Information technology

Finance & insurance industry

Government organization
Information technology
Mixed

Information technology
Information technology
Information technology
Information technology
Information technology
Information technology
Mined

Finance & insurance industry

Information technology
Mixed

Information technology
Information technology
Information technology
University project
Government organization
Information technology
Information technology
Information technology
Information technology
Information technology
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FIGURE 2 Casestudies segregation

TABLE 3 DevOps benefits analysis

Benefit ID (from Table 1) Benefit description (from Table 1)

BO2
BO1
B12

Bl&

Bl4
B18

Faster time to market

Cross team collaboration and communication

Decrease of manual work
Increase of team performance
Increase of code quality

Better deployment management
Improvement of system reliability
Faster and better feedback
Processes and wols standardization
Maximization of competences
Increase of customer satisfaction
Increase of employees motivation
Costs reduction

Less mean time to recover
Organizational cultural changes
More innovation

Increase of value

Less failed changes

Less security issues

Lighting

University

Froject; 2 _

Mised; 3

Business;
1

Infoamatian

Technology; 22

{Mat Provided); 4

Augatraks; 1

12

10

IS - I - =]

Brazil, 1

Banking Industry; rinance &

17%

%

13%

9%

%
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“work silos” in favor of DevOps.*" Furthermore, this “empowerment of teamwork™* between development and oper-
ations seems to heavily tie in with other business benefits ranging from improved reliability, quality, and security™ to
competence maximization, innovation and employee motivation. Referring to Shahins'™ work, in interviews that were
held with participants of a DevOps implementation study, the opportunity of learning about overall operational and
architecture aspects was often commented as a deeply useful and “growing exercise.”

DevOps practices emphasize automation over manual work in the development, testing and deployment of soft-
ware. ™ Over 50% of the reviewed case studies clearly mention a reduction in the volume of manual tasks. For example,
in Laukkanen et al's'™ study, “manual test[ing] had been the bottleneck” for reducing feature freeze periods; with
DevOps implemented, release tests for specific systems were automated, causing a reduction in the time necessary for
completion. Luz et al.?® also describe how before having DevOps implemented a vast majority of automatable tasks
were done manually, often causing errors and need for rework. Similar to what we observed in our analysis of BO1
(cross team collaboration and communication). the benefit of reducing manual work appears to tie in with faster deliv-
ery,'* less failed changes, improved code quality and even employee motivation, as was observed in Gupta et al.’s™
case study. Here, teams focused on incremental automation, focusing on a single, critical workflow at a time; upon
reviewing progress, it is stated that “such small successes motivated the team”, encouraging them to pursue further
automation.

Although increase of value (B05), less failed changes (B14) and less security issues (B18) were not commonly and
explicitly discussed in the analyzed case studies, there is room for further investigation toward better understanding
how business benefits can relate to each other. Despite said links not being subject to investigation under the present
research, it may not be unreasonable to consider that organizations who increase release rates and quicken their time
to market (B0O2) are in a better position to deliver greater value to stakeholders (BOS): or that those who significantly
improve communication and collaboration between developers and operations (B01)} may also observe a reduction in
failed changes or release faults (B14).

6 | RESULTS AND DISCUSSION OF DEVOPS EMPIRICAL EVIDENCES

Table 4 presents examples for each of the 19 business benefits identified as part of our research. Where applica-
ble, cells referring to the “Problem Solved” column are also filled in, indicating the motivation or reasoning that
led to the implementation of DevOps, which led to the observed benefits. This section shows that DevOps can
solve different problems on the organizations, indicating an empirical evidence of the benefits got after the DevOps
implementation.

7 | CHALLENGES INDEVOPS ADOPTION: THE OTHER SIDE OF THE COIN

Even thought, this research is about the benefits of the DevOps culture adoption, the main objective is to show
what to expect when adopting DevOps. Thus, for this article some DevOps challenges will also be presented,
since some of the researchers that identified DevOps benefits, were also able to identify challenges to the DevOps
implementation. In Table 5, one can see which challenges were identified by the researchers that also identified
benefits.

As it can be seen, some of the challenges shown in Table 5, are more related with the culture, environment, and
business industry where the DevOps culture is being implemented, rather than the technologic point of view of DevOps,
such as “Insufficient communication,” “Deep-seated company culture” and “Industry constraints.” This shows that when
an organization is thinking to adopt DevOps, should self-assess if it is culturally ready for this change. Moreover, to help
to mitigate this challenge, the top management of the organization should be propelling for this change so it could be
example for the rest of the organization.® But there is a technologic challenge regarding the automation of the deployment
scripts for several technologies. Organizations have multiple applications, where each of them can have different coding
languages which needs its ovwn deployment script. This requires a lot of different skills for DevOps to be able to automate
these different deployment scripts.

DevOps has been evolving constantly, which could help regarding the challenge “DevOps is unclear but also evolving.”
The amount of publications shows that the DevOps adoption has been growing over the time, showing that organizations
have been able to understand how to implement DevOps.
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TABLE 4 Case study analysis: DevOps benefit and problem solved
Benefit Example of benefit Problem solved Case study
(B01}-Cross team “The inclusion of operation team members and “We soon realized that with the current approach  C5.10
collaboration and operation topics kelp the operation team io we would not be able o release the first couple of
communication know the development topics and plan their version increments. Team members in India and
readiness accordingly. Additionally, they take L'SA have experience in traditional software
building knowledge and feedback for risk development and product management group in
assessment wit hout additional effore™ Germany has no experience in software
development.”
(B02)-Faster time The organization achieved a one deployment per  “The organization size, the diversity of its Cs.15
to market week frequency, with one hour / one day lead departments (development, operations, security,
time for changes. service, (A, architecture, etc.) as well as the
interaction between them, and the complexity af
its processes, hampered reducing time to marke,
and made this company less competitive™
(B03)}-Faster and “The flexibility afforded by the DevOps approach  “While NEXT-C was well characterized from its C514
better feedback allowed the development teams to recognize, own development and test perspective, there were
characterize and accommodate- date changes unknowrns in the specifics of DART s tailored
to DART s control algorithms for NEXT-C in use-case for the thruster.™
real time. The team was able to update the test
specifications and procedures in real time, and
ultimarely achieve the goal of demonstrating
NEXT-C at Technology Readiness Level.”
(B4 )}-Increase of “Higher levels of automation were found o drive  Description of a Problem / Motivation was not C512
code quality improved guality asswrance. { ... ) The provided.
autemated DevOps production pipeline helps to
ensure that every change is verified before it is
pushed forward for delivery.”
(BO3)-Increase of “Increase in deployment frequency from about 30 “Need for a change by the business in order (o C813
value releases a month fo an average of 120 releases remain agile and competitive. { ... ) Prior to
per month.” DevOps, the company had been maintaining and
developing its aging monslith application that
wirs hosted in a traditional data center.”
(BO&}-Improvement “The time spent in the queus for the Basic “We recently decided 1o move toward a CS58
of system approach is about 330 times that of the micro-services-based architecture (... )
reliability Containerized approach, and similarly the Consequently, the number of build and release
quene time using the Hosted agent is 1,110 definitions would increase significantly, and the
times that of the Containerized approach, infrastructure that was utilized may no longer be
which translates to significant time saved. Since sufficient.”
all of the infrastructure is managed without any
new cost incurred, yet the throughput is high,
our CI/CD pipeline is very lean.”
(BO7)-Less mean “This case study illustrates how rapid and simple  “The development and deployment of such systems  (C8.30
time to recover its deployment was, in accordance with the [IoT] inte production as well as their operation
DevOps principles, and therefore focusing on and monitoring are highly complex due to the
how self-service monitoring infrastructure for heterogeneity of delivery endpoints. (.. ) The
threats detection provided engineers—both Cluster of European Frojects on Software
developers and IT operators—fast and Engineering for Services and Applications
continuous feedback of the Library highlights the importance of ensuring Quality of
Energy-Efficiency System deployed into Service (Qo8) and correctness of IoT systems
production. { ... ) it provides evidence of how this together with the complexity of such purpose as
cybersecurity monitoring infrastructure enahled devices and software could change for various
to detect threats, such as denial atiocks, and reasons such ax bugs and failures, changing
helped to better anticipate spoofing problems.™ interfaces and implementations, and changing
reguirements.”
{Continues)
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TABLE 4 (Continued)

Benefit

{BO&)-Increase of
team

performance

{B09)-Costs

reduction

{B10}-Processes
and tools
standardization

{B11}Maximization
of competences

{B12)}-Decrease of
manual work

(B13)}-Increase of
customer
satisfaction

{B14)-Less failed

changes

{B15)-Increase of
employees
motivation
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Example of benefit

“Considering the e-TCE system, after the Devidps
adoption, it was possible to make 29 deployments on
a single day. Before the DevOps adoption, and due to
the rigid policies of the operations team, the
deployments were schedule to occur once a week.™

“Most companies confirm that DevOps brings shorter
response time and more frequent deployments,
higher productivity, better feedback from the client
and lower IT cost.™

“Although having simpler deployment pipeline for each
componeni or service can bring a lot of benefits but
the requirement of a dedicated pipeline needs extra
effort to set up the dedicared pipelines for the first
time. Some of the participanis reported that they
were emploving automation technologies such as
Docker to simplify the deployment process.™

“The advaniage is that the DevOps team teaches the
student the necessary activities and altempt to
integrate him'\her into the team. There are no
educational programs, for example, from the
wniversity that teach all necessary competencies that
are required fo work in a DevOps team. Hence,
companies train their students or team members to
get ready for the role.”

“Overall, developers are able to perform the defect
walidations much more gquickly withowut having to
wait to manually configure the hardware with latest
software bundles having their fix in it. With this
automation, developers have full control - 1o
validate any defect they have to just pick and choose
the config and within few clicks they will have a
setup up and running on which, they can validare
the defect in production like environment.™

“The more and faster development team adds new
features, more citizens visit the website or in the web
application. { ... )} The deliverables may be released
daily or at the end of the release cycle time.
Subsequently, the development team gains faster
feedback from end-users thar would kelp in
mitigating several risks™

“Because every change in the code is checked at every
stage of the development, and errors are discovered
and resolved on the fly, the end products have fewer
bugs, and the software can be readily released.”

“The instantiation of the role rotation in the
cross-functional DRR practice in our case enahled
large-scale learning and K5 since all team members
were able to perform several roles and become more
knowledgeable. (...} When team members rotate,
they can take on responsibilities, develop skills, and
acguire knowledge. This fosters the team’s
autonony.”

Problem solved

“Before DevOps, deployment activities
were historically a controversial point
at the TCL. Several conflicts occurred
over time. Rigid procedires were
created o try to avoid problems. ™

Description of a Problem / Motivation
waas nof provided.

“Oner analysis of the data revealed that it
was challenging for a couple of
practitioners to design applications for
different operations environmenis, in
which they may have had difficulty to
miake consistency in a set of
heterogeneous operations
emvironments”

“In the traditional silo orpanized IT
department, there is a high level of
specialist knowledpe. However, in the
DevOps setups, these departments are
linked, and the human capitals move
from highly specialized to more
generalized knowledge. ™

“No organizations can afford to live with
manual error prone and repeated
aciivities in the software delivery
lifecyele (... ) the project teams identify
this precise business need and adopt
Dev(ps to optimize their processes, it is
going to reap more fruits ™

Description of a Problem / Motivation
was nof provided.

Description of a Problem / Motivation
was nol provided.

Cross-functional collaboration and team
self-organization were described ax
major challenges.

Case study
C55

Cila

Cs32

C526

CS5.36

C523

Cs12

C525

(Continues)
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TABLE 4 (Continued)
Benefit Example of benefit Problem solved Case study
{Bl&}-More “The single-case study presented in this research “To develop its own consulting approach, C8.35
innovation was helpful to answer the hwo research questions T-Systems MM S initiated a DevOps
First, DevOps may be considered an approach program, which explicitly aims to improve
that contributes o implementing innowation for the company's offering in the area af
software-defined business environments, (... innovative digital services.”
Second, the case shows that (IT) consulting
companies need to transform themselves for
Deviips.™
{B17)-Better “This has reduced errors caused by builds with “It was identified that the deployment C5.24
deployment wrong dependencies, incorrect deploymeni process executed until the beginning of this
management documents, and human errors in general, since wark required a lot of gffort and there was
only automated processes would deploy in the a lot of bureaucracy.”
environments. { ... ) Initially there will be the
impression that some lepacy systems and
technologies will not be able to be automated or
benefitted by the Continuous Delivery process,
bur in the case of the instinution of the case study,
even COBOL and Fower builder systems have
benefited from process automation.”
{B1E}Less security  “The success so far shows that organizations with “Ensure that security became a continuous £5.31
issues large bureaucratic obstacles and stringent practice rather than being tacked on at the
software security and accreditation requirements end.”
are able to use (Sec)DevOps processes and
toalsets to produce software that meets security
and accreditation requirements and ultimately
satigfies their customers.”
(B19)}-Organizational “DevOps culture and mind-set, which were “Prior to this improvement, the team spent C5.17
cultural changes enriched with colocation, were observed in the huge efforts in merging code and resolving
wider dissemination of DevOps approach across merge conflicts, which were causing
the organization.” broken builds often.™
TABLE 5 DevOps adoption challenges
D Challenge # of references References
.o Industry constraints 2 e
109
[l 1] Deep-seated company culture 2 39
29
C.03 Insufficient communication 1 29
C.id DevOps is unclear 1 ]

Every new adoption for an organization takes time to learn, and DevOps is not an exception for it. To adopt DevOps,
it is important to give training to the organizations employees so they can understand how to implement DevOps.

8 | VALIDITY OF THE SLRS

The authors have submitted this research to validity tests where the validity is made in four different categories, construct
validity, external validity, internal validity and conclusion validity."” Zhou et al."” have performed a research to synthetize
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TABLE 6 Validity tests

Pitfall description Review test

Monspecification of SLR's setting and sufficient details These pitfalls are regarding the planning phase of the review. However,
this research has a process and protocol correctly defined describing
the decisions for the criteria, databases and search terms used. This

shows a path that other researchers can follow to reproduce and
Incomprehensive venues or databases replicate this research, adding more validity to this research.

Incorrect or incomplete search terms in automatic
search

Inappropriate inclusion & exclusion criteria

Inadequate size and number of samples For both SLEs on this study, it was possible to gather a significative
amount of publications. From these samples, the authors were able to
identify several benefits on the first SLR likewise, on the second review
where was possible to identify several DevOps case studies.

Restricted time span The only time restriction defined was the minimum date of research
since DevOps was first presented in 2008,
Bias in study selection To avoid the bias study selection, the authors have defined filters and

criteria to select the studies on the same way for all of them.

Paper/database inaccessible The databases used are some of the known databases by the
academic/scientific and software engineering communities, showing
the reliability of these databases.

Primary study duplication To avoid duplication, the authors have applied a filter to remove
duplicated articles.
Bias in data extraction The severzl authors of this research have reviewed the data extracted

from each author to avoid that some researchers have not identified
important data.

the most commen pitfalls when performing literature reviews by the different review phases. In Table 6 one can see some
of these common pitfalls and how the authors have passed the test for this research.

9 | CONCLUSION

DevOps is a novel culture being adopted worldwide. The authors noticed a lack of synthetization for DevOps imple-
mentations benefits in present literature. Thus, the objective for this research was to consolidate the benefits of DevOps
implementation so new practitioners know what to expect when adopting the methodology.

To accomplish this objective, the authors have chosen to perform an SLR on the benefits reported in literature. The
SLR methedology is known for adding rigor to research due to the well-defined protocol that one must comply to when
defining it. Additionally, a second SLR was carried out to find case studies of DevOps implementation. This second SLR
was important for research, allowing for the mapping between issues that organizations faced, what were the achieved
benefits, and what empirical evidence are there, respectively. Given the accomplishment of the study objective, it is
possible to note that this study brings contributions to the theoretical body of knowledge by synthetizing the DevOps
implementations benefits.

Regarding the findings originated from this research it is possible to state that even though there was a small
number of studies in common between both SLR's, all benefits listed from the first SLR were also found on the
second SLR. This demonstrates that empirical evidence exists for said benefits. It was also interesting to note that
the top five benefits with more references from the first SLR are not the same as the top five benefits with more
occurrences in the second SLR. Of the top five from the first SLR one can find benefits B03 and BO5, while on the
second SLR one finds benefits BOR and Bl1. Comparing B05 with BOS, the authors can understand that it is eas-
ier to measure an improvement in team performance rather than a measure of value increase. As such, it makes
sense to find BO8 with more occurrences with empirical evidence. Furthermore, when comparing B03 with B11, one
can also suppose that all the automation that DevOps encourages makes it easier to record a decrease of manual
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work, as the effect should be immediate, while faster and better feedback often results from willingness by individuals
themselves.

It is possible to see that the most reported benefits are common between the two SLR's. Those benefits are BO1 and
B02. This is aligned with the premises of DevOps, bridging the gap between developers and operators, working together
in delivering software or products faster to their customers.

Regarding the least reported benefit it is possible to see B18 on the bottom of each SLR. It seems that
this benefit is related with DevOps, but it is more specifically studied as an own discipline for security, called
DeviecOps.

The fact that case study authors did not frequently provide quantitative evidence regarding the observed busi-
ness benefits did increase the difficulty of establishing fully consolidated findings. This brings the opportunity of
future researchers to expose metrics on how to measure the DevOps benefits, to compare how the organizations busi-
ness units behave with these DevOps benefits. Another limitation to this study is due to the novelty of DevOps,
the authors couldn’t apply a quality filter on the SLR's for top conferences and top journals, otherwise, the total
amount of articles for analysis would be low. As future work, the authors suggest performing a similar study for
DevOps, but instead of benefits it could be directed at finding adoption challenges and how to overcome them. The
authors believe that combining this research with a study where adoption challenges are tackled would help new
DevOps practitioners clarify what is expected to be achieved with DevOps and how to go about its implementation.
Moreover, this research would help organization on the decision to implement DevOps, since this research shows
the trade-off between challenges and benefits. Furthermore, there may be value in studying to what extent do iden-
tify DevOps business benefits can relate to each other, building a potential series of linked, expected improvements
for business.
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APPENDIX A. CONCEPT-CENTRIC APPROACH FOR BENEFITS AND LITERATURE

This appendix provides a mapping between all the authors (references) that mention a certain DevOps benefit.

BO1 6,12,15.17,22,25,28 29 44-46 49-51 56,57 62-66,68 69,72,75,79,82,89 92,107,111-129

BO2 6.12,14,17,22,23 25 39.51-54,56,58,63.65,74,78.91,101,113,1 21-123,125,126.129-143

BO3 6,14,15.22,23 39 44,45 49 51.53-56,58 60,63,66,72,74,75,93,109,111,117,118,121,122,125,133,138,144-150
B4 14,15,20,22,28,29 45,51,57,65,70,75-77,92,93,107,109,113,118-120,122,125,128,132.134,145,148,150-152
BOS 6,17.22,28,29,45,50,56,58,60,65.68.89,92,101,118,120-122,125,133,134,138,153-155

B0& 6,14,22.46,57,61,64,65.67.70,93,107,116,118,119.121-123,130,147,152.156

BO7 6,14,23.45,46,56 62-64,66,68,81,122,123,135,142,145

BO8 12,22,28,29 44 45,53,57,63-65,69,113,134,144,151153

BO9 22,28,51,65-67,74,107,125,129,130,143,145

B10 22 65,67-71,100,124,125,140,144,146

BI1 15,22,23,25.29,54,65,66,69,92.117,118,123

B12 22.56,65.67,70,72-74.76,117,148

B13 22,29,51,55,56,58,64,65,77,113,133

Bl14 22.46,58,65,66,74,75,78,118,142157

B15 12,15,54.63.69,79,92,113,121

Bl16 14,29,117,133,136,150,153,157

B17 56,63,65.60,73

B18 80-82,122134

B19 15,76

APPENDIX B. IDENTIFIED BUSINESS BENEFITS PER DEVOPS IMPLEMENTATION CASE

ST

uUubDYy

In this appendix there is the mapping between the case studies and the benefits identified on each of these case studies.

L) AT [y (0 W L g T TUTNVE 1100 AR e ] gy Sarie, | A0R] -OURAT o0 &g 060 W (0] 1] SR S Sroupa i s A g e ' T00E T0 L1

fop

NN AN 003 3 AT TR g A (0 Mo 0 EROTIN V0030 S100 105 SR a0 St

267



| WILEY

Cs.1
5.2

Cs.4
C35
CR.6
C3.7

C5.9
CE.10
CE.11

512

C313
cs14

C3.15

C5.16

CE18
C5.19
C3.20
CE.Z1
sz

C5.23

(o

C3.26

CS.27
CS.28
Ci3.M9
C3.30
C3.31

CE.32

C3.33
53

C3.35
CS5.36

268

FALUSTINCG BT AL

a’
£
E

LR I R R

151
15.2
161
16.2
16.3
16.4
16.5
16.6
16.7
16.8
16.9
16.10
1611
171
17.2
17.3
17.4
17.5

a.a0

M
M2
M3
M4

Devips benefit concept 1D
Bl

BOZ; B, BL17

BO1; Bl&

BIil

BO1; BOZ;, BOE: B1O0; B17

B0O1; B03; E13; Bid; BO&; B10; B12;
BO1; BOZ; BOG; B1d; B17

BO1; BOZ; BOG; B1d; B1E; B17;
BO1; B4, BOG; B16

BO1; BOZ, BOG; B10;, B17;

B4 Bl&

BO1; BOZ; BOG; BOd; BOS; B06; BOT, BOE, B10; 12, B14; B15; B17
BO1; BOZ, B03; BOd; BOS; Bl6; BOT, BOE, B10; E12; B14; B15; BE17
BO1; BOZ, B03; B4, BOS; BlG; BOT, BOE;, B10; 12, B14; B15; B17

BOL; B4, BOS; B10; B13; B15; B16
BO&; B17

BOZ; BOG; BOT, B17

BOZ; B0&; BOT: B17
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BOZ; B03; BOE; BO9, B1Z; B13
BOZ; B03; BO&; BOY; B11; B13
BOZ; B03; BO8; BOY, B1Z; B13
BOZ; B03; BO8; BOY; B12; K13
BO2; B03; BOE; BOY; B1Z; B13
BOZ; B03; BOE; BO9, B1Z; B13
BO2; B03; BOE; BOY; B11; B13
BOZ; B3, BO8; BOY, B1Z; B13

B4; B; BT B9, BLO; B11; B17; B19
BOZ2; B4, BOE; B15; B1Y

HO1; BOZ; B0J; BOG, BOT; BOE; B15; B1%

BOZ; B, BOG; BOT; BOE; B15; K19
BOZ; B, BOE; B15; B1%

BO1; BOZ; B4 BOS; B1Z

BO1

BO4; BlG

Mo benefits idemtified

BO1; B03; BOS; B11

BOZ; Bl6; B11; B13; B15; B16; B17
BOZ; B3, BOS; B11; B13; B16; E1S

BO1; BOZ; B03; BO4; BO6; BO7, B12 B13, B17

BO1; B4, E11; B12; B15, E19
BO1; B0&; B11; B12; B15

BO1; BO&; B11; B12; B15

BO1; BO8; E11; B12; B15

BO1; B0&; B11; B12; B15

BO1; BOZ

BOl

BO1; BD6; B11; B12; Bl4; B15; E19
BO1; B0&, BO7; BOS; B12; B19

BO1; B0, GO, BO4; BOS; BOG, BOS, B13; B15, B16; BI7; B18

BOL; BOZ; B04; B10; B11; B12; B17
BOL; BOZ; B04; BI0; B11; B12; B17
BOL; BOZ; B04; B10; B11; B12; B17
BOL; BOZ; B04; B10; B11; B12; B17
BOL; BOZ; B04; BI0; B11; B12; B17
BOL; BOZ; B04; B10; B11; B12; B17
BOL; BOZ; B04; B10; B11; B12; B17
BOL; BOZ; B04; B10; B11; B12; B17
BOL; BOZ; B04; B10; B11; B12; B17
BO1; BOZ, BO4; BYO0; B11; B12; B17
BOZ; BO6; B14

BOZ; B12

BOZ; B12

BOZ; B12

BOZ; B1Z

BO1; BOZ; BO3; BOS; B13; B16
BOZ; B03; BO&; BO9; B1Z; B13; B19

T AR & AT RTEde ) £y [moand o EIOTIN Vi N 0 ST 10g ARGT] AN A, U0 (R D0V 00U SIS0 Lo R oy sior) o O e e L o g T SR 1100 AB Tl D LT, ¢ e - oInEag oo A 6 R 01 T A0R AT L KRR R o A g popeomaa ' TI0E YT



APPENDIX F - DEVOPS AND PROBLEM MANAGEMENT: A CASE STUDY

DevOps and Problem Management: A Case Study

Daniel Adniano®, Jodo Faustino®, Riben Perewra®, Rafael Almeida®, Miguel
Mira da Silva®
lnstituto Universitario de Lishoa (JSCTE-TUL), 4v. dias Forgas Armadas, [649-026 Lishoa Portugal;

*Neobrain, & Rue de Rome, 73008 Pariz, France; *Universidade de Lithoa — Instituto Superior Técnico
(I37), Depariment of Computer Science oand Engineering, 1049-001 Lisboa, Portugal

Abstract

The uze of DevOps i3 a predominant stiribute of businesses engaged in the development and
mamtenance of Information Technology systems. Although literature exploning DevOps practices has
expanded, there iz still much unexplored territory on its operational ramifications. This is particularly
cbzerved when considering their potentizl impact on Information Technolegy Service Management
frameworks. Thiz research aim: to estzblish what DevOps practices can be applied to Problem
Management, a core Service Management process. An exploratory Case Study was carried out with the
participation of Problem Manapers operating in 2 DevOps environment. Three data collection methods
were applied: Semi-structured interviews; documental analysis and obzervation; and a focus group exercise.
This resezrch indicates that DevOps practices hawve varying degrees of sigmificance for 2 Problem
Manzgement process. Practices aszoeiated with continuous planning and collaboration are prone to having
greater significance in a Problem lifecycle, with the potential of enabling benefits such 23 quicker Problem
identification. higher quality Eoot Cauze Analysiz, and improved resclution times. The novelty of inzight
gathered in this study benefits both academics, through its contribution to an expanding body of imowledge,

and professionals, considering the practical and applicable nature of findings. Future work 13 alzo prezented.

Feaymardd: DevOpa, JTEM, ITIL, Froblem WManzgament.

1. Introduction

The ncreazed mtroduction of Information Technolegy (IT) resources info modem-day products
and zervices has profoundly transformed the nature of business worldwide (Limante et 2l 20017). One could
zav that this development triggered the start of a new “information age™ (Varga et 21, 2019) in which the
proper management of knowledze, processes and serviee delivery are present zt the very center of
crganizational pricrities, being key for success (Alsolamy et al, 2014; Park et al, 2006). Technelogical
developments have driven up the investment on IT, as crganizations strive to capture the benefits resulting
from imnovation 2s well a3 protect themsaelves apainst new and emerging threats (Benitez et 2l 2018; Luo
et al., 2016). In an effort to cope with the constant competition present in increasingly dynamic markets
(Badinelli et 1., 2012) crganizations have developed and put in place equally “complex and dvnamic IT
systems to support their business processes™ (Jamous et al., 2016; Soni, 2013).

Due to changing market demands, the very methodolegies by which zoftware iz delivered have
evolved (Vimmani, 2015). As stated by Séekié et al., (2013), ever-changing buziness needs, coupled with

the prezent expediency requirements for miroducing softoware into the market, have “created a paradigm
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zhift towards a 3rd generation Scftware Development philozophy called DevOps ™ (See also Laukkanen et
al., 2017). Many have defined the new sets of practices contemplated in DevOps 25 the merging of people,
process, and product, aimed at delivering greater value to customers (de Kort, 2016) through quicker, vet
equally competent and reliable, development and release cyeles (Farrcha & Farroha, 2014; Mohan et al.,
2018). Assuch it should not come as 2 surprise why these have become so merezsingly popular in prezent-

day software development (Luz et 2], 2019; Stahl et al, 2017).

The emerping DevOps philesophy not only relates to zoftware development standards but plays 2
zignificant role in the level and frequency of interaction between development and operational staff (Aiello
& Sachs, 2016; Guemiero et al, 2013). Literature examiming the processes by which DevOps iz adopted
frequently mention collaborative links being formed between said teams; these repartedly result info greater
kmowledgze sharing (Senapathi et al., 2018), improved risk assessment and error detection (Gupta et al.,
2019) az well as the reduction of deployment cvele duration (Kuunsinen et 21, 2018). This has led to new
research being performed on the potential challenges, rizsks, and bensfits of the interaction between DevOps
practices and Information Technology Service Management (ITSM) framewerks, which direct operations
(Pilorget & Schell, 2018). It iz through the “specialized organizational capabilities™ ITSM offers, in the
form of processes, fimetions and roles, that valne can be consistently generated and delivered (Cartlidge &
Lillyerop, 2009).

The outcomes of DevOps practices in organizations operating via ITSM have been largely
unexplored (Abdelkebir et al., 2017; Kamute & Langerman, 2017). Amongst established frameworks such
as COBIT and ISQVIEC, the Information Technolegy Infrastructure Library (ITIL) stands cut as the most
widely adopted ITSM system (Sharifi et al., 2008). Prevalently uzed ITIL processes such az Incident and
Problem Management (PA) are of great significance for businesses in virtually any sector (Krishna Kaiser,
2018). Az such, one can perceive an opportunity of delving desper into the potential links between thesze
kev processes and the DevOps methodology. Mere specifically, the study of what DevOps practices can be
zpplied in each stage of a Problem Management process. and the extent to which these can improve the
reselution of Problems, may lead to practical business benefits being captured by organizations working
with zaid processes and methodologies. Research has already been performed to understand how DevOps
practices may have a role in executing the Incident Management process (Fausting, 2018). We will give
comtinuity to thiz effort, focusing our analyvsis on exploring DevOps interactions with PM through 2 casze

study in the IT department of 2 German multinational conglomerate company.

2. Theoretical Background

Thiz chapter introduces the central topics which are covered throughout this research. In addition
to providing an overview of the current understanding of DevOps and PM, it alze contains 3 summary on

to what extent these concepts have been articulated in present literature.

1.1 Defining DevOps

The DevOps (Developer — Operation) approach has itz onging dating back to 2009, when the
DevOpsDayve conference was first held in Ghent, Belgium (Kim et al., 2016; Perera et al, 2017). It
embodies a “change in IT culture™ l{éu:'ekiu:' et al., 2018) in which high-speed software delivery (Virmani,



2013), mproved collaboration (Perera et al, 2017) and the implementation of comtinucus testing,
integration and feedback activities are emphasized (Somi, 2013). Itz end goal i 23 far reaching as it iz
ambiticus: To minimize the time between the initizl concept and the “production ready application”™ (Soni,
2013); to maximize speed of delivery, having new code and softorare in “shippable state™ at any point
time (Virmani, 2015); to capture, to the fullest extent, the benefitz rezulting from ongoing innovation
(Sharma et al., 2013).

DevOps is often defined as a software development methoedelogy in which integration between
operations teams and software developers takes place (Wahaballa et 2l 2013), and where. a “nght
coupling™ of development and operational reles is observed (Kuusinen et al, 2018). DevOps has alzo been
defined as a broader organizational approach. or a movement, aimed at integration and collaboration in the
delivery process of software products or zervices (Diaz et al., 2019). emphazizing fluidity (Ebert et al.,
2016) between traditionally isolated zilos (Colome-Palacios et al, 2013). Independent from how one would
conceptualize DevOps, there zre commen, distinguizhable practices associated with itz implementation
(Diaz et al., 2018). The establishing of Agile planning principles in which small, cross-functional teams,
having defined, high-level objectives, collaborate frequently (using Scrum or Kanban tools) towards
iterative development Eémite et al, 20207; the intreduction of 2 Continucus Integration (CT) concept in the
coding and building of software (Drveck et al, 2013); a reliance on automated deployment pipelines
(Eumzinen et al., 2018; Jiménez et al.. 2019) through the practices of Continuons Delivery (CDE) and
Contimuous Deployvment (CD). Here, 2 bridge between development and operations 13 important: On cne
hand, developers ensure that reliable, high quality software 1= being built and released (Chen, 2017); on the
other, operations staff review itz behavior and moniter its performance in 2 production environment (Shahin
etal., 2014). A visual reprezentation of a DevOps framework, demonstrating the consolidation of planning,
Cl, and CD/CDE practices, as well az the link of Development and Operaticnz activity, can be found in
Figure 1.
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Figure 1 - A DevOps Framework (Alt et al., 2018)

2.2 Defining Problem Management

IT Service Management frameworks have become a vital part of crgenizations (Mera et 2l., 2013),

providing 2 set of processes to “alizn, desipn, deliver, manage and improve”™ both the internal nse of IT
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resources (Wang et al, 2010}, as well as the delivery of IT products to customers (Limanto et al., 2017;
Faustine, Pereira & Mira da Silva, 2019). ITIL currently stand: cut as the most widely used ITSM
framework (Sharifi et 21, 2008; Cater-Steel ot al., 2008) with itz coneepts being sneeessfullv adapted and
adopted bv a vast number of companies (Marrons & Kolbe, 2011). The overarching goal of the framework
has prevailed throughout its versions: That of providing value, in the form of high-quality services, to

crganizztions (ITIL® Foundation Handbook 3rd ed. 2012).

The overzll rezult of 2 zuccessful implementation of ITIL models has shown organizations
achieving better performance in their key operational activities, with improved service quality and customer
sztisfaction a3 main cutputs (Melendez et al., 2018). The miroduction of 2 PM process, aimed at resolving
the underlying cause of Incidents, has besn obzerved as “one of the most important processes to ensure
service stability” (Krishna Kaizer, 2018). A Problem iz defined as the underlying causze of cne or more
Incidents. It iz the purpose of PM, by way of monitoring, reporting and investigation, to dizcover, document
znd fix root causes of Incidents, preventing their reccowrrence (Submandhani et al., 2017). Accerding to
the ITIL framework (ITILE Foundation Handbook 3rd ed. 2012), thiz 1z dene through six key activities. as
described in Table 1.

Outputy of an effective PM process includes both the sharing of Imowledge, reducing Incident
duraticn times by establishing Workarounds (Krizhna Eaizer, 2018), and the implementation of Problem
zplutions, permanently removing underlying IT service errors, effectively mitipating the rizk of fafure
interruptions (Abkdelkebir et al., 2017). In summary, PM 15 considered a crucial process towards providing
relizble, high-guality IT services and maximizing customer safisfaction (Radhabrishnan et al., 2008;
Sukonandham et al., 2017).

Table 1 - PM Process (ITILE Foumdation Hondboak 3rd ed (2012)

“Problem Activity Description
Problem Detection Candidates for investigation are pinpeinted 2s an output of Incident

anglvzis.

Problem Logzing,
Categonization, and
Prigritization

The Problem iz recorded, described, and linked with associated Incident
records.

Problem Investigation
and Diasnosiz

RCA activities take place, identifying the underlving cause of the
Incident(s).

Enown Error
Manapement

A Workaround, or temperary zelution, 1= delivered to reduce the impact of
Problems for which a complete solution 15 not vet implementad.

Problem Eezolution

The implementation of solutions is carmied out.

Problem Closure and
Feview

With the permanent solution in place, the investigation 1z formally
finalized, with all findings and actions being documented. This can alzo be
the staze uzed to define, document and implement any lessons leamed.

Az mentioned in the introduction, very limited research has been done towards proposing and
defimng specific arficulation betwreen DevOps and ITSM frameworks such as ITIL (Kamuto & Langerman,
2017). Mevertheless, researchers such as Forsgren & Humble (2015) have recognized the potential
relationship between both methodelogies. Here, DevOps serves as the “the link between Software
Development and Operations”™, with Operations being systematized via ITSM frameworks (Hiittermann,
2012). Other authers have also presented their case for the integration of development and operational
practices (Riungu-Kalliosaar et al | 2016; Nybom et al., 2016; Luey Ellen Lwakatare et al., 2019; Luz et



al.. 2019); however, no description of which specific practices can or should be integrated are provided.
Lastly, the releaze of ITIL4, the most recent framework iteration, also includes mention of DevOps, but not
to the level of detail aimed at through the present Caze Study on PM.

3. Research Methodology

Exzploratory research is aimed at examining observed phenomencon in which there is either an
gbzence or scarcity of related works (zaid Zainal, 2007). This i often done by way of Case Study (C5), 2
valuable source from where researchers can both develop an “m-depth™ understanding of complex izsues
in a “real life” setting (Dobson, 1999 or construct new theery (Pemry et al., 2004). Given that the researcher
works on a team that applies PM az well as an organization which has implemented DevOps, we clazsified
thiz C5 as a loczl knowledge caze. Considering the early stage of research done on the subject of DevOps
applicability toward the PM process, this investigation iz exploratory in nature and purpose. Our approach
15 focused on building theory on the subject matter and, 25 what iz studied only targets a single unit of
znalvais, this iz considered a single-case approach (Aberdeen 2013). Figure 2 presents our C8 path, based
on Thomas™ (2016) model.
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Figure & - Case Study Path, adapted from Thomas (2016)

A C3 1z built around 2 central question (Thomas, 2016). For the present research, that question i3
the follewing: “Hew can DevOps practices interface with an ITIL PM process?". The two central Reszearch
Questions (FQ°s) used to shape and direct the design and course of our investigation (Tashakkon &

Creswell, 2007) were 1dentified znd are prezented in Table 2.

Ag thiz rezearch reliez on the experience and mnight of a team opersting under zlready

implemented ITIL PM practices, thiz must be considersd as a retrospective C3.
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Table 2 - Research Questions

Eesearch Question ID Description

RO1 Can DevOps practices be applied in each stage of the PM process
Lifecvele? If so. which?

B2 Dioes DeviOps improve the resolution of Problems? If 20, how?

A tnangulation zpproach was followed m the carrving out of this C3. The author began by
conducting 10 zemi-structured interviews to capture practifioner experience and insight reparding the
implementation of DevOps practices in 2 PM process. Selected participants are part of the IT department
of a German multinational conglomerate company. An analvaiz of process data and workflows implemented
by interviewed practitioners followed, in which the author examined conformity with establish ITIL
frameworks. Lastly, a focus group exercize was performed with 3 of the 10 mterviewees. Theze activities
enabled the analysiz of our izsue through multiple angles, which is adwvizable in C3 exercizes (Modell,

2003). Further details on the participants of the present C8 are presented n Table 3.

Table 7 - Participant Details

Interviewee Position irp-onmne Erp!rmu Erplm irp-onmne Number of
in Role in IT in in PAIL Projectz®*

A Froces: Mlanzser 3 3 1 4 2

B Devalopear 5 10 g 3 2

C Sarvice hianazer 3 14 3 14 2

D Devaloper 4 3 4 3 1

E Procesz: Manzser 6 13 2 5 3

F Devaloper Team Lead | 4 12 12 12 4

G Procesz: Manzser 6 10 1 bl 1

H Devaloper 4 12 4 4 3

I Frocesz: Mlanaser 3 10 3 3 4

1) Proceszs Manzser 1 bl 1 4 2

Average 35 97 4 39 24

*experignce & given i vears.
*py “mummber of projects” we mean, in how maoy ovganizations has the person applied PM/ DevOpz.

On average, participants have 4 years of experience in their roles, while having close to 10 vears
of work experience in IT. The majority haz exercized DevOps and PM practices in &t least 2 previous
crgamizztions. Three separate teams are represented in this emercize; a Service Management team
responsible for overseeing the implementation of PM and other ITIL processes in the organization
(participants A, G, I}, a Service Delivery team managing business interactions with customers and end users
(participants C_ E_T), and a development team responsible for the maintenance and contimuous improvement

of Service Management tools utilized in the erganization (participants B, D, F, H).

4. Case Study Results

Thiz chapter prezents the outcomes of the C3 earred out, laving out the results obtained from each
of its three stages. The format, structure and product of semi-structured interviews, process analysis and

ohaervation, as well as the focus group exercize carried out are decumented herein



4.1 Semi-Structured Interviews

Imterviews were started by asking foundational questions regarding DevOps and PM practices,
gauging which were known and the level to which they were applied. Although DevOps Imowledge and
experience varied bazed on role and backsround, favoring participants with Development-oriented
responsibilities, all interviewses shared a common understanding of the PM process as defined in ITIL.
Participants were asked to assess the relevance of DevOps practices zcross PA activities by having each
zelect one of the following options for each combination: 1, meaning low relevance; 1, meaning relevant;
and 3, meaning high relevance. Anzwers were compiled into Tzble 4 by adding the values entered for each
cell and grading the result using three colers: Light grev indicating slight sipmificance. where the zdded
total of answers was between 10 and 14; dark grey indicating significance, where the added total of answers
was between 15 and 19; and black, indicating high siznificance, with the added total of answers equaling
to or being over 20. Opinion: and justifications provided by interviewees as they rezponded to this

azzezsment are found in Table 5.

Table 4 - DevOps Practice significance in the PM Jifecyele

Problem Management Practices
Problem Problem Ef‘&-‘u!aﬁ on Enoon Emror | Problem Problem
Detection | Loggins and Dizsmosis hlsnazement | Fesoluton Clozure
3 [
SmiE-Lef ] [ [ 12 & '
Contimous 14 12 12
Flannimz
Dev & Op=
Feadback Loops {
Conrmous 2 10 12 12 7
- InfesTation
- Automarsd 12 12 13 12
= Monitorine 1 (F13)
.‘E‘ Application [; T g T [ 3
-2 Prototyping (F14)
£ Deplovment 5 4 4 4 3 3
= Antomarion
o Teat g 7 2 & o &
= .

Diata resulting from semi-structured interviews indicates that 10 cut of the 12 contemplated
DevOps practices are, in terms of their application, sipmificant in at lezst one stage of the Problem lifacvele.
The DevOps practices of Continuous Planning, Dev & Ops Feedback Loops, Automated Monitoring, and
Stakeholder Participation stand out, and were found to be highly significant to the PA process. Considenng
captured inzight, thiz iz a rezult of the improved planning and collaboration these practices tend to enable,
by allowing development and operations teams to work more clozely together. The practices of Shift-Left,
Appheation Prototvping, Deployment and Test Auwtomation, as well as Infrastucture as Code were

considered as less significant, the latter neither practiced nor known among selected interviewees.
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Tabie 5 - Insight on DevOps & FM Practice matches

DevOps Practice PM Practice Comment
Feedback
F1 Known Error “When a proper Known Error Database iz implemented, there are plenty of opportunities for shift-left (...)
Shift Left Management Enown Error workarounds can often be applied at the 1% level of support.” ) )
“This is a key element of the link between the PM and Knowledge Management process (...) Having this set
of practices in place iz an enabler to proper Knowledee hanzgement.”
F2 Problem Detection | “Having 2 regular forum where potential Problem candidates are dizcuzsed can be helpful to the process.”
“With continuous planning we can contimuzlly find issues and obstacles to be addreszed via the PM process.”
F3 Problem “This would be an important practice to have as it enables better task management (__.) knowing where each
Investigation and investigation is on an ongoing manner is helpful for the process.”
Continuous Diagnosis
F4 Plznning Problem Resolution | “Solution activities for Problems have to be planned. Having [Continuous Planming] i3 verv relevant as it can
expedite the implementation.™
“Continuous planning sessions, the fact that they allow the opportunity for engeimng discussion, can be a positive
element for the process.”
“Thiz can be uzed to alzo prevent Problems even before thev get to Production ™
F3 Problem Detection | “Being aware of what development is to be implemented, and pointing out risks or izzues, iz an important
contributor to the creation of Problems.”™
Fé Problem “Performing Problem Root Cause Analysis always requires collaboration. Developers and Operations need to
Investigation and work together when it comes to figuring out the cause of Problems ™
Diagnosis “Regardless of who actually does the Root Cause Analysis, it is important to have consistent feedback between
Dev & Opz uz procesz teame and the tech teams. It iz how we obtain necessary npdates and improve communication.”
E7 Feedback Loops Enown Error “The validztion of Knevwn Emors and Workarounds has to be checked and confirmed by the Development side,
MJIanagement who often have the technical awareness to approve or reject this ™
F& Problem Resolution | “This combination 1s needed to make the requirements of 2 Problem zclution clear and zlign on how that
solution will be miroduced properly.”
“It iz the Developers who take the lead in the working out of a resolution for a Problem; however, the
implementation of it already involves Operations. They should be working together.”
F9 Problem “A Problem mvestization iz an ongoing process. It should be easy to track and simple to manage. The idea of
Conti R Investigation and Confinuous Integration, with new information being added to the Problem piece-by-piece, makes sense.™
entinueus Dizgnosis
Fi0 Integration Problem Resolution | “In the implementation of solutions for Problems, this practice can speed thing up to a higher pace”
“Thiz [Continuous Intesration] iz how we should aim to implement Problem actions.™
F11 Problem Detection | “This is a key practice to proactively identify Problems. We need to be aware of what iz happening in the
envircnment; having zutomation helps.”
“We could link this with the Event management process, working as an input to PML”
F12 R‘\iutomat_ed Problem Logging “There may be cppertunities to automate the creation and logging of Problem records based on certain
onitornng === e S22
= monitoring triggers.
F13 Problem Closure “We could use zome sort of automated monitoring te actually confirm the complete resolution of 2 Problem
investigation.”
F14 Application Problem Resolution | “The prototyping of 2 Problem zolution could be done.”
Prototyping
F13 Test Automation Problem Resolution | “We could use this practics to test how effective a Problem solution is before we implement it in Pred.”
F16 Problem Detection dditional “eves on the field” are important to detect thines as soon as something goes wrong.”
F17 Stakeholder Problem Logging “The prioritization of a Preblem and it classification, based on urgency and impact, 12 dependent on the
Participation Stakeholders insight and participation.”
F12 P Problem Resolution | “Stakeholder should ke mvolved mn the confirming of solutions to the Problems™
“They are the best suited to consider, apree, comment on and confirm the sohitions to Problem issues.”
Fi9 Problem “Having standard processes allows us to organize and help the carrying out of investigations. Standardization
Investigation and alzo more easily points out what may have failed during a Problem.”
Dizagneziz
F20 Process Known Error “Only with a standardized process within our teams can we ensure that a good Known Error Knowledge Base
Standardization Management iz in place; it prevents wasted time where we have people investizating matters that are already knovn or under
resolution.”
F21 Problem Closure “In Closure, everything should be clearly documented, and everyone should be aware of and follow the same
process for it. (..) the outputs of each activity towards Closure should have 2 predictable outcome.
Fa2 Problem Logging “We could trizger the automatic ereation of Problems from Chznges that are considerad “failed™.”
F23 Change Problem Fesclution | “Solutions implemented viz PM should also go through a Change Management process.”
F2. Management Problem Closure “The outcome of the Change can be used as a confirmation that the iszue was actually resolved. It is evidence
that the Problem iz ready fior Clogure.”




4.2 Process analysiz and observation

A review of the PM process being applied in the organization by its teams was conducted. Qur
ohjective consisted in analyzing its main activities to understand how aligned these are with the broader
ITIL PM literature, cbserve if and what DevOps practices are used over the courze of Problem

investigations, and how they mav mfluence the results of the process.

According to the PM process spplied in the erganization, and in line with ITIL literature, 2 Problem
15 defined as the “underlying cause of one or more Incidents or potential incidents™ Each Problem
investigation regardless of source, prierity, categornization, or type, progresses through 2 standard four-stage
lifecycle. A team of dedicated Process Managers ensures that each activity of the Problem lifecyele is
carried out according to expectations. Thev aid in defining action owners, create and route Problem tasks
in the ITSM tool nzed by the organization, schedule meetings for Problem validation and handling, and act
in the event of ezcalations or overdue actions. Although they are not invelved in the delivery of oot Cause
Analyms themselves, they ensure the process is properly driven by bulding connections between the
business and itz various Service Providers. A flowchart depicting the 4 key activities of the lifecyele is

presented m Figure 3.
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Figure 3 - Four-stage Problem lifecvele

Bazed on the author’s analysiz, the PL process mplemented in the orgamzation 1z aligned wath
the understanding of PM prezented in ITIL literature. Observation and study of the four-stage Problem
lifecyele being utilized indicates, to a certain extent and in select instances, that some DevOps practices are
glready being applied within the organization for PA. Thiz includes, for example, continuens Stakeholder
Participation in the detection, resclution, and closure phases of Problem records; reliance on & Change
Management process to carry out Problem Resolution activities; utilization of automated monitoring tools
to identify Problem candidates; ongoing alignment of technical resources and developers, coupled with

operations teams, to investigate, dizgnose and rezolve Problem investigations.

Obzerved evidence of utilizing DevOps practices in the crganizations” current PM process are
found in Table §. It is noteworthy that the 4 most significant DevOps practices for PM identified according
to the imterview phase (Centinuous Plannming, Dev & Ops Feedback Loops, Automated Menitoring, and

Stakeholder Participation) were 2ll ebzerved at thiz stape of the C5.
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Table 6 - DevOps Practices in Organizations " PAM

Organizational Problem Management Practices
cooem | RCACreation& | Problem S
Validetion | FoVeW Resolution Problem Closure
Comtinuous The orzanization relies on dadly FAI meetings with Providers, as well a: weakly fonms with 3ervice
Fl inz D =nazement, to dizonss the validation and progress of investizations and respective sobation activities,
— enzuring that the are completed according to agreed timelines or adapt timalines if requirad.
The Development The Developmeant and The Development and | (Mot obzerved in
and Operations Operations Comnmmiry Ciperations conununity | analvzis)
Compnmity works collaborates feratively in | works together to plan,
clozaly to identify the development of Foot | implement and
candidatas for Canza anslyziz. Both mvamitor aach
Dev & Ops | Problem perties ars raquired in identifiad solution
Feedback mvestization: arder to collect activicy (s woukd
L oops {often proactively, infommation from mclude the
bazad on imzight Production emviromments | development of bug
from onEoine and amalyze it to identify | fixes, implemantation
deplovimemiz). cauze and proposs planning, and onsoing
adeguate sphidons. HNEItering 1o measurs
SWOCEsE rates).
- The orzanization (Mot obsarved in Mmotnated monitoring | (Mot obzerved in
: relies of monitormg | analy=iz) topls ars urilized analvziz)
= toals to identify meazurs the maccess of
£ | Auvtomsated COMMNON SITOr implamented
'"; Monitoring | trends and reliss on rezohution activities,
= = thiz information to and sz an indicator of
E initiate Proactve 3 Problem being
Y EAL rezolved.
- Stakeholders {I¥iot obsarved in (Lot obzerved Confinmation from
mpacted by amaly=iz) analvziz) mpacted Staksholders
Incidants are that 3 Problem has
Stakeholder | encourszed heen fulty resolbved is
Participation redquest the craafion activaly sought after in
of Problem record the Feschmion Feview
aimned at sddreszing stage of the PMI
their cause. lifacvele
(ot obzerved (Mot obsarved in Problam resolution (ot obzemved In
anakvziz) amaly=iz) activities fraquenty analvziz)
Tequine the
engazemant of the
E.'ha.‘l:lge Change hlanag=ment
- 'Iamgemem process o ensures all
busines: requirsiments
are adhered to for
implementarion

4.3 Focus group exercise

Focus group discussions are frequently used as a qualitative approach to deepen the understanding

of izzues by “draw([ing] from the complex perzonal experiences, beliefs, perceptions and attitudes of the

participants through a moderated interaction”™ (0 Nyumba et al., 2018). A focus group discussion was held

with ¥ zelect individuzls from the orgamization. all of which were part of the group of 10 professionals

previcusly interviewed. Referring to Table 3, these were Interviewses D, F, B, I and J. This selection

allowed for representation of a diverse backeround and experience, with individuals from each of the three
involved teams. With this dizcussion, the authors aim to establish a triangulation of data by linking inzight

from the focus group, the outcomes of process observation, znd the results captured from zemi-structured

INterviews.

The discussion was initiated by presenting an overview of the C5 and laying out the purpose and

objectives of the exercize. A review of the findings from semi-structired interviews and process analysis,




as zet forth in previous chapters, was dene. Afterwards, we opened the conversation for participants to

dizcuss each Fessarch Question.

Om the first RQ of the study: “Can DevOps practices be applied in each stage of the PM process?
If to, which?”, participants highlishted the DevOps practices of Automated Monitoring, Dev & Ops
Feedback Loops, Stakeholder Participation, Change Management, and Process Standardization. These were
considered applicable as enzblers for the collaboration required during PR activities, in addressing the need
for proactivity, identifying emerging izsues and risks to be tackled via PM, and the delivering consistency
in carrying cut and implementing resolution activities. On the second RO of the study: “Doer DevOps
improve the resolution of Problems? If 5o, how? ", participants dizcussed how profeszional: working in
DevOps teams and those working in P tend to have differing, vet complementary, skillsets. Four DevOps
practices were highlizhted 23 having a role in directly improving Preblem resolution: Diev & Ops Feedback
Loops, Stakeholder Participation, Change Management, and Continuous Planning. Summaries of the made
for each B.0) are found in Table 7 and &,

In closing, participants agreed that although without formalization, some DevOps practices are
already being applied in various Problem investigations, with positive results, within their organization.
For example, the carrying out of detailed Root Canse Analvais was mentioned as a result of continuous
feedback loops between Development and Operaticns; the poszibility of quickening the implementation of
Problem resolution activities, done through Centinuous planning; or the increased identification of issues
requiring P intervention, as a result of greater Stakeholder participation. It was clear to participants that
net all DevOps practices are equally relevant to a PM process, but that those which have a role in planning,

commumcational and collaborative efforts of teams are of ;ignificant value.

Table 7 - Focur Group comments on RQ1

DevOps Practice Comment

Automatad Participant J- “The Automated Mlomitoring practice can guite =asily be applied to
Wonitorine proactively gather Problem candidates from our systems (...) this 1= currently one of our
- main sources for new investizations ”

Dev & Ops | Participant D: “Tt i= important for us to kmow the rasults of 2 new deployment and having
Feedback Loops 2 bridee with Operations helps us be quicker in how wa respond ™

Participant J: “Thiz 1= the most important practice that can be applied {...} the improvad
communication this and the Comtinuouws Planning practice provade brings a lot of benefit

and structure to the work of PAL".
Stakeholder Participant B: “\We need to define stakeholder, ncloding those passively observing as well
Participation 2z thoza zctively mvobred (L.)) for the detaction of Problems, svarvone 1z a valid
stzkeholder.”
Participant J: “All staksholders can contribate to FAI (...} their participation 1= very
vahuable fo us”.
Change Participant B: “Many activities done ovar the courze of a Problam require the irvolvemant
MWanzzement of Change hManazement to ensure they are done comrectly {...) many Problems are [alsa]
- crezted from Changes that do not have a poaitive outcoms.™
Proceszs Participant I: “Orgamzational colture might not be leaning fowards having a lot of
Standardization standardization m the process, but it 1= needed i order for 1t be predictable and consistent™.
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Table & - Focus Group comments on ROZ

DevOps Practice | Comment

Dt & Cps Participant D We could mmagine 2 DevOpsProb team, where the knowladge of process
Feedback Loops 15 joined with techmical expertize to quickly resolve Problems (...} there can stll be
spacialization, but all working towards the same purpozae.”

Participant B: “Commumnication between Problem managers and those actually developms
selutions is neaded to mzke sure things are dons in an organized way and at the right time ™

Participant I: “Foot Causes need to be found quckly and data can be lost (.. faedback 1=
mmportant to mzke sure peopls are on the night frack to reach a conclusion ™

Stakeholder Participant I: “Other processes may need to be more customer facing, but having more
Participation participation from the buziness m PA] makes 1t possible to kmow whers to foeus affort,
whers to make pricrities”

Participant J: “If Stakeholdars understand the process, they can be important allies over
the time 1t takes fo rescolve vestizations.”

Chanze Participant F: “FhI benefits mdirectly: If all teams are uaing thiz [Change hlanasement],
Mm}_emem it wall naturally fead into PRLT
Continuous Participant I “Some investigations are vary long (. ) they have complex actions that nead
Planning to be consistently monitored. If planning for thess Problems iz not done confinucusly, we
b would lose track of what haz been done, what 1= bemg done and what still needs fo be
completed.”

5. Conclusion

The potentizl role of DevOps practices in ITSM envirenments is, by and large, unexplered
territary. A C5 waz carried cut in an organization where bath DevOp: and PM are applied according to
modem standards. Professiomals working with various backgrounds, experiences and roles in the
organizations” IT department were interviewed on their understanding of DevOps, PA practices, and on
how theze could petentially be used collzboratively. Process observation and analysis, as well 23 a focus
group exercise were carried out. Varicus trends were chzerved over the course of the C3, with some DevOps
practices clearly standing out from others both in terms of their applicability and potential benefit to a PM
process,

In regard to the first Research Cuestion, data resulting from semi-structured interviews indicates
that 10 out of the 12 contemplated DevOps practices hold some degree of sigmificance at at lezst one stage
in the Problem lifecycle. Of these practices, Continuous Planning, Dev & Ops Feedback Loops, Automated
Monitoring, and Stakeholder Participation stand out as highly significant. These same practices, plus
Change hanagement and Process Standardization, were alzo highlichted during the process observation
stage and focus group exercize of the C3. The practices of Shift-Left, Continuous Integration, Application
Prototyping and Test Automation we found as moderate to slishtly siznificant during the interview phase
but were not observed in latter research stages. Deployment Automation and Infraztructure az Code were
net found to be significant to PM, according to this research.

On the second Fesearch Question, focusing on jfand Aow DevOps practices can improve a PM

process, more qualitative results can be considered. Insizht captured from the C5 imdicate that DevOps 13



relevant znd beneficizal to a PM process, with some practices having the potential to sigmficantly improve
how it 1z applied in an organization. The underlying reazons for this appear to be strongly aligned with what
was reviewed in the Theoretical Background; particularly when refeming to the speed, improved
collzbaration, and zilo removal that DevOps offers to organizations. The eforementioned practices of Dev
& Opz Feedback loops and Stakeholder Participation, when implemented, were found to improve the
collaboration between teams and departments in the orgamzation, enabling improved Problem handling.
The Continuous Planning and Change Management practices were obzerved in both the commmumication
taking place between the PM Team Service MManasement Providers, and eustomers themselves, as well as
the structure given to Problem resolution activitiez. The Automated Monitoring practice was seen in action
through the monitoring tools implemented by the organization, proactively identifying new Problem
candidztes and preventing recurring meidents. Practices such asz Application Prototyping, Coentinuous
Integration, Test and Deployvment Automation, and Shift-Left were discuszed as being more pertinent to

teams working specifically in Development areas, and not considered as relevant for a PM process.

In the abzence of studies focused on the relationship between DevOps and ITSM, particularly PM,
thiz rezearch provides 2 valuable confribution to professionals and practitioners alike. For organizations
adopting DevOps in an IT service manapement environment, the inzight captured on the significance and
benefit each DevOps practice may have for a PM process can motivate its inereased application in business,
generating benefits as implementation takes place. For organizations and individuals who have already
adopted DevOps, and are operating in or with a PM process, the lmewledge captured within this research
can be uzed to foeus efforts on maturing the DevOps practices that can lead to greater improvements in PM.
This research alzo embodies an academic contribution to 2 novel vet expanding body of kmewledge for the

interactions between DevOps practices and IT processes.

Thiz research does have some hmmitations. Althoush the authors sought to encompasz a
comprehensive variety of DevOps practices, some were net kmown nor applied by the participants that
contributed to the Case Study; this is the case for the DevOps practice of Infrastmucture as Code. As such,
it was not possible to conclude the potential role of s2id practice in the PM process. Other DevOps practices
may alzo be proposed to have been included in the study. Furthermore, the Case Study relied on experience
znd inzight from professionals working in various teams, DevOps, Service and Process Management, within
2 zingle organization. The PM process that was observed within the organization was found to be aligned

with the ITIL framework, vet other perspectives may exist.

Future work possibilities were identified over the course of this rezearch. In it, we analyzed the
scope of DevOps practices in a Ph process, akin to what was done by Faustine (2018) for Incident
Management. Other ITIL processes, such as Knowledge Management, Releaze MManagement and
Deplovment Management would also potentially benefit from being subject to this investigation
Additionally, despite providing examples of instances where DevOps practices were practically chbzerved
in a live PM process, the authors did not explore the challenges and effort required for their implementation.
It may be of value to consider a new Case Study zimed at anzlvzing and documenting how DevOps practices
can be adepted by IT processes. Lastly, the new ITIL iteration (ITIL4) acknowledges DevOps practices;
research could be performed on how the transition from previous ITIL iterations to ITIL4 can influence the

integration of DevOps practices such as thoze contained in thiz rezearch.
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Abstract: In an information technology (IT) perspecdwve, the world is evolving
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1 Introduction

Technologic evolution 1s impacting parties worldwide. With this evolution, organisations
started to mvest on IT to keep up with their competition, despite of all the changes that IT
also brings. such as securty threads (Luo et al. 2017; Benitez et al.. 2018). The IT
becomes a fundamental part of the organisations to support the business processes
{Alsolamy et al, 2014), so the term IT Service starts to grow (Cannon and Wheeldon,
2007). One of the objectives of most of the orgamsations 1s to become sustainable
(Peretra and Serrano, 2020) and since organisations are mvesting in IT. it 15 imperative
for organisations to measure the behaviour and performance of IT services.

Therefore, IT service management (ITSM) becomes fundamental (Lucio-Nieto and
Colomo-Palacios, 2012; El Yamamu et al., 2019). ITSM 1s a set of activities that goes
from the aligning and the understanding of the need of an IT service, through its
development, until 1ts operation (e Abreu et al , 2010).

Several ITSM frameworks exist to assist orgamisations. The most globally used
framework 1s ITIL (Agwar et al., 2018). ITIL 1s known by improving the IT services
quality and have a great efficiency due to the process standardisation (Hochstein et al .
2005; Barcelo-Valenzuela and Leal-Pompa. 2020).

To surpass some challenges felt on the software development (SD), the agile SD
methodologies started to be present on the day-by-day of the orgamisations (Kettunen.
2009). These agile SD methodologies follow the agile manifesto which privilege people
and their relationships over processes and tools (Beck et al., 2001).

Even though recent agile movements have brought the busmess and IT to work
together, there was a gap between IT development and IT operations, where a culture
called DevOps bridge that gap (Guerriero et al_, 2016). It 1s possible to see the evolution
on how software development lifecycle (SDLC) has been evolving over the time as it can
be seen in Figure 1. The SDLC phases of DevOps never end contrary to waterfall and
agile. This 15 due to the mindset of continuous improvement promoted by DevOps
culture.
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Figure 1 FEvolution of SDLC adapted from Rolf Consulting (2020) (see online version
for colours)
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Based on the previous statements. one can conclude that ITSM essentially uses processes
to manage IT Services. but, when looking to the evolution of SD, it shows that the
relationship between people 15 privileged over the processes. This shows a contradictory
tendency between the implementation of ITSM processes and the usage of the recent SD
methodologies. However. DevOps 1s focused on both people and processes, thus being a
possible relationship between ITSM and DevOps.

Despite some evidences that DevOps and ITSM can coexist (Kaiser, 2018) and that
ITSM processes can benefit from DevOps adoption (Silva et al.. 2018), literature lacks a
broader study investigating how DevOps practices and ITSM processes relate. Therefore,
this research aims to improve the body of knowledge with further msights on how
DevOps practices can be used in ITSM processes.

2 Research methodology

To pursue our research objective, the systematic literature review (SLR) methodology
was selected. A SLR 1s a proper methodology to synthesise exasting work related with the
research subject (Kitchenham. 2004). This research adopts the steps proposed by
Kitchenham (Figure 2). To add more rigor to a SLE must follow three different
charactenistics such as; being explicit where all the procedures and decisions are
described. comprehensive mn 1ts scope by including all the relevant materals and
reproducible. so other authors who also want to perform reviews about the same topic
(Okoli, 2015).
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Figure 2 Design of the SLR protocol
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3 Planning and conducting of the review

Some authors have already published about the implementation of the DevOps practices,
however, Jabban et al. (2016), performed a review of the existing literature where they
have summarised the existing practices of DevOps, for this research it will also be used
those practices.

Therefore, this research intends to shed light on how DevOps practices relate with
ITSM processes. To pursue this research goal a SLR 15 performed to identify studies
reporting DevOps practices being used in ITSM processes.

To perform the SLR. the following digital databases where analysed:

+ [EEE Xplore Digital Library (https://ieeexplore 1eee org/Xplore'home jsp)
» ResearchGate (https://www researchgate net)

» SpringerLink (https://link springer.com)

»  Elsevier (https://www sciencedirect. com/)

o  ACM (https://dl acm_ org).

The chosen search string 1s DevOps AND practices AND (ITSM OF. ITIL OR ITSM OR
IS0 20000). The SLE took place between February and April 2020,

After the mnitial search using the above string. some inclusion and exclusion criteria as
well as filters were applied. These inclusion and exclusion criteria can be seen in Table 1
and the filters can be seen m Table 2.

Tahble 1 Inclusion and exclusion criteria
Inclusion Exclusion
Arficles written in Porfuguese or English Arficles not written in Portugnese or English
Articles from journals, conference Non-scientific articles from journals, conference
proceedings and books proceedings and books
Articles from 2007 omwards Articles before 2007
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Table 2 SLER filters

Filter ID Filter description

Fi1 Femoval of duplicate arficles

Fz2 The title should contain the words or be related with IT service management or
DevOps

F3 The abstract should show a relationship between DevOps, ITSM. ITIL or ISO 20000

F4 Full read of the article to understand if it fits in the scope

The DevOps concept was started to be spoken after conference entitled
‘agile infrastructure and operations” at 2008 (Lwakature, 2017). Thus, the authors have
only search for articles published after 2007.

Table 3 Filter application

Databases keﬁg;;;g;d AP*"’}’;[JE ng AA}’:{‘*:'WE .‘lp?};mg A _p%’ljng
inclusion criteria : -4 " _
IEEE=plore 12 12 4 5 5
ResearchGate 37 33 15 3 ,
SpringerLink 142 86 34 0 ;
Elsevier 106 53 4 0 0
ACM M0 12 6 ) ,
Total 317 196 63 14 0

Table 3 details the number of articles that were found on each database and how many
were remaining after applying each filter.

Due to the novelty of DevOps culture and due to the evolution of the SDLC the low
number of found literature was expected.

4 Reporting of the review

This section aims to detail the outputs of the thorough analysis of the articles selected in
Section 3. Overall, the relationship between ITSM and DevOps has not been well
explored so far in literature since only nine articles passed our filters. DevOps culture 15
quite recent which may lead to this low number of articles.

4.1 Data extraction analysis

Az one can see i Table 3 from Section 3, the authors have collected articles from
five digital libranes and when applying the inclusion criteria plus the search strings
defined in Section 3 there 1s a total of 317 articles. It 1s also possible to conclude that
F.1 and F .2 were the filters with most impact on the number of articles reduced. After
applving all the filters, the final set of articles to be analvsed is nine.

As referred in Section 3. the DevOps concept born in 2008, so the authors tried to
build a timehne of the evolution of the relationship between DevOps and ITSM

293



294

The mfluence of DevOps practices in ITSM processes 395

(Figure 3) and the evolution of literature for each subject (Figure 4) based on
Google Scholar (https://scholar google com/).

Figure 3 Chronologic DevOps and ITSM relationship publications (see online version

for colours)
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It 1s possible to see in Figure 3 that despite its existence since 2008, that only mn the most
recent vears this relation began to be explored in literature. The first article date from
2012 but most of the articles found for this subject are from 2017. It 15 also possible to
see an increment of articles across the years between 2012 and 2017.

Figure 4 Chronologic publications of Dev(Ops and ITSM
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In Figure 4 one can see that both subjects are being a target of a lot of scientific studies.
moreover, it 15 possible to see a growth of studies about DevOps, while ITSM had a
smaller growth of studies. compared with DevOps, but 1t still a large amount of studies.

Aiming to explore the relationship between the ITSM processes and the DevOps
practices, several concepts were elicited along with the proper references as can be seen
in Table 6. The authors have split these concepts in two approaches:

s generic —analyse the relationship between ITSM/ITIL and DevQOps practices where
the implementation of DevOps was transversal way and not to certain ITSM/ITIL

PIOCESSCS

o objective — analyse the relationship between ITSM/TTIL processes sand DevOps
where the implementation of DevOps was applied to certain ITSM/ITIL processes

On the following sections the authors describe the findings for each of the main concepts
listed 1n Table 5.

Table 5 Concepts to be analysed

#af
Approach Concept Author references
Generic DevOps as model for Hiittermann (2012), Waschke (2015), 7
ITSM Forsgren and Humble (2016), Eeller
(2017), Sahid et al. {2017}, Kaiser
(2018) and Pilorget and Schell (2018)
Objective Change management Cuppett (2016), Ravichandran ef al. 4
(2016), Keller (2017) and Kaiser
(2018)
Release management Keller (2017) and Eaiser (2018) 2
Ineident management Keller (2017) and Kaiser (2018) 2
Problem management Kaiser (2018) 1
Event management Eeller (2017) 1
Service request and service Eeller (2017) 1

catalogue management

4.2 Report findings

In this section, it 15 intended to report the findings of the analysis of the literature found 1n
Table 5 from Section 4.1. This section 15 divided m subsections for each concept from
Table 5. The approach taken by the authors to analyse this concept was focused on the
concept itself and describe the conclusions taken from the analysis from the literature.

4.2.1 DevOps as model for ITSM

Forsgren and Humble (2016) claim that DevOps 15 a new ITSM paradigm to
delwver and operate services for a better response to the market. The work of these
authors 1s based on web-based surveys that were available for technical professionals of
all specialties mvolved in DevOps. From an ITSM perspective, shorter lead times and
more frequent releases lead to poor stability and quality m the operational environment
(Office Government Commerce, 2007). Some of the DevOps practices applied by the
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respondents were also listed, such as automated tests and deployment automation,
contimmuous integration, and infrastructure-as-code. Moreover., Forsgren and Humble
(2016) have defined three IT Performance profiles (high. medmm and low), based in
two variables: throughput (based in deplovment frequency and lead tune to delivery) and
stability (mean time to restore). The investigation of these authors pomts that the higher
IT performance profile that has a greater throughput led to more stability. This shows a
possible benefit of implementation of DevOps practices in an ITSM environment.
The authors claim that strong organisational cultural shift 1s needed, to give privilege to
better relationships between departments, instead of a siloed culture as Sharifi et al.
(2008) describes about ITIL framework.

Another, Hiittermann (2012), recognises that DevOps 1s the link between SD and
operations, where operations 1s influenced by the ITSM processes. DevOps came to bring
the operations to mside of the agile processes. With DevOps. the IT teams consist in
developers, testers. quality assurance and operators. However, individually, developers
are mtended to develop and deliver more and new systems’ functionalities, while
operators are imtended to maintain stability. Thus, DevOps team members should keep in
mind both priorities: deliver new functionalities and promote stability.

Keller (2017) also supports Forsgren and Humble (2016) ideas, arguing that short
release periods bring more quality and stability to applications. This mvestigation 1s
centred on the automation in a ITSM environment, where DevOps 1s referred by being
known as continuous delivery. However, there are some challenges that the author
highlight on the adoption of this automation, likewise, the ngidity of the ITIL framework,
implementation of the ITSM processes and mentality that everything should be marked as
a ticket or a request, while sometimes a simple conversation between the service desk and
the end users should be enough. This author has also identified several ITSM processes
where DevOps practices can be applied. This i1s described on the following chapters.

Pilorget and Schell (2018) recognise that DevOps can be implemented on a ITSM
environment. These authors also mention that this brings a discussion between the agility
and robustness of IT services. Moreover, these authors claim that the new agile
approaches that promote the collaboration between the development and the operations
are becoming even more important for a service oriented IT organisation.

On the other hand, Salid et al. (2017) research aimed to create a proposal of a
strategic framework to improve the ITSM processes using the agility management based
on DevOps and an agility process maturity framework. This framework was measured by
adopting a continuous improvement process based on DevOps and the plan-do-check-act
(PDCA) Deming cycle (Legowo et al., 2019). These authors have based on three of the
DevOps areas (people. processes and technology) (Teixeira et al.. 2020). The authors
claim that people should be the main driver on the coexistence between DevOps and
ITSM processes, since they should immersive on the ITSM processes and they should
know what and how the technology should be emploved. It is important to keep the
continuous improvement posture. IT teams should keep focused on the success of the
orgamsation and not only on their team success. Moreover, this posture should not only
be applied on the IT teams, since not only IT people participate m the ITSM processes.
A fter the implementation of the new framework. the authors observed some benefits such
as: mmproved service and performance support, reduced costs and business risks.
improved user satisfaction and improved wvisibility of operations through reports and
dashboards. In Hiittermann (2012), predicted this visibility of operations when extending
the agile from development and business to development. business and operations.
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Waschke (2015) also uses the same approach the continual improvement, like the
previous authors. This author describes that practitioners usually act on a waterfall
perspective. For example, the developers should only act when a service 1s ready for the
transaction phase and once they finish the tests and the service is delivered in production,
they move on to the next service and it will be taken over by other team. However,
continual improvement 15 used to identify mmprovement chances and change what 1s
needed to be changed. The author believes that all the ITIL phases should work on a
cvelic way and responsible of each ITIL phase. should be involved on the other phases as
well This means that operations will participate in design, code and testing, while the
developers will also expenience the operations challenges. decreasmng the blame game
that Hussaini (2015) describes. This author also mentions the importance of tooling,
because without the right tools 1t will not be possible to have automated build and testing.

Last but not least, Kaiser (2018) recognises that ITIL i1s a ngid. bulky and strnictly
sequential framework that should be seen as a set of guidelines to be followed 1n order to
develop and operate IT services. The main challenge of the implementation of DevOps
and agile 1 an ITSM environment 1s due to this rigidity and sequential mundset
As previously stated, DevOps and agile require 1terations instead of sequential handovers.
However. the fluidity offered by DevOps and agile 1t 1s not a conflict for ITSM. since the
way to build a service is not changed, but essentially it 1s needed to identify the pieces of
the framework and processes that should be included in the DevOps processes, without
changing the existing service management. To sum up. it 1s needed to recognise what
DevOps can offer and how to fit it on the ITSM framework, 1n order to optimise this
framework to 1ts best. To support this, Kim’s et al. (2016) said “even releasing 10,000+
deployments/day requires processes. but what goes against the DevOps objectives are the
approvals™ which suggest some adaptation to the change management process like one
can see in Section 4.2 2.

Figure 5 Conceptual map ITSM and DevOps (see online version for colours)
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To synthesise all the previous findings and statements from several authors, we have
created a conceptual map with the different presented concepts and ideas (Figure 5).
The concepts highlighted in orange are concepts mainly related with ITSM. while the
concepts highlighted as blue are concepts related with DevOps.

Table 6 Concepts relation with authors

Concept Reference

Agility Sahid et al. (2017) and Pilorget and Schell (2018)

Blame-game Hussaini (2015) and Waschke (2015)

Business Hiittermann (2012)

Challenges Keller (2017)

Collaborate Pilorget and Schell (2018)

Costs Sahid et al (2017)

Dev challenges Waschke (2015)

DevOps Hiittermann (2012), Forsgren and Humble (2016), Keller (2017), Sahid

et al (2017), Kaiser (2018) and Pilorget and Schell (2018)

IT development Hiittermann (2012)

IT services Eaiser (2018) and Pilorget and Schell (2018)

ITSM Hiittermann (2012), Forsgren and Humble (2016), Keller (2017), Sahid

et al (2017). Kaiser (2018) and Pilorget and Schell (2018)

Market Forsgren and Humble (2016)

Operations Hiittermann (2012)

Ops challenges Waschlke (2015)

Organisations Forsgren and Humble (2016), Sahid et al. (2017) and
Pilorget and Schell (2018)

People Sahid et al (2017)

Performance Forsgren and Humble (2016) and Sahid et al. (2017)

Processes Sahid et al. (2017)

Quality Forsgren and Humble (2016) and Eeller (2017)

Rigid Keller (2017) and Kaiser (2018)

Risks Sahid et al (2017)

Robustness Pilorget and Schell (2018)

Stability Hiittermann (2012), Forsgren and Humble (2016). Eeller (2017) and

Sahid et al (2017)

Teams Hiittermann (2012), Waschke (2015) and Sahid et al (2017)

Technology Sahid et al (2017)

User satisfaction Sahid et al. (2017)

Users Sahid et al (2017)

Looking at Figure 5, one can see the main ideas of the authors from the previous section
can be interrelated. This also demonstrates that ITSM and DevOps can co-exist on the
same environment, showing that these two concepts are not a replacement of each other,
but they complement each other. Plus, it 1s also possible to see a flow and how each
concept relates with each other, telling a story. Organisations have different types of
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clients. Their users build their idea of the company based on their satisfaction
Orgamsations use ITSM to manage IT services and their performance. However, ITSM 15
seen a rigid discipline and. since organisations operate on the competitive market, they
need agility to answer to their customer needs. To provide such IT services, organisations
have a set of teams. Business, IT operations to support IT services and IT development to
develop IT services are among them. These teams need to collaborate. This collaboration
brings challenges, and many times lead to the blame game. That is when DevOps comes
to tackle. DevOps 15 concerned with the agility of the IT and it is focused on people,
processes and technology. It aims to get the best of each of the above concepts, to bring
more quality. stability, and robustness to the IT services. The results for improve quality.
stability, and robustness improves the user satisfaction and performance, and to decrease
costs and risks to the business. Therefore, it 15 possible to argue that DevOps can bring
improvements to the challenges that IT and business teams face on their work during
IT services provision. In Table 6 list the main concepts (Figure 3) and respective
references that support them.

4.2.2 Change management

Change management (ChM) process should control the entire lifecycle of all changes,
enabling beneficial changes to be made and to minimise the disruption of IT services
(Rance, 2011).

Since the objective of DevOps 1s to reduce the time to go to production with changes.
Keller (2017) suggests to have more pre-approved changes to facilitate the change
creation and management.

Cuppett (2016) provides an example on how DevOps and ChM was used to tackle a
performance issue introduced by a change in a production environment. He argues that
DevOps only speeds a change delivery after an extensive testing phase, to do not allow
defects to move on production. It 1s important to shift-left the ChM process to a prior
milestone of the service development. By doing it. 1t will be possible to access the impact
of the change earlier, thus reducing he change impact when deployed mnto production.

For Ravichandran et al. (2016), the ChM process proposed in ITIL 15 seen as very
inflexible from a DevOps perspective. Therefore. 1s suggested that the change advisory
board (CAB) should review which DevOps changes could avoid the normal change
process and may be considered as standard change, which is related with Keller's (2017)
suggestion.

Another author, Kaiser's (2018), argues that the ChM process 1s rigid and inflexible,
and with DevOps should be considered as steening process instead of a governance
process. However, there 15 something interesting to analyse. If one of the premises of
DevOps 1s to include smaller batches of code in changes. to have more changes in
production for a continuous growing of applications and services, it is assumed that the
impact of these changes 1s nunimal. due to the size of the change. Since the objective of
the ChM 1s to assess the change mmpact, 1s this necessary? According to Kaiser (2018)
ChM has been proven to be effective against malicious changes, so it should be
necessary. Thus, due to this necessity. the author, adapted this process to fit on the
contmuous debivery and continuous deployment DevOps processes.

To adapt ChM to continuous delivery, Kaiser (2018) suggests that the ChM process
initiates when the request for change 15 also initiated. Therefore, the ChM team will
analyse the change way before developers start their build and testing phases. The author
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1s shifting the ChM to an early stage of the SDLC, like Cuppett’s (2016) suggests. Duning
this analysis of the ChM team a CAB meeting 15 convoked where the change requester
should attend to explain the reason for that change and provide further clanfications.
Once this 15 clarified, the ChM gives the authorisation to build and test and the
developers start their work. Once the developers finish their build and tests, the change
requester inform the ChM team that 1s ready for production, after this. the ChM authorise
the implementation of the change Durning this phase, the ChM needs to perform some
checks agreed scope from the request for change is fulfilled and if the timelines for the
deployment 1s agreed by the stakeholders. Once the implementation 1s done the
deployment and verification of the change 15 done. Regarding the adaptation of ChM to
continuous deployment. 15 quite similar continuous delivery. As per Kaiser (2018) the
continuous delivery require a manual tnigger i order to umplement a change mto
production. however. in continuous deployment. the code package 1s deploved once 1t
satisfies the testing requirements, so the difference between the adaptation between
continuous delivery and deployment adaptation is that the CAB will provide the
authorisation to implement the change before the developers start their code. since that
once they check in their code and test. 1t will be deployed to the next environment.

4.2.3 Release management (RM)

This process 15 responsible for planming. scheduling. controlling the build. tests and
deployment of releases (Rance, 2011).

Keller (2017) mentions that the initial DevOps enthusiasts say that ChM and RM
should disappear with DevOps. However, Kaiser (2018), presents an adaptation of RM.
to the DevOps era. RM 1s known as a sequential process, however. to fit on an agile
perspective needs to follow the same iteration approach. This process 15 divided in four
tasks (release and deployment planning, build and test, deployment and review and close)
where they run on a sequential manner. Since the SDLC has been changing to an iterative
way. this needs to also be changed otherwise it would not fit. DevOps brought
two different concepts (continuous deployment and continuous delivery). By the
continuous deployvment concept, if a package 15 tested successfully, 1t 1s ready to be
deployed in an upper environment. The EM role in here is to guarantee that the path of
this package deployment 15 stable. Based on this, the EM will spend more time on the last
two tasks rather than the two first, since a lot of deployments should be occurning and for
a lot of environments at the same time. so a lot of coordination 15 needed from the BRI

This enables the continuous delivery. When all the release packages are ready to be
deployed in production. this deployment happens at will be followed by the review of the
release.

4.2.4 Incident management (IM)

IM 15 the process responsible for restoring unexpectedly degraded or disrupted service to
users as quickly as possible (Stemberg, 2011).

One of the key 1ssues from IM 1s the user interface between users and service desk
where a form 15 vsually presented to the user, while a simple chat between the SD
operator and the user 1s the necessary to get the information for the incident creation.
Keller (2017) suggests the implementation of cogmitive systems and chatbots to perform
these functions. This is another suggestion based on the automation practice of DevOps.
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Kaiser (2018) defends that if the IM process 1s implemented on the right way with
DevOps, the remaining components will also fit on this culture. The IM 1s the basis of the
implementation of ITSM. However. 1t 1s needed to implement a concept of single that 1s
responsible for both development and maintenance activities. to work with DevOps. It 1s
interesting to see the perspective of this author. Due to the implementation of the single
team, all the agile ceremonies will include incidents and problems (for operators) and
user stories (for developers). This brings an adaption of the IM process where the
incidents need to be reported or analysed according to the definition of ready (DOR) so
the product backlog of the DevOps team can be filled m. The role of the incident
manager 1s crucial in this part. since that he 1s the one that will analyse the incident and
accept it on the DevOps quene. Once this 1s performed. the incident manager informs the
scrum master and product owner of that team to prioritise it. The person with the scrum
master role 1s responsible to be sure that the people from the DevQOps team can complete
their tasks within the sprint, while the product owner. who has the overall view of the
product or application where the DevOps develop and operate, 1s responsible to prioritise
tasks upon the pamns from the business. Together, these two people, should define a
priority and discuss the possible impact that may cause on the ongoing sprint. After this
prioritisation and addition to a sprint. the developer picks the incident from a sprint and
check-in the related code and using the continuous integration, continuous testng and
automatic deployment. the fix for the incident gets into production and the mncident gets
fixed and closed.

4.2.5 Problem management (PM)

PM 1s the process responsible to fix the root cause of one or more incidents. So, this
process can be seen as one of the most important processes to ensure the service stability
(Kaiser, 2018). Thus, it 15 possible to conclude that both PM and IM are related.
The objective of IM 1s to restore the normal service operation, and this 1s usually done by
workarounds, so the user can proceed with their daily business activities. If workarounds
are being applied and no one corrects the root cause. incidents will continue to be
registered. Thus, the reason of the existence of PM is to fix the root causes of the
incidents so the registration of mcidents can be decreased. Likewise IM. Kaiser (2018)
proposes a new PM agile oriented approach. A problem is created. detected by the
problem manager, or created automatically by some background process, and the
problem manager needs to mnform the scrum master of the DevOps team. The scrum
master creates necessary work items so the product owner can prioritise. Once the
problem gets prioritised it will be added to a sprint backlog by the scrum master, after
this, the developer will analyse and identify the root cause, develop the permanent fix and
check-in his code. Then the DevOps flow of continuous integration. continuous test and
automatic deployment will be 1n action.

4.2.0 Event management (EM)

This process 1s responsible to catch any change of state that as a siygmificant impact on the
management of any configuration item or IT service (Steinberg, 2011).

Eeller defends that EM 15 the most advanced process in terms of automation due to
the previous successes in pattern detection and event correlation. Due to advances in
machine leaming 1t 1s possible to automate the troubleshooting of the most frequent
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events which may cause service distuptions. To keep traceability of the actions
performed by the automation, Keller also suggests to open incidents or changes, to keep
track of everything

In this process. the authors did not mention other DevOps practices besides a generic
automation.

4.2.7 Service request and service catalogue management

By extending the suggestion of Keller (2017) about the cognitive systems in
Section 4.2 4, the users can request services just by using text messages, where these
requests can be added automatically to the system and to the service catalogue.

5 Research findings

From Section 4.2_2 until Section 4.2.7 the authors have analysed what DevOps practices
were used in each ITSM process, according to the literature. To synthesise this
information the authors have built Table 7.

Table 7 DevOps practices and ITSM processes

Process/practice j;;;?;ﬁ %‘;"z;gﬁ;‘; A”f;;j?’;if ed Shift left i zﬁ; g_,:
RM 1

M 3
M 3
ChM 1
Total 3 2 2 1

In Table 7. did not consider EM and SESCM since the authors did not describe a
practice. In terms of DevOps practices only four out of 12 practices identified in Table 2
were referred in literature. While 1n terms of ITSM processes only four out of 26 ITIL
processes (Rance, 2011) where referenced. From a statistical point of view only 33% of
the DevOps practices are related with 15% of the ITIL processes. which sounds short.
However, looking from a practitioner point of view, ITIL 1s divided into five publications
and 1t 15 possible to see in that processes described in Table 7. only two of these
publications are represented. service operations (IM and PM) and service transition
{ChM, RM) which contains a total of 12 processes. In this case, the four practices have a
match with four of the 12 processes. thus 33% of the ITIL processes.

Yet from Table 7, 1t 1s possible to note that the automated deployment practice tend to
be more used across processes. by being applied in three of the four processes (R, IM.
and PM), while IM and PM are the processes where more practices are applied
(automated deployment. continuous integration and automated tests).

Regarding ChM process it 15 only matched with shift-left. For this relationship.
the authors have suggested an adaption of the process to shift-left this process to an early
stage of the SDLC. It was interesting to see that the same author has suggested adaptions
of the ChM. DM, and PM. while the remaining authors have only pointed how DevOps
could impact that processes by itself.
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6 Conclusions

The authors have chosen to perform a SLR due to the ngor that this research
methodology brings to any literature review. Plus, since few studies exist about the union
of these two domains. a SLR 1s important to consolidate what 1s known and define future
directions. During the protocol definition, the authors tried to keep a broad search string
to compensate the short research universe in such a recent topic. After applying the
inclusion and exclusion critenia. only 317 articles were considered. and after applyving the
filters defined on the protocol. including a manual analysis, only nine articles were
selected. This leads us to conclude that the relationship between DevOps practices and
ITSM processes 1s on a very early stages. which shows that some future work can be
done regarding this subject.

Most of the articles regarding this subject were written in 2017. while the first article
15 from 2012. This shows that the interest in this subject has been growing over the time.
However, in most of the articles, 1t was possible to find a relationship between a practice
and an ITSM process. but some articles just describe, on a generic poimnt of view, how the
implementation of DevOps can improve ITSM. A conceptual map was designed based on
the main concepts and keywords. This conceptual map 1s a data representation method
that helps the reader to easily understand what the authors want to demonstrate,
by showing how the concepts relate.

Nevertheless, there was possible to identify some ITSM processes where the
implementation of DevOps practices could be applied. such as RM. IM. PM. and ChM.
The practices pointed as useful were automated deployment, continuous integration.
automated tests and shift-left. The ITSM processes that have matched with more DevOps
practices are IM and PM which matches with automated deployment. continuous
integration and automated tests.

Grounded on this research findings. it 15 feasible to argue that the match between
DevOps practices and ITSM processes exist and 15 promuising. Since DevOps embrace the
relation between SD and operations. it 15 expected to observe an increase match in service
transaction (EM and ChM) and service operations (IM and PM) processes. However, the
relationship between DevOps and ITSM 1t 1s on a very early stage of investigation. More
relations may be discovered in the future.

To conclude, the relationship between DevOps and ITSM exists and its evidence
point to be beneficial However, 1t still in very early stage and may be thoroughly
explored to raise new knowledge for practitioners and academucs. The existent DevOps
and ITSM relations are listed and detailed in this research.

If it 1s true that the synergy of these domains in its very early stage. it is also true that
further research 1s necessary. Due to the small number of matches between the DevOps
practices and ITSM processes, other ITSM processes should be mnvestigated in the future.
Due to the strong component of planning and collaboration from the DevOps practices.
it may be imnteresting to explore other ITIL publications that service transaction and
service operations. Plus, future researches must focus on the analysis of the adaptation of
the existing ITIL processes and not only how the DevOps practices can fit i these
Processes.

Moreover, 1t 1s known that IT implementations may vary with several factors.
Therefore, the authors also suggest that future researchers consider possible contingency
factors (Pereira and da Silva, 2012) and elicit conclusions regarding the influence of type
of industry, size, strategy, among others in the adoption of DevOps i ITSM teams.
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It would be very interesting to analyse what benefits would be found on each
environment and on each industrv and compare where more benefits could be found.

This research was subjected to some limitations that may threat the validity of results.
To test the walidity of the research. a discussion 1s made regarding four different
categories, construct validity, internal validity. external validity and conclusion validity
(Zhou et al., 2016). Most of the pitfalls for construct validity category are related with the
initial protocol of the SLR. Some of the most common threats found by Zhou et al.
(2016) are ‘mappropriate or incomplete search terms in automatic search’.
‘mcomprehensible venues or database’ and “incorrect search method’. For this research.
the authors specified all steps performed. detailling the entire protocol and all the
decisions taken during the research. Also. the databases used for this research were some
of the most used databases used by the scientific community for software engineering.
All the authors have validated and reviewed the protocol. Internal validity tries to remove
the bias on selection and data extraction. To avoid thus, the authors have mmplemented
filters and inclusion and exclusion criteria that every researcher can also apply, this way.
all the researchers that apply these filters and inclusion and exclusion criteria can reach to
the same result of articles. However, due to the small sample of articles the authors were
not able to implement quality filters for this research. for example. to only select articles
from journals with Q1 rank from Qualis. But this small sample considered in this
research shows that the subject 1s in early stages of investigation, which shows the
importance of this study. Regarding external validity there 1s a limitation where the
research occurred within a timespan and future work made other researchers can impact
the results of this research. For conclusion walidity, Zhou et al. (2016) alert for the
‘subjective interpretation about the extracted data’, the authors of this research have
knowledge about the main topics of this research, both ITSM and DevOps. so to avoid
any subjective mterpretation of the studies found in this SLE. the authors performed an
extensive analysis to gather as much data so it was possible to reach to specific
conclusions over subjective conclusions.
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