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Resumo 

O departamento de IT é vital para as organizações para enfrentarem as diversas ameaças ao seu negócio. 

De forma a garantir o alinhamento de expectativas entre os objetivos do IT e das áreas de negócio das 

organizações, estas têm vindo a adotar frameworks de Gestão de serviços de IT como o ITIL. Para evitar 

que o IT seja uma barreira para responder às necessidades do negócio, as metodologias Agile foram 

criadas para implementar alterações e feedback rapidamente. A cultura DevOps surge como solução 

para garantir a comunicação entre developers e operators possibilitando uma maior frequência de 

entregas, sem comprometer a estabilidade. Esta investigação vai explorar a integração de DevOps em 

um ambiente ITIL com o foco em três processos: gestão de incidentes, problemas e alterações. Vão ser 

conduzidos casos de estudo em organizações que utilizam praticas de DevOps e um dos processos, com 

o objetivo de encontrar que atividades dos processos são impactadas pelas práticas de DevOps, 

benefícios e desafios, e melhorias de desempenho no processo. Para validar os resultados destes casos 

de estudo vão ser realizadas entrevistas a outros indivíduos de outras indústrias e com diferentes 

experiências profissionais. Application Monitoring e Feedback Loops aceleraram a deteção de 

problemas e incidentes mais rapidamente, tal como Continuous Integration acelera a resolução de 

incidentes e problemas. Igualmente, foi possível concluir que Automated Deployment acelera a 

autorização, coordenação e implementação de alterações. Diversas práticas como Feedback Loops, 

Stakeholder Participation, Continuous Integration e Delivery levaram a um aumento de desempenho 

dos processos. 

 

Palavras Chave: DevOps; ITSM; ITIL; Gestão de Incidentes; Gestão de Problemas; Gestão de 

Alterações;  
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Abstract 

The IT department plays a vital role in enabling organisations to respond to the various threats to their 

business. To ensure alignment between IT objectives and business expectations, organisations have 

increasingly adopted IT service management frameworks such as ITIL. To prevent IT from becoming a 

barrier to meeting business needs, Agile methodologies were introduced to enable faster implementation 

of changes and feedback. DevOps culture emerges as a solution to ensure communication between 

developers and operators, enabling more frequent deliveries without sacrificing operational stability. 

This research explores the integration of DevOps into an ITIL environment, focusing on three core 

processes: Incident Management, Problem Management, and Change Management. Case studies were 

conducted in organisations that apply DevOps practices in at least one of these processes, aiming to 

identify which process activities are impacted by DevOps practices, the associated benefits and 

challenges, and performance improvements. To validate the findings, additional interviews were 

conducted with professionals from various industries and backgrounds. The results show that practices 

such as Application Monitoring and Feedback Loops help detect problems and incidents more quickly, 

while Continuous Integration accelerates their resolution. Similarly, it was found that Automated 

Deployment speeds up the authorization, coordination, and implementation of changes. Several 

practices such as Feedback Loops, Stakeholder Participation, Continuous Integration and Delivery  lead 

to a process performance improvement .These results were verified by the different data collection 

methods used in the study.  

 

Keywords: DevOps; ITSM; ITIL; Incident Management; Problem Management; Change Management;  
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CHAPTER 1 

Introduction 

This chapter presents all the work performed for this research. It starts by framing the reader about the 

context, problem, and research questions this research will answer. 

This research will be presented as a compilation of publications regarding the main topic. Thus, the 

following sections show a high-level research background to avoid duplicating definitions and 

background for each subject. 

Another section, at the end of this chapter, shows the publications made and their purpose for this 

research. This document structure follows an introduction, publications, a conclusion, and references. 

 

1.1. Context and Motivation 

Over the decades, organizations have been changing how they manage their businesses to overcome the 

threats from internal and external environments and their competitors [1], [2].  Nowadays, one of the 

most essential factors in an organization's ecosystem is the Information Technology (IT) department. 

The relevance of IT has been growing widely in organizations to achieve their mission and business 

goals due to the support of business units [3]. 

The concept of IT services was created to support businesses in the market's fast changes and 

tendencies [4]. Furthermore, to evaluate how the IT Services are performing towards the business and 

organizational objectives, a discipline named IT Service Management (ITSM) was created [5]. The 

objective of ITSM is to manage the IT Services landscape of the organization from the moment of its 

design until its decommission [6]. 

ITSM is implemented by using several frameworks such as Information Technology Infrastructure 

Library (ITIL), Control Objectives for Information and Related Technologies (COBIT), and FitSM, 

where ITIL is seen as the most implemented framework globally [7], [8]. ITIL evolved until its latest 

release, ITIL4, was released in 2019. ITIL can be seen as “a set of practices for ITSM that focuses on 

aligning IT Services with the needs of business.” [9].  

Traditional ITIL implementations focus on implementing processes to manage IT services. 

However, ITIL4 is focused on practices, extending these implementations for more than processes [10]. 

Moving to this practice approach enabled ITIL4 not just to overthink the processes' performance but to 

combine processes, technology, and people to guarantee the best performance of the IT Service, focusing 

on value to its customers [11].  

However, due to the complexity of the processes, some organizations choose not to implement all 

ITIL processes, like small-scale organizations [12]. Therefore, organizations usually decide to 

implement Incident Management (IM), Problem Management (PM), and Change Management (CM) 

[13]. These three practices are typically seen working together to maintain stability and the regular 
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operation of the IT Services [14], ensuring the correct transition from a service design to its operation 

[15]. 

IM is the process where the objective is to minimize the negative impact of a service's unplanned 

interruption or reduction in the quality of the service by restoring the regular operation as quickly as 

possible [9]. This will prevent economic losses and user dissatisfaction [16]. 

For PM, the objective is to reduce the likelihood and impact of incidents by identifying their actual 

and potential causes [9]. 

CM can be seen as the last stage in which all the changes that impact IT services are managed [9]. 

A change can be parameterization, code, or hardware. In this process, many approvals and review 

activities can be seen as exhaustive, causing delays to the delivery of new fixes (incoming from IM and 

PM) or new functionalities for the IT Service [17]. 

However, ITIL can bring many benefits, such as more control of the IT environment and risk and 

cost reduction, but it also has its challenges. ITIL can be seen as bulky and bureaucratic due to the focus 

on process performance and roles well-defined roles, not the best option due to the current market speed 

to satisfy customer demands [18], [19]  . 

Moreover, a culture named DevOps emphasizes the collaboration between development and 

operations teams [20]. The main objective of this culture is to improve the delivery of IT Services 

through the automation of processes and the adoption of the idea of continuous improvement [21]. Due 

to the collaboration between these two IT teams, DevOps could improve ITIL implementation and the 

implementation of ITIL processes. 

Therefore, this research aims to investigate the relationship between DevOps and ITIL processes 

to understand the probable impacts of a DevOps implementation on an ITIL environment. Moreover, 

process terminology will be used since organizations are still adapting to the ITIL practices. But DevOps 

also focus on combining processes, technology and people as dimensions to achieve its objectives [22], 

showing that ITIL and DevOps uses the same dimensions to succeed its goals.  

During this research, three Systematic Literature Reviews (SLRs) were conducted to identify what 

could be found in the existing literature about DevOps and ITSM. SLRs are mainly used to perform 

literature reviews due to the description of the extensive and transparent protocol that is used [23], 

improving the rigor of the review [24]. The first SLR focused on identifying the challenges, benefits, 

opportunities, and implementation practices of ITSM implementations [13]. This SLR pointed out 

several challenges and opportunities organizations face with ITSM, as seen in Table 1.1 

The second SLR focused on finding which DevOps benefits are documented in the literature 

regarding DevOps implementations [25]. Table 1.2 shows these benefits. 

DevOps adoption is suggested as an opportunity to improve the ITSM implementation, as seen in 

Table 1.1, so IT Services can be delivered faster [26]. Moreover, in Tables 1.1 and 1.2, some challenges 

and opportunities could be matched with some DevOps benefits. For example, in an organization that is 
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facing resistance to ITSM implementation (C1), we can see that DevOps implementations usually 

benefit from organizational cultural changes (B19) and increase employee motivation (B15).  

Table 1.1 - ITSM Challenges and Opportunities 

Challenges 

ID Description 

C1 Organization resistance 

C2 Frameworks complexity 

C3 Lack of knowledge/skills 

C4 Processes assessment (costly and time-consuming) 

C5 Lack of management support 

C6 Lack of resources 

C7 Difficult on quantifying the benefits 

C8 Big investment needed (Implementation and maintaining momentum) 

C9 Hard of planning to implement multiple frameworks 

C10 Steady lower costs 

Opportunities 

ID Description 

O1 Lack of guidelines to processes improvement 

O2 Processes assessment 

O3 Identifying processes interdependencies and their overlap 

O4 Maturity Models for the needs of IT management providers 

O5 Cloud computing and DevOps 

 

Thus, it could be helpful to adopt a DevOps culture. Another example could be O1 and O2, where 

DevOps seeks to standardize processes and tools across the organization. Therefore, the process 

assessment could be simplified and described to describe how to improve. 

This motivated the researchers to perform a third SLR based on how DevOps could impact ITSM 

[27]. As stated before, this research will focus on the ITIL framework; therefore, this third SLR also 

concerns ITIL processes. The following processes were identified as impactable by implementing 

DevOps practices: Release Management (RM), IM, PM, and CM. The chosen processes for this research 

were IM, PM, and CM since these have been more adopted globally as stated previously, and since these 

were identified as most probably impacted processes according to Faustino et al. [27]. Moreover, these 

processes are typically seen where developers and operators are more likely to work together, showing 

how the DevOps practices have impacted the processes.  
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Table 1.2 - DevOps Benefits 

ID  Description  

B01  Improvement of Synergy  

B02  Faster Time to Market  

B03  Faster and Better Feedback  

B04  Increase of Code Quality  

B05  Increase of Value  

B06  Improvement of System Reliability  

B07  Less Mean Time to Recover  

B08  Increase in Team Performance  

B09  Costs Reduction  

B10  Processes and Tools Standardization  

B11  Maximization of Competences  

B12  Decrease of Manual Work  

B13  Increase in Customer Satisfaction  

B14  Less Failed Changes  

B15  Increase in employee motivation  

B16  More Innovation  

B17  Better Deployment Management  

B18  Fewer Security Issues  

B19  Organizational Cultural Changes  

 

Based on what is stated before, this study will focus on the question, “How do DevOps practices 

impact ITIL processes?” Figure 1.1 summarizes the context and motivation for this study and how 

implementing DevOps practices can benefit ITIL processes. 

 

Figure 1.1 - Research Concept 

Moreover, since this study does not aim for all ITIL processes, the researchers have split this main 

question into three research questions, as Table 1.3 shows. 
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Table 1.3 - Research Questions 

ID Research Question Description 

RQ1 How do DevOps practices impact the IM, PM, and CM process? 

RQ2 What are the benefits and challenges of implementing DevOps practices in the processes? 

RQ3 Has the process's performance improved? 

 

The research methodology used for this is a multi-case study, where the objective is to perform 

case studies in different organizations, in different ITIL processes, and in which DevOps practices have 

also been adopted. These case studies show how these two topics coexist in the organization's IT 

ecosystem. They show how they can relate to this and the benefits and challenges of this DevOps 

adoption. 

The following sections will provide a background for ITIL and its processes and DevOps to help 

the reader better understand these topics. 

 

1.2. Research Background 

Given the objective of this research, this section will explore theoretical concepts about DevOps and 

ITIL processes to find how these can relate and the probable impacts that could be caused on each of 

them. 

As stated, ITIL is overfocused on process performance and accountability. At the same time, the 

organization's market requires agility for fast and quality product deliveries to respond to quick market 

changes. Organizations must change their mindset and culture to incorporate and accept customer 

feedback. This is one of the main premises of the DevOps culture: adapting the IT landscape to deliver 

fast and quality software. 

 

1.2.1. ITIL 

ITSM can be seen as a holistic approach that is responsible for all the activities of creating, 

implementing, supporting, and managing IT services. ITSM has been implemented through several 

frameworks, such as COBIT, ITIL, and FitSM [28]. Moreover, ITIL stands out in terms of 

implementation compared to the other frameworks [7], [12]. 

ITSM is a process-oriented approach that uses several processes to improve IT efficiency by 

measuring IT services' performance. These processes guarantee the quality of IT Services, transparency 

of IT processes, and the IT changes delivered to users [29]. 

ITSM is “a methodical approach to managing IT services – from design, implementation, operation 

to continual improvement. It not only focuses on the technical aspects of IT but also allows the alignment 

of services and functions provided by IT within the organization.” [30, p. 6] . 
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This study will focus on ITIL since it is one of the most globally implemented ITSM frameworks [8], 

where a new version, ITIL4, was released in 2019 [31]. 

Older versions of ITIL, such as ITIL 2011, emphasized IT processes with well-defined inputs, 

outputs, and roles, while ITIL4 extended the framework to be modernized and flexible [32]Practices are 

sets of organizational resources designed to perform work or accomplish an objective; they are more 

flexible and less prescriptive than processes. 

ITIL 2011 aimed to manage IT Services between five stages of the IT Service lifecycle: Service Strategy, 

Service Design, Service Transition, Service Operation, and continuous service Improvement. In ITIL4, 

the focus is on the value of the IT service. For this, ITIL4 introduces the service value system, a holistic 

approach where several interconnected activities create and deliver value. This is called a service value 

chain. 

This service value chain is crucial for ITIL4 since it manages the IT Service from its creation 

until its delivery, constantly monitoring the value it creates to know when to improve.  

 

1.2.1.1. IM Process 

IM plays a crucial part in ITSM, being one of the fundamental processes of ITIL [33]. 

An incident is a non-planned interruption or performance degradation of an IT Service, which also 

applies to any component that supports the IT service. Since the IT services should support the 

organization's business processes, it is possible to state that an incident will cause a business interruption 

[34], [35]. The objective of the IM practice is to manage these incidents so that they minimize service 

disruptions and outages and have less impact on the organization's business units [36].  

An organization's main objective is to create profit, so if the business has some interruption in the 

IT Services that support the business applications, it will make economic losses, which should be 

avoided or mitigated as soon as possible [16]. These kinds of business interruptions are not only seen as 

a negative impact from an economic perspective. However, they could also result in a lack of confidence 

from the organization’s customers, even internal customers, showing that the IT services are unreliable 

for the business.  

As stated before, the objective of the IM process is to bring the IT Service to its regular operation 

and performance, so when a complaint or a call reaches the service desk, it will check if it is a known 

issue and if there is already any solution for the user issue. If not, the service desk will try to find a 

workaround to solve the incident. If there is no workaround, the incident will be sent to another support 

group, but if successful, the incident will be closed, and a problem will be raised to solve the root cause. 

From this moment, PM urges to solve this root cause, where the next section will provide some 

theoretical background about it. 
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1.2.1.2. PM Process 

In ITIL, a problem is seen as the root cause of the incident. Therefore, the PM practice is said to be used 

to solve the root cause of one or more incidents, minimizing the impacts that these incidents can have 

on the organization [4]. The problem manager is responsible for thoroughly analyzing previous 

incidents, identifying the root cause, and implementing measures to prevent these issues from 

reoccurring.  

PM is about solving issues and preventing them from occurring [37]. This proactive approach, 

which includes continuous improvement, minimizes the impact on business units and ensures excellent 

operational stability. This focus on prevention is a mindset highly valued by organizations, reassuring 

that issues will not reoccur. 

As seen in the implementation activity for the PM practice, some solutions require a change, 

creating a connection to the CM process. 

The following section will provide a theoretical background for the CM process. 

 

1.2.1.3. CM Process 

CM is not just about integrating changes in IT Services but about fostering a culture of continuous 

improvement within the organization [9]. By extending the change management process from ITIL 

2011, CM can transform the organization's approach to change, engage stakeholders, improve 

communication, and implement strategies to address potential challenges and resistance to change. 

 Globally, most organizations use three change management processes: normal change, standard 

change, and emergency change. 

Below is a description of each type of change, adapted from [38]: 

• Standard - This is used for pre-authorized changes that have a negligible impact on the IT 

service and follow a well-known process. 

• Emergency - A change must be implemented immediately to solve a major incident that 

seriously impacts an IT service. Usually assessed by the Emergency Change Advisory Board 

• Normal - A change that requires approval from the Change Advisory Board occurs when a 

significant change can impact an IT service, business processes, or infrastructure. 

Since standard changes are pre-authorized changes implemented by following a known procedure, 

they do not require as many approvals and assessments as normal changes [39]. An example of a 

standard change could be resetting a user's password. This change needs to be made to the IT Service 

but is low risk and impact, so the standard change process should be followed. 

However, from a high-level perspective, these processes look bulky and bureaucratic, where they 

have a lot of different people and roles to secure different activities [19], [39].  

From nowadays perspective, this does not look realistic due to the constant changes that the market 

faces. Changes and adaptations to IT services must be fast enough for organizations to adapt to the 
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market changes to face their competition and customer demands [40]. To face this difficulty in delivering 

new solutions, fixes, and adaptations to IT services, a culture named DevOps has urged. The main 

premise of this culture is to deliver software quickly with high quality by automating several manual 

tasks from the Software Development Lifecycle (SDLC) and by joining IT Development and operations 

to work together to develop and maintain software [22], [41]. 

 

1.2.2. DevOps 

The Agile Infrastructure Conference first mentioned the DevOps culture [42]. The main goal of DevOps 

culture is to bridge the Operations and Development IT teams to work together so both teams can help 

each other from the starting point of software development to high product quality and stable software 

[43], [44]. DevOps also follows the agile software development practices from the Agile Manifesto [45], 

focusing on individuals and their skills and embracing the change to correspond to customer feedback, 

even if this could impact process performance[46]. This way, the developed product will be more 

valuable to the customer since it will correspond to their needs. 

These two IT teams have two different points of view regarding software changes [47]. Developers 

want to deliver new and improved features, while operations want to maintain the stability of IT services 

or IT systems; therefore, they do not want developers to deliver new features since they fear they will 

compromise the stability. This generates a blame game between these two roles where the operators 

blame the developers for compromising the system stability, while the developers blame the operators 

for not maintaining the system's operability to receive new features [48], [49]. 

When these two IT teams collaborate to develop new features, operators can be involved from the 

beginning of the SDLC and help the developers deliver quality and stable software by providing the 

necessary infrastructure and tools to ensure the software will run with the desired performance [50]. 
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1.3. Publications 

While developing this research, several publications, shown in Table 1.4, were performed and submitted 

to different scientific journals. The objective was to ensure that the scientific community validated the 

subject since it would go through a rigorous peer review process, getting the recognition for being 

published. The rank column refers to the rank at on the year that the research was published. 

Table 1.4 - List of Publications 

# Publication Name Authors Journal Rank  Publication Status Chapter 

1 A Systematic 

Literature Review on 

DevOps Capabilities 

and Areas 

Daniel Teixeira; 

Ruben Pereira; 

Telmo Antonio 

Henriques; 

Miguel Silva; 

João Faustino 

International 

Journal of Human 

Capital and 

Information 

Technology 

Professionals 

Q2 2020 Published Introduction 

Publication 

nr. #1 

2 A maturity model for 

DevOps 

Daniel Teixeira; 

Rúben Pereira; 

Telmo 

Henriques; 

Miguel Mira da 

Silva; 

João Faustino; 

Miguel Silva 

International 

Journal of Agile 

Systems and 
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Figure 1.2 shows the relationship between all these publications and how these fit into this thesis. 

 

 

 

Figure 1.2 - List of Publications 

The following chapters will have the contents of each publication made for this thesis. 
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CHAPTER 2 

Publication nr. #1 

This is the first publication regarding this thesis, to which the PhD candidate contributed. When 

performing this research, DevOps was a novel concept, and there was not a common understanding of 

its definition. 

This research aimed to establish determining factors of DevOps implementations, including the main 

DevOps capabilities and areas with which it evolves. To perform this study, an SLR was used as a 

research methodology to find guidance and more knowledge about DevOps implementations in 

organizations. The research focused on the main areas of DevOps and its capabilities, and different 

digital libraries were used to find the related publications in the literature. 

This research was essential to understand how DevOps has been perceived by organizations and the 

positive evolution that DevOps has had in terms of publications, showing that it is an emerging topic 

nowadays. Also, this publication was essential in providing a theoretical background about DevOps. It 

was possible to understand that DevOps is not just employing automation on manual tasks; it is more 

than just technical practices to improve efficiency. DevOps focuses on a culture of collaboration and 

sharing, combining people, technology, and processes to align every organization's resource to a 

common goal. 

Nevertheless, this research provided significant input for this thesis by resuming the DevOps 

practices and how the organizations have progressively adopted these. 

The complete publication can be found in Appendix A. 
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CHAPTER 3 

Publication nr. #2 

This publication, where the author was also a contributor, focused on DevOps. Due to being a novel 

topic, adoption or maturity models for DevOps implementation did not exist, and a gap in the existing 

literature was found. Using the literature review from Publication nr. #1 from Chapter 2, to identify the 

DevOps practices and areas, this research focused on performing interviews with DevOps experts to 

build a maturity model based on the professional experience of these experts. 

The methodology Design Science Research was used for this study. After identifying the problem 

and motivation and the objectives and solutions, interviews with DevOps experts started. After several 

rounds of interviews, the model was demonstrated to teams that work with DevOps practices, and lastly, 

evaluation interviews were performed. 

In total, 28 interviews were conducted with the DevOps experts, and their experience made it 

possible to assign a specific maturity level for each DevOps practice. After completing all the steps, the 

proposed maturity model was completed based on the CMMI Maturity model, enabling any organization 

to assess its maturity level regarding DevOps practices. 

The complete publication can be found in Appendix B. 
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CHAPTER 4 

Publication nr. #3 

This publication was the first step in motivating this research. It was a publication regarding the master’s 

thesis of the PhD candidate, which first explored how DevOps could impact the IM process, opening a 

path to exploring other processes. 

This publication includes a case study of an application management team that supports an 

insurance company's core system. This team aims to maintain the core system by solving incidents and 

enhance the application by delivering new developments to it. 

This team used agile methodologies and some DevOps practices to reach its goals successfully. 

They automated manual steps and improved collaboration between all the interested parties of the core 

system. 

Moreover, this publication shows a positive result on applying these practices on a team responsible 

for solving incidents and accelerating their resolution, which contributes to a healthier system and 

business users’ satisfaction by not facing issues when performing their tasks. Nevertheless, not only the 

corrections could be delivered faster, but new developments as well. This allows business users to have 

new functionalities so the organization can compete within the market. 

This publication also gave space for future work where the case study reported that DevOps could 

impact other processes. 

The full publication can be found in Appendix C. 
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CHAPTER 5 

Publication nr. #4 

The following publication is also suitable for establishing the motivation for this thesis. This publication 

was a collaboration between the PhD candidate and another PhD colleague. The objective was to 

perform a Literature Review (LR) of the existing knowledge about ITSM. 

The research methodology used for this publication was the SLR due to the extensive protocol 

required to add more rigor to the LR. The focus of this publication was to find the benefits and challenges 

of ITSM adoption and implementation practices. 

With this study, the researchers were able to find the gaps and some challenges of the ITSM 

implementations. Moreover, and quite important, was the ability to find opportunities to improve these 

ITSM benefits. One of the opportunities found was the implementation of Cloud computing and 

DevOps. This shows that the scientific community recognizes that ITSM and DevOps could co-exist in 

the same environment and improve ITSM implementations, supporting this thesis's objective and 

motivation. 

The complete publication can be found in Appendix D. 
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CHAPTER 6 

Publication nr. #5 

The objective of Publication nr. #5 is to establish a background of DevOps implementations and their 

benefits. This research was done by performing two different SLRs: one to find all the described benefits 

in the existing literature and another to find DevOps implementations that reported benefits. With this 

study, it is possible to find empirical evidence of the benefits of DevOps. 

This research was vital because it sought to find the benefits of DevOps implementations if they 

could mitigate the ITSM implementation challenges and opportunities reported in Publication nr. #4, 

corresponding to Chapter 5. 

Thus, with these two publications (#4 and #5), it is possible to establish the link that DevOps could 

positively impact ITSM implementations. However, the reported DevOps implementation literature did 

not concern ITSM environments, leading to new research opportunities, which can be found in Chapter 

9. 

The complete publication can be found in Appendix E. 

 

  



20 

  



 

21 

CHAPTER 7 

Publication nr. #6 

Similar to Publication nr. #3, in Chapter 4, a case study evaluated the DevOps impact on one of the 

ITIL processes, in this case, the PM process.  

This case study was carried out in a manufacturing industry organization, where the DevOps 

culture is employed to address the working ways of the IT Teams. Several data collection methods, 

such as Semi-Structured interviews, documental analysis, observation, and a focus group exercise, 

were possible in this case study. 

In this case study, it was possible to see that practices based on continuous planning and 

collaboration lead to a better PM lifecycle, quick problem identification, higher-quality root cause 

analysis, and improved resolution times. 

Moreover, this publication identified future work, leaving space for an investigation into the 

relationship between DevOps and other ITIL processes such as Knowledge Management, RM, and 

Deployment management. 

The complete publication can be found in Appendix F. 
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CHAPTER 8 

Publication nr. #7 

In this publication, the objective was to find other publications in the literature that report the 

implementation of DevOps practices in the ITSM processes and establish what related work was done 

regarding the objective of this thesis. 

An SLR was made to find in the existing literature, and after applying the SLR protocol and filters, 

nine publications were analyzed in total. From the analysis of these nine publications, several processes 

that could be impacted by DevOps, such as CM, RM, IM, PM, Event Management (EM), Service 

Request Management (SRM), and Service Catalog Management (SCM), were visible. 

However, these publications didn’t show how DevOps impacts processes or which processes' 

activities. They provided some adaptations that could be done to processes but not the direct impact on 

process performance or the people who use the process. 

This publication shows there is a possible relationship between DevOps and the ITIL (the most 

implemented ITSM framework [39]) processes; however, it is not possible to evaluate the impacts that 

could cause, strengthening the objective of this thesis to provide suggestions on how to solve issues 

within ITIL implementations by having DevOps practices in place in the organization. 

The complete publication can be found in Appendix G. 
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CHAPTER 9 

Publication nr. #8 

This article is the last step in compiling publications for this thesis. Since the International Journal of 

Information Management is still reviewing it, it will not follow the same format as the previous 

publications in the previous chapters. 

In this article, the researchers performed three different case studies to study the impact of 

implementing DevOps practices. Each case study corresponds to one of the ITIL processes: IM, PM, 

and CM. These case studies were performed in three organizations with different action industries. The 

primary data collection method was semi-structured interviews with ten people from each organization. 

The people had different positions in the organization and different levels of experience. 

With this study, it was possible to conclude that DevOps practices could impact the processes 

differently, accelerating them from end to end. The primary key to this impact was the automation and 

collaboration practices. Automation results in the automation of the SDLC for faster delivery of fixes 

for problems and incidents. While collaboration also contributes to the faster delivery of fixes, it also 

enables more confidence in the software quality and changes impact, accelerating the approvals for the 

changes to move forward. 

DevOps practices also contribute to a steady and healthier system due to the monitoring practices 

allied with the automation practices for a faster reaction to recover from systems failures or performance 

degradation. 

Below is the article submitted to the International Journal of Information Management. However, 

due to space limitations, some of the research had to be removed from the submission, which will be 

added in the next section in 9.1 and 9.2. The following pages will follow the format that was used for 

the journal submission. While all the thesis document as followed the IEEE citation format, the citation 

format for International Journal of Information Management was APA, which was the format considered 

for this chapter. 

  



26 

Abstract 

In today's complex environment, organisations face constant market changes and customer feedback. 

As a result, the IT department has become as critical to the organization's success as any other business 

unit, mainly because of its essential support. 

To improve coordination and collaboration between IT and other departments, the IT division is now 

viewed as a service provider, delivering IT services to business units, which act as its clients. These 

services are typically managed using IT Service Management frameworks, such as ITIL, to ensure 

efficiency and structure. 

However, organisations must continuously adapt to market shifts and customer demands to stay 

competitive. Unfortunately, IT is sometimes perceived as a bottleneck in responding to these needs due 

to the bureaucratic nature of IT service management processes. In response, Agile Software 

Development Methodologies were created to address the need for rapid change. Still, frequent shifts in 

the IT landscape can potentially destabilise existing IT services, requiring more collaboration between 

those who develop and operate IT Services. 

To overcome this challenge, the DevOps culture was designed to bridge the gap between development 

and operations teams. Its goal is to produce high-quality software without compromising the stability of 

IT services. 

This research will explore how DevOps can be integrated into an ITIL-based environment, focusing on 

the impact on three key IT service management processes: Incident, Problem, and Change Management. 

Case studies will be conducted on three organisations implementing DevOps practices and utilising at 

least one of these processes. 

This study demonstrates that DevOps' focus on communication, feedback, and automation has the most 

significant impact on Incident and Problem Management, whereas its automation practices more directly 

affect Change Management. Enhancing communication between the various affected parties and 

automating the delivery process can clearly help resolve issues. Automation minimizes human error, 

ensuring higher delivery quality and fostering greater confidence in successfully implementing changes. 

Keywords: DevOps; ITSM; ITIL; Agile; Benefits; Challenges; Incident Management; 

Problem Management; Change Management;  
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1. Introduction 

Over the decades, organisations have been changing the way they manage their businesses to 

overcome internal and external threads as well as from their competitors (Kaplan et al., 2018; Wahyudin 

et al., 2020). Nowadays, one of the most essential factors in an organisation's ecosystem is the 

Information Technology (IT) department. The relevance of IT has been growing widely in organisations 

to achieve their mission and business goals due to the support of business units (Alsolamy et al., 2014). 

To be able to support businesses in the market's fast changes and tendencies, the concept of IT 

services was created (Cannon & Wheeldon, 2007). Furthermore, to evaluate how the IT Services are 

performing towards the business and organisation objectives, a discipline named IT Service 

Management (ITSM) was created (Yao & Wang, 2010). The objective of ITSM is to manage the IT 

Services landscape of the organisation from the moment of the IT Service design until it decommission 

(E Abreu et al., 2010). 

ITSM is implemented using frameworks such as the Information Technology Infrastructure Library 

(ITIL), Control Objectives for Information and Related Technologies (COBIT), and FitSM. ITIL is seen 

as the most implemented framework globally. ITIL has a crucial role in managing the organisation's IT 

Services landscape, from the moment of the IT Service design to its decommission, ensuring efficient 

and effective service delivery. (Aguiar et al., 2018; Galup et al., 2020).  

ITIL newest release, ITIL4, was introduced in 2019. This latest version can be defined as “a set of 

practices for ITSM that focuses on aligning IT Services with the needs of business.” (AXELOS, 2019). 

The traditional ITIL implementations focused on implementing processes to manage the IT services; 

however, ITIL4 is focused on practices, extending these implementations for more than processes 

(Hasibović et al., 2023). Moving to this practice approach enabled ITIL4 not just to overthink the 

processes' performance but to combine processes, technology and people to guarantee the best 

performance of the IT Service, focusing on value to its customers (Reiter & Miklosik, 2020). 

However, due to the complexity of the processes, some organisations choose not to implement all 

ITIL processes, like small-scale organisations (Yamami, Ahriz, et al., 2017). Therefore, organisations 

usually choose to implement Incident Management (IM), Problem Management (PM) and Change 

Management (CM) (Serrano et al., 2021). These three practices are typically seen working together to 

maintain stability and the regular operation of the IT Services (Lahtela et al., 2010), ensuring the correct 

transition from a service design to its operation (Galup et al., 2020). 

IM is the practice where the objective is to minimise the negative impact of a service unplanned 

interruption or reduction in the quality of the service to restore the regular operation of the service as 

quickly as possible (AXELOS, 2019), preventing economic losses and user dissatisfaction (Lou et al., 

2013). 

For PM, the objective is to reduce the likelihood and impact of incidents by identifying actual and 

potential causes of incidents (AXELOS, 2019). 
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At last, CE can be seen as the last stage where all the changes that impact the IT services are 

managed (AXELOS, 2019). A change can be made in a system parameterisation, code, or hardware.  In 

the process of this practice, there are a lot of approvals and review activities which can be seen as very 

exhaustive, causing delays to the delivery of new fixes (incoming from IM and PM) or new 

functionalities for the IT Service (Kim et al., 2016). 

However, while ITIL can bring many benefits, such as more control of the IT environment and risk 

and cost reduction, it also has challenges. The framework can be seen as bulky and bureaucratic due to 

its focus on process performance and well-defined roles. This can sometimes hinder agility and 

responsiveness, which may not be the best option in a market that demands quick responses to customer 

needs. (Ayat et al., 2009; Sharifi et al., 2008). 

Moreover, there is a culture named DevOps that emphasises the collaboration between development 

and operations teams (de Kort, 2016). The main objective of this culture is to significantly improve the 

delivery of IT Services through process automation and the adoption of continuous improvement, 

offering a promising future for ITIL processes. (Jabbari et al., 2016). Due to the collaboration of these 

two IT teams, DevOps could improve the ITIL processes implementation, 

Therefore, this research aims to investigate the relationship between DevOps and ITIL processes to 

understand the probable impacts of a DevOps implementation on an ITIL environment. 

The research methodology used for this research is Multi-Case Study, where the objective is to 

perform case studies in different organisations, in different ITIL processes, where DevOps practices 

have also been adopted. These case studies can be seen as empirical evidence of how these two topics 

can coexist in the organisation's IT ecosystem, showing how they can relate, and which are the benefits 

and challenges of this DevOps adoption. 

This research is organised as it follows: the Theoretical Background section describes the main 

concepts that frame this research and helps readers understand these concepts and the author who 

contributed to them; in Related Work, the author examined DevOps case studies to confirm that none 

or few studies exist relating IM and DevOps domains; then, the Research Methodology identifies how 

the author will design and validate the case study (CS) methodology; subsequently, in the CS Protocol 

and Conduct section, the author lists all the data that will be needed to conduct the CS; next, the Analyse 

the CS Evidences section explains how the author will transform collected data for analysis; lastly, the 

author presents a set of conclusions about all of the findings discovered during the analysis phase as 

well as explain why this research will be helpful for academics and professionals. 
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2. Research Background 

Given the objective of this research, this section will explore theoretical concepts about DevOps 

and ITIL processes to find how these can relate and the probable impacts that could be caused on each 

of them. 

As stated, ITIL is overfocused on process performance and accountability. At the same time, 

the organisation's market requires agility for fast and quality product deliveries to respond to quick 

market changes. Organisations must change their mindset and culture to incorporate and accept 

customer feedback. This is one of the main premises of the DevOps culture: adapting the IT landscape 

to deliver fast and quality software. 

ITIL4 has already started adapting ITIL to be more agile by switching from processes to 

practices, considering not only process performance but also people and tools as part of the entire 

practice, and also considering DevOps as part of operating the IT Services. However, ITIL is a set of 

guidelines for managing the organisation's IT Services and does not show how DevOps practices can be 

used together with ITIL processes. There is a publication that reviews how DevOps has been seen from 

an ITSM perspective and how organisations can adapt the two concepts to work together (Faustino et 

al., 2023).  

Due to the few publications relating the two concepts, the authors found that this relation is in 

an early stage, creating the opportunity to build new research. This underscores the importance of further 

exploration in this area. 

To better understand DevOps and ITSM, the following sections will describe these two 

disciplines' main concepts, practices, and processes, providing enough background to understand how 

they can be applied together in the same environment. 

 

2.1. ITIL 

ITSM can be seen as a holistic approach that is responsible for all the activities of creating, 

implementing, supporting, and managing IT services. ITSM has been implemented through several 

frameworks, such as COBIT, ITIL and FitSM (Sarwar et al., 2023). Moreover, there is a framework 

which stands out, in terms of implementation, regarding the other frameworks, which is ITIL (Yamami 

et al., 2017). 

ITSM is a process-oriented approach that has several processes to improve IT efficiency by 

measuring IT services' performance through the processes. These processes guarantee the IT Services 

quality, transparency of the IT processes, and the IT changes delivered to its users (Lema et al., 2015). 

ITSM is “a methodical approach to the management of IT services – from design, 

implementation, operation to continual improvement. It not only focuses on the technical aspects of IT 

but also allows the alignment of services and functions provided by IT within the organisation.” 

(Marrone & Kolbe, 2011, p. 6). 
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This study will focus on ITIL since it is one of the most globally implemented ITSM 

frameworks (Galup et al., 2020), where a new version, ITIL4, was released in 2019 (Guilfoos & 

Triplett, 2022). 

Older versions of ITIL, such as ITIL 2011, had an emphasis on the IT processes with well-

defined inputs, outputs and roles, while ITIL4 extends the framework to be modernised and flexible 

(Pratama & Umaroh, 2023). Practices are sets of organisational resources designed for performing 

work or accomplishing an objective, being more flexible and less prescriptive than processes. 

ITIL 2011 aimed to manage IT Services between five stages of the IT Service lifecycle: 

Service Strategy, Service Design, Service Transition, Service Operation, and continuous service 

Improvement. In ITIL4, the main focus is the value of the IT service. For this, ITIL4 introduces the 

Service Value System (SVS), a holistic approach where several interconnected activities create and 

deliver value, called a service value chain. This service value chain is crucial for ITIL4 since it 

manages the IT Service from its creation until its delivery, constantly monitoring the value it creates to 

know when to improve.  

The chosen processes for this research were Incident Management (IM), Problem 

Management (PM), and Change Management (CM) since these have been more adopted globally as 

stated previously, and also since these were identified as most probably impacted processes according 

to Faustino et al. (2023). Moreover, these processes are typically seen by as processes where 

developers and operators are more likely to work together, showing how the DevOps practices have 

impacted the processes, which will be detailed in the next section. 

2.1.1. IM Process 

IM plays a crucial part in ITSM, being one of the fundamental processes of ITIL (Latrache et 

al., 2015). 

An incident is a non-planned interruption or performance degradation of an IT Service, which 

also applies to any component that supports the IT service. Since the IT services should support the 

business processes of the organisation, it is possible to state that an incident will cause a business 

interruption (Bartolini et al., 2006; Richard et al., 2019).The objective of the IM practice is to manage 

these incidents, so it minimises the service disruptions and outages to cause less impact on the 

organisation's business units (Steinberg, 2011).  

An organisation's main objective is to create profit, so if the business has some interruption on 

the IT Services that support the business applications, it will create economic losses, which should be 

avoided or mitigated as soon as possible (Lou et al., 2013). These kinds of business interruptions are 

not only seen as a negative impact from an economic perspective. However, they could also result in a 

lack of confidence from the organisation’s customers, even internal customers, showing that the IT 

services are unreliable for the business.  

As stated before, the objective of the IM process is to bring the IT Service to its regular 

operation and performance, so when a complaint or a call reaches the service desk, it will check if it is 
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a known issue and if there is already any solution for the user issue. If not, the service desk will try to 

find a workaround to solve the incident. If there is no workaround, the incident will be sent to another 

support group, but if successful, the incident will be closed, and a problem will be raised to solve the 

root cause. From this moment, PM urges to solve this root cause, where the next section will provide 

some theoretical background about it. 

 

2.1.2. PM Process 

In ITIL, a problem is seen as the root cause of the incident. Therefore, the PM practice is said 

to be used to solve the root cause of one or more incidents, minimising the impacts that these incidents 

can have on the organisation (Cannon & Wheeldon, 2007). The problem manager is responsible for 

thoroughly analysing previous incidents, identifying the root cause, and implementing measures to 

prevent these issues from reoccurring.  

Problem Management (PM) is not just about solving issues but also about preventing them from 

occurring (Kush, 2013). This proactive approach, which includes continuous improvement, minimises 

the impact on business units and ensures excellent operational stability. This focus on prevention is a 

mindset highly valued by organisations, reassuring that issues will not reoccur. 

As seen in the implementation activity for the PM practice, some solutions require a change, 

creating a connection to the CM process. 

The following section will provide a theoretical background for the CM process. 

2.1.3. CM Process 

CM is not just about integrating changes in IT Services but about fostering a culture of 

continuous improvement within the organisation (AXELOS, 2019). By extending the change 

management process from ITIL 2011, CM can transform the organisation's approach to change, engage 

stakeholders, improve communication, and implement strategies to address potential challenges and 

resistance to change. 

Globally, most organisations use three change management processes: normal change, standard 

change, and emergency change. 

Below is a description of each type of change, adapted from (Rance, 2011): 

• Standard - This is used for pre-authorised changes that have a negligible impact on the IT 

service and follow a well-known process. 

• Emergency - For example, a change needs to be implemented immediately to solve a major 

incident that seriously impacts an IT service. Usually assessed by the Emergency Change 

Advisory Board (ECAB) 

• Normal - A change that requires approval from the Change Advisory Board (CAB) occurs when 

a significant change can impact an IT service, business processes, or infrastructure. 
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Since standard changes are pre-authorised changes that are implemented by following a 

known procedure, it does not require so many approvals and assessments as normal changes (Kaiser, 

2018) an example of a standard change could be resetting a user's password. This change needs to be 

made to the IT Service but is low risk and impact, so the standard change process should be followed. 

However, from a high-level perspective, these processes look bulky and bureaucratic, where 

they have a lot of different people and roles to secure different activities (Kaiser, 2018; Sharifi et al., 

2008).  

From nowadays perspective, this does not look realistic due to the constant changes that the 

market faces. Changes and adaptations to IT services must be fast enough for organisations to adapt to 

the market changes to face their competition and customer demands (Soni, 2016). To face this 

difficulty in delivering new solutions, fixes, and adaptations to IT services, a culture named DevOps 

has urged. The main premise of this culture is to deliver software quickly with high quality by 

automating several manual tasks from the Software Development Lifecycle (SDLC) and by joining IT 

Development and operations to work together to develop and maintain software (Cuppett, 2016; 

Sharma & Coyne, 2014). 

2.2. DevOps 

The Agile Infrastructure Conference first mentioned the DevOps culture (Lwakature, 2017). 

The main goal of DevOps culture is to bridge the Operations and Development IT teams to work 

together so both teams can help each other from the starting point of software development to high 

product quality and stable software (Riungu-Kalliosaari et al., 2016; Silva et al., 2018). DevOps also 

follows the agile software development practices from the Agile Manifesto (Beck et al., 2001), 

focusing on individuals and their skills and embracing the change to correspond to customer feedback, 

even if this could impact process performance. This way, the developed product will be more valuable 

to the customer since it will correspond to their needs. 

These two IT teams have two different points of view towards software changes (Waschke, 

2015). Developers want to deliver new and improved features, while operations want to maintain the 

stability of IT services or IT systems; therefore, they do not want developers to deliver new features 

since they fear they will compromise the stability. This generates a blame game between these two 

roles where the operators blame the developers for compromising the system stability, while the 

developers blame the operators for not maintaining the operability of the system to receive new 

features (Hussaini, 2015). 

When these two IT teams collaborate to develop new features, operators can be involved from 

the beginning of the SDLC and help the developers deliver quality and stable software by providing 

the necessary infrastructure and tools to ensure the software will run with the desired performance 

(Hemon et al., 2020). 
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To be able to accomplish its objectives, DevOps employs several practices, as it is seen in Table 

1, adapted from (Faustino et al., 2018; Jabbari et al., 2016). There were considered the most low-level 

practices from Jabbari et al. (2016), so the interviews can have more options to choose from the 

practices. For example, both Automated Deployment and Continuous Deployment are considered a 

DevOps practice Jabbari et al. (2016), but an organisation can implement automated deployment while 

not considering continuous deployment. This shows that both organisations can apply DevOps practices 

but with a different level of maturity (Teixeira et al, 2020). 

Table 1 - DevOps Practices 

ID Practice name  Description  

P1 Continuous Planning Continuous planning of products/features in several deliveries to allow 

the incorporation of customer/business feedback. 

P2 Feedback Loops Between 

Dev and Ops 

Frequent checkpoints between Operators and Developers to discuss 

deliveries and application pain points. 

P3 Continuous Monitoring An approach where an organisation constantly monitors its IT systems 

and networks to detect security threats, performance issues, or non-

compliance problems in an automated manner. 

P4 Measure Performance 

Metrics (in CI, Test & Ops) 

Define metrics to measure the system's performance while developing, 

testing, and operating. 

P5 Automated Feedback for 

Performance Models and 

Performance Predictions 

Creation of performance feedback reports based on models and 

predictions. 

P6 Application Monitoring Monitoring of applications to detect performance/wrong behaviour from 

the applications. 

P7 Automated Dashboards Build dashboards to provide developers and operators with information 

about the applications' status and behaviours so that the correct actions 

can be taken. 

P8 Continuous Integration It is a practice that encourages developers to check their code as much 

as possible so the other developers can always work on the latest 

version. This practice also runs a build and tests the code to ensure the 

new code will not impact the existing software. 

P9 Prototyping Application Build a prototype of the feature or application to perform demos for the 

customers or business users. 

P10 Continuous Deployment Once the automatic tests pass the code or artefact, automated 

deployment will be performed for the following environment. 

P11 Automated Deployment Practice that allows to schedule application deployments to be executed 

automatically. 

P12 Continuous Delivery This practice ensures that the software is always ready to be deployed. 

If a package is created after the build and automatic testing, that 

package is stored as an artefact on a repository and can be deployed. 

P13 Continuous Testing Automatic tests are triggered after each build of the code. It is used 

together with Continuous Integration. 

P14 Automated Testing Tests that are executed automatically produce a report of the test status. 

P15 Process Standardisation Standardisation of processes is used to unify the processes inside the 

organisation's IT department. This will allow the same modus operandi 

between all the IT teams, facilitating the personal rotation between IT 

teams. 

P16 Infrastructure as Code This practice allows the coding of the infrastructure for the application 

and the loading of that code to create or update the existing 

infrastructure. This allows the quick creation of environments and the 

scale in/out of server resources based on demand. 

P17 Stakeholder Participation Stakeholder participation requires all the key stakeholders to participate 

in all the software development or operations phases. This allows more 

engagement from the stakeholders to make decisions on the right timing 

for the application's developers and operators. 
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Organisations worldwide have reported the benefits of DevOps implementations, such as 

faster time to market, faster and better feedback and increased team performance and customer 

satisfaction (Faustino et al., 2022). 

Moreover, ITSM has its challenges (Serrano et al., 2021). One challenge is the time 

consumption of the process assessment and framework complexity. This shows how bureaucracy can 

impact the deliveries from the IT teams, as stated before about the ITSM processes. Based on the 

DevOps benefits and the premises of DevOps by automating manual tasks, DevOps can help improve 

the ITSM processes' performance.  

3. Research Methodology 

Since the research in the domain of DevOps application in the ITSM processes is in its very early 

stages (Faustino et al., 2023), the nature of this research is exploratory due to the limited literature about 

the subject. Exploratory research is meant to start a study on an observed phenomenon without prior (or 

few) works on a specific context (Zaidah, 2007). Moreover, a Case Study (CS) is built around a question 

(Thomas, 2016), which in this case is, “How do DevOps impact ITSM processes?”.  

The question is the final objective that the CS needs to answer, but the CS also should be defined 

by its purpose, approach and process (Thomas, 2016). Moreover, the subject may lead to three different 

types of CSs: unique or outlier (when the researcher tries to study a phenomenon out of the norm), a key 

case (when the researcher is studying a phenomenon that happens a lot), and a local knowledge case 

(where the researcher is investigating something familiar to him) (Thomas, 2016). This CS is classified 

as a local knowledge case since the researchers are familiar with DevOps practices and ITSM.  

Researchers can adopt either a single-case or a multiple-case approach. A single-case approach 

should be adopted when the event that is supposed to be studied is limited by a single occurrence, or the 

study will only target a single unit of analysis (Yin, 2009; Zaidah, 2007). Multiple case studies are used 

on real-life events where numerous, easy-to-replicate sources of evidence exist (Zaidah, 2007). Since 

for this research, the objective is to perform a study on how DevOps impacts three different processes, 

the approach will be a multi-case study, where these three case studies will be done on three different 

organisations where the processes where both the DevOps processes and one of the processes are 

applied. 

. This study will focus on CM, PM and IM, as identified in Faustino et al. (2023) as possible 

candidates to be implemented with DevOps practices and due to the researchers' experience with these 

processes. Where each case study will be applied to each process. 

Since this research intends to study the possible influence of DevOps practices on the ITSM 

processes activities grounded on the experience of several organisations, it must be considered a 

retrospective CS. 
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Table 2 — Research Questions 

Research Question ID Description 

RQ1 Which DevOps Practices can impact each process? 

RQ2 
What are the benefits and challenges of implementing DevOps 

practices in the processes? 

RQ3 How has DevOps improved the processes? 

 

Researchers should explain or explore a phenomenon that leads to the following purposes: intrinsic, 

instrumental, evaluative, explanatory, and exploratory (Thomas, 2016). As stated before, this research 

will be exploratory; where for this type of approach, Thomas also suggests the following: testing a 

theory, building a theory, drawing a picture, descriptive, interpretative, and experimental (Thomas, 

2016). As previously stated, no literature has investigated the relationship between DevOps and the ITIL 

processes; therefore, this research aims to build a theory.  

Some authors provide insights into the structure of a CS (Tellis, 1997). Table 3 shows the approach 

that will be followed in this research (Yin, 2009). 

Table 3 — Case Study Stages 

Stage Stage Description 

Design the Case 

Study Protocol 

This stage comprises two minor stages: determining the required skills and 

developing and reviewing the protocol. The latter involves extensive reading 

about the topic to create draft questions. Yin suggests that the researchers should 

be good listeners who can interpret the responses and create draft questions. 

Conduct the 

Case Study 

Preparation of the data collection, distribution of the surveys and conducting 

interviews. 

Analyse Case 

Study Evidence 

An analytical strategy should be employed to evaluate the data gathered in the 

previous stages of the research. 

Develop 

Conclusions 

Develop conclusions regarding the data analysis made in the previous stages to 

establish a bridge between the researcher and the user and explain the benefits or 

problems found during the research. 

Source: Adapted from (Tellis, 1997; Yin, 2009)  

To build a CS, Figure 1 describes the different classifications of our research according to 

Thomas’ framework and guidelines. This helps to understand how this research maps with Thomas' 

framework. 
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Figure 2 — Path for the CS, adapted from (Thomas, 2016). 

Since this is a retrospective CS, the primary data collection procedure is interviews of those who 

experienced the study phenomenon (Thomas, 2016). 

The interview type that was used is Semi-Structure interviews, which are used when one needs to 

gather more detailed information by giving the interviewees the liberty to express their opinions 

(Miles & Gilbert, 2005). 

In the following sub-sections, the multiple case studies will be presented. 

4. Case Study Design Protocol 

As previously stated, this research will be done by performing three case studies in three 

different organisations. The first case study regarding IM was performed over four months, from 

September until December 2023, in a multi-national IT Consultancy company in Financial Services 

(FS) based in Lisbon, Portugal. The analysis was based on an Application Management services team 

for an insurance company, focused on the corrective maintenance of a core insurance application. 

Even though the team is known to be bi-lingual, the interviews were conducted in Portuguese. 

Regarding the CM case study, the research was conducted over two months (August and 

September 2022) at a multinational fintech company, with one team and a sample of 10 interviewees, 

using a qualitative approach. The team’s average professional experience is 8.3 years, and experience 

with DevOps is about 0.8 years. It is important to note that for the CM experience, most participants 

were neither fully aware of the concept nor had knowledge about the process as a whole. So, to 

address this knowledge gap, the interviewer explained the main ideas behind DevOps in addition to 

CM and its phases during the interviewing process.  
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The PM case study was performed in a German multinational conglomerate company. On 

average, participants have four years of experience in their roles while having close to 10 years of 

work experience in IT. Most have exercised DevOps and PM practices in at least two previous 

organisations. Three separate teams are represented in this exercise: a Service Management team 

responsible for overseeing the implementation of PM and other ITIL processes in the organisation 

(participants PM-A, PM-G, PM-J), a Service Delivery team managing business interactions with 

customers and end users (participants PM-C, PM-E, PM-I), and a development team responsible for 

the maintenance and continuous improvement of Service Management tools utilised in the 

organisation (participants PM-B, PM-D, PM-F, PM-H). 

To ensure that the recorded interviews were understood correctly, each one was reviewed, and the 

relevant topics were transcribed for written support using the same terminology observed in the 

recordings, with the authorisation of all participants.  

The interviewees' structure is summarised in Table 4, detailing each interviewee's role and 

professional experience. 
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Table 4 – Interviewee Details for Case Studies 

IM Case Study 

Interviewee Position Experience in IT Experience in DevOps 

IM-A Experienced Developer 3 3 

IM-B Experienced Developer 3 3 

IM-C Team Leader 7 6 

IM-D Team Leader 8 6 

IM-E Team Leader 6 6 

IM-F Team Leader 6 6 

IM-G Manager 10 7 

IM-H Manager 10 7 

IM-I Manager 9 6 

IM-J Manager 15 6 

Average - 7.7 5.6 

CM Case Study 

Interviewee Position Experience  Experience in DevOps 

CM-A Quality and Assurance (QA) Engineer 15 0 

CM-B Quality and Assurance (QA) Engineer 12 2 

CM-C Software Engineer 1 1 

CM-D Software Engineer 10 2 

CM-E Software Engineer 3 1 

CM-F Software Engineer 7 1 

CM-G Software Engineer 2 1 

CM-H Technical Writer 7 0 

CM-I User Experience (UX) Designer 6 0 

CM-J Product Manager 20 2 

Average - 8.3 0.8 

PM Case Study 

Interviewee Position Experience Experience in DevOps 

PM-A Process Manager 5  1  

PM-B Developer  10  9  

PM-C Service Manager  14  3  

PM-D Developer  5  4  

PM-E Process Manager  13  2  

PM-F Developer Team Lead  12  12  

PM-G Process Manager  10  1  

PM-H Developer  12  4  

PM-I Process Manager  10  3  

PM-J Process Manager  6  1  

Average - 9.7 4 
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5. Case Study Conduct and Evidence Analysis 

The following subsections will demonstrate how the interviewees were conducted and how the 

data collected was prepared, after this each subsection will have its own conclusion about the data. 

Also, each subsection will correspond to the research questions that are in Table 2. 

5.1. Interview Analysis on DevOps Impact on Process Activities 

Table 5 shows the participants' matches between the DevOps practices and IM, CM and PM 

process activities. Please refer to the colour legend to understand the meaning of each colour.  

Almost all the DevOps practices identified in Table 1 were matched with at least one activity 

regarding the IM process. The DevOps practices that were seen to have the most impact were 

Feedback Loops Between Dev and Ops, Application Monitoring, and Continuous Integration. 

Analysing from the point of view of the activities, the activities with more matches were Resolution 

and Recovery, Investigation and Diagnosis and Detection and Recording. This is a good indicator for 

Resolution and Recovery and Investigation and Diagnosis since the IM process objective is to solve 

and recover as fast as possible. 

Table 6 shows the interviewees' comments about each practice and match. According to the 

colour legend of Table 5, only the activities with more matches per DevOps practice were considered. 

Also, only the practices with at least one grey match were considered. 

Due to the context of this team, the IM process is not followed 100% according to ITIL, where 

the objective is to resolve the incident as soon as possible. (AXELOS, 2019). They work using an 

agile approach based on sprints, where the stakeholders choose the priorities of the incidents or other 

developments that should be done. So, this team relies on the stakeholders to know what to work on, 

always based on the business input of what is more important. 

Moreover, looking at Tables 5 and 6, they agree that DevOps practices accelerate incident 

resolution through Continuous Integration, Continuous Delivery and Deployment practices. 

However, an input shows a different perspective on Continuous Delivery. An interviewee says that 

increasing deliveries can negatively impact the investigation of incidents since there will be more 

changes to check what code could cause an incident.  

Another aspect that stood out was the detection of incidents. The interviewees claim that 

incident detection is essential to the application's stability, so more monitoring and new metrics are 

always welcome so incidents can be detected earlier, reducing the possible impacts on the business 

units.  
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Regarding the CM process, nine practices (out of 17 from Table 1) matched at least one activity 

of the process for the Normal Change process. 

The top 3 practices that had more matches were the practices of Continuous Delivery, 

Automated Deployment and Continuous Deployment. The practices had more impact on the final 

activities of the process such as Authorise Change Deployment, Coordinate Change Deployment and 

Review and Close Record. 

Moreover, from the point of view of the activities, the activities that matched were Coordinate 

Change Deployment, Review RFC, and Coordinate Change and Build Test. Regarding Coordinate 

Change deployment, it is possible to see more matches of Continuous Deployment, Automated 

Deployment and Continuous Delivery, similar to what has been stated before. Continuous delivery, 

continuous testing, automated testing, and process standardisation are used for Review RFC activity. 

For the Coordinate Change and Build Test, more matches can be seen in Continuous Integration, 

Continuous Delivery, Continuous Testing, and Automated Testing. 

Table 7 contains the interviewees' feedback regarding the matches between the DevOps 

practices and Normal Change process activities.  

Looking at Table 5 for the Standard Change activities, the same practices identified as a match 

in the Normal Change process were also identified in the Standard Change process. It is also possible 

to conclude that the practices that hit more matches are Continuous Delivery, Stakeholder 

Participation, and Automated Testing, while the activities with more matches were Assess and 

Evaluate RFC, Coordinate Change Implementation, and Authorise and Schedule Change. 
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Table 5 – Matches Between DevOps Practices and Process Activities (Case Studies) 

Process / Activity 
Practice ID 

P1 P2 P3   P4  P5  P6  P7 P8  P9  P10 P11  P12  P13  P14  P15  P16  P17 Total of Matches 

IM
 P

ro
ce

ss
 

Detection and Recording - 3 4 1 - 5 1 - - - - - 1 1 2 - 2 20 

Classification and Initial 

Support 
3 2 2 - - - 2 - - 1 - - - - 3 - 3 16 

Investigation and Diagnosis 1 7 - - - 1 - 2 1 1 1 1 - - 1 4 1 21 

Resolution and Recovery 2 5 - - - - - 7 2 4 7 4 1 4 - 2 1 39 

Closure 1 1 - - - - - 3 - 2 3 4 - - 2 - - 16 

Monitor and Tracking 2 1 3 3 - 6 1 - - - - - - - 1 - - 17 

Total of Matches 9 19 9 4 0 12 4 12 3 8 11 9 2 5 9 6 7 - 

N
o

rm
al

 C
h

an
g

e 
P

ro
ce

ss
 Create RFC 3 - - - - - - 5 - 4 4 4 3 2 4 - 5 34 

Record RFC 1 - - - - - - 4 - 3 3 3 2 2 3 - 2 23 

Review RFC 3 - - - - - - 3 - 3 3 5 6 5 5 - 3 36 

Assess and Evaluate Change 8 - - - - - - 3 - 3 3 4 3 2 3 - 2 31 

Authorise Build and Test 1 - - - - - - 5 - 3 3 4 3 4 2 - - 25 

Coordinate Build and Test 2 - - - - - - 5 - 4 4 5 5 5 4 - 1 35 

Authorise Change Deployment - - - - - - - 4 - 5 5 4 1 1 2 - 1 23 

Coordinate Change 

Deployment 
3 - - - - - - 4 - 7 8 6 2 2 3 - 2 37 

Review and Close  1 - - - - - - 1 - 3 3 5 2 1 4 - 4 24 

Total of Matches 22 0 0 0 0 0 0 34 0 35 36 40 27 24 30 0 20 - 

S
ta

n
d
ar

d
 C

h
an

g
e 

P
ro

ce
ss

 

Review RFC 5 - - - - - - 2 - 2 1 5 2 3 5 - 5 30 

Assess and Evaluate RFC 5 - - - - - - 4 - 4 3 6 5 5 4 - 5 41 

Authorise and Schedule 

Change 
4 - - - - - - 6 - 3 2 5 5 5 2 - 2 34 

Coordinate Change 

Implementation 
3 - - - - - - 5 - 4 3 5 5 5 4 - 5 39 

Review and Close Record 3 - - - - - - 2 - 2 1 4 3 3 4 - 6 28 

Total of Matches 20 0 0 0 0 0 0 19 0 15 10 25 20 21 19 0 23 - 

E
m

er
g
en

cy
 

C
h
an

g
e 

P
ro

ce
ss

 

Record RFC 4 - - - - - - 3  3 3 4 1 1 - 2 5 26 

Assess Change 6 - - - - - - 4  4 4 5 3 4 - 1 3 34 

Change Approval 3 - - - - - - 5  3 3 4 4 6 - 2 3 33 

Review Approval 2 - - - - - - 3  5 4 3 - 1 - 1 2 21 

Implement Change 3 - - - - - - 4  6 7 5 2 3 - 2 3 35 

Review Change 3 - - - - - - 4  6 7 5 2 3 - 2 3 35 

Total of Matches 21 0 0 0 0 0 0 23 0 27 28 26 12 18 0 10 19 - 

P
M

 P
ro

ce
ss

 

Problem Detection 4 8 - - - 9 - 3 2 - 2 - - 3 8 - 2 41 

Problem Logging 4 5 - - - 3 - 3 2 - 1 - - 2 5 - 3 28 

Problem Investigation and 

Diagnosis 
5 7 - - - 6 - 3 2 - 1 - - 3 4 - 3 

34 

Known Error Management 5 6 - - - 3 - 4 2 - 1 - - 2 5 - 4 32 

Problem Resolution 7 6 - - - 4 - 5 3 - 2 - - 3 6 - 3 39 

Problem Closure 4 7 - - - 3 - 2 2 - 2 - - 2 5 - 3 48 

Total of Matches 29 39 0 0 0 28 0 20 13 0 9 0 0 15 33 0 18 - 

Colour Legend: 

White – 1 to 2 matches 

Light Grey – 3 to 4 matches 
Medium Grey – 5 to 6 matches 

Dark Grey – More than seven matches 
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Table 6 - Insight on DevOps & IM process (Case Studies) 

Practice 

ID 
IM Activity Comment 

P1 
Classification and Initial 

Support 
“By continuously planning, it will be possible to order the backlog correctly and know what is causing more pain in the users at the moment.” 

P2 

Investigation and 
Diagnosis 

“Close collaboration between dev and ops will allow them to share knowledge to diagnose the incident.” 

Resolution and Recovery 
“The coordination between devs and ops can result in anticipating if there are issues with a build of a package due to a resolution of an incident; this could help to improve 

the resolution.” 

P3 

Detection and Recording “This practice could enable the creating of incidents, and it can attribute the priority and trigger other actions to support the application.” 

Monitor and Tracking 
“Monitoring the system continuously will identify strange behaviors on the application, therefore identifying incidents. This will also help to identify if a fix for an 
incident will be working after applying” 

P4 Monitor and Tracking “We can have an overview of the application behaviour of the performance to tell if the incident is solved.” 

P6 
Detection and Recording “This practice allows for the creation of incidents automatically as soon as a usual behaviour is detected.” 

Monitor and Tracking “Allows to see the behaviour after a resolution being applied to know if the incident is resolved.” 

P8 Resolution and Recovery 
“Continuous Integration allows a faster resolution by ensuring the code is being integrated more often and allowing to be sure that will follow the quality gates.” 
“By integrating every code, we can apply the resolutions faster, hence closing the incident faster.” 

P10, P11 Resolution and Recovery 
“It will allow progressing with the resolution between the environments faster until it reaches production.” 

“Allows faster deployment of new logging to environments to investigate and find the final solution to the issue.” 

P12 
Resolution and Recovery “Saves time to deliver the new solution into the final environment, ensuring the code is deployable without any issue.” 

“It could harm the investigation; since DevOps allows constant delivery and constant deployments, we can have five deployments (one per day), and an incident is created 

after seven days. We may need to check all the code delivered in those five deployments.” 
Closure 

P14 Resolution and Recovery 
“Knowing the correct behaviour, we know what to test to apply TDD.” 
“Saves time to apply the correct tests after a solution is identified.” 

P15 
Classification and Initial 

Support 

“If there is a standard way to detect and record incidents, it will help the end users understand the process. The same applied to the classification so the incidents can be 

classified correctly.” 

P16 
Investigation and 
Diagnosis 

“Having the infrastructure in code files will help create new environments to help diagnose and resolve the incidents.” 

P17 
Classification and Initial 

Support 

“Depending on the stakeholder, they should be the ones interested in the application stability, so they should be able to detect and escalate incidents so they could be fixed 

according to the impacts and priority.” 
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The stakeholders continue to be a crucial part of the process since they should know the impact 

of these changes, even if these types of changes should be classified as low risk. They are seen as the 

primary approvers of the change to be taken into place since they know the implementation's impacts. 

Also, they should be accountable for effective communication with all the teams and applications that 

the change implementation could impact. Table 8 describes the interviewees' feedback about the matches 

between the Standard Change process activities and the DevOps Practices. 

When comparing the Emergency Change process with the other two change processes, it is 

possible to see that the Process Standarisation practice is not listed, being replaced by Infrastructure as 

Code (IaC). Many emergency changes are raised due to issues in the systems' infrastructure. This 

practice can help to solve those issues relatively quickly. 

Other practices that stand out are Continuous Deployment and Automated Deployment. These 

practices impact the last activities of the process to deliver the solution to the emergency change faster 

and restore the normal operation of IT Services. This can also be seen since the last two activities have 

more matches, with 35 matches. An activity that is also seen as highly impacted is Assess Change. Due 

to the Continuous Planning of the teams, it is easier to prioritise what can be seen as an emergency or 

not, helping to evaluate if the change is an emergency. Table 9 shows the interviewees' insights into 

Emergency Change and DevOps practices. 

The interviewees were asked to assess the relevance of DevOps practices across PM activities 

by having each select one of the following options for each combination: 1, meaning low relevance; 2, 

meaning relevant; and 3, meaning high relevance. Answers were compiled into Table 5 by adding the 

values entered for each cell. Opinions and justifications provided by interviewees as they responded to 

this assessment are found in Table 14. 

 Data resulting from semi-structured interviews indicates that 9 out of the 17 contemplated 

DevOps practices are, in terms of their application, significant in at least one stage of the Problem 

lifecycle. The DevOps practices of Continuous Planning, Feedback Loops Between Dev and Ops, 

Automated Monitoring, and Stakeholder Participation stood out and were highly significant to the PM 

process. Considering captured insight, this results from the improved planning and collaboration these 

practices tend to enable, allowing development and operations teams to work more closely together. 

The practices of Application Prototyping, Deployment and Test Automation were considered less 

significant, the latter neither practiced nor known among selected interviewees. 

Table 5 shows that the practices with the higher impact on the PM process are Dev & Ops 

Feedback Loops, Stakeholder Participation and Automated Monitoring. Discussing Dev & Ops 

Feedback Loops, the higher impact is in Problem Detection and Problem Investigation and Diagnosis. 
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Table 14 means that when operators know the developments, it will be easier to alert them about risks 

and issues, which will be necessary for proactively creating problems. Regarding Problem 

Investigation and Diagnosis, the interviewees stand out in the collaboration between developers and 

operators to reach the root cause analysis of the problems. 

Stakeholder Participation also significantly impacted Problem Detection and Resolution. The 

interviewees believe stakeholders are the ones in the field and the best at understanding user pains 

when using IT services or applications. Thus, they are the key to finding issues and suggesting the 

correct behaviour to benefit the end users. 

Automated monitoring, like Dev & Ops Feedback Loops, significantly impacts problem 

detection, investigation, and diagnosis. It can be seen as critical in identifying problems since it 

indicates the IT service or application's behaviour. Depending on the indicator, the monitor can also 

help with the root cause analysis by identifying the process or part of the IT Service or application that 

is failing or degrading. 

From the PM activities perspective, the activities most impacted by the DevOps practices are 

Problem Resolution, Problem Investigation and Diagnosis and Problem Detection. Problem Detection 

was discussed in the last paragraphs regarding Dev & Ops Feedback Loops, Automated Monitoring 

and Stakeholder Participation. However, continuous planning also impacts it. When planning meetings 

and discussing the behaviours of the IT Services and applications, problems can be created earlier, and 

a more resilient application can be created earlier.  

Problem Investigation and Diagnosis, likewise Problem Resolution, are impacted by the same 

DevOps practices. Continuous Planning stands for better planning and prioritisation of the problems 

to be solved. 

Problem Resolution, like the other two activities, the same practices, including continuous 

planning, were classified as having more impact. Table 10 provides the interviewees insights about the 

PM process and the DevOps practices 

Having analysed the three processes, one can see that DevOps can impact the ITIL processes 

differently, but always with the focus on improving or accelerating some manual tasks such as 

assessments and approvals. In more detail, we can see that Continuous Planning is causing more impact 

on the PM and CM process, where this practice can help to plan changes and their deliverables on the 

correct timing, likewise, the solutions for the problems existing in the IT Services depending on the 

impact. There is also the relationship to deliver the solutions for the existing problems; a change is 

required. Feedback loops between Dev and Ops are seen as more impactful in PM and IM.  
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This is seen as a practice that helps operators quickly solve issues in IT services due to the 

collaboration between developers and operators. Likewise, application monitoring is seen as impactful 

in PM and IM. This practice is essential in identifying issues as early as possible, even in applying a 

quick fix or a workaround (like in the IM process) or a solution for a root cause of several issues (like 

in the PM process). Nevertheless, the focus is to stop the damaging business impact. 

However, two practices were identified only in the IM practice: Continuous Monitoring, 

Measuring Performance Metrics, and Automated Dashboards. The interviewees do not apply these 

practices but recognise their potential to anticipate issues and take quick actions before they affect the 

business work. Also, having performance metrics at several levels of the SLDC can help the developers 

anticipate if their new developments will impact the current application behaviour, anticipating a 

possible issue with the software in production. 
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Table 7 - Insight on DevOps & Normal Change process (Case Studies) 

Practice ID Normal Change Activity Comment 

P1 Assess and Evaluate Change 
“As we continuously plan, we evaluate why the change is necessary and coordinate when it should be deployed.” 
“Evaluate change because it is when we can verify if it is going to bring value to our product.” 

P8 

Create RFC “A change may need authorisation, and coordination is needed for this change to be deployed.” 

“Because it cannot change the functioning without being evaluated, accepted and reviewed. Regarding the pipeline, they must guarantee that the change's 

entry will not harm the system. The whole process of testing pipelines and how things are working, and there is a whole process where this change will be 
integrated, is important to be executed.” 

Authorise Change and Build Test 

Coordinate Change and Build Test 

P10, P11 
Authorise Change Deployment “One of the most important processes where it was more bureaucratic, e.g. for each new deploy was extremely bureaucratic and had a set of requests and 

documents to be done, tests after deploy, rollback mechanisms and had to be validated.” Coordinate Change Deployment 

P12 

Review RFC 

“Because it is about delivering, we need to review it as we release software. That is, review and coordinate such changes.” Coordinate Change Deployment 

Review and Close Record 

P13, P14 

Review RFC “Because you must verify what exists, we need to have authorisation; we just need to coordinate what needs to be deployed. You do not need something to 

be Authorised; it just needs to be coordinated and not Authorised.” 

“To get the requirement tested accordingly, coordinate its change deployment.” 
Coordinate Change Build and Test 

P15 Review RFC “Everything is a process in place and must be taken into consideration. “ 

P16 Create RFC 
“Because it is an important component at the process's beginning and end.” 

“It is important to have them created and communicated. Sometimes it seems too informal and needs to be more effectively communicated.” 

 

Table 8 - Insight on DevOps & Standard Change process (Case Studies) 

Practice 

ID 
Standard Change Activity Comment 

P1 
Review RFC “As it is already part of the plan, we can review it and then coordinate when it will be deployed and ensure it is aligned with the product planning. 

Assess and Evaluate RFC “Because we can see a board and do something as a team, we can define our priority as an autonomous team.” 

P8 

Authorise and Schedule 

Change 
“Even being standard changes, they need to go through the entire process as it has the most delicate parts of the SLDC, and we need to ensure quality upon 

deployment.” 
Coordinate Change 

Implementation 

P10, P11 

Assess and Evaluate RFC 

Coordinate Change 
Implementation “Because we do not need authorisations for something that is not urgent and should not be escalated.” 

P12 Assess and Evaluate RFC 

P13, P14 

Assess and Evaluate RFC 

“Because we can review the request (for a change) without needing a previous review.” 

“only for scenarios where we need to cover it with tests besides reviewing this change and closing it.” 

Authorise and Schedule 

Change 

Coordinate Change 

Implementation 

P15 Review RFC 

“It allows standard changes not to impact the planning; if we follow the process, we will not have disturbances on development, and then we will have continuous 

development and will not affect our planning. Not necessary on authorisation but coordination.” 
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Table 9 - Insight on DevOps & Emergency Change process (Case Studies) 

Practice ID 
Emergency 

Change Activity 
Comment 

P1 Assess Change 

“Even being an emergency, we need to ensure quality and not have the problem again as we 

want to ensure confidence on the part of our end users (clients) by escalating the priority. 

Detailed attention to avoid errors.” 

P8 Change Approval “The deliverable also guarantees that will ensure the change was effective and, in an emergency, 
it must be validated thoroughly, and all steps are required.” 

“Because we need authorisation (only if the upper level is too much involved) for something 

urgent and needs to be escalated.” 
P10, P11, P12 

Implement 

Change 

Review Change 

P13, P14 Change Approval 
“Even being an emergency, we need some confidence level in the change being performed and 

detect regressions (even if it is not an emergency).” 

P17 Record RFC 
“It is important to have the stakeholder’s participation in each part of the process, especially 

during an emergency.” 

However, the interviewees did not find the Automated Feedback for Performance Models and 

Performance Predictions practice impactful since they didn’t know about it. 

Continuous Integration and Continuous Delivery usually work together due to all the 

automation to have a deliverable ready to be deployed. Due to this, these practices are seen in the three 

processes, IM and PM are seen to have more impact on the Resolution and Investigation activities, 

while the CM process accelerates the implementation and the previous authorisation and approval 

activities. Since the deliverable is ready right after the build, the approvers have more confidence to 

move on with the change and implementation. Similarly, Continuous and Automated deployment 

enables the deployment of fixes or new functionalities to be fully scheduled and automatically 

accelerates the delivery and the change implementation. This also helps to ensure the successful 

implementation of changes by reducing human error. 

The prototyping application was a practice that was only identified by the PM process. The 

interviewees see this practice as a way to ensure the problem is solved so the stakeholders can confirm 

the application's correct behaviour. 

Regarding Testing practices, Automated Testing is seen as more present than Continuous 

Testing since Continuous Testing was only applied to the CM case study. Nevertheless, Automated 

Testing is seen in all three processes, accelerating the resolution in the case of PM and IM, and it is 

used in the approval stages of the changes by bringing more confidence in the tests of the new changes. 

Process Standardisation is also seen as impactful on all processes. The main finding is that 

organisations will benefit if processes are adopted in the same way. This way, everyone will know the 

process and execute it easily. 

The Infrastructure as Code practice was only identified in the IM and Emergency Change 

process. This practice enforces the relationship between the two processes since Emergency Changes 

are usually used to correct higher incidents. This practice enables the infrastructure to be taken care of, 

such as code, enabling versioning of the infrastructure and fast changes. This helps to fix the incidents 
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since the infrastructure can be easily rolled back or updated on demand, returning the IT Service to 

normal operation. 

Finally, the last practice from the group of DevOps practices, Stakeholder Participation, is also 

seen as impactful in the three processes. In the three processes, there is a consensus that the 

stakeholders are the key to the best management of backlogs, approvals, and authorisations and the 

main point of contact for knowing how the application should behave. So, they should always be 

informed about any issues or changes to the applications so they can provide the best inputs. 

To summarise, it is possible to conclude that in the opinion of these professionals, DevOps 

practices can potentially improve the ITIL processes, using automation to accelerate the resolution of 

issues and to reduce human error, providing more confidence to the process owners, hence accelerating 

the authorisation and approval activities. Some of the activities can even be automated due to DevOps 

practices. For example, once the code from a package that was built automatically from CI/CD 

practices and automatically deployed in an environment can be automatically tested, and based on the 

input of these automated tests, the authorisation and approval activities from changes can be marked 

as done, moving with the process forward. 
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Table 10 - Insight on DevOps & PM process matches (Case Studies) 

Practice 

ID 

PM Activities Comment 

P1 

Problem Detection “Having a regular forum where potential Problem candidates are discussed can be helpful to the process.”  

“With continuous planning, we can find issues and obstacles that need to be addressed via the PM process.” 

Problem Investigation and 
Diagnosis 

“This would be an important practice to have as it enables better task management (…) knowing where each investigation is on an ongoing manner is helpful for the 
process.” 

Problem Resolution “Solution activities for Problems have to be planned. Having [Continuous Planning] is very relevant as it can expedite the implementation.” 

“Continuous planning sessions, the fact that they allow the opportunity for ongoing discussion, can be a positive element for the process.” 

“This can also prevent problems even before they get to Production.” 

P2 

Problem Detection “Being aware of what development is to be implemented, and pointing out risks or issues, is an important contributor to the creation of Problems.” 

Problem Investigation and 

Diagnosis 

“Performing Problem Root Cause Analysis always requires collaboration. Developers and Operations need to work together to determine the cause of Problems.” 

“Regardless of who does the Root Cause Analysis, it is important to have consistent feedback between the process teams and the tech teams. It is how we obtain necessary 
updates and improve communication.” 

Known Error Management “The validation of Known Errors and Workarounds has to be checked and confirmed by the Development side, who often have the technical awareness to approve or 

reject this.” 

Problem Resolution “This combination is needed to clarify the requirements of a problem solution and align how that solution will be introduced properly.” 
“It is the Developers who take the lead in the working out of a resolution for a Problem; however, the implementation of it already involves Operations. They should be 

working together.”  

P8 

Problem Investigation and 

Diagnosis 

“A Problem investigation is an ongoing process. It should be easy to track and simple to manage. The idea of Continuous Integration, with new information added to the 

Problem piece-by-piece, makes sense.” 

Problem Resolution “In implementing solutions for Problems, this practice can speed things up to a higher pace.” 

P6 

Problem Detection “This is a key practice to identify problems proactively. We need to be aware of what is happening in the environment; having automation helps.” 

“We could link this with the event management process, working as input for PM.” 

Problem Logging “There may be opportunities to automate the creation and logging of Problem records based on certain monitoring triggers.” 

Problem Closure “We could use some sort of automated monitoring to confirm the complete resolution of a Problem investigation.” 

P9 Problem Resolution “The prototyping of a Problem solution could be done.” 

P14 Problem Resolution “We could use this practice to test how effective a Problem solution is before implementing it in Prod.” 

P17 

Problem Detection “Additional ‘eyes on the field’ are important to detect things as soon as something goes wrong.” 

Problem Logging “The prioritisation of a Problem and its classification, based on urgency and impact, depends on the Stakeholders' insight and participation.” 

Problem Resolution “Stakeholders should be involved in confirming solutions to the Problems.” 
“They are the best suited to consider, agree, comment on and confirm the solutions to Problem issues.” 

P15 

Problem Investigation and 

Diagnosis 

“Having standard processes allows us to organise and help carry out investigations. Standardisation also easily points out what may have failed during a Problem.” 

Known Error Management “Only with a standardised process within our teams can we ensure that a good Known Error Knowledge Base is in place; it prevents wasted time where we have people 

investigating matters that are already known or under resolution.” 

Problem Closure “In Closure, everything should be documented, and everyone should be aware of and follow the same process. (…) the outputs of each activity towards Closure should 

have a predictable outcome. 
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5.2. Interview Analysis on DevOps Benefits and Challenges 

This section analyses the benefits and challenges of adopting DevOps practices in the three 

referred processes. The interviewers asked what each practice would benefit the interviewees. After 

performing a qualitative analysis of the answers, Table 14 shows the responses. 

From Table 11, it is possible to see many comments about the quality and speed of the delivery, 

better communication and collaboration, and stability of the application by identifying issues earlier. 

It is possible to show that these benefits were also found in the existing literature, as per Table 4. The 

only practice not identified with a benefit was P5. However, none of the interviewees implemented 

this. Therefore, they did not have a lot to say about this practice. 

Regarding challenges, Table 12 shows the interviewees' responses about the challenges found 

in the processes. There will be only comments for the practices where the weighted average is below 

three since the interviewees classified the adoption from DevOps practices from 1 to 5, with 3 being 

the neutral value. 

In Table 12, there are a lot of different comments about the adoption of the adoption of DevOps 

practices. Some comments are about how the organisation faces the practices, such as Process 

Standarisation and Stakeholders Participation. From Table 11, the interviewees noticed the benefits of 

having these practices in place. However, the organisation's top management and the proper 

stakeholders need to be engaged to participate in these practices. This will bring the whole organisation 

on board with these practices. It is possible to conclude that this could be a cultural challenge.  

The challenge regarding monitoring practices is keeping up with application changes and what 

to monitor. Here, a DevOps culture mindset could be in place so the developers and operators can 

improve the monitors together due to the new developments and functionalities being delivered. 

 Regarding other delivery practices, such as Deployment and Delivery practices, the 

interviewees stand out in the different deployment processes through the different applications that could 

be difficult to operate and maintain. Also, there could be a lack of technical knowledge in implementing 

these practices. 

Furthermore, even though it does not stand out in Table 12, the researchers would like to comment 

on Continuous Delivery in the IM Process: “It could harm the investigation; since DevOps allows 

constant delivery and constant deployments, we can have five deployments (one per day), and an 

incident is created after seven days. We may need to check all the code delivered in those five 

deployments”. Here is a comment where the practice could negatively impact the process. A good 

organisation of the code and functionalities would be needed to ensure that the code can be easily traced 
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back. This will help to identify which code could cause the issue, facilitating the resolution of the 

incident. 
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Table 11 - DevOps Benefits (Case Studies) 

ID IM Process  CM Process PM Process 

P1 Good planning helps us respond to business needs at the right 

time. This creates a more collaborative environment between 

business and IT and improves customer satisfaction. 

Employing good planning contributes to the product vision, i.e. where the team is 

heading in terms of what needs to be delivered. The quality results from how the 

requirements were aligned and incorporated into the process. Also, it empowers the 

team to react to changes and new requirements that either come from the stakeholders 

or during the development cycle, creating this effective communication- 

oriented practice. 

Ensure that we are all constantly on the same 

page. This allows us to be Lean, constantly 

thinking about the next steps and priorities and 

allows flexibility. 

P2 It contributes to collaboration between the two IT teams and is 

an opportunity to fix issues before they reach production, 

improving delivery quality. The teams will also share 

experiences, maximising their knowledge. 

It contributes to continuous improvement among team members. It assesses “what went 

wrong?” and “what went right?”. It is also a means to facilitate communication of the 

lessons learned for each iteration. 

There is a gap between Ops and Dev. Having this 

in place requires an investment from both ends, 

where we help each other. In a utopia, we are 

doubling teams. 

P3 It will help to identify issues in several layers to identify 

issues earlier. 

It helps to understand the system performance in production and provides information 

so that the team can react sooner rather than later. This way, the system achieves 

stability, and the team can profit from the information to make an action plan whenever 

an incident arises. 

- 

P4 It helps to evaluate the application's performance so that 

action can be taken before it impacts the business. 

It identifies the current application state in production and verifies performance 

bottlenecks. It complements other metrics, such as key performance indicators (KPIs) 

and operational and delivery flow and is quite helpful in reacting to changes when they 

arise. This is why, just like Continuous Monitoring, it is advantageous to be reactive to 

such metrics. 

- 

P6 Find issues at an early stage to take action on the issues. Just like Continuous Monitoring, it bears valuable information to the team so that it can 

be proactive instead of reactive when handling incidents. This way, the team can work 

on a strategy to tackle an issue before it affects the end users. 

“We can see the status of things without human 

intervention.”  

 

P7 Identifies the current behaviour and performance indicators of 

the application, providing a clear picture of where to act  

It summarizes the information graphically instead of tabularly and checks the system 

performance. By adopting such monitoring tools, the team can react swiftly based on 

graphical information and combine it with other key performance indicators (KPIs). 

- 

P8 The main practice for the quality of the team delivery is to 

integrate the code with other deliveries, which will help us 

find any issues in the code so we can correct them. 

It draws on two beneficial aspects: product delivery and developer experience. The first 

enables fast, reliable and predictable software that is deliverable in development. The 

second suggests improving the focus on development tasks, making the concerns about 

software integration agnostic to the developers. 

Developers work to improve our ITSM tool 

through continuous integration, which involves 

constantly Implementing small changes and 

features. This allows us to implement quick 

corrections in a few hours/minutes. 

P9 It shows the new behaviour of a correction or a new 

functionality for the business to approve before it goes to 

production, helping to satisfy the customer's needs. 

It introduces the product vision and strategy to the team and stakeholders earlier, which 

helps to evaluate the concepts of the new end product. Further contributing to product 

improvement, it may impact product planning based on findings from the prototype as 

potential issues are unveiled at earlier stages in product development. 

We benefited from the Dev side. However, it is 

very important that expectations of what the 

prototype should be are clearly defined. 

P10 It will help the code to reach production or higher 

environments quickly. 

Given its continuous nature, it provides fast deployment to the end users as soon as 

they meet the quality requirements. 
- 

P11 This will ensure the code is deployed correctly and 

automatically, mitigating human error and ensuring delivery 

quality. 

As a process ensured by automation, it promotes predictable and deterministic 

deployments. Manual interventions may be error-prone, and the risk of failure is 

reduced when adopting an automated approach. 

Our ITSM tool helps with bulk changes, reducing 

some manual work, but the effort is never entirely 

automated. 
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P12 This makes sure the package is ready to be deployed anytime 

it is needed. Even if a rollback is needed, we can install 

previous versions of the packages, helping to resolve issues 

faster. 

It reduces time and effort when delivering software, whether improvements/new 

features or fixing bugs. 
- 

P13 Continuous testing will give more confidence in the code that 

is being delivered since it is being passed between different 

environments and ensuring the same behaviour. 

Considering that any new change will be tested, it is a way to minimise the impact on 

existing production implementation by changing/adding new code. It functions as a 

quality gate, ensuring the system consistently functions. This is backed by tests, which 

provide a certain confidence level based on the robustness and certainty given by this 

quality gate. 

- 

P14 Automated testing will guarantee the quality of the code by 

checking whether it changes the behaviour of something that 

was previously correct. 

It serves as a quality guarantee on the deliverable, as for each new change introduced, 

given the tests’ deterministic nature, it increases the odds of shipping nonbreaking 

features, which creates a robust and safe deliverable. 

These “sanity checks” have been applied 

successfully, and a dedicated team is in place for 

them specifically. 

P15 This practice will help new people to join the teams since the 

processes will be the same across the organisation. 

It facilitates the process for different team members, ensuring deterministic outcomes, 

because the process will be followed thoroughly and, as a result, it reduces cognitive 

load as it is something well-known among team members. 

There is a standard scrum process in place, but it 

can change depending on how day to day 

activities is done. Some flexibility is still needed 

for motivation, however. 

P16 This practice will help to solve issues quickly, if we have a 

change on the infrastructure, we can just rollback to the 

previous version and quickly solve the issue 

- - 

P17 The stakeholders of the application should always be informed 

and participate when needed because they will be the main 

players affected by the issues. This will ensure that everyone 

is on the same pace about the issues and their impacts and 

helps to re-prioritize based on business inputs. 

By keeping different stakeholders “in the loop”, they can contribute to the vision of 

what is expected and foment knowledge sharing between different parties. 

Additionally, it supports the decisions made during planning. Therefore, it enables a 

collaborative and communicative environment between everyone in the team, including 

product and engineering stakeholders. 

Having visibility and participation in the work 

adds to the reputation of the Team, which can 

improve performance. 



54 

Table 12 - DevOps Adoption Challenges (Case Studies) 

Practices IM Process 
Average 

CM Process 
Average 

PM Process 
Average Comments 

1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 

P1 - 2 1 3 - 3,2 - 3 1 4 2 3,5 - 3 1 2 2 3,4 - 

P2 - 1 3 1 - 3,0 - - 3 5 2 3,9 1 2 3 1 2 3,1 - 

P3 - - 1 1 - 3,5 - 2 4 3 1 3,3 - - - - - - - 

P4 

- 1 2 - - 2,7 1 4 3 2 - 2,6 - - - - - - 

CM: “It is hard, given the complexity of its implementation and in-depth systems knowledge. 

Furthermore, it cannot confer results promptly, as the time needed to collect relevant and useful 
data can be long.” 

IM: “It is hard to keep the monitors up with the new functionalities and also what to monitor over 

time.” 

P5 

- - - - - - 1 1 8 - - 2,7 - - - - - - 

CM: “It is hard, given the complexity of its implementation and in-depth systems knowledge. 

Furthermore, it cannot confer results promptly, as the time needed to collect relevant and useful 

data can be long.” 

P6 
1 - 1 2 - 3,0 - 2 4 2 2 3,4 3 1 1 - 1 2,2 

PM: “The difficulty is in defining the ideal state perfectly, and then using automated monitoring 
to spot deviation. It is tough to implement.”  

P7 - 1 - 1 - 3,0 - 1 5 2 2 3,5 - - - - - - - 

P8 - 1 5 2 1 3,3 1 3 3 3 - 2,8 1 2 1 3 - 2,9 PM: “A perfect design of how things are done needs to be in place.” 

P9 
1 - - 1 - 2,5 - 1 5 3 1 3,4 - - 2 2 1 3,8 

IM: “In our context, it is quite hard to have environments where we can build these prototypes; 
however, when we can, we can benefit so we can have the correct feedback about the application 

behaviour.” 

P10 
- 1 - 1 1 3,7 2 5 1 2 - 2,3 - - - - - - 

CM: “It is hard, as it is complex to attain and inspect, e.g. a “black box”, and during the 

deployment phase, there are nuances that make it hard to implement.” 

P11 
- 2 3 - 2 3,3 2 7 1 - - 1,9 - -  1 1 4,5 

CM: “It is hard because it relies on nuances in the process, the technical effort, and the potential 

to introduce new changes to the code base that might not be ready.” 

P12 
- 1 2 1 1 3,4 - 6 2 2 - 2,6 - - - - - - 

CM: “It is hard, similar to continuous and automated deployment because the team must ensure 
the system will work when new changes are delivered, for instance, backward compatibility.” 

P13 - 1 - - 1 3,5 1 2 2 5 - 3,1 - - 2 - 1 3,7 - 

P14 
1 3 - - - 1,8 - 1 5 4 - 3,3 - - - - - - 

IM: “This practice can bring many benefits in regression tests; however, we cannot develop all 

the missing tests.” 

P15 
- 2 1 1 - 2,8 - 2 5 3 - 3,1 1 3 2 - 1 2,6 

PM: “Depends on the willingness of the organisation to adopt standardised processes.”  
IM: “This needs to be raised by the top management. Otherwise, the rest of the organisation will 

not follow.” 

P16 

- - - - - - 1 2 6 1 - 2,7 - - - - - - 

CM: “It is hard due to the technical knowledge required to implement these scripts. They are very 
specialised.” 

IM: “Even though the interviewees recognise the benefits, they do not know what needs to be 

implemented.” 

P17 
- - 3 1 - 3,3 1 2 1 3 3 3,5 2 1 3 3 - 2,8 

PM: “Stakeholders generally want to be involved in what is being done. Participation on its own 
is not challenging. It is required to determine what forums to use.”  
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5.3. Interview Analysis on Process Performance 

For the RQ3 of this research, the researchers aim to conclude whether, in the interviewee’s 

opinion, the practices impacted process performance. Table 13 describes the comments about the 

DevOps practices regarding ITIL process performance. 

Table 13 - Comments About DevOps Practices and ITIL Processes Performance (Case Studies) 

ID IM Process  PM Process 

P1 

If we consider the performance of the IM 

process in terms of SLAs, this practice may 

not help the process performance since 

continuous planning may change the 

priority of the team backlog several times. 

However, it will be able to re-prioritize the 

backlog based on what is best for the 

business. 

Some investigations are very long (…). They 

involve complex actions that need to be consistently 

monitored. If planning for these Problems is not 

continuous, we will lose track of what has been 

done, what is being done, and what still needs to be 

completed. 

P2 

Feedback Loops can help find resolutions 

faster and identify new issues that have yet 

to be reported. So, they contribute to the 

stability of the system and to process 

performance. 

We could imagine a DevOpsProb team, where the 

process knowledge is combined with technical 

expertise to resolve Problems (…) quickly. 

Specialisation can still exist, but all are working 

towards the same purpose. Communication between 

Problem managers and those developing solutions is 

needed to ensure things are done in an organised 

way and at the right time. 

P8, 

P10, 

P11, 

P12 

Due to the automation behind continuous 

integration, delivery, and deployment, a 

package can be quickly available and 

deployed to several environments, ensuring 

that the resolution will be deployed faster. 

- 

P14 

Automated testing will help determine 

whether the new solution causes no failures 

in the existing software, accelerating the 

tests and, therefore, the resolution. 

- 

P15 

If the processes are standardised across the 

organisation, everyone will know the 

process and the activity responsible. There 

will be no leak times between activities. 

- 

P16 

Even though the interviewees knew little 

about this practice, they agreed that it 

would help to identify the issue and also 

resolve it. 

- 

P17 

Stakeholders are the key between the 

business and the IT teams. So, their 

participation is crucial to any IT process 

since IT is there to support the 

organisation's business. They can help to 

identify the issues and the expected 

behaviour faster so the IT teams can solve 

the issues faster.  

Other processes may need to be more customer-

facing, but having more participation from the 

business in PM makes it possible to know where to 

focus effort and where to make priorities. If 

Stakeholders understand the process, they can be 

essential allies over the time it takes to resolve 

investigations.” 
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For the CM case study, the interviewees did not have an opinion for each practice, so they 

considered DevOps globally and how it could impact the process. However, by interpreting the 

answers from the interviewees, it is possible to verify across each contribution just how 

substantial DevOps is when a team faces a change that needs to be addressed. This is supported 

by how automated processes promote faster deliveries, meaning rapid delivery to the end users 

because of this continuous approach. Automation ensures both quality gate and traceability. 

Finally, it promotes autonomy and readiness to implement those changes and collaboration among 

all stakeholders and the team itself. 

 These conclusions are supported by Table 13 when seen from the perspective of the IM 

and PM case study, namely, by the quickness to identify the root cause of an issue and deliver the 

fix or workaround to diminish the business impact. All of this will impact the main activities of 

the processes, accelerating the process instances and improving the process performance. 

6. Conclusion 

The aim of this research was to explore the relationship and the possible impact that 

DevOps practices could have on three ITIL processes, namely, IM, PM and CM. 

Due to the lack of insights about this topic on the existing literature, the researchers have 

opted to use Multiple Case Study as the research methodology, where the case study objects were 

IT teams from different organizations that uses both DevOps practices and one of the ITIL 

processes. Case Study as a research methodology was the option since it aimed to explore the 

experience of these IT teams regarding the experience of working with both DevOps and the ITIL 

processes. 

There is possible to conclude from the previous analysis, based on the interviewees’ 

experience, that each practice could impact at least one of the processes, except Automated 

Feedback for Performance Models and Performance Predictions. Mostly, because the 

interviewees didn’t know or implemented this practice. 

About the DevOps practices impact on the ITIL processes, there is possible to see that for 

the CM process, the practices related with automation like automated deployment, continuous 

delivery and continuous deployment, were seen with more impact, due to the reduction of human 

error, the change managers can approve or automatically approve the changes improving the 

process performance.  

Related with IM and PM, similar practices were seen to cause more impact, such as 

Automated Monitoring and Continuous Integration. First to identify the issues earlier so the 

resolution could be applied faster, bringing more stability for the business operation, while for 

Continuous Integration to accelerate the delivery of a development or a fix. Also, for both 
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processes, Feedback Loops between Dev and Ops was seen quite impactful. This practice requires 

a cultural change of mindset to enable the collaboration between these two roles to accelerate the 

resolution of issues and to stabilize the application. 

Nevertheless, some challenges were found about adopting the DevOps practices. The ones 

to stand out would be the mindset of the organization for the collaboration and also the technical 

knowledge to implement the practices. 

Moreover, this research still has some limitations, even though the study converges for a 

higher level where DevOps can be applied in a ITIL environment, and having an analysis from 

different perspectives, there could be more case studies about the same process but with different 

organizations to verify if the same challenges and benefits were found.  

Thus, future research could be done to explore how these two topics can be implemented 

together in different industries. Also, there can also be done some research in other ITIL processes 

identified in the review publication (Faustino et al., 2023) such as Release Management, Event 

Management, Service Request and Service Catalog Management. The authors mention that due 

to the automation offered by DevOps, these processes could be simplified and automated, 

improving the organisation IT Services performance. 
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9.1. Case Study Data Collection Triangulation 

Case studies are about seeing different behaviors from different angles [51]. Many authors advise the 

triangulation of several data collection methods [52], [53]. This enriches the case study where there 

could be multiple other findings and provides an internal validation of the case study [54] by proving 

the findings from multiple data sources. 

Therefore, a triangulation of the findings from the interviews in the cases with other data collection 

methods will be shown in this thesis since it was not possible to include them in Publication nr. #8 due 

to space limitations. 

The data collection methods for triangulation were direct observation and a focus group exercise. 

However, in the CM case study, this wasn’t done. The case study was performed during the COVID-19 

phase, when observation wasn’t possible, and the organization rejected doing the focus group exercise. 

As stated before, ITIL is a framework for managing the IT services lifecycle, providing guidelines 

for process implementation to guarantee this management [55]. This means that organizations adapt the 

processes to fit their ways of working. 

 

9.1.1. Direct Observation 

Observation can be seen as structured or unstructured [56]. Structured observation occurs when the 

researcher systematically looks for kinds of behaviors, while unstructured observation happens when 

the researcher informally observes essential details of what is happening [56]. Unstructured observation 

may also be called participant observation, where the researcher is also a participant.  

Generically, observation is used to analyze the “before and after” of the behavior of a particular 

phenomenon after some change [54]. However, since the team has already implemented the practices, 

it is impossible to verify this behavior change in the first place. 

Some of the researchers work at the organization where the case studies occurred. Therefore, the 

type of observation for these case studies should be considered unstructured. 

Since organizations usually adapt their processes to fit their ways of working, a mapping between 

the organization's process activities and the ITIL standard process activities was created for better 

comprehension. 

Table 9.1 shows the mapping between the ITIL IM process and the organization for the first case 

study IM process activities. 
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Table 9.1 – Mapping of ITIL & Organizations’ IM lifecycle 

Standard ITIL IM 

Activities 

Organization IM 

Activities 

Activity Objectives from the organization 

Detection and 

Recording 

Logging Incident is being recorded, and the details are being 

filled 

Classification and 

Initial Support 

Categorization The incident was assigned to the responsible team 

and is waiting to be resolved. 

Investigation and 

Diagnosis 

Investigation The incident started to be analyzed, and work to find 

the issue started. 

Resolution and 

Recovery 

Recovery A solution has been found and is waiting to be 

applied 

Closure Resolve The incident is resolved, marking the service 

disruption or performance degradation as solved. 

Monitor and 

Tracking 

Closure The incident is monitored for five days. If the issue 

recurs, it will be moved to Recovery activity again. 

 

Three different participants usually create incidents: technical participants (for example, a member 

of the Application Management team), Service Desk operators, or incident managers. Usually, the 

incidents created by the technical users are low priority because it is assumed that if they were found by 

a technical person, they would not impact the business directly. 

When the incident is being recorded in the Logging activity, it will be mandatory to fill in some 

fields, such as the business impact and urgency, to calculate the priority automatically, incident 

description, the affected application, steps to replicate, and choose a team that should solve the incident. 

In the categorization activity, the incident will remain in the solver team queue waiting to be worked. 

When someone starts to look at the incident, the status should be changed to Work in Progress, which 

will move the incident to the Investigation activity. There can be several statuses in this activity, like 

Work in Progress, Pending Customer, Pending others. This means the incident analysis has already 

started, but no conclusion has yet been reached. 

Once the operator finishes the analysis and has a solution, it can be moved directly to resolve if a 

workaround should be applied or moved to the recovery activity. Usually, this activity is a placeholder 

for the incidents while the solution still needs to be applied. After the solution is applied, it will be 

moved to resolved. While the incident is still in the resolved activity stage, it can be monitored for five 

days, and if the issue happens again, it can be moved to Recovery so that someone can have another 

look at the solution. Otherwise, the incident will be automatically transferred to closure after five days 

and cannot be reopened. 

Based on the previous explanation of the observed IM organization process and Table 9.1, the 

organization's activities follow the standard ITIL IM activities with some minor differences. 
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Table 9.2 shows the observed evidence of the impact of the DevOps practices on the organization's 

IM process activities. Thus, it is possible to conclude that the practices have a positive impact on the 

process activities.  

In Publication nr. #8 the practices that caused more impact were P2 (19 matches), P6 (12 matches), 

P8 (12 matches) and P11 (11 matches), and the activities that had more impact were Resolution and 

Recovery (39 matches), Investigation and Diagnosis (21 matches) and Detection and Recording (20). 

Looking at Table 9.2 there is possible to see that the Recovery and Logging activities were the most 

impacted by the DevOps practices, therefore confirming the findings from the interviews. 

Table 9.3 shows the mapping between the ITIL standard PM activities and the organization PM 

activities. 

Teams who have been granted access to the PM module of the ITSM tool being utilized are able to 

create new Problem candidates based on detected incidents, events and knowledge of existing faults in 

the business’ IT landscape. Said teams tend to be comprised of Service Managers who collaborate 

closely with their service provider counterparts and other stakeholders from the organization. 

Templates containing standard questions and requirements are used to ensure that the necessary 

information for an investigation's progress is documented. Meetings are also regularly scheduled to 

confirm that validation is granted for each Problem and reach agreements on ownership for which 

service provider(s) will be carrying out Root Cause Analysis. 

Having validated a Problem investigation, Root Cause Analysis tasks are started. One or multiple 

providers collaborate to deliver an RCA document, and a proposal of activities required to resolve the 

Problem. Although no standard RCA methodology is defined, a “5 Whys” approach is most used. Here, 

technically experienced colleagues investigate the underlying cause of reported issues until their root 

cause is found; potential solutions are also listed, with respective owners and estimated due dates, aimed 

at permanently resolving the Problem or mitigating the risk of reoccurrence. The outcome of this effort 

is presented in an RCA document submitted to the organizations’ Service Management community for 

approval or rejection, should revisions or clarification be needed. 

When RCA approval is granted, each identified solution action is logged and tracked to completion 

in the organizations’ ITSM tool. Depending on which party is responsible for implementing each 

activity, Providers and Service Managers deliver evidence, often from technical counterparts working 

in the investigation, when closing each task. Solutions can include, for example, the delivery of trainings, 

the updating of process documents and workflows, implementing system configuration updates through 

Change Management, replacing hardware or upgrading software versions. 
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Table 9.2 – DevOps Practices in Organization IM Process Activities 

 IM Organization Activities 

  Logging Categorization Investigation Recovery Resolved Closure 

D
ev

O
p

s 
P

ra
ct

ic
es

 

P1 (not observed) During the planning of the 

teams' work, the teams usually 

check their incident backlog, re-

prioritize the incidents, and add 

more detail. 

(not observed) (not observed) (not 

observed) 

(not observed) 

P2 Dialogs between the 

developers and 

operators raised 

technical incidents  

(not observed) There has been 

collaboration between 

developers and 

operators to find 

solutions. 

(not observed) (not 

observed) 

(not observed) 

P6 There are monitors 

performed by the 

teams where some 

incidents can be 

logged from there. 

(not observed) (not observed) (not observed) (not 

observed) 

Due to the monitors 

being applied, some 

incidents were being 

reopened since the 

solution didn’t work as 

supposed 

P8 / 

P12 

(not observed) (not observed) (not observed) CI/CD processes have been seen 

accelerating the code validation 

and package build to move the 

solution between environments. 

(not 

observed) 

(not observed) 

P11 (not observed) (not observed) (not observed) By automatically deploying the 

solutions, a solution could be 

moved between environments 

quite quickly to be tested and 

then moved to production. 

(not 

observed) 

(not observed) 

P14    The automated tests helped 

verify the quality of the 

developments and whether none 

of the application's existing 

functionalities had been 

negatively impacted. 
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Once all solution actions are completed, the responsible provider revises the RCA document to 

document everything found and done during the investigation. This final document is then submitted 

for approval to the organization's Service Management community, who may share it with stakeholders 

and customers impacted by the investigated issue. If approval is granted, the Problem is considered 

Closed. 

Table 9.3 – Mapping of ITIL & Organizations’ PM lifecycle 

Standard ITIL PM 

Activities 

Organization PM 

Activities 

Activity Objectives from the organization 

Problem Detection Problem Creation 

& Validation  

Problem candidates are raised following either Major 

Incidents or based on monitoring patterns, incident 

analysis, and service management insight. 

Each candidate is reviewed for validation, ensuring it 

has the proper categorization, prioritization, and 

estimated business benefits before an actual 

investigation is initiated. 

Problem Logging, 

Categorization, and 

Prioritization  

Problem Investigation 

and Diagnosis  

RCA Creation and 

RCA Review  

Providers review the issues reported in the Problem 

record and provide both Root Cause Analysis (RCA) 

and proposals for solution activities that may be 

completed towards resolving the Problem. A Known 

Error may be generated upon delivery of the RCA. 

Service Management reviews the delivered 

information and provides an approval or rejection. 

Known Error 

Management  

Problem Resolution  Problem 

Resolution  

Each solution item is documented and tracked to 

completion. Teams that own Problem-resolution items 

provide evidence of the status and outcome of each 

activity. 

Problem Closure and 

Major Problem 

review, if applicable.  

Resolution 

Review and 

Problem Closure  

A summary of all Root Cause Analysis findings and all 

Problem resolution activities completed is delivered. 

Service Management reviews the delivered summary 

and provides an approval or rejection. If approval is 

granted, the Problem record is closed. 

 

A team of dedicated Process Managers ensures that each activity of the four-stage Problem lifecycle 

is carried out according to expectations. They aid in defining action owners, create and route Problem 

tasks in the ITSM tool, schedule meetings for Problem validation and handling, and act in the event of 

escalations or overdue actions. Although they are not involved in delivering RCAs themselves, they 

ensure the process is properly driven by building connections between the business and its various 

Service Providers. 

Based on the performed analysis, the PM process implemented in the organization is aligned with 

the understanding of PM presented in ITIL literature. Furthermore, observation of the four-stage 

Problem lifecycle being utilized indicates that some DevOps practices are already being applied to a 

certain extent and in select instances. This includes, for example, continuous Stakeholder Participation 
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in the detection, resolution, and closure phases of Problem records; reliance on a Change Management 

process to carry out Problem Resolution activities; utilization of automated monitoring tools to identify 

Problem candidates; ongoing alignment of technical resources and developers, coupled with operations 

teams, to investigate, diagnose and resolve Problem investigations.  

Evidence of utilizing DevOps practices in the organizations’ current PM process can be found in 

Table 9.4. 

Table 9.4 - DevOps Practices in Org. Problem Management 

 Organizational PM Practices 

D
ev

O
p

s 
P

ra
ct

ic
es

 

 Problem 

Creation & 

Validation 

RCA Creation & 

Review  

Problem Resolution  Resolution 

Review and 

Problem Closure  

P1 The organization relies on daily PM meetings with Providers and weekly forums with Service Management 

to discuss the validation and progress of investigations and respective solution activities, ensuring they are 

completed according to agreed-upon timelines or adapting timelines if required. 

P2 The Development and 

Operations 

community works 

closely to identify 

candidates for 

Problem 

investigations (often 

proactively, based on 

insight from ongoing 

deployments).  

The Development and 

Operations community 

collaborates iteratively on 

Root Cause analysis. Both 

parties are required to 

collect information from 

Production environments, 

analyze it to identify the 

cause, and propose 

adequate solutions.  

The Development and 

Operations community 

works together to plan, 

implement, and monitor 

each identified solution 

activity (this would include 

developing bug fixes, 

implementation planning, 

and ongoing monitoring to 

measure success rates).  

(not observed) 

P6 The organization uses 

monitoring tools to 

identify common error 

trends and uses this 

information to initiate 

Proactive PM.  

(not observed) Automated monitoring 

tools are utilized to measure 

the success of implemented 

resolution activities and as 

an indicator of a Problem 

being resolved.  

(not observed) 

P17 Stakeholders impacted 

by Incidents are 

encouraged to request 

the creation of a 

Problem record aimed 

at addressing their 

cause.  

(not observed) (not observed) Confirmation from 

impacted 

Stakeholders that a 

Problem has been 

fully resolved is 

actively sought after 

in the Resolution 

Review stage of the 

PM lifecycle.  

 

9.1.2. Focus Group Exercise 

The last data collection method used in the case studies was a focus group. This data collection method 

is frequently used to provide a deeper qualitative analysis of a problem [57], enabling the researcher to 

ask questions and to request clarifications of ideas due to the direct contact with the study participants 

where everyone could provide their opinion [58]. 

There were two different focus group exercises, one for each case study. Both exercises had a group 

of 5 participants. The participants were chosen due to their experience in providing more information. 

The identified participants for the case study in the IM process were IM-C, IM-D, IM-G, IM-H, and IM-
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J. The identified participants for the case study in the PM process were PM-B, PM-D, PM-F, PM-I, and 

PM-J. The details about these participants can be found in Table 4 in Chapter 9 in Publication nr. #8. 

In both groups, the participants were shown the results of the Semi-Structured interviews about the 

impact of DevOps practices, and they could comment on them. 

In the IM case study group, there were some comments from the IM-J about the P17 practice that 

could have more impact. In the opinion of P17, the stakeholders should always be present to know the 

status of the incident. They are the most interested party to have the incident resolved. The other 

interviewees agreed but opposed, saying that it depends on the squad. Some stakeholders like to be 

involved in the process and follow its status, while others only want to know the final output, leaving 

the team to work on solving the incident because they thrust on the developers.  

All the participants also expected more impact from the P14, which brought a moment for 

recognizing the impact of this practice. They agreed that this practice would have more impact by having 

a more robust testing framework; however, they agreed that it was a challenge to implement more tests. 

This matches one of the challenges identified in Table 12 in Publication nr. #8.  

They agreed on the impact of the other practices; however, when discussing P6, they also discussed 

the possibility of creating the incidents automatically instead of having someone go to the application 

and create them manually. 

Moreover, there was also a comment that got the participant's attention there was one interviewee 

who said the following about P12: “It could harm the investigation; since DevOps allows constant 

delivery and constant deployments, we can have five deployments (one per day), and an incident is 

created after seven days. We may need to check all the code delivered in those five deployments”. In this 

comment, it is possible to observe a negative impact from this practice in the process. However, IM-G 

said that even if he could agree with this comment, there would be a specific and rare scenario where all 

the other participants agreed. Although IM-H thought that would be an opportunity to retrospect if this 

would be a generic concern from other team members and if there could be some solution for better 

identification of the code that is inside of those packages, and if this happens, there would be easier to 

filter which could be the damaging package. 

Regarding the PM case study group, interviewee PM-D commented that there was an expectation 

that the P14 practice “should have ranked higher in value” as clear benefits were observed based on 

experience; interviewee PM-B commented that this was not too surprising “as the test automation is 

currently too challenging to implement fully.” 

Only a comment was made on the PM section's outcomes regarding Known Error Management. 

Interviewee IM-J interpreted this practice’s low application by stating that “it rates lower due to 

frequently lacking formal integration with the Knowledge Management process” in utilized ITSM tools. 

Interviewee PM-F questioned the high significance of continuous planning in problem resolution 

activity. An explanation was provided by interviewee PM-J, stating that “if we are implementing a 
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solution as part of a Problem investigation, it makes sense to check continuously how its deployment is 

being done”, and that would fall in the purview of the Continuous Planning practice. 

An insight presented by Interviewee PM-B received broad consensus in the group when he noted 

that there seemed to be a pattern in that “the ones that are rated highest are those focused with either 

communication or with planning”; that is, the combinations with highest significance tend to be those 

in which communication or planning is done. 

Having this analyzed, there was questioned about the study's research questions; in this case, there 

was asked about RQ1 and RQ3. The RQ2 could be considered redundant due to the findings of the 

practices. 

In Tables 9.5 and 9.6, it is possible to see the comments of the interviewees about the RQs and the 

DevOps practices. In the general opinion of the participants, they would agree that all the practices 

would have an impact, but they have narrowed it down to the practices that they could see as having a 

more meaningful impact. There can be seen more practices impacting the IM process than PM process. 

Even though the ones that are impacting PM are also impacting the IM. These were also the practices 

seen with more impact in the Publication nr. #8 and on the observation in section 9.1.1. Thus, validating 

the data collection method triangulation. 

It is possible to see that the justifications that the participants gave to justify the impact and process 

performance improvement are similar between the two processes. Practice P15 comments show that this 

practice could have an impact, but it feels that processes are not being followed entirely. IM-C said, 

“This would be good if the process gets standardized by everyone and there are no exceptions” and PM-

I said “Organizational culture might not be leaning towards having a lot of standardization in the 

process, but it is needed in order for it be predictable and consistent”. It seems that in PM-I there could 

be exceptions to the process when the organization culture is not leaning to have standardization, and 

IM-C states that. In IM, it seems that P1 is not seen to help improve the process. However, in PM, there 

is a contradictory opinion where it helps to track the problems so they can be solved. In PM, the delivery 

practices are not seen to be as impactful as in PM, maybe due to the comment made by PB-B saying the 

planning practices and communication are the most rated. 

In the following sections, a set of extra interviews with other professionals with different 

experiences will be presented to clarify the impact of DevOps practices on ITIL processes. 

 

 



70 

Table 9.5 - Focus Group - Impact of DevOps in IM Process 

Impact of DevOps on IM Processes 

RQ1 – How do DevOps Practices Impact IM Process RQ2 - Has the process performance improved? 

P1 IM-D: “This allows a good prioritization of our 

backlog. This gives us an expectation of our work 

and where to improve.” 

IM-J: “Allows us to know the roadmap of what is 

supposed to deliver, manage good expectations, 

and know where we should allocate more effort.” 

P1 IM-J: “Yes, it has a good impact, but not SLA-wise. If we need to wait for the incidents 

to get into the backlog and be prioritized, we will not be able to fulfill the SLA. So, the 

SLA needs to be adjusted or removed, like it was. However, by having business 

representatives when it comes to planning, we are sure that we will fix the big pains 

before other items, which will cause an increase in customer satisfaction.” 

P2 IM-H: “No doubt there is one of the most 

impactful practices. Having all the experts 

collaborate to solve an issue saves much time.” 

P2 IM-C: “Yes, it saves much time investigating the issues.” 

IM-G: “This collaboration will save time and promote quality and confidence between 

the teams. They will feel secure by having someone on board to solve an issue.” 

P6 IM-C: “The issues are found earlier. It feels good 

to find an issue, report it to the business, and have 

a solution in mind. The business will feel 

comfortable and happy without work.” 

P6 IM-H: “This is similar to P1. It can find the issues earlier but will not close the process 

instance faster. Only if we can see this from a perspective where the monitor's output 

hints at the issue.” 

P8 / 

P11 / 

P12 

IM-G: “All the fixes are implemented smoothly 

and easily. This brings much security and ensures 

that everything is going fine and will be 

implemented correctly.” 

P8 / 

P11 / 

P12 

IM-J: “Compared with the old times when we had to do everything manually, the time 

to implement a solution has decreased. Also, there is a better usage of resources.” 

P15 IM-C: “This would be good if everyone 

standardized the process and there were no 

exceptions.” 

P17 IM-J: “The stakeholders are a key component to moving the process. Even if they can 

resolve impediments, they also have the business knowledge to help investigate the 

issue.”  

P17 IM-J: “Having the stakeholders involved from end 

to end in the process is the best way to know who 

can help if help is needed.” 

IM-H: “They can also unlock several 

impediments.” 
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Table 9.6 - Focus Group - Impact of DevOps in PM Process 

Impact of DevOps on PM Processes 

RQ1 – How do DevOps Practices Impact IM Process RQ2 - Has the process performance improved? 

P2 PM-J: “The Automated Monitoring practice can easily be 

applied to gather Problem candidates from our systems (…) 

proactively. This is currently one of our main sources for new 

investigations.”  

P1 

 

PM-J: “Some investigations are very long (…) they have complex actions that 

must be consistently monitored. If planning for these Problems is not done 

continuously, we will lose track of what has been done, what is being done, and 

what still needs to be completed. “ 

 

P6 PM-D: “We need to know the results of a new deployment, and 

having a bridge with Operations helps us respond more 

quickly.”  

 

PM-J: “This is the most important practice that can be applied 

(…) the improved communication this and the Continuous 

Planning practice provide brings a lot of benefit and structure 

to the work of PM”.  

P2 PM-D: “We could imagine a DevOpsProb team, where the knowledge of the 

process is joined with technical expertise to resolve Problems quickly (…) there 

can still be specialization, but all are working towards the same purpose.”  

PM-B: “Communication between Problem managers and those actually 

developing solutions is needed to ensure things are done in an organized way 

and at the right time.”  

Participant I: “Root Causes need to be found quickly, and data can be lost (…) 

feedback is important to ensure people are on the right track to conclude.”  

P15 PM-I: “Organizational culture might not be leaning towards 

having a lot of standardization in the process, but it is needed 

to be predictable and consistent”. 

P17 PM-I: “Other processes may need to be more customer facing, but having more 

participation from the business in PM makes it possible to know where to focus 

effort and where to make priorities”  

Participant J: “If Stakeholders understand the process, they can be important 

allies over the time it takes to resolve investigations.”  P17 PM-B: “We need to define stakeholders, including those 

passively observing and those actively involved (…) for 

detecting Problems. Everyone is a valid stakeholder.”  

 

PM-J: “All stakeholders can contribute to PM (…) their 

participation is valuable to us”. 
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9.2. Complementing Publication nr. #8 with Extra Interviews 

To increase the rigor of this thesis, several case studies per process were initially planned in different 

organizations. However, due to limitations such as a lack of experience with DevOps and organizational 

data confidentiality, the researchers were not able to perform more case studies. 

Moreover, since the data collection method from the case studies was semi-structured interviews, 

the researchers conducted interviews with other individuals with professional experience in DevOps and 

at least one of the ITIL processes to collect more information about this topic. 

The main objective of performing these interviews was to verify and cross-check the findings of 

the case studies and if there could be other findings not existing in the case studies due to different 

industries and experiences, 

Table 9.7 shows the characterization of the interviewees. 

Table 9.7 - Interviewees Detail for Additional Interviews 

IM Interviewees 

Interviewee Industry Position Experience (years) 

IM2-A Energy Team Leader 15 

IM2-B Energy Junior Developer 2 

IM2-C Energy Developer 4 

IM2-D Energy Full Stack Developer 10 

IM2-E Energy Senior Developer 10 

IM2-F Energy Senior Analyst 4 

IM2-G Energy DevOps Engineer 10 

IM2-H IT Consultant DevOps Engineer 3.5 

IM2-I IT Consultant IT Manager 15 

IM2-J Banking PMO 26 

IM2-K IT Consultant Manager 18 

CM Interviewees 

Interviewee Industry Position Experience (years) 

CM2-A Consultant in FS DevOps Engineer 3.5 

CM2-B Manufacturing Process Manager 16 

CM2-C Consultant in FS IT Manager 15 

CM2-D Banking PMO 26 

CM2-E Insurance Escalation Manager 26 

CM2-F Insurtech Senior Developer 6 

PM Interviewees 

Interviewee Industry Position Experience (years) 

PM2-A Consultant in FS IT Manager 15 

PM2-B Banking PMO 26 

PM2-C Insurance Escalation Manager 26 

PM2-D Energy Problem Manager 14 

PM2-E Manufacturing IT Chapter Lead 14 

PM2-F Manufacturing Problem Manager 17 

 

The following section will detail the interviews about the three ITIL processes. 
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9.2.1. Extra Interview Analysis on DevOps Impact on Process Activities 

This section's objective is to detail the analysis of the data collected from the interviewees about the 

three processes. After this, the results will be compared to those from Publication nr. #8. 

Similar to Publication nr. #8, Table 9.8 will show the details of the interviewees' matches about the 

DevOps practices and the three processes. The practices identified in the table's header are the same as 

those in Table 1 in Publication nr. #8. 

In Tables 9.9, 9.10, 9.11, 9.12, and 9.13, the insights of the practices related to the process activities 

can be seen. 

Starting with the IM process, Table 9.8 shows that monitoring practices like P3, P4, P6, and P7 

have a more significant impact on detecting and classifying incidents and, likewise, on observing and 

monitoring the application after the incident resolution is applied. 

P1 practice provides continuous planning of the work of the IT teams, and it is seen as impactful 

on classification. Due to the constant planning, the IT teams will be able to understand the impact for 

better prioritization and to assign to the correct team in case the incident does not fit in the current team 

scope. Also, this practice is seen as impactful in the investigation and diagnosis activity due to the 

constant feedback inside the team, which could help fix the issue. 

The interviewees were unanimous about the P8 practice. All the interviewees agreed that P8 

impacts the incident resolution. It has also been considered that it could impact the incident 

investigation. 

Regarding P10, P11, and P12, which are practices more related to delivering fixes or resolutions, 

it is possible to see that they have been seen as impacting Resolution, recovery, and Closure activities. 

Other practices to stand out would be P15, P16, and P17. P15 has been seen as impactful in 

detecting and closing incidents. This can be due to the standardization of the incident creation and 

closure activities across the organization. P16 has been seen as impactful in accelerating the resolution 

of the incident, helping with the Investigation, resolution, and closure activities. In contrast, P17 impacts 

the initial activities of the process to detect and classify the incidents. 

Also, regarding the IM process, Table 9.8 shows that the practices causing the most impact are P4, 

P8, P3, and P6, and the activities that were most impacted are incident Resolution and Detection. 
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Table 9.8 – Matches Between DevOps Practices and Process Activities (Additional Interviews) 

Process / Activity 
Practice ID 

P1 P2 P3   P4  P5  P6  P7 P8  P9  P10 P11  P12  P13  P14  P15  P16  P17 Total of Matches 

IM
 P

ro
ce

ss
 

Detection and Recording 1 1 8 10 1 8 7 1 1 1 - - 1 1 3 - 3 47 

Classification and Initial 

Support 
5 - 7 7 - 8 7 - - - - - - - 2 - 3 39 

Investigation and Diagnosis 5 2 3 3 - 1 1 8 2 - - - - - 2 3 - 30 

Resolution and Recovery 1 2 3 2 - 1 1 11 - 8 7 7 - - 2 3 - 48 

Closure 1 - - 1 1 1 1 6 - 1 7 6 1 1 2 3 - 32 

Monitor and Tracking 1 - 4 5 1 6 7 - 1 - - - 1 1 4 - 1 32 

Total of Matches 14 5 25 28 3 25 24 26 4 10 14 13 3 3 15 9 7 - 

N
o

rm
al

 C
h

an
g

e 
P

ro
ce

ss
 Create RFC 4 1 1 1 1 1 - - 1 - - - 1 1 3 - 5 20 

Record RFC 3 - - - - - - - - - - - - - 3 - 5 11 

Review RFC 4 1 - - - - - - 1 - - - - - 3 2 5 16 

Assess and Evaluate Change 4 2 2 3 4 3 1 1 1 - - - 1 2 4 2 5 35 

Authorise Build and Test 1 3 1 1 1 2 - 1 3 1 1 2 1 2 4 2 3 29 

Coordinate Build and Test 2 2 1 1 1 2 - 2 1 1 2 - 2 4 4 2 3 30 

Authorise Change Deployment 2 2 1 1 2 - 1 1 1 4 3 3 - 1 4 2 4 32 

Coordinate Change 

Deployment 
4 2 - - - - 1 2 - 4 5 3 1 2 3 3 3 33 

Review and Close  3 1 3 3 2 3 3 - - 2 2 2 1 3 2 - 5 35 

Total of Matches 27 14 9 10 11 11 6 7 8 12 13 10 7 15 30 13 38  

S
ta

n
d
ar

d
 C

h
an

g
e 

P
ro

ce
ss

 

Review RFC 1 1 1 - - 1 - - - - - - - - 3 - 3 10 

Assess and Evaluate RFC - 1 2 1 1 1 2 - - - - - 1 1 3 1 3 17 

Authorise and Schedule 

Change 
2 1 2 1 1 2 1 3 - 2 2 2 - - 3 1 3 26 

Coordinate Change 

Implementation 
3 2 2 1 1 2 1 4 - 4 4 4 1 2 3 1 3 38 

Review and Close Record 2 1 3 2 2 1 1 2 - 2 2 2 1 1 3 1 3 29 

Total of Matches 8 6 10 5 5 7 5 9 - 8 8 8 3 4 15 4 15 - 

E
m

er
g
en

cy
 

C
h
an

g
e 

P
ro

ce
ss

 

Record RFC - 2 1 1 - 2 - - - - - - - - 3 - 4 13 

Assess Change 1 3 3 1 1 1 1 - 1 - - - 1 1 3 - 6 23 

Change Approval - 3 1 1 1 1 1 - 1 - - - 1 1 3 - 6 20 

Review Approval - 3 - - - - - - - - - - - - 5 - 4 12 

Implement Change - 4 1 - - - - 5 - 5 5 5 2 3 5 3 4 42 

Review Change - 1 5 5 4 5 4 1 1 2 1 1 - - 3 - 6 39 

Total of Matches 1 16 11 8 6 9 6 6 3 7 6 6 4 5 22 3 30 - 

P
M

 P
ro

ce
ss

 

Problem Detection - 3 2 3 2 3 1 - 1 - - - 2 1 3 1 5 27 

Problem Logging 2 2 3 2 2 2 1 - - - - - 1 1 3 - 4 23 

Problem Investigation and 

Diagnosis 
2 3 - 1 1 1 - 1 1 - - - - 1 3 1 5 20 

Known Error Management - 1 - - - - - 1 - - - - - - 3 - 4 9 

Problem Resolution 1 3 4 1 1 - - 6 2 3 3 4 1 2 4 4 4 43 

Problem Closure 2 1 - - - - 1 1 - 1 1 1 - - 4 1 5 18 

Total of Matches 7 13 9 7 6 6 3 9 4 4 4 5 4 5 20 7 27 - 

Color Legend: 

White – 1 to 2 matches 
Light Grey – 3 to 4 matches 

Medium Grey – 5 to 6 matches 

Dark Grey – More than seven matches 
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Table 9.9 - Insights on DevOps & IM process (Additional Interviews) 

Practice ID IM Activity Comment 

P1 

Classification and 

Initial Support 
“Regular plannings can help to classify and prioritize incidents when planning future sprints” 

“Due to the regular planning, prioritization may be increased or decreased since the feedback about the incident will be constant, and we may learn 

more about the impact. If the impact is reduced, the investigation and diagnosis will be de-prioritized” 
Investigation and 

Diagnosis 

P3, P4 

Detection and 

Recording “Implementing performance metrics and having tools to monitor the application continuously will allow us to know the expected behavior of the 

application. This will help to identify incidents, classify and monitor after closure if the impacts have stopped.” Classification and 

initial support 

P6, P7 

Detection and 

Recording “Helps to detect the Incidents that are impacting the application and to monitor” 

“By having a meaningful monitor, we can identify the impacts of the issue, helping to classify and prioritize the incident” Classification and 

initial support 

P8 

Investigation and 

Diagnosis “Since the code is being checked in small chunks, it can be easier to track which code change causes the problem 

“The development cycle will be reduced due to the automatism implemented in CI, resolving faster” Resolution and 

Recovery 

P10 
Resolution and 

Recovery 
“Faster deployment of code to solve the issue” 

P11 

Resolution and 

Recovery 
“Automated deployments allow the resolution for the incident to be deployed faster” 

“The development cycle will be reduced due to the automatism implemented in CI, resolving faster” 
Closure 

P12 

Resolution and 

Recovery “Allows a deployable package through several environments which will validate if the incident was solved” 

Closure 

P15 Monitor and Tracking “It should be standard on all applications to have a kind of monitor to allow to know if the system health is good” 

P16 

Investigation and 

Diagnosis “IaC can help us investigate, troubleshoot, develop a quick fix, and close the incident. Having the infrastructure saved in a save is quite easy to detect 

any change that can cause the issue and fix it” Recovery and 

Resolution 

P17 

Detection and 

Recording “Some stakeholders should know the business pains to create the incidents. They are the ones that know how the application should work. Due to this, 

they should be able to prioritize the incidents correctly” Classification and 

Initial Support 
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Table 9.10 – Insights on DevOps & Normal Change process (Additional Interviews) 

Practice ID Normal Change Activity Comment 

P1 

Create RFC 
“By continuously planning the IT services changes, it will be easier for the change initiators to create, record, and review the RFCs. Consequently, by using 

agile practices or methodologies, there will be more changes but smaller. Which would help to define the RFC” 

“Due to smaller RFCs, it will help to assess the RFC since there will be less to assess” 

Record RFC 

Review RFC 

Assess and Evaluate Change 

P2 Authorise Change and Build Test 
“Several conversations between the developers and operators will help to understand the build and test needed for the change. Accelerating the authorization 

and coordination” 

P4, P5, P6 Assess and Evaluate Change 

“The data collected from monitoring and metrics will help to evaluate the change and to understand the complexity required for the build and testing. 

Helping with the authorization and coordination for the build and test” 

“These metrics will help to understand if there are other more important changes to move forward which may cause a delay in the current change” 

P9 Authorise Change and Build Test 
“Having an environment to prototype solutions will help to estimate tests and extra build that could be needed for the change. This helps to authorize the 
build and test phases” 

P10, P11 

Authorise Change Deployment “By having the continuous and automated deployment, the changes will proceed between environments automatically without any authorization, simplifying 

the process activities as Authorize and Coordinate Change deployment” 
“The continuous and automated deployment can help review the change implementation by sending logs and alerts of the implementation status and how it 

went. If something is wrong, the deployment will alert to take action earlier. It could also perform some change closure activities to alert certain stakeholders 

about the change.” 

Coordinate Change Deployment 

P12 
Authorise Change Deployment 

“Continuous Delivery allows having a workable package to be deployed, helping to authorize and coordinate the change deployment” 
Coordinate Change Deployment 

P14 Coordinate Change Build and Test 
“With the automated testing, it is possible to accelerate the activities to access the change by measuring the impacts of the change, and to authorize and 

coordinate the change build and test since the tests are already known” 

P15 All activities “By standardizing all activities of the changes they could be automatic or standard by all the company” 

P16 Coordinate Change Deployment 
“Using infrastructure as code will make it possible to quickly create environments for the build and test phases. Also, in case of any issue with the 

environments, it is easier to correct them, avoiding impact on the build and test period” 

P17 All activities 
“Stakeholders, by being involved in the process, will accelerate each phase because they know the delivery's priorities and impact. Therefore, their 

engagement is crucial for the process” 

 

Table 9.11 - Insight on DevOps & Standard Change process (Additional Interviews) 

Practice ID Standard Change Activity Comment 

P1 
Coordinate Change 
Implementation 

“Due to the constant planning, it will help to know and to coordinate when the change can be implemented” 

P8 

Authorise and Schedule 

Change “In case this change requires the use of the deployment pipeline, the continuous integration will allow to re-check if the change goes fine on all the checkpoints of the 

continuous integration pipeline, assuring the correct implementation” Coordinate Change 
Implementation 

P10, P11, P12 
Coordinate Change 

Implementation 

“The delivery practices will ensure that the deployment is performed automatically, ensuring the quality of the implementation. This will allow us to coordinate the 

implementation without any risk.” 

P15, P17 All activities 

“Standardizing all the activities will allow the organization to know the behavior of the process” 

“Stakeholders are key to the process; even more, if there is an emergency change, they will need to approve the changes to keep their business running. Also, they will 

be able to balance the pros and cons of delivering the fix”  
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Table 9.12 - Insight on DevOps & Emergency Change process (Additional Interviews) 

Practice ID Emergency Change Activity Comment 

P2 

Assess Change 
“Having developers and operators will help find the best way to describe the change that needs fixing. This will help to understand the impact; 

therefore, it will be easier to assess, approve, and review the change” 

“The developers and operators can draw the implementation plan together, making the implementation easier” 

Change Approval 

Review Approval 

Implement Change 

P3, P4, P5, P6, P7 Review Change 

“When the issue is found and the monitor between several environments, it will be easier to analyze the impact. This can help define the RFC and 

assess if the change is urgent enough to be applied. The logs generated by the monitoring will also help to review the change by understanding if the 
change was correctly implemented” 

“Having KPIs and metrics based on the application performance helps to review if the change was successfully implemented and the behavior of the 

application is expected after implementation” 

P8 Implement Change “The package for the fix is created faster and also is created automatically, reducing the human error for the package creation” 

P10, P11, P12 Implement Change “The package reaches production faster to be deployed” 

P14 Change Approval “Automated and continuous testing allows checking if the proposed solution for the emergency change is working, allowing to implement it faster” 

P15 All activities 
“Standardise approvals and reviews for a faster moving on the process” 
“Standardise the implementation between the technologies inside the company so the implementation process can be used several times and be 

optimized” 

P16 Implement Change “Create test environments quickly to analyze, develop, and test the solution, accelerating the implementation” 

P17 All activities 
“Having the stakeholders involved in the change assessment and approval may help to accelerate these activities since they know the real impact on 
the business by the issue” 

“The stakeholder can help to verify if the change was implemented successfully and if the business is not being affected anymore” 

 

Table 9.13 - Insights on DevOps & PM process (Additional Interviews) 

Practice ID IM Activity Comment 

P2 

Problem Detection “While observing the application's behavior, the operations team could identify some issues. Then, when discussing this with the developers, it may create a new problem” 

Problem Investigation and 

Diagnosis “Developers and operators can discuss the issue and therefore reach a solution faster with higher quality” 

Problem Resolution 

P3 
Problem Logging 

“The continuous monitor can identify some trend and issues that could help to improve the log of the problem to help to fix it” 
Problem Resolution 

P8 Problem Resolution “The CI process will enable a faster development of the fix, therefore accelerating the resolution” 

P10, P11, P12 Problem Resolution “Having automation in all the deployment processes will accelerate the deployment of the fix. Therefore the delivery will be anticipated” 

P15 All activities “Standardizing all the activities will allow the organization to know the behavior of the process” 

P16 Problem Resolution 
“This practice is really good for quickly solving issues in the infrastructure. Moreover, it enables the version of all the infrastructure to rollback in case of any issue 

quickly” 

P17 All activities 
“Stakeholders will be responsible for moving on with this process because they do not want to have problems with their applications. So, they should be part of the process 

in each activity so it does not be a bottleneck” 
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Regarding the CM process and the normal change process, three practices stand out: P1, P15, and 

P17. The P1 practice is seen as impactful when creating the change and setting all the details. Due to 

continuous planning, it is possible to know what should be included in the change and its impacts. It 

also impacts the Coordination of the deployment; since there will be continuous planning of the 

deliveries, some changes could be rescheduled to a proper timing. 

P2 is also seen as impactful but supports the authorization to start the build and test in this case. 

Operations are often responsible for setting up all the environments, so in this case, due to the feedback 

between developers and operations, the environments could be set up faster to meet the developers' 

needs. 

Regarding monitoring and metrics practices, P3, P4, P5, P6, and P7 have impacted the changes' 

assessment and review. Due to constant and continuous monitoring, these practices may alert for other 

urgent changes, which may postpone the current change or even show that the change is not needed 

anymore. Also, these practices could set up alerts that check if a change was correctly implemented 

without causing any harm, helping to review and close the change. 

The delivery practices P10, P11, and P12 impact deployment activities, such as Authorize Change 

Deployment and Coordinate Change Deployment. Automating the deployment package and the 

deployment itself will ensure that the deployment runs correctly without any issues. 

P14 is impacting the Coordination for Build and Test. Having a solid test plan and automated tests 

when discussing the testing period is essential for the change to move forward. 

Two practices that could be impacting all the process activities are P15 and P17. P15, which will 

standardize all the processes across the organization, will help to know how the changes flow and the 

main stakeholders for the process. P17 refers to having all the change interested stakeholders on board 

on the entire process can accelerate to move the change forward. 

Regarding Standard Change, the interviewees did not make as many matches as the emergency and 

normal changes. However, three practices have been identified as more impactful, such as P3, P15, and 

P17. P3, as a continuous monitor, could check if the changes are correctly implemented or if anything 

is harmful to the system. P15, due to the standardization of running the process in the entire organization. 

Plus, P17 is for informing all interested stakeholders about the change so they can participate in any 

process activity. 

For Emergency Changes, Table 9.8 shows more practices impacting this process than the standard 

change process. P2 is a practice seen as impactful in most process activities due to the collaboration 

between devs and ops to assess the change for an emergency until its implementation. 

The monitoring and metrics practices (P3, P4, P5, P6, and P7) are seen as impactful on the review 

change activity to measure if the change was correctly implemented and to find any collateral impacts. 
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P8, P10, P11, and P12 are seen as impactful for implementing the change. Due to continuous 

integration and the delivery pipeline, the build of a fix will be accelerated and delivered faster, helping 

to implement the change successfully and ensuring the correct deployment. 

The testing practices (P13 and P14) are also seen as impactful in implementing the change since 

they can detect issues earlier in the development stage. P16 also impacts this activity since it can easily 

resolve issues in the infrastructure. 

In PM, besides P15 and P17 being also practices with more impact for the same reasons in the 

previous processes, it is possible to stand out P2 and P8. P2 for the constant feedback between operators 

and developers will help fix the problem most effectively. Meanwhile, P8 could accelerate the 

development lifecycle of the fix to ensure the problem is solved and will be deployed correctly. 

Summarizing, we can see that P15 and P17 are practices that have a major impact on processes due 

to the standardization of the process in the organization and the shared responsibility of the stakeholders 

to participate in the process, help make decisions, and take action promptly. Also, communication is a 

key to solving issues, as seen in IM, PM, and Emergency Changes. The collaboration between 

developers and operators will ensure that the issue is fixed correctly based on the opinion of each team. 

Regarding the monitoring and metrics practices, we can see that these practices are also vital in 

identifying issues faster and taking the necessary actions to avoid impacts on the business. Nevertheless, 

these practices can also help review and confirm that the changes were implemented correctly. Looking 

at other practices related to the delivery, it is possible to see that the delivery lifecycle is accelerated, 

enabling the delivery fixes faster to reduce the issue's impacts. Moreover, these practices ensure the 

correct delivery by reducing human error due to all the automation involved. With these statements, it 

is possible to conclude that DevOps practices can impact the ITIL processes, therefore being able to 

answer RQ1 from the list of research questions for this thesis. 

All the practices impact at least one process. However, P9 is seen as one of the practices with fewer 

matches. The following section will describe the benefits and challenges of the DevOps 

implementations. 

 

9.2.2. Interview Analysis for DevOps Benefits and Challenges 

Based on the interviews, this section will analyze the benefits and challenges of DevOps adoption, like 

in Publication nr. #8, the researchers asked the interviewees about the benefits of adopting each practice. 

After qualitatively analyzing the interviewees' answers, the researchers summarized the responses in 

Table 9.14. There are only answers for practices that the interviewees employ daily. 

Looking at the benefits in Table 9.14, some keywords or expressions related to benefits were 

highlighted. These included keywords regarding system stability, better collaboration, reduced 

deployment and build cycles, improved code quality, reduction of errors and business disruptions, and 

preventive failure detection.  
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Despite these benefits, adopting these practices also has challenges for organizations, as shown in 

Table 9.15. The interviewees were asked to rate each practice from 1 to 5 from the practice adoption 

point of view, where one means very hard to implement and five means very easy to implement. Table 

9.15 shows the comments about the practices with an average below three, which is the neutral value. 

These challenges bring a trade-off to the adoption of DevOps, such as if the tool used to employ a 

practice is correct for the context, lack of technical knowledge to implement the practices, knowledge 

about the applications, and business and organization mindset. 

People, technology, and processes are the three pillars of DevOps [49], [59]. The same mindset 

towards the organization’s goals must be set in everyone working in the organization, creating a feeling 

of shared responsibility [59]. The organization mindset seems to be a setback that needs to be surpassed. 

top management is seen as a major solver for this challenge by leading by example [22]This will 

encourage people with different technical expertise, knowledge, and backgrounds to work together to 

better employ DevOps practices. This analysis answers the RQ2 that this study proposes to solve. 

The following section will describe how the processes have been improved by using the DevOps 

practices in the interviewees' opinion. 
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Table 9.14 - DevOps Benefits (Additional Interviews) 

ID IM Process  CM Process PM Process 

P1 This practice provides a greater vision of the team's priorities. As 

a result, it is possible to fix incidents at the proper time without 

endangering the other priorities. 

This practice provides better efficiency to the CM process. This practice 

allows the teams to anticipate their deliveries due to constant planning, 
allowing to know which changes should be created and when. This allows 

the teams to be prepared to discuss their changes knowing their impacts 

and facilitate the entire process instance. 

Continuous planning enables a better prioritization of the 

problems to be solved. This gives clarity to the team and other 

stakeholders of the focus to be followed by the team. 

P2 Enhances the collaboration between developers and operators to 

the common objective. This creates a shared responsibility 

between the two teams to have more stability in the system. 

Regular and healthy discussions between developers and operators 

provide a better overview of what needs to be changed and how to achieve 

it. Improving the process performance. 

The collaboration between the devs and ops is key to solving the 

issues and to bring stability to the system.  

P3 It allows a continuous health status of the system so the teams 

can react in time to solve the issues, reducing the business 

impacts. 

Due to the continuous monitoring the teams will be able monitor the 

system performance and behavior. With this, the team can prioritize fixes 

and create changes with the correct information for an easier approval. 

These practices were identified with the same benefit for the 

process as finding new problems faster. Due to the monitoring 

and metrics, it is possible to identify issues and actions faster 

than waiting for the business to identify them. This kind of 

monitors could also identify trends to help on the pro-active 

problem detection. 

P4 Metrics are used to identify faster what is wrong and provides an 

idea where the issue relies on. 

Metrics are the key to knowing how the system is performing. Due to this 

is possible to know if a change should be rolled back or not, to avoid 

business disruptions. 

P5 - Like continuous monitor, this practice enables to know how the system is 
behaving, providing information of what needs to be changed, facilitating 

the assessment of the change. 

P6 It gives more control of what is happening with the application 

producing reports where we can compare the status of the 

application between those reports 

The interviewees have the same opinion as in P3. 

P7 These dashboards can be consulted at any time to provide the 

status of the application allowing to know when to created 

incidents and the most affected areas. This gives the opportunity 

to learn more on where to stabilize the application. 

The interviewees have the same opinion as in P3. 

- 

P8 It offers some comfort to all interested parties that the developer 

is developing on the most recent code (which caused the 

incident), and once he check in the code, it will be delivered to 

production. It also provides a code quality analysis and 

vulnerabilities to know what should be improved for a better 

maintenance in the future 

Continuous Integration is useful to keep the code related with the 

requirements. So, in case of any failure in some change, it is possible to 

know what should be rolled back to avoid business disruption and keep 

the stability of the application. From the other point of view, it will 

facilitate what is being added to change since the code and requirements 

can also be linked to the change. 

This practice accelerates the resolution of the problem since it 

will ensure the new code will be according to the code quality 

guidelines. 

P9 - Due to the prototyping, it is possible to accelerate the testing and build 

phase, hence accelerating the change process. 

- 

P10 Even though this is not applied by the interviewees for the 

production environments, the developments are delivered in the 

test environments faster 

The deployment will be triggered automatically which accelerates the 

delivery. However, the coordination of the deployment will be easier 

because everything is automated and less error prone, ensuring the 

probability of a successful change. 

Like the continuous integration, these practices accelerate the 

delivery of the problem resolution. Moreover, also ensures that 

the package is deployable making sure the guidelines are being 

fulfilled. 
P11 We ensure that deployment is performed correctly automatically 

without any issue since the same script is used several times 

reducing the human error. 

The deployment script will be used several times in the change lifecycle, 

adding more confidence to the change deployment. 
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P12 Having the software versioned in packages is quite useful for a 

faster recovery if something fails. We can rollback to the 

previous software version. 

Due to the small chunks of changes, the delivery will be smaller which 

facilitates the assessment of the change. Which also simplifies the 

deployment 

P13 - The testing phase is quite critical for a change. These are quite important 

to enable regression testing of what was already working before the 

change. This way ensures the stability of the application that no new 

errors will be added. 

- 

P14 - - 

P15 Process standardization is seen a mandatory practice inside the organizations so everyone knows how the process works, doesn’t matter the technology or application. 

P16 Guarantees a good control of the environment in terms of 

infrastructure to avoid having environment issues, allowing the 

development to go as planned. 

Provides a quick way to perform changes to the infrastructure. Handling 

the infrastructure as code is quite beneficial to perform quick fixes and to 

automate some of the most standard changes, accelerating the process. 

Proves to be highly effective in swiftly addressing infrastructure-

related issues. Furthermore, it enables versioning of the entire 

infrastructure, facilitating prompt rollback in the event of any 

complications. 

P17 There are several stakeholders involved on the incident, but a 

business representative is the key for the IM process. He should 

know how the application should behave and the impacts that 

incident is causing for the business. Therefore, its participation 

in the whole process is the key to bring stability to the 

application. 

Application stakeholders are the best to give clarity for the change 

purpose and coordination. The application stakeholders are the ones with 

the best interest that the application keeps stable even when introducing 

new changes. So, they should share the responsibility in the change 

process. 

Stakeholders will assume responsibility for advancing this 

process, as they seek to mitigate risks to their applications. 

Consequently, their involvement in every phase of the process is 

essential to prevent it from becoming a bottleneck. 
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Table 9.15 - DevOps Adoption Challenges (Additional Interviews) 

Practices IM Process 
Average 

CM Process 
Average 

PM Process 
Average Comments 

1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 

P1 - 1 1 3 1 3,67 - - 1 3 - 3,75 - 1 1 2 - 3,25 - 

P2 - 1 1 1 1 3,50 - 1 - 1 1 3,67 - - - 3 1 4,25 - 

P3 

- 1 - 6 1 3,88 - 1 1 1 1 3,50 - 2 - 1 - 2,67 

PM: This can be seen as hard or easy depending on the tool. In this case the 

interviewees that choose the Hard to Implement option had a tool with a lot of 

security issues, where they needed to replan and adopt another tool. 

P4 
- 1 1 5 - 3,57 - 1 2 - - 2,67 - 1 - 2 - 3,33 

CM: This is seen as hard since it is needed to know what is supposed to 

measure, after having the metrics well define it should be easy. 

P5 
- 2 - - - 2,00 - 1 - - 1 3,50 - 1 -  - 2,00 

IM and PM: Mostly because the interviewees didn’t have the knowledge of 

what should be needed to implement 

P6 - 1 - 5 1 3,86 - 1 2 - 1 3,25 - 1 - 3 - 3,50 - 

P7 
- 1 1 3 2 3,86 - 1 1 - - 2,50 - 1 - 1 1 3,67 

CM: The dashboards are usually based on metrics. Like in P4 it is needed to 

know the metrics and it should be well defined. 

P8 
1 - 1 5 3 3,90 - 2 1 1 - 2,75 1 1 2 1 - 2,60 

CM and PM: The interviewees revealed that didn’t have the knowledge to 

know how to implement 

P9 - 1 1 1 2 3,80 - - 1 - 1 4,00 - - 2 1 - 3,33 - 

P10 - - - 4 2 4,33 - 1 - 2 - 3,33 - 2 - 1 - 2,67 PM and CM; Since these two practices are often seen as together, for both 

processes, the interviewees find it hard to implement and most of the times 

when something goes wrong, is not easy to find where the issue is 
P11 

- - 1 3 3 4,29 1 - 2 1 - 2,75 1 1 - 2 - 2,75 

P12 - - 2 3 3 4,13 - - 2 1 - 3,33 - - 1 2 - 3,67 - 

P13 - 1 2 1 1 3,40 - - 1 1 - 3,50 - 1 - 1 - 3,00 - 

P14 

- 3 2 1 - 2,67 - 1 1 1 - 3,00 - - 1 2 - 3,67 

IM: It is not seen as very hard to implement but requires changing the team 

mentality and development process to make it mandatory for the developers to 

develop all the automated tests. 

P15 

2 - - 1 - 2,00 - 2 - 1 - 2,67 - 1 - 2 1 3,75 

IM and CM: This needs to come from the top management to be implemented. 

A cultural or mindset shift is needed to ensure that everyone will follow the 

process as supposed. 

P16 

- 4 2 1 - 2,57 - 1 2 - - 2,67 - - 2 - - 3,00 

IM and CM: It is needed to have a specialization to develop these scripts. Even 

they are useful. The interviewees revealed lack of knowledge to implement 

this. 

P17 - - 3 1 - 3,25 - 1 - 1 - 3,00 - - - 1 1 4,50 - 
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9.2.3. Interview Analysis for Process Performance 

Likewise, in the previous section, the interviewees were asked to provide input on how these practices 

could improve process performance. After a qualitative analysis, Table 9.16 demonstrates the comments 

about each practice per process. 

Table 9.16 shows that all the practices improve at least one process.   

The most impacted process seems to be CM, however, for some practices this process seems to be 

only improving in case that the change is related with an incident like for example P8 and P16. DevOps 

has its roots in Agile foundations, which promotes faster and shorter release cycles, which is also 

beneficial to the CM process. Smaller changes are more accessible to assess and manage, providing 

more control of what is being changed and its impacts. Moreover, based on the collaboration between 

dev and ops and with different stakeholders, the CM process could be quickly moved forward because 

all the interested parties are involved in every process activity. Nevertheless, automation is seen as 

crucial for this process. Automation ensures that the implementation of the changes occurs faster and 

without any issues caused by humans. 

About the IM process, fewer practices could be found as possible improvement. The collaboration 

practice for the feedback loops between devs and ops plays an essential role in investigating the issue 

and solving it by having the experts in the same place looking at the same issue. The monitoring practices 

do not improve the process because they will identify new incidents, which will not help solve them 

faster. It is possible to argue that these practices improve the system stability, causing a benefit to the 

organization and business, but not the process itself. The delivery practices and continuous integration 

can help move the resolution faster between the different environments, improving the process. 

Likewise, IaC will improve the resolution of the incidents. 

PM has a similar approach to the IM process. The feedback loops between dev and ops will have 

the same expected result for the process performance, like the delivery practices and continuous 

integration. However, it has a different point of view regarding monitoring practices. Since a problem 

is often seen as the root cause for one or more incidents, more incidents and more information recorded 

could give more hints on where the root cause relies and how to solve it.  

Looking at the previous statements and Table 9.16, it is possible to see that 8 of the 17 DevOps 

practices are improving the IM process, CM is improving all 17 practices, depending on whether the 

process instance is meant to solve an issue, and PM is improving 12 of the 17 DevOps practices. This 

answers the RQ3 in Table 1.3 in Chapter 1, showing that the processes can be improved by using the 

DevOps practices. 

The next section synthesizes the results from these interviews and the case studies for a cross 

verification of the results. 
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Table 9.16 - DevOps Process Improvement (Additional Interviews) 

Practices IM Process CM Process PM Process 

P1 - 
Improves the process by reducing the changes size, 

allowing an easier assessment. 
- 

P2 
Improves the process performance by having specialized people 

to fix the issue 

Improves the process performance because more 

people with different points of view will be involved in 

describing and assessing the changes 

Improves the process performance by having 

specialized people to fix the issue 

P3 These practices could be seen as an improvement and not. These 

practices could cause more instances of the process; however, 

this will not make the instances solved quicker or with less 

resources. But could be seen as an improvement due to the 

logging they produce to help to resolve the issues. 

These practices improve the process on the review and 

closing activities of the processes. These can indicate if 

the changes were implemented successfully 

accelerating those activities. 

Looking from the point of view that a problem is the 

root cause of one or more incidents, while more 

incidents are created more logging or different 

scenarios could be found. This provides more 

information to help to resolve the problem. 

P4 

P5 

P6 

P7 

P8 
This practice improves the resolution of the incident therefore 

improves the process performance 

This practice doesn’t necessary improves the process, 

only if there is an incident to be solved in the change 

This practice improves the resolution of the problem 

therefore improves the process performance 

P9 - 

Having a prototype of what is going to be on the 

changes it could accelerate some activities of the 

process, namely some coordination and authorizations 

- 

P10 

These practices could help to improve the process performance 

since it will be easier to deploy a fix between different 

environments, reaching to the solution earlier 

By accelerating the build of the developments, the 

activities to approve the change will also be faster. 

Also, by having the deployment process all automated 

the deployment plan will easily be approved, and the 

change will be implemented faster 

These practices could help to improve the process 

performance since it will be easier to deploy a fix 

between different environments, reaching to the 

solution earlier 

P11 

P12 

P13 

- 

The testing plan is always critical to accept the changes, 

therefore the automation plays an important step here to 

move forward with the change. 

- 
P14 

P15 Having the process being standard by the entire organization will avoid having bottlenecks, because everyone should know how it works. 

P16 
By having IaC it is possible to perform quick changes to solve 

incidents, namely related with the performance. 

This would only impact if the change is to solve some 

incident 
- 

P17 This practice provides a performance improvement at all the incidents because the stakeholders are the key to solve any blockers that the process instance may have 
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9.3. Synthetization of Extra Interviews and Publication nr. #8 

The objective of this section is to synthesize the results of the case studies in publication #8 and the 

interviews with other professionals about DevOps practices and the ITIL processes. 

To perform this, Table 9.17 will demonstrate the impact that the DevOps practices had on each 

process answering to the RQ1. Looking at Table 9.17, it is possible to see that the extra interviews 

complement some of the conclusions from the three case studies from Publication nr. #8 and to validate 

some of the same conclusions. In the case studies, P1 and P2 were seen to be impactful in CM and PM, 

and in IM and PM, respectfully, but in the extra interviews, P1 is also impacting IM, and P2 is impacting 

CM and showing that the practices can impact the three processes.  

In the case of P3, P4, P5, P6, and P7, the extra interviews were seen to extend the impact to all three 

processes. IM and PM use them to detect and log new instances, while CM uses them to review and 

assess the changes.  

For the remaining practices, the extra interviews did not bring any new conclusions. However, these 

interviews were positive in finding new impacts that the practices could have on the processes. 

Regarding benefits, Table 9.18 synthesizes the information about the two information sources. 

Similar to the DevOps practices impact analysis on the processes, there were found benefits in the case 

studies from the Publication nr. #8 and the extra interviews performed.  

The extra interviews have confirmed the benefits found in Publication nr. #8, however, there is a 

practice that would stand out in practice P8. In the extra interviews, this practice has been highlighted 

by ensuring code quality and finding code security vulnerabilities. In today’s world, there have been 

more security breaches in the organization’s applications [60]. This practice adds another security level 

to protect organizations and their application stability, adding one more benefit to the ones found in this 

research. 

Nevertheless, P12 brings a perspective of not just shortening the delivery lifecycle by having a 

package ready for deployment but also making it easier to have a package in case something goes wrong. 

It is possible to rollback the application to a previous version faster and easier, giving an opportunity for 

a faster recovery of a failed change. 

The same challenges were identified in the two different data sources. The reported challenges, such 

as lack of technical or business knowledge to implement some practices, could be solved by the 

collaboration inside of the team. Having developers and operators working together could help solve the 

lack of technical knowledge, but it does not solve the lack of business skills. This brings the opportunity 

not only to have DevOps but to extend to BizDevOps to bring business together with developers and 

operators [61], having an autonomous and cross-functional team. 
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Table 9.17 - DevOps Practices and Process Synthetization about Impact 

Practices Publication nr. #8 Section 9.2.1 

P1 
More impact was seen in CM and PM to plan the 

changes that are needed to the IT services. Likewise its 

corrections needed to be performed to correct problems 

Continue to show impact in CM. It is also seen in IM to classify the incidents correctly in case that 

something was not considered correctly 

P2 
Positive impact in IM and PM to help to investigate the 

issues and how to tackle them 

Found positive feedback in PM to correct the issues while for CM it could impact to prepare the 

environments so the build and test phases can proceed 

P3 Only found impact in IM to find issues earlier avoiding 

extending the business impacts These practices could be found in all the three processes. They are causing impacts to detect the issues 

for PM and IM. However, for PM there is possible to see that these practices also help on the resolution 

by enriching the information. In case of CM, these practices cause more impact to the change 

assessment and review 

P4 

P5 Not found in any process 

P6 Impact in both IM and PM to find issues earlier. 

P7 
Only found impact in IM to find issues earlier avoiding 

extending the business impacts 

P8 
Impact seen in IM and PM to accelerate the resolution of the issue, while for CM it could impact positively the implementation of the change, and the 

authorizations required 

P9 
Found impacts in PM where the developers can check 

with the stakeholders if the issue is correctly fixed 
Not found in any process 

P10, P11, 

P12 

Impact seen in IM and PM to accelerate the resolution of the issue, while for CM it could impact positively the implementation of the change, and the 

authorizations required 

P13 Only found in CM to help to test the changes 

P14 
Found in the three processes to test the fixes and 

changes 
Only found in the CM Process 

P15 This practice was found in all the processes 

P16 Only found in IM and Emergency change to fix an issue quicker 

P17 This practice was found in all the processes 
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Table 9.18 - DevOps Practices and Benefit Synthetization 

Practices Publication nr. #8 Section 9.2.2 

P1 
Better collaboration between Business and 

IT leading to more customer satisfaction 

Better prioritization for what needs to be 

solved 

P2 
Better collaboration between the IT teams leading to a better delivery and process 

management 

P3 
More stability when issues are raised 

earlier  

More stability and facilitates the 

assessment of changes 

P4, P5, P6, 

P7 
More stability when issues are raised earlier 

P8 Allows a faster build and reliable software 

Ensure the code quality, leading to find 

code security vulnerabilities allowing 

more stability 

P9 

Enables the stakeholders to validate the 

delivery as it should be leading to 

customer satisfaction 

Accelerate the delivery process namely 

for build and testing phases 

P10 Faster delivery cycles 

P11 Human error reduction 

P12 Faster delivery cycles Faster recovery 

P13 
The code being tested continuously brings 

more confidence to the delivery 

More stability on the application since the 

code is tested more often 

P14 Ensure the code quality by not introducing nonbreaking changes 

P15 Standard processes give more efficiency to the process 

P16 Faster fixes to the applications 

P17 
Stakeholders are the key to move with the process and guarantee the stability of the 

application 

 

The other challenge is the organizational cultural mindset of openness to change and collaboration. 

The study participants say that the main key to overcoming this comes from the organization's top 

management, who must lead this change and lead by example. 

Table 9.19 synthesizes the process performance improvements. Comparing the two data sources, 

the extra interviews added more information to complement the findings in Publication nr. #8.  

This can be seen in practices P1 to P7, where more detailed information about the CM process was 

added. The practices P3 to P7 were not considered to cause a process improvement; however, in the 

extra interviews, the participants found that it could improve the logging of issues, improving the 

investigation and analysis. The P9 practice was seen to improve the CM process since having a prototype 

of the application or functionality will help to accept what was developed, accelerating the authorization 

and coordination activities of the process. 
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Table 9.19 - DevOps Practices and Process Improvement Synthetization 

Practices Publication nr. #8 Section 9.2.3 

P1 
Ensures tracking on problems 

not letting the PM instances take 

too long 

By continuous planning it is possible to reduce the 

changes size improving the way they are assessed 

P2 

Collaboration to find the 

solutions for the issues faster 

improving the process 

performance. 

Having the experts about the changes in the room 

helps to detail and assess the changes correctly 

P3, P4, P5, 

P6, P7 
- 

These practices can see as an improvement to the 

processes when it comes to log the issues and to 

review the changes implementations 

P8 
Faster development of fixes improves the three-process performance delivery and 

approval activities 

P9 - 

Having a prototype of what is going to be on the 

changes it could accelerate some activities of the 

process, namely some coordination and 

authorizations 

P10 
Faster development of fixes improves the three-process performance delivery and 

approval activities 
P11 

P12 

P14 Accelerates the testing activities impacting all the processes 

P15 
Improves the process efficiency by employing the process in the same way in the entire 

organization 

P16 Will be able to solve issues quickly improving the process performance 

P17 
Stakeholders are the face between IT and business so they can improve the process 

performance by being the facilitator between these two units 

 

By analyzing Tables 9.17, 9.18, and 9.19, it is possible to observe different conclusions between 

the two data sources. This highlights the richness of qualitative analysis, as it allows for multiple 

perspectives and interpretations that go beyond the specific context of each organization. While the case 

studies were conducted in distinct organizations, each with its own contextual limitations, the additional 

interviews demonstrate that similar results can be found across different industry contexts. Showing that 

industry context is not a limitation to apply DevOps in a ITIL environment. Moreover, these interviews 

provide further insights, contributing to a broader understanding of the impact of DevOps practices on 

ITIL processes performance. 

This ends this Chapter about the last publication and its extra conclusions. The next chapter will 

show the conclusions of the thesis. 
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CHAPTER 10 

Conclusions 

This chapter concludes the investigation regarding this research with a summary of all the findings and 

the research objectives achieved. This chapter is split into two sections. The first section will present the 

discussion and contributions that the thesis brings to the academic and scientific community. Next, the 

researchers will present the limitations that they faced while conducting this study and future work to 

complement this research. 

 

10.1. Discussion and Contributions 

The investigation conducted in this thesis aims to clarify how DevOps and ITIL can coexist by showing 

the impacts that a DevOps implementation causes on the ITIL processes. This complements the body of 

knowledge about the impacts of implementing DevOps in this type of organization's IT landscape. 

From a chronologic point of view, ITSM and ITIL started to be adopted before DevOps, so it would 

make sense to analyze the impacts that DevOps could have on the ITIL processes already in place in the 

organization. The IT department has become one of the most essential departments in the organization 

due to all the support that is provided to all other departments in the organization. This requires 

managing how IT provides this support. ITSM and ITIL focus on having the IT department be seen as 

a service provider, measuring how it answers to the other department's needs. Due to this, ITIL processes 

have been implemented in organizations to measure how IT is serving the organization. 

Nevertheless, these processes can be seen as bureaucratic and focused on process performance, 

which prevents IT and business from being agile enough to evolve with market needs. 

The organization's market has become more competitive and demanding, requiring organizations 

to adapt their business as the market feedback requires, forcing organizations to move to Agile practices. 

Thus, the Agile mindset brings business and IT together in short development cycles so feedback can 

be implemented faster. However, ITIL plays a more significant role in the application's operability; 

when the development cycle is shortened, it will stress the application's stability by introducing new 

changes to the application. 

This would motivate companies to adopt DevOps practices, in which operations work together with 

the development teams to create a faster delivery pipeline and ensure the application's stability. 

Due to this motivation, this thesis aims to determine the impacts of implementing DevOps practices 

on the ITIL processes. To this end, several studies were performed to reach conclusions.  

Three SLRs were performed to find the motivation for the thesis objective. One SLR aimed to find 

the benefits and challenges of ITSM implementations and to find gaps and opportunities to solve those 

implementation challenges. This research found some opportunities, like implementing cloud 

computing and DevOps, reinforcing the motivation for this thesis. The other SLR had the objective of 
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finding DevOps implementations and what were the issues that were trying to solve, resulting in a list 

of benefits that DevOps could bring to new implementations. Based on these statements, it was possible 

to conceive the research concept shown in Figure 1.1 in Chapter 1. Another SLR was made to find 

DevOps implementations in ITIL environments to know what other researchers have done so far. From 

this SLR, it was possible to conclude that there were no implementations, but it showed indicators that 

DevOps could improve ITIL processes like IM, PM, and CM. 

Other studies were also performed to show the implementation of DevOps practices in two 

organizations that follow the IM and PM processes. These studies showed that implementing DevOps 

practices was a success, benefiting process performance. 

Other studies about DevOps were made for research background purposes to explore this topic more 

deeply. The list of all the publications can be seen in Table 1.4 in Chapter 1. 

Based on these statements, this thesis focused on finding the impacts of DevOps implementations 

in IM, PM, and CM processes through the case study research methodology. This methodology is 

expected to be done based on a question defined in Chapter 1, which was decomposed into three research 

questions. Therefore, it was decided to perform three case studies in three organizations, one per process. 

The primary data collection for the case studies was Semi-structured interviews to guarantee that the 

interviewees had the liberty to express their thoughts about the question. 

Looking at Publication nr. #8 it is possible to see that the DevOps practices caused positive impacts 

to the activities in the processes, revealing some benefits for the organization. Moreover, the 

interviewees were asked to highlight some challenges they faced when adopting these practices. Last, 

the participants were also asked if these practices have improved the process performance. Having these 

three case studies, one per process was a good indicator that the DevOps practices could positively 

impact the ITIL processes. 

However, only having one data source could be misleading for the study. So, the researchers 

decided to conduct the same interviews with other professionals who work on the same processes and 

have knowledge about DevOps practices. The expectation is to perform these interviews to validate the 

results of the case study and, if possible, extend its findings. Figure 10.1 shows the connections between 

the DevOps practices and ITIL processes in the two data sources. 

Figure 10.1 also shows that this thesis can answer the RQ1 proposed in the study. The RQ2 proposed 

identifying the benefits and challenges of the adoption of DevOps. Thus, there were benefits when 

applying the practices to the processes, such as more collaboration, increased customer satisfaction, 

more stability, short release cycles, system reliability, more code quality, human error reduction, less 

time to recover, and fewer code vulnerabilities. All these benefits can also be found in Publication nr. 

#3 in Chapter 4, validating the benefits found in this research. In terms of challenges there was found 

the lack of technical and business knowledge and the deep-seated organizational mindset in Publication 

nr. #3 a few challenges in DevOps adoption are listed but not the lack of technical and business 

knowledge, which contributes to the existing literature. 
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Figure 10.1 - DevOps Practices Impact in ITIL Processes 

 

Regarding RQ3, which questions whether the processes have faced any performance improvement, 

the same approach was followed by asking the participants how they think the DevOps practices could 

impact process performance. Similar to RQ1, Figure 10.2 shows the connections between the DevOps 

practices and the processes regarding performance improvements. 

Looking at Figure 10.2, it is possible to conclude that the extra interviews clarified the process’s 

performance impact more than the case studies. It is possible to see more impacts in the three processes, 

namely on monitoring practices. This matches the qualitative gains of getting a rich analytical picture 

of having different data sources as Yin [54] and Thomas [56] describe. 

Nevertheless, it is evident that the application of DevOps practices produces systemic impacts 

across the ITIL processes analyzed in this research. As previously discussed, IM, PM and CM are closely 

connected. The PM process can be seen from two different points of view: one focused on identifying 

and solving the incidents root cause, and on analyzing trends of the application behavior to prevent the 

occurrence or recurrence of future incidents. The information collected through incident analysis, 

workarounds and fixes is crucial for identifying root causes and to have an effective problem analysis. 

Additionally, several activities in these processes are similar, such as Investigation and Diagnosis, 

and Resolution. This overlap suggests that the impact of DevOps practices on one process may implicitly 

influence others. Furthermore, as the delivery of fixes and workarounds becomes more efficient, the 

Change Management process is also affected due to the inherent synergy among the three processes. 

Implementing a fix or workaround typically requires a formal change. Thanks to the high level of 

automation in DevOps practices, activities such as change review, assessment, and coordination are 
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performed more rapidly and consistently, supported by the confidence of having standard deployment 

processes. Moreover, monitoring practices that provide data for diagnostics that support the resolution 

of incidents and problems also contribute to more accurate change assessments, to understand the impact 

on affected applications and identifying dependencies with other applications or IT services. 

These observations reinforce the notion of process synergy and demonstrate that DevOps practices 

can have a systemic and holistic impact on ITIL processes, enhancing overall process performance. 

Based on the previous statements, it is possible to conclude that all the RQs were answered 

successfully. This thesis brought some clarity about the impact that the adoption of DevOps practices 

can have on the ITIL processes, not only showing the benefits but also the possible challenges that this 

adoption can have. Nevertheless, this study opens the door for a new analysis of the same subject that 

can be found in the next section about future work. 

 

Figure 10.2 - DevOps Practices Impact on Process Performance 

 

10.2. Limitations and Future Work 

This section will present the limitations of this study and proposals for future work that other researchers 

could follow. 

The major setback for this thesis was the amount of case studies performed. The initial plan was to 

perform three case studies per process in different organizations. However, many organizations denied 

the request to participate due to data sensitivity. More case studies with a different context could bring 

other perspectives about employing DevOps practices in the processes or validate what was concluded 

in the other case studies. The mitigation action applied for this was to have the extra interviews with 

other participants not from the case studies. 
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Also, one limitation of this study is that it only has data from the interviews, observation and focus 

group exercise, which is based on the opinions of the interviewees. Having different data collection 

methods with statistical data would bring another validation of findings, such as document analysis that 

could support the findings from the interviews. Usually, organizations have reports with metrics that 

could be helpful to notice how DevOps impacted those metrics. 

Thus, the suggestion for future work would be to perform more case studies in different 

organizations, involving a triangulation of statistical data collection methods to validate the findings. 

Another suggestion would be to identify the problems before the DevOps adoption so that organizations 

know which problems DevOps adoption can help with. It would also be interesting to study the DevOps 

adoption challenges and how the organization has overcome them for successful implementation. Due 

to the lack of quantitative metrics identified in this study, and to have a better comprehension of the 

integration between ITSM processes and DevOps, a suggestion for future work would also be to create 

a framework for “Integration Success Score”. This framework could be a combination of DevOps 

Research and Assessment (DORA) and ITIL metrics to achieve a reliable balance between faster 

deliveries and stable and operational IT Services. 
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