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Resumo

No cenério empresarial contemporaneo, marcado por uma répida transformacdo digital e
interrupcbes frequentes, as organizacOes enfrentam desafios significativos em manter a
resiliéncia operacional. A adocdo da Automacéo Inteligente de Processos (IPA) surgiu como
uma estratégia crucial para otimizar processos de forma eficiente. Contudo, a integracéo da IPA
introduz complexidades nos frameworks de continuidade de negocios, exigindo estruturas
robustas de governanca, gestdo de riscos e conformidade. Esta tese investiga a integracdo da
IPA nos frameworks de Continuidade de Negocios, alinhando essas tecnologias com padrdes
industriais estabelecidos como IEEE 2755.2:2020 e 1SO 22301:2019 para fortalecer as
estratégias de continuidade de negocios.

Utilizando uma combinacdo de metodologias que incluem Revisdo de Literatura Multivocal,
Pesquisa de Design Cientifico e entrevistas estruturadas, esta investigacdo explora os efeitos da
IPA na governanca, gestéo de riscos e capital humano. Oferece um entendimento detalhado de
como as organizacgdes podem utilizar a IPA para melhorar a eficiéncia dos processos enquanto
mitigam os riscos associados. O estudo aborda também os desafios Unicos de auditoria num
ambiente automatizado, especialmente o papel evolutivo dos auditores em garantir a
conformidade no setor financeiro. Além disso, examina os riscos especificos introduzidos pela
automacdo e apresenta insights sobre frameworks eficazes de gestdo de riscos que as
organizacOes podem implementar.

Adicionalmente, a tese destaca a importancia das estratégias de gestdo de mudancas para
facilitar a adaptacdo da forca de trabalho a automacao, enfatizando a necessidade de iniciativas
abrangentes de formacdo e capacitacdo. Esta pesquisa avanga significativamente na
comunicagdo sobre automacéo e gestdo da continuidade de negdcios, unindo tecnologias de
automacdo e praticas de continuidade de negocios. Ela fornece as organizacdes frameworks
praticos e estratégias para melhorar a sua resiliéncia, governanca e eficiéncia operacional num
mundo cada vez mais automatizado.

Palavras-chave: Automacdo de Processos Inteligentes, Robotic Process Automation,
Continuidade de Negdcios, Governanca, Gestdo de Riscos, Conformidade.
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Abstract

In the contemporary business landscape marked by rapid digital transformation and frequent
disruptions, organizations confront significant challenges in maintaining operational resilience.
The adoption of Intelligent Process Automation (IPA) has emerged as a pivotal strategy for
streamlining processes efficiently. However, IPA's integration introduces complexities into
business continuity frameworks, necessitating robust governance, risk management, and
compliance (GRC) structures. This thesis delves into the integration of IPA within Business
Continuity frameworks, aligning these technologies with established industry standards such as
IEEE 2755.2:2020 and 1SO 22301:2019 to bolster business continuity strategies.

Utilizing a blend of methodologies including Multivocal Literature Review, Design Science
Research, and structured interviews, the research explores the effects of IPA on governance,
risk management, and human capital. It offers a detailed understanding of how organizations
can utilize IPA to enhance process efficiency while simultaneously mitigating associated risks.
The study also addresses the unique auditing challenges within an automated environment,
particularly the evolving role of auditors in ensuring compliance within financial sectors. It
further scrutinizes the specific risks introduced by automation and provides insights into
effective risk management frameworks that organizations can implement.

Additionally, the thesis underscores the importance of change management strategies in
facilitating workforce adaptation to automation, highlighting the necessity for comprehensive
training and upskilling initiatives. This research significantly advances the discourse on
automation and business continuity management, bridging the gap between automation
technologies and business continuity practices. It furnishes organizations with practical
frameworks and strategies to improve their resilience, governance, and operational efficiency

in an increasingly automated world.

Keywords: Intelligent Process Automation, Robotic Process Automation, Business Continuity,
Governance, Risk Management, Compliance.
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Chapter 1
Introduction

This chapter offers a comprehensive overview of the entire body of work presented in this
thesis. It opens by examining the background and rationale for this research, laying out its
context, objectives, purpose, and primary research question.

Subsequently, the chapter shifts its focus to the conceptual framework and research areas that
underpin this thesis. This multidisciplinary research project addresses timely and relevant
topics, supported by a foundation that includes a Multivocal Literature Review (MLR). This
MLR established the motivation and helped shape the areas of inquiry for this thesis, alongside
other research activities conducted. However, certain sections are not elaborated upon in depth
to avoid redundancy, as the foundational background information is already covered in the
published articles that are reflected in this section.

Furthermore, three additional sections have been integrated into this chapter. The first section
delineates the various contributions of this thesis, providing further clarity on topics discussed
in the published articles. The second section lists all peer-reviewed papers that have been
published, along with a comprehensive bibliography of journal publications. Finally,
the Chapter 1 concludes by outlining the document's organization, which is critical for
readability and understanding of the research flow, considering the article-based thesis

structure of this work.
1.1. Context, Problem, and Motivation

The contemporary business environment is marked by rapid technological advancement and
unprecedented disruptions, epitomized by global events such as the COVID-19 pandemic [1,
2, 3]. These events have underscored businesses' need to build resilience and adaptability into
their operations. This backdrop has amplified the importance of digital transformation, which
enables organizations to leverage technology to streamline operations and enhance agility in
response to external shocks [4].

Automation technologies, particularly Robotic Process Automation (RPA) and Intelligent
Process Automation (IPA) have emerged as critical components in this transformation [5]. RPA
refers to the use of software robots to automate repetitive, rule-based tasks, while IPA extends
this functionality through artificial intelligence (Al), enabling the automation of more complex

processes involving cognitive decision-making and learning capabilities [6]. These



technologies promise to revolutionize how businesses operate by increasing efficiency,
reducing human errors, and enabling faster responses to market changes.

As organizations increasingly rely on RPA and IPA to drive their digital strategies, business
continuity (BC) management becomes paramount [7]. BC ensures that organizations can
continue delivering critical services during and after disruptive incidents. This requires
comprehensive planning that considers potential threats, develops robust response strategies,
and incorporates technologies that enable resilience [8].

However, integrating RPA and IPA into business continuity management (BCM) introduces a
set of challenges. Automation, while beneficial, can amplify risks if not managed properly.
These risks include the potential for automation failures to interrupt critical processes,
challenges in maintaining governance over increasingly automated workflows, and the need to
align automated systems with evolving regulatory frameworks [9, 10, 11, 12].

The need for comprehensive research on the interplay between RPA, IPA, and BC is
highlighted by Bras et al. (2023) [8]. Their work emphasizes the importance of understanding
how these technologies can be harnessed to bolster BC while also acknowledging the gaps in
current knowledge. The need to explore how automation technologies impact BC planning and
execution becomes imperative as more organizations adopt these tools to transform their
operations [7, 8].

Given this context, businesses must approach the integration of RPA and IPA into their BC
strategies with caution, ensuring they understand the potential pitfalls and establish frameworks
to manage the risks. The dynamic nature of today's business landscape makes it vital to have
adaptive strategies that can evolve alongside technological advancements and shifting

regulatory environments [13, 14, 15, 16].
1.2.  Problem Definition

The integration of RPA and IPA into business processes presents significant opportunities for
efficiency and innovation but also introduces complexities that can impact BCM [17, 18].
While RPA and IPA can automate repetitive tasks, optimize workflows, and reduce costs, their
implementation within organizations poses challenges that need to be addressed systematically.
Below are some of the most critical issues related to the implementation of these technologies:
Operational Risks and Failures:

The automation of critical business processes through RPA and IPA increases dependence on
these technologies for continuity. This dependency creates operational risks, particularly if the

automation fails. Such failures can result from software bugs, misconfigurations, or
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incompatibilities with updated systems. These disruptions can have significant consequences,
particularly when organizations lack robust fallback mechanisms or have not comprehensively
assessed the potential impact of automation failures [19, 20, 21].

Governance and Oversight:

Integrating RPA and IPA into an organization's processes necessitates establishing new
governance structures to manage these technologies effectively. This includes defining clear
policies and procedures that outline the acceptable use of automation, risk management
practices, and response strategies. Without robust governance frameworks, organizations risk
losing control over their automated workflows, leading to inefficiencies, security
vulnerabilities, and non-compliance with regulatory standards [22, 23, 24, 25].

Security and Compliance Challenges:

Automated processes can inadvertently introduce security vulnerabilities, particularly when
they interact with sensitive data or connect with external systems. RPA and IPA can increase
exposure to cyber threats if not properly secured. Additionally, organizations must ensure
compliance with relevant regulations, which may vary across industries and regions. The lack
of standardization in how RPA and IPA tools handle data can further complicate compliance
efforts, potentially exposing organizations to regulatory penalties [24, 26].

Integration with Existing BC Plans:

Traditional business continuity plans may not fully account for the unique challenges
introduced by automation. For instance, RPA and IPA can change the nature of critical
dependencies within workflows, necessitating updates to existing recovery strategies.
Moreover, automation can introduce new points of failure that need to be incorporated into BC
plans. This requires organizations to reevaluate their existing BC frameworks and adapt them
to account for the nuances of automation [7].

Human Capital and Process Changes:

The shift toward automated processes impacts the workforce by redefining roles and requiring
new skill sets. This transition can lead to resistance or challenges in adoption, which may
undermine the effectiveness of automation. Additionally, the processes themselves may need
to be restructured to accommodate automation, which can disrupt established workflows and
require significant change management efforts [27].

Lack of Comprehensive Research and Guidelines:

Despite the growing interest in RPA and IPA, there is a paucity of comprehensive research that
provides clear guidelines on effectively integrating these technologies into business continuity

strategies. Bréas et al. (2023) highlight the gaps in understanding the impact of RPA and IPA



on BC and the need for further research to guide organizations in managing these challenges
[8].
Addressing these problems requires a holistic approach that includes thorough planning,
stakeholder engagement, and continuous monitoring. This research seeks to address the gaps
in understanding and provide actionable insights for effectively integrating RPA and IPA into
business continuity planning.
The motivation for this thesis stems from the urgent need to understand and address the
complexities that arise when integrating automation technologies such as RPA and IPA into
BC frameworks [28, 29]. The rapid advancement of digital transformation and the adoption of
automation technologies have left many organizations without clear guidance on how to align
these technologies with their BC strategies effectively [30, 31, 32].
To effectively understand the complexities involved in integrating RPA and IPA into BC
strategies, several critical areas warrant detailed exploration. These include the disruptions
automation may introduce, the governance frameworks necessary for efficient management,
the challenges surrounding security and compliance, the imperative to integrate automation
into current BC plans, the implications for human capital and process changes, and the dearth
of comprehensive research and guidelines in this domain [7]. The following topics will provide
an overview examination of each of these areas:
e Increasing Adoption of Automation Technologies
Organizations are increasingly adopting RPA and IPA to streamline their operations and
drive efficiencies [33]. These technologies promise to revolutionize business processes, but
their widespread adoption introduces new challenges that organizations are not fully
prepared to manage. The complexities of integrating automation into BC strategies
necessitate a comprehensive framework that can guide organizations through this process
[34].
e Heightened Risk Environment
The global business environment is becoming increasingly volatile, with disruptions
ranging from pandemics to cyber-attacks. In such a landscape, maintaining business
continuity is paramount. Automation technologies can help address some of these
challenges by improving operational resilience, but only if they are correctly integrated into
BC plans. Understanding how RPA and IPA affect organizational risk profiles is essential
for ensuring that these technologies enhance rather than compromise BC [17, 35, 36, 37].
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e Gaps in Research and Industry Guidance
Despite the growing interest in RPA and IPA, there is a lack of comprehensive research
that provides clear guidance on effectively integrating these technologies into BC
strategies. Most existing literature focuses on the operational benefits of automation
without delving into its implications for business continuity. Bras et al. (2023) highlight
the need for more targeted research that examines the intersection of automation and BC to
provide actionable insights [8].
e Evolving Compliance and Regulatory Requirements
As organizations adopt more sophisticated automation technologies, they must navigate an
evolving landscape of compliance and regulatory requirements. These requirements vary
by industry and region and often lack clear guidance on how to apply automation
technologies while remaining compliant [38, 39, 40]. This lack of clarity creates uncertainty
and necessitates a framework that organizations can use to navigate compliance issues
related to RPA and IPA in the context of BC [7].
e Changing Workforce Dynamics
Automation is reshaping workforce dynamics, redefining roles, and requiring new skill
sets. This shift necessitates change management efforts to help employees adapt to new
roles while ensuring that automated processes are effectively managed. There is a need for
research that examines how to best align human capital strategies with automation and BC
requirements, ensuring that organizations can leverage the full potential of their workforce
in this new landscape [27, 41].
e Strategic Imperative for Business Leaders
For business leaders, the ability to maintain continuity in operations while embracing
digital transformation is a strategic imperative. Integrating RPA and IPA into BC
frameworks is no longer optional but necessary for staying competitive. Business leaders
need practical guidance on how to incorporate automation technologies into their continuity
plans, ensuring that these technologies deliver value without compromising resilience [1,
42, 43, 44, 45, 46].
In summary, this thesis is motivated by the critical need to provide organizations with a
framework for effectively integrating RPA and IPA into BC strategies. By addressing research
gaps, offering practical guidance, and highlighting the strategic importance of automation in
business continuity, this work aims to help organizations navigate the complexities of digital

transformation in an increasingly uncertain world.



The rapid adoption of RPA and IPA in business operations presents new challenges for
ensuring BC. Organizations face difficulties in integrating these automation technologies into
their BC frameworks due to a lack of clear guidelines, governance issues, evolving risks,
workforce adaptation challenges, and audit complexities. This gap necessitates a
comprehensive understanding of the interplay between RPA/IPA and BC to develop effective
strategies that ensure resilience, manage risks, and support robust audit and governance
practices.

Thus, Figure 1.1 encapsulates this thesis's core challenge and guiding question: How can RPA
and IPA be effectively integrated into business continuity management? This inquiry seeks to
develop frameworks and best practices to address the critical areas of governance, risk
management, auditing, and workforce adaptation, all at the same time, ensuring compliance

and operational resilience are maintained.

—— — — — — — — — — — — — — — — — — — — — —— — — — — — — — —

| |
I |
| . . |
| Intelligent . . Business |
| Process (@ =====: INntegration isssss Continuity |
| Automation Management |
| Develop |
| |
|

|

|

I _______________________________-I

: To Address :
I p————————————————————————— — — — — —_— I
| / N\ |
| : Audit Governance : |
| Complexities Evolving Risks |
| | d Issues | |
! and Impacts | |

I
| N / |
I

Figure 1.1 - Research Problem Overview: Integration of IPA into BCM.

During this thesis, an MLR was conducted to comprehensively address the research question
and meet the research objectives. The research aims to understand how RPA and IPA intersect
with business continuity, identifying key areas of alignment and addressing gaps in the current
understanding.

In the evolving landscape of business continuity, the interplay between People, Processes, and
Technology (PPT), Governance, Risk, and Compliance (GRC), RPA, and IPA with the IEEE
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2755:2020 standard [47], and Business Continuity guided by I1ISO 22301:2019 [48], form the
core pillars of this thesis, expressed in Figure 1.2. Effective automation implementation relies
heavily on the harmonization of PPT, where people drive change, processes are redesigned to
align with business continuity strategies, and technology provides the necessary tools for
optimization. GRC frameworks ensure that automation initiatives align with organizational
objectives while managing the risks and compliance challenges that arise. The IEEE 2755:2020
standard offers a structured approach to deploying intelligent process automation, emphasizing
governance and risk management to maintain operational resilience. The ISO 22301:2019
standard complements this by outlining robust business continuity frameworks that help
organizations prepare for, respond to, and recover from disruptions. Together, these four
domains create a comprehensive framework for integrating automation into business continuity
strategies, enabling organizations to harness the transformative power of RPA and IPA while

maintaining operational resilience.
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Figure 1.2 - Research context for IPA and BC.

During this process, the investigation produced four research articles that further explored
specific topics in this field.

The research conducted within this thesis offers a multifaceted exploration of how automation
technologies, specifically RPA and IPA, intersect with BC [7]. The studies collectively
highlight the significance of aligning automation practices with established BC frameworks to

enhance organizational resilience. By mapping the relationship between standards, and



between topics, the research provides a framework for organizations to integrate intelligent
process automation in a way that aligns with BC management objectives.

Additionally, this study emphasizes the role of auditing in maintaining business continuity,
especially in sectors such as finance, where the adoption of automation technologies can
redefine traditional practices. It also analyses the risks that automation introduces into business
processes and offers insights for mitigating potential disruptions. Finally, the research
examines the governance and human capital dynamics of RPA integration, emphasizing the
need for organizations to effectively balance technology with human resources. Together, these
insights offer a comprehensive understanding of the challenges and opportunities that arise

from the integration of automation technologies with business continuity.
1.3. Background

As previously introduced, the work developed within the scope of this thesis focuses on four
research areas: PPT, GRC, IPA, and BC. Hence, this section offers an overview of these
concepts, highlighting the interconnected theories that have shaped and influenced their
development [6, 49, 50]. Its purpose is to establish a theoretical foundation, enabling the
subsequent chapters to present their discussions and analyses with greater clarity and precision.
The integration of automation technologies like RPA and IPA within organizations hinges on
a delicate balance between three fundamental components: people, processes, and technology.
Each of these components plays a crucial role in ensuring that the adoption of automation

technologies is not only successful but also sustainable in the long term.
People, Processes, and Technology (PPT)

The integration of automation technologies like RPA and IPA in organizations hinges
significantly on the interplay between people, processes, and technology. People are at the core
of any successful implementation, driving the change required for automation adoption while
adapting to new workflows. The process component focuses on the redesign of existing
workflows to accommodate automation, which involves mapping out tasks suitable for
automation and establishing new processes that align with business continuity strategies.
Technology, the enabler of this transformation, provides the necessary tools to optimize and
enhance these processes. The study by Bras et al. (2023) highlights the need for harmonizing
these three elements to fully leverage the potential of automation, emphasizing that technology
alone cannot drive change without the proper alignment of people and processes [8].
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People

People form the bedrock of any successful automation initiative. They are not only the end-
users of these technologies but also the drivers of change within the organization. For RPA and
IPA adoption to be successful, there must be a cultural shift that embraces automation as a
means to enhance efficiency and productivity. This involves training employees to work
alongside automated systems, helping them to understand how automation will impact their
roles, and guiding them through the transition. Effective change management is essential to
address resistance and ensure that employees are equipped with the skills necessary to leverage
automation tools fully [27, 41].

Processes:

The process component involves re-engineering existing workflows to accommodate
automation, which is not a trivial task [51, 52, 53]. Organizations must carefully assess which
tasks are suitable for automation and how to integrate automated workflows into existing
processes [54]. This requires a deep understanding of the organization's operational structure
and business continuity strategies. Mapping out processes to identify automation opportunities
ensures that RPA and IPA are implemented in areas where they can deliver the most value
without disrupting critical workflows. Moreover, the implementation of automated processes
should align with the broader goals of business continuity, ensuring that the organization can
maintain operations even during disruptions [7].

Technology

Technology is the enabler that drives the transformation in automation. It provides the tools
and platforms that organizations use to automate processes, whether through simple task
automation with RPA or more complex workflows with IPA. The selection of technology
should align with the organization's needs and be scalable to accommodate future growth.
However, technology alone is not sufficient to drive change. Without a proper alignment of
people and processes, even the most advanced technology can fail to deliver its intended
benefits [5].

Bras et al. (2023) emphasize that the full potential of automation can only be realized through
the harmonization of these three elements. Technology should be leveraged to optimize
processes, but this requires the right people to manage and adapt to the change. It is this
alignment of people, processes, and technology that allows organizations to navigate the

complexities of automation and derive sustainable value from their RPA and IPA investments

[8].



Governance, Risk, and Compliance (GRC)

Governance, Risk, and Compliance form a critical framework for managing RPA and IPA
within the context of business continuity. Governance ensures that automation initiatives align
with the organization's overall objectives and that clear policies guide implementation. Risk
management identifies and mitigates potential disruptions that automation could introduce into
critical business processes. Compliance ensures that these initiatives adhere to industry
standards, regulations, and internal policies. The integration of automation technologies into
BC requires robust governance structures to manage the risks and compliance challenges
effectively. By providing a framework for assessing and mitigating risks, organizations can
ensure their automation initiatives do not compromise their ability to recover from disruptions.
GRC forms a foundational framework for effectively managing RPA and IPA within the
context of business continuity. Governance plays a pivotal role by setting the strategic direction
for automation initiatives, ensuring they are in alignment with the organization's broader goals
and objectives. This requires the establishment of clear policies and procedures that provide a
structured approach to implementing automation across various business processes. Strong
governance also includes the formation of steering committees and cross-functional teams that
provide oversight, ensuring that RPA and IPA initiatives remain aligned with BC objectives
and adapt to changes in the business environment [32].

Risk management focuses on identifying, assessing, and mitigating the potential disruptions
that automation could introduce into business processes. This involves conducting thorough
risk assessments to identify vulnerabilities in automated workflows and developing strategies
to mitigate those risks. For instance, organizations must consider how automation impacts
cybersecurity, data integrity, and system availability. Effective risk management ensures that
automated systems have built-in redundancies and safeguards to maintain business continuity
even in the event of an automation failure [21, 55].

Compliance, the third pillar, is crucial in ensuring that automation initiatives adhere to both
external regulations and internal policies. This includes adhering to industry standards, such as
those set by ISO and IEEE, as well as regional regulatory requirements. Compliance also
extends to internal governance policies that define how automated systems should be used and
monitored. With the rapid evolution of regulatory landscapes, particularly in data privacy and
cybersecurity, compliance teams must remain agile and ensure that automation initiatives are
always in line with current regulations.

The integration of automation technologies into BC frameworks necessitates robust GRC

structures to effectively manage the associated risks and compliance challenges. Organizations
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that adopt a comprehensive GRC approach can more accurately assess the potential impacts of
automation on their BC strategies, ensuring that they do not compromise their ability to respond
to disruptions. By establishing a framework that combines governance oversight, risk
assessment, and compliance monitoring, organizations can navigate the complexities of

automation in a way that enhances their resilience and operational efficiency [17].
RPA/IPA with IEEE 2755:2020

The IEEE 2755:2020 standard offers a comprehensive framework that is vital for implementing
and managing intelligent process automation systems like RPA and IPA [47]. It establishes
detailed guidelines encompassing system architecture, data management, security,
performance, and more. By following these guidelines, organizations can ensure that their
automation initiatives are not only well-designed but also managed effectively, promoting both
efficiency and compliance in their operations.

System architecture plays a crucial role in ensuring that automated processes integrate
seamlessly into existing IT infrastructure while maintaining the flexibility needed for future
upgrades. By adhering to IEEE 2755:2020 guidelines on architecture, organizations can create
scalable and robust automation systems that align with broader IT strategies and business
continuity needs.

Data management, another critical area addressed by the standard, involves handling vast
amounts of data generated by automated systems. Proper management ensures that data is
collected, stored, and analysed securely and efficiently, supporting automation's decision-
making capabilities without compromising data integrity. Security guidelines in the standard
help protect automated processes from vulnerabilities and threats that could compromise
business continuity [28, 56, 57].

Performance is a key aspect of IEEE 2755:2020, providing metrics and benchmarks that
organizations can use to gauge the effectiveness of their automation systems. These
benchmarks help in continuously improving the automation processes, ensuring that they meet
the desired performance levels and align with business objectives.

Aligning RPA and IPA practices with the IEEE 2755:2020 standard also facilitates seamless
integration into existing business continuity frameworks. This alignment ensures that
automation initiatives bolster operational resilience by supporting critical business functions
even during disruptions. The standard's focus on governance and management methodologies
guides organizations in deploying automation systems in a way that enhances resilience,

ensuring that these systems can adapt to changing business environments and requirements.



In essence, IEEE 2755:2020 serves as a cornerstone for organizations aiming to integrate RPA
and IPA into their operations, offering structured guidance that encompasses all facets of
automation implementation. By adhering to this standard, organizations can fully leverage the
potential of automation while safeguarding against risks and ensuring consistent, reliable

performance in support of business continuity.
Business Continuity with 1SO 22301:2019

ISO 22301:2019 is a globally recognized standard that provides a comprehensive framework
for establishing, implementing, maintaining, and enhancing business continuity management
systems (BCMS) [48]. It is crucial to help organizations ensure they can continue delivering
critical services during and after disruptive incidents, thereby safeguarding their resilience and
sustainability. The standard lays out a systematic approach to developing BCMS that identifies
potential threats, assesses their impacts, and formulates robust response strategies that keep
critical business functions operational [58].

To effectively integrate RPA and IPA into BC frameworks, organizations must align these
automation technologies with the principles of 1ISO 22301:2019 [7]. This requires embedding
automation practices within the broader BCMS, ensuring that automation not only
complements but also enhances business continuity. Key to this alignment is understanding the
specific risks and challenges posed by automation, such as technology failures, cybersecurity
threats, and process disruptions, and incorporating them into BC planning and strategies [59,
60].

The standard emphasizes risk-based thinking, which is essential in evaluating how automation
affects business continuity. By identifying and mitigating automation-related risks,
organizations can ensure that their automated processes do not become single points of failure
in the event of a disruption. The 1ISO 22301:2019 standard also stresses the importance of clear
communication and incident response planning, which must include automated processes to
ensure seamless recovery.

Furthermore, mapping the relationship between I1SO 22301:2019 and the IEEE 2755.2:2020
standard provides a framework that guides organizations in aligning their automation initiatives
with business continuity standards. This mapping offers a holistic view of how intelligent
automation can be leveraged to enhance BC strategies while ensuring that technology
deployments adhere to established principles of resilience [7]. The research demonstrates how
to integrate these standards, enabling organizations to create a cohesive strategy that

incorporates automation into BC plans, thereby ensuring the continuity of critical operations.
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Ultimately, ISO 22301:2019 provides a structured methodology that organizations can use to
align their automation initiatives with BC objectives, reinforcing their resilience efforts [61,
62, 63, 64, 65]. By embedding RPA and IPA into BCMS, organizations can streamline their
response to disruptions, reduce downtime, and maintain the continuity of critical services, all

while leveraging the efficiency and speed of automation.
1.4. Contributions

Given the objective of this thesis, the primary expected contributions lie in the theoretical
exploration of integrating RPA and IPA within the context of BC. This research offers substantial
contributions to both academic discourse and practical applications. Through a thorough analysis
of existing frameworks and industry practices, this research provides valuable insights into the
alignment of automation technologies with BC strategies. By mapping the relationship between
IEEE 2755.2:2020 and 1SO 22301:2019 standards, the thesis establishes a structured approach to
embedding process automation within BC management systems. This approach ensures that
organizations can optimize their automation initiatives while maintaining resilience against
disruptions.

The research specifically targets the banking sector due to its critical role in the financial ecosystem
and its high regulatory demands. This sector is uniquely impacted by automation because of the
stringent compliance requirements and the significant volume of transactions processed, which
demand precision and accountability. Therefore, one of the studies focuses on how automation
technologies, particularly in auditing practices within banks, can uphold and enhance regulatory
compliance and operational integrity. This approach not only addresses the sector-specific
challenges but also provides valuable insights that apply to other areas of the financial industry.
The article on auditing in the banking sector thus serves as a pivotal component of the research,
illustrating practical implementations and the tangible benefits of integrating RPA and IPA into
existing auditing frameworks in a highly regulated environment. The work offers a comprehensive
exploration of how auditing practices can adapt to the challenges presented by automation. It
emphasizes the importance of maintaining rigorous standards to ensure that BC is not compromised
in highly regulated environments. By examining the evolving role of auditors in an automated
landscape, the research contributes to the development of best practices for integrating automation
into existing auditing frameworks [66].

Addressing the risks posed by RPA and IPA, the thesis provides a framework for identifying and
mitigating disruptions in automated processes. The analysis delves into the challenges that
automation introduces to critical business functions, offering practical guidelines for organizations

to assess and manage these risks effectively. By highlighting the potential vulnerabilities of



automation systems, the research advocates for a proactive approach to risk management that
supports uninterrupted business operations.

Additionally, the thesis explores the governance and human capital dynamics of RPA and IPA
integration. It emphasizes the need for a balanced approach that considers the interplay between
technology and human resources. The research presents strategies for ensuring successful RPA
adoption while maintaining BC, addressing the complexities of change management, workforce
adaptation, and governance. This holistic perspective on automation integration offers actionable
insights for organizations seeking to maximize the benefits of automation while ensuring that
governance and workforce challenges are effectively managed.

In summary, the thesis provides a comprehensive framework for understanding and addressing the
challenges and opportunities that arise from integrating automation technologies into business
continuity strategies. Its findings significantly contribute to the fields of BC, auditing, risk
management, and governance, offering actionable insights for practitioners and advancing

academic discourse in these areas.
1.5. List of publications

In the development of this thesis, rigorous original research was conducted, holding distinctive
merit and demonstrating its capacity for independent publication. The primary objective was to
ensure that our research subjects made a significant impact on the field, underwent rigorous peer
review, and attained scientific recognition by being published in reputable journals. This objective
was realized through a meticulous approach to the research problem that permeated the entire thesis
development process.

It is imperative to highlight that the thesis team assumed comprehensive responsibility for all
published papers. The PhD candidate, as the primary author, played a pivotal role in leading the
research, while the co-authors provided indispensable support through consistent mentoring and
critical supervisory contributions. The accepted articles and submitted articles, along with details
about the journals where they were published, are presented below in Figure 1.3. It was employed
the SCImago Journal Rank (SJR) to populate the data depicted in Figure 1.3. The SJR indicator is
utilized to measure the scientific influence of academic journals. It considers not only the number
of citations a journal receives but also the prestige of the journals from which these citations
originate. This dual consideration is critical for accurately gauging a journal's influence and

prestige.

If scientific impact is related to the number of endorsements a journal receives in the form of
citations, then prestige can be understood as a combination of both the number of endorsements

and the prestige or importance of the journals issuing these citations. The SJR indicator assigns
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different values to citations based on the importance of the journals they come from. Thus, citations
from highly prestigious journals are more valuable and, consequently, confer more prestige on the
journals that receive them. The calculation of the SJR indicator is similar to the Eigenfactor score.
However, SJR is based on the Scopus database, while the Eigenfactor score relies on the Web of
Science database. The image highlights various research areas, such as Business Continuity and
Intelligent Process Automation, and showcases journals with their corresponding SJR values,
which reflect their scientific impact and prestige within their respective fields.

This nuanced approach to evaluating journal influence underscores the importance of considering
both citation counts and the prestige of citing journals, providing a more comprehensive measure

of a journal's scientific impact. The recommended citations for these articles are as follows:

Published Articles:

1. J. Bras, R. Pereira, and S. Moro, ‘‘Intelligent process automation and business
continuity: Areas for future research,’’ Information, vol. 14, no. 2, p. 122, Feb. 2023,
doi: 10.3390/inf014020122.

Impact Score: 3.1

2. J. Cascais Bras, R. F. Pereira, S. Moro, I. S. Bianchi and R. Ribeiro, "Understanding
How Intelligent Process Automation Impacts Business Continuity: Mapping
IEEE/2755:2020 and 1SO/22301:2019," in IEEE Access, vol. 11, pp. 134239-
134258, 2023, doi: 10.1109/ACCESS.2023.3337159.

Impact Score: 3.9

3. José Cascais Bras, Ruben Filipe Pereira, Micaela Fonseca, Rui Ribeiro, Isaias
Scalabrin Bianchi, “Advances in Auditing and Business Continuity: A Study in
Financial Companies”, in Journal of Open Innovation: Technology, Market, and
Complexity, 2024, 100304, ISSN 2199-8531,
https://doi.org/10.1016/j.joitmc.2024.100304.

Impact Score: 4.3

Submitted Articles:

4. Title: "Risk Impacts Related to Robotic Process Automation: A Business Continuity
Perspective."

Authors: José Cascais Bras, Ruben Pereira, Isaias Scalabrin Bianchi, Pedro Brites, Rui
Ribeiro.

Journal: Schmalenbach Journal of Business Research
Submission Date: 04/29/2023
Impact Score: 11.3

5. Title: "Balancing Business, IT, and Human Capital: RPA Integration and Governance
Dynamics."
Authors: José Cascais Bras, Ruben Pereira, Marcela Mello, Sérgio Moro, lIsaias
Scalabrin Bianchi.
Journal: SAGE Open
Submission Date: 03/05/2023
Impact Score: 2.0



1.6. Thesis research design

Figure 1.4 illustrates the result of the first article, the centrepiece of the figure, which was a result
of the initial research that ended up shaping the fundamental structure of the thesis, portraying the
interconnected nature of the articles that make up the body of the research. The first article sets the
stage by establishing the motivation and fundamental areas for research that underpin the thesis.
The subsequent articles build on this foundation, linking key aspects of Intelligent Process
Automation with governance, risk management, and compliance. Each article addresses distinct
yet overlapping areas within the thematic clusters of technology, business continuity, and
compliance, contributing to a comprehensive understanding of the impact of automation in
organizational settings. This visual representation emphasizes the progression and integration of
topics that collectively enhance the robustness of business continuity strategies through the
application of governance and risk management frameworks. The articles are structured to
progressively build upon each other, elaborating on the nuances of automation within the
framework of established business continuity and governance structures. For example, one article
might explore the technical implementations of automation, while another examines the
implications of these technologies on compliance and risk management. This layered approach
allows the thesis to cover the subject matter comprehensively, addressing both the micro-level

details and their macro-level implications on business strategies.

Moreover, the visual representation in the diagram highlights the methodical progression and
integration of these topics, illustrating how they collectively contribute to strengthening business
continuity strategies. By mapping out the connections between the articles and the core themes they
explore, the diagram emphasizes the strategic alignment of governance and risk management
frameworks with technological advancements in automation. This not only reinforces the thesis's
argument about the benefits of Intelligent Process Automation but also underscores the importance

of a well-coordinated approach in managing the complexities introduced by these technologies.

The research approach adopted in this thesis is both systematic and iterative, ensuring each article
not only stands on its own merit but also seamlessly connects with the others to form a
comprehensive narrative. The methodical planning and execution of this research demonstrate a
thorough academic approach that provides valuable insights into integrating cutting-edge
technologies within traditional business frameworks. This study aims to enhance operational

efficiency and resilience, addressing the challenges posed by digital transformation.
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1.7. Thesis organization

This thesis adopts an article-based format, allowing for focused contributions to scientific literature
while aligning with the overarching goals of the research. The arrangement supports the efficient
dissemination of high-quality material for reputable journals, as detailed in Section 1.4 and

subsequent chapters.
Chapter 1: Introduction

The introductory chapter outlines the research theme and proposal, providing essential concepts
that support subsequent chapters. It also lists the publications included in this thesis and offers a

structural overview of the work.
Chapters 2 to 4: Published Articles

Each of these chapters is devoted to a published article that comprises part of this thesis. Per journal
standards, each article is formatted as an independent document, complete with its sections,
abstracts, references, and pagination. Despite this independence, each article directly contributes
to the overarching objectives of the thesis. The chapters are organized chronologically by

publication date, as illustrated in Figure 1.3.
Chapters 5 to 6: Submitted Articles

Chapters 5 through 6 are dedicated to articles that have been submitted for peer review and are
integral to this thesis. Each article is presented as a distinct entity, adhering to the standard format
required by academic journals, which includes individual sections, abstracts, references, and
pagination. Although each article stands on its own, it significantly supports the cumulative goals
of this thesis. The arrangement of these chapters follows the chronological order of their

submission, as depicted in Figure 1.3.
Chapter 7: Conclusion

The concluding chapter synthesizes the main research findings, summarizing the key insights
gained from the published articles. It provides a comprehensive thesis summary, drawing
overarching conclusions and offering final remarks, limitations, and suggestions for future

research.
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Chapter 2
Article nr. #1 — “Intelligent Process Automation and Business

Continuity: Areas for Future Research”

This article forms the basis and motivation for this thesis. The research presented in this article
served as a crucial foundation, having been developed and expanded during the thesis process,
thereby fitting within its scope. The study aimed to identify the areas most critical for future
research by exploring the intersection of RPA and IPA with BC. It conducted a thorough review of
current literature and industry reports, revealing gaps in understanding the relationship between
these technologies and BC.

The article served as a foundational piece for this thesis, identifying key areas for further research
which the thesis subsequently explored. It stressed the significance of integrating IPA with
recognized standards like IEEE 2755.2:2020 and ISO 22301:2019, a theme detailed in the thesis
through an analysis of how IPA impacts business continuity. It also highlighted the influence of
automation on risk management, explored in depth with a focus on the specific risks associated
with RPA in the thesis. Moreover, the article called attention to the need for investigations into
governance and human capital dynamics within automation, which the thesis addressed, analysing
how these factors are integrated within RPA strategies. Overall, the article laid the groundwork for
examining the broader implications of automation technologies in governance, risk management,

and compliance, ensuring alignment with business continuity frameworks.

Article details:
« Title: Intelligent Process Automation and Business Continuity: Areas for Future Research.
 Date: 09/02/2023.
« Journal: Information (Switzerland).
« Scimago Journal Rank: Quartile 2 — Information Systems.
» Publisher: MDPI.
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Abstract: Fobotic process automation and intelligent process automation have gained a foothold in
the automation of business processes, using blocks of softwane (bots). These agents interact with
eystems through interfaces, mplacing human intervention with the aim of improving efficiency,
mreducing costs and mitigating risks by ensuring and enforcing compliance measures. However, then
are aspects of the incorporation of this new reality within the business continuity lifecycle that ane
still unclear, and which need to be evaluated This study provides a multivocal literature review of
robotic process automation and intelligent process autormation cormelated with business continuiby,
to identify the level of awamreness of these two emerging forms of automation within the business
continuity management lifecycle. Based on the reviewed literatume, the study develops a discussion of
the main ressarch areas for investigation, identifying what is attracting the attention of practiioners
and researchers and which amas they highlight as promising for futume esearch. Numerous sources
fromm relewvant backgrounds reveal an interest in these interrelated topics but there as yet is little or no
information available on the direct cormection bebween them.

Keywords business continuity; governance; risk; compliance; robotic process automation; ingelligent
process automation; business process managemeni

1. Introduction

Companies have been on a mission to digitize operations for years, but recent global
events, notably the COVID-19 pandemic, have accelerated the process of digital transfor-
mation (DT) [1,2] to help organizations grow and cope with instability and disruphions
to businesses, Trends such as hy perautomation [2] and hy perconnectivity [4,5] leverage
an ever-growing hy perconnected society [6,7] and companes are adopting automated
solutions to execute and modernize their business processes (BF) [8] and help ensure
business continuity (BC). With automation becoming a new norm for onganizations to sup-
port their growth and cost optimization strategies, mom and more emerging technologies
(ET) associated with automation are being adopted, such as robotic process automation
(RPA}/inkelligent process automation (IPA) [9], intelligent automation (IA) [10], artificial
mtelligence (Al), and Al-based decision-making tools [11], among others.

RPA /IPA have gained momentum [12], offering solutions to achieve efficency gains [13]
or mitigate organizational problems [14,15]. Figure 1 illustrates the growing interest in the
topic, expressed in ferms of search results for the keywords from 2010 to 2022 using the
Google search engine, thus showing the attention that they have received since 2010,

However, the advent of automation, which potentiates efficiency gains and also
msolves problems that result from a lack of human msources, can also create new challenges
in erms of dealing with new risks that ame still not fully understood [16,17]. Thenfore,
its impacts on BC must be properly evaluated and require further investigation [15,18,19]).
Chur mesearch aims to answer the following question: What are the most important aneas to
investigate in the futume with regard to BC and RPA /IPA?

Information 2023, 14, 122 https // doi org,/ 103390 /infol 4020122
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Figure 1. Google trends for BC, RPA, TPA and 1A, 2010-2022 (adapted from [20-Z3]).

The poesible need to adopt new procedumnes for the introduction of new technologies
in such a rapid and sometimes disruptive way needs to be properly evaluated in order to
adapt and prepare BC for the incorporation of ET such as IPA and EPA. This imvolves under
standing how to promote and develop mone flexible recovery strategies appropriate for the
new realibies, as business processes are now in an almost constant state of change [24,25].
Themefore, it is important to provide companies with insights into how BC professionals can
handk business disruptions affecting BI” that rely solely on RPA and how to take advantage
of this technology to make BC more predictive and less responsive, avoiding disasters by
using Al-powered software that can perform these BC-related tasks [26].

This research aims to determine the most important areas to investigate in the future
with regard to BC and RPA/IPA. Drawn upon a large body of knowledge, we provide an
understanding of the impact on BC resulting from their introduction in organizations, as
these two anvas together (RPA/IPA and BC) open up a multitude of unknowns that need to
be investigated [27-32].

2. Background
2.1, Business Contimity Managen ent

In comparison to the majority of other business management disciplines, business
comtinuity management (BCM) [33,34] is relatively new, as it first appeared in the 19%60s
as information technology (IT) “disasker mcovery” to safeguard company investments in
technology; it then gradually evolved, grounded in emerging kegislation and standards
until 2001 [35]. Figure 2 illustrates the evolution and the major milestones in this process.

Emerging legislation phase Emerging The post-9/11 phase Internationalization phase

standards phase
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Figure 2. BCM evolution phases (adapted from [27,34]).
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Business contimuity has become more relevant over ime due to disruptive events that
have been affecting our lives and businesses: 9/11 in the USA [37], the Islamic state (ISIS)
terronst attacks throughout the world [38], climate changes that affect the planet [39,40],
and the recent COVIDM19 pandemic [41], which have all shaped the path of BCM (Figure 2).
Due to the increasing risk, secunty, resibence and business contimuty [34,42,43] ame topics
under the radar of corporate consulting services [18,44-48] and industry regulators [33,49].
However, as a mesult of a larger and constantly hypercompetitive business landscape [2,50],
the forces of nature and all other threats present challenges that make it quite difficult
for organizations to find objective and consistently e ffective ways to become resilient and
pursue BCR. The level of resilience of an organization or 1t state of preparedness i terms
of facing disasters 18 crucial to business continuity and IT disaster recovery, as this can
mezan the difference between sucoess or failume of a company.

A business comtinuity plan (BCF) and disaster ecovery plan (DEFP) are not defined
in the same way but have similar purposes: both aim to keep an organization operational
without disruptions. The BCP 5 more dedicated to planning the meoovery of processes and
business funchions [19], covering emergency response, business operations continuity, IT
disaster recovery and crisis management. The IT DEP 15 a subset of business conbinuity, as
it is the wechnical component of the BCP that addmesses the recovery of cone svstems and
their data, and enables information and communication technologies (1CT) to continue to
operate and support the business,

Business continuity mainly establishes the strategies, procedumnes and critical actions
mquired to successfully espond to a cnsis situation [34]. In addibion, it evaluates how well
an organization can mespond to unexpectked disasters, disruptions or sudden changes to its
business environment [25,29]. As cnses may result from a natural disaster, a catastrophe
or just a simple accident that can interrupt services, resulting in the partial or total loss of
business [28], a BCP must addmess all possible situations in order to mitigate or assume
undertaken risks.

The British Standards Institution (BCT) defines business continuity as the “capability
of the organization to continue the delivery of products or services at acceptable predefined
levels following a disruptive event” [29]. It also defines BCM as a “holistic managemsint
process that identifies potential threats to an organation and the impacts to business oper-
atioms those thmeats, if realized, might cause, and which provides a framework for bulding
organizational resilience with the capability for an effective msponse that safeguards the
interests of its key stakeholders, reputation, brand and value-creating activities™ [34]. Fur-
thermone, IS0 22301 [51] specifies that the purpose of a BCP is to provide a documented
framework and processes to enable an organization to synthesize all of its business pro-
esses within its ecovery iime objective after a disruptive inadent [36].

It is fundamental to define the entine critical process and all the elements needed to
perform these tasks in order to ensum busimess continuity and organrational resilienoe [30].
Omne of the main challenges involves proactively elaborating, developing and implementing
BCF and DRP and establishing the required knowledge of all the key mesources, key
activities and key elements [52]. For example, after a disruptive event, an organization
needs to establish redesign and re-engineering processes in order to adapt their business
to new mealities. It is important to note that in a crisis, an organization should have ways,
mezans and tools that enable its operations to continue immediately [34].

To sum up, BCM 15 an essential tool that aims to ensure that the company s preparad
for immediate meoovery of its critical activities and their support systems and applications
in the event of a disruption.

2.2, Robotic Process Automation and Inte ligent Process Automation

These two terms appear to mean the same thing. However, while RPA focuses on
automating epehitive tasks and processes based solely on rules, intelligent automation
by its very nature incorporates a vast array of ET, such as Al, machine learning (ML),



Infrmation 2023, 14, 122

4 of 33

natural language processing (WLP), structured data interaction, and intelligent document
processing [53].

Az a mlatively recent technology, RPA is preconfigumed softwame that is used to au-
tomate a combination of processes, tasks, activibies or services, with graphical user inter-
taces that ame chomeographed to interact with almost any type of system as a human user
would [53,54]. Both scientific research and the media highlight the potential of RPA for
increasing the efficiency of processes [55-58]. Since the development of RPA solutions
medquires low kevels of programming experience, with low implementation costs and a very
tast returm on investments, these solutions are suitable for an extensive wide range of
processes and result in very high effickency gains. Hence, the technology has attracted
interest in the business world, with several examples of sucoessful implementation [59].

The initial approach to this technology (intelligent process automation) involved
meplacing the routing or strictly fransactional processes—pmeviously performed by humans
and now replaced by RPAs—with solutions capable of performing more complex tasks.
Az this technology evolved, capabilities related to ML and cognitive compubing were
added with increasingly sophisticated ruke mechanisms, as a result of which it started to
be able to perform more complex tasks, including evaluation, reasoning, decision-making
and compliance with probabilistic and for deterministic process requirements in dynamic
contexts. Intelligent process automation is thus the evolution of simpler repetitive tasks, in
which new capabilities are added with mone sophisticated and complex procedures [53,60].

2.3, Interlinking Intefligent Process Automation with Business Comtin ity

In order to fully benefit from automation and addmess risks, faillures or potential threats,
organizations need to take a holistic approach to managing change, including alignmint
between business and IT, BC, and new controls designed to tackle thw specific risks emerging,
from BPA STPA. Pigure J summarizes the key activibies :i.nvﬂlving both domains, expressed
in actions that illustrate key infer-domain touchpoints for [PA/RPA and BC. It shows
the relationship between the bwo sets of requirements, one for implementation practice
and management methodology for intelligent sofbwane-based process automation found
in IEEE 2755.2-2020, and the other, 150 22301-2019, pertaining to how the business can
implement, maintain and improve a managemant system to protect from and reduce the
likelihood of incidents, and prepare, respond to, and recover from outages when they
arige. As this is ongoing nesearch, it is important to find out what should be addressed in
order to understand the impacts of the relabionship between intelligent process automation
and business continuity. Both must be analyzed so that users can develop intelligent
softwamne-based process automation or adopt BC procedunes that meet the needs of both
framew orks.
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Figure 3. Inter-domain touchpoints for IPA /REPA and BC
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COVID-19 proved that the early adopters who invested in EPA already experenced
key returns in 2020, due to the fundamental capabilities that RPA provided for organiza-
tions, since RIPA can decmease the amount of work for humans, help manage the organization
and engure thi continuity of the business [15,61,62]. Although this transformation gained
strength through the gains obtained, it created a momne complex ecosystem in which a great
numbser of BPs have been updated to incorporate ET associabed with RFA, requiring that
all nsks and benefits need to be re-evaluated to be controlled in terms of BC [63].

Despite academic interest, the topic has received more attention from industry, with
several wports being published by various business and senior consulting companies
such as Deloitte [61,64], Emst & Young [65-67], KPMG [68-70] and PwC [6371,72]. An
assessment of the adequacy of BC processes and capabilities / practices to mitigate and
support the risks raised by RPA activities is therefore required.

Given the increasing adoption of BEPA, the predominant interest of professionals and
the lack of systematization and understanding of the main areas of wesearch in RPPA and BC,
a multivecal literature review (MLE) was conducted to identify the main areas for further
investigation.

3. Research Methodology
3.1 Methods

The review protocol specifies the research question being addressed and the methods
that are used to perform the review. In order to find the maximum number of studies
mlated to the mesearch question, a search strategy was used to detect as much of the relevant
literature as possible using multiple keywords and datasets.

The mesearch was carried out by uging search strings to search for information on
the main topic, “business continuity”, associating it with other interrelated keywords (in-
telligent automation, intelligent process automation, automation, and RPA). With regand
to academic data sources, the publications domain was identified by searching several
electronic bibliographic databases, listed below, to build the datasets. The papers were col-
lected on the basis of their title, keywords, abstract, submission for review and publication
in academic journals. Google Search (www.google.com (accessed 22 August 2021)) was
chosen to search for grey liberature.

3.1.1. Data Source and Searches

The FRISMA (prefermed meporting items for systematic reviews and meta-analyses)
guidelines were followed in the conduct and reporting of this systematic review.

The artickes wem collected betweoen March and August 2022: and mestrichons wene
applied mganding language (only English) and dates betwisen 2017 and 2022 The following
kevwords were apphied to the search: “business continuity™ AND (“robotic process automa-
tion™ OR “intelligent automation”™ OR “EFA"™ OR “IPA" OR “automation™ OR “intelligent
process automation”). Bibliographies from relevant publications were checked to identify
melev ant articles.

We searched the following databases for eligible studies:

IEEE Xplore Digital Library (https:/ fieeexplone eee org/Xplore fhome jp (accessed
on 14 June 2021));

ACM (https/ / dLacm.org (accessed on 1 July 2021)).

SpringerLink (https:/ /link springer.com (acorssed on 5 September 20217)

Scopus (https:/ S www.scopus.com / home.uri (acoessed on 11 November 2021))

Web of Scence (hitps:/ /S wwwowebofsoenoe. com fwos/ wosce/ basic-search {acoessed
on 2 December 2021))

EBSCO (http: / / search.ebscohost.com (acoessed on 27 December 2021))

7. GoogleSearch (https: /S www. google.com/ (accessed on 22 August 2021))

We considered Google Search a limitation in terms of the meplicability of the searches
performed at a given time but, according to some authors [73], website search methods
may differ and it is mome important to have a congidered rabionale for the process, taking
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the gpoals and objectives of each review into account, rather than speafying a single method.
The planning and execution of the research, as well as the screening of results and the
structune of its management, must be properly organized for this type of approach [73].
They recommend performing a grey literatune search using at least one traditional search
engine {e.g., Google, Yahoo or Bing) with the first 12 pages (instead of the first 5 pages)
and an accurate search of academic databases that are more closely aligned with the topic
under analysis, in order to ensure that all the relevant literature is considered and that the
conclugions are momr comprehensive [74,75].

3.1.2. Eligibility Criteria

For the qualitative analysis, we included articles related bo main keywords (process
automation or business continuity), present in the tithe, abstract, key contents or subject
mlevance. They were found in journals, conference papers, blogs or grey hiteratume (limited
to the first 12 pages of Google Search).

313 Study Selection

In the initial search stage (first filtration, shown in Figure 4), the Altering criteria—
inclusion and exclusion criteria filters (all fields; all documents and full text, abstract,
reviewed publications in journals, academic journals and grey literature}—wen used
together with the search string, This step is illustrated in Table 1, as part of the full MLR
protocol to find the final sample for the elaboration of the articke, which produces a list of
the articles found, together with the filkers used. All publications that met the inclusion
criteria wene sélected and analyased.

kdentification of studies via databases

Records identified through
database searching [n = 18383):
SpringerLink (m = 1303)
Scopus(n = 362)
EBSCO fn = 184}

ACM {n = BB)
IEEE(n =27) | Additichal reconds idantilied

WoS(n=13) thwough other sources (n = 272)

Identification

Records afwer duplicates remaved n = 415)

|

Records sereened (n = 415) — Re<cordsexciuded (n = 35)
w
Full-taxt arlic|es assesead Fudl-sent arficles excluded, with reasons:
far aligiblity (n = 380) || ldmas, concepts, thoughts {n = 10)
Database {n = 178) Duplicated publication and data range (<2017 )i{n = B}
Grey itaraturs (n = 202) The terabure that = not relsvant bo Be rasearch [n = 50)

L3

Studies included in rewiew (n = 312)
Diatabase(n = 154)
Grey literature {n = 158)

Included

Figure 4. PRISMA Flowchart (adapted from [T&]).
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Table 2.1 - Inclusion and exclusion criteria used.

Inclusion Criteria Exclusion Criteria
Falated to main keywords Mot related to EPA, IA or IPA or business continuiby
Process automation or business continuity Paper not in English
Title, abstract, key contents or subject elavanoe Documents with publication date earlier than 2017
Joumals, conference papers, blogs or gey literaturs Wendor tool advertisements
Documents in English Papers by unidentified authors
Limit results to first 12 pages of Google Search Mo publication date

In the case of the Google search engine, we consider it to be a valid source of grey liter-
ature, governmental and institutional reports. Although Google Search has its limatations
and should not be used as the only source for systematic meviews, 1 was used here as it can
b guitable for the purposes of qualitative systematic review s, For the inital results, only
the first twelve pages of the esults were counted, which were then used for review and
selection [75].

The study has the follow ing mesearch question: What ame the most important areas to
investigate in the future regarding BC and RPA/IPA?

The overview of the eview process can be found in Figure 4, which provides a visual
wepresentation of the study selection process that was applied. This diagram represents the
different selection steps used in the systematization of the selection process,

An inclusion and exclusion criteria was adopted in order to identify the elevant
literatume for this study. The screening criteria for including or excluding articles for this
mesearch are summarized and illustrated in Table 1

In order to ensure, whenever possible, the inclusion of all relevant sources, backwand
and forward snowballing was applied to the set of articles already in the set, as ecom-
mended by the systematic review guidelines [77]. Snowballing, in this context, refers
to using an article’s reference list (backward snowballing) or artick atations to identify
additional artickes (forward snowballing) [77].

A softwane package (Mendeley) was used to facilitate the task of searching and collect-
ing the literatume. This ensures that unique results are obtained, as the software detects and
eliminates duplicate entries, thus solving the problem of consistency in the retumed and
colleched mesults and also organizing it into different sets according to query strings and
the academic or grey literature categrories. Finally, it facilitates the work of etrieving the
results of the distinct ID sets (academic and grey literatune) that are easily merged in the
study process,

4, Multivocal Literature Review

The multivocal literature review (MLE) [78] i= similar to the systematic literature
review (SLR) [79,580] and aims to incorporate the so-called “grey literature” in order to
supplement the published (formal) literature. MLEs are SLES which include both schol-
arly writing (also known as academic writing or formal writing) and the (informal) grey
literature (GL) which 12 not considered in the SLE. GL 18 considered t0 be a multisource
of informatiom, which may exist in the form of blogs, videos, webpages and white papers
that are produced outside academic forums and are not subject to any quality comtrol
mezchanism (e.g., the peer review process) prior to publication.

By including information that normally would not be taken into account due to its
“grey” natume [75], MLRS are important for the completeness of the research. An MLR in
a given subject field is essentially a combination of the sources that would be studied in
an SLE and a GLE in the same field. Thus, an MLE is, in principle, expected to provide a
mone complete picture of the evidence in a given field. Figume 5 epresents the relationship
between SLE, GLE and MLE
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Formal Grey
. Literature 5 Literature

Figure 5. The relationship between SLE, GLK and MLE [73].

The objective 15 to explom the mesults of the MLE to provide a stabe-of-the-art overview
of current work om this topic and to identify the most important research aneas for BC using
IPA, in order tox

1. Identify the most important areas for future research on incorporating RPA /IPA into BC;

2. Outline the definition of objectives for the research;

3. Prepare future surveys and interviews to evaluate the nesults found, and compare the
objectives and the actual observed results from the use of existing projects;

4. Communicate the challenges and opportunities found, the results achieved, and their
usefulness for other researchers and professionals (BC practitioners and the RPA /T7A
commumnity ).

Table 2 distinguishes between “white literature” and “grey literatume”, listing the
appropriate choice of publications in each case. “Black™ or other ty pes of literature subjedt
to exclusion ane also classified, to clanfy the choices made during the assessment.

Table 2. Spactrum of "white”, "gey” and excluded lierature (adapted from [78]).

“Black™ or Other Types of

“White” Literatu “Grey” Literatu
™ ! e Lite rature (Excluded)

Preprints
e-Prints

Lectumes
Datasets
Papers published in journals Gorv Ideas
. ernment docurments
Conference proceedings g ards Cmmﬁt;
White papers &
Technical reparts

Aundio-video media

The MLR workflow is summarized in Figume 6 and has three phases. The initial phase
of the research (" planning the MLR") comprises bwo steps:

e Determining the need for an MLR for the given topac;

e Defining the MLR goal and setting up the research questions.

Cheoe the MLE is planned, we proceed to the next phase of the research, namely

“conducting the MLE". This phase is divided into five stages:

*  Search process and selection: identification of primary studies to address the research
question, application of standard comprehensive search techniques by means of de-
fined search strings, and definition of the selection criteria for performing the selection
Priscess;
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»  Study quality: assessment of sources to determine the extent to which a source is valid
and free from bias;

¢ Design of data extraction: creation of forms to gather all the information needed to
address the review question and the study quality critena;
Data extraction: extraction of the data items needed to answer the research questions;
Data synthesis: synthesis of data in such a way that the question(s) can be answend.

Planning the MLR Conducting the MLR Reporting the MLR

Determine the need for an MLE I Search process and source selection Summariring the extracted data
b
4 i ] é Caomprises a set of keywords to form the from the selected literature
1 ; ; i gueryles) stringls) and insearchenginesto get ©:  .ccccrssseemessEs— e s —————-
i k of inf [ P y
H Lack of infarmation "_ ated to t‘h! l:'ﬂpan:t of H data and have & pool ready for inclusion/exc usion ! Findings categorized info organized
: RPASIPA on business continuity, H e B e e U : -
] £ H and structured artifacts
e - | Study quality assessment | I Tttt
g . . ;
i Set criteriato include oresclude ; 1 Reports findings !
Define the MLA's goal and setting up its B - o
; o questions Desien of dats extraction formes e s e e
e i :
Attribute identification and generalization i i M IS uia P poEE
I Data extraction ks *
What are the most important areas to i Y éldemi-‘-.- what are the most impartant
i imvestigatein the future regarding BC and - Starts the systematic mapping ! : . = )
oA (e E A, vand 1 areadto investigate in the future
| 1 =
: i RPA (1
l Data synthesi J : regarding BC and RPA [IPA)
i Returns MLR results (answers to RO) N E
I______ ______ | r—""""—""—>—————™= e T T T
Phase 1 | Phase 2 I Phase 3 |

Figure 6. Multivocal literatune review (MLE) phases and steps adopted in this msearch (adapted
from [75]).

“Reporting the MLR" is the final phase and is very similar to the SLR guidelines
provided by Kitchenham and Charters [81] for planning the MLE, specifying dissemination
mechanisms, formatting the main report and evaluating the report.

5. Planning the MLE
Motioation

The COVID-19 pandemic had an impact on organizations, forcing huge changes in
several areas which had to be made very quickly. Organizations needed to accelerate the
use of digital technology and replace various business processes previously performed in
what may be called a “traditional™ way with alternative complementary wavs of using
technology [52]. The most striking examples were related to work roles that wene down-
sized or mplaced with technology as a technique to mitigate risks mlated to infection, while
maintaining productivity. Online chanmels have become the salvation, both for consumers
looking for products and also for companies looking for alternative ways to place their
products and services on the market. There is a need to implement digital transformation
solutions derived from the current state, which 18 in continuous progness.

However, organizations can also leverage technology to provide business process and
service innovations and ensure business continuity [15].

Henoe, BPA/IPA have recently become key drivers of digital transformation, sup-
porting process automation mome efficiently by replacing mepetitive tasks performed by
humans and ultimately helping business continuity. Within the domain of business proass
management, process automation aims to improve the company s workflows, ieducing
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costs, ime and waste, as well as increasing productivity, and edudng ernors in prooesses
with technological support, through the application of robotic softw are to execute tasks.

Another aspect of the motivation for further research in this domain is the fact that
RFA/IPA is being widely implemented in many types of organizations, transforming the
complexity of the IT environment and business ecosystem even mone. The response needed
to face new threats and the need to deal with continuous challenges assocated with BC 15
the driving force behind the eventual need to adopt new procedures in order to prepare
BC to incorporabe RPA and build good fleable recovery strategies [25). However, manage-
ment and practitioners need relevant information to support them in incorporating RFPA/
IPA into BC.

RPA has been attracting a lot of attention from the corporate world, Howewer, al-
though it is a popular topic there, academic research lacks in-depth theoretical analysis of
RPA [83]. As a niche area of IT, iterature on RPA is rather sparse in terms of its impact
on organizations and consequently on business continuity. Further investigation should
mvolve a comprehensive assessment of this technology, Wentifying guidelines for effective
adoption and management and revealing additional factors, as well as the impacts that
influence adoption of BEPA technology [84).

Since RPA /IPA is being explored more within industry than academia, msulting in
important inputs from the former [52,85-87], the MLE expands the origins of the sources to
identify and map the most important areas for future investigation related to these two topics,

6. Conducting the MLE

This section describes how the review was conducted, which is the second phase of
the: process. In thas stage, the mesearch 18 carned out by searching for information in selected
databases using the pre-defined quernes and analyzing the extracted data.

7. Reporting the MLE

This saction presents the organization of the research findings on the most important
areas to investigate in the future regarding BC and RPA/IPA.

Chur objective is to explore what the (scentific and grey) literature offers in terms
of clues b0 future areas to be investigated. The results were obtained by analyzing and
compiling the outoomes found in the results and future work sechions of the literature that
was analyzed, which led to three meta-themes or cluskers: governance, risk management
and compliano: (GRC); people, processes and technology (PPT); and business continuity
(BC). These clusters point to the need for further investigation in order to develop an even
more detailed structural research approach to RPA /IPA in combination with business
comtinuity.

Topics mlated to GRC am summarized in Table 3, in which the “count” column
indicates the number of articles found during the investigation that ame related to a given
topic elevant to each meta theme. Table 4 shows the key Aindings related to PIT, and
Table 5 shows topics related to BC, revealing a direct concemn in the literatumne with how
to provide resilient solutions to enable businesses to continue to operate in the event of
disruption.

Governance/ risk and compliance (Table 3} —commonly known as GRC—is a set
of processes and procedures that aim to define a set of rules to assess the achivity of
organizations (audit procedures, polices and strategic management) to help achieve secure
efficiency gains for business objectives, dealing with uncertainty and compliance [16,58589].

Although it is not a new concept, GRC gained importance as the different types of
ricks becamé mom numerous, diverse, complex and damaging, thus making it necessary to
assess thi maturity status of organizations [4,%-593].

The literature that was evaluated also indicated that there is a growing intenest in
looking for monitoring solutions and a need for new controls to regulate activities in view
of the changes imposed by the introduction of RPA and to ensune compliance with the
mpulatory standards [17,64,94].
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Table 4 represents the people/ processes/ technology grouping (PPT) [95] and its
sub-themes which, a2 autonomous components, are fundamental to organizational trans-
formation and management. In order to achieve organizational efficiency, organizations
need to balance these theee components and maintain a good relabonship between them

This grouping refers to the methodology in which the balance of people / processes/
technology produces cutcomes: people perform a specific type of work (using certain
capabilibes) for an organizabion using processes (and often technology) to streamline and
improve processes [1,3). This framework helps to achieve balance within an organization
and i# most often used when decding whether to purchase or implement new fchnolo-
gies [68]. As these processes now often include different types of fechnology for diverse
solutions, they can represent an increased risk and need to be evaluated according to the
appropriate standards and guidelines [42,63,96].

Table 3. Group of key findings mlated to governance, risk and compliance

Key Areas/Subjects for Investigation Coumnt *
Types (e-governance / corporate,/ non-corporate/ ate. ) b
b Audit 18
= Policies 13
E Monitoring tools (KP1/ Risks) 1z
g Strategic management 11
3 Productivity &
Efficiency gains 4
Types (avoidance/ cyber /digital / financial femvironmental / monitoring /
organizational/ operational/ profiling, health and safety/ intellectual property 71
protection)
» Risk assessment) management 33
3 Cybersaecuriby ]
Security (assessment / data/ mindsst/ management) 14
Privacy and security &
Enterprise risk managenent 5
Security orchestration mesearch and practioe 2
i Monitoring 5
L Fegulatory 25
E Controls 17
3 Fegulatory framework 8

* Number of articks found related to GRC and their subbopics.

Technology is nothing without the right people using the right process to help them
and the right guidelines to back them up. Thus, technology should always be the final
consideration once a problem is cearly understood, since technology alone does not solve
problems. If people do not know how to adapt to change, how to use the technology, which
part of the progess they ame involved inoor how to use the process well, technology will not
provide the best metum on investment and BC may be compromased [97,95].

Table 5 contains subtopics that have a more holistic view of the organization, but
are related to BC. According to the Bribish Standards Institubion (BSI), * Organizational
msilience is the ability of an onganization to anticipate, prepame for, espond and adapt to
mcremental change and sudden disruptions in order to survive and prosper” [99]. This
helps us to understand that the balance in the people/ processes, technology grouping
helps create resilience-driven solutions which, in turn, help toenforce GRC in organiza-
tions, thus making these topics highly relevant [8,100]. This would, forexample, help to
avoid disruption in organizations by preparing rapid response /recovery protocols [101].
Understanding which digital or technological threats and impacts are most relevant for
better governance of an organization is also on the agenda in the literatune [16].
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Table 4. Group of key findings mlated to people,/ processes, technology.
Key Arneas/Subjects for Investigation Count *
L Capabilities to support and ensure BC &9
= Enowledge worky acquisition,/ management 1
A Human-in- the-loop 10
Change managemernt )
Framwework (conceptual / risk / control) 3
. Guidalines 15
¥ Legislation B
?j Workflows (composition and systermn) B
£ Standards (create / implement) 7
Building responding processes and guidelines 7
Tools/ technology /skills 4
Security orchestration research and practice 2
? Emerging technologies (types,/ inpacts) 53
2 Regulatory 8
=
E Regulatory framework 3
* Mumber of artickes found related b FPT and their subtopics.
Table 5. Key findings for BC.
Key Areas/Subjects for Investigation Count *
b Resilience-driven solutions e
%3 Governance of new digital/ iechnological threats and impacts 7
g b Diisruption av oidance 3
g B Preparing just-in-case scenarios 8
- Rapid response /recovery protocols 7

* Number ot artickes related to business comtirnity and their subhopics.

7.1. Research Areas to Investigate

The authors are aware that this imvestigation has limitations which future research waill
need to address. Henoe, in linie with the research approach, a set of areas to investigate in
the future was compiled, resulting from an analysis of the outcomes found inthe results and
futum work sechions of the literatume. Figure 7 was structured and presented according to
thmee central elements of our mesearch themes (GRC/PPT/BC). These topics are organized in
mlation to BPA /TPA and BC and have been arranged according to their meta-theme/ cluster
(GRC/PPT). They emerge from the themes for futume investigation indicated m the articles
that wene analyzed or thiemes that raised concerns and need mome development, compiled
from the results found in the articles. In presenting the future areas for investigation, we
have added examples from various conbexts o make these areas tangrible.

45
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7.1L1. Governance,/Risk/ Compliance

In the past, governing boards and directors, as well as senior managemint, could
delegate, ignore or avoid ICT-related decisions. Nowadays, due to the fact that DT and ICT
have become crucial to the support, sustainability and growth of enterprises, this topic has
becoma a priority that can no longer be ignored [16,24,102-113].

Types of Governanos

A total of 27 papers on this topic show that organizations offen undenestimate the
challenges associated with integrating RPA into their operations, which can leave them
vulmerable to risks and facing additional challenges in implmenting controls, therefore
msulting in governance problems [67,70,101,114]. The solution for mitigating risk in RPA
ig to follow a strict governance program, and audit rules and controls must therefore be
defined correctly [24,92,94,115-124].

Andit Plans

The implementation of process automation programs u::ing EPASIPA leads to ex-
posure to high risks compamed to typical IT automation processes. By analyring some
cases from an audit perspective, we uncovered that there are clear changes in process risk
definitions after automation changes in different job functions, impacting access security,
considerations related to application change, strategy, and governance of the RPA environ-
ment. With more complex environments, auditingfassuranne of these ET 15 becnmi.ng e
complex than a regular technology audit [26,89,92,118,120,125-135].

Internal Polices

The incorporation of RPA /IPA makes it mecessary to adapt or ceate new intemal
polickes to be integrated into the BC policy [9,50,136-140]. Organizations should document
all policies and processes and make this information centrally available so that it can be
used for self-learning and training [1,92,132,141].

Types of Risks

A total 0f 71 resulks report that some new and disruptive technologies are not well
known or understood and can present a range of unknown types of risks if no mitigation
response is prepared in advance [142-147). On the one hand, some literatume points to
an increased risk arising from the adoption and use of new technologies and the lack of
knowledge of their meal impact on organizations, while other authors point to evidence that
technology helps to mitigate many types of risk [137,148-159]. In addition, organizations
need to comply with internal and external mgulations and therefore need michanisms that
enable them to respond to legislative comcems about their prooess activities. This allows
them to develop a policy approach focus that reflects technological change, evolving to
respond to legislative frameworks and regulatory standards to mitigate risks that arise
from the adoption of new technologies or any other situations [110,160,161]. The Digital
Crperational Fesiliencoe Act (DORA) is a concrete realization of these concerns applied to
bnanaal institutions [162,162], pinpointing the need to find and implement automated con-
trol meechanisms that are fast and fexable to audit, eport, share mformation, and monitor
organizations so that their data and information workflow s can be understood. It enables
their impact on the organization’s risk profile to be controlled, by enforcing the implmen-
tation of security measurnes and related festing controls when dealing with information and
communication technology (ICT), which also includes RPA /TPA [161,164,165].

Rigk Assessment/ Managemsmnt

While EPA can reduce urintended or intentional human errors, a.dupting EFPA S TPA
introduces new risks that companies need to understand and address [96,134,166-169].
Chme of the many risks analyzed comprises those related to cvbersecurity, the failure of
the organization to consider the effects of operational changes on its internal controls,
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or forgetting to update its BC plans [64,65,110]. Failure to properly assess/identify and
manage these new risks can erode or limit the entire value eneated by the adoption of
RPA /TPA [170]. In order to grasp the full impacts of automation, companies must consider
how EIA affects risk across multiple categories and, at the same time, use its potential to
detect those same risks [70,91,171]. For example, Al is attracting great interest as companies
explome its ability to unlock value through improved revenoes, customer service, efficency
and risk management [112,114,120,132,172].

It is imperative that companies re-evaluate existing BCPs, conduct thorough risk
asgessments, and identify new vulnerabilities imposed by ET and recent changes in the
way we work [29,52,90,94, 153,158, 172-176].

Monitoring Solutions

An EPA can monitor an extended set of systems in real time according to a wide
range of policies and controls [13,140]. BC with continuous monitoring mechanisms is
necessary to guarantee the quality associated with the execution of processes, namely for
the monitoring of models associated with cognitive components and, at the same time, the
integration of Al components in RPA processes, from state control of robots to monitoring
changes in their performance [13,48,70,71,94,166,177-179).

As RPA is subject to errors, and mesources are needed to ensure detailed monitoring of
their operations. This cannot be achieved by using manually monitored controls or a “wait
to see” approach. Monitoring and exception handling mechanisms are needed, and business
process management systems (BPMSs) can be used to support these types of issues. In
addition to the data collected by EPA S1PA, BPMSs can gather additional information on the
execution, duration of execution or properties associated with compliance. This faclitates
monitoring by revealing when an EPA process does not behave as expected and by creating
akerts krading to immediate maintenance actions on detection of bugs or changes in the
requiements of the source applications [87,59,99,124,132,133,179-120].

7.1.2. People /Processes/ Technology
Based on the results obtained, then: is a perception that organizations are showing a
ing  intemest in secking out what 5 new and what & to come in
technology [111,177,191,192], although they need to be able to balance these three ele-
mients (FPT) to maintain a good melationship between them [97]. This imples preparing the
workforoe (people) to perform their activities (processes) and choosing the cormect tools
{technology) to be included [9,24,54,90,104,109,119,120,129,136,141,160,170,175,193-217 .

Emerging Technologies

This topic is highlighted in our reésearch in ferms of technology, for example in the
melevance of Al that is indicated for keveraging IA by combining the strengths of RPA /IPA,
Al and human intelligence [63,65,68,105,161,1659,218-225]. Now that organizations are
beginning to implement fechnology that has gone beyond the proof-of-concept phases into
livee systems, the demand for a structured framew ork to ensume competitiveness, while also
guaranteeing the ability to meet the demands of security, regulatory compliance, change
management, rapid response to disruptive events and inkegration with current systems,
has become the order of the day [3,10,42,65,90,91,%6,129,141,170,178,179,195-200,226-244].

Change Managemsnt

References were found signaling the importance for organizations to prepare hu-
man workers, not only to provide a solid framework for cooperation with EFPA STPA,
but also to mould mentalities and attitudes in relabion to change management and new
kearning [9,119,212,247 24B].

In impleminting IA, it will be necessary to provide a basis for designing the fu-
ture workforce that will manage this new meality and also to prepare employees for
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the consequences of automation by formulating an appropriate response 0 managing
change [69,201].

An suitable roadmap with all the steps needed to implement the changes required to
incorporate new technology will avoid risks associated with IT systems, lack of knowledge,
operations and BC (since RPA /IPA do fail and crash) [94,120,126,212,249].

Guidelines

With megard to BC, the Business Continuity Institute (BCI) has compiled a document
containing the current national and international kegislation, regulations and standards for
business continuity management [207]. To ensure resilience, organizations need to have
a vision of their capabilibes, threats and impacts associated with BPA/TPA and business
continuity, and to develop a knowledge structure that will provide guidelines for each
business unit that uses automation in the execution of its processes [12,85,140,200,2258,250].

Capaaty to Support and Ensure BC

Furthermore, 69 of the publications argue that it will be necessary to train teams
to support the new processes and activities with new capabilities to support ET and,
at the same time, ensure BC [1,3,25,36,45,62,88,92, 107, 118,136,169,174,184,193,197, 198,202
204,211,222, 731, 233237, 25]-293].

The interaction bebween humans and the automation aspects of BF 1= also a concemn,
and guidelines ame necessary to megulate these new activities and avoid negative impacts
due to neglect or misuse of the technology. Automation projects are not just hmated to
changing processes and technology, since this necessanly entails fundamental changes
in terms of human resources, involving updated skills and responsibiliies to respond
to new challenges [42,48,97,131,136,148,175,202,231,294296]. The initial incorporation of
these initiatives, together with a properly organized change management program, is
of paramount importance to addressing and embracing the human side of the digital
midernization inibiative. This is critical to avoid disruption and ensure the business
contimuity [3,47,48,62,6072,92 97 107, 1158,131,168,177 277 297-299].

7.1.3. Business Conbtinuity

COVID-19 highlighted the fact that most organizations did not have adequate measunes
to prepare for BC and digaster recovery [24,34,44, 268 300,301], and organizations now realize
that they mied to fimd and Implement solutions to make them more resilent [172, 290, 302-305].
RPA platforms, for example, can help and ame recommernded for making operabions more
intelligent and for building IT and business resilience [214,215,270,304,306-309].

According to the likerature that was reviewed, DT can be an enabler of enterprize
resilience sinoe, if it is implemented cormectly, it will increase connectivity, transparency,
collaboration and innovation [26,261,310-315].

Resilience-Diriven Solutions

In order to become resilient, an organization needs to have the ability to anticipate
problems and know how to prepare to respond or adapt to sudden changes or interruptions
s0 that it will survive or thrive in the event of disruptive situations [13,25,34, 43, 4749 52 82,
90,9294 99 113,213,225,227, 229 247 316-321].

Automation adapts to changing market dynamics among organizations, employees
and their customers in real ime. Operations support processes are also being revamped
and will be adapted so that they can respond mome quickly to constantly changing environ-
ments [B8,152,175,182,193,197,222,230,235,253,322-326].

Digital mesilience will rely on several areas, including the following:

s  The transformation of manual financial services processes (banking/ insurance), to m-
spond to changes in market dynamics with greater flexibility, effechive communication
and confidence;
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s  Ophmizing resource management using automation and predictive analytics to deter
ming where technicians and maintenance personnel should be deploved;

*  Enabling rapid business DT with adaptable and mesilient business models to en-
hance relationships with customers, and ensure they benefit from greater value
in the process outsourcing services provided, through deeper collaboration and
co-inmow ation [51,85,100,194,262, 268,269,279 280, 295 306,307,310,314, 326-336].

Governance of Mew Digital /Technological Threats and Their Impacts

A DT propect involves multiple factors in the transformation of the business model,
impacting the ¢ntine organization—especially operational processes, resources and inbernal
and external users—since it involves a major change in habits and ways of working, based
on collaboration and intensive interactions [140,213,259, 260,313,326,331, 337 -346].

These changes present different types of impacts as well as threats, such as those linked to
the incorporation of ET smart products and servioes, as well as the way's inwhich organizations
interact with their customers, improve operational efficendy, increase revenue, strengthen the
competiiveness of offerings and improve customer experience. In onder for organizations to
have a clear vision of what to expect regarding these changes, it will be necessary to reassiss
the risks and their governance practices [93,96,142,153,156,150,198, 232 754 304 347349].

A properly structured program is required for identification and profection against
digital risks, as part of a unified DT plan that includes several elements, such as the
selection of appropriate digital technology and its implementation, and protection measunes
against digital threats from new technologies momeover, it must clearly understand their
(positive/ negative) impacts [4,9,14-16,46,47,52,53,90,91,99,121,129,136,177,350,351].

Disruption Avoidance

Avoiding disruption to a particular business service support system or prooess can
be seen as a contributing factor to operational resilince. However, the phinomena that
kead to disruptions are very complex and non-linear and no satisfactory model has vet been
developed to avoid them or predict when thev will occur and what kind of impacts they
will cause. For this reason, the ML and AT techniques associated with RPA/TPA have begun
to be widely used in recent years [8,10,26,85,104,115,131,145,148,152,176,201,204,215,217,
260,272,278, 790,295,299,304,311 312, 314,325,329 331 352-357].

7.2 Findings

Figure 7 illustrates the proposed framework and is composed of three meta-thimes
or clugters: governance, risk management, and compliance (GRC); people, processes and
technology (PPT); and business continuity (BC). These clusters sugeest further investigation
in order to develop an even more detailed structural research approach to BPA /IPA in
combination with business continuity. The framework was developed to incorporate
futume msearch ameas. It should be noted that the inter-domain touchpoings, shown as “?777,
represent the existing uncertainties to explore, and R1, R2 and R3 amre relations that have
almeady been discussed in the liberature but need to be evaluated and further investigated.

Al the topics that are synthesized in Figume 7 are findings that wene organized accord-
ing ko the topics of governance, risk, and compliance (GRC), and to people, processes, and
technology (FPT). All of them are associated with both robotic process automation and
business continuity, showing the direct interest evidenced in the literature with how to
provide esilient solutions to allow businesses to continue to operate in case of disruption.

The PPT cluster in Figure 7 shows the group of people that performs processes that
include technology, emphasizing that erganizations need to incorporate in-the-loop knowl-
edge workers with the right capabilities) functionalities to support and ensure BC. More-
over, thisse workers will need to uge processes based on updated guidelines, legislation,
standards and applicable frameworks. The technology enables ET such as RPA/IPA, Al
or blockchain and will balance the two other elements (people and processes) by lever-
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aging their capabilities while, at the same time, creating solubions for BC that allow for
organizational resilience.

Another priority emerges from the literature on the enforcement of GRC in relation
to BC topics, which points to prepanng organizations to be more resilent and responsive.
Although there ane only a few specific topics reganding BC, all the reviewed liberature refers
to the association between EPA /IPA f Automation and BC; in this way thenefone, all the
constituents of the macro topics contribute in the same way to BC.

The analysis of the GRC cluster revealed quite a few references to topics of interest,
such as the regulatory framework, control, regulatory and monitoring solutions that define
organizational compliance when applying policies, relevant laws, and regulations. Risk
i% the macro topic that i attracting most interest in the liberature found, and hence it 15
niecessary to assess which types of risk ame raising the most concerns—privacy, security
avoidance, cyber or financial—in order to detect which threats could have a negative impact
omn an organization’s ability to conduct business,

Finally, the mesults for govermanar in ferms of number of publications indicate that in
order to steer an organization towards BC, topics such as auditing, policies, monitoring tools
(applied to GRC), strategic management, productivity and efficency gaing, are on the agenda.

Although it was not the main goal of this research, some evidence of relationships
could be found in the hterature. They include govermance, cvber nsks and business
comtinuity, expressed as R1 [93], which highlights the need for qualifications for all levels
of the business in emerging areas of risk in the preparation of business continuity plans,
and governance for cyber-attacks, both in the short and long term as a preventive measure.
Another relation found, R2, concerns the role of emerging and intelligent technologies
in the design and development of mesponsive supply chains, enhancing their capacity to
ensume business continuity [197]. B3 is related to the publication of a legislative proposal
to create a digital operational resilience framew ork for the EU financial services sector. It
mlates legislation, guidelines, and incident and ¢vent management from the PPT cluster, on
the one hand, to the GRC duster for risk assessment, ovber and digital risk themes present
in the business continuity cluster [162], on the other.

8, Conclusions

This study presents an MLE on EPA /1T cormelated with BC, aiming to identify the state
of awamrness of RPA /TPA within the BCM lifecycle and to highlight aneas for future research.
In the course of our msearch, we realized that digital solutions providers have started to
publicize and present BPA and [A as a business continuity enabler [220,320,321 358-360].

For professionals, this survey identifies themes that should be on the agenda for BC
and DT using ET. RPA/IPA can be very useful and can kverage daily operations but may
contain risks that need to be properly understood, monitored, controlled and addressed.
Hence, organizations should update their policies and guidelines to ensure they reflect audit
capabilities that allow for secure monitoring of all the changes that are being incorporated
into their businesses. Another important aspect concerns the need to provide the necessany
tools, knowledge and skills to their members, so that they are able to face new challenges
that may arise due to the incorporation of certain kinds of ET.

In providing an initial conceptualization of the interplay between RPA/TPA and
business continuity, as well as presenting and discussing related ameas for futune research,
wit hope our results stimulate broad discussion within the community on the possible
adaptations of prooesses that have received little attention to date, but which we consider
highly melevant.

The highlighted results ame not based on the total number of articks found per cluster,
as many of the arbicles are associated with a vanety of themes, but on the theme that stands
out most neach case.

In the case of the GRC cluster, the subtopic with the most results was the risk topic—
“Tvpes of nsks” to be analveed, assocated with IPA /EPA and business continuity. In
the I'PT cluster, it was the capabilities assocated with people and EFPA /IPA required to
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support BC that was most underlined. Finally, in the BC cluster, a large number of articles

highlighted the need to find resilience-onented solutions. These themes will be priontzed

in our futume research,

Figure 7 summarizes the findings and can guide academics towards topics that merit
further investigation, namsly:

*  Which threats and impacts erganizaﬁm\s may expect when i11|:|:lr1:u|_‘rrz|l:ingjr EPA S TPA
into businesses;

Mapping rsks emerging from the use of RPA/IPA and finding ways to mitigake them;

Fesilence-drven solutions for dealing with known threats and impacts, in particular

those emerging from the use of RPA/IPA;

*  The new capabilities associated with BPA/IPA that ame mone useful in terms of sup-
porting and ensuring BC;

= Ways to incorporate governane measures to deal with new RPA/IPA threats and
impacts and avoid disruption;

o Cormelation of all the identifed topics with BC and RPA or IPA, in order to find
solutions that can mitigate possible risks, whike at the same time taking advantage of
their beme fits;

s ICT support for all the innovative and complex systems used in this new digital
age. Greater digitization, automation, interconnectivity, and also their interdepen-
dency, amplify ICT risks, making society as a whoke—and the fmancial system in
particular—maore vulnerable to cyber threats or ICT disruptions. Although the univer-
gal use of ICT systems and the high level of digitization, automation and conmictivity
(where BPA/IPA 15 included) are curmently essential featumes of all global activities,
digital resilience is still not sufficiently integrated into the operational frameworks
of onganizations, and theme is themfore a need for msearch into how to evolve in this
area [106,162].

As with many other studies, ours has limitations which future mesearch meeds to
address. Most significantly, the aneas presented for future investigation weme derived from
the individual contributions of researchers working in BPA/IPA and BC and from grey
literature. While we cannot formally claim the integrity and validity of our results, our
approach is in line with common standards and guidelines for conducting qualitative
research. Mevertheless, future msearch should explome these anvas of investigation more
rgorously (e, as the subject of Masters” theses, using exploratory interviews, focus
groups, or the Delphi method).
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Chapter 3
Article nr. #2 — “Understanding How Intelligent Process

Automation Impacts Business Continuity: Mapping
IEEE/2755:2020 and 1SO/22301:2019”

This article, while not the primary basis of the thesis, is an essential component, reinforcing the
connection between the IEEE 2755.2:2020 standard and I1SO 22301:2019. It serves as a significant
contribution by providing important insights into how these standards can be mapped to better align
IPA with BC. The research offers valuable input for both scholars and practitioners, emphasizing the
importance of aligning automation systems with BC frameworks to enhance resilience. The article's
insights into aligning IPA practices with established standards have proven instrumental in guiding the
integration of automation technologies within the scope of business continuity.

It analyses the relationship between the IEEE 2755.2:2020 standard, which offers guidelines for IPA
systems, and the ISO 22301:2019 standard, which outlines BCMS requirements. It developed and
expanded the research during the thesis process, making it integral to its scope. The article identified
key areas for further exploration, such as aligning IPA practices with BC standards to enhance
resilience. It emphasized the importance of integrating automation systems with BC frameworks to
streamline business processes while maintaining operational resilience. The study also highlighted the
influence of automation on risk management, explored in-depth in the thesis, focusing on specific risks
related to RPA within BC strategies. Furthermore, the article called attention to the need for
investigations into governance and human capital dynamics within automation, which the thesis
addressed by analysing how these factors are integrated within RPA strategies. Overall, this research
laid the groundwork for examining the broader implications of automation technologies in
governance, risk management, and compliance, ensuring alignment with business continuity

frameworks.
Article Details:
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- ABSTRACT Organizations have been responding to possible disruptions in the organization and, at the
same tme. trying to increase customer satisfaction throogh digitising their processes. Thus, Intelligent
Process Automation has been catching the latest trends in intelligent process antomation due to the
ease of use associated with data and reguirements compliance; intelligent process aoiomation is a step
above regalar antomation as it mimics human behaviowrs and thought patterns to automate intelligently
streamlines workflows and business processes. However, the constant introduction of technology via process
autcimation in organizations can have positive and negative impacts on business continuity that need to
be addressed. Although there are recent best practices, frameworks, guidelines, and standards, few studies
focus on the relationship between these realms. The relaticnship between two sets of requirements, one fior
implementation practice and management methodology for intelligent software-based process automation,
found in IEEE 2755.2-2020 and the other, 150 22300-2001%9, aboot the business, to implement, maintain,
and improve a management system o protect, reduce the likelihood of occorrence, prepare, respond, and
recover from outages when they anse. This research is integrated into forthcoming areas for investigating
the interplay between intelligent process automation and the continuity of business operations. Hoth are
analysed and explained o that users can develop intelligent software-based process automation that complies
with both frameworks in a way to embed continuity practices in an organization while optimizing business
processes using Intelligent Process Automation. The stady provides a bi-directional mapping for IEEE
275522020 and 150 22301:2019, along with introducing a visual model to enhance their utility. It offers
versatile applications, benefiting a wide range of stakeholders.

 INDEX TERMS [EEE 2755.2:2020, 150 22301:2019, business continuity, robotic process automation,
intelligent process automation.

L INTRODUCTION
It i= unguestionable that in recent years” technological
aevolution has had vital effects on the operational processes of

The mssociols editor coondinaling the M? of this manuscript and
approving it for publication was Chib-Yu Hisu'™ .

companies [1]. Recently, the COVID-19 pandemic brought
this to the fore because, regardless of the organization's size,
the continuous technological evolution allowed organizations
to overcome this crisis with benefits that allowed companies
to improve processes, train teams, offer better products to
their customers, and find ways o protect organizations from

omﬂTmmmdehmuu'Nratnmmm FionCommercial NoDark aives 4.0 Lioares.
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data breaches [2]. [3]. One of the most adopted technologies
was process automation which still evolving in the adoption
curve [4].

Due to ever-increasing pressure to deliver value to
the customer, and companies secking to be competitive,
simultaneously reducing costs and achieving efficiency gains,
there has been a successive transformation in the search
for alternative ways to the traditional ones to suppor
the evaluation. planning, and decision-making of strategic
decisions. From a cerinin point, these measures are only
possible wsing technology, and it is at this point that
the digital transformation represented by Robotic Process
Automation (RPA) and Intelligent Process Automation (TPA)
enters the equation [5]. This is becanse organizations
have realized that tasks such as processing, seltling. and
managing transactions do not create much-added wvalue,
which due to their simplicity are potentially eligible to be
automated [G]. [7].

The changes related o process aulomation come along
with proven benefits related to business efficiency, improved
productivity, data security [3]. [£] and effectiveness, reduced
cycle time, and improved accuracy while relieving employees
from repetitive and tedious tasks, but also, at the same
time, contributing to 2 more and more complex techno-
logical environment, while still needing to ensure that
their business continuity (BC) and resiliency efforis are
effective [9], [10].

Thiz brought augmented challenges to the organizations
related to BC [2] and also how to find the adequate method-
ology of the practice for implementation and management of
Software-Based Intelligent Process Automation {SBIPA).

Given the vital technology-based innovation and the
progressive automation and digitization of operational, com-
mercial, and management processes, Business Continoity
Management (BCM) assumes an increased preponder-
ance, particularly regarding the technological component.
As demonstrated by the COVID-19 pandemic, which foroed
institutions to guickly adapt their mode of interaction with
customers and employvees, BCM capabilities, in operational,
human, and technological aspects, are critical to avoid dismp-
tions in the activity developed [ 1]. To ensure that their BC and
resiliency efforts are effective in such complex environments,
organizations rely on standards with IEEE/2755:2020 and
[SOW223001:2019 leading [11]. [12]. [13].

The research guestion is to explore the impontance of the
connection between 150 223012019 and IEEE 2755.2:2020
frameworks due to their relevance in the domains of BC
and IPA respectively. 150 2230012019 is an internationally
recognized standard that provides guidelines for establishing
and maintaining a business continuity management system
{BCME) to ensure an organization’s resilience in the face of
dismuptions. On the other hand, IEEE 2755 2: 220 focuses
on [PA, providing a framework for organizations to leverage
technologies like artificial intellizence, machine leaming, and
FEPA i enhance their operational efficiency and decision-
making capabilities.

124240

Relating these two frameworks can bring about substantial
benefits. Firstly, by integrating BC practices with 1PA,
organizations can strengthen their ability to respond to
and recover from disruptive incidents more efficiently.
IPA technologies can automate critical processes and data
analysis, enabling faster decision-making during crisis sito-
ations. Secondly, incorporating BC considerations into [PA
implementation ensures that automation processes are robust,
secure, and capable of maintaining critical functions even
during adverse events. This synergy reinforces the overall
resilience of the organization’s operations.

However, it's imponant to recognize the potential dif-
ferences between these two frameworks. 150 22301:2019
primarily focuses on risk pssessment, disaster recovery,
and continoity planning., while TEEE 2755.2:2020 places
its emphasis on the technical sspects of implementing
IPA. Understanding these distinctions lays the founda-
tion for exploring how these standards can complement
each other.

Identifying areas of convergence and divergence between
IS0y 22301:2019 and IEEE 2755.2:2020 is vital. This allows
organizations to leverage the strengths of both standards
effectively. As technology plavs an increasingly wital role in
business operations, aligning these two frameworks becomes
pivotal for organizations aiming to enhance their resilience,
maintzin operational efficiency, and adapt to the ever-
evolving business landscape.

In essence, investigating the relationship between 150
22301:201%9 and [EEE 2755.2:200 i= not only of academic
imterest but also holds practical walue for organizations
siriving to adopt a comprehensive and forward-looking
approach to BC and [PA [14].

While some best practices and standards have been pro-
posed to guide organizations in managing these realms indi-
vidually, there has been limited exploration into how they can
complement and enhance each other. This research endeavors
to uncover how [EEE2755: 2020 and IS(W22301: 2019 can
synergize, providing decision-makers with a consolidated
approach that leverages understand both standards’ sirengths
and understanding of how they can mutually sopport and
enhance organizational resilience and 1IPA.

The remaining of this paper is comprised as follows.
Section I1 presents the theoretical background. Section [11
describes the Method of Design Science Fesearch (DER)L
Section IV presents the design and development of the
artefact. Section V' presents the arefact evaluation. Finally,
section W1 describes the discussion and Section VII presents
the conclusion and limitations of this study and future
research.

Il. BACKGROUMND

This section defines the scope, helping to better understand
the main topics of this investigation. First, an overview of the
standard that supports BC activity and its evolution over tima
is provided. Mext, the standard that supports the development
of SBIPA is discussed. The last one. the section that refers

WOLLME 11, 2R3
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o the most used cycle in terms of guality control, is already
usad in the BC Standard.

A BUSINESS CONTINUITY STANDARDS

150 22301:3012 was published in 2002 and replaced the
British Standard for BCM BS 25909-2 [15]. It was the first
internationally recopnized BCM standard, and the first
International Standards Organization (150} standard o
adopt Annex L (previously Annex 5L, a list of controls
dedicated to management system specifications that provides
a framework now common to all new management system
standards published by IS0, the Intermational Crganization
for Standardization.

The 150 223XX series and its latest addendums, like all
other relevant documents and other resiliency standards, are
the International Organization for Standardization standards
for BC and resiliency. Motwithstanding that some of these
standards are applicable around the globe, many countries
have their own resilience, and BC and Disaster Recovery
standards, regulations, and practices | 16]. Standards created
by the 150 are the most widely used and have become firmly
established in the U_S. Mormally, ISChopdates standards every
5 years. 150 22300:2019 Security and Resilience - Business
continuity management systems — Reguirements [17], is the
global BC standard.

Updated by 150 in 2009, this standard provides additional
information to plan and execute o BCMS. It can also serve
as a ol to audit business continuity programs. Table |
summarizes the standards used to support BC.

B. INTELLIGENT PROCESS AUTOMATION

STANDARDS,/ FRAMEWORKS

I[EEE 2755.2:2020 is a standard that provides guidelines
for the development and implementation of IPA systems.
The standard. titled “IEEE Standard for Intelligent Process
Automation Systems - Part 2: Guidelines for the Implementa-
tion of IPA Systems.” is intended to help organizations design
and implement IPA svstems that are efficient, effective. and
SECUre.

The standard covers varous aspecis of [PA  system
implementation. including system architecture, data manage-
ment, security, performance, and scalability. It also provides
puidance on the selection and integration of different [PA
technologies, such as RPA. Al and machine learning. [EEE
2755.2:2000 is specifically designed to provide guidelines for
the development and implementation of [PA systems.

IEEE 27552 was approved in 2020, utilising the ter-
minclogy and technology taxonomy established in IEEE
2755 and IEEE 2755.1, respectively. IEEE 27552 provides
a comprehensive self-help methodology for techmology
domain exploration, sirategy development, technology evalu-
ation, implementation, Management, SoVemonee, oferations,
program optimization, and successful enterprise scaling for
SBIPA programs [32], [33].
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TABLE 1. Standards to support business continsity

Relense  Dhedighation Whal o addresiss
Drale;
B0 FASSA Bexiness Contimmity Manasgement [ 18]
B0 IS0 2700 5 The Infeemation Security Standard &
g i Informetion Security Meinagemesd
Sywiem [19)
D00k B Iauu R SN B 20U - Haginess
1 &2} Contiraity [206}-{22]

1: code of prectice

2 specificansoe for BOM

Sagaricy and conlinuiry ranagement
FFEREms — Requirements and poidance for
e ol due Siamdards Insstution of el

o Liny 51 D00 2007

(500 [23]
20T IS{NPAS Bozieiad ssoenty - (rasdelme for incidem
EEIFRD00T preparncd e of 1 ¥
Eanagerneil [24]
Hd Lhat ] Fngipoie Smndind - Singapore

(SPRIMNG) laninches & new cerlifighle
sandasd 55540200 wihnch replaces TR
15 20404 [ 25],

Stasidan] on Ditager & Eoeipency
Managemeil and Bainegs CoaingiTy

Progras [26]

et WFF# 1400

s (5] ARSI Austialpn aid Mew Dealaid Pusascis
SN0 Citinuily Minapeiieo stesidan] [27]
2010 AMEIASISESI  Bastiness Cotlmenty Mansgement
RO 1 =2000 Standan]
Bazinese Conlimesty Mansgement
Syeterme: Requiremenls with Gadancs for
Use [28]

2 =0 223xx Standerde For BCMS Business Conlinuity
iamagement [1Z], [15], [17], [2¥H 30]
Contingzncy Flenning Guide dor

Informetion Technelogy Svatems [31)

2 FelS5 T M4

Table 2 shows some of the standards that might support
the implementation of IPA. Mevertheless, IEEE 2755 2: 3020
is specifically designed to provide guidelines for developing
and implementing [PA systems. As such, it can be said that
this standard applies to and supports the use of TPA.

C PDCA

(e of the key features of 150 22301 is the use of the Plan-
Do-Check-Act (PDCA) cycle. The PIMCA cycle is a four-step
management methed commonly used in quality management
and other fields. It is a continuous improvement approach
that helps crganizations to identify and address issues and
contineally improve their processes and systems. PIDICA is
also called the “Ddeming cwcle™, which is a classic guality
management model promoted and practiced in Japan by W
Edwards Deming, who is considered by many to be the
father of modern quality controel [3%]. However, he always
refers to it as the “Shewhart cycle™. 150900 1z 2000 stated
in its introduction that the PIMCA method is available for all
processes [4].

150 22301 uses the PIMCA cycle because it is an effective
way o manage BC's complex and dynamic natwre. The
cycle allows organizations 1o plan and prepare for potential
disruptions, implement and test their plans, monitor and
evaluate their perfformance, and make improvements based
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TABLE 2. standards 1o support process sutomation.

Rl Destipnalion ‘Whal il addeessss
Dt
o ISOVIES [SOVIEC  1550-2:2000  defines the
13304220010 roquirements  for perfeming,  process
asseswmenl as & hagis e e m proces
impeovemen: ond  capabaity  detesination
134}
Halo ISVIEC TR  Informstion Wweboology —  Sysioms  and
FE-LHIE Sed 1 [x] softweee  egineenng  —  Chode for
configmation mamagement ool capabilities
[35].
LS ISOVIET Thie 1SOVIEC stanchind dicfines & prooes
30202015 measurement famework & soopors the

asseggmenl ol pracess capability, =
accordanos with the mequiresnents of ESOVIEC
313 [34]

[EER Casde for Terms smd Concopts m
Irmiedlegest Precess[33], [37).

il TISS2007

L IEEE 273501« [HEE Sandand for  Intelligent  Process
mie Auinmation Systers « Fat | Framework and
Comuepis [35]
e IEEE 217332« [EEE Sundard dor  Inielligent Process
a2 Auloiralion Syiles - Fet 2117

on the results. By following the PIMCA cycle, organizations
can ensure that they constantly improve their BCM processes
and siay prepared for future disruptions.

Tirveldinen suggested that one way o incorpomie good
BC practices inko an organization is to adopt an international
standard or framework that comprehensively integrates it into
existing processes [41]. The soggestion is in line with the
scope of this study, which adopted 150 22301 standards in
the BC component as part of its effort to increase BCM
competency and improve operational stability [22].

IEEE 2755.2:2020 [42] and ISCr 22301 [17] are already
robust frameworks that integrate well with other establizhed
management systems. However, they were developed as
autonomous paris and, which need to be analysed o combine
both in a process that can make the most of their potential

lll. RESEARCH METHODOLOGY
To pursue this research objective, the DSR methodology was
chosen to boild an artefact. as DSR aims to solve problems by
constructing a new reality rather than explaining an existing
fact or trying to help understand it

The main elements of SR in information systems
investigations are the possibility of mew research fields,
the construction of new theories, or testing and validating
theories. This work aims to develop a model w0 solve a
specific problem; in this case, to understand how the TEEE
and 150 standards can be combined. Therefore, DSR, widely
usad in information systems research o solve complex
problems, may be a suitable approach for this study.

Using the [SE method was then followed for model devel-
opment SR is not only suitable for solving organizational
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problems in specific domains but also suitable for producing
artefacts, as in the case of this model. Figure | presents
a description of the research strategy wsing a DSR process
and summarizes the design and development of mapping the
standards under analysis.

I i e wm sl iom
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e | B Faanioa 3 ™ -\.-Ill.-m.-l-q
[Ercim 1] | Seisom 2 & 1] -
|
Ernbursan wrk [
il ik
Db o b
o rmr i) KHIS, T peediad Tuifruag

Pmdd mm mpeam ihe Blappy o share

LSFER YR CFT |
vl St ool il o o Flewvl ™

im i Leorwiare Bovies

. [ - ]
[FEFr

Revicw [ N

. i
Vo s stinchunds | _ ! [ ]

sl brd
|wxrricerd -+ Tes
'
Flapping of bak -
Ran bk Inicrece 8 [ o s P

FIGLUEE 1. Design sdence research (D5E): Design and development of the
manpping of both standards (adapted from [53]3

Both standards were analised to collect all data related to
each clanse (150022301 :2019) or Sage (IEEE2T55: 300).

150 2230020019 applies the FIXCA cyvcle - Plan (establish),
o (implement and operate). Check (monitor and review),
and Act {maintain and improve) to implement, support, and
continually improve the effectiveness of an organization’s
BCMS.

Following the PDICA cycle, Clauses 4 to 10 cover the

following components:

« Clause 4 introduces the requirements necessary Lo
establizh the context of the BCMS applicable to the
organization, as well as needs, requirements, and scope.

« Clause 5 summarizes the requirements specific to top
management’s mle in the BCMS and how leadership
articulates ils expectations o the organization via a
policy statement.

« Clause 6 describes the reguirements for establishing
strategic objectives and guoiding principles for the
BCMS.

« Clanse 7 supporis BCMS operations related to estab-
lishing competence and communication with interested
parties on a recurringfas-nesded basis while document-
ing. controlling, maintaining, and retaining required
documented information.

» Clause § defines BC needs, determines how to address
them, and develops procedures to manage the organiza-
tion during a dismption.

o Clagse 9 summarizes the requirements necessary to
measure BC performance, BCMS conformity with this
document, and to conduct a3 management review.

» Clause 10 identifies and acts on BCMS nonconformity
and continual improvement through comective action.

WOLLME 11, 20X
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IEEE S5td 2755.2-2020. IEEE Recommended Practice
for Implementation and Management Methodology for
Software-Hased IPA, sets forth a stmoctured methodology
from inception through full adoption to establish proper
programs in [PA initiatives that is broken into the following
stages (later called “Clauses™ )

« Stage 3 - Exploration: In this stage, stakeholders explore
the organizational readiness for [PA and identify the
processes that are good candidates for sotomation.
Thizs stage helps stakeholders understand [PA's potential
benefits and risks and identify the processes that will
provide the most valoe.

« Stage 4 - Strategy: This stage is to develop a strategy for
IPA adoption, which includes defining the business case,
identifving the technology solutions, and establishing a
roadmap for implementation.

« Stage 5 - Evaluation: Here, stakeholders evaluaie the
effectiveness of the IPA solotion, including the impact
on business processes, employee prodoctivity, and
customer satisfaction.

« Stage 6 - Implementation: In this stage, stakeholders
implement the IPA solution, which includes designing,
developing, testing. and deploving the automation
solution.

« Stage 7 - Mapagement and Operations: In this stage,
siakeholders manage and operate the IPA solution,
which includes monitoring the solution, providing
ongoing support, and ensuring that it continues o meet
the organisation’s needs.

« Stage 8 - Optimization and Scaling: In this stage,
stakeholders optimize and scale the IPA solution, which
includes identifying opporiunities for improvement,
implementing changes to the solution, and expanding
the use of [PA across the organization.

This standard also provides an initial Clause, ““General
Overview”: In this siage, stakeholders provide a general
overview of the IPA initistive, incloding the goals, scope,
and desired cutcomes. This stage helps establish 8 common
understanding of the initiative across all stakeholders.

Owverall, the clauses of the IEEE Recommended Practice
for IPA provide a comprehensive framework for planning,
implementing. and managing an [PA initiative. Each stapge
builds on the previous one, and all stages are designed to
work together to ensure the success of the IPA initintive. This
recommended practice identifies six distinct but interrelated
stapes in that methodology, as ouwilined in Clause 3 through
Clause E. These stapes should be executed in sequence
for an [PA initiative that is starting, but various stages are
appropriate to revisit throughouwt the life of an [PA program.

For each stage, this standard has a stroctured approach
including five sections (Objective. Participation, Methodol-
opy, Activities, and Outcomes) that are part of the framework
for each stage of the IEEE Recommended Practice for IPA.
Here is a brief explanation of each saction:

« Objective: The objective section defines the poals and

objectives of the stape. This section sets the direction
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for the activities camied out in the stage and helps
stakeholders understand what they are trying to achieve.

« Participation: The participation section describes the
stnkeholders involved in the stage and their roles
and responsibilities. This section helps ensure that all
relevant stakeholders are involved in the process and
understand their roles.

« Methodology: The methodology section describes
the approach and methods that will be used o achieve
the objectives of the stage. This section helps ensure
that the activities are carmied out consistently and
stmactured.

« Activities: The activities section describes the specific
tasks and activities that will be camied out in the stage.
This section provides a detailed plan for implementing
the methodology and helps stakeholders understand
what they need to do to achieve the objectives.

« Ouicomes: The outcomes section describes the expecied
outcomes of the stage. This section helps stakeholders
understand what they are trying to achieve and provides
a basis for evaluating the success of the siage.

These five sections provide a structured approach for each
stage of the [EEE Recommended Practice for IPA. They help
stakeholders understand what they need to achieve. how they
will achiewe it, and the expected outcomes. By providing a
consistent framework for each stage, the IEEE Recommended
Practice for IPA helps ensure that the IPA initiative is
implemented in a structured and effective manner.

V. DESIGH ANMD DEVELOPMEMNT: MAPPING PROPOSAL
This section presents the steps to develop the mapping
between the two standards. The purpose of this anifact is to
propose the alignment of these two fmmeworks, establishing
connection points between the two to allow them to use
their potential when implementing either of them, together
or individually. The effort is to identify the points of
connection bebween both. For this, the next section presents
the integration of the clauses of the two standards based on
the literature review.

In the case of IEEE 2755.2:2020, analyse t0 incorporate
and complement the requirements of 15 22301: 3019 that
relate to planning, establishing. implementing, operating,
monitoring, reviewing, maintaining, and continually improv-
ing a management system io protect, reduce the probability
of coccwmmence, prepare for, respond to, and recover from
outages when they arise. Regarding [50 22301:2009, verify
the recommendations in [EEE 275522030 conceming
indications to support the optimal selection, evaluation, and
adoption of rapidly expanding products and services of
complementary technologies available to automate corpomte
operational processes. [t recommendations are based on
the collective knowledge and experience of developers,
consultants, system integrafors, service providers, and
end wsers. A business environment 5 now g place of
continuous technological innowation, where [PA [43] is
a dynamic activity. Likewise, the uonderlying business
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FIGURE 2. Merge of POCA, 150/22301:2019 and IEEE;/2755:2020 claeses.

strategies and processes are constantly evolving to address
new opportunities and at the same time. threats that can
compromise BC, if all possibilities are not anticipated.

Both documents (IEEE 2755.2:2020 and IS0 22301:2019)
have a similar word usage regarding verbs, thus, the word
shall indicate mandatory requirements strictly to be followed
to conform to the standard and from which no deviation is
permitted (shall eguals required to).

The word should indicate that among several possibili-
ties, one is recommended as particularly suitable, without
mentioning or excluding others, or that a particular course
of action is preferred but not necessarily required (should
equals recommended that). The word may is used to indicate
acourse of action permissible within the limits of the standard
(may equals permitted to). The term can is used for statements
of possibility and capability. whether material, physical,
or causal (can equals able to).

134244

Figure 2 represents the mapping proposal of both stan-
dards, including the already mapped PDCA cycle with
1SO 22301.

Figure 2 and Appendix A aggregate the pre-established
mapping at ISO 22301:2019 with the PDCA cycle. with the
clauses for IEEE 2755.2:2020.

In the IEEE 2755.2:2020 document. each clause (stage)
is fully explained with a structured approach that includes:
Objective(s), Participation. Methodologies, Activities. and
Outcomes, and guidance on the activities needed to complete
all of the objectives of a stage comprehensively and is
represented at Figure 2 with the green doughnut Each
stage succeeds the previous one and builds on the results
of the last stages, establishing a logical progression of
capability.

In 1SO 22301:2019, Clauses 4 to 10 contain the reguire-
ments to assess compliance and can be used to determine
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an ofganization's ability to meet it own BC needs and
obligations.

A OUTCOME OF THE MAPPINGS

The information presented in Appendix B comelates process
outcomes required in [EEE 2755.2:2020 to process outcomes
required in [SCr 22301:2019. The mapping indicates related
outcomes that may help meet the requirements of [EEE
2755.2:2020 when developing automation projects. There
is no assumption that all the reguired outcomes of TEEE
F755.2:2020 are necessary to fulfil the required outcomes of
1500 223012019,

1) PROCESS CORRELATION

BCM is a comprehensive and holistic approach to ensuring
that an organization can continue o operate during and after a
disruptive event. It has the following major process to support
its ohjectives:

i Husiness Impact Analysis (BLA): This process involves
identifying critical business functions and the potential
impacts of dismptions to those functions. It helps
organizations understand their most critical processes
and pricritize their BCM effonts.

11 Risk Assessment: This process invol ves identifying and
analysing the risks that could lead to a dismptive event.
It helps organizations understand the likelibood and
potential impact of various risks and prioritize their risk
management efforts.

ili BC Strategy Development Based on the results of
the BIA and risk assessment. organizations develop a
BC strategy that outlines the steps that will be taken
to ensure the continuity of critical business functions
during a dismaptive event.

iv Plan Development and Implementation: This process
imvolves developing and implementing detailed plans
io ensure the continuity of critical business functions
during and after a disruptive eveni. Thiz includes
developing plans for crisis management, emergency
response, and business recovery.

v Testing. Training, and Exercising: Organizations
should test their plans regularly to ensure they are
effective and current. Testing should include table-
top exercises, simulations, and full-scale exercises.
Employees should also be trained o understand their
roles and responsibilities during a disroptive event.

vi Program Management: Finally, BCM is an ongoing
process that requires ongoing program management.
This includes monitoring the BCM program’s effec-
tiveness, making necessary changes, and ensuring that
the program remains up-to-date and effective.

These processes are designed to help organizations prepare
for and respond to disruptive events. minimize the impact of
those evenis, and ensure the continuity of critical business
functions.

Both IEEE 51d 2755.2:2020 and 150 223012019 are two
different frameworks that have other objectives, however,
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they use a process-oriented approach for some of their major
processes: knowledge acquisition, assessment. evaluation,
operation, maintenance, and continwous improvement. The
two, however, differ in the names of the activities of the
PrOCEsses.

V. EVALUATION

This section presents an assessment of the artifact. Evaluating
design artifacts and design theories is a significant undertak-
ing and a critical aspect of DSHE.

To assess the proposed mapping of the clauses of 150
2230 and IEEE 2755.2, several interviews were carried out
with specialists and professionals from both areas. Interviews
hold a ceniral position in the realm of social science
research, with a plethora of research method publications
delving into the practice of conducting interviews in this
domain [44], [45]. These interviews aim to make inferences
ghout a population by examining a sample from that
population. This contrasts with a census. which aims to
make observations drawn from an entire population and
are methods used for atifact evaluation. Therefore, in this
study, a semi-structured guestionnaire was evaluated for
the proposed mapping of the clanses of 1500 223001 and
IEEE 2755.2.

In this stud v, the artifact was evaluated in terms of construct
and model with the following principles: completeness,
ease of use, fidelity with real-world phenomena, internal
consistency, level of detail, simplicity, Understandability,
imporiance, accessibility, and suitability were looked at,
as proposed by March and Smith [46] and Rosemann and
Vessey [47]. Based on the criterin in Tahle 3, n semi-
structured questionnaire was created.

As previously stated, assessment plays a vital and sigmif-
icant rode in the DSR. To appraise the artifact, professionals
wire chosen from both the realms of BC and [PA, possessing
varving levels of experience and proficiency. This decision
enables us to enhance the thoroughness of the evaluation,
ensuring the practical viability of the amifact Table 3
displays the paricipants’ area, industry, function, country,
academic degree, and origin source. Table 4 shows the
duration of work experience. tenure in the current position,
level of responsibility, vears of involvement in BC, and years
of involvement in RPATPA.

Vi. POPULATION AND SAMPLE

This stndy focused on integrating 150 22301 and IEEE
2755.2 frameworks, 50 understanding the perspectives and
experiences of experts and practitioners in the field is
paramount. The population under considerafion comprises
professionals with expertise in BCM and IPA, from IT
Business Consulting organisations, banks, and insurance
companies. This includes individuals actively involved in
implementing, assessing, or govemnance of BCM and [PA
practices within their respective organizations. A purposive
sampling approach will be employed o ensure com-
prehensive and representative insight. This will involve
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TABLE 3. Semi-structured ire for evaluation of the
d-nu] guestionna proposed

Criferion Statement
The mapping contxins 21l the clouses of
I Completcncas the standards of bolk slandands,
The mapping iz well-described and
3 Faseofuse casy o vendfy and implemenied in both
CORtEELE.
The proposed mapping comesponds &o
Fidelity with real. o posmible wlutiva to the suitsble
3 chedce of practice 10 mearposate both
wuekd phienomena pra

shamidnrds

The propesed mapping uses adequale
4 Internal terminology, B wellwritten, and i
vty jastified by the theary,

The propoded mappng comland a
safficient level of detail o each
mechanizm for eoch standard.

5 Lizwelal Detail

The proposed mepping contains the
exact mamber of cluses for hoth
pructces  and they it = casy o
imnplemen,

6 Simplicity

Thz propessd mapping is  easily
umilersiood 2= a model Far BC and IPA
and  the meaning of each  clanse
moapping 5 exsily urdersiandable,

T Urserstandakility

The proposed mapping = mporlant foc
Loty pracritioners and academics.

The proposed mapping hax  an
wderslandable  lermmclopy  wilh a

practice  perspective, ot only  a
thearedical one.

& Accessshility

The proposed mapping of practices is
applicable in the practics oo aasisi with
BC and IFA praciitioners.

16 Suicehility

identifving and selecting participants based on their demon-
strable expertise and experience in 150 22301 and IEEE
27552 domains. Table 5 presents the resuolts achieved
with the imerviews regarding work experience, current
poesition, responsibility, and work experience in both areas.
Through semi-structured interviews, we aim to glean valuable
insights that will contribute significantly to the discourse
surrounding the harmonious integration of these critical
frameworks.

These tables provide an overview of the characteristics of
the sampled population for the stody focused on integrating
[543 223001 and [EEE 27552 frameworks. The population
consists of professionals with expenise in BCM and 1PA,
with select panticipants being extended invitations through
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pertinent LinkedIn reference groups [48], [49]. [530], [51],
[532]. [33]. [54]. [351], [36]).

Interviews are the most well-known method to collect
data in gualitative research and can be uwsed in all kinds
of philosophy paradigms whether positivist, interpretive or
critical [57]. The gualitative interview is an excellent way
of gathering data [57]. According to Myers and Mewman
the imterview allows collecting valuable data from peocple
in different roles and situstions [58]. Thus, interviews
can be an appropriate method to develop and evaluate
an artifact. Therefore, in this article, using semi-stroctured
interviews to collect data will be used. The interviews were
conducted o assess the completed artifact rather than its
initial construction. The arifact under consideration was
evaluated rigorously by a diverse panel of expens from
various geographic, cultwral, and industrial backgroounds.
Motably, the ineractions were limited to a single iteration,
yielding no additional models or refinements as an oulcome
of these inlerviews.

Regarding the number of interviews necessary in quali-
tative research, Myers and Mewman argues that there is a
nonspecific number. It depends on the research question and
whal answers are being looked for. A saturation point is
reached when a new insight for your research gquestion is not
found [57], [58].

Inthis study, we are evaluating a mode] with an appropriate
number of clauses for BC and IPA. The proposed model is
being sought, and the saturation point was reached in the fifth
interview. From the fifth to twenty-two interviews, no new
insights were added to the mapping model proposed.

A WORK EXPERIENCE

A significant portion (40.9%) of the participants has over
200 vears of work experience, indicating a substantial level of
expertise in the field, but the same (40.9%) for the level with
lezz expertise. No one in the range 10— 15 vears (%), and the
remaining participants fall into the categories of 5 to 10 years
and |5 to 20 vears, each representing 9. 1% of the population.

B. CURRENT POSITION

The majority {821_8%) of the panticipanis hold positions with
(0 to 5 years of experience, indicating a relatively young
workforce in their current positions. 9.1% are in positions
with 5 to 10 years of experience. Only a small percentage
(4.5%) are in positions with 15 to 20 years of experience, and
an egual share (4.5%) have positions with over 20 years of
experience.

C RESPONSIBILITY

The responsibilities of the participants are distributed across
various levels, with o paricular level dominating. The
highest percentage (40.9%) falls under the ““Other” category,
indicating diverse roles within the sampled population. This
is followed by ““Manager™ (22.7%), “D-Level™ {27.3%), and
“C-Level™ {9.1%).
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TABLE 4. Detsils about the participants.

¥ A Indusiry Funstion Counlry Acaduemic diegres Sarirei
1 IT & Business Consualting Bank RPA Team Leader Partugnl Bachelar 1
2 IT & Business Cansulting Insuranoe RIA Developer Partugal Buchelar 1
3 B Bank BC Analyst Partugal Master's degres |
4 IT & Business Cansulting Bervicnes VP Business Consulting Finland Muaster's degree I
5 IT & Business Cansulting Senvioes Director Consulbng Enpland Buchelar 3
4 B Bank Drirecior Consuliing Partugal Bachelor |
7 IT & Business Cansulting Services RPA Develaper Partugal Huchelar 1
# IT & Business Consuliing Services VP Business Consulting Partugal MeC 2
q IT & Business Corsulting Services RPA Develaper Partugal B 21
10 IT & Business Consulting Services RPA Develaper Partugal Huchelar k!
1l B and Risk Bank Audit Manager Partugal Master's degres 4
11 B PFartuguese Koad Fal B Analyst Partugal Buchelar 1
Metwork
13 IT & Business Innovabion Insurunce Director of Orgunization,  Partugal Fxecubive 4
Innovation and Prodiscts Magtes
14 IT & Business Consulting Services B Analyst ElTA Huchelar 1
1% IT & Business Consuliing Services RFA Business Consuliant  India Phiy i
1a IT & Business Comsuliing Services B Magager Partugal Bachelar 3
17 IT & Business Consulfing Services Direcior Comsulting Sweden Mnster's degree 3
far Bank & Insuramor Services
1 IT & Business Consuliing Services Diirecior Consulting Germany  Phl} Sthadent 3
1% IT & Business Cansulting Servicns Business Manager ELA Master's degree 1
20 IT & Business Consuliing Bank & Ingurance BPA Team Leade Paortugal Magter's degree 3
21 IT & Business Consulting Insumnce Director Consulting Partugal Muaster's degree 3
21 IT, Husingss & Governance  Edaeation Profiesior Brazil Phl 5
Legeral: | Linkedls | ® Endaitry Rell tien | ¥ Industry Ci |# Client eelaied | * University Link
TABLE 5. Details about the semi-structured questionnasire in the evalmation.
Rational . ) . Indizators .
Wioar Wark Cxpericnce 0 -5 years 5 — 10 yers 10— 15 yeurs 15 - 20 years = 20 wears
441,10 2.01% LS 901 21,1
Your current padition 0 — 5 years 5 — 1 years 10— 15 years 15 — 20 years = 20 years
ELR% 9,1% 4 4.5% 4,5%
Respansihiliny CaLewal TeLievel Mamager (ithar
1% 17.3% I,7% 455
Wik experience in business Neme 1= 5 years 5~ 10 years 1 = 15 years 15 = 20 years = M years
coeinuiny 7,3 45,54 13,75 4.5% 4.5 4,58
Wik uxpericnce in BFA / Nome 1 -5 years 5 — 10 years = 10 yuars
L M &3,6% 4.5% 9,2%

D. WORK EXPERIENCE IN BUSINESS CONTINUITY

Moo=t participants (45.5%) have | w0 5 vears of experience in
BiC. 27.3% have yel to specify work experience in this area.
13.7% have 5 to 10 vears of experience. while 4.5% each have
10 to 15 years and 15 to 20 years of experience.

E WORK EXPERIENCE IN RPA/TPA

The highest perceniage of participanis {63.6%) have | to
5 years of experience in RPAJIPA. indicating a relatively
high level of familiarity with this domain. 22.7% have yet to
specify work experience in this area. 9.2% have more than ten
years of experience in RPASPA, indicating a group of highly
experienced individuals in this field.

WOLUME 11, 2023

In summary, the sampled population represents a diverse
group of professionals with varving expertise and experience
in BCM and IPA. The majority have substantial experience
in their respective fields. and a significant portion also
have considerable expertise in RPASTPA. This diverse range
of perspectives and experiences is expected to contribute
significantly o the studys insights.

VIl. DATA COLLECTION

A multi-faceted data collection approach was employed
to gather comprehensive insights into integrating [50
22301 and IEEE 2755.2 frameworks. The methed involved
semi-structured interviews with selected experts and practi-
tioners. These interviews have been conducted one-on-one,
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TABLE 5. Details the dosed questions done to the participants and their results.

Hational Indseatioe
1. Ok a scile ol |t 5, how campatible do von consuder te postible combisanan of the {1 450 13.5% % A1H%
"Context of the crganization” clause from [50 22301 with the "General overview and
minocoare® clamse from [EEE 2744 27
L. In youar opanion, whal level of ahiphmenl exigls bétween the "Leadershap® clause rom 150 4 13,6% 182% 8,1% 1%
X0 and the "Exploration” clause from [EEE 2755.27 Mease rale it om a scale of 1 éo 5
3. Congsdering the comixnation o the 'Flnnnmg_" elauge fromm [S0Y 22300 and ohe "Srwiegy” 1% s 13,5% s A4ty

clausw from IEEE 27552, how well do yuu perseive their symergy™ Plesse rete il from 1 o §

4 a scale of | to 5, how well do you believe the “Suppon” clause from IS0 22501 fits 1 1%

wh the "Implemnetitanon” clanse from 1EEE 2755 37
5. By combiming the "Managemment and

A0 5% 16,4% 11, 7%

ions” clause from 50 22300 and the e 4,5% 15 2% 11,B%4 45,5%

“Operations” clause from [EEE 2755.2, how effective do you perceive this combination in

BT Please male it om 2 geale al’ | do 5,

allowing for an in-depth explomtion of their experiences,
challenges, and successes in implementing these frameworks
within their organirations.

Data Collection Process: The interview process starbed
by requesting consent and an introduction to the study’s
ohjectives. Closed guestions with a rating scale of | to 5
{1 being the lowest, five being the highest) with optional
comments to each question have been used to encournge
participants io share their perspectives freely regarding the
combination of each clause. Their resulis are expressed in
Table &. The analysis involved a systematic review to extract
key information on how well each clause combines or fits
together relating BCM and [PA. An additional question was
posed for the participants to share any insights, concemns,
or potential advantages they might foresee in implementing
this integrated approach.

Diata Interpretation: The collected data aimed at identifying
recurring patterns, themes, and signiticant points raised by
the participants. Through this process, commaonalities and
differences in perspectives have been identified, providing
valuable insights into the challenges, successes, and potential
synergies between 150 22301 and IEEE 2755.2, involving
triangulating the findings from both interview transcripis and
proposal analysis, ensuring a comprehensive understanding
of the integration landscape.

VIIL RESULTS AND DISCUSSION

This section discusses the results of the optional comment
requested for each guestion. Appendix C presents all the
information related to the comments made by the participants
for each question presented ()1 to &),

(1. *Context of the organization™ dauwse from 1500
224 with the “General overview and structure™

Respondents generally perceive a high level of compatibil-
ity between the “Context of the crganization™ clanse from
1500 22301 and the “General overview and structure™ clause
from IEEE 2755.2. The majority (81%) rated the combination
as a 4 or 5, indicating a solid alignment_

As seen in Appendix C - 1. the feedback emphasizes that
aligning the organizational context with the general structure
provides a solid foundation for BCM and TPA initiatives.

Thiz understanding is crucial for effective planning and
automation efforts. The combination supports risk mitigation
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by allowing for a nuanced assessment of potential risks and
vulnerahilities based on the organizational context.

This enables more targeied and effective selection and
implementation of automation solutions to enhance BC.
The integration of these clauses nids in optimizing resource
allocation for automation projects. [t ensures that sutomation
efforts are directed towards functions and processes foremost
vital to the organization’s overall structure and objectives.
The integration establishes a foundation for the long-term
alignment of automation efforts with organizational goals.

This ensures that automation strategies evolve in sync with
organizational structure and objectives changes, providing
sustained suppont for BC initiatives. Combining these clauses
leads to a comprehensive understanding of the organizational
landdscape, enabling a more informed and strategic approach
to BC and automation initiatives. This alignment ensures
that automation effors are closely aligned with the overall
stmucture and ohjectives of the organization.

Owerall, the responses suggest A SirONg CONSENSUS AMONEG
the respondents regarding the compatibility and adequacy
of combining these clauses. The alignment between the
organizational context and the general structure is critical
in facilitating effective planning and auwtomation effons for
BCM and IPA initiatives.

()2, *Leadership™ clause from IS0y 22300 and the
“Exploration™ dause from IEEE 2755.2

Respondents broadly recognize a substantial degree of
alignment between the “Leadership™ clause from [50
22301 and the “Explomation™ clanse from [EEE 27552, The
majorty (68.2%) rated the alignment as either a 4 or 5,
indicating a strong perceived alignment

Some respondents expressed a degree of uncertainty or
suggested that, based solely on the wording and context,
they did not see an immediate fit between the clauses. This
indicates that a deeper understanding of the specific clanses
may be needed to appreciate the alipnment. There is a
viewpoint that the “Exploration™ clause is a vast subset of
what 150 22301 describes. However, it's noted that if the
intent is to use 1500 as a tie-breaker between implied frame-
works, this alignment could be appropriate. It suggests that
there may be a hierarchical relationship where one standard
complements or supplements the other. Feedback emphasizes
that effective leadership, as outlined in 150 22301, is pivotal
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in driving informed decisions regarding [PA initiatives. The
“Exploration™ clause complements this by emphasizing the
need for comprehensive documentation, including motiva-
tions, dependencies, and competitive analysis. This ensures
that leadership is well-informed and equipped to drve [PA
initiatives forward. The combination of “Leadership™ and
“Exploration™ is seen as providing a solid foundation for
turning strategic vision into actionable plans. This alignment
ensures that the vision is supported by a detailed roadmap,
incorporating documentation of motivations, dependencies,
and competitive analysis. The feedback highlights the pivotal
robe of leadership in driving the adoption of automation
technologies. A forward-thinking approach to explomtion
canuncover opporiunities for utilizing automation to enhance
BCM strategies, allowing organizations to respond more
effectively to unforessen events. IU's suggested that there
may also be a match between the “Leadership™ clauze and
Clause #7 (“Management & Operations™). This indicates
recognition of potential interrelationships between multiple
clauses.

Owverall. as presented in Appendix C - (2, the responses
indicate a perceived strong alignment between the “ Leader-
ship™ clanse from 1S 22301 and the “Exploration™ clause
from IEEE 2755.2. This alipnment is seen as providing a
solid foundation for driving informed decisions and exploring
opportunities for aotomation within the context of BC.

03, “Manning™ clause from IS0 22301 and the
“Strategy™ clause from IEEE 2755.2

Respondents  generally acknowledge a high level of
synergy between the “Planning™ clause from IS0 22301 and
the “Sirategy’™ clause from [EEE 27552, The majority
(86.4%) rated the synergy os either a4 or 5, indicating a strong
perceived alignment.

The feedback emphasires that both clauses focus on
actions to address risks and opponunities. ““Planning™ within
the BCMS conext emphasizes risk assessment and mitiga-
tion, while “Strategy™ in the IPA context involves controlling
deplovment risks managing. This alignment ensures that
risk management is integrated into BCMSE planning and
[PA strategy development. “Planning™ and “Strategy™ are
fundamentally aligned in their focus on strategic thinking.
“Manning” encompasses the development of a structured
approach to BC, while “Strategy™ puides formulating a
broader organizational strategy that may include automation
initiatives. This alignment ensures that planning efforis are
integrated into the larger strategic framework. Measurable
objectives are highlighted as crucial for both BCMS and [PA
initiatives. The “Planning™ clause's emphasis on measurable
objectives aligns with the “Strategy™ clause’s aim (o assess
howe IPA can support and enhance the enterprise’s strategic
plan. This alignmenti ensures progress can be effectively
tracked, monitored, and communicated in line with the
sustainability concept. Automation is viewed as a significant
augmeniation to the effectiveness of BCM plans, contributing
i both efficiency and environmental sustainability. It can
streamline processes related Lo continoity planning, enabling

WOLLME 11, 2023

faster response times and reducing human ermor in critical
scenarios. This suggests that integrating automation into
the planning process enhances the overall effectiveness of
BCM while aligning with the sustainability concept. The
integration ensures that antomation efforts are not viewed in
isolation but are considered an integral part of the overall
BC strategy. This emphasizes that automation is a strategic
component of BC planning, emphasizing its role within the
sustninability concept rather than & a separate initiative.

Owerall, as shown in Appendix C - (3, the responses
indicate a perceived strong synergy between the “Planning™
clause from [50 22300 and the ““Strategy” clause from
IEEE 2755.2. This alignment is seen as providing a solid
foundation for integrating automation into the broader BC
planning process, ultimately enhancing the effectiveness of
BCM plans.

Q4. “Support™ clause from 150 223010 with the “Imple-
mentation™ clause from IEEE 2755.2

Respondents generally perceive a high level of compatibil-
ity between the “Suppon”™ clause from 150 22301 and the
“Implementation”™ clause from [EEE 2755.2. The majority
(59.1%) rated the fit as either a 4 or 5. indicating a strong
perceived alipnment

The feedback emphasizes that suppori is crocial during
the implementation stage. With adequate support, the success
of the implementation may be better. This highlights the
imporiance of having resources and expertise available to
ensure a smooth implementation process. Both clauses are
seen as complementing each other. The “Suppornt™ clanse
addresses polential challenges, such as skill gaps or resource
constraints, which can be critical 1o the success of the
implementation. This synergistic approach increases the
likelihood of & successful automation deplovment. Indeg rai-
ing “Suppon” from [50 22301 with “Implementation™
from IEEE 27552 iz wiewed as leading to enhanced
operational efficiency. Adeguate support regarding skilled
personnel, technology infrastructure, and training ensures
that automation initiatives directly contribute to the resilience
of critical business functions. The combination of “*Support™
and “‘Implementation™ underscores the critical need for
resource allocation and iraining. “Support”™ ensures that
the right resources, including personnel and technology, are
allocated for the successful “Implementation™ of automation
solutions. This alipnment is seen as wital for achieving BC
and efficiency poals.

Owerall, as illustrated in Appendix C - (M, the responses
suggest a strong consensus among the respondents regarding
the compatibility and adequacy of combining the “* Support™
clause from 150 22301 with the “Implemenation”™ clanse
from IEEE 2755.2. This alignment is essential for ensuring
a smooth and successful implementation of automation
technologies within the context of BC.

(5% Management and Operations™ clauwse from IS0
2230 and the “Operations™ clause from [EEE 27552

Respondents generally perceive a high level of effac-
tiveness in combining the “Management and (perations™
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TABLE 7. Relstivnship between the PDCA COpde, dauses of 150 2275003019 and IEEE 1755.222000 addressing PDCA compoment

P A compenend L5y 223002018 LIEEE 1755.1:IUI0
Clauge 4 (“Costext of the sogaaaaros’™) saels owd wisil the Clause 2 (“lrensrl ovesview sl sirociure™) The obeotive ls
ofganiziios shauld do o make sere that the BUME mzes i3 Investgate e sonalilay of an [PA moniacive foe b Busingss umit of
FEUIPETeTis, taking o eetount el relevest axiemal and trusiness before setting sut any strategic directrves. The imvestigation is
meermal factors, inclodizg: pompleied by leveraging a variety of people, wals, ezd 1
— the needs eod expectations of interesied parties; long with defined industry practices io wnderstand the relevant pros ead
— it=x legal and regulaiory obligetions; pons of IPA adoption.
— th pequired scope of thy BCMS,
Clause 3 " Eaplorarias’} The objactive & oo veidigate Te uilssaliny
Clause 5 (“Leadership™) sefs oul sanageseal’s mle = ofan IFA imanve for a bosisess unl or busines Beloee selfing oul
demoasmting commitment, Sefining policy, and esinblishing  emy sirategic directives. The investigation is compleied by leveraging a
Flam roles, respensibilizies emd mothori es. variesy of people, ools, and methodedegies along with defined indusary
i Establish) practices o undersiand the relevant pros and cons o [PA adoption
Clemse 4 (*Stravegy™) Based on the findings and insights gained from
Clause & {“Flezning”} descnbes the sctions for esieblishing  the Exploration stege, the Srategy stage aims o assess how [PA an
wiradegic abjectives aad guiding principles for implemeniisg  suppart amd entance the enterprise smategio busimess plan aad
the OCHE. mchnology emvirenment = ways thed maximize opportunities. snd
benafits while controlling risks.
. Clause & M leplemaatalion”) The purpose 6 o design, configure, baild,
g:uuml;(i:&uimm"'l H"Inu'ﬁ" the BCMS elements that vedt, and diploy aulomatss hal will deliver the targsied Bugines
" in g "':H"d;:: ¥ “”Iuﬁm?" i TS, ' ouicomes identified in the Straiegy stage using the architectores and
AT " e =, technologies selected for deployment = the Evaluzizton stnge.
Tin Clause T " Mansgemenl el operation”™ ) The ahjectives ane in assure
(opboment ind Clause B (“Operacion”™) kentifies the processes for the reliable perfonsance of somations in prodocises wad o Mentfy
e ]‘“ establishlsg and malniaining B, e o T SPECHTUINES for Cument Stomation wols aad new
P [PA toeds that can enheance capability, performence, anad valoe.
Clanse 5 (" Evaluition™} The objective @ o seloel b i approprise
Check Clauge ® (“Perfosmine: svalnabien”) provides 1he hatis G tezhnalogies il prosiuct arelulsenures oo deliver e oulzomel and

(Planitlor and review)

mpraving the BUMS terough measurement and 2vekation (s

benelles idzmified in the Strategy worksiream.

perfonzance. MOTE-—IEEE Sod 2735.1-20019 provides o comprehensive techaclegy
evaluztion guide
Clwuse & " Optimizstion and sculing™y Aims 1o support the sustsimahle
Ak Clauss 10 {“Tmprosemen] ™) ayverg the coreeclive s for grevarth ol IFA grogramd while miligating neke, When gealal, TFA
[MEairiLain and addressing nonconfermily idennlied theough gerl lechnalagies creale additional valoe by improving productiviny,
i) evaluation. expandeg enleipise cigacly, and suppaiting the expissess of gew

products, satotiors, and business madels.

clanse from 150 22501 and the ““Operations” clause from
[EEE 2755.2. The majority (77.3%) rated the combina-
tion as either a 4 or 5. indicating a sirong perceived
alignment.

The feedback emphasizes that operation and marage-
ment are closely intertwined. Even though operations may
have a routine nature, effective leadership is crucial. This
highlights the imporance of vigilant oversight and col-
laboration between operations and management. The need
for continuous assessment of BCM and IPA performance
metrics is recognised. Automation processes are considered
integral to the overall assessment of BC effectivensss,
indicating that automation can enhance the measurement
and evaluation of BCM initiatives. Both clauses are viewed
as emphasizing the importance of operational planning and
control. “Management and Operations™ focuses on planning
and controdling BCM support processes, while “Operations”
in the context of [PA aims 1o sustain and expand automation
programs. This alignment ensures that operational processes
are well-planned and effectively executed in BCM and [PA
initiatives. Combining “Operation” and “Management and
Operations™ is seen as seamlessly integrating automation

124250

processes into day-to-day operations. This optimization of
routine tasks enhances the organization’s overall resilience by
ensuring that critical processes are consistently maintained.
Both clauses are seen as highlighting the preparation of plans
and procedures. In BCM, this ensures readiness (o respond to
dismpticns. In the context of IPA. it supports the sustainahle
growth of automation programs. This alignment underscores
the importance of well-defined plans and procedures in
both initiatives. The alignment between the two claoses
is emphasized as supporing risk mitigation in both BCM
operations and IPA initiatives. This highlights the critical
role of risk management in operational activities for both
BCM and IPA. The combination is described as a perfect
maich. indicating a strong compatibility and complementarity
between the “Management and Operations™ clause and the
“(rperations"™ clauses.

Owverall, as displayved in Appendix C - (35, the responses
suggest o strong consensus among the respondents regarding
the effectiveness of combining these clanses. Integrating
management and operations with operational processes is
seen as a powerful approach o enhancing the organization’s
resilience and effectiveness in both BCM and IPA initiatives.
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TABLE 8. PO:CA, IS0 22501:2019 & |EEE 3755.2: 2020 oubcomes.

P A
__compoment

ESID 22300:201%

Crgleames IEEE ITES.2: 2020

(luleomes

Flam
(Estetslish)

Clwwes 4 conjext of
e ergesization™)

Clamse & “leadership™)

Clwmse & plannizg™]

Clawis T & nupport™)

- Ditermne extemal s intemal ipsues tho
are relevan w2 his purpose ad affect yoo
shility 1o schieve their BCMS remlisis]; -
which sukehoklen and requaemenls ie
robevant o BICMS; - Legal and regulstory
reguineiments (for Sia st hive & prodesd o
barve thea ability te identify, access, and

evalunte e conlinuity of thes fenda el
servioes, activities, mnd resources); - Soope of
Rueseis Contiraily Masagement Spilioms
[krvemel end Exfernal lssues; Requirements,
Mizsion, Obgectives, and |  a=al F. |
Uhiliganong]; - Iroplemsent g BUDS

Chigse 2 ["CGeneral
overylew and
sinucare”)

- High Marapemem must demonstrate
ledaderahuy and cormioment by cesirag thai
the palicy of continmsg the predefined
business i comemunecaled, s well as who ae
the irserveners and| their Tesporsbilites and
which aljeslives are eatiblished, previding o1l
Ihe ocossary resonrCes and promotiog

Siftifne stprveinenl

Clhugaw 3
"Exploraion”}

[y planning BICPS da determine which
oEjesiives 1o be arhizved, e eoling o Tese
risks and opportonilios to ensoen thet BCMS
achievis the inlendal reulils, peevenling or
reducing enwaned effects and achieving
enntirso improveinenl, Theie ihoulil be
measursie, monored, commuracated, and
ticd s appropeiake, mosrperting chaoge
management fechnigues whenever necissary.

s A
[Emegy™]

The orgenizatios mus determine and provide
ill the necikany feouneed o e,
immpdemens, maninm and impross the DTS,
These reserces mus! bave e necesrary skills
and capabilities end e moere of the poficies in
furce anil B mplications for mol being in
avcordance. Thi argmraion mis Seiermune
internal and exlernal communications rolevimt
o BOM, creating arsd malmaining reconds in a
comimled marmer and allowing ther
derilvonion oaly 10 ose Wit ane auldrized.

Clanise &
"lmplememation™}

= Creerall, fhe culromes are insended b provide
stakekaldei with o ¢leas wdernandsg of the
wandard’, as wll as the kvy concepls and
definitions used Fesiit the decamenl. This
wris tho foendation for apphing the sandard fo
asn IPA initiave sl helps ensine That all
wakataldors aro on the same pago

= Doz urrespned ared cleards defmed buvm s
focused wision; - Tincumented idmmtification
o citegoriztion ol the inetan satlvatan
for explaring the potential of an [FA intiative;
- Ducumented slimnlicanos ol dependsties
of an IP'A initistie or factors that conflic; -
Dhesrisies ol Gaimpeliive dialyais o
understazd existing supplier; - Docomonind
review with } sl ! AL
oallected through the Explomasen stage that
sl e ¢ falioe Lo f 4 or not

- Muybe & new oo sgmilficently revised
CROSIPrse SERLcEe plan, Including prospeciive
owlcnmies, bemefity, and risks somcinted with
deployieg [PA, alosg wili & high-level
tmmedable and operating budged for the TPA

etinlive

- The deliverables from the implememation
i o wonk eossdal of Fallly leted sl
walidaied awomenon, imleding software,

matenals, policies, progedures, and
performames menilonng melbods—all
mformation, mining, ad pracees ped
required for coaleallen: 10 run B apfomalied
proveases salely wed reliably of emerpriss scals
dunng e Management and Operatioms stage
af wodk.

(3. “Ewvaluation™ clanse from 150 223 and the
“Performance Evaluation™ dause from IEEE 27552

Respondents overwhelmingly perceive a high lbevel of
compatibility between the “Evaluation™ clause from 150
22301 and the “Performance evaluation™ clause from IEEE
2755.2. The majority (95%) rated the compatibility as either
a4 or 5, indicating a strong perceived alignment.

There's a view that “Evaluation™ and ““Performance eval-
uation™ look similar. Unless the word ““performance™ refiers
explicitly to evaluating the performance of the evaluation
process itself, the objectives appear to be expected. This
sugpests a natural overlap in their fcus on measurement and
assessment. The adequacy of the integration is seen as 100%,
indicating a high level of confidence in the compatibility
and effectiveness of combining these clauses. Both clauses
are seen as highlighting the need for messurement and
assessment. “Evaluation™ in 150 22301 focuses on BCMS
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performance, while “Performance evaluation™ in IEEE
2755.2 addresses the review of IPA programs. This alignment
ensures that performance is systematically measured in both
BCM and IPA initiatives to suppont growth while mitigating
aseocigted risks. While the integrated approach holds tremen-
dows promise, there may be challenges in harmonizing cenain
aspects of BCM with automation. This includes ensuring
that automated processes align with BC objectives without
compromising security, which requires careful consideration.
The integration 1s seen as an opportunity for improvemant
in both BCM and aotomation. It can lead to optimiz-
ing and scaling automation processes, ultimately resulting
in more resilient and efficient BC strategies. Integrating
“Performance Ewvaluation™ and “Evaluation™ is viewed
as making performance evaluation more comprehensive.
Aumtomation of performance metrics allows for real-time
mionitoring of key indicators, enabling proactive adjustments
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TABLE 8. {Continued.} 150 ZI301:2019 & IEEE 1755.2:2020 outcomes.

oA 150 220012019 Drutcnmes IEEE 2755, 1:2020 Coutsames
The onganication must opestionally plan and control
BCT suppor prescesses 1o meed all requirements,
:T::Ilmm ullilirulln!r: pres ez aml actions regered o + Costbonfit snaysis of
In albaisld petioam busingss impect Emalysis and rek FHT“;"WI;: mmﬂmtu-l,h
L= ESsCEEMEnL uvl:tum.r;.ﬁm:ﬂnlng Iis ondier, e e Clamse 7 ;‘i:;‘ nﬂ'runl-'i'n o
(Iriplement asd  Clasds B (Mogemlion™) Lypes and mpact cniena pelevant tor the comtexl of i "Mlanageimenl il qualily & jalil perfnrmanse,
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TENVHEW )
Ast

|Maimize and  Claose 10 (Mmprovement ™)
impenvel
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siratepies amd solutions. The risk assessmend paocass i
is mddressnd i 150 310040,
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procedured and ellssating sessuroei W implemest
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allowing yow oo alert asd cosvssunicate effectively.
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performance and elfectiveniss of ns BUCMS and
verify uf it exsoores thai fis intended outcomes are
echiewed by puditing

= whether the BCMS meets the needs of the
Organization

* gunfivemns Yo the requirement of T30 223012019
* Bow conaigtesdly proceiic and procediuris e
heing iopleed

= whedder procecees il procedunes achieve e
Intemded revelis.

Clause 5 ("Evaluation™s

The mam purpos: for implementing a BCAES is to
EOSUIT 20 organization can reepond 1o @ disropdive
inciden! promplly an time, and b continoe
delverm 112 key produecis sid pervices @ @ pre-
defingl level until peluis b Aorial operations cin be
affizcted. For e, need i delermsne opporiunics

fior improvemen aad implement actions 1o 2chieve Clamsr B
its intended ootcames of fis BCMS, react b (*Opimdretion and
nomconformmities. take acthon to conirol and cormect Sealing™)

the non-conformities. deal with the comsequences,
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tio determase s effectiveness

Fancod arughgill, sl
others—guides where fiurther
opiimizacos or scale poicnal
= possible.

- Bpexific measuremenls [in
e Tirm al crilcl Sleoie
Tatars (C5FA)] and
deliveraliles that should bhe
dooumenied for evaluaien,
decision-making, and post-
decision pleaning for the
Implementation stage of work
(Dhemuaresdration with key
alliibples snd pequifeinels,
Froal of coneepl dnd filot)
The delreerablen from e Fol
stage shonld be & working
Ao,

- Mcemrvenents and
duliverablos in the optimizing
il scalimg etage inchode a5
of metrics, KM, decpzions,
and aetsor it it
comtribule W the program's
evesll growth and valug
grreraticn.
FPrograms shoeld tilor the
mutrics and KPls to mweek thair
needs, and then use em fo
drive decisions and aclivilies
pequired 1o conlinug
eplimies and geile he
PrijgEis

o both automation processes and BCM stralegies as
needed.

Owverall. as exposed in Appendix C - (6. the responses
sugpest a strong consensus among the respondents regarding
the compatibility and adequacy of combining the “Ewval-
uation™ clause from 50 22301 with the “Performance
evaluation™ clause from IEEE 27552, This alignment is
viewed as crucial for systematically measuring and assessing
performance in both BCM and [PA initatives, supporting
growth while mitigating associated risks.

7. “0Optimization and scaling™ clauwse from IS0
2230 and the *Improvement™ clawse from IEEE 2755.2

Respondents overwhelmingly perceive a high level of
compatibility between the “Optimization and scaling™ clause
from 1500 22301 and the “lmprovement™ clause from IEEE
2755.2. The majority (86.4% ) rated the compatibility as either
a4 or 5, indicating a strong perceived alignment.
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There’s a view that while “Improvement™ is 8 broader
concept than “optimization and scaling.” their ohjectives are
fully compatible. This suggesis a natural overlap in their
fiozus on driving enhancements and expansions in processes
and initiatives. The integration is seen as key to efficient
resource utilization for automation projects. [t ensures that
resources are allocated in a way that enhances cwmrent
processes and allows for scaling automation initiatives. This
targeted approach maximizes the impact of auiomation on
BC. It is emphasized that the integration of *Cptimization
and scaling” with ‘Improvement’ is crucial for maximizing
the return on investments in automation. Improvements are
sean as contributing ot only to the current state bat also
o the scalability and optimization of automation solutions,
enhancing their overall valoe in BC. Respondents specifically
highlight that both clauses are compatible, indicating a
strong consensus on their alignment. The combination is

WOLLIME 11, 223
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TABLE 5. Semmary of the main commenis regarding questions 1 to 3 {these comments were optional to the dosed questionsj.

“Quenting

Cumminis

“Aligrament esahles standiedization, which erahle: cisser awarenees and understanding™

“In iy opinien, a8 & whale, the sdentified clause: make & wvery solid sod pertines! malch, Howeves, aml in & pacsdigmalic way, claase 7
i anil ralins; Ie 8 very s aml uivinzl comnecton

[ kdghlight thet aligeing the cepanizamesnl comtexi with the general srucuse provides a solid foundacios for BOCM and [PA instiacves. Hothy permi

the: Indersian of the arganization's structore that 19 cuciel for effiscive aradl rimanos

“The "‘Coatext of the Ovpeniration’ clause m'.phu.li.:e: the i'rupurl.lnu of undersiemding the mfermal and extermal faciors that isdluesce an

orpanization. Combined with the "Ceneml overview and sinecture,’ il ensares thet sutommation & inlegrated seamlessly withim the mwisting

QL.

"Thiz inlegralson can pippod msk miligetion, as by undersianding the omganiationsl conlext allows for & more manced sspssment of potential risks
and valsetabilitics. This codlexiual awarcness guides the selection aml implementation ol swomation selubons o & way thal enhasces buginess

continuily clfoiz

"The integrenion of Vontext of the Ovganization’ and YVieserl overview and stracture’ alds in optimssing resounce allocates for presnation projects.
1 ensures that autcmation effons are prioritized and direcied towards fanctions and processes foremost vilkl o the organizatos's ovenll snicture
und cigectives. This mogeted epproach maximizes e impact of anomacos on business continulty.”

"I.I: cem establish a foundation for longsterm nll,gmmu]: of eutomation efforts with organizations] goals. This ensures thaf sstcemation stretegies evolve
with ocpanizatozal siructure ard i28 ) sustained i for besmmzas imitistives.”

]F'ﬂ: imiegrale Contexl of e Drganseation” with "General overview and struciurs,’ we esfablish 8 comprehensive undenstanding of (he organizatsenal

landscaps, This enables & mon: informed and drstegic approch o both business: conlinuity and seomation matiatves, The 'Tontexl’ dlause ensuncs

thal metomation clfors are sligne:d with the oversl] stnaclure anid ohjeclives of the orpecestion.”

“Have doubls sboul the relation between Leadership (1500 and Eaploration {IEEET
"The: Lisdemship' clause, emphessieing clear commericstion of predefined besmess policics ssd objectives, aligne scamlesdy with the Exploration’
Fovue on o documested s business -loossed vision, When high managemesd elfeciively commmicales e siralegic vision, il provades & undstion
far the detailed exploration of an IPA inttistrve's pelential motivations and depemdencies ™

Uhiet kmowing in detail the cleses, looking ealy ar the words and the comaean of them, i doean seem o v 2 6L

opporanitios for improving business continuity sirtegics"

Qi

“It's an epproprate mepping, but 2s @ mapping, the exploration clause 15 o vast subset of whed 22301 describes. f the mieni, dhoisgh, @ thet by this
mapping thid, 1500 i the tesbreaker between what is the implied framework of each (each mherits the sresghs and weaknesmes of tee oteer, 25 2
resasil), then o, bul otherwise (if no Sopliad ishenmnee), i hoekd e muduﬂulmd.

"Both cam ﬂnp.'l:-ul.u the impariznce of leadesship in ni'ull.n.g BCM and [PA efforts end how an explometory epproack o automation can uncover

"Effgctive lendership, s owllined in 150 223, copowers high mansgememt 10 make inlprmed decmiomz reparding M4 imtiabives. The
'‘Exploration’ olause complements this by cmpheseing the need for comprehensive docamentation, meluding motivations, dependencies, amd
stive mralysie This meares thal leadenhi : insighls bo drive e iniliative forenl”

"The Leadership” clause, emprasizing te communication of predeflned business palicies and objectives, provides the foendation for turming tdue
strwiegic wishom Imin actioeahle pless. This aligns with the Exploration’ clause's focus oa documesting motivitions, dependencies, and competitive
analyaes, ensaring that & detailed readmap suppors e visicn.

“Haghlights the pivolal role of leadership @ drivieg the adoption of automation technologies. A forwardsthinking spprozch 1o exploration can
uncover oppormities for otilizing automation to enhance BCM srategies, allowing organizabions bo respond more effectively b unforeseem evenis.”
"L-:-l&m:lm': nle m ptm'ldm.l PESHITTES aligns: u'i'h the 'EI.J:I'Im'llll.rn chauac's Fum on idenlifying depenidercics and comlliciz, This combination

arise whili: exploring an M4 inilistive "

“It elbould be considered w find sso  manch beeween Clise 27 (Mamigesent & Opsiralions).”

“Fl et fidlow & directtion and defini i | Believe they Bave hi ibilsty.™
“Clowses maich Perfiecily.”

emmtegic ramework.”

03,

“Bath ‘Plesning' end "Strategy’ clanses emphisize actions oo fhee rliks esd opposiunities. 'Plassssg’ within tee BOMSY confext focuses on sk

assessmnent ad matigaton, while ‘Soategy’ i the [PA conient imvedves conirolling deployment risics. This alignmest ensures thai risk managemes: is
b HOMS axad 1FA Sira mers.”

“From my painl of view, the 'Plasnisg’ olause from IS0 22300 and the 'Stmtegy” clesse from [BEE 27552 are fundamessally aligned in their focos

on smaiegic thinking. 'Plaosing’ eocompasms the development of & strectured approach 1o business continuity, while ‘Simbegy’ goides formalaling a

broader organimational srstegy that may inclode sutomation indtistives. This alignment ensures #at planning efforts arve integrated imio the larper

“The masch the: was peroeived is complelely accurbe and needed.™

“The Tlanning' clause emphesizes that ofdectives stould be measurablo and ticd appropristely. This aligns with the ‘Strategy’ clanse, which aims 1o
asse=s how [PA can support and mbance tho enderprise’s simtegic plan. Mossomble objectives ero crucial for BCMS and IPA iniliativos, oosuring
that cen be tmcked. mon and communicated effectiveh.”

“ i well-supportied aulometion strategy can gigniGemntly supmenl the effectvencs of BCM ples. Astormation can streamline: processes relaled 1o

continuily plasning, crabling Gster pesponss Gmes aned reducing bermn e in arities] scomrias

business continuity somegies.”

“Ite Plaening' clouse emphasizes e nead for sructored basiness comtinuity plans. When imegrated with the “Straiegy’ clause, it ensures tha
anmacks edtiecives are included as @ sredegic companent of these plans. This sligronent cesures thal eenaiion ef¥ors are not viewed In isolation
but are imegral to the overall businsis ooatiaty sralegy.”

*[mprovement in Mudmmphﬂmh-&NW|mm scaling aulometion processes and lead to mone resilien and efficient

“Evalusting performance becomes more compretensive with the mtepration of Performance Evaluation' and 'Evalustion’, s= the sotommalion of
poerformance metrcs allows for realdime menttoring of key mdicators, enabling proactive adjustmenss 1o both auiomabion peocesses and BOCM
wrwlegivg o niseded.”

viewed as 8 way to future-proof automation initiatives. This It provides a strategic advantage in maintaining BC in a
integration ensures that automation sclutions are effective constantly evolving business landscape. The combination
today and designed to adapt and grow with the organization. establishes a frmmework for iterative enhancement. It ensures

WOLLME 11, 2023 1342531
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TABLE 9. {Contirued.) Summary of the main comments regarding qeestions 4 1o 6 (these comments were optional to the dosed questions).

—Gruestion

Commenis

“Dhuring an Eplemeniation fage, support most be incloded or ar least it most follow the implemestatios; withoo suppon the asccess of the
implementaiion is geesionable, o say the leas.”

“Hoth complement 2ach other.”

“Ht pan matigate the risks associated with implementing mromasion iechnologies. Iha'ﬂl:ppurr'cl.u'mirm IS0 22%0] ensures that polential
challezges soch as skill gaps or resource constmings ere sddressed preaccively, minimizng the likelihoed of implemezsaiion seibacks. This

_aymergistic appenach increases the likelibood of suceessfil auinmation deployment ™

*The mviegration of “Suppod’ froo 150 22301 wih Implementalion’ from [BEE 27552 can lead 40 ezbanced operationel efficiency. The Sopport
clouse emphasizes the impomance of resources and compeience, direcily conmibuting o the effecove Tmplementation’ of auicmetion processes.
Adequate suppot ensupes that the iniplem estatics i seamless and optimized fior macimum ispace

“The "Soppoet’ clause from IS0 22301 complements the Tmplemenimion’ clause from [EEE 27552 by ensunng thai the implemenmtion of
auiceration technelogees aligns seamlessly with the arganizacos’s business continuity geals. Adequece suppon regarding skilled personnel,
ieehnnlogy infrasrociiee, and trainlsg eniones thit sutcsalon ististives comrilule drecly 1o the retilicnze of cntical bermess funcoinn,”

*I'he imegration of *Suppon? and ‘leplementation” highlights the crideal need for resource allocatos and training. "Support’ ensures tat the rghs
resources, including persoesel and iechnology, are allecassd for seccsssful 'Implemeniation’ of auiomation sobetions. This can help = schieving
1he mtendied b cantinuity and £ffsiency geals.”

05

LS

overall assessmend of business contimuity effectiveness.”

umderscures e importancs of wellsdefined plans and procedunes in both initistives."™

impariznce of sk managerment in opemtional activites.”

“(iperation and manzgement go bandeby=hand, even thoogh the percetved routine pature of operzizons, management must be waichful and work
closely.”

“Eee my comuments from K2 above.”

“There 15 a nesd for conhnuous assessment of BCM and IPA performames metrics. Tharefors, aulomstion processes can be integrated inbe the

"Both "Managemen! and Operptions’ and 'Operations’ clauses emphasize the impodance of epemiooal planming and control "Management and
{Opemtions’ focuses on planning asd controlling BCM support processes, while 'Opentions’ in the conlext of [PA aims to sostem and expand

autemation programs. This alignmens ensurcs that opomtionzal processes aro well=planned and effectively exeomed im BCM and IPA initistves "

“Dlires:] conoedtion”
"Fram oy paint of view |, Masapement and Operations’ and "Oiperations” claases highlipht the preparstion of plass ssd procadures, In BOM, the
ensures rediness o respund do disroptions. b the context of [PA. 3t supparts the sustainable growth of sumlomation programe. This alignmant

“The combinstion of "Chpaation” sd Managemen! amd Operatiors” cnsurcs thal aulosmbion processes ame scamlcssly micgreded into day-to-day
operitons. This alsy optimises rowtine tasks snd enhances the organization’s everall resiience by cosuring that critical processes & consisiontly
ataied ™

“The Mansgemest and Operations’ clause in 180 2230] emphasizes mitigating risks in BCM opemticos. This sligns with the chjsctive of the
'Crperations” class in IEEE 17552, which secks to mitipste risks while expanding seferprise capacity theouph [PA. Both clouses highlight the

“Mevariheloss, we find & perfect malch on dhis; we an a st tikility amd complement nelated.”
“Agiem, not knowing the details of the elauses evahucion el performisee svalution look ssmiler and unless the wond peiformance i specific of
lpaking at bow the “perforemnce’ of the evalnatsom fisell] would sy de ohjeenives are commoan

“Adequacy ia 100%™

“Having the wide scope releted with the Bvelmtes’ concepd, we cover all the key aress releted, mamely mediting, risk impacts, reparing, ... . 5o,
the ‘mesriage’ berween both is very nasaml aad sorong,

“Both Evabustion' and Performance eveluation' clauses highlight the need for measurensent and assessment. Evalustion” m 50 22301 focuses on
BOME performance, while Performance evaluation’ in [EEE 27332 addresses the sssessment of [PA programs, This alignment ensures that
performance i sysemarically messured in boty BUM ssd [PA initiacives 1o seppon growth whibs nucigases associansd riks.®

“While this mszgraved spproach helds tremendows promise, there may be challenges in hammenizing certem aspeces of BCM with smomesion. Foc
infimmze, ensuring the autesnaied processes elign with business coatmalty ohjectives without comproniising security = a crticsl concern that
requires careful conmideration ™

“Imprevemend in BCAM and aulomation can go handeinshand to cpimizeg and scaling mnomation processes end lead to more resilient and
effieient husiness contmuity sirategies™

“Evelubeg performance hocomes mone comprehensive with the imegretion of Performance Evalustion' mmd Evalustion’, as the automaion of
performance metrics allows for realstime moniioring of key indwcesors, enabling proactive adjusiments i both autermatices processes and BCM
strateples as nesdad

that automation solutions are also optimized for curment
operations and scalable to accommodate future needs. This
promotes a culture of continuows improvement, driving
sustained benefits for BC.

Overall, as exhibited in Appendix C - 7, there is a
recognition of the significant potential in reshaping the
intersection of BCM and IPA through integrating clauses
from ISy 22300 and IEEE 27552, This integrated approach
is seen as revolutionizing how organizations approach BC
and automation, leading to a more resilient and efficient
operational model. However, it"s noted that robust change
management processes, stakeholder buy-in, and training are

crucial for successful implemenation and maximizing the
benefits of this integrated approach.

(8. *“In your expert opinion, considering the integra-
tion of clauses from 150 22301 and [EEE 27552, how
do vou envision this combined framework infloencing
the intersection of Buosziness Continuoity Management
(BCM) and Intelligent Process Automation (IPA)T Please
share any insights, concerns, or potential advantages you
foresee in implementing this integrated approach™.

Hased on the feedback provided, as demonstrated in
Appendix C - (&, there is o strong consensus among par-
ticipants that integrating IS0 22301 and IEEE 2755.2 holds

WOLLIME 11, 3M23
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TABLE 9. {Continued. ) Summary of the main comments reganding qeestions 7 to 8 (these comments were optionsl to the dosed questions).

"Iniegrating 'Cptimization and scaling' with Improvement’ leads o efficent resource wtilization for auinmation projects. 1t ensures thai resaunces an
allonied in o way shat eshamces cument processes and allows for scafing setomation initsatives. This tspeted appreach maximizes the Frgact of
wotormation on buginess confinuity,”

"The Esegratien of "Dptimiztien el jealsg’ with 'Teproventent 12 Koy to faximizing the relim o8 Sveaimels @ amesalicn, B simneg et
impravertenta ere mod isoleted bul comtriie 1 due overall sealebality sl cptimization of autemation soluticng, This holisgic appreach enhances e
wihoe derived Troms automatios = terms of busines contimity.”
“Both clonses are compesible.”
"By comhbining ‘Optimiation and Scaling' with Tmprovement,’ we fotare ool automation init@tives. This inlegrstion emsgres dat anomation
solutions are effectve todmy and designed %o adapt and grow with the orpanization. [t provides a stratepic advesfage in maintaining busimess
cookimgity in 3 constantly wvohving business lendszape.”
“Thiz ip @ ey e of tee beomd Sagram peeseniad Bessdes binking both ealeg, the 120 23300 clagse expands B 2cope by intneducesg the scaling
feried, Mometlelens, bath cotvespe i fighting f2.p.) Mon-Conlormilies,”
SIE Optimizanos and scaling' are ligned with “Improvement,’ it will suppon the swegic evolution of autcmation capebilices. This integration
erahles organizatons o also refine existing processes amd scale auiomation efforms o cover broader areas. It ensores Sai mmprovemenis in
monorration ponmibute directhy to enhaniing busisess contmuity sraegbes.
It establishes 2 framework for Heretive enhancement. This combination ensures thal anlomation solutions ame oplimized for cETent operations and
scalable to scocmmedate future needs. It promoies a culture of continuous improvemest, driving sustained benefits for besiness continuiby. *
“This spernach ensores a robust esd holistse esderstanding of the integration of 154 22300 asd IFEE 27552 drawing en the expertise of
practitioness eed leversging enisting orgasizutional decomeniztion for added costex md valldetion”™,
“As | bad the opporimity o cover previcushy (abovel, the maich identified between the IS0 22301 Claoses ead the IEEE 2735 2is mdeed very
strong end, most impartantly, extremely relevant. Taking that and to conchade, in my opinion, the design of this framewark showld constisme a very
useful and toe] for, mainly, to heve the o ool fo oblain muccess in complex projects.”
“In oy vicw, the maon sdvamtsgs: 1= the qse of understending the process and resling the I30r chiuses andd stages, Thie made]l makes il ssier e
husine: specalists b bave o clearer madel”
e notebde advaniage i5 the seamless alignmess of ongantztional context with operatione] strucises. This provides a selid Toundatis for BUM
4. el IPA inibatives, g Hait utorsation effoots are strategically deployed i arcas with the bighest impoct on lnsiness contsuiry ™
“The ombiation of framework 150 22301 and [BEE 27351 has the potential 1o revolutionize the way arganizations approach busimess condimaity
ard potometion. By levermging the strengths of both framewuoris, organizations can ackseve a more resilient and efficient operaonal model that
exhances their ehility to mavigate disruptions and drive sestainsble growsh. But in temes of implemvenation, it's imperative to have & robust cheoge
management process i place fo eosure 2 smooth rensition. Stakeholders oy oo 2nd tmining will pley a erocial role in maximizing the benefits of
this iztegratod approach.”
“The inlegration of clauses fom 150 17300 and [EEE 27557 holds exgnalicant potential in reshaping B infersection of Busingss Comtimuity
Memagemen (BCM) med Iniclligent Process Auwlomation (IPA). By combining these famewarks, we crealy 2 compredsnsive spprosch that

Q.

salizpeands eritical busines functions during disnspuions and set leverspes sutomsation o mbance operadionsl efTicieney =

significant potential in reshaping the inersection of BCM and
[PA. The combined framework is a powerful tool that can
revolutionize how organizations approach BC and automa-
tion. Four of these six responses express positive views
regarding the integration of 150 22301 and IEEE 27552,
highlighting advantages such as enhanced vwnderstanding,
strong relevance, ease of comprehension. and potential fior
revolutionizing BC and automation. One response empha-
sizes the importance of change management for successful
implementation. One provides a practical insight into how the
combined framework can be 8 powerful management tool fior
complex projects.

Please note that this analysis is based on a gualitative
evaluation of the responses, as the provided answers are not
quantifiable in a traditional percentage format.

Overall, the feedback reflects a positive outlook on
integrating 150 22301 and IEEE 2755.2. Practitioners and
experts see this combined framework as a valoable approach
that has the potential to significantly impact the intersection
of BCM and IPA positively. They recognize its potential to
enhance organizational resilience and efficiency in the face of
disruptions. However, they also acknowledge the impontance
of careful implementation, particularly in terms of change
management and stakeholder buy-in

WOLLME 11, 2023

. COMCLUSION

This research provides an approach to a bi-directional
mapping for [EEE 2755220020 and [S0 22301:2009 on
their clauses and sub-clauses (stages regarding the IEEE
2755.2:2020 standard). In addition to the mapping exer-
cize, our objective s to augment the utility of IEEE
2755.2:2020 and IS0 22301:20019 by introducing visual
models a5 a complementary aid to their existing textual
represemation.

This document offers versatile applications, serving orga-
nizations, projects, acgquirers, and suppliers in diverse capac-
ities. For academia, this research provides an instrumendal
resource for studying and advancing the integration of
IPA and BCMS. Professionals stand to benefit from the
practical insights and guidelines offered for implementing
these frameworks in real-world scenarios.

However, it's important to acknowledge the limitations of
this study. Contextual variations among organizations may
require tailored approaches not cowvered in this analysis.
Additionally, evolving industry standards and technologices
could necessitate ongoing adaptation.

Looking ahead and charting a course for future research,
a critical area of exploration involves the development of a
comprehensive Matunty Model for both [EEE 2755 2. 2020

134355
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and 150 22301: 2019, connected to essential domains includ-
ing cybersecurity, data breach prevention, governance, risk,
and compliance. The aim is to gain insights inio the
comprehensive impact on people, technology, and processes.
Such a model would capture the nuances of individual and
organizational contexts and provide a nuanced evaluation
of the maturity of implementing SBIPA ander the purview
of BCMS. This framework becomes pivotal in offering
organizations a stmciured approach to gauge their matunty
lewels, fostering continwous improvement and resilience in
the face of evolving challenges.

Moreover, pursuing a sustainable combination of [EEE
IT55: 2020 and 150 22301:2019 demands a muoltifaceted
approach. Bevond the technical integration, prioritiz-
ing energy efficiency. actively reducing the carbon
footprint, and promoting inclusivity within the framework
emerge as integral components. A meticulous cost-
benefit analysis, coupled with a commitment to adapt-
ability in the face of future techmological advancements,
forms the basiz for a resilient and sustainable merged
framework.

Compliance with stringent  environmental standards
becomes very important, and ongoing stakeholder engage-
ment, transparent communication, and a culture of con-
tinuous improvement further solidifies the alignment with
sustainable practices in business continuity and intellipent
process automation.

APPEMDIX A
See Table 7.

AFPEMDIX B
See Table &.

APPENDIX C
See Table 9.
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Chapter 4
Article nr. #3 — “Advances in Auditing and Business Continuity:

A Study in Financial Companies”

This article provides crucial insights into the integration of IPA within business continuity auditing,
specifically focusing on the Portuguese banking sector. The research offers a detailed analysis of
how automation is transforming the audit process, emphasizing its importance for reinforcing
operational efficiency and enhancing cost savings. It underscores the pivotal role of auditors in
navigating technological advancements to safeguard business continuity. By introducing a
comprehensive application that automates critical audit activities, such as communication,
information requests, and final report submissions, the study demonstrates how automation can
liberate auditors from routine tasks. The incorporation of business intelligence further enhances
this automation framework, enabling a meticulous analysis of key performance indicators within
audit departments.

The article serves as an essential contribution to understanding the transformative potential of
automation in auditing. It provides a replicable framework for organizations aiming to strengthen
their business continuity efforts through technological integration. By focusing on the Portuguese
banking sector, the study offers empirical insights into how automation supports decision-making

processes, improves operational resilience, and alleviates auditors from repetitive tasks.
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ABETRACT

Thiz paper dehres into the integration of Intelligent Proces: Automation within the domain of business continuiey
auditing, with a focus on the Portiguese banking sector. In an era marked by rapid technological adhamcement
arganizations are increasingly leveraging automation o reinforce operational efficiency and realize subatanrial
coct oavings. Concurrently, suditore play a pivotal role in enouring seamless transitions amid technological
trancformations to mafeguard business continuity. This research endeavore to bridge the realms of business
contimiity amd ntelligent automation, colminating in a comprehangive application that swreamlines: the aodiz
proceszs. The implemented solution sncompasces the automation of critical audic activities, including comome-
nication, Hmummmndhﬂmwbmmmlﬁmﬂnguﬂ;m&mhcﬁmnf:mw
tba. The incorparation of biminess intelligence angments thiz automaton framewark, enabling & meticalouz
analyziz of key performance indicators within the asdie department Thiz angures a contimious evaheation of the
efficacy of the Anmaal Audit Plan. Empirical salidation of thiz initiative was achieved through survess condhesed
with andit teams from four prominent Portuguece banks. The reoults unequisocally affirm the potentis] benefits
of thiz implementation, sxtending mvahuable ;eppart to management in the decision-making proces:s, while
concurrenthy alleviating auditors of rowtine tadks inherent to the andit procem. This stady not only underscor=s
the randformative potential of intellisent procem automation in the audit domain but ako cffers a replicable
framework for organizations sesking to fortify their busines: continity eforts through technological integration
The Ondingz hold implications for businesses navigating the dynamic intersection of tschnology and audiz
practicen, providing a blueprint for hameming automation for enhanced operational rezilisnce.

1. Introducton

The shift from manual to auomated and continoes audinng iz driven
by emerging technologies like Ardficial Intelligence (Al) and block-

Techmological advancements hawve greatly increased mformarion
acceszibility amd are contiouowsly rechaping information systems to
meat future demands Thiz dynamic environment compels organizations
to adopt open mnovation sirategies to sireamline operations, enhance
efficienciez, and fortify fraud preventdon mezsures. The COVID-19
pandemic has accelerated the shift towards remote work, emphasizing
the importance of process automation In auditing, techmology has
become ezzantial in ensuring complianee, aszeszing rizks, amnd improving
operational effiriencies, promoting transpareney amd accounmabilicy.

* Corresponding suthar ar: Universidsde Losdfons, OOPELABS, Lichoa, Partogal
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chain, significantly affecting the banking sector. Despite there advances,
the mansidon to fully digital auditing practice: remaine gradual, with

The awditing proce=z has evolved from raditional manual awdits of
paper dorumentation to computer-bazed auditing, progressing towards
a paperles, electronic, real-dime contnnoe: audiding environmment
{Hezaee et al | 20072). The banking sector has faced numerous challenges
in recent wears, responding to incentdves and imperadwve:s related oo
technological advances, market volartility, and increazing requlatory and
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public seruting. Since the 2007 Anancial eriziz, known as the subprime
crizis, the audit function in banking institutons has become significanthy
meore crucial. Its primary mission is to mitdgate the rizk of potential or
acmal loszes, thereby enhancing the inctimton’s risk profile (Zinca
2016). Intemal Awdit (1A} departments are under inereasing pressure o
leverage technology for automating the identificadon of exceptions
amid for anomalie: and for control testing (The [nsttute of ntemal Au-
ditors, 20190,

Diespite the pervasive integradon of digital tools into daily life and
advancements in various sactors, the application of digital technologies
in anditing iz =till in itz nazeent stages (Vazarhelyi et al., 2012). [nternal
Aundit Funcdons (IAFs) predominanty adhere to tradidgonal anditing
approaches, and the transidon to the continuous audit paradigm has not
vet bean fully realized im most orgamizations CAUDITBOART, 20018;
Skanize, 201 7).

In the dynamic landzcape of technological advancement, businezzes
find themssalve: in a race against time o Implement automated systams
amid hamess cunting-edge technologies (Mamede et al | 2023). This not
only amplifies operatonal efficiency but alzo amplifies service effec-
tiveness and drives substantial cost zavings, all while encuring the un-
imterrupted flow of endeal mervieez (J. Braz er al, 2023
Simultaneously, auditors stand az vigilant zentinelz, poized to navigate
the cwrrentz of global change (Muwrphy, 20200 and serutnize the
orchestration of business continuity processes (Wiojciechowska-Filipak
2014%; J_ € Braz et al, 3023; Bras and Guerreiro, 2016

Sophizticated algorithmes employed by modem systems offer a pro-
actve enhancement to banks’ capacities for safequarding operations and
reputation. Thiz strategic adoption facilicte: navigation through the
volatile business landzcape, preemptively identifying wulnerabilities
before they escalate into significant threats (V-Soft Consuldng, 2020
Finaneial incfitotions hamess such tools for predictdve eredit risk anal-
¥ais, leveraging extensive data to forecast market rizks and potential
loan defaules. Such initarives underseore the instmudon:” commioment
to rizk management, providing a competitive edge in sracegic foresight
{Anagnocte, 2017; Steinhoff et al, 2015

Fobotic Proces Automaton (RPA) exemplifies the forefront of
technological integration in buszines: procezzes, augmentng himan ca-
pabilities and redefining awdit procedures without replacing human
roles (Devarajan, 2015). RPA, building on the technological innovations
af the 1990z, including zereen seraping and Al iz Tansforming inte a
formidable foree (lzza e al., 2016; Javarpoing, 2021). When eombined
with Intelligent Autommation to create Intelligent Process Automation
(IPA), BPA zignificantly raizes the guality of awdiong, enhancing
anomaly detection and insight dizeovery (Charmberz, 2020; Handoko
et al, 2021 a; Lievano-Martinez et al., 2022; Minnaar and Smdth, 2008;
Mitzal, 2021

The advancement towarnd automation-intensive auditing, propelled
by open innovadon, suggesis a diminishing role for manual processes.
Caollaborative afforts in technology development and knowled ge charing
can further soreamline audit methodologies (Lo and Chesbrough, 2021;
Penarroya-Farell er al | 2021). Bffective wtilization of automation in
auditing, bolstered by open innovation strategies, can vield outstanding
resuliz. Encouraging broader collaboration amd esctermal inputs enswures
that decizions regarding itz implementation are made with dizcermment,
leveraging diverse expertize for enhanced decision-making. (Sedard
et al., 2006; David Audretzch and Belitski, 2022 Julka, 2021; Majchrzak
et al , 2023). With the automation technology market expected to grow
exponentally, the incorporaton of automation in strategic planning is
imperative. {Agoglia et al, 2010; Devarajan, 2018; Raval and Smith,
2020). Projections indicate that the global automation technology
market iz poised to attain a substantial waluation of $25.66 billion by
2027, characterized by a robust compound anmoal growth rate of 4006
percent (Sikora et al., 2019).

Auditors are tazsked with discerning the tasks suiable for awtoma-
tion, mitdgadng risks associated with automation, and ensuring roboitz’
behavior aligns with societal norms amnd himan preferences (Alles and
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Kogan, 2003; Mofftt et al, 2018a). Fuiure auditors must tranccend
raditional rolez, integrating mature automarted processes, standandized
definiions, and adept management to add wvalwe and competitive
advantage (Bharadhweaj, 2021; Griffithe and Pretoriue, 2021; Maoffet
et al, 2018a; Vasarhelyi et al., 20040

BPA's implementaton extends bevond technolegical deplovment,
involving process optimization and the integration of cognitve capa-
bilifies into machines (Syed et al., 2020 Appelbaum and Mehmer, 2017,
Viadug et al, 2018). Despite BPA and Al's benefits, it's crucial to
acknowledge and navigae the associaed challenges and risks to prevent
syoiemic lapoe: amd encure continued accuracy and efffciency in
response to business process changes (Alzoy and Hacioglo, 2021; Got-
tharde et al , 20:20; Iz=a et al, 2016; Mandal et al., 2017).

In rezume. RPA infroduces various rizks despite itz efficiency bene-
fim, inchiding securicy vulnerabilitiez as botz access zencitive data,
which may lead to breaches if mot securely managed (J. Bras et al,
2023). Operational riskz also arise from potental sofftware bugs and
maintenance issues, partcularly when BPAz are not updated in line with
evolving business processes, leading to failures and disuptions. Addi-
tonally, compliance rizks are significant, as improper programming or
oversight might result in regulatory breaches, inviting leg (Deloite,
201%; Joshi, 2019; Mennen and Van Tuyll, 2015; Szalony et al., 20019],
and penalties and reputational damage. Sealing FPAs can compound
these izsues, making bot mamagement increzsingly complex amd chal-
lenging (Churst and Henschel, 2020; EPMG, 201 8a; Olzon and W, 2021;
Fluzhmnikonr, 2020; Violing, 20200 Over-dependence on automation can
redluce uman oversight, critical in decizion-making processes, poban-
dally affecting operational integrity if BPAz f@il Forthermore, job
dizplacement from automation can impact employes morale and lead oo
rezistancs, necessitating careful management and retraining programs
o encure workforee adapation and acceptance. Effective risk miti gation
requires robust govemance, continuous monitoring, and integration of
FPAs into broader Information Technology (IT) and business strategies
to balanee benefits agaimst potendal downsides(Deloite, 2020; ELEEES
20232 Hugo Ciopages, 2016; Mamchoochai et al, 20200,

With the omperative to awtomate audii operations as a guiding
principle, thiz study embarks on a mizsion to mechanize manoal and
repetitive activities within the audit process (Munes et al |, 2020). Thiz
andeavor promises to umnderpin a more affectdve business contimuicy
management, facilicong the identificarion of optimal soludons while
mitigating potential risks (Bharadhwaj, 2021; J. €. Braz et al, 2023;
Hamdoko et al., 202]1a). In ezsence, thiz reconfiguration of the auditor™s
role envizage: a pivot toward the assezsment facet of andit procedures,
liberating valuable dme from the clutches of routine tazks (Huang and
Vazarhelyi, 2019; Moffix et al., 2018a).

Thiz research aims to rdgorously asmess whether RPA and IPA can
refine the awdit proces= amd if active monitoring of audit planz can
bolster decision-making. Hence, thiz article aims to forus on bwo main
rezearch questions:

1. Can BPA and IPA improve the audit process?
2. Can active monitoring of audit plans improve decision-making?

2. Research methodology

In the purswit of this study, a rezearch approach founded on the
principles of the Design Science Research Method (DSEM) iz adopted.
This method iz nsoumental in addressing complex issues through the
creafion of novel artifactz, evaluating their desigms, and effectively
dizseminaring the Andings to pertinent stakeholders (Hevner et al,
2004; Pefferz et al , 2006).

The DSEM framework encompasses five key stages, delineated az
follows:

L. Problem ldentfication and modwvation: This initial phaze in-
volve: the dizcermment of a specific research commndrum and the
elucidation of the inherent value in proffering a soludon. This serves to
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engender motivation, both for the researcher and the wider research
community, to ardently pursue the resolution of said problem.

2, Objectlves of a soludon: After the delineation of the problem,
this stage demands the establishment of precize goals for the envizaged
zoludon. Theze objectives are logically derived from the foumdational
problem definiton, anchoring the subsequent development process.

3. Deslgn and development: This pivotal stage entails the actual-
ization of the soluton. Here, the desired functionality and architectural
attributes of the artifact are meticulously delineated, culminating in the
construction of the artifact itsalf

4, Demonstratlon: [n thiz conclusive phase, the efficacy of the
artifact in addreszing the identified problem iz validated. Thiz entails
subjecting it to rigorous experimentation, simulations, or other parti-
nent svaluatve acdvite:s, thereby subsctantiating its effecdvensss.

5. Evaluatlon: This cridcal phaze enmil: a comprehensive assess-
ment of the created artifact’ s efficacy in resolving an authentic problem
and itz practdeal utility. This invobees subjecting the artifact to Hgorous
testing, simulations, or real-world applications to gauge its performance,
reliability, and applicability n practical seenarice. The evaluation pro-
et serves ac a pivotal validation of the artifact’s real-world relevance
and its potential to addres genuine issues in practice. Fig. | presenis a
dezeription of the research strategy using a DERM process and sumima-
rizes the design and development of the artifact under analyziz.

By adhering to the systematic rigor of the DSRM framework, thiz
research endeawors to navigate the intricate terram of problem-sobing,
thereby yielding insights that contribute substantively to the body of
Inowledge in the feld

The adopiion of the DEEM approach in the realm of engineering and
related theme: offers significant advanrages, primarily in temms of
practcal applicability (Peffers et al., 2007). Purthermore, thiz method-
alogy exhibits a commendable degree of adaptabilicy. Although the
model iz octensibly souctured in a sequential manner, ressarchers
possess the fexdbility to initiate their afforts at any juncoure within
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activites one, two, three, or four. Thiz adaptability caters to individual
rezearchers’ specific approaches and requirements (Maria Gongalves
Martine et al , 2013).

The main objectives of the proposed zolution include sorict compli-
ance with and dmely updates o the Annual Awdic Plan [t aims o
simplify routine tazks such as scheduling meetings and sending emails,
thereby fMesing up rezources for more srategic acdvides. Additionally,
the zolution will evaluate auditor performance, providing insightz that
help pinpoint opportunities for improvement and refinement (Cabthong
et al., 20210 Fig. I illustrates the zix key activities facilitated by the
potential automation solution.

Mext, the [PA system will izsue tmely alerts to auditors, informing
them of upecoming auditz and requestng their permission to procesd.
This enhances the efficiency of the audit initiation amnd ensures better
tme management

The svstem will aleo automate the creation of email: and meedng
requests, which are recurrent tasks within the audit process, thus
enhancing operational efficiency.

After an audit iz completed, the Anal report iz meticuloushy analyzed
uzing CV techniques again. Thiz analyziz provides criical data neceszary
for developing Key Performanee Indicators (EPLz), which will be further
dizenssed.

Given these activities, choosing the right BEPA tool iz crucial Az
showm im Table 1, UiPath stands out for iz cost-effectvenses: and
extensive suppart and leaming commumity, making it the preferred tool

In addidon to the Ul Path tool, integrating a Busines: Intelligence
(BI) tool ke Power Bl is essential for enhancing the intemal auwdit
hmetion’s effectiveness amnd aligning it with organizational goaks. Thiz
integrafion iz cruecial for assessing awdit performances, which iz
increazingly scrutnized by regulators and ineestors concemming an or-
ganization’s operational integrity. Power Bl will be used to wisualize
FPlz identified by leading research inetitutions and regulatory bodies,

Mew insights?

Interview 1 —= Yes
*
Interview 2 — Yes
_ T
Interview 3 = Yas
1
Interview 4 = Yes

Interview N — Mo  Saturation Point

L | —
|

I Y O O O T O O e

Fig. 1. DERM workflow diagram
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Analysis of the Annual Audit
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Alberis when an audit is about
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Send emails at variows stages
of the audit process

Fig. 2. Ohjectives of 2 colubion

Table 1
Top 5 best RPA tooks {Adapted from (Softemars Testing Help, 202370
Keysight's Eggplant Bluse Prism UiPath A oamati cn Pega
Anywihers

Cost Contact thesn fior § 15,000 tof 18,000 Fres Contact themn for Starnt from § S0y momth

pricing. anmually., pricing details.

Maintenanoe and Dommmentation, Videss,  Help Guide, Online-portal,  Training, Viden futorials, Truining & Trainieg & Centifications,
suppart services by the  FAQs, Tickets, ete, Email, Contracts, & Comeranity forum, & Certifications Commuedty fomnam,
COEPANY Traizdng s Imiplementation suppornt Installation guide

Sealabdliry Extensihle & can mest HN/A Can handle any process, in sy Ves. Scalable. Sealable to Enterprise Jevel.

mew challenges. rumber respective of its
complexity

User-fricndliness Process experts. Yes. Developers Yes. Ewen for mon-developers Yes. For amyome. Yes. It supports low-code

development.

Indusiry size Small o large Mediumlarge EmallMediumlLarge Bediumlarge Mediumlarge

which include audit effectiveness, feedback on Andingz, audit durarnon
and timeliness, and the value added by internal audit funcdons (Met-
riesream. 2023]. Theze EPls, such az the percentage of completed au-
diz, number of planmed auditz, Andings categorized by severity, and
howurs zpent per audit, are vital for demonstrating the alignment of audit
actvitder with management's expectations (AudiBoard, 2019). Power
BI'z intuitive interface allows for the creaton of detailed dashboards
that facilitate data-driven decizion-making, thersby enhancing the
analytical capabilities of the automation framework and ensuring that
internal awdit functions meet their objectives effectively.

3. Deslgn and development

Thiz section outlines the third step of the DERM, which mvolves the
creation and detailed description of the artifact’ s functionality. It breaks
down the procesz o specific sectons, each illustrating the steps mhken
and the main outcomes. A focus iz alzo placed on the depemdenciez
identified in the project, crwcial for it exesuwtion.

4, Multlvocal Hterature review

The Multivocal Literature Review (MLR) (Garousi et al, 2019) is
gimilar to the Systematic Literature Review (SLR) (Garousi et al., 2016;
Fitchenham amd Charterz, 2007) and aims to incorporate the so-called
“grey literamure” to supplement the publithed (formal)l Hteramre.
MLEs are SLR= that include both scholarly writing (also known as aca-
demic writing or formal writing) and the (informal) grey literature (GL).
Seholardy writing iz the genre of writing used in all academic felds. GLis
2 multzource of information, which may exizt in the form of blogs,
widecs, webpages, and white papers that are produced outside academic
forum= and are not subject to any quality control mechanizm (e.g. the

peer review process) bafore publication.

By including information that normally would not be considered due
to itz “grey” nature (Garousi et al_, 2019), MLE= are impartant for the
completeness of the research. An MLR in each subject Beld iz essentizlly
a combination of the sources that would be studied in an SLE and a Grey
Literature Beview (GLR) in the zame field. Thus, an MLE iz, in principle,
expected to provide a more complete picture of the evidence n a given
flald. Figure 3 represents the relationship between SLE, GLR amd MLE.

In the swiftly evolving domain of auditmg, and [T, zeveral re-
searchers have recognized the value of incorporating GLE to enhance
the comprehensiveness and applicability of their studiez. Thiz approach
not only enriches the rezearch by broadening the knowledge baze but
Evidence of the suceessful integration of the MLE in the audit Aeld can
be found in zeveral key studies referenced in (Van den Cewver, 2020;
Amaro et al., 2022; Polkhrel et al, 20200, amd (Famei et al., 201E). These
studies confirm the practical uility of the MLB methodology, which we
have adopted in our current rezearch to draw upon a diverse array of
knowledge zourcez. These sources provide varous perspectives and

R

|
|
: Farrmal
|

Fig. 3. The relarionship betwesn SLR. GLR and MLE.
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objecdwves that are currently available, enriching the scope and depth of
the audit literature {Cgawa and Malen, 1991)

In Table 2 of the study, we differentiate betvwean "White" and "Grey”
literature zources, where the aggregation of both forms the basiz of the
MLE. It iz pertinent to note that to maintain the credibility of the data,
Literature including ideas, concepts, thoughts, and commumications
through social networks, tweets, and emails have been excluded (Gar-
ousi et al, 20190

Thiz MLE aire to identify and thorowghly examine the primary rizk
factors associated with the implementation of automated auditing tools,
as reported by various auditing professionale. Thiz involbves exploring
whether there exists a consensus among experts on the most effectve
strategies to mitigate these rizks dunng implementation. The use of MLE
Allowz the study to ranceend the confines of conventional scientific
literature by incorporating a wider spectrum of knowledge, thus
standards (Garouwsi et al., 2019; Ogawa and Malen, 1991

In the domain of audidng and the inregration of BPA, the MLE
proces: is depicted in Fig. 4 and unfolds in three phases. The initial phase
af the research, dtled "Planning the MLE " consizts of two fundamental
Stepes

» Determining the necesity of conducting an MLE. for awdidng and
BPA.

» Defining the objectives of the MLE and formulating specific rezearch
queston: relevant to BPA n auditing.

While numerows guidelines exizt for conducting an SLE, the MLE
incorporates phases that diverge from waditional SLB=, particularly in
the process of amesting the guality of informaton sources and their
thorough mvestigation. Consequently, we will adapt the SLE, guidelines
to facilitate the execution of thiz MLE. As illuctrated in Fig. 4, the
structure of these guidelines for the MLE encompasses the planning,
conducting, and reporting phazes, az propased by Garousi et al. (Garousi
et al, 2019).

With the implementation of thiz model, it iz anticipated that the
inclusion of grey literature will furndzh eritical insights reganding the
rizks azzociated with implementing BPA n auditing processes. However,
incorporating such literature introduces new challenges, primariby
because it often relies on the practical experiences amd opinions of
professionals actively engaged in the feld. To address these challenges
and ensure robust data eollection, thiz research will employ systematic
guidelines to conduct the MLR (Garousi et al., 2016). This approach will
allow for the application of specific incluzion and excluzion criteria, akin
to theee used in SLRs, o fleer the results obtained through the world s
leading search engine, Google. Thiz methodology aime to provide a
structured and comprehensive aggregaton of both academnic and grey
literature, thereby enhancing the depth and applicabilicy of the Andings.

During the conducting review, the mearch siring defined above was
zearched via Scopus, Web of Science, |EEE Xplore, ACM digital library,
and Google - the last one for grey literatume:

Tabl= 2
Spectrum of the "White”, "Orey” and Bxchuded literature (adapted from (Garousi
=t al 2019

“White” Hierature “Grey” literaiure “Black™ or other types of

Litesrature {enelisded)

Papers published in Preprints; e-Frints; IdenstComerpts Thoughts
journals. Conference Lectures; Datasets;
FrocesdingsBooks (BOvErmement

documents Standards;
Wihite papers; Technical
repoets; Hlogsiudio
video media

Jornal af Open fmnovaton: Techmology, Maries, and Compleiey 10 (2024 100204

= (("robode process automation” OR rpa OF “intelligent process auto-
mation”) AND (audir®]))

After acquiring potentially relevant primary sources, the following
fAlrers wers established as illustrated at Table 3.

Begarding grey literature, Filter 2 undergoes modification; specif-
ically, the (uery Title iz vdlized instead of Cuery Abstracts. During the
protocol definition stage of the MLR s planming phazs, selection criteria
were established to minimize the sk of bias. Theze criteria are articu-
lated through inclusion and exclusion parameters, as detailed in Table 4.

The limitation associated with using Google Search, partecularly
regarding the replicability of zearches at specific times, was acknowl-
edged. MNonetheless, some scholars contend that methodologies for
weboite mearches can vary, emphacizing the importance of a well-
thought-out rationale tailored to the specific goal: and objectives of
each review. Thiz perspective suggests fexibility over adherence to a
single methodological approach. Thus, careful planning and execution
of the rezearch, systematic sereening of results, and the establishment of
affertive management structures are essential to encure the robusmess
of thiz methodology (Stansfield er al , 2016).

Comzequently, it 15 recommended to perform an extensive search of
grev literature uzing at least one standard search engine (e.g., Google,
Yahoo, or Bing) and to consider the first 12 pages of results instead of
limiting the review to just the first 5 pages. Additionally, it is advizable
to conduet a detailed examination of academic databases that are closely
related o the research topic. This comprehenzive approach ensures that
all relevant literature, both grey and academie, is concidered, theraby
supporting the development of more thorough and substantive conclu-
sions (Bellefontaine and Les, 2014; Coleman et al., 2020).

The outcomes of the research are presented in Table 5, which listz a
total of 61 documents: 15 white papers and 26 pieces of grey literature.
The technique of spowballing yielded an additonal 17 white papers,
identitted through references cived in our initial set of documents.

2 Audit

The term "audit’ orginates from the Latin "awdire’, meaning "to
listen”, and aims to assure that Anancial statements are free of zignificant
fraud or errors before reporting to stakeholders (Financial Beporting
Conmeil, 2023; Hayez et al., 2014). An audit evaluates a company’s
performance or systems, often lengthy when performed manually
(Widur et al, 2009). Typically, auditz follow a four-stage pattem
detailed in Table 6.

Begardless of the chient’s IT or accounting complexity, auditors are
required to camry out audie within the criteria of the regulations. The
cliant iz likely undergoing processes imvolving advanced analytical
technigues and new data zources. The increzsing use of Big Data and the
subsequent application of more advanced amalyties by clients are the
moet recent challenges facing auditors (D, Appelbaum and Nehmer,
2017). That is why automation is 5o pressnt in audits nowadays.

According to the research, there iz no agreameant on which actvides
should be automated Howsever, there iz a requirement to automate
highly stuchired amd repetitive processes (Gnffithe and Pretorus,
2021)

6. Robotle process automatdon

The resultz of the MLE examining the integration of BPA in audit
pracices vield compelling incights into itz benefim. This review,
encompassing a diversity of perspective: and sources, provide: a
muanced understanding of how BPA can enhance audit procedures. The
systematic analyziz reveals advantages, from operational efficiencies to
strategic enhancements, that BPA conoibutes to the audit process.
Table 7 summarizes the benefits found, zerving as a testament oo the
ransformative impact of BPA on auditing.

Az with any rechnological implementadon, the adopdon of BPA in
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Planning the MLR Conductingthe MLR Reporting the MLR

Determine the need for an MLR Search process and Seurce selection Summarizing the extracted data
_ ) Comprises a 5& of keyaords 10 fom the queny(es) from the selected literature
§ T i e Tl CHple Cuient perkpRciie Shall Strirg(s) on search engines 1o get data and haing & i
1 automation in Judit because GL provides “exdremaly poal ready for inclusicn/exdusion i Findings arganization sia arganized and
i cument” insights and compensates for gaps in the ! structured artiacts
e—— - |1 —— Study guality assessment 5
Defining the MLR's goal and set up itz Selcrtwiatoinchdeormechude . [ Reports Findings I
research questions ) Design of data extraction forms )
Astribute dantification and ganeralzaton " Write Rewew Report
1) Can RP8 and IPA improve the asdit process? I l Dt sxiraction ! S
21 Can active manitonng of audit plans improve : H Starts the ihﬁ-:llﬂl'ﬂi'ﬁl:- mapping ‘ Synthesize insights from prior work with the
decision-making? ; I = | findings of kg research, resulling in an
e —————————————ere e seeeseesesea] Data synthesis integrated approach that addresses the
i Retums MLE resulls (answers 1o R) : resulls found
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| Phase 1 | Phase 7 | | Phase |
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Fig. 4 Proces: siages for MLR: plarming, comducting, reposting.

Table 3 Table &

Pilters wed in the literanare review:. Andit Procemes (Adapted from (Chicago State Univemsity, 202330,
Filber 1 Croery All Metadata, All documenis Processes Description
Filter 2 Absirncts, All doc
,J Query o et Flanming The auditor potifies the client of the andit, mests with organization
Filter 3 Eelevant {inclusionexchesion criteria) mansgement b discuss the mope and objectives of the
Ej::; m‘;f;ﬁmm examination, gets informatios om critical processes, asalyes
Filer & — ]::p-e current eontrols, and plans the remaining andit stages.

m Fieldwork Tramsaction testing and informal eommumication are the foces of
the feldwork. The suditor assesses whether the controls identified
during the preliminary review are fanctioning effectively asd, in

Table 4 the wrry, stabed by the client during this phase. The Aeldwork stage
Inclusion and Brclusion Criters ends with a list of important fndings from which the andinor will
o constnect the sudit report’s final dmtt.
In¢lusion Criseria Exclusion Criteria Andit Report Thee final report, in which we document our aodit findisgs and
: ; recommendations for improsement, is cur main product. This also
::I:EL:D Ensh:}' E?dmnfi ; srsch aep moesHcdne inclhsdes the respomse asd implementation plan from management,
Pef's Dooameant - . }r:!m as well as the completion tmeline and responsible izdividual(s).
Izternal Audit discusses the rowgh draft with the cient before
issuxing the final report to facilitate commumication and goaranbes
that the recommendations written in the fmal repart are proctical.
Table 5 Fallow-ap Thee client response donementation s examized, and the sctioss
N b e taken to address the sodit repoet findings may be put to the test 1o
Beview - ensure that the desired outeomes wene achbeved In the follow-op
Dataase Filter 1 Fillter Filter  Filter  Filter Filer report, all unresolved findings will be discassed.
2 3 4 5 ]
IEEE:.p]ﬂr‘E =5 16 1k k| 2 +17
ACM Digital 437 2 2 2 2 Tabla 7
Library Banafi .
webakscience w0 30 30 o o of RPA in Audir
Sropus AT 104 &1 ] 14 Benefits Heferences
Google 16,500,000 479 41 X = - o o
Ttml 16505891 631 150 . P 1 Sawings in human efforts {Anagnoste, 3017; Gotthardt et al, 2020 Handoko

auditing iz accompanied by inherent risks that necessitate careful
concideration. The outpuiz of the MLE offer not only a lens through
which the benafitz can be viewed but alzo shed light on the potential
pitfallz amd challenges. Table & distills the associated rzks identifted
during the MLR, providing a comprehensive overview that auditors and
decizion-makers can reference to preemptively address and navigate
these complexities.

BPA haz implications for govemance, control, and risk management
in the organization Before any RPA implementation, govemance
struciures should be in place (Steinhoff et al., 2019). Conserns about
privacy and security have an impact on the nisk environment because the
collection of digital evidence during awditing may expose sensitive
(EPMG, 2018b; Mandal et al, 2017; Maoffiit et al., 2018b; Syed et al,

Increased value add talesd

Increased agility for
transformation

Beduced errors

Increase in spead of
deltvery

Cusstoener satisfactions
advoomcy

rrern et al., 2000; Mandal et 2, 207
=]

3017, Hazdoko o al | 2021 Herrern

=t al., X Mandal et al, 2017; Moffitt et al., 207188)
{Herrera &t al., 2020

e al., 2021h
Modffiit ot al.
{Anagnost

{Herrem et al, 3020 Moffiit et al, 20780
{Handoko et al., 2021k; Herrera 2t all, 2020; Mazedal
e al, 2017)

{Handoko et al, 2021k Herrera et all, 2020 Mazdal
= al, 2017)

2020b; Wojciechowska-Filipek, 20191). To put it another way, the rizk
of organizational cybersecurity breaches may be on the rize.

Thesa rizk areas will require changes to the organizatdon’s rizk
assessment and may necestitate change: o auditing standards (D
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Table &
Benefit of BPA in Aundis
Risks Fefeiefices
Privacy and [(EFSIcE, 200 8be Mandal of al., 2007; Moffit «f al | 301 8h; Syed
Security et al., 30200; Wojclechowshn-Filipek, 201%0)
Complance risks [Deelodtte, 20020; KPMG, 2018k, Mandal et al., 2017 The Mew
Eromtier Of Automation: Entesprise RFA, 2007)
Selertingthewrong  [Deloitte, 2020 Handobko et al., 2021 k; KPMIG, 200 8k; Mandal
sl et al, 201 7F Moffitt et al., 200890 The New Frootier Of

Autnmation: Enterprise EPA, 2017

Costly musintenance  [Deloitte, 2020, KPMG, 20185)

Appelbawm and Mehmer, 2017). Controlz that ensure the confidenti-
ality, integrity, authentcity, and reliability of data used by BPA zoftware
zhould be implemented (Wojciechowszka-Filipek, 20190].

Cpting for an mappropriate sourcing model may incur significant
fnancial implications (Deloitte, 2020; Handoko et al., 2021k EPMG,
2018b; Mandal et al., 2017; Moffitt et al., 2018b; The New Frontier OF
Automation: Enterprize BPA, 2017) Such fiscal burdens often arize
within organizadons that elect to intemalize all operations without the
requizite expeartize in governance, development, and implementation, or
those that zelect inexperienced advisors or engage them after crucial
decizion-making junchires.

Conversely, the integration of Bobotic Process Automation m the
confidential information dizclosure processes to banking authorities has
demonstrated a decrement In the rizk of non-compliance regarding in-
formation security and statutory mandatez (Wiojciechowska-Filipek
20196). RPA’z reducton of procedural emrors presents a potential zo-
lution to compliance-related challemwges (Deloitte, 2020; EPMG, 2018k
Mandal et al , 2017; The Mew Frontier Of Automarion Enferprize BPA,
2017). It iz inpumbent upon organizadons to meticulously azsess the
waried deployments of BPA o align with srategic objectives and miti-
gate business impacts (Hale et al, 20200, A comprehensive analyziz of
the associaved risks of adopting RPA and Intelligent Process Automation
within the audit function iz presented in Table 9.

7. Solutlon deslgn

‘The project udlized UiPath Soudio Community, selecting appropriacte
project types and templates which influenced the dependencies in the

Table @

Identifim] cargeted rick catepories: for implementdng 2 program with BPA and Al

{Adepted) (Mandal =c al | 2017)
Business Risks

Automation Ricks

Expostive Who designs eontral Licezse Compliance; Proof of Comcept
wystemsTWhe will Automatios strategy
manage the and govermance.
framewnrk and
promate efficlencies?

Fumctinmal Wiho designs conenol Adapting schiemes of Eacloward
systemsTATe any existing systems with  Compatibiliny
scalability limitations ~ new featores;Legacy
in BPA and core syshemes for
gysbems? simultaneous and

unified operations
across technical
testing and rollowt.

Technical How will the data Izcident managemest  Implemertatios
quality and sccuracy and busimess
be ensnped? continuity;Hegulatory

compliance

Operatomal  Which conerols nieed Data leakage and Busimess Case
b exist b0 Eomitor privacy;Cyber
performanee FHow threats.
will the busizess
comply with
regulatory

reduremnents?
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Documentlinderstanding ML Activities for marchine leaming featires in
document processing, UPath POE Acthibies for comprehenzsive docu-
ment management, Uifeth Mol Activities for email operations, UiPath-
Team CutookCalendar Activities for managing Outlook calendar events,
and LiPath Excel Activities for handling Excel operations. These de-
leaming-based document reading, email handling, and meedng schead-
uling, highlighting UiPath's capacity to facilitate complex tazks with
minimal development expertize. The subsequent sections will debve into
the development stages of the solution

&. Annual Intermal awdlt plan

The annual mternal awdic plan serves as a key document outlining
the audit engagements scheduled for the upcoming yvear, tailored to the
specific needs of each organization (AuditMet, 2023). Initially, defining
ezmantial atributes for the audit plan is critical, as thess characteristics
form the baziz of the development process and are instrumental in
automating routine @sks such az email comespondence. Key elements
inchude the email addresses of the auditor and the auditee, the audit’s
name, amd the start date, all crucial for operational effectiveness. A
thorough review of existng audit plan: from public entides ensures
alignment with these criteria, although some plans may show souctaral
inconsistencies such az poorly formatted tables or imprecizely noted
dates. Effective collaboration bemwesan development and buziness teams
iz eszential to address any potendal moditteatons that might impact the
development process. This collaborative approach aids in maintaining a
robust audit plan that supports automated funetions like scheduling and
sending alerts for upcoming audits, thereby enhancing the efficiency and
accuracy of the internal audit fmeton

9., Launching the audit process

In the zecond sage of the audit initiation process, the automation
syztem plays a pivotal role. Upon determining which new andit iz about
to start, the robot begins by creating the neceszary organizational
soucmure. Thiz involves setting up designated folders for different phases
of the audit, specifically for communication, execution, and reporting, at
a UBRL specified by the auditor.

Following the creation of these folderz, the RPA then proceeds to
facilitate inidal communications. It send: an email to nodfy involved
parties of the upcoming mesting and schedules thiz meeting bazed on
the date previously provided by the auditor during the initial planning
phaze The comrmmication email, as illustrated in Fig. 5, leverages data
pulled from the audit plan, including the audit name, scope, the email of
the audited area, and the auditor’s email  Post thiz communication, the
robot does not engage further, leaving any potential meeting cancella-
tdons or rezcheduling to be handled directly by the auditor.

Subsequently, the BPA wverifiez the existence of an information
request lizt, an esental artifact for the collection of audit evidence.
Acknowledging that thiz document may not be readily accessible, the
system i confiqured to conduet daily searches for up to fve dayz. Should
the document remain undizeovered after this interval the robot diz-
patches an email notification to the auditor, indicating the necessity for
manual intervention in the docurment transmizsion process. Comersaly,
if the document iz locaved within the preseribed period, the robot
immediataly forwards it to the awditee, as illustrated in Fig. 6.

Thiz automation of evidence requests and communication signifi-
cantly streamlines the auditing procesz, making it more efficient by
reducing delays and manual intervention. These steps, along with the
entire awdit plan analyzis process, are smmmarized in the Information
Floawchart shown in Fig. 7. Thiz fowchart provides a vizual overview of
the zequence and interactons of the tasks involved in thiz awdit initia-
ton stage.
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Examplel audit Communication

! Fobotl
i To sudiiedara |12'-__i:l-:'\-;|||'F|;||"r Sam

|
! ¢ Budiicrgcompany.com

Gond Morning,
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'@_':-l-w W Reply M1~} Fowwrd v

The: Imtarnal Aisdit Taam le planning its Exsmplal audit, The objsctives of this audet will be smbitl.

At the beginning of our audit, we would like the ocpportunity to meet with you to distuss our audit objectiees and get your input. Our goal is to perform an
effective and efficient audit, We will send 1o YOu @ meeting request and ask you 1o provice es doouments i the nest Tew days,

Belare the audit team leaves the client aite &t the end of the heldwork phase, & meeting will be held with you to discuds preliminary Tindings raised, anu
outstanding information and the nest steps to the audit. You are then expected to receive an audit report who's going to be presented to the audit committes,

Cur mission is to help you achisve Auditedarsal ohjectives by providing you informaticn about the effectiveness of internal contred and by recommending

cowrses of actions which improve performance.

i you have any questions about this year's audit, please do not hesitate to email us at auditoremail,

Sincerely,

Audit Teamn

Fig. 5. Commumication smail output

Example audit Requests

'1. Roboti
I i audilecaroa 1 ioompany .oo
W !

DU N ORI Y D0

s Ikl Reguel s
B v

< KH

Good Moming.

El gy % Replydl | —F Foexd :---:

Thee sudit team would like to ask you to provide doouments listed in the sttachment in the next few days.

It is impaortant to hove the do<uments in time. We would like to remind you that the time used to provide sudit docusmentation should nat exceed the defined

SLA

If you have any qustions about infarmatan request dacumant, please da not hasitate 1o email us &t suditenamail.

Thank you,
Audit Team
Fig. 6. Information requect email cutpat
9.1, Reporting ool The robot then maoves on to the actdvity where it reads the report and

The thind phaze of the awdit process culminates in scheduling the
final meeting and dizpatching the final report, following a 15-day period
allocated for Aeldwaork. This duration may be adjusted depending on the
acmal time spent in feldwork. Should the fnal document not be pressnt
in the designated folder after thiz perod, the robote system nitates
daily checks for up to fve dayz. Failure to locate the document prompts
the robot to notify the auditor to take over the document-sending phase.
Convarzaly, if the document iz located, the robot seelz the auditor's
approval to zend it and to schedule the final meeting, requesting the
meseting date in the format dd/MM vy, Approval from the auditor
triggers the robot to execute these tasks. The format for the final report
email iz derived from a template used by The University of Texas at
Drallaz, as illusrated in Fig. 8. This automated process ensures efficiency
and timeliness in the final stages of the audit.

takes the information from the Andings table, with the CV technique’s
help. The CV activities wsad for reading the awdit plan are used again for
analyzing the final awdit report. Howewer, as the final audit repart iz
wzually a longer document, additional steps had to be added to ensure
that the @able summarizing the fnding: stames is read.

To ensure the robot kocates the required table, the Send HotKey ac-
tvity is uzed following the CV Sereen Seope activity to perform a page
dowm if the "Finding Stanus” table isn't initially found. Thiz part of the
alement, may take a few seconds.

Additionally, a final audit report template closely mirroring real-
world business formats iz utilized, sourced from The Internal Auditor”™s
website, which offers resources to enhance audit effectivensss (The n-
ternal Auditor, 2023). Table 10 in the fnal report displays thiz "Finding
Status” table, showeasing the pracdeal application of these templates.

97
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Fig. 7. Informasion flowchart.

Final Report Examplel Audit

4
I Y
Irtemal Audit Repopdt
C| suem -

Robatl

To audbedaras]fFcompany.com
Cc  Audonfioampany com

G Wi g,

Attached & the Final AuditsdArsal Internal Audit Report. The purpose of the audit was to Ambit]. Our assessment of the current cantral ensironment resulted

I an RasultOfaudit] repodt rating.

Thee repart will be presented to the &udit Committee during the nest Sudit Committes Meeting.

Imternal Awdit would ke to thank management for making this sudit a success!

Fig. & Onutput Pinal Repart email (Adapeed) (Stephen 5, 20200

Thank you,
Audit Team
Table 10
Findingz Status (exampla).
Findings Statas Critical  Significent  Less Significant  Mimor  Total
Mumber of Findings 1] L] 1 ] 10
Cleared Pindings a a o o o
Findings to dear a 4 1 5 10

Upon compledon of the @ble reading process via the Computer
Vizion (CV) activity, the Write Range activity iz employed to transfer the
data table, which contains the finding status table, to another Excel file.
It iz noteworthy that this step iz undertaken exclusively when the
document iz m POF formar

Following the extrardon of the table into an Excel sheat, the robot
concludes itz role in this development phase. These final acdvides, along
with the entire process of analvzing the audit plan, are succinetly sum-
marized in Fig. 9.

It should be noted that at both the commencement and conclwezion of
the development, two variables are designated to record the actoal start
and end dates of the awdic. These variables are subsequently extracted to
an Excel file o caleulate FPLs, a topic that will be elaborated upon in the
following section

10, Key performance Indleators

Az noted earlier, Power Bl will be employed to Integrate data from
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Search for the next
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Send an emmll mking 17 the final sepo can be senl.
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Finds in the document the
findings table and expon it 1w
feed the KM Dushboord

Fig. 9 Final Re=port Plowechart.

IPA databases to facilitate precize, data-drven awdit decizions and
illustrats how awdit acdvites align with the strategic objectives of the
company (Lu and Chesbrough, 2021). The FPl= commonty used inchude
(AuditBoard, 2019):

1. Percentage of completed audits:;

2. Count of planned audits;

3. Count of findingz found per gravity; and
4. Hours spent per audit;

Correspondingly, thres Excel workbooks have been developed dur-
ing the |PA process containing data tables for (1) the awdit plan, (2) the
finding status of completed auditz, and (3] the actual start and end dates
of the audits. Theze workbooks will be integrated into the Power Bl
dashboarnd to enhance the vizual representation of the data. This inte-
gration iz depicted in Fig. 10.

A comprehensive vizualization was developed using the Power Bl
tool, incorporating all identiffed FPlz into a single-page report for a
vizual elementz, employing the Zebra Bl marrix vizual - a highly effective
Power Bl @ble that emables the creation of detailed and wvisually
appealing reports (Zebra Bl, 2023). This tool allows for dymarmic fltering

of data by awditor, audited department or area, and year, providing a
segmented analyziz of each EPIL. Additicnally, it supports the comparizon
of current fndings with previow: auditz and checks if the actual fme
spant on an audit aligns with the estimated times. The report, in Fig. 11, iz
designed to be user-friendly and comtinuously updated, aiding man-
agement in evaluating audite, managing team performance, and
informing decizions related to resource allocation, future audit plan-
ning, and scope improvements. Thiz encures that management decisions
are well-supported by timely and relevant data insightz

In concluzion, the final stage iz eritical as it allows managemeant b
evaluate real data without human nterference, identifying audit: that
may need more dme or have imwes. This data-drven insight helps in
making informed decizions abour enhancing the [PA system, ensuring
affective reporting to the board while prevenfing unnecessary expen-
ditures and automation failures.

11. Demonsoadon and evaluadon

Thiz section aimes to demonstrate step four of the DSRM which iz to
demonsirate that the artifact iz effecdve in solving the problem To
rezpond to this important step, some auditors from the banking sector in
Portugal were asked to give their opinions about the implemented

Fig. 10, Dot bases scheme.

v
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Fig. 11. Power Bl dachboasd

soludon. The responee from auditors tums out o be one of the meet
impartant in understanding the need for the solution developed in this
area zince they are the ones facing the changes in the proces: with the
implementation of [PA.

To evaluate the proposed artifact, mumerous iNEIViews WeDe COn-
ducted with experts and professionals from both felds. Interviews are a
fundamental component in social science research, extensively dis-
cussed in various publications on research methodology (Eizenhardt
19589, Hollweck, 2015). The objective of these interviews is to draw
inferencer about a broader population by analyzing a zample from that
populaton This approach stands in contrazt to a cencus, which seaks to
gather obsarvations from the entire population and iz another method
emploved for evaluating artifactz. Concequenty, for thiz smudy, a
semi-souctured questionnaire was udlized to assess the proposed
artifact.

In thiz rody, the artifact underwent evaluadon based on it construct
and model using specific principles. Theze mcluded completensss, ease
af use, Adelity to real-world phenomena, intemal consistency, level of
detail, z@implicity, uwnderstandability, mportanee, accessibility, and
suitability, as delineated by March and Smith (March and Smith, 1995)
and Rosemann amd Veszey (Fosemann and Vessey, 2008 Guided by
theze principles, a semi-strucmured gquestionnaire was developad, as
detailed in Table 11.

Az emphasized earlier, asgessment iz crucial within the DSEM. To
evaluate the artifact effectively, profeszional: from both the BC and
Andit sectors were selected, who poosessed vanious levels of experience
and expertse. This approach was intended to deepen the ngor of the
evaluation and ensure the artifact’s practical applicability.

12, Interview guestlons

To gather conclusive data, it was essential to ask respondents the
right questions, covering baszics like age, gender, and professional
backgroumd, as well as their experience with automation. Inidal ques-
tions gawged auditors’ awareness and perceptons of automated pro-
ceres in their company and their mpact on management. Subsequant

11

Timie spent per Audit

Tatul g -3mo EIET
Tabl= 11

Gemi-struchure] questionnaire for evaluation of the purpoeed artifact.

Criterisn Staternent

1 Completeniss The introduction of astomation into the eudit
process contains all the roles and standards of
buniths realms.

The intreduction of astometion into the audit
process is well-described and sasy to verify and
implement in both contexts.

The proposed artifact corresponids to possihle
solubions.

The fndings to introdisee: amtnmation into the
adit process use adequate terminology, are
well-written, and are justified by the theary.
The proposed artifarct containg o sofficient bevel
of detail in each mechanism for each aren.
The proposed artifact contains the necassary
practices and it is eagy to implement.

The proposed artifact is sasily understood as a
goeod practice for both BC and Andit
practitioners.

The proposed artifact is important for both
practitioners and academics.

The proposed artifact has an understandable
terminalogy with a practical perspective, not
only a theoretical ome

The proposed artifact of pmctices i applicable
in the practiee of both reatms.

2 Ease of use

3 Fidelity with real world
phencmena
g Imtrernal consistency

5 Leved oof Detail
] Simplicity

7 Understandability

a2 Impartance

9 Acressibillicy

Saitability

inquiries sought evaluations of specific automared acdvides, such az
alerting auditors of upcoming audits, scheduling meetings, semding
informational emailz amnd generating a Power Bl report to support EPLs.
Aunditors rated the value of these automatons on a seale from 0 (mot
uzaful) to 5 (wery useful). Finally, two optonal open-ended question:
were poced to collect feedback on desired automation and potential
improvements in the development process.
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13, Population and sample

The population under consideration comprises auditors from four
Pormuguese banks and offers insightful details about the compositon of
audit teams in terms of qualifications, age, roles, and gender. Tabls 12
provides an overview of the characteriztics of the zampled populaton
for the zmdy.

Educatonal background:

A majority of the auditors (53%) hold bachelor's degrees, indicating
that thiz level of education iz sufficient fior most awdidong roles within
theze banks.

The significant portion (42%) with master's degrees suggests a high
level of expertize and poszibly a preference or requirement for higher
education in more complex audit funcdons.

Cmly a small fraction (5%) has post-graduate qualifications, reflact-
ing perhaps that such advanced degrees are not orpically necessary for
the roles filled by the respondents.

Age Distribwtion:

Mearly half (47%) of the auditors are between thirty and thirty-nine
vears old, suggesting a mature workforee with substantial professional
EXpErience.

The representation across other age groups (23% benween forty and
forty-nine, 18% vounger than twenty-nine, and 12% over ffty) chows a
broad range of ages, which can contribute to diversity in perspective and
approach within the audit teams.

Roles within Audit Departments:

The vast majority (52%) being technicians indicates that the primary
need within these audit departments iz for hands-on auditing work.

The presence of coordinators (12%) and directors (6% suggests a
srucmred hierarchy but with reladvely few in leadership roles,
emphasizing a pyramid stucture in staffing.

Gender Dlsoibuton:

The gender split shows a slight male predominance (58%) but is
relatively balanced (42% female), suggesting no significant gender
dizparity. Thiz balance may contribute to diverse viewpoint: and ap-
proaches to awdiing, potentially enhancing the effectivensss and
comprehenciveness of audits.

Crrerall, the survey highlightz a well-educated, age-diverse audit
workforce with a reasonable gender balance, primarily composed of
technical staff with a strucoured, yer minimal leadership hierarchy. Thiz
composiion could be indicatve of a robust and dynamic auditng
environment, capable of addreszing various challenges and complexites
within the banking sector.

In the context of determining the requisite number of interrdews for
qualitagse ressarch, Myers (2013) contends that the quantity is inde-
terminate and varies depending on the research quesdon and the nature

Table 12
Profils of Auditors in Portegoese Banks: (hualifications, Age, Folezs, and Gendes
Diigtribati

Description Dietails
Number of Ausditors 17
Surveyed
Hanks Imvalved 4 Portagoess Hands (2 Large, 2 Small to Medium

sized)

Bachelor's: 53%
Master’s: 42%
Post-groduate: 5%
<% years: 158%
30-39 years: 4%
-4 years: L%
=50 years: 12%

Acndemic Croalifications

Age Distribation

Joh Roles Techmiciars: 2%
Coardicarnes: 1%
Directors: 3

Giender Distribution Male: 5%
Pamale 42%
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of the msightz sought. The concept of sanwaton is achieved when no
additional insights are gamered that contribute to the understanding of
the research question (Myerz, 2013; Myers and Mewman, 2007). In the
current study, which aims to evaluate and refine a model designed to
streamline the awdit process, saturation was attained after the tenth
interview. Subequent mterviews, ranging from the eleventh to the
seventh, did not wield any new insighs that further elaborated on the
proposed model az a possible solution.

14. Data collecton

In Table 13 below, we summarize the key Anding: from a recent
survey conducted among auditors across four Portuguess banks. Thiz
table prezents the auditors’ responses to variows aspects of automation
within their audit proceses, dlustrating their levels of awareness,
aceeptance, and resiztance to automated actvites. The responser are
categorized into several key areas of automation implementation and
avaluate their impact on the audit workflow. Thiz data aids in under-
standing the cumrent stance of audit professionals towards automation
and highlight= areas where further discwssion or intervantion may be
DECEsSAry.

The survey results among auditors in Portuguese banks genarally
show a positive atfitude towards automation in audit processes. A zig-
nifteant majority of auditors are aware of and acknowladge the benefit:
of autormation, with nearly unanimous support for an automated alert
syzeem and sorong approval for Poswer Bl reporting.

Howrever, some rezistance remains, notEbly with routine tazk auto-
maton like email notifications, where abowt 1286 expressed dizagree-
ment. This resiztance could stem from concems over job security or the
adequacy of automation for complex tazks.

Besponses also indicate that perceptions of automation's benefits
may vary by robe, with less direct involvement leading to more mneutral
views. Despite some resistance, the overall acceptance suggests a
favorable outook for further integrating automation into awdit prac-
toes, though confinued education and dialogue will be crucial to
address lingering doubts and ensure widespread adoption

15. Discussion

Thiz zection critically examines the fndingz of the soady, integradng
both theoretical insights and practical implication: of deploying IPA
within the auditing proceszes of Ainancial institutons, particularly in the
banking zector. While the integration of IPA offers significant en-
hancements in efficiency and strategic decizion-making, it also presents

Tabl= 13
Auditor attineden towards automation in audit procesoes.
SLrvey ASpert Harpose COmnmiEnes
Awareness of Adtomited G aware
Acoiviries
Hesistance to automation 15% reporied Some auditors showed dowbts or
resistanne resistance.
Impact of Automation 3% pasitive
impact
Suppoet for Andit Abert 1% suppart 5% todally agres.
System
Approval of Aatomate B2 3559 agres 11.77% disagresd, 588% neutral
Emafl Motifications
Scheduling and Sending of  53% approwal Z3.53% nevtral, mostly
Pinal Report techmicians.
Scheduling Andit B2 5% agres
Commumication
Mestimigs
Implementation of Power Gt agres 1 neutral auditor ientified
HI Reporting resistanees im andit aress.
Creerall Hating of Salution 8% rated Indicates a positive evaluation
(Seale 0-5) above & despite initial resistamee 1o

chacge

12
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challenges and raises important considerations for implementation and
future development (Gegenhuber and Mair, 2024; Penarroya-Farell and
Mirallez, 2021; Yun et al., 2022). Here, we discuss the broader impli-
cations of our Andings, focusing on their relevance o banking zector
policymakerz, and delineating the theoretical conoibutions to the
existing literature on business continuity and awdit practices (Harsanto
et al , 2027). This dizenssion aims to bridge the observed gaps identified
in previous sectons and suggests pathwvays for leveraging IPA to
enhanece audit effectiveness and organizational resilience. Maoreover, it
affers recommendations tilored to policymakers amd industry leaders
wiho are pocitioned to influence the adoption and regulation of emerging
technologies within the audit domain (Bigliard: et al, 20200,

The integration of [PA within business continumity awditing, as
explored in thiz smdy, has demonsoated substantial potential to
streamline audit processes through the automation of routine tasks much
a5 communications, information requests, and Anal report ;ubmissions.
Thiz zhift not only enhances operational efficiency but also supparts
auditors in their critical role during technolegical transformations.

From a theoretdcal standpoint, this snudy contributes to the body of
lnowledge by bridging the gap berween business continuity practices
and the applicaton of [PA in the auditing domain. [t challenges existing
theories that view automation merely as a tool for operational effi-
clency, propocing instead that automation is pivotal in enhancing the
strategic decizion-making process within fnameial incttutions. This
perspectve suggests a paradigm chift where automation iz een as a
trancformative force that aligns closaly with business goals rather than
just a means o reduce labor costs.

Practically, the Anding: from this rezearch have direct implications
for banking sector policymalkers:

« Enhaneced Complianee and Risk Management Automated tools
can provide real-time data analyzis, which is cruecial for maintaining
complianee  with evolving regulatons and managing risks
proactively.

«» Srateglc Resource Allecatlon: By automating routine and dme-
consuming tasks, rezources can be redirected toward more critical
analytical and strategic functions. This not only improves produoc-
awvity but alzo enhances job zatizfaction among audit professionals by
reducing monotonous tasks

» Declzion Support: With automation, awdit data can be processed
and presented in ways that suppornt strategic decizions, providing
inzights that were previously diffieult to extract manually.

The adoption of IPA in auditing represents a transformative op-
pornumicy for the banking sector. However, the successful integraton
of theze technologies necessitates supportve policy frameworks and
strateqic inidatves from regulators and gowvernment bodies. These
suggesiions aim to maximize the banefits while mitdgating potential
risks associated with [PA, ensuring that the banking sector remains
robust, compliant, and competitive in a rapidly evolving digicl
landscape:

« Adopdng Progressive Regulatory Framewsorks: Policymakers
should consider creating and adapting regulatory frameworks that
encourage the adopton of automaton while ensunng robust data
security and privacy standards.

» Encouraging Investment In New Technologles: There should be a
clear directive from requlators and government bodies encouraging
banks to invest in new technologies that facilitate Tansparency and
efftciency in auditing processss.

= Training and Development: To overcome resistance to new tech-
nologies, comprehensive maining programs should be implemented
to ensure that the woddforce iz well-prepared to leverage these new
tools effectvely.

While the ztudy effectively demonstate: the benefitz of IPA in
auditing, there remains a lack of discussion on:
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» Integratlon Challenges: How do existing systems integrate with
miew automated tools without disrupting curment operations?

« Long-term Sustalnabllity: What are the long-term impacts of
automation on employment within the banking sector, and how can
theze be mitgared?

» Cuztomilzadon and Scalabllity: How can these automated solutions
be customized to ft different zizes and types of banks or financial
incttutions?

16. Conclusions

Thiz study aimed to integrate automation within the audit process,
thereby streamlining manual and repetitive sks to enhance the efffcacy
of business contnpity management Thiz goal was pursued through the
identiffcation of optimal automation zolutons and the mitgagon of
associated rishs

A multi-ztage methodological approach was utilized, beginning with
an extencive lteramure review to identfy the rsks, benefitz, and chal-
lenges linked with the automation of awdit processes. This was followed
by the application of the DSREM to precisely dafine the core problem and
develop an appropoate soluton. Subsequent phases involved the
detailed dezign and development of the proposed soluton, culminabng
in a survey conducted among bank auditors to evaluate how well the
solution met their needs.

The Amnlings from thiz sudy highlight the pivotal role of IPA in the
audit procesz. Signifirant advantages were observed, including the
implementation of an abert system that nodfies auditors of upcoming
auddits and the use of KPIs to provide a detailed owvarview of the progres:
within the awdit plan These tool: help identify areas that reguire
refinemnent in audit managerment.

The integration of automated tasks, such as email corespondence
and meeting scheduling, i expected to reduce the wodkload of auditors,
inerease operational agility, and accelerate the delivery of audit out-
comes. Thiz paper contributes a novel parcpective to the auditng feld,
partcularly in evaluadng IT zectors, emphasizing the need to revolu-
tdonize auditing practee: to allow awsditors to focus on more critical
tasks. Moregver, the significant relianee on non-peer-reviewed literature
highlightz the necessity for thorough academic zeruting of the ad-
vancements in implementng technologies like IPA to strengthen basi-
mess continuity mans gement
17. Limicadons
While analyzing the survey results, a notable limitaton emerged
related to the diversicy of the sample, which comprized four disdnet
companies varying in size from small to large banks. This varation
introduced dizparate realities into the data, az large firm= often require
more extencive automaton due to the volume and repetitiveness of their
proceses, Comversely, smaller companies are typically more conserva-
tve In adoping automation strategies, largely due to budget constraints,

Thiz dizparity suggests that the soluton discussed is optimally suited
for larger organizations that manage comprehensive audit plans,
Although characterized as low-cost, the Implemenmtion of thiz IPA so-
lotion =6l demancds significant rezources for continuows evaluation and
adaptation to ensure itz effectivensss acros: diverse organizational
contexts. This observation underseores the need for tailored approaches
in the automation of audit processes to accommodate the specific

18, Future work

Thiz study aims to Inspire further enhancements in automated audit
processes. Auditing playz a crideal role in identifying ricks and in-
afficiencies within organizational processes, necessitating the elimina-
ton of repetiive tacks Thiz research has shown the potental for
increased agilicy in audit funcdons through comprehencive automation.
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Although some activities are already automated during Aeldwork, it
ramains ezsantial to evaluate whether automation solutions are effective
or merely rezource-intensive.

The zolution propoced operates confinuously amd can be mmple-
mented n audit departments at a minimal cost. It is alzo adaptable,
allowing customization to meet specific organizational nesds. Using
EPiIs to identify eritical gaps (for instance, in annual audits that are dme-
intensive]), helps mamagement to strategically decide on expanding
automation across the audit process.

Future indtiatives should focus on integrating advanced modules
within the existing development framework to cater to specific corpo-
rate needs. Feedback from this soudy has highlighted several potential
enhancements. There was significant support for implementing auwto-
mated alert systems at key stages of the audit proeess to monitor bath the
actual and projected tmelines, as well az to provide Gmely updates on
the rermmaining steps. There is also a demand for increazed automation in
tasks such as data extracton, procedural mapping, characterizaton of
Hndingz, and the regular dissemination of progress reports. These im-
provements aim to refine the awtomadon process further, enhancing
effiviency and effectiveness in audit operatons.
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Chapter 5
Article nr. #4 — “Risk Impacts Related to Robotic Process

Automation: A Business Continuity Perspective.”

This article provides an important perspective on the risks associated with the adoption of RPA
from a business continuity perspective. It underscores the significant shift towards digital
transformation and highlights how RPA has become increasingly integral to organizational
operations. Despite its potential benefits in terms of cost reduction and efficiency, RPA also
introduces notable risks due to its dependence on software components governed by predefined
rules. The research identifies and analyzes key risk factors that may emerge from the integration of
RPA in organizational contexts. It classifies these risks into various categories, such as operational,
strategic, regulatory, and security risks, and examines how they intersect with the fundamental
concepts underpinning RPA. The study provides an in-depth exploration of how automation
technology's inherent risks can potentially disrupt critical business processes if not carefully
managed.

Furthermore, the article lays out a framework for understanding and mitigating these risks to
safeguard business continuity. It provides researchers and practitioners with structured insights into
how to address the challenges of automation, emphasizing the importance of aligning automation
strategies with robust risk management practices. The research emphasizes the necessity for
organizations to carefully assess and adapt their risk management frameworks to ensure that the

adoption of RPA enhances, rather than undermines, business continuity.
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e Abstract
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l% The global shuft towards digrtal ransformation, exemplified by orgamsanons' increasing adoption
];f of Robotic Process Automation for process automation, has been poteworthy. This transformation
:IJ'_ vields evident advantages in terms of cost reduchon and besghtened operational efficiency, achieved
o through the delegation of repetiive, error-prone tasks from human workers to automated systems.
:E However, this paradigm sheft 15 not wathout its attendant risks, as it inges on the awtomation of
E4 processes exscuted by soffware components that operate solely on pre-defined rules, lacking
25 mherent decimion-making capabilities. Thns, the present research centers on examining the risk
25 factors that may accompany the mtegration of Robotic Process Automation in orgamisational
27 contexts, amming to comprehensively identify and analyse their principal determinants. This
28 mvestigation contributes with a hist of nsk factors, organized, mapped, and grouped info categones,
) and how thew are mnterconnected with the fimdamental concepts supporting RPA. In this sense, this
20 study will belp future researchers to 1dentify the nsks associated wiath Fobotic Process Automaton
31 to define actions that avold negative impacts and allow Business Contimmuty.
32
32 Keywords: business confinufy; governance; risk; comphance; audifing; robotic process
:: automation; intellizent process automation; business process management
3g
37 1 Imtroduction
gi The reality of owr tme shows that orgamsations, to remain compettive, have to keep up to date m digital
40 terms, being forced to cany out profound transformations 1o them. However, this digital ransformation
41 (DT} offers orgamsations opportunifies to stand out using dismaptve digital technologies [1]. The adophon
4z of disruptrve technologies imncreasingly plavs an important role in all areas of business and 15 seen as a key
43 factor in changmg the way companies create value and gain competive advantage [2]. To reduce the tme
4‘_1 to launch pew products and services on the market, compames were forced to reinvent their business
:z models, forcing rapid technological changes.
a7 Robotic Process Automation (RPA) 15 a technological irmovation that addresses the needs of
48 orgamzations to keep up with the high pace of technological change [3]. Automatmg repetitive tasks, allows
45 emplovess to make better use of thewr fime on more complex tazks, thus bringing more value to the
50 orgamzation [4]. With the use of RPA, there 15 a strong impact on a business's operations and competitive
51 posiiomng on several fronts: economic value, workforce advantapes, quality improvements, flexible
‘E‘E execution, speed, and agility [3]. Recently, COVID-19 lughlighted the importance of EPA by allowing to
;; replace workers In organisafions who were unzble to work, due to 1llness or being in 1solation, allowing
55 theze compames to confinue their business [6-9].
5E Although there 15 mch information available on the benefits of usmg RPA due to the lugh demand
57 i the business world, there are also nsks, however, these nsks have been fow mentioned by authors n the
58 seientific community [3, 10].
53
60
61
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EPA 15 a secure solotion to mafizate human errors while executing business processes, but EPA 15
also subject to buman ervors and can easily pose risks to the orgamisafion because it is a tool of consistent
and continuous action, where any ervor can become a svstematic and widespread problem m the underlying
business process and associated dataset, thus jeopardizing business contimuty[11, 12]. Therefore, this study
aims to identify the risks associated with EPA create a framework to develop a risk assessment strategy
and support business continuty.

Ap important study done recently regarding FPA implementation presented a conceptual model
with an end-to-end perspective regarding BPA Case Studies (CS) [3]. It synthetizes the main topics related
to RPA, such as the benefits, disadvantages, smitable process crtenta, future challenges, and opportumtes,
where a conceptual model on the relatonships between REPA maimm topies was performed, providing a
schema for conducting CSs. In this conceptual model, shown m Figure 1, three steps were 1dentified
(strategic goals, process assessment, and tactical evaluation) and the factors that influence them (benefits,
dizadvantages, selection criteria, future challenges, and future opportunifies).

]—'{ 1T Benefits
______ —

Future Challenges

Selection Criteria

Disadvantages

L 3
| | Future
l_ Opportunities

Fig 1 - FPA Conceptual model of main concepts anound FPA snd their relationships (sdapted from [13])

According to the authors, these factors must be considered, so that the implementation of process
automation with EPA can be effechive.

The ohjective of this study 15 to discern, from a Busmess Continmty standpoint, the key nisk factors
and their potenfial implications on the core prnnciples associated with the main concepts around EPA
answenng the following research questions: (1) “What constitutes the principal nisk factors in the context
of BPA mmplementations ™, (2} “In what manner are these nsk factors inferconnected with the fundamental
concepts of RPA mplementation?. The research wall pnontize synthesizing diverse perspectives on RPA
nsks from a wide range of sowrces, mcluding academc articles, industry reports, and case studies. This
approach aims to capture the multifaceted nature of EPA nsks, understanding the vanations in nsk
perceptions across different stakeholders. It will also explore the evolibon of these nisks over time and
through diverse technological advancements, providng a bohste view of the EPA nsk landscape, amming
to build on the foundational work of the arficls by expanding the understanding of RPA risks, developing
comprehensive risk management strateges, and contnbufing to the safe, efficient, and effective adopton
of EPA technologzies in organizations.

The remainder of thas paper is comprised as follows. Section 2 presents the theeretical background.
Section 3 describes the Multivoeal Literature Review (MLE). Section 4 presents the review report. Section
5 presents the evaluation and discussion of the results. Finally, section 6 presents the conclusion and
hmitations of this study and future research

2 Theoretical Background

Thus section 1s dedicated to the Background and seeks to theoretically frame the object of the study. Through
key concepts, it 1s possible to clanfy entical domains about RPA, potential risks, Busmess Confimuty, and
how FPA n=k factors impact business contmuty.
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1.1. Business Continuity Management
Ome of the processes associated with management 15 Business Contmuty, whose objective 13 to identify
potential threats that mayv cause an imtermuption fo an orgamsaton’s business. This process has becoms
merezsingly complex over tme due to the inerease i the complexity of mformation systems, the
meorporation of new business processes, and the constant emergence of new threats to orgam=ations.
Compared to other business management disciplines, Business Confirmty Management (BCM) 15
relatively recent, appeanng m the sixties as a way of zafeguarding the company's mvestments in technology
and eveolving, based on emerging lemslation and standards unbl 2001[14-25]. In 2012, became an
International Orgamsation for Standardization (IS0)[26], and ifs most recent update, IS0 22332 [27]
provides us with gwdelmes for developing business contmuity plans and procedures. Figure 2 illustrates
the evolufion and the major mulestones in this process.
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Entonor wa i Orperadaieon Wick: Boo ey ord Acslame
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Fig. 2 - BCM evolution phases (adapted from[28])

Busmess continuty has become more relevant over ime dus to rizsks that have become real events:
911 m the USA, climate changes that affact the planet, and the recent COVID-19 pandermie, which have
all shaped the path of BCM (Figure X) [29]. Issues related to Secwrity, Fesilience, and Business Contimuty,
are mmportant tepies for orgamisations today due to the growing increase 1n nsks hnked to the ewrent
sination

Busmess Contimuity mainly establishes the strategies, procedures, and critical achons requred to
successfully respond fo a ensis. In addition, if evaluates how well an crgamsation responds to unexpected
disasters, disruptions, or sudden changes to 1tz business emvironment As crises may result from natural
dizasters, catastrophes, or just a simple accident that can imtermipt zervices, resulting in the parhal or total
loss of busmess, a Business Continmty Plan (BCF) must address all possible sifuations to mitigate or
assume their nisk. Therefore, it is quite relevant to address all nsks mvolhang RPA implementations [30].
Fisk assessment 15 part of Business Continurty prachice, where the nsks are identified, managed, and
reduced [31].

Legislation like WNIS2[32, 33] and DORA [33] lughlight the importance of BCM and Risk
Manzagement as they demand the identification and protection of enfical Information Technology (IT)
systems, implementaton of incident response and busmess conhmuity plans, conduchon of regular teshing
and nsk assessments, estabhzhing a reporting framework for major meidents, Fuzk management of thard-
party Information and communication technology (ICT) provaders, meident reporting, tesfing and exercises,
IT and evber risk governance.

1.1. Robotic Process Automation and Intelligent Process Automation

These two terms are very smmilar, but while EPA 15 focused on aufomating repetitive tasks and processes
based solely on miles, mmfellipent aufomahon by its very nature incorporates a vast amray of Emerging
Technologies (ET), such as Astificial Intellizence (AT), Machine Leaming (ML), Natwal Languagze
Processing (ML), Structured Data Interaction, and Intellizent Document Processing.

EPA 15 a relatrvely recent technolegy used to automate a combination of processes, tasks,
achwvihes, or services, with graphical user interfaces that are choreographed fo interact with almost any type
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of system as a buman user would [34, 35]. Both scientific research and the media highlight the potential of
FPA for increasing the efficiency of processes. Since the development of EPA solutions requures low levels
of programming expenence, with low mmplementztion costs and 2 very fast rebun on investments, these
solutons are smtable for a very wide range of processes and result in very high-efficiency gams. Hence,
the technology has attracted inferest m the business world, with several examples of successful
mnplementation [36].

The first approach to this technology (Process Automation) mvelved replacmg the roufine or
stnctly ransactional processes performed by bumans. As this techoology evolved, capabibines related to
ML and cogmiive compubing were added, wath increasingly soplusticated mule mechanizsms, and it started
to be able to perform more complex buman tasks, inchiding evaluation, reasoning, decision-making, and
compliance with probabilistic andfor determmmshie process requirements 1in dynamic contexts. Intelhgent
Process Awtomation is thus the evelution of simpler repetiive tasks, in which new capabilihies are added
with more sophisticated and complex procedures.

Companies confimmally seek o lower costs and merease m efficiency fo succeed In an uncertam,
turbulent, and competitive environment. Information technology has been, for decades, one of the man
strategies adopted to achieve these goals. Buf process aufomation can always go firther, better articulating
different subsystems, or accelerating the connection from analogic to digtal [37].

The miroduchon of processes that seek to improve the quality of the product/seraice offered and
cost refention are some of the essential paradigms in the eves of an organization, which can be achieved by
creating 3 connection pomt between parnersemplovess and customers.

However, since these automated processes may highlight some nisks, this study aims to conduct a
survey of the nsks in order to 1dentfy them conmbuting m the scenhific commumty so that compames
and future experts can drive achons that puhpate potential threats 1n business confimmty [23].

3 Methodology

The MLE [38] is similar to the Systematic Literature Rewview (SLE) [39, 40] and amms to incorporate the
so-called “grey literature™ m order to supplement the published (formal) hterature. MLEs are SLEs that
melude both scholarky wrhng (alse known as academic wmitng or formal wntng) and the (imformal) grey
hiterature {GL). Scholarly wmiting 15 the genre of wmihng used in all academc fields. GL 15 considered a
mulfisource of mfermation, which may exst mn the form of blogs, videos, webpages, and whte papers that
are produced outside academme foroms and are not subject to any quality control mechamsm (e.g. the peer
review process) before publication.

By meluding information that normally would not be taken mnto aceount due fo its “grey” nature [3E],
MLEs are important for the completeness of the research. An MLE in a given subject field 15 essentiallv a
combination of the sources that would be studied 1n an SLE and a GLE in the same field. Thus, an MLE
15, m prnciple, expected to provide a more complete picture of the evidence 1n a grven field. Figure 3
represents the relatonship between SLE GLE and MLE.

— i — — —

Fig 3 - The relationship between SLE., GLF. and MLE.

Diue to the fast evolution of IT, several researchers have already realized that includmg the GLE
bring= benefits to the study review, because 1t 15 a way to add value and knowledge without compromising
the viability of the mformaton. Some examples of successful studies (linked to the IT area) which also
used MLE already exist [41][42][43]. This way we could confirm the practical wsefulness of this method
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and apply 1t m this research, conmbuting to the drversity of different sowrces of knowledge cwmrently
available m vanous forms, with different perspectives and objectives [44].

The research of this MLE aims to discover which are the major nisk factors of EP A implementation
desenbed by the vanous professionals in the field and to be able to detail them thoroughly by finding out
if there 15 a consensus on the best way to avoid these nsks dunng its implementation. For this, we have the
need to expand this study beyond the hmits of soentific knowledge. Thus, MLE gives us this opportumuty
and manages at the same time fo maintam a ngorons guality in the process of analysis of this hterature [44].

In Table 1, we can cbserve the separation of the different sources of the "White" and "Grey”™
hiterature, and the set of the two forms of the MLE. It should be noted that for greater credibility of the data,
literature that comesponds to 1deas, concepts, and thoughts, social networks, tweets, and emails were
exchuded [45].

Table 1 - Spectrum of the "White”, "Grey” and Excluded hterature {adapted from [358])

“White™ hiterature "Grey"” hterature “Black™ or ather types of iterature (excluded)
Preprints
e-Prints
Leciures

. . Diatasets
Papers published in journals Ideas
Conference procesdings I:S}m'ernmeu.iit documents Concepis
Books White - Thoughis
Technical reporis
Blogs
Andio-vides madia

The MILE workflow 1= summanzed in Figure 5 and has three phases. The imthal phasze of the
research (“Flanmng the MLE™) compnses two steps:
*  Determimng the need for an MLE for the given topic
*  Defining the MLE goal and setting up the research questions

There are numerous gudelines for conducting an SLE smdy. However, several phases of MLE do not
coincide with tradifional SLEs. One of these 15 the process of assessing the quality of the source of
information and its investization. Therefore, we wall partially use the SLE pmdelines to canry out thus MLE.
We can observe mm Figure 4, the stucture of the gmdelines for this MLE. which shows the planming,
conduching, and reporting exactly as was proposed by Garousi et al [45].

With the implementation of this model, 1t 15 expected that the grey hterature will provide us with
mnportant knowledge about the risks of implementing the EPA not disregarding that thiz wall bnng new
challenges when meluding such hterature, as the knowledge provided 1s often based on the expenence and
opmion of those working in the field For this reason, in this research, we wall use systematic gmdehines to
perform MLE [46] and thus achieve a consistent and concise data collechion simmilar to what 15 done 1n an
SLE. applyng to the mclusion and exclusion cnitena in the results obtamed through the world's most well-
known search engine called Googla.

LA
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Fig. 4 - MLF. phases and steps adopied in this research (adapted from [33] )

3.1. Planning the Review

Thes section represents the first phase of the MIE implementation. It starts with the motivation that led ths
subjact to be studied, then what are 1= objectives, and what are the research questions we propose to answer
with this research.

J.1.1. Motivation

The Covid-19 pandemic greatly impacted crganisations, forcing them to adapt to a new reality very quuckly.
Thus qmick adaptation 15 reflected m the “Dhzital Transformation™ of processes that, in a way, increases the
potential for emerging technological nsks associated with the infroduction of new technology mto business
processes, Chgamsations peeded fo accelerate the use of digital technology and replace vanous business
processes previously performed m what may be called a “traditional” way with alternative, complementary
ways of wing technology [47]. The most promunent examples were related to work roles that were
downsized or replaced wath technology to nutigate infection nisks while mantaining productrvity. For
example, dunng the pandemic, online channels have become the salvation for consumers locking for
products and companies locking for alternative ways fo place their products and services on the market.
Thiz hlughlights the need to implement digital trensformation solutions to answer the challenges
orgamzations face todav. Figure 5 expresses the inferest that EPA started fo have mm 2004, illustrating that
2016 1= when if started to show some impact on user searches and reached i1ts laghest point during the
pandemmc.

Robotic Process Automation: [Wordlwide)

Fig. 5- interest of Fobotic Process Automation over time — gooele trends [48]
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3.1.2. Establishing the need for an MLE

EPA has been attracting a lot of attenfion from the corporate world. However, although 1t 1z a popular tepic
i the corporate world, academic research lacks a deeper theoretical analyzis of EPA [49]. Az a mche area
of IT, hterature on EPA 1= rather sparse in terms of 1ts impact on orgamzatons and, consequently on
business confinmity. Further mvestigation should invelve a comprebensrve assessment of this technology,
identifving nsks and revealing addifional factors that influence the adeption of EPA technology [50].
Since RPATPA 15 being explored more within industry than acaderma, resulting in mportant inputs
[51-54], an MLE expands the ongins of the sources to identify and map the most important nsk areas
related to thas topuc.
313  Eeview Protocol
The review protocol specifies the research question being addressed and the methods that wall be used to
perform the review. To find the maximmm mumber of studies related to the research gquestion, a search

strategy was used to detect as much of the relevant hiterature as poszible using mmlbple kevwords and
datazets.

Keywords:

* FEobotic Process Automation / Infelligent Process Automation / Fizks

Search String:

* (Robotic Process Automahion OF. Intelhgent Process Aufomation) AND Risks)

Dratasets:
» [EEE ¥plore {bttps:fiesexplore 1eee org)
« ACM DL {bttps-'dl. acm.org)
* Scopus (https://scopus.com)
* Web of Science (hitps:Vapps webofknowledze com)
« EBSCO {bttps:/'search ebscohost com)
* Springer {bttps-/'sprnger com)
* (rpogle Scholar (https://scholar. zoogle. com)
* Google Search {https-'google.com)

The hmitation of Google Search concermng the rephcability of searches conducted at 2 specific hme
was considered. However, some scholars argue that website search methodologies may vary, undersconng
the greater sigmificance of adoptng a well-considered rationale for the research process. This entauls takmg
into consideration the specific goals and objectives of each review, rather than ngidly adbhering to a singular
method Accordingly, meticulous planning and execution of the research along with the svstematic
screening of results and the implementation of effective management structures, are imperatrve for this
approach [33].

As a result, conducting a comprehensive grey hiterature search emploving at least one conventional
search engine (e.g., Google, Tahoo, or Bing) 15 recommended, extending the examumation to the first 12
pages rather than confimng 1t to the mutal 5 pages. Addibionally, a thorough exploration of academc
databases closely aligned wath the subject matter in question 15 advised This dual-pronged approach
ensures that all perfinent literature 15 duly considered, ultimately contmbuting to more comprehensive and
robust conclusions [36, 57].

An melusion and exclusion cntena were adopted to 1dentfy the relevant bterature for thiz MLE. The
screening cntena for including or excluding articles for this research are summanzed and illustrated in
Tabls 2.
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Table 2 - Inclusion and exclusion critena used.

Inclusion criteria Exclusion criteria
Related to main keywords ](‘:I;tm:?uat;ed o BEPA 1A or IPA and Business
Process sutoration of business continuity Paper not in Engzlish
Title, abstract, key contents or subject relevance Dypoumients with publication date earlier than 2017
Journals, conference papers, blogs or grey literature Vendor tool advertisements
Diocuments in English Papers by unidentfied suthors
Limit results to first 12 pages of Google Search Mo publication date

To maximize the incorporation of pertment sowrces, the practice of beoth backward and forward
snowbaling was emploved, followmg the puidance outlined in systematic review protocols [38], to the set
of articles already in the pool. Within thas confext, snowballing entails the utilization of an article's reference
List (termed backward snowballing) or citations within an arficle to identfy supplementary articles (referred
to as forward spowballing) [558].

A software package, specifically Mendelev, was emploved to conduct literature searches and collation.
This apphcation guarantees the acqusition of distinet and non-repetittve results, as it can idenfify and
remove duplicate enfmes. Consequently, thys finchonality addreszes 1zsues related to consistency i the
retrieved and amassed results. Addifionally, Mendeley assists m categonzing the results into distinet sets
bazed on query strngs and clas=sifications into academic or grev literature. Moveover, it streamlines the
process of retrieving results from the respective unique idenfification sets (compn=ing both zcademic and
grev literature) for seamless integration into the Svstematie Literature Review (MLE) process.

3.14. Defining the MLR goal

Az seen 1n Figure 4, the MLE planmng phase 15 subdivided into two phases, and after completion of the
first phase, where the need for the MLE was establizshed in relation to the topic, a2 main goal was defined,
which aams to 1dentify the principal nsks associated with the use and oplementation of the RPA.

3.1, Conducting the review

Ths secton describes how the review was conducted, which 15 the second phase of the process. In this
stage, the research 1= carmed out by searching for mformation 1n selected databases using pre-defined
queries and analy=ing the extracted data.

321 Selection of studies

This sechon presents how the filtening of the arhicles was done and the documents' final result, meluding
figures and tables represenfing the extraction process. All filters apphed are cumulative.

The first filtering consists of searching for exact matches, thus locking for the exact set of kevwords,
without the words being searched individually and separately. At thus stage, a total of 671 articles were
retained i all datzbases.

In the second filtening, a search cut-off date was apphed, where only articles dated 2016 or later were
retained, thus averding articles that are not dwectly related to the intended subject, as can be seen in Fizure
6, 2016 was the date when the subject started to have some relevance on the Infernet and, consequently, n
the sciennfic commumity. At this stage, 632 arbeles remaimed.

After applying the search deadline, the search for kevwords with exact matches only mn the abstract
was started, thus sigmficantly reducing the datzset, and obtamming documents very close to the infended
subject, which represents a total of 260 arficles. It was mmpossible to zpply this filter m three databases,
Springer, Google Scholar, and Google Search

To ensure the rehiability of the documents, a manual review was performed in this filtening phase,
where 1t was checked 1f 1t was possible to access the document wathout any restriction and also if the
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document was complete and without mussing parts, as happened m the hnks cbtained 1 Google Search,
which were somefimes parts of books or arficles without access permussions. Thus, at this stage, 200 articles
are filtered.

The next filtening process was done through the Mendeley software, where all the documents up to
that pount were loaded, and using a feature of the program, all duplicate documents were eliminated, leaving
129 unique articles.

Finally, the mnclusion and exclusion criteria were apphied, where the criteria were previously defined
as shown m Table 2. Ths filter was applied mamly for the search in the Google Search database, because,
in this way, it was guaranteed that only articles written in English which menfioned the intended topie,
were extracted, and articles that had no author, thoughts, or advertisements and posts defined were
excluded. After applying this last filter, 107 articles directly related to this study remaimed.

As can be seen in Figure &, the whele process 15 in an tlustratrve and easy-to-understand way, where
all the databases used, the filters applied, and the result of this process are representad.

{*Robatic Process Automatian”™ OR ¥Intelligent Process Automation”) AND "Risks")

i T T e T ¥ - T - T <
e T4

oo msen
= EIlEll=l=EE
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Al Sl ds; AN docum ents
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saachng with exact maich
Exclusion crisna Google

| Wmited o first 12 pages
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[k pset Fiibar by dabe r
Fiter 2 2)

Filer 3 m t-} e kigdon crbania: The Rerabing mis be redaed
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Exchusmion crlens weas, corcepls
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_research
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Fig. § - Followed Multivocal Literatare Feview process (adspted from [59])

3.2.2.  Data Extraction Analysis

In this section, a2 metculous analysis of the final selechon of publications was conducted, exphcitly
delineafing the documents extracted from each databaze after the application of all filtening criferia. Ths
anzlysiz affords a clear dishimetion betweesn the number of arficles constifuting the “grev" hferafure,
encompassing web pages and fechnical reports, and those classified under the category of "white" liferature,
denoting conventional scientific articles and books.

Table 3 prowvides a comprehensive overview of the number of articles reineved from each database,
presenting the outcomes after the application of individual filtering criteria. Notably, all filtering criteria
played a pivotal role in constrainng the informahon to exclusively encompass pertinent arhcles for this
mvestigation. Motably, Table 3 elucidates that before implementing any filters, a total of 112 316 articles
were 1dentfied solaly through kevword searches.

Search String:
¥ (Bobotic Process Automation OR Intellizent Process Automation) AND Risks
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Table 3 - Filters nsed in the MLE. protocol

Base de Dados Initial F1 F2 F3 Fid F5  Fé
IEEE Xplore 458 4 4 3 3 3 1
ACM DL TE102 30 2 1 1 1 1
Scopus 14550 202 202 21 13 13 &
Web of Science 1383 75 47 3 3 3 1
EBSCO 7 7 7 42 14 g 2
Springer 1 1 1 1 1 1 1
Google Scholar 17500 11 11 11 11 11 11
Google Search 235 181 178 178 154 149 B4

Total 112316 671 632 260 200 1% 107

*Lnderimed mems the number came rangferred from the pravi mrﬁ tering due to the Imposzibiiiy of evecusing F3

Inifial: Search keywords without filtering

F1: Query All Selds with exact match

F2: Query All Selds with exact match and date = 2016
F3: Query Abstract with exact march and date = 20146
F4: Full-text Donument access

F5: Femove duplicates

Fé§: Inclusion and Exclusion criteris

4 Reporting the review

The objective of this research 15 to identify the pnoeipal nsk factors associated wath the use and
mnplementaton of EPA, and to facihitate the framung of all these ns=k factors, groups were created to zZive
us a more penpherzl vision of their impact. From here it was also poszable to understand which ones have
the greatest impact based on existing extrachons from the grey and academue literature. Thus, the following
nsk factors groups aim to respond m detail to the goals defined m thas research, research questions one and
taro.

4.1. Risk Factors Groups

To mplement EPA, 1t 15 necessary to know how to face the nsks it warns about and how to frame them
comrectly. And according to the research done for this study, several authors have framed the nisks into
different major groups [60-62]. Groups where, in general, there 15 3 consensus that the maimn nzks can be
categorized. A first prototype of nsk groups was formed, staring with Management Governance,
Operational, Technology, Secunity, Eesowrces, Business Contmuty and Diata, which represents the sight
groups mentioned.

Mext, 1t was verified that there was a great concern with some groups of Rizk factors - Management
that represents 20,23%, Governance 15,19%, Operational 15,19%, Technology 13.92%, Secnrity 11,399,
FResources 10.13%, Business Contimuty §,86% and Data 5,06% [40][41][42], presentad in Figure 7.

10



s L3 [y

N el = I SR S
B e A N = I L - Ay

o
iy n

20

[ I I

[0 % T Ry L R [
[ SRR e e RN AR S I I

[EL R
sl i

[ TR Y]
[N E]

40
41
42
43
44
45
4c
47
4z
43
50
5l
52
53
54
=1
=1
57
k&
55
&0
61l
62
63
cd
65

Risk factors

Data
5,13%

Fig. T— Cawregories of Fisk Factors
Management Risk Factors

In the realm of Management regarding RPA . enifical pitfalls can impede the realization of its fran=formative
potential. One promunent stumbling bloeck 15 the neglect of comprehensive documentation (Poor
documentafion), present in three references, a practice that can precipitate a cascade of setbacks [80, 63,
64]. Also, inadequate documentation mamfests as subophmal design thereby catalysing complications
during the executon and maintenance phases. This gap obstructs process reusability and introduces an
msidiows npple effect, mtensifiing inefficiencies and entailing costly comechve measures. Moreover,
Limited Progress Visibility compounds the predicament. potenfially culminating m deferred estimates that
amphfy the toll on resources 15 referred m two publications [60, 63]. This dual challenze underscores the
profound ramafications of imadequate documentation practices within the EPA landscape. Percerang EPA
as an IT Project, present in one publication, denotes that viewmg BPA solely as an IT project introduces
the nsk of siloed implementation [65]. Thiz lomited perspective may lhinder orgamizational-wide
optmmization and collaborzhion, posing a nsk to business conimuty. A broader, busmess-centne view of
EPA 1= essenfial to mubgate this risk and ensure seamless integration across departments.

Purthermore, the General Lack of Oversight of Fazk, 15 nghlighted in four publications [66-69]. A
general lack of oversight infroduces risks related to umdentfied and unmanaged challenges. Unexpectad
problemys may swface, impactng business operations and comfimmty. A robust risk management
framework, inchiding proactve momitonng and muifigation strategies, 15 essenhal to address this nsk and
maintain business comfinmity. Selection of Inappropriate Adwvisers or Paripers 1= notably present in ten
publications [60, 62, 66, T0-78). The consistent emphasiz on the selechon of advizors or parimers as a
challenge haghlights the sizmficant nsk associated with an emronesus sourcing model. Choosmg the wrong
consulfing partner or lacking mternal skills may result in extensive damage to business contirty. Informed
decizion-making and due diligence in pariner selection are crucizal to muhgatng this msk, Umreahshe
Expectations 15 present m mine publicatons [60, 62, 65, 72, 74, T7-80]. Unreahstic expectations pose nsks
to the successful mtegration of RPA info business operatons. Ohvereshimating the capabibihes of EPA or
expecting an immediate optimal retum on myvestment (FOI) may lead to disappointment and disupt
ongoing business processes. Realishe goal-sething and transparent commumeation are essenhal to mtigate
thiz sk and mantain business contmuty.

Isolated 'Ome-off Goals 1= outhned in seven publications [61-63, 71, 78, 81, 82]. Forusing on isolated
or one-off zoals infroduces nsks to overall business strategy and confinmity. Independent automation 1slands
may lead to distuphions and decreazed quabfy im busmess processes. A cohesive, orgamrzaton-wide
approach to EPA implementation 15 vital to muhigate this nsk and ensure sustained busmess contimnty. The
ROI-Dmiven Change perspective, present in 4 Publications, denotes that implementing RPA solely based
on ROI considerations introduces risks to broader business objectives and contmwuity [63, 75, 83, 84].
Focusing namrowly on financial cutcomes may overlock other entical mpacts on operations. Considenng
both financial and operational aspects, a balanced approach 1= necessary to mafigate this nsk and ensure
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holistic business contimuty. High Implementation Costs, pomted out 1n six publhications, emphasize that the
lugh costs associated with EPA implementation mitroduce financial nsks that may mpact business
contmmuty [0, 85-89]. Particularly for smaller organizations with constramed budgets, the challenge lies
i justifving the expenses versus the anficipated benefits. Effectrve cost-benefit analysis and financial
planning are eszential to mifigate this 1=k and ensure the sustaimability of EPA ifiatives. Table 4 outlmes
the nsk factors 1dentified through the study, accompamied by citabions of the authors who have discussed
these nsks.

Tahle 4 - Risk Factors associated with Management: Major findings and corresponding references.

Category | Fizk Factors found F.eferences

MGD] - nzdequate documentadon [52, G0-9E]
MMiG02 — Lack of visible progress and results

MMiG03 — View FPA as an IT project, not 3 business mittaiive

MG — FPA mmplementations excesding typical deployment fimelines.
MMiGMS — Very expensive implementation

MG — Costly maintenance

MMGDT — Beputationsl damage

MG0E — Mot optimizing processes before sutomating them

MGHE — Ineffcient implementadon of BEPA

MG10 — Senior IT roles may become gverburdensd

G111 — Drive change only by BOI perspective

MMG12 — Unrealistic expactations

3513 — Fail to develop 2 solid businese case for BEPA

MG14 - Lzolated/one off zoals

MG15 — General lack of oversight of sk

MMiG15 — Pick wrong advisors./pariners or pick right advisors foo late

Mana gement

Furthermore, Expensrve Maintenance, appears in seven publications, indicating that the evelving
nature of RPA and the associated traiming costs mitroduce risks to ongoimg business operations [62, 66, 69—
71, 85, 88]. Inadequate adaptation to these changes may lead to skill gaps and hinder busmess contmuity.
Proactive training programs and strategic workforee planning are crucial to mutigating thes risk and ensuring
contmuons RPA funchicnality. Failure to Develop a Solid Business Case 15 present in two publications [63,
£3]. A lack of 2 sohd business case mtroduces nzks to the ahrmment of EPA imbatives with orgamrahonal
goals. Without a clear understanding of business prionfies, the nsk of misdirected efforts and disrupted
business conbnmty mereases. Thorough business case development and strategic planming are crucial to
mutigate this rizk. Increazed Burden on Senior IT Eoles 15 present in one publication [85]. The elimination
of operational roles mav stramm semior IT roles, posing nsks to workforce management and business
contmuty. Overburdened zenior IT managers may face challenges in adapting to new responsibilities.
Strategic workforce planmng and role realignment are crucial to nutigating thes nsk and enswing smooth
business contmuity.

Additonally, Inadequate Process Optimization addressed in seven publications introduces operational
nzks, 1mmpacting the efficiency of BPA mmplementations. The nsk bes in automating subophmal processes,
leading to disruptions in business operafions. A comprebensive process ophmization strategy 1s vital to
mutigate thiz nsk and enhance overall business contimuty. Ineffictent EFA mmplementations, present m
eight publicanons, matenalize a5 an unfortbmate corollary, resonating a discordant note m the work of
automaton [61, &4, 66, 69, 90, 95, 97, 98]. At the same tme, a lack of nsk vimlance, coupled wath
expectanons and an exclusive pursut of ROL compounds the morass of subophmz] outcomes. These
multifaceted challenges collectively accentuate the emipgency for meticulous strategie planmng,
mterdisciphnary collaboration, and a clever approach to EPA mmplementation. Applving Traditional
Software Delivery Methods present in one publication infends to denote that emploving traditional soffware
delivery methods may mmpede the agilifty required for business conhmuty [63, 9], The n=k lies m extended
deplovment imelines, potentially delaving the realization of BEP A benefit=. Embracing confinuous soffware
delivery practices 15 cnfical to mufigate this sk and maintain a dynamic and responsive BPA framework.

Likewise, Reputational Damage 15 outlined in three publications [87, 90, 91]. Reputational nsks
emerge when EPA decisions result in biased outeomes or ethically questionable decisions. The potential
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damage to an orgamzation's reputation poses a nsk fo business contimuty, affecting stakeholder trust and
relationships. Implementing ethical guidelines and robust controls is imperative to mutigate thus nsk and
safepuard business contimmty.

Operational Risk Factors

From an operational standpoint, navigating the challenges associated with implementing and whlhzmg
Fobotic Process Automation (FPA) requires not only an acknowledzment of these obstacles but also a
manced analvsis to inform strategic decision-making. The idenfified challenges, extracted from diverse
publications, present crifical msights mto the complexities of EPA mtegrafion and underscore the
sigmificance of proactive measures. Excessive Awtomation Ambitions, found m two publications,
attempting to aufomate an extensive array of processes, as lnghlighted, can prove mefficient [60, 62].
Optimal EPA project imbation mvolves commencing with simpler processes to acoumulate expenence
gradually, rather than prematurely attemptng comprahensrre automation. In Table 3, we compile identified
operational nsk factors, duly referenced to thewr respective authors, shedding hight on the muanced
challenge: mherent m FPA mtegration.

Addionally, the Underuthzation of Bots, as dizcussed in three pubhcations, the overconfidence
stemming from the matunty of REPA projects may lead to the underutibization of bots, diminizhing their
effectiveness and profitability [60, 62, 39). Orgamzations must stike a balance i leverazing bots to ensure
optimal outcomes from thewr deplovment. Insufficient Kobot Deployment, mentioned m two pubhcations,
inadequate deplovment of robots may result in partially automated processes, rendenng them error-prone
[80, 62). Moreover, widespread shortages of bots could impede seamless operafions, nghhghting the need
for comprebensive automation coverage.

Table 5 — Findings related to Cperational Fisk Factors and their references.

Category Fizk Factors found Feferances

OP01 — Try to antomate too omich 52, 60, 62, 63, 65—67,
OP02 - Underutilization of bots ;:-;;1 913, ﬁiﬁf B4,
QP03 — Mot encugh robois e
P04 — Incorrect process selaction

QP05 - IT not involved mnoooperative

OP0S — Selecting the wrong tool

QP07 — Lack of sepregation of EPA development snd production
QP08 — Challenges in identdfying mstainable sutomation nse cases
OP09 — Inconsistent and msecure bot development and mans gement
OP10 — Lack of strategic infent

OP11 — Poor strateglc reputation

OP12 — Contracmal rizks

Operational

Addonally, the Emonsous Process Selection, hughhizhted in mine publications, the selection of
Inappropriate processes for automation, extensively discussed, poses a sigmificant nsk [66, 71, 81, 84, 100,
102, 105, 111, 112]. Applang EPA to complex and costly processes with hmited retwns can jecpardize
the success of the automation mutatve. IT Invelvement Challenges, emphasized in three publications, the
abszence of collaberation or cooperation from the IT department, as emphasized, presents a notable nisk [60,
62, 63]. Stakeholders mubhating EPA without [T consent or IT departments unwilling to paricipate linder
the success of EFA mplementation.

Furthermore, Tool Selaction Challenges, addressed i saght publications, the challenge of selectng
the nght automation tool, extensively addressed. arises due to the abundance of options in the market [0,
62,66, 70, 87, 101, 109, 110]. Incorrect tool cheoices can lead to emors, emphasizing the need to carefully
evaluate tools aligned with specific business processes. Segregation of RPA Development and Producton,
hughlighted in three publications, mav lead to inadequate segregation of EPA development and production,
a concern ra1sed, that hampers flexibility and change implementation [63, 66, 67]. Proper modulanzation
15 essential for facihtating changes and ensurng seamless transihions to produchon. The Identification of
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Use Cases, noted . three publications, difficulty in idenfifving suitable use cases, as noted, can 1mpede the
creation of a robust auwtomation pipeline [63, 71, 72]. A detailed understanding of busines: processzes 15 vital
for realizing the expected performance improvements through EPA

Moreowver, Inconsistent Bot Development and Management, outhned in three publicahions, and the
lack of consistent and secure development and management of bots, outhned mmfroduces challenges [64,
67, 104). Effective management, mainfenance, and security measures are essenfial fo mitigate IT overhead
and enswre the solidity of the EPA mmplementanon The Lack of Strateme Intent, explored mm eleven
publications, explored extensively, the lack of strategic infent sipmifies a miscaleulation m selecting
processes for unassisted versus assisted RPA [65, 82] [62, 65], [82] [62, 63, 65, 78] [103]. It may result
from a namrow forus on cost reduchon without a broader digital transformaton strategy, necessitatng
careful plapning and assessment.

Likewase, Poor Stratemic Feputafion, addressed m two publications, poor strategic reputafion,
addressed, results from madequacies mn the 1mplementation strategy, tarmshing the mternzl and external
perception of RPA service providers and the orgamzation itself [60, 62]. Contractual Risks, discussed in
one pubhication, denote that the imnovation surge in the EPA sector introduces confractal nisks, parficularly
with smaller providers [73]. Organmizations need to assess providers' capacity and finanmal strength to
manage these contractual nsks effectively.

Governance Risk Factors

From a governance perspective, several cnfical challenges in the implementation of BEPA come to hght.
e primary 1ssue 15 the oversight m establishing a change management capability, an aspect underscored
m three publications [66, 113]. Implementing EPA necessitates the creafion of 2 framework enzbling
subsequent modifications to processes. This ensures rebust and consistent application maintenance without
disrupting the established workflow. Table & provides an overview of Governance-related nsk factors
1denfified 1o the research, accompanied by comesponding author references.

Table 6 — Eey Govemnasnce Risk Factors perspectives and their references.

Category | Fisk Factors found Beferances
GV — Not building change management capability [52, 6063, G560,
W02 — General lack of confmols 71, 77, 8085, 87—
V03 — No component rensabiliny Q2 95 104, 105,
V4 — Insufficient record-keepinz 107, 111, 113-118]

o

V05 — Very expensive implementation

V0§ — Unclear roles

GVI07 — Employee rasistance to chanse

GV0E — Neglacting alzorithm and data source monitoring for BEA.

V09 — Mo formal process for assessing bot impact on source app changes
GV10 — Mo formal process for requesting and implementing bot changes.
W11 — Poor governance of EPA

(i wier

W12 — Lack of communication plan

In addition, the absence of component reusabiity, mentoned in one publication, sigmfles an
overlocked opporiunuty]63]. When planming RPA imfiatives, the consideration of implementing transversal
medules allows for the futwe utilization of these components in new process implementations. This
conserves time and resources and amplhifies the efficiency of EPA applicatons [89, 116].

Furthermore, a general deficiency 1o confrols, as noted m fowr publicabons, emerges as a sigmficant
concern [66, 67, 92, 104). Crver tume, 1t 15 natural to question the efficacy of EPA bots. This query may
signal a dearth of automated alerting tools for error handhing. Confimmous momtoring, even post-successful
implementation, 15 mperztive fo mutigate the potential adverse impacts of bot fallures on orgamisational
operations [71, 104].

Another cnifical aspect perfains to poor record-keeping prachices, an 155ue elaborated upon n three
publications [63, 64, 87]. This deficiency can lead to suboptimal implementation design, thereby cataly=zing
challenges in execution and mamtenanee [106]. Furthermere, 1f hampers process reusabality, mghhehfing
the prvotal role of comprehensive documentation in the effective deplovment of EPA [S0][104].
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The matter of excessive implementation costs surfaces promunently, with s publications diseussing
the finaneial constramis associated with RPA adophion [80, 85, 87-589, 115]. While EPA holds significant
potential for productivity echancements, 1ts cost-prolbitive nature may pose challenges for certan
orgamsatons, particulardy smaller entities or those grappling with cash flow lmitatons [114). The expenza
associated with customuzation and implementation, especially for complex tasks requnng nuanced
judgment or creafivity, warrants careful consideration in the evaluztion of RPA feasibahty [85, 89].
Additionally, the unanticipated costs and prolonged timelines associated with implementing many bots may
necessitate a re-evaluation of orgamsational expectations [80, 118][106].

Technology Risk Factors

From a technological standpoint, several cnifical challenges impede the effective mtegration of KPA within
orgamzatonzl frameworks [52]. A recumng concern, discussed m seven publications, cenfers on the
reluctance to embrace new technologies as EPA mhatives mature [80—63, 68, 78, 97]. This resistance
stems from a deswre to aveord altening established processes, potenhally entrenching legacy practices over
tme. Furthermore, five publications hughhght the predicament of legacy apphcation siles [63, 71, 78, 97.
117]. Outdated applications are suscephible to processing emrors and mav not adequately support EPA
execution, thereby rendermg them wnswitable for automaton mtatrves. Addihonally, the wamng support
for legacy applicatons exacerbates the nsk, potentally necessitating costly upgrades and subsequent
modifications to existing RPA mmplementations [69, 102]. Table 7 finmushes a summary of the Technology-
associated nsk factors elumdated m the study, accompamed by respective author citahons.

Table 7 - List of critical Technology Bisk Factors and their refersnceas.

Category Risk Factors found Feferences
TC01 — Lack of integration with new technolozies [52, 6043, 63, 64,
TC02 — Legacy apps silos 68,69, 71, 78, 83,
TC03 — Mo component rensabiliny 87, 00-92 84 95,
- TC04 — Lack of standardization &7,00, 101, 102,
g TC05 — Bobot malfimctions or operational deviations due to technical jssues | 110-112, 117,
£ TC06 — Lack of scalshility 118-11%]
i TCOT — Exception handling
= TCOE — Lack of integration with new technolozies
TEOY — Poor design
TC10 —Meglects planning for scalable and ssoure FPA infrasoucoure
TC11 — Lack of integration with new technolozies

Another pivotal 1ssue pertains to the reusability of RPA components, a considerafion expounded in a
smgle pubhication. When conceptualizing an EPA project, the strategic incorporation of cross-functional
modules offers a transformative potenfial These modules can be repwposed for new process
implementations, vielding substapfial fime and cost savings by leveraging previeusly developed
components [60, 71, 97, 117].

The madequacy of standardization 15 a sabient challenge, as arbieulated m two pubhications [65, 69].
Thes deficiency m well-defired mles and process standardization thwearts the potential for cross-process
reuse, thereby incwmng addiional expenditures of tme and resources. Addinonally, techmical 1zsues
emerge as a prevalent concemn, emphasized in twenty publications [61, 62, &6, 69, 70, 83, 87, 90-52, 94,
95, 101, 102, 110-112, 119, 121, 122]. When EPA operations dewviate from thewr mtended course, the
ramufications permeate the entire business process and datazet. Failures may anse from a varety of sources,
meluding changes m the underlving apphications or unanhicipated deviations 1n busmess processes.

Scalability 1350es, noted 1o five publications, pose a considerable burdle for orgamsations sesking to
expand thewr BEPA imtatwes [63, 121, 123-125]. While EPA botz are relatively stranghtforward to
mnplement, complexity 1n theirr governance and management can mnpede seamless scalmg. Excephion
handling presents another crifical considerafion, addressed in eight publications [61, 64, 68, 87, 99, 117,
126, 127]. This entails managing two distnet fypes of exceptions: Business Exceptions, which pertain to
previcusly defined processes or unanticipated dependencies, and ApplicatonSystem Excephons,
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enCOmpassME scenarios where bots encounter obstacles m connecting to external applications or face
permission-related constraints.

Moreover, five pubhcations underscore the mmperative of robust bot desigm [86, 6%, 87, 120, 128]. A
poorly designed RPA bot may inadvertently expose sensitive mformation, ranging from personal data to
finaneal records, paricularly when execution occwrs on public metworks. Finally, a lack of foresight m
delineating the requisite IT infrastucture for scalmp and safepnarding EPA processes emerges as a cOncern
noted 1n two publications. This 1ssue anses when cutsowemg consultancies fail to establish a robust
foundation for automation, hindenng the seamless extension of automation to related processes.

Security Risk Factors

From a security standpoant, pumercus critical considerations anse 1n the infegration of RPA wathin
orgamsational frameworks. MNetwork vulperability, an 1ssue addressed in thofeen publications, poses a
sigrificant threat [66, 70, 73, 78, 86,90, 95 111, 117, 120, 129-131]. The compromise of an orgamsation's
petwork infrastucture can directly mmpact the seamless execution of EPA bots. For instance, a software
update crucial to bot operafions necessitates a stable network connection. If thus connection 15 plagued by
recwrent failures, it jeopardizes the successful execution of RPA tasks. Table & offers a suceinet summary
of secunty-related nsk factors 1dentified 1n the research, complete with comespondmg author reforences.

Table & - Pisk Factors asseciated with Secunity: Eey findings and their referances.

Catezory Fizk Factors found Blaferences
SC01 — Metwork vulnerability [52, 43, 6547, 69, 70,
- — - 73, B1, B4-86, 0, 95,

SC02 — Denial-of service infermaptions 101 109 111, 117, 120
SC03 — Femote code execution 124, 126, 128-135]

= S04 — Inappropriate access o sensitve data

E SC05 — Almze of sdministraton privileges
5006 — Lack of access management
SC07 —Data leakage
SC0E — Frand
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Demal-of-sernce mtenmuptions, emphasized in three publications, represent another sigmaficant
challenge [66, 70, 129]. Multple bots' rapid and simmltaneous activaton can overwhelm the network,
leading to serice disruptions. This, in fwm, can pave the way for potential secunity breaches. Furthermore,
remote code execubton, mentioned m one publication, demands meticulons attenfion to secunity protocols
[93]. Enswring rebust encryphion of data and bolstenng network and clouwd protection mechamsms are
mperative to mifigate comphiance risks that could compromise the execution of RFA bot code.

Inappropniate access to sensifive data, a concemn discussed in eleven publications, underscores the
importance of proper bot confipwation [65, 67, 70, 84, 93, 111, 120, 126, 129, 132, 133]. Michandled
aceess privileges can result in unauthonzed entry to sensiive iInformahon, potentially ggenng comphance
confhicts withan the crgamsaton. Addiionally, the scenaro mav anse where a bot requires access to
sensiive data to fulfil its tasks, providing an opportumty for unscrupulous emploveess to exploit this
misconfizuration for personal gain

The abuse of adoumstrative prvileges, outhned in eight publications, infroduces a multifaceted
security challenge [65, 66, 70, 78, 120, 129 132 133]. Admimstrators may misuse their elevated access
levels to gain unauthornzed entry to sensihve processes or data. Thiz can manifest as the unaunthonzed
extraction or even sale of sensiive mformation to external enfifies. Alternatively, admumistrators may
improperky grant access to select emplovees, confermnpg them an wnfar advantaze within the organisaton.

Furthermore, the lack of bot accountability pertaming to secunty, puvacy, and compliance
requirsments, a concern discussed m five publicatons, 15 of paramount sigmficance [86, 67, 95, 117, 129].
Bots mmst uphold then role m compliance with secunty protocols. The abzence of such accountability can
mnpede the identification of vulnerabihfies within the organisation, compheating efforts to trace the ongin
of secunity breaches.
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Resources Risk Factors

From a resource’s perspective, several entical challenges emerge in the infegration of RPA wathin
orgamsationzl workflows. Emploves resistance to change, as mghhzhted m five publications, constitutes a
sigmficant hurdle [63, 69, 83, 84, 118]). Eamd process alterations can lead to operstional disruptons,
causing the related bots to malfunction and generate a plethora of exceptions. This inadvertently reverses
the anficipated reduction in the workforce, resulting in heightened workloads and emploves discontent.
Such curcumstances may breed reluctance among emplovess to re-engage with EPA processes. impeding
the smooth operation of automation mitiatives.

Human error, identified i five pubhications, presents a pervasme risk [63, 64, 113, 122 136]. Vanous
forms of buman oversight can cccur, exemplified by developer mustakes dunng the confipuration phase.
For instance, misdirecting the bot to retneve data from an meomect source can lead to subsequent data
manipulation errors. This emmor could propagate swaftly through the orgamisafion if undetected during
testing, potentially cormupting enitical data sets. Table @ zrves a compact overview of Besource-related nzk
factors outlined m the research, meluding references to the respective anthors.

Tahble 9 - Fizk Factors related to Fiesources and their reference sources,

Category Rick Factors found Fefersnces
F501 — Employes resistance o change [52, @043, 65-47, &9,
F502 — Humsan emor 75,78, 83, 84, 100, 101,
# R503 — Lack of experienced FPA resources 107, IEI-EI, 113,118, 122
= F504 — Lack of user know-how 130, 136-142]
E E505 — Undarestimating human capital
e B506 — Skills leakage/shortage
B507 — Under-resourcing your FEA projects
F508 — Feduce expariise
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The need of expenenced EPA resources, discussed 1n six pubhications, underscores a pressing concern
[63, 65, 78, 101, 109, 140]. Given the novelty of EPA technology, finding candidates with the requisite
skills and expertise can be challengsing. This can compel stakeholders to onboard mmdividuals lacking the
necessary proficlency fo handle EPA implementatons’ mmbicacies. Addihonally, a deficiency m user
proficiency, noted 1n fourteen publications, raises a pivotal consideration [60, 62, 63, 66, 75, 100, 107, 109,
118, 130, 137, 138, 141, 142). Employees may harbowr apprebensions about automation displacing their
roles. Moreover, musconceptions or limited understanding of RPA's potenfial may linder its acceptance
within the orgam=ation, stemmung from concerns about job secunty and labour market dynamies.

Underestimating the sigmficance of human capital in EPA implementation, as cited 1 two
publications, can lead to project failure [60, 65]. Engaging the IT department 1= crucial for large-scale BPA
actvites, as it provides the requusite knowledge and infrastructure for bot maintenance and adjustments.
Skillz leakage and shortage, detailed m eight publications, pose 2 substantial risk [60, 62, 6567, 78, 109,
139]. Assuwmung that mudimentary user skills suffice for deploving EPA in production can be perilous.
Effective decision-making in automation demands continuous learming, particularly in testing processes, to
ensure optimal oufcomes.

Moreover, under-resourcing EPA projects, as mentioned in three pubbications, may result from the
aforementioned nzks [60-62]. Insufficiently defined objectives can compel orgamsations to outsource RPA
initiatives for suboptimal reasoms. Finally, the nsk of reduced expertise, as acknowledged mm one
publication, anses from automatng decizion processes without due consideration for potential mizsed
opporfurnties [60]. This can madvertently create an environment where outcomes are unguestomngly
determuned by histonical bebaniowr, potentally leading to suboptinal results.

Business Continuiry Risk Factors

From a business conhimuty perspective, several enbical nisk factors neceszitate careful consideration 1o the
mtegration of EPA wnthin orgamsational workflows. Regulatory nsk, as elucidated m six publhications,
emerges as a promment concern [66, 82, 73, 78, 87, 143]. The dypamic nature of laws and regulations

mandates coptimuous menitening and adaptation of RP A bots to align with evoling government mandates.
Failing to update these bots can expose an orgamsafion to regulatory habibtes. BMoreover, whh=ing
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inadequately tested or imvalid algonthms in bot operations can lead to financial losses, compromizing the
mbegnty and accuwracy of financial reporfing, and potentially resultmg in mmproper transachon recording or
delayed pavments. The absence of standardized regulatory frameworks for automated bots exacerbates this
nzk, leaving organisations vulnerable to madvertent legal viclatons[32, 33].

Complance nsks, outhned in eleven publications, wamant dilizent attention in the context of RPA
immplementation [60, 62, 66, §7, 90, %6, 103, 113, 117, 128, 144]. Neglectmg to incorporate robust
compliance processes info RPA development can lead to non-comphance with entiecal busmess
requurements and Eey Performance Indicators (EFPI:). Inadequate explananon of RPA -generated results to
regulatory authorifies mav result n penalfies or, in severe cases, the revocation of operating licenses. For
instance, consider a scenario where a marketing team mmbates RPA-diven data cellechion for targeted
marketing campaigns. Failing to secure proper parental consent for the collection of munors' data could
miroduce a sigmficant comphance sk,

Table 10 - Cntical Business Contmuity Fizsk Factors in FPA Integration with Author Feferences

Category Risk Factors found Fefetences
o BC0] — Complisnce risks [60-42, 66, 67, 69, 73, 78, &1,
= BC02 — Regulatory risk 82,84, 87, 00,93, 8507101,
£ BC03 — Lack of Business continnity preparedness 103, 111, 113, 117, 126, 128,
,5 BC04 - Failing to Map Dependencies 120, 131, 132, 143-144]
o BC05 — External threats
E BC0S — Internal threats
E BCO7 — Insufficient bot accounmbility for security, privecy, and
compliance
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Mapping dependencies, mghlighted m two publications, 15 a enthieal aspect often overlocked [31, 97].
A commeon failure point anses when bots cease to function due to changes in the user interface with whach
the automated process interacts. Inadequate mapping of techmical and functional dependencies between
EPA bots and other systems can lead to project failure. Thoroughly understanding and documenting these
dependencies 15 crucial for seamless bot operafion. Table 10 provides a concise summary of Business
Contmmty-related nsk factors delmeated 1n the research and comesponding author refarences.

External threats, as identified in fourteen publications, present a foromdable sk in the RPA landscape
[86, 78, 84, 87, 93, 95, 101, 103, 111, 126, 132, 136, 145, 146)]. Inadequate bot secwrity can leave an
orgamzation vuloerable to backers seeking unauthorized access to confidential data. Regular secunity
teshing and risk asseszments are mmperative to safepuard agamst potential breaches. Addifonally, there
exists a concerning scenano where a malicious actor could compromise an orgamisation’s own EPA bet to
extract sensitive data or hold it ransom for extorbionate sums.

Internal threats, discussed in six publications, underscore the potential nsks onginating from within
the orgamzation i=elf [66, 78, 84, 90, 131, 145]. Instances may occour where an mternal emploves
manrpulates or reprograms a bot for nefanous purposes, leading to data breaches or unauthonzed access.
For mstance, a former employee could exploat EPA capabilities to dheatly exfract customer relahonship
data, potentally resuling in sigmficant security breaches. Establhishing umified, secure, and efficient
Identity and Access Management (JAM) practices 15 imperative to mutigate this internal threat.

Data Risk Factors

Insufficiently secured data management, discussed m mine pubhcations, anses when a bot handles
sensifive information without encrypting it prior to transmassion to a cloud environment [66, 78, 80, 82,
935, 101, 120, 126, 146]. This oversight exposes the data to potential interception or decryption by
mnauthornzed parhes. For instance, an incident ocowred 1o 2 banking context whers customers recerved
statements belonging to other mdrviduals via email. Upen ivvestigation, 1t was determuned that an EPA
bot was responsible for the emonecus distnbuton. Thas inadvertent disclosuwre of confidential information
underscores the importance of secure data management in EPA operations. Table 13 presents Diatz-
related risk factors from the research, accompanied by references from the authors.

Unauthonzed access to confidential mformaton, emphasized m aleven publications, can result from
the musconfipuraton of a bot, leading to improper access and potental compliance conflicts within the
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orgamszation [65, 67, 70, 84, 93, 111, 120, 126, 129, 132, 133]. Moreover, there sxists a scenano where a
gain or unauthorized viewing. Data leakage, a concemn articulated in mine publications, presents a risk where
sensifive data, meluding credentals or customer mformaton, could be exposed to exfernal threats in the
absence of adequate security measures [7E, 102, 129, 131, 132, 134, 145, 147, 148]. Thus vulnerability may
enzble malicious actors to idhcithy extract data from the crgamzation.

Table 11 - Diata Rick Factors in BPA Operations and Reference Sources

Catezory | Risk Factors found Refarences

DT01 — Unsuthorized access to confidential informeation [63, 6567, T0, 77,83, 84, 00, 92, 93,
= DT02 - Unsecure data management 95,101,102, 111, 116, 117, 130, 124,
E DT03 — Data leakags 129, 131-134, 145-150]

DT04 — Bad quality of data

Inadequate or bad data quabfy, a topie covered in seven publicatons, represents a noteworthy
challenge for RPA mmplementation [63, 66, 77, 83, 116, 117, 149]. EPA systems are optimized for
struchred data; operational 15sues may anse if data quality 15 subpar. Unbke bumans, EPA bots may not
readily discern glarmg data errors, potentally propagatng and amphfinng macewracies that could have
been readily 1denfified by a buman observer.

5 Results and Discussion

The primary objective of this research is to delineate the principal nsks inherent in the utilization and
mplementaton of EPA. They have been categorized to systematncally organize these nisks, as dhustrated
in Figure 8. The meticulous groupmg of these nsk factors affords a2 ouanced comprehension of their
strategic posthomng and potental ramofications on EPA implementation. This categonzation enables a
more comprahensive vison of the alignment of each nsk factor, elucidating their collective mmpact on the
landscape of business confimuity [1]. Additienally, this categonzation aids in comprehending how these
nzks mfluvence vanous facets of orgamzational operations [3]. The extrachon of msights from grey and
academme hterature firther facilitates an understandmg of the primary domzins mn which thess rnisks may
exert mfluence [59].

Risk factors
[ FERFE [T Oypirariiaal Taihraskify I Rewwices  Dats
FUETEY 15, 15.58% R FLY BOES 51N
[1) conditions

12} increase Future Challenges

Disadvantages 15) promote
{3} influences selection Criteria
Future o
ctica B limit
Ta | Evaluation Opportunities [6) lim

Fig. & — Merge of Fizk Factors with the main concepts around PPA implementation and their relationships
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In the context of implementing EPA within an organization, varieus nsk factors play a prvotal role in
shaping the outcomes of the process. These nsk factors can be classified into distinet categones based on
their influence and are expressed m Figure 8 in terms of relationships, expressed in ammows (1) to (8), that
can mmpact the implementation of EPA 1n orgamsations.

1) Caregorization and Strategic Relationships

Figure § serves as a dynamic canvas, portraving the categonzation of nsk factors and the intrnicate
relationships between them The arows (1) to (6) act as condwts, delineating cntical linkapes that
profoundly influence the trajectory of RPA infesration within orgamzations:

Conditions of Favourable Outeomes (1}: In contrast to the paradigm of pmding crgamzations toward
favowrable outcomes, cerfain identified rizk factors emerge as condiionmg agents within the RPA
mplementation landscape. Rather than facilitating a trajectory towards advantageous conditions, these
factors 1mpose constainfs and contingencies that necessitate careful consideration. This nuanced
perspective reframes the discourse, emphasizing that proactive mifigation 15 imperafive not merely fo puide
the implementation but, more crucially, to manage and nawigate the 1mposed condifions effectively. In
essence, 1t underscores the strategic imperative of addressing and condifionng these factors to ensure that
the RPA mmplementation ahgns with and optmmally serves stategic goals [23]. This alternative
mterpretation adds depth to the namative, recogmizing certain nsk factors” dual natuwre as puding and
conditoming forces within the infneate tapestry of RPA mtegration.

Exacerbation of Challenges (2): Amow 2, syvmboliming the exacerbation of challenges wathin the
EPA implementation landscape, denotes a nuanced revelation that augments owr comprehension of the
mtricacies mvolved This amrow sipmifies the potential compounding effect of certain nsk factors,
magmfying exishng challenges and mtreducing a laver of complexity that demands careful considerafion.
The identification of nsk factors as exacerbators (2) underscores their role mm intensifying hurdles
encounfered dunng the implementation journey [19]. This exacerbation goes beyond the mere presence of
challenges, suggesting that specific risk factors possess the capacity to act as catalysts, amplifying the
mpact and mncacy of pre-existing difficulties. This msight prompts a re-evaluation of nsk management
strategies, emphasizing the necessity for orgamzations to recognise challenges and the specific nisk factors
contribufing to their exacerbation. Arvow 2 signals a clarion call for strategie foresizht, urging organizations
to proactively address these exacerbating factors. Without such targeted mutization efforts, there 15 a
beizhtened nisk of challenges compounding, leading to a2 more mibicate and formidable terrain for RPA
mplementation. Amrow 2 serves as a prvotal indicator, wging ergamzatons to delve into the gramular details
of 1dentified nisk factors, understand thew potenfial compounding effects on challenges, and strategically
tallor mutigation approaches. This proactive stance i essential for orgamizations seeking not onlv to
navigate challenges but to do so with a keen awareness of the factors that mav infensify their impact [1].

Influence on Decision Criteria (3): Becogmzmng the influence of nsk factors on decision entena
(amrow 3) becomes a fundamental element for informed decision-makmg. This understanding empowers
orgamzations to align their sirategic goals, process assessment, and tactical evaluation with the 1dentified
nzk factors. This amow accentuates the nuanced interplay between identified nisk factors and the eriteria
shaping strategic goals, process assessment, and tactical evaluation. In the realm of business contmuty,
where decision-makmg holds profound implications for orgamzational resibience, recognizing the influence
of risk factors on decision entena becomes paramount. This recogmtion stands as a fundamental tenet,
empowenng organizations to elevate thewr decision-making processes bevond routine considerations to
align with the exigencies of business continurty. Understanding this influence (3) becomes 2 kev element
for orgamzations seeking to fortify thewr business coniimuty stratezies. It prompts a strategic re-evaluation
of decision critena, fortified wath a keen awareness of how nsk factors mav mmpact the overarching goals
of business contimurty i RPA implementation. By acknowledging and meorporating the mfluwence of nsk
factors on decision crifenia, organizations gain a distinet advantage in aligmang thewr strategic goals, refiming
their process assessment, and enhancing tactical evaluation. Thas sirategic alismment 1s vital for ensuring
that decision-makmmg processes address immediate challenges and embed 2 proactive onentation toward
maintzinmg business contmmfty amidst potential distuptions. Arrow 3, withm the confext of business
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contmumty, underscores the mmperatrve for orgamizations to infroduce resilience into ther decision-making
frameworks. It advocates for a comprebensre understanding of how nisk factors can shape decision cnifena,
therebv empowenng crgamzations to make mformed choices that resonate wiath the imperatives of business
contmuity 1n the dynamic landscape of RPA mmplementanon [3, 28]

Degrading Benefit: Realization (4): Amow 4, symboliming the degradation of benefits reahization
within the pwview of business contimmty m FPA implementation, unvels a enfical dimension that
demands meficulous consideration. This arrow accentuates the propensity of certain risk factors to serve as
catalvsts, mmpeding the attainment of benefits associated wath stratezic goals and the overarchimg
implementation process. Some rizk factors act as catalysts, hindering the realization of benefits aszociated
with strategic goals and the broader implementation process. Unveiling these factors becomes crucizl in
enswmg positive outcomes and optmuring the EPA implementaton. Idenhfinng these catalysts (4)
becomes an indispensable step 1n ensunng positive outcomes and optimuzing the KPA implementation for
business contimuty [19]. It prompts orgamzations to scrutimze the intnicate mterplay between 1dentified
nizk factors and the envisaged benefit=, fostening a proactrve stance In muhgatng mmpediments to the
realization of strategzic goals. In the realm of busmess contimuty, where seamless operations and resilience
are paramount, Amow 4 calls for an intensified focus on strategic planmng and nsk mutgaton. Unveiling
the specific nsk factors that inpede benefits realization 15 pivotal for orgamizations to foriify their contmuty
strategies. By doing so0, orgamzations can safeguard against potential dismuptions, ophimmze their RPA
unplementation for resthence, and ensure that the anticipated benefits are not only realized but sustaned 1n
the face of potenhizl challenges. This insizht, rooted m business continuity considerafions, underscores the
strategic imperative of addressing these catalysts to fornfy the benefits realization framework withim the
FPA mmplementation spectum [1].

Ezealation of Difficulte: (5): Awmow (3) mm Fimwre 8§ becomes emblematic of the consequental
trajectory that unfolds m the absence of stratepic mufization mezsures. It accentuates the propensity for
these nszk factors to catalyse a cascading effect, amphfiing difficultes across the entire 1mplementation
spectum. This cascade, if left unchecked, has the potential to mpede and even stall the overall progress of
the EPA mitiative. The sipmficance of this revelation hes m its call to achion. It underscores the imperative
for crgamzations to not only 1dentfy and understand these exacerbating nsk factors but, more entically, to
preactvely implement strategic mutigation measures. Without such foresighted intervention, the increasing
challenges hawe the propensity to snowbzll mmfo formidable mmpediments, hindenng the intended
progression of the RPA implementation jowney. This insight prompts a strategie re-evaluation of nsk
management frameworks, emphasizing the need for anticipatory measwres that extend bevond mere
wdenfificaion. Orgamzations are wged fo delve into the proactive formulation of muhigation stratemes
tallored to address the specific nature of these exacerbating nsk factors. By domg so, they forify thew
rezilience against the potential escalafion of difficulnes, thus safeguarding the fimdity and effectrvensss of
the RPA mmplementation process [14, 34].

Influence on Future Opportunities (6): Bevond immediate challenges, sk factors can also influence
future opportmafies (amrow 6). By recogmzmmg and addressing these factors, orgamzations posihon
themselves strategically to capitalize on emerging possibilitties. In the realm of business contimwty, the
capacity of n=k factors to influence future opportumties becomes a strategic consideration of paramount
mnpertance. The recogmtion and proactive addressing of these factors are pivetal steps for crgamzations
aimung to posibhon themselves strategically m anticipation of evelving scenanos. This imsight prompts
orgamzations to view nsk factors not merely as mpediments but as dynapue vanables that can frame the
future trajectory of therr busmess comtinmty strategies. By discerming and addressing these factors,
orgamzations foriify their resihience against immediate challenges and position themselves stratezically to
capitalize on emerging possibilities. In the context of business confinmity, where adaptability and foresight
are ceniral femets, Amow & sigmfies the imperative for orgamzations to go bevond reactrve nsk
management. Instead, they are encowaged to adept a proactive stance that mutigates cwrrent challenges and
strategically abigns with the evolving landscape, enabling them to seize fuhure opportumuties. By addressing
rizk factors that influence fiture opportunities, organizations augment their preparedness for continpencies,
cultivate adaptability in the face of change, and position themselres as proactive archutects of their business
contmuty landscape. This strategic onentation enables them not only to mavigate challenges but also to
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harness emerging possibilihes, thereby fosterng 2 resihent and forward-looking approach i the realm of
EPA implementation and business contimuty [34].

2) Key insights:
Categorization and Understanding of Bizks: The overview reveals a menculous categonzaton of

prnecipal nsks associated with the mplementation of EPA. This categonzation enhances our understandmg
of the multifaceted challenges that orgamzations may encounter dunng REPA mtegration [59].

Strategic Relationships and Impact: The depiction of arrows (1) to (8) 1 Figure 8 lughhghiz the
sirategic relationships between different nisk factors. This mmmight elucidates how these nsks are
mterconnected and can mfluence each other, offerng a dyvnamic view of thewr potential impact on the
mmplementaton of BPA within orgamzanons [26].

Guidance Toward Faveurable Outcomes: Certam nsk factors possess the potenhal to gmde
orgamrations toward favourable condiions. This wnderstanding emphasizes the importance of proactive
mifigation strategies to steer BPA mmplementation mn a doection ahigned with stategie goals and positive
outcomes [28].

Recognition of Catahrsts and Challenges: The identificaton of nisk factors acting as catalvsts or
exzcerbatng challenges underscores the need for targeted mutigation efforts. Addressing these factors
becomes cruelal to prevent an escalation of difficulfies, ensunng smoother progress in EPA mmplementation
[51.

Influence on Decision-Making Criteria: The msight into bow risk factors nfluence decision crtena
({amrow 3} emphazizes the importance of informed decision-makmg throughout the implementation process.
Recopmzing these mfluences enables ergamzations to align thew strategic goals, process assessment, and
tactical evaluation with identified risk factors [4].

Synthesiz of Inzights and New Comprehenszive Strategy: The presented approach synthesizes
mnsights from prior research (Fizure 1} with current findings to forge a new, comprehensive strategy (Figure
8). This mntegranon addresses exmstng liitanons and provides a strategie foundation for decision-making
in the BEPA implementation process [151, 132].

Potential for Future Opportunities: The overnew suggests that addressing n=k factors outizates
challenges and posihions orgamizatons strategically to pursue fuhwe opportumties (amrow 6). This forward-
lookmg perspective encourages orgamzatons to leverage msights for futwre growth and adaptability [25].

In summary, understandmg the nuanced mteractions between nsk factors and the vanous stages of
EPA mmplementation 15 crucial for effectively managing rizks and optimizing outcomes. By proactively
addressing these factors and integrating the approach outlined in Figure 1 wath the findings of thas research,
expressed m Figure 8, orgamisations can navigate the implementation process with greater precision and
achieve more favourable results.

6 Conclusions

Thi= smdy has delved info the complex landscape of rnsk factors associated with the implementation of
EPA wathin organizational contexts and Busimess Contnmty. Through a comprehensmve analvsis of
research papers and grey literature, we have identified key nsk categones, mmeluding Management,
(rovernance, Operational, Technology, Secunty, Resources, Business Contimmty, and Data, answerng
research guestion 1. These nsk factors have been examuned in conjunction with three cntical steps in the
implementation process: ~strategic Goals,” “Process Assessment.” and “Tactical Evaluation”.

By synthesizmg insights from prior work (as depicted in Figure 1) with the findings of thas research,
we have proposed an infegrated approach that addresses these sk factors, as presented m Figure §,
answenng the second research question. This approach provides a holistic framework for orgamzations to
better nanngate challenges, promote benefits, and optnuze outcomes throughout the EPA implementation
JourmEY.
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While this study provides valuable imsights mio EPA implementation nzks, it 15 mmportant to
acknowledge its lnmtations, as the effechiveness of the proposed integrated approach may vary based on
specific orgamsational contexts and mdustry domains. It 1= crucal to consider these factors when apphang
the fmdings 1n practical sethngs.

From the overview and discussions o the article, we learn that Fobotic Process Automation (FPA)
presents both sigpmficant opportumtnie: and challenpes for orgamrations stoming to enhance efficiency,
reduce costs, and mprove service quality. The comprehenszive analv=is of nzk factors associated wnth RPA
mnplementation, varyang from technological to managenzl and operahonal, underscores the necessity for a
strategic approach to adopting RPA technolozes. This approach should not only address potential nsks but
also leverage KPA's capabiliies to optimuze business processes and contnuaty.

Moving forward, the path 15 clear: orgamizations must adopt 2 mulhi-faceted strategy that wvolves
ngorous nsk assessment, confmuons monrforing, and adaptanon of BPA soluhons to fit their wmque
operational landscapes. Thiz meludes imvesting m tramng and development to bndge the skills gap.
enswrmg robust governance frameworks are in place, and fostening a culture of Imnovation that can adapt to
the evolving EPA technologies. Moreover, fiture research should focus on longitudinal studies to
understand the long-term mnpacts of EPA, the development of mdustry-specific best practices, and the
exploration of how EPA can be mtegrated with emerging technologies like AT and machine learming to
mnlock new effimencies. In essance, the jowney of RP A implementation 15 ongoing, with each step forward
opemng new avenues for operational excellence and strategic compefitiveness.

To conclude the arhicle and set the stage for fuhwe exploration within the realm of RPA and if=s nsk
mnpacts on business conbrunty, a comprehensive research agenda 15 proposed to address the complexahes
and evoling dynamies of RPA implementations.

This agenda encompasses several pivotal areas:

Drepth Analyziz of Rizk Factors: Future research should aim to conduct an m-depth exploration of
the specific nsk factors associated wath RPA | assessing their vanable mmpacts across diverse industnes,
orgamzational sizes, and geographical contexts. Cluanfitative nsk assessment models and sophisticated
methodologies could be developed to measure these risks acourately.

Longitudinal Besearch Approaches: Conzsidenng the rapid technological advancements mm EPA,
lonmtudinal studies are essenfial These studies would provide imvaluable msights into the long-ferm
sustzinabibity, effechveness, and evolning challenges of EPA technologies over hme.

Cross-Sectoral Comparative Studies: Engaging in comparative analys=is across varous sectors and
orgamzational frameworks can unearth best practices and refine govermance models for REPA
mnplementation. This would facihtate a comprehensive understanding of the stratezic deplovment of EPA
technologies.

Svmergy with Emerging Technological Trends: Imvestizating the infegration of EPA wath cutting-
edge technologies such as Al blockcham, and the Internet of Things (IeT) could vield robust, innovative
aufomation solutions, enhaneing operational efficiencies and creating new value propositions.

Socio-Technical Impact Studies: Future mqumes should delve mnto the socio-technical dimensions
of RPA, explorng the implications for workforce dynamucs, skills requirements, and organizational culture.
This includes understanding the luman element in the automation equation and 1ts mmpact on employment,
traimng and job safisfaction.

Regulatory and Ethacal Implications: With the digital era steening in sensiive data privacy concerns
and complex regulatory requirements, research must also pivot towards the impheations of EPA on
compliance, ethical considerafions, and data secunty, ensuning that BPA implementations adhere to legal
and ethical standards.

Economic Impact Assessments: Conducting ngorous economic and financial analyses to ascertain
the cost-benefit ratios of EPA inihiatives 1s crucial. This encompasses evaluating the ROI, cost savings, and
the overzll impact on orgamizational efficiency and competitivensss.

Empirical Case 5Studies and Implementation Frameworks: The development of detailed case
studies on RPA deplovments - both successful and unsuceessful - will be instrumental mn dermving practical
ma=ights and frameworks. Such empincal evidence can gmde orgamzations o navigating the complexahes
of EPA implementation, facilitating smoother transifions and more effective mtegration mto business
processas.
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By addres=ing these areas, future research will sigruficantly contmbute to the understanding of EPA's
strategic role in enhancing busimess contmuity and operational resithence. This detailed research agenda not
only highlights the need for continwed academic and practical mngquiry mto BPA but also sets a robust
foundation for future studies to bwld upon, ensunng that the field remams at the forefront of technolomeal
mnovation and its application m the business world.

In conclusion, this study contributes to a comprehensive understanding of the nsk factors associated
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with FEPA mmplementation and presents an infegrated approach to mubgate these challenges. Whle
acknowledzmg its linufations, we anficipate that this research wall serve as a foundation for future efforts
m the dynamic field of EPA mnplementation strateges.
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Chapter 6
Article nr. #5 — “Balancing Business, IT, and Human Capital:

RPA Integration and Governance Dynamics.”

This article provides significant insights into the dynamics of integrating RPA with governance,
business, and IT, emphasizing its profound impact on human capital. Through a comprehensive
multivocal literature review, the article offers crucial insights into the challenges and best practices of
integrating RPA into corporate governance structures.

The study explores the intricate relationship between business, IT, and RPA governance, detailing how
process automation can be effectively managed to foster procedural standardization, enhance
efficiency, and ensure compliance with regulatory frameworks. It further underlines the vital role of
change management and employee engagement in securing the successful implementation of RPA
initiatives, highlighting the importance of upskilling and empowering employees to work effectively
alongside automated systems.

The article also emphasizes that human capital management is essential in the age of automation. It
calls attention to the need for organizations to cultivate a culture of continuous learning and
adaptability, preparing employees to embrace automation technologies. This research sheds light on
the complexities involved in aligning RPA integration with governance frameworks, stressing that
automation technologies must contribute to organizational efficiency without compromising

compliance or operational integrity.

Article Details:
« Title: "Balancing Business, IT, and Human Capital: RPA Integration and Governance
Dynamics."
» Submission Date: 03/05/2023
« Journal: Sage Open
» Publisher: SAGE Publishing
» Submission Date: 03/05/2023

» Scimago Journal Rank: Quartile 1 — Business and Management

139



Sage Open

SAGE Open

Balancing Business, IT, and Human Capital: RPA Integration

and Governance Dynamics

Journal: | Sage Open
Manuscript ID | S0-24-1307
Manuscript Type: | Literature Review

Main Discipline or Subject
Area:

Business & Management

Keywords:

Robotic Process Automation, Governance, Risk, Data Processing and
Interpretation < Research Methods < Social Sciences, Corporate
Governance < Business Law and Business Ethics < Management < Social
Sciences, Risk Communication < Human Communication <
Communication Studies < Communication < Sodal Sciences

Approaches:

Mixed

Mathods:

Systematic Literature Review

Abstract:

In the era of technological progress, Robotic Process Automation has
emerged as a pivotal tool in professional demains. Companies are
diligently pursuing process automation to reinforce operational efficiency,
amplify productivity, control costs, and minimize procedural erors.
Robotic Process Automation, a specialized software, is tailored for the
mechanization of repetitive tasks, previously laboriously undertaken by
human resources. Its effectiveness centers on seamless integration
within business, information technolagy, and human resource realms. Ta
provide a comprehensive understanding, an extensive multivocal
literature review encompassing eighty-six documents, spanning
conventional and non-traditicnal sources, was conducted. This review
encompassed topics including Robotic Process Automation, governance,
auditing, and policies. Additionally, interviews were conducted to glean
firsthand insights, experiences, and diverse perspectives on the subject.
This study’s primary contributions lie in elucidating the nexus bebween
business processes and information technology, fostering procedural
standardization, ensuring compliance with regulatory frameworks,
engendering employes engagement, delineating shifts in roles and
responsibilities, and prudently managing organizational change. Thess
insights significantly enhance the likelihood of successful Robotic Process
Automation initiatives while prudently mitigating associated risks.

SCHOLA

TOME™
Manuscripte

http://mcmanuscriptcentral.comysageopen




Page 10f32 SAGE Open

[F= - TC Y R N CN T O

&0 hittps/mc.manuscriptcentral.com/sageopen

141



[ == = T s R Y O T

SAGE Open

50-24-1307
Flain Language Summary Title:
aE"MN/AdE™ if not applicable
Plain Language Surmmary:

aE"N/adE™ if not applicable

httpy/mcmanuscriptcentral.com/sageopen

Fage 2 of 3:



Page3ofi2

Elil === It Y = W QY =Sy FN N}
=]

SAGE Open

Balancing Business, IT, and Human Capital: RPA Integration and

Governance Dynamics

José Cascais Bras 2°, Ruben Filipe Pereira * Marcella Melo?
Sérgio Moro 2, Isaias Scalabvin Bianchi ®

(a) Instituto Universitario de Lisboa (ISCTE-IUL), Portugal;
(B) Federal University of Sana Catarina, Brazil.
{*) Corresponding Author: jose_manuel_bras{@iscte-iul pt;

Marcella Melo:

https://orcid.org/0009-0009-5419-9645

Abstraet: In the era of technological progress, Fobotic Process Automation has emerged as a
pivotal tool in professional domains. Companies are diligently pursuing process automation to
reinforce operational efficiency. amplify productivity, control costs, and minimize procedural
errors. Fobotic Process Antomation, a spectalized software, is tatlored for the mechanization of
repetitive tasks. previously laboriously undertaken by human resources. Its effectiveness centers
on seamless integration within business, information technology. and lmman resource realms. To
provide a comprehensive understanding, an extensive mmltivoeal literature review encompassing
eighty-six documents. spanning conventional and non-traditional sources, was conducted. This
review encompassed topics including Robotic Process Awtomation, governance, auditing, and
policies. Additionally, inferviews were conducted to glean firsthand insights. experiences, and
diverse perspectives on the subject. This study's primary contributions lie in elucidating the nexms
between business processes and information technology, fostering procedural standardization
enswring compliance with regulatory frameworks, engendering employee engagement,
delineating shifts in roles and responsibilittes. and prudently managing organizational change.
These msights siomificantly enhance the likelihood of suceessfil Robetic Process Auntomation
initiatives while prodently mitigating associated riskes.

Keywords: Robotic Process Automation, Governance, Fisk Compliance

143



W0 wd LN L =

B R R R E NS E BN RERR

HEHELEE

SEBEIRREDNC8EE

SAGE Open

1. Imtroduction

The nomenclature “Fobotic Process Automation” (FPA) surfaced mn the early 2000s,
denoting a methodology for the automation of processes or tasks employing robotic
entiies. These agents supplant uman mtervention n scenanos charactenized by
repetiiveness and clearly delneated parameters, or altematively, they cooperate with
human agents m a blended mode of operation [1]. As depicted in Figure 1, the graphical
representation 1llustrates the escalating trajectory of global Google search mqunes for
"Robotic Process Automation” within the tempeoral span from 2012 to 2023.

Sabetic gracess aitamation: Ao ] dvide)
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Figure 6.1 - Google Trend for Robotic Process Automation

FPA encompasses a spectrum of apphcations, yielding heaghtened operational efficiency,
amphfied productivity, and cost muigation. Tasks encompassing data eniry mto forms
[2], data aggregation within tables [3], rule-based processes or tasks [4], and iterative
mteractions [4] with applications stand as exemplars of actions amenable to RPA
execution. Noteworthy 1s Amencan Express Global Business Travel's ublization of EPA,
particularly in the domain of airline ticket cancellations, with an envisioned expansion
towards automating airport tasks and proffenng recommendations to clientele [5]. It 13
crucial to underscore that RPA's deployment 15 not tantamowunt to wholesale employee
displacement, but rather an mmstnumental means to alleviate personnel from non-value-
added purswuts, thereby affording them the capacity to concentrate on tasks necessitating
human mtervention or overseeing the outcomes of automated endeavors [6].

Presently, companies embarking on a trajectory with EPA evince a more circumspect
outlook regarding anticipated refums, in stark confrast to the mitial surge in populanty of
this techmology. The realization of optimal value hinges upon managenal oversight to
ensure the concurrent implementation and mamtenance of multiple robotic entities, thus
engendenng inquines pertaimng to governance and its judicious apphcation [1], [7]
Empincal evidence gleaned from a survey encompassing 250 enterpnises delineates that
12% have operationalized FPA, with half of these entifies attaining a favorable Retum
on Inwvestment (FOT) within an 18-month fimeframe [8].

Several factors may mpede the attamment of prescnibed corporate objectives. It 15
imperative to fathom how a paucity of collaborative endeavaors exerts influence [3], [7].
[9]. n addition to the nexus with comphance [3], [10}- [12], and sundry other pertment
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considerations. This study 1s motivated by the aspiration to scrutimze and interrelate the
governance fTameworks governing FPAs with the spheres of Business, Information
Technology (IT), and Human Fesources, while concurrently elucidating thewr mterface
with audit practices and crgamzational policies.
Hence, this article aims to focus on one mamn research question:
RQ1 - What 15 the mpact of EPA govemance on the dynamic mterrelationships
among Busmess, IT, and People, m conpmchon with audit practices and
orgamzaftional policies within orgamisations?

[ B~ ]
"

Background

1.1. Eobotic Process Auitomation

Currently, within the exstng body of Lteratme, diverse defimfions of RPA are
discermble. Several scholarly conmbutions charactenze FPA as a framework designed
to automate repetitive tasks within busmess processes, employing software agents
proficient in emulating bvman mteractions with graphical interfaces [13}-{15].

It 15 mportant to emphasize that FPA 15 a software-based system devoid of physical
mnstantiafion. and capable of mnterfacing with vanous applications or digital systems for
tasks encompassmg data mput, extraction, and mampulaton. This functonality 1s
executed through software entities commonly referred fo as bots. An illustrative case
study from Infosys reveals a 58% reduction m manual laber followmg RPA
implementation. sigmifying not a dimmuhon mn personnel but an amplification of ther
productivity through the adept use of bots as agile assistants [9].

In confrast to fradihonal coding paradigms, FPA development operates on pre-defined
code components, enabling developers to mcorporate and configure achivities through an
mntmtive interface [16]. This streamlined development process translates mto bnef
traming intervals for staff, equipping them with the requisite proficiency in configuration
and deployment. While the mplementation process i1s charactenzed by relative
straightforwardness, it 15 advised agamst excluding IT departments from the decision-
making process, given their overarching responsibility for governance, infrastructure, and
securty [3], [7]. Moreover, RPA 15 paricularly efficacious mn contexts charactenized by
process standardization rule-based frameworks, and discermble levels of inferaction and
complexaty [6].
Notwithstanding 1ts capacity for facihitating expediious and uncomplicated automahon,
the establishment of robust govemance frameworks for FPA mubatives poses a
substantive challenge. When an crgamzation chooses to assimulate EPA comprehensively
mto its operational architecture, as opposed to deploying it as a discrete solution, the
ensing probferaton of bots engenders heightened complexity mm govemance
requirements [18].

1.1. Governance
Govemnance can be elucidated as a nmltifaceted process encompassing decision-making,
alongside the subsequent execution or abstenfion from implementing choices by
individuals occupymmg pesitions of authonty. This concept finds application across
diverse domams, meluding the sphere of corporate govemance [19].
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Dhishinet forms of governance emerge confingent wpon the specific domam wnder
consideration. For mstance, as depicted in Figure 2, corporate governance primanly
pertains to the operational milien of businesses. Conversely, IT governance is germane to
the realm of information technolegy. Additionally, there exist other classifications not
explicitly delmeated in the figure, such as environmental govemance, which centers on
matters pertaining to environmental management and related concems [20].

Corporate
Governance

I  RPA

Governance
GQovernance Governance
Other types
of
Governance

Figure 6.2 - Types of governance.

Corporate governance

Corporate governance pertains to a comprehensive framework compnsmg practices,
statutory provisions, procedural protocols, and gwiding principles intended to enhance
overall busmess admimstration Ifs findamental objective lies in harmomzing the
interests of diverse stakeholders, mcluding shareholders, employess, and suppliers,
among others [21]. Inadequate adherence to robust corporate governance standards can
precipitate challenges in goal attainment, produce dimimished support from stakeholders,
and potenhally cause financial repercussions, thereby culmimating i a busmess crisis.
Conversely, a commendable corporate governance framework mfegrates principles of
accountability, signifying the company's cognizance of the repercussions of its decisions
on each stakeholder, mclusive of employees and shareholders. Consequently, the
company is duty-bound to crchestrate its choices In a mammer conducive to fostering
sustainable progress and enduring development [22], [23].

IT Governance

Within the ambit of corporate governance, an instrumental subset pertains to IT
governance, which distingushes itself by it exclusive focus on the mformation
technology sector within an organization [24]. In practical terms, this entails activities
encompassing the establishment of performance metrics and objectives, maintenance of
technical documentation, undertaking audits, scrutinizing knowledge deficiencies, and
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implementing mechamsms for momtoring progress [23]. Figure 3 delineates the five
domains underpinning the framework of IT govemance [26], [27].

Strategic

Alignment

Performance
Management IT

Rezource
Managament

Governance

Risk Value

Management Delivered

Figure 6.3 - How the IT governance is divided.

* Value delivery: This domain concentrates on the efficient provision of IT
advantages to other funchonal areas within the organization.

* Risk Management: This facet is dedicated to the systematic identification
commumcation, and judicious mitigation of nsks associated with IT operations.
= Strategic alignment: This domam scrutmzes the congruence befween the
objectrves delmeated by the IT fimcton and those of the broader orgamzational
framework.
* Resource Management: This area 15 centered on the appraisal of the appropnate
and effective management of mformation technology resources.
* Performance Management: This domam 15 concemed with the assessment of
the efficacy and proficiency m wiich IT operathions are executed.
Implementing IT governance 1s mmhally driven by the objective of fostenng enhanced
collaboration between business and IT sectors. It 1s estimated that proficient adoption of
IT govemance can lead to a potential increase of approximately 20% m profits due to
improved alignment and delineation of responsibilities [28].
In the realm of EPA, the expamnsion of robofic entibes necessitates mehculous
efficacy and objective attamment. Given the multifaceted impacts of RPA across vanous
business domamns, a well-defined framework and delineation of responsibalibes are
imperative. Different governance models nmst be considered respecting crgamizational
conditions, resources, infrastructure, and objectives. The decentralized model, affording
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greater flexability, 15 recommended for compames with extensive FPA expenence,
fostering mmovation Conversely, the centralized or federated model, conducive to nsk
mitigation through systematzation and standardization, 15 better sunted for enterpnses
shll in the nascent stages of FPA adophon [29], [30].

A notable case study mvolving Nordea Bank demonstrates a balanced approach
employing a centralized Center of Excellence (CoE) for most RPA-related matters, while
distnbuting respensibilites among vanious operational wmts [7]. The federated model
presents an altemative, harmonizing the CoE with autonomous business unit mitiatives,
thereby promoting deliberation and pnonty-seting. and excellmg m standardization of
automation and best practices [31], [32].

The Center of Excellence (CoE) emerges as a pivotal governance mechanism within
orgamzations, pivotal in guiding the design development, and upkeep of bots [33]. As
FPA proliferates, a CoE, compnsing a diverse team, 15 mstrumental in settimg policies
and standards to ensure adherence to best practices [14], [29]. Its implementation entails
a strategic mvestment, consolidating responsibilities and expertise from diverse sectors.
The CoE assumes responsibility for the admimistration, licensing, and mamntenance of
FPA Collaborative efforts under the aegs of the CoE lead to a degree of fimetional
standardization across vanous sectors. Additionally, the CoE plays a vital role in change
management, mtegration with IT, and the dissemination of FPA practices. The nature of
governance may manifest through either a federated or centralized CoE, contingent on
organizational structure [34].

A centralized CoE conschidates FPA fimctions withun the orgamzation, but may meur a
concentration of efforts, potentially leading to productivity bottlenecks. Conversely, the
federated model distnbutes responsibilibes and bot management to mdividual busmess
units, facilitating departmental access to CoE support [34]. In thus context, the CoE
assumes the role of a lmb dnving high-impact activities aligned with the objectives of a
parficular organizational vmit or department, encompassing research, mmovation, and
technology adaptation [12].

The establishment of a CoE 1s alse geared towards mutigating implementation-associated
nsks, meluding erroneous process selection for automation due to inadequate expectation
analysis. A proof of concept 15 recommended to validate anticipated benefits. Fisks may
also anse from modifications and updates, incurmmg fime and financial costs. Moreover,
without comprehensive documentation, the orgamzation nsks losing entical process
knowledge over time [12].

Exemplary FPA implementations feature a dedicated CoE, tasked with realizing
proposed objectives. By operating across vanous orgamzational domams te identify,
prontize, and oversee RPA development. the CoE 15 instumental m enabling scalable
and nsk-averse BPA adophon. OpmumServe’s implementation of a CoE exemplifies this
success, culmunating m a substantial mmcrease in automation capabilities, gamenng
mdustry recognifion for outstanding competency development [35].
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3. Research Methodology
3.1. Multivocal Literature Feview

A Multivocal Literature Eewview (MLE) bears resemblance to a Systematic Literature
Feview (SLE) m 1ts objective to encompass both formal and informal mformation
sources. Acadenmnc wnfing constitutes the pnmary mode of discourse within schelarly
domains, whereas grey literature (GL) comprises a diverse ammay of nformation not
ongmating from academic channels and 15 devoid of conventional quality control
measures such as pre-publication peer review [36], [37].

In the context of this study, an extensive literature review was conducted, grounded m
domain-specific expertise. The adophon of an MLE. approach was deemed most capable
due to the emergmng nature of the subject matter, which precludes a comprehensive body
of formally published literature. As elucidated earher, the MLE. mntegrates elements of
both Systematic Literature Rewview and Grey Literature Rewiew, the latter of wiuch
encompasses less formahzed sources including onhne posts and blogs [36], [38].

Figure 4 below delineates the intemrelation among SLE, GLE, and MLE. The imfial
component was scrutized within designated databases, while the latter was pursued
through Google Search, respectively.

MLR

F e —
g
g
]

Sources (primary studies) reviewed in the hterature review.

Figure 6.4 - Venn diagram showing the relationship of SLR, GLR and MLR studies.

The objective is to scrutimze the findings of the Multivocal Literature Rewview (MLE) mn
order to attain a thorough comprehension of the mterplay between RPA and Governance.
Specifically, the study aims to:

* Interrogate the comelation between FPA govemance and its mtegration with
Busmness, Information Techmology (IT), and Human Resomces, while also
elucidating its mterface with audit protocols and orgamizational policies as
evidenced m the scrufinized documents.

Table 1 delineates distinchions between “White" literature, "Grey" literature, and "Black™
literature, and delineates pertinent publication selechion coitena for each category.
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Table 6.1 - Distribution between "white", "Gray" literature and "Black" literature.
1

TNVNITE neracure “arey nterature ‘mHAcK nrerature
Conference White paper Concepts
Papers published in journals  Blogs Ideas
Books Lectures Thoughts
Audio-video media
Preprints
Data sets
e-Prints

The MLF. can be divided into three parts, first the planming, then the conduction and lastly
the reporting as shown in Error! Reference source not found. .
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Figure 6.5 - Phases adopted in this research (adapted from [39]). i

The imitial phase, denoted as "Planming the Mulfivocal Literature Fewview (MLE)"
comprises two pivotal steps:
# Dhecermmg the mperative for conductng an MLE on the specific subject matter,

# Formmlatng the overarching objective and delineating ressarch questions (RQs) to nde
the MIE

The subsequent phase, "Conducting the MLE." encompasses five distinct sub-stages:

*  Search and Selerton: This mvolves the formulation of 2 sat of kevwords that encapsalate
the primary objectives of the shedy.

#  (uality Asseszment: It entails the cnbical evaluation of the credibibity and objectivity of
zelacted sowrces.

# Diata Extraction: This step mvolves the wimeval of pertment data from the 1dentfied
studies.

*  Diatz Swothesis: Here, the collated data 15 combined and analysed m a2 manner that
farlitates the comprehensrve addressing of the research queston(s).
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The concluding phase, "Feporting the MIF." often encounters challenges amalogous to
those encountered m the mudelines delmeated for executing a Systematic Literature
Fewiew (SLE) as outlined by Kitchenham and Charters [37].

3.1. Planning the MLR

3.2.1. EBeview Protocol

The research was undertaken with the objective of gathenng a comprehensive body of
information. The subsequent selection of datasets 15 outhined below for reference and
scrutimy:

Search string

# ("Robotic Process Awomzbhon™ OR "EPA" ORE "Robotic Awtomaton”) AND
{Governance OF. Audit OF. Policies)

Diataszeis

ACM Dhigtal Library (hitps:/'d] acm org).

Secopus (https - wwr_scopus. conv'home ur)

EBSCO Informztion Services (hitp://search ebscobost com)
Scholar (hitps://scholar google com')

Google Search (hitps:/ e google. com’)

While the whlization of Google search may be perceived as a potential imitation due to
its mherent vanability, 1t is acknowledged by certain scholars that vanations m search
methodology are not uncommeon. Hence, it 15 imperative to construct a compelling
rationale rather than relymg solely on a singular search approach [42]. Fesearch activibes
should adhere to systematic methodologies, with preference given to established search
engines such as Google. Moreover, it 15 advisable to extend the scope of meuiry beyond
the mutal pages of results, considenng a diverse amay of sources to ensure a
comprehensive review [39], [43].

3.2.2, Selection of smudies

This constitutes the second phase, dencting the methodology employed m the review
process. The research procedure entaled an extensive exploration of databases, followed
by the judicious selection and extraction of pertinent data, which were subsequently
subjected to comprehensive analysis.

In the inrhal stage, a systematic search was conducted in promunent academuc databases.

Strngent filters were applied to exclusively mclude peer-reviewed publications from
reputable journals and acadenmc arficles. This pivotal step, dehneated m Table 2, forms
an integral part of the meficulous process mvolving the selection and scrutiny of
documents, all of which mmst adhere to the predetermimed melusion/exclusion eritena.

In the pursuit of grey literature (GL), an analogous method was implemented. Following
the execotion of targeted searches using a specific "strimg” on the Google search engine,
attenfion was directed towards the mutal 14 pages of results. Notably, this process
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entalled the exclusion of adverhisements, service sales pages, subjective opinions, and
non-authontative commentanes.

3.2.3. Smdy quality assessment
The selection critena, elucidating the parameters goverming the inclusion or exclusion of
items, are explicated and delineated in Table 2.

Table 6.2 - Inclusion/Exclusion criteria used.

Include criteria Exclusion criteria
Related to main keywaords. Mot related to RPA and Governance
Documents are written in English. Documents are written in a language
other than English.

Filtering the search results to only show  Notifications from vendors about tools
the first 14 pages from Google Search. that have been excluded.
Abstract

3.2.4. Data extraction

Figure 6 represents the collection process done in October 2022, showing the distinct
filters used to synthesize the MLE_
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Indenen aiers The ldamizm mund ke relsied
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Figure 6.6 - MLR filters used (adapted from [39]).
Starting with Filter 1, an extensive exploration was conducted m "full text,” examiming

thgmltmlMpagesunbuﬂleglemdSchnlﬂ Following this, Filter 2 was
mmplemented, confiming the search to "abstracts” and restncting consideration to
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documents presented m the Enghsh language. Subsequently, a thoughtful manual
filration was executed to discem documents resonant with the study's thematic focus,
while simultaneously eliminating any redundant entries.

To forhify the mchasivity of perinent sources, a snowballing strategy was deployed. This
method involved an accurate mspection of the reference lists of selected articles, with due
diigence given to related citations [44]. This iterative process was mstnumental in
ensuring the mcorporation of meticulously selected and academucally substantive sources
for the study.

4. Reporting the MLR

This section provides a comprehensive account of the research findings pertainmg to the
mterplay between the governance of FPA and therr mtegration with Busmess, IT, and
People, in conpmehion with their ahgmment with audit processes and policies. EPAs,
denoting software solutions engineered to automate repetitive tasks, have emerged as a
pivotal technological advancement n contemporary orgamizational settings [13], [45].
These software bots are endowed with user credenhals, akin to those of human operators,
enabling them to perform tasks with requusite permussions. Given the rapid integration of
FPA in corporate operations, the governance of FPA mifiatives has emerged as a pressing
and significant area of scholarly mequiry [46].

Governance, in a broader context, encompasses the mechamisms and frameworks that
dictate the control, orgamzation. and management of orgamzafions or systems. It
encompasses vital components such as nsk management, formulation of policies,
establishment of standards, and delineation of respensibilities within vanous contexts, be
1t within busimess enterprises, non-profit entifies. or even mmformal settings [47]. As
depicted m Figure 7, govemance assumes a foundational role, overarching and
influencing the vanous facets inder 1ts purview. This underlines its pivotal sigmficance
mn the orgamzational landscape.

CATAP TS

Corprmia
TS P

T
(T M

Figure 6.7 - Relationship between governances.

Corporate governance, a subset of governance, pertams to business orgamzatons and the
systems and processes governng them with the amm of sinking a balance and attaming
the objectives of stakeholders, notably shareholders [47]. IT govemance, m tum, 15 a
subset of corporate governance, focusing on the oversight of technology within an
organization to ensure that processes, systems, and technological components align with
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http/fmc.manuscriptcentralcomy/sageopen
153



(=T - IS T R N Ty ]

SAGE Open

established goals and standards [42]. By adhenng to IT govemance, it contmbutes to the
broader objectives of corporate governance.

Within this framework, FPA govemance can be considered a subset of both corporate
and IT govemnance. It encompasses the instfion's policies and processes, aming to be
accountable to all involved parties. In the context of IT governance, it entals the
selection, development, secunity, and management of robots [49]. Effective collaboration
between the IT and business sectors is advisable, even if structural govemnance changes
are required to achieve this synergy.

FPA Govemance involves various aspects, including rule mplementation, leadership,
and strategic planming. While FEPAs can be developed without highly techmical
components, challenges anse when orchestrating processes across the orgamization
scaling them appropriately, and ensuring proper design and sizing [30].

Furthermere, FPA govemance plays a crucial role in several key areas:

#  Business Continuity: RPA's adaptability was highlishted during the COVID-1% pandemic,
enabling organizations to maintain operational continuity even as employees
transitioned to remote work [8], [39], [#1], [51].

®  Security: It encompasses defining roles and responsibilities, establishing security
policies, and adopting guidelines to safeguard RPA systems and data [7], [8], [18], [81],
[46], [51]-{56].

* \iability and Scalability: It addresses investment evaluation, resource allocation, and
cost assessment, while also enswring that RPA systems can expand and adapt in tandem
with organizational growth [18], [41], [3€], [56]-]58].

The subsequent analysis of selected articles led to the generation of Table 3, which
highlights the most salient topics from the examined literature. Each theme is associated
with corresponding articles, whether discussed i results sections, discussions, or within
the broader context of the articles [39].

Table 6.3 - Findings related to the research.

MLR Findings

Integration between business and IT [11, [2], [7]. [18], [40], [41], [45], [46], [48]-
[51], [53], [54], [56], [591-{64]

Standardization of processes [11, [21, [71. [15], [45], [46], [51], [54], [58],
[59], [65]-{71]

Compliance and risk management [2], [71, [B], [18], [39], [41], [46], [50], [65)—
[70], [72]-{B3]

Employee engagement, changes in roles, | [1], [2], [7], [B], [39], [41], [46], [47], [50],
responsibilities, and change management [51], [541, [59], [65], [67]-[69], [72], [73],
[79], [B4]

Integration between business and IT:

FPA falls under hightweight IT, requirng minimal programmmng skills and simplifymg
development. This empowers business departments to be actively involved in automation.
Conversely, heavyweight IT 15 typically centralized and led by IT professionals.

12
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Governance models (centralized decentralized federated) nmst align with a company's
charactenstics. Centralization prevents "shadow IT" but may raise concemns about process
priontization. Decentralization empowers various parties in decision-making, potentially
leading to process standardization challenges. Federated govemance combines elements
of both models, allowing autononny while collaborating on collective goals.

Standardization of processes:

Compamies must choose processes for automation carefully, considermg stmichured data
smtability. For example, Nordea Bank emphasizes processes with stable systems and
structured data. Although software can handle unstructured data with OCE., structured
data 15 preferable to avoid lngh costs and emrors. The choice of processes can be influenced
by IT departments lacking business wmderstanding (centralized model) or msufficient
techmical skills (decentralized model).

Compliance and nsk management:

Integrating FPA i andifing, as seen in companies like Deloitte and Kira Systems,
enhances efficiency and effectiveness. RPA numinizes time spent on routme tasks,
allowing auditors to focus on hagh-prionity activities, fhms reducing errors and mmproving
quality. It also enables the reengineenng of audit processes.

The AICPA and PCAOB standards aim to control andit quality compliance, necessitating
in-depth BPA-level studies. Small and medium-sized andit firms face challenges i data
gathermg due to diverse system formats, leading to resource-intensive processes.
Effective planming and an orgamzational framework with defined pnwvileges and
vulnerability management are crucial for nsk reduction.

Employee engagement, changes in roles, responsibilibes. and change management:
While FPAs perform defined tasks, employees may still face job displacement fears.
Employers can benefit from reduced costs by pnontizing less mechanical, value-added
work and reallocating resources. Governance should address these concems, providing
traming and opportumties for effective collaboration between robots and workers.
Taxation considerations may anse, given the potential cost savings of using robots.
F.oles and responsibilities need reevaluation as tasks fransition from human to machine
execution. Figure 8 illustrates the mtegrated governance approach, encompassing IT and
FPA govemance, process integration, compliance, nsk management, and people
management.
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Figure 6.8 - Relationship between topics.

5. Demonstrating and evaluation

Quanhitative research employs statistical tests to validate and substantiate fimdings, wiile
qualitative research delves mto direct expenences for a deeper and more comprehensive
understanding. It encompasses values and motivations, moving bevond mumencal
analysis [83].

Qualitative research, conducted through mteriews, aims to capture facets of the human
expenience [86]. Tus method facilitates gathenne mformation directly from the source,
providing a detalled exploration of topics, and understanding the perspectives and
experiences of the interviewees. It's crucial to plan and adapt mterniews to align with
research questions and validate mformation uncovered dunng the study [83].

The literature review served as a foundational umderstanding of the subject, informing the
formulation of mterview questions. A queshionnaire was then developed to guide the
mterviewer in collecting responses during the interviews. The mterviewees were selected
and contacted before the interviews were conducted, both via Zoom and in person.

The semi-struchured interviews were designed with open-ended questions based on the
literature from the MLE. amung to capture expenences, feedback. namatives, diverse
perspectives, and contexiual mformation. This methed allows fleabihity, enabling a
thorough exploration of topics and ennching the study with nuanced msights [36].

14
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5.1. Population and sample
To facilitate the mterviews, participants were drawn from vanous sectors, including
business clients, the IT team overseeing robot development, the process analysis team
individuals imfammbiar with BPA | and those who engage with the outcomes produced by
EPAs.

The preemuinent approach for data acqusihon m quabitabive research 1s through
interviews, which find applicability across vanous philosophical paradigms, including
positivist, mterpretive, and cnifical onentations (Myers and Newman, 2007). Within
qualitative mquiry, the mterview emerges as a particularly effective mechamsm for data
procurement (Myers and Newman, 2007) [89]. Myers (2013) further asserts that
interviews afford the opportumty to elicit valuable msights from mdividuals occupying
diverse roles and confexts [90]. Consequently, interviews represent a fithng
methodological choice for the development and evaluation of an artifact Consequently,
thas article will employ semu-struchured mterviews as the means of data collechon.

A total of thirty-one mdividuals were mterviewed, contnbuting therr valuable expenences
and msights to the research Those not directly mwvolved with FPA offered a umgque
perspective, providing viewpoints from mdividuals without hands-on expenence with the
subject or from those who interact with the results produced by the robots.

5.2, Data Collection

Imtally, a document was prepared to provide the mferviewees with context regarding the
research and its findings, ensuning they comprehended the purpose of the mterview.
Subsequently, the interviews were conducted mdividually using the Zoom wideo
conferencing platform or i face-to-face settings. Throughout the mterviews, the
interviewer recorded the responses, utilizing a pre-constructed form contamming all the
designated questions for the mterviewees (https://forms.gle/VSgz7 4fFrtb2MLUSE).

It 15 important to note that the questions gathered and stored did not melude any personal
information, such as names or company defails, to mamtam the confidentiality and
anomynuty of the mierviewees and their respective orgamizations. The inferviewee
information 15 outlined in Table 4, while the detailed data, organized by interviewees, 1s
presented in Appendix A

-I.Table 6.4 - Information about the interviews.

Rational Indicators
5§ — 10 10 - 15 15 - 20 = 20
: 0—5 years
Work Experience YEArS WEETS years years
54.8% 16.1% 3.2% 3.2% 22.6%
L Developer Business Manager 5 - 20 Other
Responsibility Analyst years
81.8% 9,1% 0% 4,5% 4,5%
5 — 10 10 - 15 15 - 20 = 20
Work Experience in MNone
RPA/IPA YEars YEArs Years years
87.1% 129% 0% 0% 0%
15
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Rational Indicators

Number of RPA pr. as MNone 1-5years 5—10years = 10vyears
259% 12 9% 67.9% 48.4%
Business T Other

Area
12 9% 67.7% 19.3%

Do you have projects at  Yes Mo

your organization? 83.9% 20%

I mot, would you feel wyes Mo

threatened if the compamy

decided toimplement itz 16.1% a0

6. Results and Discussion

The process of analyzing interview data commenced with a thorough examination of the
transcribed content. This involved a systematic categorization based on shared concepts,
akin roles, levels of expenence, and the specific area in which the interviewees were
employed.

To enhance the credibility of the study, various measures were implemented. Prrposive
sampling was employed, allowing the researcher to pre-define participants with diverse
roles, which subsequently provided a rich and vaned amray of information. Moreover, a
pilot sudy mvelving a group of five individuals was conducted to refine the approach,
diction, and inferpretations employed during the mterviews.

Source tnangulation further bolstered the credibility by ensunng data collection from a
diverse set of inferviewees, some of whom were affiliated with different organizations.
This facilitated a comprehensive companson of perspectives. Additionally, iterative
gquestioming was Infegrated throughout the mferviews, pemuthng the revisiing of
questions and the contextual placement of respomses to potentially wmcover
Inconsistencies.

Member checking, a vital component of the process, enfailed recording the mterviewes's
statements and subsequently validating them to ensure their accurate representation of the
interviewes's beliefs. This process also provided an opportumfy for mierviewees fo
append or amend any additional mformation.

The extensive process of data analysis encompassed the meticulous erganization of the
accunmilated data, thereby facilitating subsequent mterpretation based on discermble
categories and shared ideas. Following this, the identificafion of recwming pattems,
keywords, and concepts was conducted among the respondents. A narrative was
subsequently constructed rooted in the expeniences relayed by the mterviewees. Finally,
after fraversmg through these meticulous steps, the results were presented m a lucid and
Precise manner.

Table 4 provides an overview of the responses obtaned from the semi-stmctured
mterview's mufial questions, aiding in the charactenization of each inferviewee based on
factors such as years of expenence and roles. Meamwlile, Table 5 offers a condensed
representation of the data perfaining to the closed-ended questions posed to the
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mterviewees. The detailed mdividual responses contnbuting to these percentages are

available m Appendix A

.Table 6.6 - Summary of closed-ended responses.

: Yez | No
Question (%) | %)
Dio wou think that there should be mtegrahon between busmess and IT7 100 [ O
Do you think there could be 15sues if the process 15 solely defimed by the business 100 | o
side ar solely by the IT sade without following a standard?

From wour perspective, what 15 the meaning of a careful selection of processes to

be automated mm RPAT ) )

Since there are no taxes on robots, but there are many on people 1f vou were a

business owner, would you prefer to refain and prionfize people over replacing | 3.2 | 96,5

them wath robots for economue reasons?

Do you think EPA helps or meplaces employees? 100 [ O

Do vou believe that all indnaduals involved m the same project should have the -
- e )

same levels of permissions?

In vowr opimon, 15 understanding and prepammng employees mmportant for

reducing compliance nsks in RPAT ) )

For ease of reference in subsequent discussions, Table 6 offers a condensed summary of
the results resume of the topics found. More comprehensive responses can be referenced

n detail in Appendix A.

‘Table 6.5 - Results resume with major topics found.

Cuestions

Besume of major topics founmd

1 - Do vou think that there should be = Alipnment of goals
integration between business and ITT * Process quality
* Error reduchon
«ommmimication
* Defimfion of responsibilihies
* Documnentation
QI - Do vou think there could be 1z3ues if the = Enowledze hmutafions
process is solely defimed by the business side or = Errors
solely by the IT side without following a = Ambizty
standard? * Reazource wastage
» Chrerload
* Misahgnment of objectives
Q3 - From vour perspective, what i the meaning | = Efficiency
of careful selection of processes to be automated | * Emor Mimmmization
in EPAT » Stabality
= Viablity
Q4 - Since there are oo taxes on robots, but * Time Eeduction
there are many on people, if you were a business | » Mifigating Human Error
owner, would vou prefer to retmn and priorifize | » Profit
people over replacing them with robots for = Efficiency
SCOnOINIC TeAsoNnsT * Ezsential Collabomators
* Reallocation
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Cuestions Remnme of major topics found
* Cost Reduction
5 - Do vou think RPA helps or replaces » Orpzmratnional Obectrvas
emplovess? » Waorkload
* Replacement
* Reallocation

06 - Do vou believe that all individuals invobred | = Hierarchy
in the zame project should have the zames levels * Separation of Funchions and

of permizsions? Respon=miahifies

» Sacunty

* Project hanazement
7 - In your opimon, i3 underztanding and * Trammmgz and awareness
preparing emploveess important for reducing * Motivaton
compliance risks in BPAT » Fisks and impacts

The following section presents a senes of interview gqueshons along with a compilation
of responses provided by the interviewees. These respomses serve to elucidate the
concepts introduced earlier. providing a more comprehensive inderstanding:

Q1) “Do vou think that there should be integration berween business and IT?"
All interviewees unammously emphasized the necessity of integration between business
and IT in the context of Robotic Process Automation (FPA). The peints highlighted

dunng the nterviews to underscore the simificance of collaboration between these two
domains are as follows:

Alignment of Goals: When implementing RPA, organizations have specific objectives
such as cost reduction, enhanced efficiency, and improved product or service quality.
Ensuring that IT and business departments comprehend each other's needs and
priorities is crucial to achieving these goals.

Process Quality: Collaboration between business and IT enables the identification of
potential failures and the implementation of necessary solutions, drawing on the
business's knowledge of planning reguirements and oustomer expectations, coupled
with IT's technical expertise in handling exceptions and maintenance.

Error Reduction: Werking in tandem, business and IT gain a more precise understanding
of error locations, as the business possesses extensive process knowledge. This
collaboration allows for the definition of process requirements and walidation of
business rules, preventing redundancies and implementation failures.

Communication: Effective communication is wital for mwtwual comprehension of
objectives and for swiftly rectifying errors. Adeguate communication enswres that issues
are identified and addressed prompthy and efficiently.

Definition of Responsibilties: Woell-defined responsibilities prevent errors and
ambiguities. Changes to processes and definitions should involve consultation with all
relevant parties from both business and IT to avoid potential short or long-term impacts.
Documentation: Comprehensive documentation serves as a record of process
information, facilitating planning, understanding, change contrel, and wersion
management. It grants all stakeholders, from both business and IT, insight into process
operations.

In summary, IT contributes expertise in technology, implementation, and maintenance,
wlule business areas provide knowledge of processes, requirements, and nales. Together,
these areas significantly enhance the likelihood of process success.
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Q2) "Do you think there could be issues if the process is solely defined by the
business side or solely by the IT side without following a standard™

All imterviewees expressed concern about processes being sclely defined by either the
business or IT, without adhenng to a standard The 1dentified challenges meluded:

*  Knowledze Limitations: Sole reliance on one party may lead to gaps in understanding of
business rules, requirements, implementation, testing, and integration, potentially
resulting in processes that fail to achisve their objectives.

®  Errors: Various errors may occur dus to oversight in reguirement gathering, negligence
during implementation, and inadequate testing.

*  Ambiguity: Processes defined by a single party may introduce ambiguity, complicating
interpretation and implementation.

* Resource Wastage: Processes managed exclusively by either business or IT can result in
wastage of time, money, and employes effort, particularly in cases where a robot is
implementad but fails to deliver anticipated returns.

*  Owerload: Lack of collaboration can lead to an overload on one of the parties, resulting
in inefficient rescurce allocation, delays, and decreased efficiency.

*  Misalignment of Objectives: Synchronization between business and IT is crucial for
achieving objectives. If a process is solely defined by one side, not all interests and
knowledge will be leveraged, potentially undermining process execution.

Q3) "From vour perspective, what is the meaning of careful selection of processes
te be automated in RPAT"

The mterviewees emphasized the cnitical importance of carefully selecting processes for
automation. Several considerations were outlined:

* Efficiency:; Selecting the right processes for automation is crucial to saving resources
such as time and money. Processes that are repetitive and rule-based are particularly
suitable.

*  Error Minimization: Processes that generate freguent known errors can bensfit from
RPA implermentation, as it can reduce execution time and mitigate emors.

*  Stability: When choosing a process for automation, stability of the programs used by the
robot is paramount. Ensuring that requirements and rules are well-understocd,
alongside technical stability, is essential for successful automation.

*  iability: An in-depth analysis should be conducted to determineg if automation makes
sense for each process, factoring in factors like expected return, implementation cost,
maintenance, time, and effort. The focus should be on quality rather than volums, as
choosing the wrong processes can lead to resource loss.

As an illustrative example, one mterviewee highlighted a banking scenano. The bank had
access to a hist of customers with flagged credit card fransactons. Automating the
resolution of legal achons related to these cases was crucial to preventing long-term
financial impacts and safeguarding the bank's reputation.

Q4) "As there are no tazes on robots, but there are many on people, if vou were a
company owner, would vou prefer to retain and prioritize people over replacing
them with robots for economic reasons?"
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When asked about the preference befween retmming and prnionfizing employees over
replacing them with robots for economic reasoms, the responses were vanied. 35.4% of
the interviewees expressed a preference for retaming employees, while 64.3% leaned
towards pnontizing automation. The following poimnts were raised:

* Time Reduction: RPA can operate arcund the clock, significantly reducing process
execution time compared to human counterparts.

*  Mitigating Human Error: Robots operate based on rules, minimizing the potential for
huwman ermror caused by factors such as lack of concentration or inadeguate process
understanding.

*  Profit and Efficiency: RPA's ability to handle large volumes of information quickly can
lead to increazed efficiency, reduced errors, and ultimately, higher profits.

#  [Essential Collaboration: Certain employees play pivotal roles in processes that reguire
huwrman intervention, such as analysis or maintenance.

* Reallocation: Employees can be reallocated to roles demanding coritical thinking and
analysis, with appropriate training to equip them for these functions.

*  Cost Reduction: Both the continuous operation of robots and the potential reduction of
personnel can lead to cost savings, encompassing salaries, healthcare expenses, and
taxes.

Ultimately, 100% of the mnterviewees converged on the understanding that pnontizing
automation for repetitive tasks, while reserving specialized persomnel for cotical roles,
was the optimal approach.

Q35) "Do you think EPA helps or replaces employees™"

All mterviewees concurred that RPA does not wholly replace humans, but rather, it assists
them The followmg cbservations emerged:

*  Organizational Objectives: Depending on the organization's goals, reducing employess
may be a consideration for factors such as cost savings. Conversely, other cbjectives
miay emphasize reallccating employess.

*  Workload: RPAs implementation for repetitive tasks can free up human resources to
focus on higher-value tasks, especially im organizations with high workloads.

*  Potential for Replacement: In instances where a process is entirely automated without
collzboration, there may be concems about job securty, potentially leading to
resistance in sharing knowledge for robot construction.

*  Reallocation: Some organizations have used robots to facilitate the transition of
employees from repetitive tasks to more analytical roles, thereby preserving jobs.

Ultimately, whether FPA assists or replaces employees 1s contingent upon the
organization's objectives and the nature of the processes invelved.

Q6) "Do vou believe that all individuals involved in the same project should have
the same levels of permissions ™"

A sigmficant majonty (96.8%) of the nterviewees expressed reservations about granting
all individuals m a project the same level of access. The following points were raised fo
support this stance:

*  Hierarchy: Establishing designated decision-makers and supervisors is crucial for
effective project management.
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* Separation of Functions and Responsibilities: Clear division of tasks helps prevent errors,
such as instances where unauthorized transactions occur due to missteps im
environment selection.

®*  Security: Access to confidential data should not be indiscriminately gramted, as varying
levels of understanding and caution exist among employees.

*  Project Management: Defined roles and responsibilities contribute to organized and
secure project execution.

A small minonty (3.2%) of mteriewees mentioned a potential advantage in certain small
projects, where granting uniform access levels could streamline work and prevent delays.
However, 1t was underscored that all achons should always be camed out under
supervision, with regulation and data encryption.

Q7) "In vour opinion, is understanding and preparing emplovees important for
reducing compliance risks in RPA™
All mterviewees (100%) emphasized the pivotal role of employee understanding in
reducing compliance nsks associated with FPA The followmng key factors were
highlighted:
* Training and Awarsness: Employess need comprehensive knowledge of business
operations, regulations, data handling, roles, responsibilities, and associated risks.
*  Rotivation: Understanding the real-world impact of processes can motivate employess
to maintain a broad organizational perspective and exhibit conscientiousness.
* Risks and Impacts: Unprepared employees, with limited experience, may inadvertently
introduce errors, potentially leading to the compromise of confidential data.
* Creating an environment of awareness and accountability within an organization is
desmed imstrumental in minimizing compliance risks, enhancing the likelihood of
successful RPA implementations, and safeguarding sensitive data.

In summary, the mterview findings underscored that informed employees, cogmzant of
the nsks and benefits of their work, are essenfial FErrors made without an appreciation of
therr implications can have significant financial repercussions for the organization. The
msights provided by the mferviewees illuunate the mmltifaceted considerations
surrounding RPA mtegration, firther emphasizing the mmanced mterplay between
technology and human expertise in orgamzational contexts.

7. Conclusion

This study employs a Mixed Methods Research (MLFE) approach to investigate the facets
of FPA and governance, emphasizing mtegration between business and IT, process
standardization, compliance, nsk management, employee engagement, role changes, and
change management.

The research reveals that cohesive integration between business and IT 1s pivotal for the
success of EPA endeavors. It aligns objectives, enhances service/product quality, reduces
errors and costs, and clanfies responsibiliies, among other benefits. Regarding process
selection for automation, the MIE. lnghlights its cnticahty, emphasizing that RPA 15 most
effective for structured data, repetitive fasks, and well-defined mules. Properly chosen
processes can lead fo mereased efficiency and reduced emors.
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The mvestigation emphasizes the mportance of auditing m 1dentifying and nutigating
nisks associated with RPA integration, such as unauthonized access and secunty concems
in virtualized environments. Hierarchical structures, role segregafion, and precise role
assignments are vital for mformed decision-making and to prevent data breaches
Employee awareness and framing play a pivotal rele m cultivating a culture of
consclentiousness. While BPAs excel in executing repetitive tasks, human mvolvement
remains mdispensable. The study suggests that compames can benefit from a synergy
between robots and human employees. A notable linmtation is the scarcity of extant
literature on RPA due to its relafively recent emergence.

Future mvestigahons might delve deeper info specific research domains, potentially
encompassing longitudinal studies on orgamizations to offer extended insights into
adaptations in RPA govemnance Additionally, exploring commmmication processes across
sectors could unveil opportunifies for optinuzaton. In-depth case studies mght illumimate
how companies navigate the reallocation and traming of employees transihoning from
repetitive tasks to diverse roles.
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Appendix A
# | Q1 - Do you think that there should be integration between business and IT?
1 | The interviewes spoke sbout the importance of the union between business and IT because each one has a type of responsibility and expertize.
2 The combination of IT and Business can optimize the way business is done when compared to raditional business
3 | Process should be improved collaboratively by the IT and business for greater efficiency and success
4 | There should be a balance so that both aress can contribute their specialties, increasing the guality of processes, and ziding in standsrdization and knowledge ransfer through documentation
5 IT iz 3 mean to achieve business goals. So, those two sectors nmst be infegrated, somehow.
§ | Imtegradon betwesn the two areas is cractal as they complement sach other. The business is vitzl n identfying processss and momitoring them, while the IT area is better suited for implementing sobuotions and solving technical izsues
T | An orgznization where IT and business strategy are in integrated can improve agility and operationsl efficiencies while also enterprizes fimction better, make more profit and hit their goals with less effort
% | Working tegether conld reduce costs, alizn goals and promote process improvemsnt
9 | Important becanse if it's only in IT and separate from the business, it won't address the orzanization as a whole; it will be from a single perspective.
10 | The best way would be to come together for process understanding and follow-up when it goes into production
11 | It's important becanse it bridzes the lanFuagzes of business and IT, which are different, and this translatdon of languaze is crucizl for correct interpratation
12 | Certainly, the connection is critical; if these isn't that connection between the two, it can generate many risks for the organizaton. not just Snancial dsks
13 | Collaboration between thess two functions is very important for reasons such as alismreent of objectives and effectiveness
14 | With the help of IT, the improvement and facilitation of many business processes can be achieved
15 | I know of a department that created their own robots without specialized employees, resulting in poor development and maintenance difficulties, which can harm the mstimtion
16 | I think one doesn't exist without the other; you need the business part well defined first, and then you can have software that works well
17 | There should always be communication betwreen the two; otheradse it can go wrong for both sides
18 | The businsss understands more about the business mulss, while IT is more foonsed on the technical aspects.
19 | That's exactly what prevents errors becanse there is the person who develops the process and the person from the business who understands the day-to-day work to be execnted.
20 | One evolves with the other; if the business part doesn't work well, technelogy cannot execute.
21 | It's important that the department also has some understanding of how the processes to be automated work in order to communicate effectively with those handling the technical aspects.
12 | Collaboration betaeen the two areas is essential as well as clear alignment, commumicstion, and well-defined roles and responsibilitiss.
23 | Collaboration is necessary; those who will develop lack knowledge in the business area, and vice versa.
24 | I believe that the business and IT should raintsin unity, as I think it wonld optimize time. service. and contribute to the product's quality
15 | Both sides bring something valuable to the process. On one hand, there's business knowledze, and on the other, technical knowledge. Eobots work better when both are present.
26 | Collaboration between the two is important, and there shounld be alignment so they can work together and avoid conflicts of interast.
27 | Integraton betwesn the business and IT is important becanse it streamlines the work of both, reducing time a3 each is an expert i their respective areas, and it decreases costs by preventing errors.
28 | The businsss needs to focus on the analysis and process documentation while IT should handle the development and maintenance of those processes.
20 | Each one plays their part in the area they know best: the business side analyzes and domuments processes, while IT develops, aiding in organization and preventing overload.
30 | Working together, the zoals are more likaly to be achieved and the union of these two areas will combine their respective soengths.
31 | Ir's important to slways have a bridze berareen the two areas for better undsrstanding of the contexts each part execntes. It's also essential to have someone who nnderstands both sides to facilitate the connection bemween them
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g | Q1 - Do vou think there could be issues if the process is solely defined by the business side or solely by the IT side withont following a standard?
1 | In agreement with the previous response, if each department works within its specialization, it will decrease the likelihood of errors and consequently losses to the onganization.
2 | The business knows how the proosss works and the IT knows how to implement. One without the other could lead to errors in the prooess or non-ideal so=narios
3 | The lack of collaboration between these sreas n result in unnecessary resource expenditure due to misalignment of objectives or even 3 lack of necessary knowledge.
4 | If the process is solely defined and executed by one of the departments, srmors can be made, and collsboration between them is crucial to ensure everything progresses smoothily.
5 | Business side must consider [T potentizlities and limitations as well IT side must know what the business goals are to focus on delivering what is required.
6 | IT may need the business due to 3 lack of sufficient knowledge in the business area. and the business may need IT to overcome technical issues.
7 | The lack of standard processes involving both areas can kead to unmet business expectations.
8 | Itis essential that both sides work together, follow determined processes snd communicste well, to ensure that i tives penerate value for the organization.
9 | Yes, because they wouldn't sddress the topics comprehensively.
10 | There is a lack of technology knowledee, espacizlly for mzintenance if it's done solely by the business, and if done solely by [T, thers would be a lack of business knowledge for automation.
11 | I¥it were done by the business, they probably wouldn't be implemented efficiently, and if it were done by [T, the businass details wouldn’t be considersd.
12 | All the problems, primarily 3 waste of time and money.
13 | Problems such a5 lack of standards, lack of slignment of objectives and ineffidency may arise.
14 | It should never be defined by just one party. The business should define rules and provide examples of how the process is done manually, and IT will assess the feasibility and sugzest possible step-by-step improvernents.
15 | The business side doesn’t understand the technicl] aspects, and [T doesn’t know how to gather reguirements or manage proossses.
15 | The robot might not be useful in the end; it might not solve the business problem if it wasn't well-defined from the beginning or executed well.
17 | A businessperson may have an easier time understanding and communicating with the client, while 3 developer has more knowledge of what can be done 3t the code level.
18 | k would be much more difficult to reach the end goal as the number of processes scales up.
19 | Yes. because each person has knowledge of their part, that's why there should be 2 union between the two.
20 | The person who writes the process knows about the business logic and not about the execution part, and vice versa.
21 | On the [T side, people may not hawve 3 complete understanding of the process, snd on the business side, they may not have s complete understanding of the tools.
22 | The combination of both areas is an asset, merging business knowledge with IT expertise.
23 | IT may not know how to gather the process correctly, and the business side may not develop as efficiently.
24 | IT without full knowledge of the business and the business without full knowledge of IT could lesd to a series of errors.
25 | If only IT handles everything, the business knowledze will be missing. and if it's solely the business side handling it. they might not do it as efficiently, patentially not saving the money and time intended.
25 | The business side wouldn't be able to provide the necessary maintenance snd effective development, whereas the IT side may not understand the business's gains and losses. Each area has its focus, and their union is ideal.
27 | There needs to be unity so that the [T department cn complement the knowledge of the business area.
28 | the business may not possess as much technical knowledge, which could lead to errors or process inefficiencies. Conversely, a developer without business knowledge would struggle to snalyze the necessary or unnecessary steps in building 3 process.
29 | Owerloading. as the business may not know how to develop and maintzin processes, and [T may not understznd the business enough, leading to future problems.
30 | kcn bring problems like 3 lack of specialized knowledge, which can translate into significant business impacts.
31 | Handling processes individually can besd to imited knowledze, a lack of effective documentstion, and communication with the potential for negative impacts.
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Q3 - From your perspective, what iz the meaning of careful selection of processes to be antomated in RFAT

Processes that don't require nmman critical thinking and acourate choices save time and money.

5]

Processes need to be repsfitive for mavimom optimization, and making the wrong choice can lead to fumre losses

[}

A process should have well-dafined rules and minimal changes to prevent discontinuation or resource losses in the fiture.

= WA L W M W o Dl

FPA processes should be the ones where tasks are repetitive and follow a specific standard that is not being altered very ofien

Ln

Prioritzing the right processes ensures that BPA implementation delivers the desired benafits while minimizing potential risks and challenges.

W k) =D
L=

The processes to be sslected shonld add valoe to the company, based on well-defined and repetitive mles.

Carefulty check the complexity, stability, scalability and importance of the process

Thorough analysis to select processes in line with the organization’s objectives and suitable for antomation, thereby incressing the likelihood of success and financial retrn.

sl LA

If the right process selection is not made, there can be a loss of tme in implementation, and maintensnce ends up with higher costs and a greater risk of poor results.

The rizk is to continue having people with repetitive tasks and sutomating processes that don't need it Sormetimes there is too much concern about the vohmme of automation and not encugh focus on quality.

Processes should always have a hisrarchy and consider profitability. FTEs means people are rezllocated and not fired, and in F5TS cost reduction or elimination should be priontized.

Adding value, 2 good selsction incresses the added value to the orzanization and 8 poor selection is 3 waste.

Can significantly impact the success and efficiency of an implementation

Antomating daily and repetitive processes shonld invelve analyzing the cost of mtomaton, inchiding licenzes and infrastmacture, when choosing a process. If's essential to balancs the benefits of sutomation with the required investment.

It's very important becanse there are things that can mest customer expectations and others that can't, and this analysis and realism are necessary in this regard.

It's what solves the problem; it's better to imvest in processes that can contribute than in processes that don't save as much work.

There should be attention in the process selection; it should be 3 process that saves somepne's ime_ which can be nsed for more critical tasks.

It depends on whether the development iz faasible, feasibility analysis is one of the key aspects of a process. If not done correctly, it can lead to overspending of resources.

Time savings, fewer emors, reduced costs. and consequently, having time for other activities that require greater buman intelligence.

The wrong choice can generats costs, loss of ime, and labor.

This can lead to application errors, business emors, data non-conformity emrors; the processing can be done incorrectly, resulting in an wnexpected outcoms

=

Loss of ime money, and resources. A process that won't yield retums is a detriment to the organization impacting both its reputation and finances.

R

The choice of processes to be antomsated is those that bring time and cost savings to the organization

oo

If & process is not chosen carefully, it may lack data and knowledze about the process, which can result in a loss of time, money, and other resources.

They should have certzin charactemistics such as being repetitive and having as few spectal exceptions as possible to svold resource loss

If the choice is not made carefully, it can result in the loss of money and time. If the zoal is to reduce fime spent on repetitive tasks, selecting the wrong processes can hinder achieving that objective.

It can lead to ermors, nnnecessary ime snd money spent becanse not every process is feasible to sutomate. Some processes may not be repetitive, or the sconommic benefit for the orgamzation may not justofy sutomation

It's essential to choose what taly needs to be automated, as otherwise, it conld be discontinmed for various reasons.

It can have an impact becanse the robot may not be sble to do what the business requires, which can affact other areas that depend on comect execution.

There should be stability in the process to be automatad, it mmst be 8 well-stmctured process, using stable applications, and estimating and snalyzing the impact in ferms of respurce allocation is crucial

The choice of a process should consider the benefits to the organization, the cost of exeoution, and the fime saved
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# | Q4 - Since there are no tazes on robots, but there are many on people, if Fou were a business owner, would you prefer to retain and prioritize people over replacing them with robots for economic reasons?
1 | | would prigritize the implementation of RPA, reducing process time, increasing profits. and lowering various unnecessary costs while retzining essential employees and realiocting others.
2 | kmainly depends on the task. If the task is repetitive, the robot is perfect. But if there are exceptions, the human does it better
3 | Robots would perform the work more efficiently and quickly, but can fail, so human oversight is necessary.
4 | People must be present to maintzin the robots and people offer certain skills that robots cannot mimic
5 | We live in 2 competitive market so reducing costs without losing guality is mandatory to "surdive”.
6 | I'd prefer robots, not only for ecomemic reasons but also due to their greater efficiency compared to humans and I'd adapt employees to new roles integrated with RPAs.
7 | This means RPA would replace humans and many would be out of 3 job, but as a business owner everything is a transaction so | would try to sawe as much money as possible
£ | People need to be present to maintzin the robots, and people offer specific skills that robots cannot mimic. Robots can be present in repetitive tasks, reducing possible human errors.
9 | Economiczlly, | would choose to replaoe people, but in other aspects, there is the anzlysis and evzluation of results that must be done by 3 human.
10 | Prioritize robots, saving money and having everything done the same way. and reallocate the necessary employees to higher-value activities.
11 | Butthere should stways be a human foundation.
12 | It's not about paying taxes; humans should acd value and not be engaged in repetitive activities.
13 | People are still neaded beuse automatism can generste srrors that have to be corrected by 2 human.
14 | The idezl stratepy would be to reduce resources per process instead of repladng them completely.
15 | Economically, | would prefer the robot and hire experienced people to manage it.
16 | For purely economic reasons, | would prioritize robots, but for other issues, & robot wouldn't replace & human.
17 | l'would prigritize robots and keep only the necessany people,
18 | Robots because they are more efficient and compstent.
18 | | would prioritize people beczuse | understand that there could be 2 union between humans and robats, but robots zlone wouldn't be able to complete the work entirely.
20 | | would replace everything possible with robots for repetitive tasks and would place people in roles requiring critical thinking
21 | If the robots are wel-developed, they can work 24 hours & day. and the likelihood of errors is lower. The volume of work they can handle is higher than what 3 human @ndo, even though it’s still necessary to hawe humans involved.
22 | Functions can be performed by robots, saving money. However, it is necessary beczuse humans possess critical thinking sbilities that robots do not.
23 | Only in functions that can be automated snd provide 3 return, saving time for employees to perform other tasks.
24 | | would prioritize robots because they would lead to more financial gains and select specialized individuzls for the management and maintenance of the robots.
25 | | would prigritize people by reallocating them to other tasks and investing in training so that these employees could perform activities requiring critical thinking, while | would keep robots for repetitive tasks.
26 | If RPA was chosen to reduce costs and time, it doesn’t make sense to prioritize or keep people in roles that RPA can perform. People are reguired people for evaluation and execution, especially in case of failures.
27 | Economically, | would prefer to prioritize robots for tasks that can be automated and keep the necessary employees in other roles.
28 | | would prigritize robots because | would want to ssve money on both salaries and other expenses. The fewer human errors, the greater the financizl return for the orgenization, while people would be assigned to essential functions.
28 | | would prigritize robots for tasks that are time-consuming for humans and keep employees engaged in activities that require human analysis and thinking.
30 | lwould prioritize rebots for economic reasons, mitigating human error, and exponentially increasing the value added to my company. It would accomiplish the same work while redudng costs related to human laber, including salaries, heslthcare expenses, taxes, and saving time.
31 | | would prigritize people, using robots for repetitive tasks and reallocating individuals. If the company's goal is to expand, there sre always tasks for people to do. It's important to sssess medium and long-term objectives, provide training for people who will be realloczted, and

prepare them for this transition.
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# | Q5 - Do you think RPA helps or replaces employees?
1 | Depending on the company's objectives, it can either replace people or assist with the worklozd of others.
2 | It helps a5 it reduces repetitive worklosd from employees
3 | RPAshelp people by handling the most tediows tasks @t work and completing certain steps much faster than humans can.
4 | |t doesn’t fully replace them, but it definitaly helps them.
5 | If an employee or a group of employees are only performing tasks that could be fully automated, the company has the choice to reassign the atributions of that employee or dismiss them, votzlly or partially.
& | They help workers by freeing up humans for more analyticl and higher-value tasks in the company.
7 | RPAis here to replace tedious and repatitive tasks that human hizs. lt mimics human behavior without the human errors while the performance is slso better.
B | Ifimplemented correctly, it can increass employes satisfaction by allowing them to foous on tasks that generate more value. Therefore, RPA, along with 2 human vouch, can be the key to 2 higher likefihood of process suooess.
9 | If they are small, repetitive processes, it replaces tasks and not people, activities without the need for analysis.
10 | RPA helps with the most repetitive parts, and people focus on what generates value.
11 | Ik helps with replacements but alse aids in maintzining tasks that couldn’t be ensured because the number of hires decreases while tasks do not.
121 | It helps humans with repetitive activities. It can free up those at the end of their careers for retirement, but the int=ntion is to complement or free up for other activities.
13 | Ithelps because people are still necessary; robots can generate errors that need to be comrecied by human hands.
14 | We can't claim that we're shways helping or shways replacing: it's usuzlly 3 combinztion of both. It all depends on the perspective and how they are implemented.
15 | It replaces, some RPAs can replace an entire department, and people are not shways resllocated.
16 | Ithelps more than it replaces, but in some cases, it does replace when the work is repetitive and doesn't require creativity and critical thinking, and there iz no possibility of reallocation.
17 | It helps because employess can move to more important roles.
18 | In most cases, it helps people with significant roles rather than those with repetitive tagis.
18 | It helps the employees because it optimizes time and reduces costs.
20 | Izhelps the employees because it is essential for optimizing time and resources. People showld be placed in non-repe arezs and in ritical areas that requine human thinking.
21 | Human knowledge about the process is essential, as is human intervention for development and maintenance.
22 | They help; robots don't replace human analysis. However, people aren't abways reassizned, it depends on the company's plan, and it can hinder the knowledze transfer for RPA development.
23 | They help employees have more time to engage in more impartant activities.
24 | It aids people by replacing repetitive tasks, requiring individuals to specialize in handling tasks that involve critical thinking.
25 | Ithelps because it sllows employees to focus on tasks that require critical thinking, while robots are used for more repetitive tasks.
26 | Helps essentizl personnel and replace individuals in mechanicd roles that don't reguire human reasoning because it doesn’t slways make sense to relocate these individuzls to other functions.
27 | It=n replaoe tasks that cin be fully sutomated and can assist individuals in roles reguiring analytical thinking.
28 | Ithelps with repetitive processes and replaces humans in functions where they are not necessary.
28 | Ithelps employees by freeing them from repetitive tasks so they can focus on other things.
30 | | beliewe RPA helps people by relisving them of 3 lot of repetitive tasks and replacing employess who are no longer nesaded.
31 | Ithelps employees in repetitive activities.
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# | Q6 - Do vou believe that all individuals invelved in the same project should have the same levels of permissions?
1 | There should be project management, and accesses should be requested and granted based on each collaborator's responsibilities.
2 | Security. & developer should not have @ocess to financial records as it could be a breach in security
3 | Each person should hawve the appropriate permissions for their role and the tasks they need to perform.
4 | There are confidential and sensitive dats that should only be accessed by whoever is needed.
5 | Isimportant to protect business from data breaches or unauthorized changes.
6 | There must be different permission levels due to dats confidentiality isswes and project vulnershilities.
7 | | beliewe they should have the bevel of permission of the job category they are currently performing to swoid confidentizlity risks for examiple
8 | Increased security. risk minimization, and role-based hierarchy are crucizl as not all individuals reguire the same levels of access.
9 | There are confidential data and =ach person’s seniority to consider. Very junior employess don't need sooess to confidential information.
10 | ke should be segmented to eliminate risks.
11 | They should be sezmented scoonding to functions, but there can be o person with sooess to everything.
12 | Mot evergone, needs to be a mix of experiences snd responsibilities.
13 | Having different levels of permissions and access rights can be & critical aspect of security and management.
14 | I don't think all individuals on 3 project should hawe the same permissions, but there should be sutonomy to fully carmy out our work.
15 | Should be & hierarchy; & junior should not have the same level as a senior who has a certain level of trust from the dient.
16 | Difficult to manage due to security reasons. Access should be based on each employes's responsibility.
17 | There must be 3 hierarchy; people with more knowledge have higher levels of acoess.
18 | Mo, for dats security, acoess levels must be well-defined.
19 | There are prople with less knowledge than others, there needs to be 3 hierarchy.
20 | There should be a hierarchy for direction; a junior doesn’t reason like 3 senior and doesn't know the risks and processes. Knowledge is necessary for decision-making.
21 | People may not always have access to all the information.
22 | It's challenging to manape and snalyze everything: however, it can hinder the speed and efficiency of the process.
23 | Considering that processes involve confidential data, sccess should be limited according to the hisrarchy.
24 | People should only sccess what they need to know, limiting it to the area in which they specialize according to their responsibilities.
25 | | believe so because it streamlines the work and eliminates the wait for permissions, always with supervision, regulation, and data encrypiion.
26 | For security reasons, hierarchy must be respected to prevent emrors, fraud, and other issues. People without sufficient knowledge and with high lewels of permission cin have a negative impact on the organization.
27 | There are confidential pieces of information, and & certain level of trustworthiness is necessary to acoess and handle this type of information.
28 | Becsuse not everyone has the same perception and sensitivity reganding the systems and data used, they may end up making errors that could tarnish the organization’s image, in addition to incurring costs and wasting time.
29 | Because of the levels of respensibility, for example, 3 junior employee may not have &s much knowledge about risks as a senior employee.
30 | Because there should be an assignment of responsibility, and those who hold these responsibilities should be individuals whose roles in the project follow a hierarchy. Additionally, for security reasons, there should be a separation of functions and responsibilities.
31 | For security reasons, and because not everyone applies knowledge in the same way, people should have permissions according to their responsibilities.
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# | Q7 - In your opinion, is understanding and preparing employee: important for reducing compliance risks in RPA?
1 | The knowledze and ongoing training of employses are erzential to prevent compliznce risks such as regulatory vielations, fraud, or data leaks.
2 | It's slwzys good to prepare employess to deal with snomalies that come from robotic processes, as they would mare effidently respond to what happened.
3 | RPAis a simple technology. however. it can cause significant isswes if those who use it lack basic knowledge of the process/technology.
4 | If you are dealing with sensitive data, it is important that people are aware and know how to desl to avoid breaches.
5 | Employees can have insights that helps identifying risks and addressing them before it escalates furthermore.
6 | If workers were better informed sbout the reality of RPAs and even involved in their management, there would be fewer azzocizted operational risks.
7 | Itis important in order to protect dats integrity, data security, and employes and customer privacy
& | Training employees is 3 fundamental aspect of redudng compliance risks in RPA and data protection. There should be 2 culture of awareness and responsibility.
9 | This should be part of the onboarding for each project, there should be a framework to understand the risk of actions.
10 | It's important to be swane of the risks because sometimes tasks are carried out without awareness of the impact.
11 | Training iz very important; the structure of RPA, cross-modules, impacts, and risks should be explained.
12 | 'svery important beczuse using robots for operations instead of humans, if there is any damage, it will be faster and on 3 larger scale.
13 | Understanding and preparing employees is essentizl, so that they are aware of compliance, risks, and how to deal with them.
12 | It's an important part of sppropriate training sccording to redes, enabling preparstion to face &l difficulties, 3 wery important factor in @ company's growth.
15 | Important are trainings, test environments, and permissions, a5 well as an employes to validate so that when there is an audit, @0 ermoris not considered frawd.
16 | To mitigate risks, sveryone chould be aware, Sensitive data is used, and often, developers may not be aware of what type of data it is and how dangerous it can be.
17 | Employees must be prepared because otherwize, the company is 3t risk due to poor preparation and understanding.
18 | It's very important for employees to be more careful when developing and understand the impact it can hawe.
19 | There should be 2 lot of awareness of the entire process; people need to understand what sach permission can cause.
20 | Everjone must be sware of the risks sssociated with the prooscs and the tools to be used. Risks should be well understood, and it's very important to know what one is doing to avoid causing losses to the business,
21 | It's necessary; people should understand the risks of their actions and the need as well.
22 | It'seszen s important to grasp the business, understand the technology being used, comprehend the access levels, and the purpose of each activity within the process.
23 | So that employzes understand and become maore proactive in seeking solutions, thereby reducing risks.
24 | Preparation is neceszary; employess must understand what they are working on and the risks of their actions to the organization.
25 | it's very important. It helps to better understand the business, svoiding future constraints, makes the work more direct, ard regarding IT, it can even help developers feel more motivated by knowing what they are doing and the impact on people’s daily ves,
26 | Crucial to extract the best from the business and the process. If people sre well-trained and comprehend what they are working on, the risks and real-ife impact, the chances of errors occurring decrezse.
27 | The higher the level of knowledge, the lower the chance of making errors. People should be informed about the risks and benefits of what they are creating and handling,
28 | |find it important both to avoid loszes and to help and motivate each employes in their respective roles.
29 | People need to understand the ares they are working in, the reaHife impact, and the risis.
30 | Employees need to understand what they have access to, the information, and their responsibility to protect and handle that information as sensitive. They should also know how te handle this information to prevent data breaches.
31 | It s necessary because an individual may not know the entire contest, but they should understand the risks that execution can bring, including impacts on the company such a5 & bad reputstion and signifint losses.
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CHAPTER 7
Conclusions

This concluding chapter offers a comprehensive synthesis of the key findings presented in this
thesis, structured into four main sections. The first and most extensive section, the summary
and discussion, explores the essential outcomes of the research articles generated throughout
this thesis, providing a comprehensive analysis of the results derived from testing the proposed
conceptual framework. The concluding remarks furnish critical insights and contributions,
illustrating how both scholars and practitioners can leverage these findings. The section on
limitations acknowledges the constraints and challenges encountered during the research,
addressing the scope of the study, the rapid evolution of technology, cultural influences, and
the integration of automation technologies within business continuity frameworks, which may
affect the applicability and scalability of the findings across different organizational and
cultural settings. Lastly, the future work section highlights promising ways for further

investigation and research, building upon the foundation established by this thesis.
7.1. Summary and Discussion

This thesis studies the integration of RPA and IPA into BC frameworks. It underscores the
importance of aligning these automation technologies with GRC structures to ensure
operational resilience and effectiveness. Through a comprehensive analysis, the thesis explores
the intersection of RPA/IPA with standards like IEEE 2755:2020 and 1SO 22301:2019,
demonstrating how automation can enhance business continuity strategies while navigating the
complexities of governance, security, risk, and compliance.

The research covers the impact of automation on auditing, focusing on the unique challenges
faced by the financial sector. Additionally, it explores the risks that RPA and IPA can introduce
into business operations and provides insights into mitigating these risks through robust
frameworks. The study also examines the role of governance and human capital in effectively
managing the transition to automation. By exploring these themes, the thesis contributes
significantly to understanding how organizations can harness automation technologies to
enhance business continuity while maintaining operational efficiency and resilience.

The findings of this thesis reveal that RPA and IPA offer substantial opportunities to streamline
business processes and enhance operational resilience, provided that their integration is
managed within a comprehensive framework. A strategic approach to implementing RPA and
IPA technologies is crucial, aligning them with BC strategies to harness their full potential

while mitigating the inherent risks.

175



Governance

Governance plays a pivotal role in guiding the implementation of automation, ensuring that
clear policies, risk management practices, and compliance standards are in place. Effective
governance frameworks ensure that automation initiatives align with an organization's broader
objectives while adhering to industry standards and regulatory requirements. By establishing
clear guidelines for the deployment and management of RPA and IPA, organizations can avoid
pitfalls such as inefficiencies, security vulnerabilities, and non-compliance, which can arise

from inadequate oversight.
Risk Management and Compliance

The research emphasizes the importance of security and compliance, particularly in sectors like
finance, where automation is reshaping traditional auditing practices. As automation increases
the organization's exposure to cyber threats and compliance risks, it is imperative to implement
risk management frameworks that anticipate and address these vulnerabilities. Compliance
with industry standards like IEEE 2755.2:2020 and 1SO 22301:2019 helps organizations
navigate the complex regulatory landscape, ensuring that automated processes are secure and
aligned with legal requirements. Failing to adhere to these standards can result in costly

penalties, reputational damage, and disruptions to business continuity.
Risk Impacts and Business Continuity Planning

The analysis of risk impacts reveals that organizations need to update their BC plans to account
for the new dependencies and vulnerabilities that automation introduces. RPA and IPA change
the nature of dependencies in workflows, potentially creating new points of failure that must
be addressed in BC strategies. A proactive approach to risk management, involving the
identification of potential disruptions and the implementation of contingencies, is crucial to
ensure that organizations can swiftly recover from automation failures. Automated processes
should be designed with redundancies and fail-safes to prevent a single point of failure from
causing widespread operational disruption.

Human Capital and Change Management

The thesis also highlights the human capital challenges associated with automation,
emphasizing the need for organizations to manage the transition effectively. Automation
introduces changes that can redefine roles and responsibilities, necessitating change
management strategies and workforce training. Employees need to be equipped with the skills
required to work alongside automated systems, and resistance to change must be managed to

avoid undermining the effectiveness of automation initiatives. By fostering a culture that



embraces change and continuous learning, organizations can better integrate RPA and IPA

technologies into their operations.
Audit and Automation

Another important aspect highlighted is the impact of automation on auditing practices. As
financial institutions increasingly adopt RPA and IPA, there is a need to redefine traditional
auditing practices to address the complexities introduced by automation. Automated processes
require rigorous auditing to ensure compliance and to detect any anomalies that could indicate
fraud or operational issues. This thesis provides insights into how organizations can evolve
their auditing frameworks to meet the demands of the automated era.

In conclusion, this thesis provides valuable insights into the integration of RPA and IPA into
business continuity frameworks. By aligning automation initiatives with standards, governance
structures, and BC objectives, organizations can harness the benefits of automation while
maintaining operational resilience and compliance. The research emphasizes the need for a
holistic approach that integrates technology with governance, risk management, compliance,
and change management to ensure that RPA and IPA deliver their intended benefits without

compromising the organization's ability to respond to disruptions effectively.
7.2. Final Remarks

From a practical perspective, the integration of RPA and IPA into BC frameworks is most
effective when individuals within the organization understand and actively engage with the
governance structures guiding these technologies. This understanding emerges when
individuals recognize that automation is implemented through a well-structured system of
policies and best practices, which they are encouraged to utilize to enhance organizational
resilience. By effectively aligning RPA and IPA initiatives with robust GRC frameworks,
organizations can create an environment that fosters ownership, responsibility, and
commitment among employees. Leaders play a crucial role in cultivating this culture of trust
and responsibility, ensuring that employees have the resources and support needed to
effectively manage automated workflows and maintain business continuity.

As a result of this thesis, organizations aiming to promote positive behaviours among their
employees, such as taking ownership of automated processes, participating in governance
frameworks, and ensuring continuity in operations, can benefit in two significant ways. First,
they can work towards refining their governance frameworks to align more closely with
automation technologies. This involves developing policies, training programs, and

communication channels that support automation goals, thus creating an environment where

177



employees recognize the value and effectiveness of RPA and IPA mechanisms, leading to
improved business continuity. Second, organizations can foster a culture of trust, open
communication, and collaboration by encouraging creativity and innovation, rewarding
employees for effectively managing automated processes, and promoting a shared sense of
responsibility for business continuity.

In sum, the findings of this thesis underscore the importance of aligning GRC frameworks with
automation technologies to enhance business continuity. By fostering a culture of awareness
and responsibility at the management level, organizations can improve their governance
structures and ensure that employees actively contribute to automation strategies, ultimately
enhancing operational resilience.

This thesis contributes significantly to the body of knowledge on RPA, IPA, and BC
management. It bridges the gap between automation technologies and business continuity by
exploring the previously under-researched intersection of automation and BC. Moreover, it
considers governance and risk management as critical factors in managing automation, with an
emphasis on international standards that guide these practices. While prior research on RPA
and IPA has primarily focused on efficiency improvements, this thesis provides new insights
by demonstrating how these technologies can be aligned with BC strategies to improve
organizational resilience. Finally, this thesis highlights the importance of integrating
automation with governance and risk management to align IT strategies with business

objectives and enhance organizational effectiveness.

7.3. Limitations

While this research provides valuable insights, it is important to acknowledge its limitations. The
scope of the current study is confined to the specific contexts in which the automation technologies
were tested, which may not accurately reflect all organizational or industrial environments.
Additionally, the rapid evolution of technology could quickly outpace the frameworks and
strategies suggested, necessitating continual updates and reassessment of the proposed solutions.

Moreover, the impact of cultural differences on the adoption and effectiveness of automation
technologies remains underexplored and could significantly affect the generalizability of the
findings. This is particularly relevant as automation technologies are deployed across diverse global
settings, where cultural variables can influence both the implementation and outcomes of such

technologies.

Detailed investigations into specific risks associated with newer automation technologies,

especially in sensitive industries, remain sparse. Additionally, the psychological impacts of



automation on employees and resistance to change are not comprehensively covered, indicating a

gap in understanding the full spectrum of human capital management in automated environments.

Furthermore, the integration of these technologies within business continuity plans is not fully
explored, particularly the long-term impacts on organizational resilience during disruptions. The
research on how automated systems can be designed to be robust enough to support business

continuity during crises is still developing.

Future research should address these limitations by expanding the variety of test environments,
developing specific methodologies for advanced automated systems, and updating strategies in line
with technological advancements. Studies should also consider the psychological and cultural
impacts more comprehensively to enhance the adaptability and effectiveness of automation
technologies across different global contexts. Additionally, further exploration into how
automation can be embedded into business continuity frameworks to ensure operational resilience
under various scenarios would be beneficial. This includes assessing the effectiveness of automated

processes in real crises and refining business continuity strategies accordingly.

7.4. Future Work

The future work outlined emphasizes the need for continued research in several critical areas.
Expanding automation frameworks to meet diverse industry requirements, developing
specialized risk management strategies, and understanding the impact on human capital more
in-depth are essential next steps in understanding in more detail the integration of automation
into BCM. Moreover, examining the evolving role of auditing and compliance in an automated
context will further refine our understanding of how automation influences business processes.
By addressing these areas, future research will significantly enhance our understanding of RPA
and IPA in organizational contexts:

1. Expanding Frameworks for Automation Integration:

One of the areas ripe for future exploration is the expansion of existing frameworks that
guide the integration of RPA and IPA into BCM. By conducting further research into
how these frameworks can be enhanced and adapted for different industries and
organizational contexts, future studies can provide more comprehensive guidelines that
cater to diverse needs. This includes tailoring frameworks for sectors with specific
regulatory and operational requirements, such as healthcare or finance, and examining

how industry-specific regulations interact with automation technology.

2. Risk Management Strategies in Automated Environments:
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4.

Future research should delve deeper into developing effective risk management
strategies that are specifically tailored to automated environments. Understanding the
nuances of new risks introduced by RPA and IPA technologies and how these interact
with existing BC plans is crucial. Studies can explore risk mitigation techniques, from
process redundancies to cybersecurity measures, that organizations can employ to

safeguard their operations in an increasingly automated landscape.
Human Capital and Organizational Change Management:

A significant aspect of integrating automation into business processes involves
managing the impact on human capital. Future work should focus on the change
management strategies required to facilitate the transition of the workforce into an
automated environment. This involves exploring ways to upskill employees, address
resistance to change, and ensure seamless integration of human and automated

workflows.
Auditing and Compliance in Automated Systems:

The evolving role of auditing in the age of automation is another area requiring further
exploration. Research can focus on developing new methodologies for auditing
automated systems to ensure compliance with internal policies and external regulations.
This involves examining how auditors can leverage automation for improved auditing
processes and how new auditing frameworks can be developed for an automated

environment.
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