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Resumo 

No cenário empresarial contemporâneo, marcado por uma rápida transformação digital e 

interrupções frequentes, as organizações enfrentam desafios significativos em manter a 

resiliência operacional. A adoção da Automação Inteligente de Processos (IPA) surgiu como 

uma estratégia crucial para otimizar processos de forma eficiente. Contudo, a integração da IPA 

introduz complexidades nos frameworks de continuidade de negócios, exigindo estruturas 

robustas de governança, gestão de riscos e conformidade. Esta tese investiga a integração da 

IPA nos frameworks de Continuidade de Negócios, alinhando essas tecnologias com padrões 

industriais estabelecidos como IEEE 2755.2:2020 e ISO 22301:2019 para fortalecer as 

estratégias de continuidade de negócios. 

Utilizando uma combinação de metodologias que incluem Revisão de Literatura Multivocal, 

Pesquisa de Design Científico e entrevistas estruturadas, esta investigação explora os efeitos da 

IPA na governança, gestão de riscos e capital humano. Oferece um entendimento detalhado de 

como as organizações podem utilizar a IPA para melhorar a eficiência dos processos enquanto 

mitigam os riscos associados. O estudo aborda também os desafios únicos de auditoria num 

ambiente automatizado, especialmente o papel evolutivo dos auditores em garantir a 

conformidade no setor financeiro. Além disso, examina os riscos específicos introduzidos pela 

automação e apresenta insights sobre frameworks eficazes de gestão de riscos que as 

organizações podem implementar. 

Adicionalmente, a tese destaca a importância das estratégias de gestão de mudanças para 

facilitar a adaptação da força de trabalho à automação, enfatizando a necessidade de iniciativas 

abrangentes de formação e capacitação. Esta pesquisa avança significativamente na 

comunicação sobre automação e gestão da continuidade de negócios, unindo tecnologias de 

automação e práticas de continuidade de negócios. Ela fornece às organizações frameworks 

práticos e estratégias para melhorar a sua resiliência, governança e eficiência operacional num 

mundo cada vez mais automatizado.  

 
Palavras-chave: Automação de Processos Inteligentes, Robotic Process Automation, 
Continuidade de Negócios, Governança, Gestão de Riscos, Conformidade.  
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Abstract 

 

In the contemporary business landscape marked by rapid digital transformation and frequent 

disruptions, organizations confront significant challenges in maintaining operational resilience. 

The adoption of Intelligent Process Automation (IPA) has emerged as a pivotal strategy for 

streamlining processes efficiently. However, IPA's integration introduces complexities into 

business continuity frameworks, necessitating robust governance, risk management, and 

compliance (GRC) structures. This thesis delves into the integration of IPA within Business 

Continuity frameworks, aligning these technologies with established industry standards such as 

IEEE 2755.2:2020 and ISO 22301:2019 to bolster business continuity strategies. 

Utilizing a blend of methodologies including Multivocal Literature Review, Design Science 

Research, and structured interviews, the research explores the effects of IPA on governance, 

risk management, and human capital. It offers a detailed understanding of how organizations 

can utilize IPA to enhance process efficiency while simultaneously mitigating associated risks. 

The study also addresses the unique auditing challenges within an automated environment, 

particularly the evolving role of auditors in ensuring compliance within financial sectors. It 

further scrutinizes the specific risks introduced by automation and provides insights into 

effective risk management frameworks that organizations can implement. 

Additionally, the thesis underscores the importance of change management strategies in 

facilitating workforce adaptation to automation, highlighting the necessity for comprehensive 

training and upskilling initiatives. This research significantly advances the discourse on 

automation and business continuity management, bridging the gap between automation 

technologies and business continuity practices. It furnishes organizations with practical 

frameworks and strategies to improve their resilience, governance, and operational efficiency 

in an increasingly automated world. 

 

Keywords: Intelligent Process Automation, Robotic Process Automation, Business Continuity, 

Governance, Risk Management, Compliance. 
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Chapter 1  
Introduction 

This chapter offers a comprehensive overview of the entire body of work presented in this 

thesis. It opens by examining the background and rationale for this research, laying out its 

context, objectives, purpose, and primary research question. 

Subsequently, the chapter shifts its focus to the conceptual framework and research areas that 

underpin this thesis. This multidisciplinary research project addresses timely and relevant 

topics, supported by a foundation that includes a Multivocal Literature Review (MLR). This 

MLR established the motivation and helped shape the areas of inquiry for this thesis, alongside 

other research activities conducted. However, certain sections are not elaborated upon in depth 

to avoid redundancy, as the foundational background information is already covered in the 

published articles that are reflected in this section. 

Furthermore, three additional sections have been integrated into this chapter. The first section 

delineates the various contributions of this thesis, providing further clarity on topics discussed 

in the published articles. The second section lists all peer-reviewed papers that have been 

published, along with a comprehensive bibliography of journal publications. Finally, 

the Chapter 1 concludes by outlining the document's organization, which is critical for 

readability and understanding of the research flow, considering the article-based thesis 

structure of this work.  

1.1. Context, Problem, and Motivation  

The contemporary business environment is marked by rapid technological advancement and 

unprecedented disruptions, epitomized by global events such as the COVID-19 pandemic [1, 

2, 3]. These events have underscored businesses' need to build resilience and adaptability into 

their operations. This backdrop has amplified the importance of digital transformation, which 

enables organizations to leverage technology to streamline operations and enhance agility in 

response to external shocks [4]. 

Automation technologies, particularly Robotic Process Automation (RPA) and Intelligent 

Process Automation (IPA) have emerged as critical components in this transformation [5]. RPA 

refers to the use of software robots to automate repetitive, rule-based tasks, while IPA extends 

this functionality through artificial intelligence (AI), enabling the automation of more complex 

processes involving cognitive decision-making and learning capabilities [6]. These 
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technologies promise to revolutionize how businesses operate by increasing efficiency, 

reducing human errors, and enabling faster responses to market changes. 

As organizations increasingly rely on RPA and IPA to drive their digital strategies, business 

continuity (BC) management becomes paramount [7]. BC ensures that organizations can 

continue delivering critical services during and after disruptive incidents. This requires 

comprehensive planning that considers potential threats, develops robust response strategies, 

and incorporates technologies that enable resilience [8]. 

However, integrating RPA and IPA into business continuity management (BCM) introduces a 

set of challenges. Automation, while beneficial, can amplify risks if not managed properly. 

These risks include the potential for automation failures to interrupt critical processes, 

challenges in maintaining governance over increasingly automated workflows, and the need to 

align automated systems with evolving regulatory frameworks [9, 10, 11, 12]. 

The need for comprehensive research on the interplay between RPA, IPA, and BC is 

highlighted by Brás et al. (2023) [8]. Their work emphasizes the importance of understanding 

how these technologies can be harnessed to bolster BC while also acknowledging the gaps in 

current knowledge. The need to explore how automation technologies impact BC planning and 

execution becomes imperative as more organizations adopt these tools to transform their 

operations [7, 8]. 

Given this context, businesses must approach the integration of RPA and IPA into their BC 

strategies with caution, ensuring they understand the potential pitfalls and establish frameworks 

to manage the risks. The dynamic nature of today's business landscape makes it vital to have 

adaptive strategies that can evolve alongside technological advancements and shifting 

regulatory environments [13, 14, 15, 16]. 

1.2. Problem Definition 

The integration of RPA and IPA into business processes presents significant opportunities for 

efficiency and innovation but also introduces complexities that can impact BCM [17, 18]. 

While RPA and IPA can automate repetitive tasks, optimize workflows, and reduce costs, their 

implementation within organizations poses challenges that need to be addressed systematically. 

Below are some of the most critical issues related to the implementation of these technologies: 

Operational Risks and Failures: 

The automation of critical business processes through RPA and IPA increases dependence on 

these technologies for continuity. This dependency creates operational risks, particularly if the 

automation fails. Such failures can result from software bugs, misconfigurations, or 



 

 

incompatibilities with updated systems. These disruptions can have significant consequences, 

particularly when organizations lack robust fallback mechanisms or have not comprehensively 

assessed the potential impact of automation failures [19, 20, 21]. 

Governance and Oversight: 

Integrating RPA and IPA into an organization's processes necessitates establishing new 

governance structures to manage these technologies effectively. This includes defining clear 

policies and procedures that outline the acceptable use of automation, risk management 

practices, and response strategies. Without robust governance frameworks, organizations risk 

losing control over their automated workflows, leading to inefficiencies, security 

vulnerabilities, and non-compliance with regulatory standards [22, 23, 24, 25]. 

Security and Compliance Challenges: 

Automated processes can inadvertently introduce security vulnerabilities, particularly when 

they interact with sensitive data or connect with external systems. RPA and IPA can increase 

exposure to cyber threats if not properly secured. Additionally, organizations must ensure 

compliance with relevant regulations, which may vary across industries and regions. The lack 

of standardization in how RPA and IPA tools handle data can further complicate compliance 

efforts, potentially exposing organizations to regulatory penalties [24, 26]. 

Integration with Existing BC Plans: 

Traditional business continuity plans may not fully account for the unique challenges 

introduced by automation. For instance, RPA and IPA can change the nature of critical 

dependencies within workflows, necessitating updates to existing recovery strategies. 

Moreover, automation can introduce new points of failure that need to be incorporated into BC 

plans. This requires organizations to reevaluate their existing BC frameworks and adapt them 

to account for the nuances of automation [7]. 

Human Capital and Process Changes: 

The shift toward automated processes impacts the workforce by redefining roles and requiring 

new skill sets. This transition can lead to resistance or challenges in adoption, which may 

undermine the effectiveness of automation. Additionally, the processes themselves may need 

to be restructured to accommodate automation, which can disrupt established workflows and 

require significant change management efforts [27]. 

Lack of Comprehensive Research and Guidelines: 

Despite the growing interest in RPA and IPA, there is a paucity of comprehensive research that 

provides clear guidelines on effectively integrating these technologies into business continuity 

strategies. Brás et al. (2023) highlight the gaps in understanding the impact of RPA and IPA 
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on BC and the need for further research to guide organizations in managing these challenges 

[8] . 

Addressing these problems requires a holistic approach that includes thorough planning, 

stakeholder engagement, and continuous monitoring. This research seeks to address the gaps 

in understanding and provide actionable insights for effectively integrating RPA and IPA into 

business continuity planning. 

The motivation for this thesis stems from the urgent need to understand and address the 

complexities that arise when integrating automation technologies such as RPA and IPA into 

BC frameworks [28, 29]. The rapid advancement of digital transformation and the adoption of 

automation technologies have left many organizations without clear guidance on how to align 

these technologies with their BC strategies effectively [30, 31, 32]. 

To effectively understand the complexities involved in integrating RPA and IPA into BC 

strategies, several critical areas warrant detailed exploration. These include the disruptions 

automation may introduce, the governance frameworks necessary for efficient management, 

the challenges surrounding security and compliance, the imperative to integrate automation 

into current BC plans, the implications for human capital and process changes, and the dearth 

of comprehensive research and guidelines in this domain [7]. The following topics will provide 

an overview examination of each of these areas: 

• Increasing Adoption of Automation Technologies 

Organizations are increasingly adopting RPA and IPA to streamline their operations and 

drive efficiencies [33]. These technologies promise to revolutionize business processes, but 

their widespread adoption introduces new challenges that organizations are not fully 

prepared to manage. The complexities of integrating automation into BC strategies 

necessitate a comprehensive framework that can guide organizations through this process 

[34]. 

• Heightened Risk Environment 

The global business environment is becoming increasingly volatile, with disruptions 

ranging from pandemics to cyber-attacks. In such a landscape, maintaining business 

continuity is paramount. Automation technologies can help address some of these 

challenges by improving operational resilience, but only if they are correctly integrated into 

BC plans. Understanding how RPA and IPA affect organizational risk profiles is essential 

for ensuring that these technologies enhance rather than compromise BC [17, 35, 36, 37]. 

 

 



 

 

• Gaps in Research and Industry Guidance 

Despite the growing interest in RPA and IPA, there is a lack of comprehensive research 

that provides clear guidance on effectively integrating these technologies into BC 

strategies. Most existing literature focuses on the operational benefits of automation 

without delving into its implications for business continuity. Brás et al. (2023) highlight 

the need for more targeted research that examines the intersection of automation and BC to 

provide actionable insights [8]. 

• Evolving Compliance and Regulatory Requirements 

As organizations adopt more sophisticated automation technologies, they must navigate an 

evolving landscape of compliance and regulatory requirements. These requirements vary 

by industry and region and often lack clear guidance on how to apply automation 

technologies while remaining compliant [38, 39, 40]. This lack of clarity creates uncertainty 

and necessitates a framework that organizations can use to navigate compliance issues 

related to RPA and IPA in the context of BC [7]. 

• Changing Workforce Dynamics 

Automation is reshaping workforce dynamics, redefining roles, and requiring new skill 

sets. This shift necessitates change management efforts to help employees adapt to new 

roles while ensuring that automated processes are effectively managed. There is a need for 

research that examines how to best align human capital strategies with automation and BC 

requirements, ensuring that organizations can leverage the full potential of their workforce 

in this new landscape [27, 41]. 

• Strategic Imperative for Business Leaders 

For business leaders, the ability to maintain continuity in operations while embracing 

digital transformation is a strategic imperative. Integrating RPA and IPA into BC 

frameworks is no longer optional but necessary for staying competitive. Business leaders 

need practical guidance on how to incorporate automation technologies into their continuity 

plans, ensuring that these technologies deliver value without compromising resilience [1, 

42, 43, 44, 45, 46]. 

In summary, this thesis is motivated by the critical need to provide organizations with a 

framework for effectively integrating RPA and IPA into BC strategies. By addressing research 

gaps, offering practical guidance, and highlighting the strategic importance of automation in 

business continuity, this work aims to help organizations navigate the complexities of digital 

transformation in an increasingly uncertain world. 
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The rapid adoption of RPA and IPA in business operations presents new challenges for 

ensuring BC. Organizations face difficulties in integrating these automation technologies into 

their BC frameworks due to a lack of clear guidelines, governance issues, evolving risks, 

workforce adaptation challenges, and audit complexities. This gap necessitates a 

comprehensive understanding of the interplay between RPA/IPA and BC to develop effective 

strategies that ensure resilience, manage risks, and support robust audit and governance 

practices. 

Thus, Figure 1.1 encapsulates this thesis's core challenge and guiding question: How can RPA 

and IPA be effectively integrated into business continuity management? This inquiry seeks to 

develop frameworks and best practices to address the critical areas of governance, risk 

management, auditing, and workforce adaptation, all at the same time, ensuring compliance 

and operational resilience are maintained. 

 

Figure 1.1 - Research Problem Overview: Integration of IPA into BCM. 

During this thesis, an MLR was conducted to comprehensively address the research question 

and meet the research objectives. The research aims to understand how RPA and IPA intersect 

with business continuity, identifying key areas of alignment and addressing gaps in the current 

understanding. 

In the evolving landscape of business continuity, the interplay between People, Processes, and 

Technology (PPT), Governance, Risk, and Compliance (GRC), RPA, and IPA with the IEEE 



 

 

2755:2020 standard [47], and Business Continuity guided by ISO 22301:2019 [48], form the 

core pillars of this thesis, expressed in Figure 1.2. Effective automation implementation relies 

heavily on the harmonization of PPT, where people drive change, processes are redesigned to 

align with business continuity strategies, and technology provides the necessary tools for 

optimization. GRC frameworks ensure that automation initiatives align with organizational 

objectives while managing the risks and compliance challenges that arise. The IEEE 2755:2020 

standard offers a structured approach to deploying intelligent process automation, emphasizing 

governance and risk management to maintain operational resilience. The ISO 22301:2019 

standard complements this by outlining robust business continuity frameworks that help 

organizations prepare for, respond to, and recover from disruptions. Together, these four 

domains create a comprehensive framework for integrating automation into business continuity 

strategies, enabling organizations to harness the transformative power of RPA and IPA while 

maintaining operational resilience. 

 

Figure 1.2 - Research context for IPA and BC. 

During this process, the investigation produced four research articles that further explored 

specific topics in this field. 

The research conducted within this thesis offers a multifaceted exploration of how automation 

technologies, specifically RPA and IPA, intersect with BC [7]. The studies collectively 

highlight the significance of aligning automation practices with established BC frameworks to 

enhance organizational resilience. By mapping the relationship between standards, and 
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between topics, the research provides a framework for organizations to integrate intelligent 

process automation in a way that aligns with BC management objectives. 

Additionally, this study emphasizes the role of auditing in maintaining business continuity, 

especially in sectors such as finance, where the adoption of automation technologies can 

redefine traditional practices. It also analyses the risks that automation introduces into business 

processes and offers insights for mitigating potential disruptions. Finally, the research 

examines the governance and human capital dynamics of RPA integration, emphasizing the 

need for organizations to effectively balance technology with human resources. Together, these 

insights offer a comprehensive understanding of the challenges and opportunities that arise 

from the integration of automation technologies with business continuity. 

1.3. Background  

As previously introduced, the work developed within the scope of this thesis focuses on four 

research areas: PPT, GRC, IPA, and BC. Hence, this section offers an overview of these 

concepts, highlighting the interconnected theories that have shaped and influenced their 

development [6, 49, 50]. Its purpose is to establish a theoretical foundation, enabling the 

subsequent chapters to present their discussions and analyses with greater clarity and precision. 

The integration of automation technologies like RPA and IPA within organizations hinges on 

a delicate balance between three fundamental components: people, processes, and technology. 

Each of these components plays a crucial role in ensuring that the adoption of automation 

technologies is not only successful but also sustainable in the long term. 

People, Processes, and Technology (PPT) 

The integration of automation technologies like RPA and IPA in organizations hinges 

significantly on the interplay between people, processes, and technology. People are at the core 

of any successful implementation, driving the change required for automation adoption while 

adapting to new workflows. The process component focuses on the redesign of existing 

workflows to accommodate automation, which involves mapping out tasks suitable for 

automation and establishing new processes that align with business continuity strategies. 

Technology, the enabler of this transformation, provides the necessary tools to optimize and 

enhance these processes. The study by Brás et al. (2023) highlights the need for harmonizing 

these three elements to fully leverage the potential of automation, emphasizing that technology 

alone cannot drive change without the proper alignment of people and processes [8]. 

 

 



 

 

People 

People form the bedrock of any successful automation initiative. They are not only the end-

users of these technologies but also the drivers of change within the organization. For RPA and 

IPA adoption to be successful, there must be a cultural shift that embraces automation as a 

means to enhance efficiency and productivity. This involves training employees to work 

alongside automated systems, helping them to understand how automation will impact their 

roles, and guiding them through the transition. Effective change management is essential to 

address resistance and ensure that employees are equipped with the skills necessary to leverage 

automation tools fully [27, 41]. 

Processes: 

The process component involves re-engineering existing workflows to accommodate 

automation, which is not a trivial task [51, 52, 53]. Organizations must carefully assess which 

tasks are suitable for automation and how to integrate automated workflows into existing 

processes [54]. This requires a deep understanding of the organization's operational structure 

and business continuity strategies. Mapping out processes to identify automation opportunities 

ensures that RPA and IPA are implemented in areas where they can deliver the most value 

without disrupting critical workflows. Moreover, the implementation of automated processes 

should align with the broader goals of business continuity, ensuring that the organization can 

maintain operations even during disruptions [7]. 

Technology 

Technology is the enabler that drives the transformation in automation. It provides the tools 

and platforms that organizations use to automate processes, whether through simple task 

automation with RPA or more complex workflows with IPA. The selection of technology 

should align with the organization's needs and be scalable to accommodate future growth. 

However, technology alone is not sufficient to drive change. Without a proper alignment of 

people and processes, even the most advanced technology can fail to deliver its intended 

benefits [5]. 

Brás et al. (2023) emphasize that the full potential of automation can only be realized through 

the harmonization of these three elements. Technology should be leveraged to optimize 

processes, but this requires the right people to manage and adapt to the change. It is this 

alignment of people, processes, and technology that allows organizations to navigate the 

complexities of automation and derive sustainable value from their RPA and IPA investments 

[8]. 

 



 

23 

Governance, Risk, and Compliance (GRC)  

Governance, Risk, and Compliance form a critical framework for managing RPA and IPA 

within the context of business continuity. Governance ensures that automation initiatives align 

with the organization's overall objectives and that clear policies guide implementation. Risk 

management identifies and mitigates potential disruptions that automation could introduce into 

critical business processes. Compliance ensures that these initiatives adhere to industry 

standards, regulations, and internal policies. The integration of automation technologies into 

BC requires robust governance structures to manage the risks and compliance challenges 

effectively. By providing a framework for assessing and mitigating risks, organizations can 

ensure their automation initiatives do not compromise their ability to recover from disruptions. 

GRC forms a foundational framework for effectively managing RPA and IPA within the 

context of business continuity. Governance plays a pivotal role by setting the strategic direction 

for automation initiatives, ensuring they are in alignment with the organization's broader goals 

and objectives. This requires the establishment of clear policies and procedures that provide a 

structured approach to implementing automation across various business processes. Strong 

governance also includes the formation of steering committees and cross-functional teams that 

provide oversight, ensuring that RPA and IPA initiatives remain aligned with BC objectives 

and adapt to changes in the business environment [32]. 

Risk management focuses on identifying, assessing, and mitigating the potential disruptions 

that automation could introduce into business processes. This involves conducting thorough 

risk assessments to identify vulnerabilities in automated workflows and developing strategies 

to mitigate those risks. For instance, organizations must consider how automation impacts 

cybersecurity, data integrity, and system availability. Effective risk management ensures that 

automated systems have built-in redundancies and safeguards to maintain business continuity 

even in the event of an automation failure [21, 55]. 

Compliance, the third pillar, is crucial in ensuring that automation initiatives adhere to both 

external regulations and internal policies. This includes adhering to industry standards, such as 

those set by ISO and IEEE, as well as regional regulatory requirements. Compliance also 

extends to internal governance policies that define how automated systems should be used and 

monitored. With the rapid evolution of regulatory landscapes, particularly in data privacy and 

cybersecurity, compliance teams must remain agile and ensure that automation initiatives are 

always in line with current regulations. 

The integration of automation technologies into BC frameworks necessitates robust GRC 

structures to effectively manage the associated risks and compliance challenges. Organizations 



 

 

that adopt a comprehensive GRC approach can more accurately assess the potential impacts of 

automation on their BC strategies, ensuring that they do not compromise their ability to respond 

to disruptions. By establishing a framework that combines governance oversight, risk 

assessment, and compliance monitoring, organizations can navigate the complexities of 

automation in a way that enhances their resilience and operational efficiency [17]. 

RPA/IPA with IEEE 2755:2020 

The IEEE 2755:2020 standard offers a comprehensive framework that is vital for implementing 

and managing intelligent process automation systems like RPA and IPA [47]. It establishes 

detailed guidelines encompassing system architecture, data management, security, 

performance, and more. By following these guidelines, organizations can ensure that their 

automation initiatives are not only well-designed but also managed effectively, promoting both 

efficiency and compliance in their operations. 

System architecture plays a crucial role in ensuring that automated processes integrate 

seamlessly into existing IT infrastructure while maintaining the flexibility needed for future 

upgrades. By adhering to IEEE 2755:2020 guidelines on architecture, organizations can create 

scalable and robust automation systems that align with broader IT strategies and business 

continuity needs. 

Data management, another critical area addressed by the standard, involves handling vast 

amounts of data generated by automated systems. Proper management ensures that data is 

collected, stored, and analysed securely and efficiently, supporting automation's decision-

making capabilities without compromising data integrity. Security guidelines in the standard 

help protect automated processes from vulnerabilities and threats that could compromise 

business continuity [28, 56, 57]. 

Performance is a key aspect of IEEE 2755:2020, providing metrics and benchmarks that 

organizations can use to gauge the effectiveness of their automation systems. These 

benchmarks help in continuously improving the automation processes, ensuring that they meet 

the desired performance levels and align with business objectives. 

Aligning RPA and IPA practices with the IEEE 2755:2020 standard also facilitates seamless 

integration into existing business continuity frameworks. This alignment ensures that 

automation initiatives bolster operational resilience by supporting critical business functions 

even during disruptions. The standard's focus on governance and management methodologies 

guides organizations in deploying automation systems in a way that enhances resilience, 

ensuring that these systems can adapt to changing business environments and requirements. 
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In essence, IEEE 2755:2020 serves as a cornerstone for organizations aiming to integrate RPA 

and IPA into their operations, offering structured guidance that encompasses all facets of 

automation implementation. By adhering to this standard, organizations can fully leverage the 

potential of automation while safeguarding against risks and ensuring consistent, reliable 

performance in support of business continuity. 

Business Continuity with ISO 22301:2019 

ISO 22301:2019 is a globally recognized standard that provides a comprehensive framework 

for establishing, implementing, maintaining, and enhancing business continuity management 

systems (BCMS) [48]. It is crucial to help organizations ensure they can continue delivering 

critical services during and after disruptive incidents, thereby safeguarding their resilience and 

sustainability. The standard lays out a systematic approach to developing BCMS that identifies 

potential threats, assesses their impacts, and formulates robust response strategies that keep 

critical business functions operational [58]. 

To effectively integrate RPA and IPA into BC frameworks, organizations must align these 

automation technologies with the principles of ISO 22301:2019 [7]. This requires embedding 

automation practices within the broader BCMS, ensuring that automation not only 

complements but also enhances business continuity. Key to this alignment is understanding the 

specific risks and challenges posed by automation, such as technology failures, cybersecurity 

threats, and process disruptions, and incorporating them into BC planning and strategies [59, 

60]. 

The standard emphasizes risk-based thinking, which is essential in evaluating how automation 

affects business continuity. By identifying and mitigating automation-related risks, 

organizations can ensure that their automated processes do not become single points of failure 

in the event of a disruption. The ISO 22301:2019 standard also stresses the importance of clear 

communication and incident response planning, which must include automated processes to 

ensure seamless recovery. 

Furthermore, mapping the relationship between ISO 22301:2019 and the IEEE 2755.2:2020 

standard provides a framework that guides organizations in aligning their automation initiatives 

with business continuity standards. This mapping offers a holistic view of how intelligent 

automation can be leveraged to enhance BC strategies while ensuring that technology 

deployments adhere to established principles of resilience [7]. The research demonstrates how 

to integrate these standards, enabling organizations to create a cohesive strategy that 

incorporates automation into BC plans, thereby ensuring the continuity of critical operations. 



 

 

Ultimately, ISO 22301:2019 provides a structured methodology that organizations can use to 

align their automation initiatives with BC objectives, reinforcing their resilience efforts [61, 

62, 63, 64, 65]. By embedding RPA and IPA into BCMS, organizations can streamline their 

response to disruptions, reduce downtime, and maintain the continuity of critical services, all 

while leveraging the efficiency and speed of automation. 

1.4. Contributions 

Given the objective of this thesis, the primary expected contributions lie in the theoretical 

exploration of integrating RPA and IPA within the context of BC. This research offers substantial 

contributions to both academic discourse and practical applications. Through a thorough analysis 

of existing frameworks and industry practices, this research provides valuable insights into the 

alignment of automation technologies with BC strategies. By mapping the relationship between 

IEEE 2755.2:2020 and ISO 22301:2019 standards, the thesis establishes a structured approach to 

embedding process automation within BC management systems. This approach ensures that 

organizations can optimize their automation initiatives while maintaining resilience against 

disruptions. 

The research specifically targets the banking sector due to its critical role in the financial ecosystem 

and its high regulatory demands. This sector is uniquely impacted by automation because of the 

stringent compliance requirements and the significant volume of transactions processed, which 

demand precision and accountability. Therefore, one of the studies focuses on how automation 

technologies, particularly in auditing practices within banks, can uphold and enhance regulatory 

compliance and operational integrity. This approach not only addresses the sector-specific 

challenges but also provides valuable insights that apply to other areas of the financial industry. 

The article on auditing in the banking sector thus serves as a pivotal component of the research, 

illustrating practical implementations and the tangible benefits of integrating RPA and IPA into 

existing auditing frameworks in a highly regulated environment. The work offers a comprehensive 

exploration of how auditing practices can adapt to the challenges presented by automation. It 

emphasizes the importance of maintaining rigorous standards to ensure that BC is not compromised 

in highly regulated environments. By examining the evolving role of auditors in an automated 

landscape, the research contributes to the development of best practices for integrating automation 

into existing auditing frameworks [66]. 

Addressing the risks posed by RPA and IPA, the thesis provides a framework for identifying and 

mitigating disruptions in automated processes. The analysis delves into the challenges that 

automation introduces to critical business functions, offering practical guidelines for organizations 

to assess and manage these risks effectively. By highlighting the potential vulnerabilities of 
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automation systems, the research advocates for a proactive approach to risk management that 

supports uninterrupted business operations. 

Additionally, the thesis explores the governance and human capital dynamics of RPA and IPA 

integration. It emphasizes the need for a balanced approach that considers the interplay between 

technology and human resources. The research presents strategies for ensuring successful RPA 

adoption while maintaining BC, addressing the complexities of change management, workforce 

adaptation, and governance. This holistic perspective on automation integration offers actionable 

insights for organizations seeking to maximize the benefits of automation while ensuring that 

governance and workforce challenges are effectively managed. 

In summary, the thesis provides a comprehensive framework for understanding and addressing the 

challenges and opportunities that arise from integrating automation technologies into business 

continuity strategies. Its findings significantly contribute to the fields of BC, auditing, risk 

management, and governance, offering actionable insights for practitioners and advancing 

academic discourse in these areas. 

1.5. List of publications 

In the development of this thesis, rigorous original research was conducted, holding distinctive 

merit and demonstrating its capacity for independent publication. The primary objective was to 

ensure that our research subjects made a significant impact on the field, underwent rigorous peer 

review, and attained scientific recognition by being published in reputable journals. This objective 

was realized through a meticulous approach to the research problem that permeated the entire thesis 

development process.  

It is imperative to highlight that the thesis team assumed comprehensive responsibility for all 

published papers. The PhD candidate, as the primary author, played a pivotal role in leading the 

research, while the co-authors provided indispensable support through consistent mentoring and 

critical supervisory contributions. The accepted articles and submitted articles, along with details 

about the journals where they were published, are presented below in Figure 1.3. It was employed 

the SCImago Journal Rank (SJR) to populate the data depicted in Figure 1.3. The SJR indicator is 

utilized to measure the scientific influence of academic journals. It considers not only the number 

of citations a journal receives but also the prestige of the journals from which these citations 

originate. This dual consideration is critical for accurately gauging a journal's influence and 

prestige. 

If scientific impact is related to the number of endorsements a journal receives in the form of 

citations, then prestige can be understood as a combination of both the number of endorsements 

and the prestige or importance of the journals issuing these citations. The SJR indicator assigns 



 

 

different values to citations based on the importance of the journals they come from. Thus, citations 

from highly prestigious journals are more valuable and, consequently, confer more prestige on the 

journals that receive them. The calculation of the SJR indicator is similar to the Eigenfactor score. 

However, SJR is based on the Scopus database, while the Eigenfactor score relies on the Web of 

Science database. The image highlights various research areas, such as Business Continuity and 

Intelligent Process Automation, and showcases journals with their corresponding SJR values, 

which reflect their scientific impact and prestige within their respective fields. 

This nuanced approach to evaluating journal influence underscores the importance of considering 

both citation counts and the prestige of citing journals, providing a more comprehensive measure 

of a journal's scientific impact. The recommended citations for these articles are as follows: 

Published Articles: 

1. J. Brás, R. Pereira, and S. Moro, ‘‘Intelligent process automation and business 

continuity: Areas for future research,’’ Information, vol. 14, no. 2, p. 122, Feb. 2023, 

doi: 10.3390/info14020122. 

Impact Score: 3.1 

 

2. J. Cascais Brás, R. F. Pereira, S. Moro, I. S. Bianchi and R. Ribeiro, "Understanding 

How Intelligent Process Automation Impacts Business Continuity: Mapping 

IEEE/2755:2020 and ISO/22301:2019," in IEEE Access, vol. 11, pp. 134239-

134258, 2023, doi: 10.1109/ACCESS.2023.3337159. 

Impact Score: 3.9 

 

3. José Cascais Brás, Ruben Filipe Pereira, Micaela Fonseca, Rui Ribeiro, Isaias 

Scalabrin Bianchi, “Advances in Auditing and Business Continuity: A Study in 

Financial Companies”, in Journal of Open Innovation: Technology, Market, and 

Complexity, 2024, 100304, ISSN 2199-8531, 

https://doi.org/10.1016/j.joitmc.2024.100304. 

 Impact Score: 4.3 

Submitted Articles: 

4. Title: "Risk Impacts Related to Robotic Process Automation: A Business Continuity 

Perspective." 

Authors: José Cascais Brás, Ruben Pereira, Isaias Scalabrin Bianchi, Pedro Brites, Rui 

Ribeiro. 

Journal: Schmalenbach Journal of Business Research 

Submission Date: 04/29/2023 

Impact Score: 11.3 

5. Title: "Balancing Business, IT, and Human Capital: RPA Integration and Governance 

Dynamics." 

Authors: José Cascais Brás, Ruben Pereira, Marcela Mello, Sérgio Moro, Isaias 

Scalabrin Bianchi. 

Journal: SAGE Open 

Submission Date: 03/05/2023 

Impact Score: 2.0 
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1.6. Thesis research design 

Figure 1.4 illustrates the result of the first article, the centrepiece of the figure, which was a result 

of the initial research that ended up shaping the fundamental structure of the thesis, portraying the 

interconnected nature of the articles that make up the body of the research. The first article sets the 

stage by establishing the motivation and fundamental areas for research that underpin the thesis. 

The subsequent articles build on this foundation, linking key aspects of Intelligent Process 

Automation with governance, risk management, and compliance. Each article addresses distinct 

yet overlapping areas within the thematic clusters of technology, business continuity, and 

compliance, contributing to a comprehensive understanding of the impact of automation in 

organizational settings. This visual representation emphasizes the progression and integration of 

topics that collectively enhance the robustness of business continuity strategies through the 

application of governance and risk management frameworks. The articles are structured to 

progressively build upon each other, elaborating on the nuances of automation within the 

framework of established business continuity and governance structures. For example, one article 

might explore the technical implementations of automation, while another examines the 

implications of these technologies on compliance and risk management. This layered approach 

allows the thesis to cover the subject matter comprehensively, addressing both the micro-level 

details and their macro-level implications on business strategies. 

Moreover, the visual representation in the diagram highlights the methodical progression and 

integration of these topics, illustrating how they collectively contribute to strengthening business 

continuity strategies. By mapping out the connections between the articles and the core themes they 

explore, the diagram emphasizes the strategic alignment of governance and risk management 

frameworks with technological advancements in automation. This not only reinforces the thesis's 

argument about the benefits of Intelligent Process Automation but also underscores the importance 

of a well-coordinated approach in managing the complexities introduced by these technologies. 

The research approach adopted in this thesis is both systematic and iterative, ensuring each article 

not only stands on its own merit but also seamlessly connects with the others to form a 

comprehensive narrative. The methodical planning and execution of this research demonstrate a 

thorough academic approach that provides valuable insights into integrating cutting-edge 

technologies within traditional business frameworks. This study aims to enhance operational 

efficiency and resilience, addressing the challenges posed by digital transformation. 



 

 

 

Figure 1.3 - Publications list. 
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1.7. Thesis organization 

This thesis adopts an article-based format, allowing for focused contributions to scientific literature 

while aligning with the overarching goals of the research. The arrangement supports the efficient 

dissemination of high-quality material for reputable journals, as detailed in Section 1.4 and 

subsequent chapters. 

Chapter 1: Introduction 

The introductory chapter outlines the research theme and proposal, providing essential concepts 

that support subsequent chapters. It also lists the publications included in this thesis and offers a 

structural overview of the work. 

Chapters 2 to 4: Published Articles 

Each of these chapters is devoted to a published article that comprises part of this thesis. Per journal 

standards, each article is formatted as an independent document, complete with its sections, 

abstracts, references, and pagination. Despite this independence, each article directly contributes 

to the overarching objectives of the thesis. The chapters are organized chronologically by 

publication date, as illustrated in Figure 1.3. 

Chapters 5 to 6: Submitted Articles 

Chapters 5 through 6 are dedicated to articles that have been submitted for peer review and are 

integral to this thesis. Each article is presented as a distinct entity, adhering to the standard format 

required by academic journals, which includes individual sections, abstracts, references, and 

pagination. Although each article stands on its own, it significantly supports the cumulative goals 

of this thesis. The arrangement of these chapters follows the chronological order of their 

submission, as depicted in Figure 1.3. 

Chapter 7: Conclusion 

The concluding chapter synthesizes the main research findings, summarizing the key insights 

gained from the published articles. It provides a comprehensive thesis summary, drawing 

overarching conclusions and offering final remarks, limitations, and suggestions for future 

research. 



 

 Figure 1.4 - Thesis research design 
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Chapter 2  
Article nr. #1 – “Intelligent Process Automation and Business 

Continuity: Areas for Future Research” 

This article forms the basis and motivation for this thesis. The research presented in this article 

served as a crucial foundation, having been developed and expanded during the thesis process, 

thereby fitting within its scope. The study aimed to identify the areas most critical for future 

research by exploring the intersection of RPA and IPA with BC. It conducted a thorough review of 

current literature and industry reports, revealing gaps in understanding the relationship between 

these technologies and BC. 

The article served as a foundational piece for this thesis, identifying key areas for further research 

which the thesis subsequently explored. It stressed the significance of integrating IPA with 

recognized standards like IEEE 2755.2:2020 and ISO 22301:2019, a theme detailed in the thesis 

through an analysis of how IPA impacts business continuity. It also highlighted the influence of 

automation on risk management, explored in depth with a focus on the specific risks associated 

with RPA in the thesis. Moreover, the article called attention to the need for investigations into 

governance and human capital dynamics within automation, which the thesis addressed, analysing 

how these factors are integrated within RPA strategies. Overall, the article laid the groundwork for 

examining the broader implications of automation technologies in governance, risk management, 

and compliance, ensuring alignment with business continuity frameworks. 

Article details: 

• Title: Intelligent Process Automation and Business Continuity: Areas for Future Research. 

• Date: 09/02/2023. 

• Journal: Information (Switzerland). 

• Scimago Journal Rank: Quartile 2 – Information Systems. 

• Publisher: MDPI. 
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Figure 2.2 - BCM evolution phases (adapted from [27,36]). 

Figure 2.1 - Google trends for BC, RPA, IPA and IA, 2010-2022 (Adapted from [20-23]) 
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Figure 2.3 - Inter-domain touchpoints for IPA/RPA and BC. 
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Figure 2.4 - Prisma Flowchart (adapted from [76]). 



 

 

 

Table 2.1 - Inclusion and exclusion criteria used. 
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Figure 2.5 - The relationship between SLR, GLR and MLR [78]. 

Table 2.2 - Spectrum of "white", "grey" and excluded literature (adapted from [78]). 



 

 

 

Figure 2.6 - Multivocal literature review phases and steps adopted in this research. 
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Table 2.3 - Group of key findings related to governance, risk and compliance. 
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Table 2.5 -  Group of key findings related to people/processes/technology. 

Table 2.4 - Key findings for BC. 



 

 

Figure 2.7 - Main areas identified for further investigation. 
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Chapter 3  
Article nr. #2 – “Understanding How Intelligent Process 

Automation Impacts Business Continuity: Mapping 

IEEE/2755:2020 and ISO/22301:2019” 

This article, while not the primary basis of the thesis, is an essential component, reinforcing the 

connection between the IEEE 2755.2:2020 standard and ISO 22301:2019. It serves as a significant 

contribution by providing important insights into how these standards can be mapped to better align 

IPA with BC. The research offers valuable input for both scholars and practitioners, emphasizing the 

importance of aligning automation systems with BC frameworks to enhance resilience. The article's 

insights into aligning IPA practices with established standards have proven instrumental in guiding the 

integration of automation technologies within the scope of business continuity. 

It analyses the relationship between the IEEE 2755.2:2020 standard, which offers guidelines for IPA 

systems, and the ISO 22301:2019 standard, which outlines BCMS requirements. It developed and 

expanded the research during the thesis process, making it integral to its scope. The article identified 

key areas for further exploration, such as aligning IPA practices with BC standards to enhance 

resilience. It emphasized the importance of integrating automation systems with BC frameworks to 

streamline business processes while maintaining operational resilience. The study also highlighted the 

influence of automation on risk management, explored in-depth in the thesis, focusing on specific risks 

related to RPA within BC strategies. Furthermore, the article called attention to the need for 

investigations into governance and human capital dynamics within automation, which the thesis 

addressed by analysing how these factors are integrated within RPA strategies. Overall, this research 

laid the groundwork for examining the broader implications of automation technologies in 

governance, risk management, and compliance, ensuring alignment with business continuity 

frameworks. 

Article Details: 

• Title: "Understanding How Intelligent Process Automation Impacts Business Continuity: 

Mapping IEEE/2755:2020 and ISO/22301:2019." 

• Date: December 4, 2023 

• Journal: IEEE Access 

• Scimago Journal Rank: Quartile 1 - Computer Science (all), Electrical and Electronic 

Engineering (all), Materials Science (all) 

• Publisher: IEEE  
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Table 3.1 - Standards to support business continuity. 
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Table 3.2 - Standards to support process automation. 

Figure 3.1 - DSR: Design and development of the mapping of 

both standards. 
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Figure 3.2 - Merge of PDCA, ISO/22301:2019 and IEE/2755:2020 clauses. 



 

 

  



 

75 

  

Table 3.3 - Semi-structured questionnaire for evaluation of 

the proposed clauses mapping. 



 

 

  

Table 3.5 - Details about the semi-structured questionnaire in the evolution. 

Table 3.4 - Details about the participants. 
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Table 3.6 - Details about the questions done to the participants and their results. 



 

 

  



 

79 

  

Table 3.7 - PDCA Cycle, clauses of ISO 22301:2019 and IEEE 2755.2:2020. 



 

 

  

Table 3.8 - PDCA, ISO 22301:2019 & IEEE 2755.2:2020 outcomes. 
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Table 3.9 - (Continued) PDCA, ISO 22301:2019 & IEEE 2755.2:2020 outcomes. 



 

 

  

Table 3.10 - Comments - questions 1 to 3). 
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Table 3.11 - (Continued) Comments questions 4 to 6. 



 

 

  

Table 3.12 - (Continued) Comments questions 7 to 8. 
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Chapter 4  
Article nr. #3 – “Advances in Auditing and Business Continuity: 

A Study in Financial Companies” 

This article provides crucial insights into the integration of IPA within business continuity auditing, 

specifically focusing on the Portuguese banking sector. The research offers a detailed analysis of 

how automation is transforming the audit process, emphasizing its importance for reinforcing 

operational efficiency and enhancing cost savings. It underscores the pivotal role of auditors in 

navigating technological advancements to safeguard business continuity. By introducing a 

comprehensive application that automates critical audit activities, such as communication, 

information requests, and final report submissions, the study demonstrates how automation can 

liberate auditors from routine tasks. The incorporation of business intelligence further enhances 

this automation framework, enabling a meticulous analysis of key performance indicators within 

audit departments. 

The article serves as an essential contribution to understanding the transformative potential of 

automation in auditing. It provides a replicable framework for organizations aiming to strengthen 

their business continuity efforts through technological integration. By focusing on the Portuguese 

banking sector, the study offers empirical insights into how automation supports decision-making 

processes, improves operational resilience, and alleviates auditors from repetitive tasks. 

Article Details: 

• Title: "Advances in Auditing and Business Continuity: A Study in Financial Companies." 

• Journal: Journal of Open Innovation: Technology, Market, and Complexity (JOItmC) 

(ISSN 2199-8531) 

• Date: 05/16/2024 

• Scimago Journal Rank: Quartile 1 - Business and Management 

• Publisher: Elsevier  
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Figure 4.1 - DSRM Workflow diagram. 
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Figure 4.3 - Objectives of a solution 

Table 4.1 - Top 5 best RPA tools (adapted from (Software Testing Help, 2023)). 

Figure 4.2 - The relationship between SLR, GLR and MLR. 



 

 

  

Table 4.2 - Spectrum of the "White", "Grey" and Excluded literature . 
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Figure 4.4 - Process stages for MLR: Planning, Conducting, Reporting 

Table 4.4 - Filters used in the literature review. 

Table 4.5 - Inclusion and Exclusion Criteria. 

Table 4.6 - Review conclusions. 

Table 4.7 - Audit Processes (Adapted from (Chicago State University, 2023)). 

Table 4.3 - Risks of RPA in Audit 



 

 

  

Table 4.9 - Benefits of RPA in Audit. 

Table 4.8 - Identified targeted risk categories for implementing a 
program with RPA and AI  
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Figure 4.5 - Communication Email Output 

Figure 4.6 - Information Flowchart. 



 

 

  

Figure 4.7 - Information Request email output. 

Figure 4.8 - Output Final Report email (Adapted) (Stephen S., 2020). 

Table 4.10 - Findings Status (example). 
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Figure 4.10 - Final Report Flowchart 

Figure 4.9 - Databases scheme.  



 

 

  

Figure 4.11 - Power BI Dashboard. 

Table 4.11 - Profile of Auditors in Portuguese Banks: Qualifications, Age, & 
Gender Distribution. 
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Table 4.13 - Semi-structured questionnaire for evaluation of the purposed 
artifact. 

Table 4.12 - Auditor Attitudes Towards Automation in Audit Processes. 
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Chapter 5  
Article nr. #4 – “Risk Impacts Related to Robotic Process 

Automation: A Business Continuity Perspective.” 

This article provides an important perspective on the risks associated with the adoption of RPA 

from a business continuity perspective. It underscores the significant shift towards digital 

transformation and highlights how RPA has become increasingly integral to organizational 

operations. Despite its potential benefits in terms of cost reduction and efficiency, RPA also 

introduces notable risks due to its dependence on software components governed by predefined 

rules. The research identifies and analyzes key risk factors that may emerge from the integration of 

RPA in organizational contexts. It classifies these risks into various categories, such as operational, 

strategic, regulatory, and security risks, and examines how they intersect with the fundamental 

concepts underpinning RPA. The study provides an in-depth exploration of how automation 

technology's inherent risks can potentially disrupt critical business processes if not carefully 

managed. 

Furthermore, the article lays out a framework for understanding and mitigating these risks to 

safeguard business continuity. It provides researchers and practitioners with structured insights into 

how to address the challenges of automation, emphasizing the importance of aligning automation 

strategies with robust risk management practices. The research emphasizes the necessity for 

organizations to carefully assess and adapt their risk management frameworks to ensure that the 

adoption of RPA enhances, rather than undermines, business continuity. 

Article Details: 

• Title: "Risk Impacts Related to Robotic Process Automation: A Business Continuity 

Perspective." 

• Journal: Schmalenbach Journal of Business Research. 

• Submission Date: 04/29/2023 

• Publisher: Springer. 

• Scimago Journal Rank: Quartile 1 – Business, Management and Accounting 
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Figure 5.1 - RPA Conceptual model of main concepts around RPA and their relationships. 
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Figure 5.2 - BCM evolution phases (adapted from [28]). 



 

 

  

Figure 5.3 - The relationship between SLR, GLR and MLR. 
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Table 5.1 - Spectrum of the #White#, "Grey", and Excluded literature (Adapted from [38]). 



 

 

  

Figure 5.5 - MLR phases and steps adopted in the research (adapted from [38]). 

Figure 5.4 - Interest of Robotic Process Automation over time - google trends [48]). 
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Table 5.2 - Inclusion and Exclusion criteria used. 
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Figure 5.6 - Followed Multivocal Literature Review process (adapted from [59]). 



 

 

  

Table 5.3 - Filters in the MLR protocol. 
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Figure 5.7 - Categories of Risk Factors 



 

 

  

Table 5.4 - Risk Factors associated with Management: Major findings corresponding references. 
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Table 5.5 - Findings related to Operational Risk Factors and their references. 



 

 

  

Table 5.6 - Key Governance Risk Factors perspectives and their references. 
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Table 5.7 - list of critical Technology Risk Factors and their references. 



 

 

  

Table 5.8 - Risk Factors associated with Security: Key findings and their references. 
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Table 5.9 - Risk Factors related to Resources and their reference sources. 



 

 

  

Table 5.10 - Critical Business Risk Factors in RPA Integration with Author References 
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Table 5.11 - data Risk Factors in RPA Operations and Reference Sources. 

Figure 5.8 - Integration of Risk Factors and Key Concepts in RPA Implementation. 

Table 5.11 – Data Risk Factors in RPA Operations and References Sources 

Figure 5.8 – Merge of Risk Factors with the main concepts around RPA implementation and their relationships 
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Chapter 6  
Article nr. #5 – “Balancing Business, IT, and Human Capital: 

RPA Integration and Governance Dynamics.” 

This article provides significant insights into the dynamics of integrating RPA with governance, 

business, and IT, emphasizing its profound impact on human capital. Through a comprehensive 

multivocal literature review, the article offers crucial insights into the challenges and best practices of 

integrating RPA into corporate governance structures. 

The study explores the intricate relationship between business, IT, and RPA governance, detailing how 

process automation can be effectively managed to foster procedural standardization, enhance 

efficiency, and ensure compliance with regulatory frameworks. It further underlines the vital role of 

change management and employee engagement in securing the successful implementation of RPA 

initiatives, highlighting the importance of upskilling and empowering employees to work effectively 

alongside automated systems. 

The article also emphasizes that human capital management is essential in the age of automation. It 

calls attention to the need for organizations to cultivate a culture of continuous learning and 

adaptability, preparing employees to embrace automation technologies. This research sheds light on 

the complexities involved in aligning RPA integration with governance frameworks, stressing that 

automation technologies must contribute to organizational efficiency without compromising 

compliance or operational integrity. 

Article Details: 

• Title: "Balancing Business, IT, and Human Capital: RPA Integration and Governance 

Dynamics." 

• Submission Date: 03/05/2023 

• Journal: Sage Open 

• Publisher: SAGE Publishing 

• Submission Date: 03/05/2023 

• Scimago Journal Rank: Quartile 1 – Business and Management 
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Figure 6.1 - Google Trend for Robotic Process Automation 
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Figure 6.2 - Types of governance. 
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Figure 6.3 - How the IT governance is divided. 
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Figure 6.4 - Venn diagram showing the relationship of SLR, GLR and MLR studies. 



 

 

  

Table 6.1 - Distribution between "white", "Gray" literature and "Black" literature. 

Figure 6.5 - Phases adopted in this research (adapted from [39]). 
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Table 6.2  - Inclusion/Exclusion criteria used. 

Figure 6.6 - MLR filters used (adapted from [39]). 
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Figure 6.7 - Relationship between governances. 



 

 

  

Table 6.3 - Findings related to the research. 
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Figure 6.8 - Relationship between topics. 
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Table 6.4 - Information about the interviews. 
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Table 6.6 - Summary of closed-ended responses. 

Table 6.5 - Results resume with major topics found. 
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CHAPTER 7  

Conclusions 

This concluding chapter offers a comprehensive synthesis of the key findings presented in this 

thesis, structured into four main sections. The first and most extensive section, the summary 

and discussion, explores the essential outcomes of the research articles generated throughout 

this thesis, providing a comprehensive analysis of the results derived from testing the proposed 

conceptual framework. The concluding remarks furnish critical insights and contributions, 

illustrating how both scholars and practitioners can leverage these findings. The section on 

limitations acknowledges the constraints and challenges encountered during the research, 

addressing the scope of the study, the rapid evolution of technology, cultural influences, and 

the integration of automation technologies within business continuity frameworks, which may 

affect the applicability and scalability of the findings across different organizational and 

cultural settings. Lastly, the future work section highlights promising ways for further 

investigation and research, building upon the foundation established by this thesis. 

7.1. Summary and Discussion 

This thesis studies the integration of RPA and IPA into BC frameworks. It underscores the 

importance of aligning these automation technologies with GRC structures to ensure 

operational resilience and effectiveness. Through a comprehensive analysis, the thesis explores 

the intersection of RPA/IPA with standards like IEEE 2755:2020 and ISO 22301:2019, 

demonstrating how automation can enhance business continuity strategies while navigating the 

complexities of governance, security, risk, and compliance. 

The research covers the impact of automation on auditing, focusing on the unique challenges 

faced by the financial sector. Additionally, it explores the risks that RPA and IPA can introduce 

into business operations and provides insights into mitigating these risks through robust 

frameworks. The study also examines the role of governance and human capital in effectively 

managing the transition to automation. By exploring these themes, the thesis contributes 

significantly to understanding how organizations can harness automation technologies to 

enhance business continuity while maintaining operational efficiency and resilience. 

The findings of this thesis reveal that RPA and IPA offer substantial opportunities to streamline 

business processes and enhance operational resilience, provided that their integration is 

managed within a comprehensive framework. A strategic approach to implementing RPA and 

IPA technologies is crucial, aligning them with BC strategies to harness their full potential 

while mitigating the inherent risks. 



 

 

  

Governance 

Governance plays a pivotal role in guiding the implementation of automation, ensuring that 

clear policies, risk management practices, and compliance standards are in place. Effective 

governance frameworks ensure that automation initiatives align with an organization's broader 

objectives while adhering to industry standards and regulatory requirements. By establishing 

clear guidelines for the deployment and management of RPA and IPA, organizations can avoid 

pitfalls such as inefficiencies, security vulnerabilities, and non-compliance, which can arise 

from inadequate oversight. 

Risk Management and Compliance 

The research emphasizes the importance of security and compliance, particularly in sectors like 

finance, where automation is reshaping traditional auditing practices. As automation increases 

the organization's exposure to cyber threats and compliance risks, it is imperative to implement 

risk management frameworks that anticipate and address these vulnerabilities. Compliance 

with industry standards like IEEE 2755.2:2020 and ISO 22301:2019 helps organizations 

navigate the complex regulatory landscape, ensuring that automated processes are secure and 

aligned with legal requirements. Failing to adhere to these standards can result in costly 

penalties, reputational damage, and disruptions to business continuity. 

Risk Impacts and Business Continuity Planning 

The analysis of risk impacts reveals that organizations need to update their BC plans to account 

for the new dependencies and vulnerabilities that automation introduces. RPA and IPA change 

the nature of dependencies in workflows, potentially creating new points of failure that must 

be addressed in BC strategies. A proactive approach to risk management, involving the 

identification of potential disruptions and the implementation of contingencies, is crucial to 

ensure that organizations can swiftly recover from automation failures. Automated processes 

should be designed with redundancies and fail-safes to prevent a single point of failure from 

causing widespread operational disruption. 

Human Capital and Change Management 

The thesis also highlights the human capital challenges associated with automation, 

emphasizing the need for organizations to manage the transition effectively. Automation 

introduces changes that can redefine roles and responsibilities, necessitating change 

management strategies and workforce training. Employees need to be equipped with the skills 

required to work alongside automated systems, and resistance to change must be managed to 

avoid undermining the effectiveness of automation initiatives. By fostering a culture that 
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embraces change and continuous learning, organizations can better integrate RPA and IPA 

technologies into their operations. 

Audit and Automation 

Another important aspect highlighted is the impact of automation on auditing practices. As 

financial institutions increasingly adopt RPA and IPA, there is a need to redefine traditional 

auditing practices to address the complexities introduced by automation. Automated processes 

require rigorous auditing to ensure compliance and to detect any anomalies that could indicate 

fraud or operational issues. This thesis provides insights into how organizations can evolve 

their auditing frameworks to meet the demands of the automated era. 

In conclusion, this thesis provides valuable insights into the integration of RPA and IPA into 

business continuity frameworks. By aligning automation initiatives with standards, governance 

structures, and BC objectives, organizations can harness the benefits of automation while 

maintaining operational resilience and compliance. The research emphasizes the need for a 

holistic approach that integrates technology with governance, risk management, compliance, 

and change management to ensure that RPA and IPA deliver their intended benefits without 

compromising the organization's ability to respond to disruptions effectively. 

7.2. Final Remarks 

From a practical perspective, the integration of RPA and IPA into BC frameworks is most 

effective when individuals within the organization understand and actively engage with the 

governance structures guiding these technologies. This understanding emerges when 

individuals recognize that automation is implemented through a well-structured system of 

policies and best practices, which they are encouraged to utilize to enhance organizational 

resilience. By effectively aligning RPA and IPA initiatives with robust GRC frameworks, 

organizations can create an environment that fosters ownership, responsibility, and 

commitment among employees. Leaders play a crucial role in cultivating this culture of trust 

and responsibility, ensuring that employees have the resources and support needed to 

effectively manage automated workflows and maintain business continuity. 

As a result of this thesis, organizations aiming to promote positive behaviours among their 

employees, such as taking ownership of automated processes, participating in governance 

frameworks, and ensuring continuity in operations, can benefit in two significant ways. First, 

they can work towards refining their governance frameworks to align more closely with 

automation technologies. This involves developing policies, training programs, and 

communication channels that support automation goals, thus creating an environment where 



 

 

  

employees recognize the value and effectiveness of RPA and IPA mechanisms, leading to 

improved business continuity. Second, organizations can foster a culture of trust, open 

communication, and collaboration by encouraging creativity and innovation, rewarding 

employees for effectively managing automated processes, and promoting a shared sense of 

responsibility for business continuity. 

In sum, the findings of this thesis underscore the importance of aligning GRC frameworks with 

automation technologies to enhance business continuity. By fostering a culture of awareness 

and responsibility at the management level, organizations can improve their governance 

structures and ensure that employees actively contribute to automation strategies, ultimately 

enhancing operational resilience. 

This thesis contributes significantly to the body of knowledge on RPA, IPA, and BC 

management. It bridges the gap between automation technologies and business continuity by 

exploring the previously under-researched intersection of automation and BC. Moreover, it 

considers governance and risk management as critical factors in managing automation, with an 

emphasis on international standards that guide these practices. While prior research on RPA 

and IPA has primarily focused on efficiency improvements, this thesis provides new insights 

by demonstrating how these technologies can be aligned with BC strategies to improve 

organizational resilience. Finally, this thesis highlights the importance of integrating 

automation with governance and risk management to align IT strategies with business 

objectives and enhance organizational effectiveness. 

7.3. Limitations 

While this research provides valuable insights, it is important to acknowledge its limitations. The 

scope of the current study is confined to the specific contexts in which the automation technologies 

were tested, which may not accurately reflect all organizational or industrial environments. 

Additionally, the rapid evolution of technology could quickly outpace the frameworks and 

strategies suggested, necessitating continual updates and reassessment of the proposed solutions. 

Moreover, the impact of cultural differences on the adoption and effectiveness of automation 

technologies remains underexplored and could significantly affect the generalizability of the 

findings. This is particularly relevant as automation technologies are deployed across diverse global 

settings, where cultural variables can influence both the implementation and outcomes of such 

technologies. 

Detailed investigations into specific risks associated with newer automation technologies, 

especially in sensitive industries, remain sparse. Additionally, the psychological impacts of 
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automation on employees and resistance to change are not comprehensively covered, indicating a 

gap in understanding the full spectrum of human capital management in automated environments. 

Furthermore, the integration of these technologies within business continuity plans is not fully 

explored, particularly the long-term impacts on organizational resilience during disruptions. The 

research on how automated systems can be designed to be robust enough to support business 

continuity during crises is still developing. 

Future research should address these limitations by expanding the variety of test environments, 

developing specific methodologies for advanced automated systems, and updating strategies in line 

with technological advancements. Studies should also consider the psychological and cultural 

impacts more comprehensively to enhance the adaptability and effectiveness of automation 

technologies across different global contexts. Additionally, further exploration into how 

automation can be embedded into business continuity frameworks to ensure operational resilience 

under various scenarios would be beneficial. This includes assessing the effectiveness of automated 

processes in real crises and refining business continuity strategies accordingly. 

7.4. Future Work 

The future work outlined emphasizes the need for continued research in several critical areas. 

Expanding automation frameworks to meet diverse industry requirements, developing 

specialized risk management strategies, and understanding the impact on human capital more 

in-depth are essential next steps in understanding in more detail the integration of automation 

into BCM. Moreover, examining the evolving role of auditing and compliance in an automated 

context will further refine our understanding of how automation influences business processes. 

By addressing these areas, future research will significantly enhance our understanding of RPA 

and IPA in organizational contexts: 

1. Expanding Frameworks for Automation Integration: 

One of the areas ripe for future exploration is the expansion of existing frameworks that 

guide the integration of RPA and IPA into BCM. By conducting further research into 

how these frameworks can be enhanced and adapted for different industries and 

organizational contexts, future studies can provide more comprehensive guidelines that 

cater to diverse needs. This includes tailoring frameworks for sectors with specific 

regulatory and operational requirements, such as healthcare or finance, and examining 

how industry-specific regulations interact with automation technology. 

2. Risk Management Strategies in Automated Environments: 



 

 

  

Future research should delve deeper into developing effective risk management 

strategies that are specifically tailored to automated environments. Understanding the 

nuances of new risks introduced by RPA and IPA technologies and how these interact 

with existing BC plans is crucial. Studies can explore risk mitigation techniques, from 

process redundancies to cybersecurity measures, that organizations can employ to 

safeguard their operations in an increasingly automated landscape. 

3. Human Capital and Organizational Change Management: 

A significant aspect of integrating automation into business processes involves 

managing the impact on human capital. Future work should focus on the change 

management strategies required to facilitate the transition of the workforce into an 

automated environment. This involves exploring ways to upskill employees, address 

resistance to change, and ensure seamless integration of human and automated 

workflows. 

4. Auditing and Compliance in Automated Systems: 

The evolving role of auditing in the age of automation is another area requiring further 

exploration. Research can focus on developing new methodologies for auditing 

automated systems to ensure compliance with internal policies and external regulations. 

This involves examining how auditors can leverage automation for improved auditing 

processes and how new auditing frameworks can be developed for an automated 

environment. 
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