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Nowadays, software development happens at a fast pace. At the same time, Information Technology organizations face higher
demands and competition while struggling with external threats such as cyberattacks. Therefore, many organizations adopt
DevOps as a working culture to improve their Software Development Lifecycle (SDL). However, the success of DevOps
adoption remains inconsistent, and recently, IEEE introduced a DevOps standard that might help improve DevOps adoption.
The standard mentions DevSecOps as the security aspect of DevOps, adding security practices to the SDL from inception,
but what are these practices or capabilities? Which tools can be used to implement these practices? Therefore, a Multivocal
Literature Review was performed to identify DevSecOps practices and their definitions, and which tools can be used to

implement them.
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1 Introduction

Nowadays, customers and users expect faster responses
to their constantly changing requirements. As a result, IT
organizations face higher demands for shorter software
development release cycles [1]. At the same time, organiza-
tions must manage increasing demands with non-functional
requirements such as security and compliance [2]. As a solu-
tion, organizations recourse to automation and increased
deployment frequencies [3]. With the help of cloud com-
puting, these strategies ultimately evolved into DevOps [4].

DevOps was defined as an organizational approach that
stresses empathy and cross-functional collaboration within
and between teams in software development organizations
to operate resilient systems and accelerate the delivery of
changes [5] [6]. The main benefits of adopting DevOps are
faster time to market, increased quality, and increased orga-
nizational effectiveness [7]. Recent reports show that 70%
of teams release code continuously, once a day, or every few
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days [8]. However, security reports state that the average data
breach cost in 2022 hit a record value of 4.35 million dollars
[9].

DevSecOps is the integration of security practices into
DevOps [10]. There are two schools of thought towards
DevSecOps, one that argues it should not exist as a sepa-
rate label and that security is part of both the Dev and Ops
domain. The other argues that it should be a separate label
as the industry must have an explicit call to action toward
security [6].

The authors of this paper consider that DevSecOps is a
natural extension of DevOps, as argued by the IEEE Standard
for DevOps [11].

The available literature already describes what are the
perceived practices of DevSecOps. In [10], the perceived
DevSecOps practices from the literature are listed.

This research aims to expand the current literature on
DevSecOps practices providing researchers and practition-
ers with a solid foundation for further research. Furthermore,
the study aims to identify tools used to support such prac-
tices, providing practitioners with a reference guide that can
be leveraged to accelerate the adoption of security practices
in organizations.

@ Springer


http://crossmark.crossref.org/dialog/?doi=10.1007/s10207-024-00914-z&domain=pdf

11 Page2of25

L. Prates, R. Pereira

2 Background
2.1 DevOps

DevOps is merging Development (Dev) and Operations
(Ops). Since the coining of the term, the industry had issues
defining what DevOps was. The main challenge summarized
in [12] was whether DevOps was a specific job that required
development and IT operations skills. For others, DevOps is
not only technical skills but also cultural aspects such as col-
laboration, automation, measurement, and sharing (CAMS)
[4] [13].

According to Smeds et al. [14], the definition is expanded
as aset of engineering practices influenced by cultural aspects
and supported by technological enablers. [15] concludes that
DevOps is a software development methodology that empha-
sizes collaboration and integration between development
teams (responsible for creating and modifying software) and
operations teams (responsible for deploying and maintain-
ing software in production environments) where the goal is
to streamline the software delivery process by breaking down
silos and promoting a culture of shared responsibility, com-
munication, and continuous improvement.

The perceived most common DevOps practices in lit-
erature are Continuous Integration, Continuous Delivery,
Continuous Monitoring, and Continuous Testing [14] [16]
[17] [18] [19] [20].

In [16], Amaro et al., discuss and verify that practices
and capabilities are interchangeable terms to describe the
application of a method within the DevOps context.

The perceived benefits of adopting DevOps found in the
literature are Increased Release frequency, improved quality
assurance (QA), and enhanced collaboration and communi-
cation. [19] [20] [21] [22] [23]

DevOps was initially coined in 2009 by Patrick Debois
[24]. Since then, it is possible to find hundreds of papers
studying the topic. The existing literature provides evidence-
based research that DevOps is central to success in Software
Development. Furthermore, major IT companies such as
Google [25] or Dynatrace [26], publish yearly reports on
the State of DevOps that provide valuable insights for all
working within the Software Development context.

2.2 DevSecOps

DevSecOps term is a combination of the DevOps term
merged with Security (Sec) [27] and represents the integra-
tion of security practices into DevOps [10]. In [28], it is
stated that DevSecOps is important because it avoids having
security as an afterthought, which can be costly. DevSecOps
uses the same CAMS principles as DevOps [10] [29]. Table
1, lists and expands the DevOps CAMS principles with the
DevSecOps.
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Table 1 DevOps Principles Explained

Principle DevOps DevSecOps

Culture Collaboration Collaboration with the
between the Security team.
Development and Integration of Security
Operations team in Development and
[30] [31] Operations [32] [33]

Automation Automation of build, =~ Automation of security
deployment, and [35]
testing [34]

Measurement Measures from Metrics that track
business indicators security threats and
to system vulnerabilities [29]
indicators [30]

Sharing Development and Sharing challenges with

oOperations share security team
knowledge, tools, improves the process
and techniques [30] [35]

Fig. 1 DevSecOps flow (adapted from [38])

DevSecOps expands on these principles through Shift
Security to Left [36]. This principle proposes including secu-
rity practices from the earliest stages of the development
cycle [37]. Figure 1 represents the expected DevOps flow
with the integration of security practices.

In Fig. 1, it is possible to identify eleven phases in the
DevSecOps Flow [38] [39] [40].

e Create- In this phase, the focus is on secure code develop-
ment and collaboration among teams to integrate security
from the start.

e Plan—Outlining security requirements, assessing risks,
and ensuring compliance with regulations are done in this
phase.

e Adapt — Implementation of practices that allow to quickly
respond to change while maintaining security.

e Verify —In this phase, security tests and vulnerability iden-
tification are performed.

e Preproduction — Set of final checks and tests before releas-
ing the application into production.

e Release — Continuous deployment of applications to pro-
duction while ensuring compliant and secure configura-
tions.
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WL

GL

« Preprints

« c-Prints

« Technical reports
Lectures

« Published Journal Papers
Conference proceedings
« Books « Da

ita sets.
« Audio-Video (AV) media
Blogs

Fig.2 Venn Diagram showing the spectrum of literature for MLR stud-
ies (Adapted from [39])

e Predict—Proactive anticipation of potential security issues.

e Respond — Preparation for managing security incidents to
mitigate damages.

e Detect — Proactive and continuous monitoring that detects
security threats in real-time.

e Configure — The focus is on maintaining and securing
application and infrastructure configurations.

3 Multivocal literature review

This research adopts a Multivocal Literature Review (MLR)
as the research methodology (RM). An MLR is a type of Sys-
tematic Literature Review (SLR) [41]. An SLR is a means of
identifying, evaluating, and interpreting all available research
relevant to a particular research question, topic area, or phe-
nomenon of interest [42]. An MLR expands the SLR, but
contrary to an SLR, which focuses on formal literature, also
known as white literature (WL), it also incorporates grey lit-
erature (GL) like blogs, videos, web pages, and white papers
[43], as shown in Fig. 2.

Since the early nineties, researchers have conducted
MLRs in fields such as education [44] and Medicine [45].
Within Software Engineering (SE), MLRs are being under-
taken as exploratory studies [46] [47] and are seen as
beneficial due to the practical nature of the field [43]. A good
argument is made in [48] that GL provides more current per-
spectives than the WL. It also has been reported that MLRs
are useful in closing the gap between academic research and
professional practice [41]. Although DevSecOps is still a
recent topic, MLR has been previously applied to DevOps
[16] and DevSecOps [10].

While GL can provide valuable insights and complement
published literature, it also poses several challenges that
researchers need to consider. Some of the challenges for
researchers while selecting GL sources are accessibility, dis-
coverability, bias, low quality, and lack of standardization
[49] [41]. Additionally, source selection in GL is particu-
larly time-consuming and difficult [41]. It is also recognized
that GL sources have many different formats and levels of
credibility, defined as shades of GL [50]. Table 2 categorizes

Table 2 Shades of Grey (adapted from [50])

1st Tier (High 2nd Tier (Moderate 3rd Tier (Low

Credibility) Credibility) Credibility)

Books Annual reports news Blogs

articles

Magazines Videos presentations Emails

Government reports ~ Wiki articles Tweets

White papers Product
catalogues

the sources of GL in terms of credibility.

DevSecOps is a topic within SE, therefore, for this
research, it is preferable to include sources up to the 2nd
tier, where it is expected to find valuable insights. The 3rd
tier of GL sources is excluded, given the low credibility of
those sources.

Therefore, to mitigate the challenges of working with GL
sources, this research will adopt systematic guidelines for
performing MLR in SE [43] that provide the research with
a structured process to search, collect, and extract data from
GL. Figure 3 represents the adopted process for the MLR in
this research.

1. The first stage of the MLR is planning the review con-
sisting of the following steps:

» Establishing the need for an MLR in each topic.
Defining the MLR goal and raising its research questions.

2. The following stage is conducting the review which is
composed of the following steps:

* Search process—Searching either WL or GL is typi-
cally done via means of using defined search strings.
Snowballing can also be used to complement the initial
search.

* Source selection — Definition of selection criteria and
applying the criteria during the selection process.

* Study quality assessment — Determining the extent to
which a source is valid and free of bias.

* Data extraction — Design forms of extracting data, and
the procedures and logistics. It is required for that extrac-
tion. The possibility of automated data extraction and
synthesis should be considered.

* Data synthesis — Depending on the type of RQs and the
type of data. An adequate data synthesis technique should
be selected and used.

3. The final stage is reporting the review:

Specifying the Dissemination Mechanism -
Researchers should select the dissemination mechanism.
It can be an academic journal, a Practitioner-oriented
journal, and magazine, or a web page.

@ Springer
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Planning the MLR

Estabilishing the need for an MLR
« Low amount of studies focused on DevSecOps practices
« Unclear which practices are exclusively security focused

« No studies that correlate practices to the tooling

Defining MLR’s goal and raising
its research questions (RQ)
« Alist of DevSecOps practices
« How the DevSecOps practices overlap with DevOps Practices
« Which tools can be used to implement DevSecOps Practices

Conducting the MLR

Search process
« Defined search strings in academic DB and web search
+ Snowballing

Study Selection
« Definition of an inclusion/exclusion protocol

Study quality assessment

« Definition of an inclusion/ exclusion protocol

Data Extraction

« Design a data extraction form (Systematic Mapping)

Data synthesis

« Compile Results and answers RQ

Reporting the MLR

Specify the dissimenation mechanism

+ Practitioner-oriented journals and magazines

Formatting the main report

« Academic Journal

Evaluating the report

« Peer-Review

Fig.3 The MLR process adopted in this research (adapted from [41])

¢ Formatting the Report — The chosen dissemination
mechanism affects the report’s size, style, structure, and
contents.

* Evaluating the Report — Depending on the selected dis-
semination mechanism the evaluation of the report varies.
Academic journals use peer reviews as the preferred eval-
uation technique.

4 Planning the MLR

This section corresponds to the first stage of the MLR process
in Fig.3. This section starts by introducing the motivation
for this research, and its usefulness is justified. Following
the motivation sub-section, the research questions which are
intended to be answered throughout the research are formu-
lated. The adopted review protocol is presented in the final
part of this section.
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Primary Studies Search

with Strings

\. 1 S
" N
Initial Filtering Process
. S/
é Inclusion/Exclusion )
Critenia Applied
%o * .
4 2
Snowballing
N ‘ >
4 A
Abstract Screening
\. ‘ J
4 a
Full-Text Read
- T J
4 D

Final set of primary studies
- J

Fig. 4 - Review Protocol defined for this research

4.1 Motivation

Through approaches such as DevOps the speed at which Soft-
ware Development is released has increased [7] increasing
the pressure for the inclusion of security and compliance
requirements [2]. There is available literature that identi-
fies and details activities within DevSecOps [51] [10] [52].
However, the current literature does not offer a systematic
mapping of DevSecOps practices both from WL and GL.
In current literature, the same practice, such as deployment
automation, can be mentioned for both DevOps [16] and
DevSecOps [51] which indicates overlapping between prac-
tices. Previous literature states that one of the main challenges
of adopting DevSecOps is the tooling selection [52].

Given the previously presented facts and considering that
DevSecOps has been explored more from the industry side
the usage of MLR includes industry sources to map DevSec-
Ops practices and the tools that can be used to implement
them. Additionally, by leveraging the systematic mapping
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of DevOps practices found in [16] it is possible to compare
which practices are mentioned in both approaches and how
they are implemented in each approach.

5 Research questions

Based on the main purpose of this research, an investiga-
tion for scientific and industry-related work was done for
DevSecOps practices and tools, which can be translated into
the following research questions (RQ):

RQ1 Which DevSecOps practices are mentioned in the
literature?

RQ2 Which tools can be used to implement the identified
DevSecOps practices?

5.1 Areview protocol

To find the primary studies, that might answer the proposed
research questions, a search was started in December 2022
using various keywords. Two sets of search strings were
used ("DevSecOps OR SecDevOps") AND ("Practices” OR
"Capabilities”) and ("DevSecOps OR SecDevOps") AND
("Tools") to find the primary studies. These search strings
were applied to the following databases:

5.1.1 Databases:

IEEE (https://ieeexplore.ieee.org/Xplore/home.jsp)
Scopus (https://www.scopus.com/)

ACM Digital Library (https://dl.acm.org/)

Google Search (https://www.google.com)

EBSCO (https://search.ebscohost.com)

The first set of studies is obtained through the search
strings applied to the listed databases. To facilitate the search,
and collection of GL from the web search engine a Python
script was developed [53]. In the first phase, after the search is
complete an initial filtering is applied followed by the appli-
cation of the inclusion and exclusion criteria summarized in
Table 3.

Following the application of the Inclusion and Exclusion
Criteria, the Snowballing technique is used to obtain further
relevant literature.

From that set of studies, the abstracts are screened to deter-
mine the relevance of the study to the research. Finally, a
full-text read is performed on the remaining set of studies,
intending to obtain the final set of primary studies to perform
the review.

Figure 4 summarizes the review protocol defined and
applied in this research.

Table 3 Inclusion and Exclusion Criteria

Inclusion criteria Exclusion criteria

Mentions DevSecOps Practices or Literature that is inaccessible
DevOps Security Practices or

DevSecOps Tools
Books, conferences, and journals Vendors tool advertisements

Abstract search term match Literature focused on topics

not related to DevSecOps
Literature published after 2014 Duplicated Articles

Papers in english

6 Conducting the MLR

This section describes how the review is conducted, which is
the second phase of the MLR. In this phase, the search string
is applied to the selected databases, followed by the filtering
process to obtain the final set of studies. An analysis of the
final set of studies concludes this section.

6.1 Study Selection

The initial search for the relevant primary studies starts with
applying the defined search strings in the databases defined
in the review protocol. This initial query to all metadata is
defined as Filter 1 and resulted in 840 papers. The second fil-
ter (Filter 2) applies the search string to the abstracts resulting
in 181 papers, which represents less than 30% of the num-
ber of papers returned in Filter 1, given that the abstract is a
summary of the paper this difference is acceptable. This step
was only applied to WL.

The study selection process is followed by applying the
Inclusion and Exclusion criteria defined in Table 3 (Filter 3)
resulting in 186 papers. From the 186 papers obtained in the
previous Filter, the Snowballing technique is applied obtain-
ing an additional fourteen papers resulting in a total of 200
papers. The primary studies selection is followed by Filter
4 which is focused on removing duplicated papers obtained
from the different databases. Therefore obtaining 149 papers.
The abstracts are read from that pool of papers (Filter 5)
resulting in 74 papers, this step was only applied in WL. The
final step of the primary study selection was the full text read
(Filter 6) resulting in a total of 103 papers. Figure 5 resumes
the primary study selection process. Table 4 summarizes the
filtering process and studies obtained in each filtering stage

6.2 Data extraction analysis
The conclusion of the primary studies selection resulted in
103 publications eligible for data extraction. these studies are

analyzed in terms of the publication type, and the publication
year is presented here.

@ Springer
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Table 4 MLR Filtering Summary

Database  Search string Filter ~ Filter  Filter =~ Snowballing  Filter  Filter  Filter
1 2 3 4 5 6
Google ("DevSecOps OR SecDevOps ") AND ("Practices” OR" 165 N/A 68 + 14 65 N/A 51
Capabilities" OR "Tools")
Scopus ("DevSecOps OR SecDevOps ") AND ("Practices” OR" 362 49 34 22 18 12
Capabilities" OR "Tools")
IEEE ("DevSecOps OR SecDevOps ") AND ("Practices” OR " 48 43 28 15 14 11
Capabilities" OR "Tools")
EBSCO ("DevSecOps OR SecDevOps ") AND ("Practices" OR " 165 42 25 10 9 8
Capabilities" OR "Tools")
ACM ("DevSecOps OR SecDevOps ") AND ("Practices" OR " 99 46 30 19 17 16
Capabilities" OR "Tools")
Total 895 209 201 215 154 75 103
Databases to DevSecOps practices and tools, therefore, confirm-
(;fzi;e —_— S Oae (e ing the usefulness of this research in the area.
SGom Filter 2 - Query Abstracts *
(36';'; —_ —— _‘"t‘y' — The first study from this set was the SecDevOps: Is it
w — 4 (186) a Marketing Buzzword [33], which was followed webpage
;E @ = (,,;7."2“.‘1‘2'23., “DevOpsSec: Securing software through Continuous Deliv-
g ERSCO sedelar e ery” from O’Reilly [36]. From GL, it was identified that
= ass) 9= S Rt several companies publish annual Tech Reports that cover
——— | Filter 6 - Full-text DevSecOps. These Tech Reports in conjunction with the
(100) read

(103)

* WL Only

Fig.5 Followed Multivocal Literature Review process

6.3 Contribution per literature type

From the Google search, 49,51% of the studies were
obtained, this number also includes studies obtained
through Snowballing given that those studies were also
obtained through Google search. The white literature
contribution of 50,48% of the studies was distributed
in the following manner Scopus (12,62%), EBSCO
(8,73%), IEEE (11,65%), and ACM (16,50%).

Figure 6 summarizes the distribution of primary studies
per database (Fig. 7).

6.4 Studies distribution over the years

In Fig.8 it is observable that from 2018 to 2023 there
was an increase in the number of studies published
referring DevSecOps practices and tools. Not only the
number of studies over the years has increased but
is also diverse as can be seen in Fig.9. This demon-
strates a growing interest in the last four years related
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increase of several webpages demonstrate the increased inter-
est in the topic. WL conference papers have also increased
over the last few years showing that Academia is also
researching the topic. Both WL and GL contributed almost
the same number of publications as identified inFig. 7.

7 Reporting the MLR

In this section, the findings from MLR are reported. The two
research questions are answered using the extracted data from
the identified primary studies by the research protocol. This
section ends with a brief discussion of the results followed
by a reflection on what are the implications for researchers
and practitioners.

7.1 RQ1 which devSecOps practices are mentioned
in the literature?

In accordance with the English dictionary, a ’practice’ signi-
fies a habitual or customary action. Through a comprehensive
literature review encompassing 103 publications, this study
identified 39 specific practices commonly implemented by
organizations adopting DevSecOps methodologies. Below,
these practices are presented along with concise descriptions
and the associated benefits derived from their implementa-
tion.
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Table 5 DevSecOps Practices Mapping to Lifecycle Phase

Lifecycle phase Practices

Create Secure code practices
Team collaboration
Security champion
Security training
Shift left security
Plan Security requirement gathering
Threat modelling
Risk assessment
Compliance check
Adapt Continuous integration
Infrastructure as code
Configuration management
Verify Automated security testing
SAST
IAST
DAST
RASP
Code review
Preproduction Penetration testing
Bug bounties

Continuous deployment environment
hardening

Patch management
Release Configuration management
Software licensing
Monitoring
Predict Security auditing
Logging
Threat modelling
Respond Security incident management alerting
Red team
Detect
Monitoring
Alerting
Risk assessment
Configure Secrets management
Environment hardening

Configuration management

Static Application Security Test (SAST) is mentioned in 65
publications. SAST is a practice that involves analyzing the
source code, bytecode, or binary code of an application to
identify and assess potential security vulnerabilities, such as
code-level issues and design flaws [52] [54] [39]. SAST tools
review the code without executing it [55]. Integrating SAST

ACM
16%

y
%Q%A

e
12%
“~ Scopus
13%

e

Fig. 6 Distribution of eligible primary studies per database

GL 51

WL 52

50.5 51 51.5 52 52.5

Fig.7 Number of primary studies by literature nature

50
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35
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25
20
15

10
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Fig. 8 Identified primary studies over the years

30
25

20

5 \._/\
2016 2017 2018 2019 2020 2021 2022 2023

=l Conference Article Tech Report Chapter Webpage

Fig.9 Primary study types over the years
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into the development pipeline, security issues can be iden-
tified early in the development process, allowing for timely
resolution [56]. Implementing SAST results in the develop-
ment of more secure software by addressing vulnerabilities
before they become a part of the production environment,
contributing to a proactive and secure software development
process [57] [58].

Automated Security Testing is mentioned in 56 publica-
tions. This practice might refer to different types of tests,
such as API testing, Web Application Testing, and Unit Test-
ing but focusing on security. This practice consists of the
use of automated tools and processes to systematically eval-
uate and verify the security of software and various stages
of development. helping to find and address vulnerabilities
early and consistently, ultimately leading to more secure and
robust software and systems [33].

Dynamic Application Security Test (DAST) is mentioned
in 58 publications. It is a security testing method that focuses
on assessing web applications from the outside, simulating
real-world attacks [59] [60]. DAST tools actively test applica-
tions by sending requests and analyzing responses to identify
vulnerabilities, such as injection flaws and authentication
issues. DAST is a dynamic and essential part of security
testing as it helps identify and validate potential security
weaknesses in running applications. Integrating DAST into
the development pipeline allows teams to continuously assess
the security of their applications, leading to more resilient and
secure software products [61].

Vulnerability scanning is mentioned in 44 publications.
It is the practice of continuously identifying and assessing
potential security vulnerabilities in the software and infras-
tructure through the usage of automated tools through the
development and deployment pipeline [27] [40]. These tools
can check software dependencies, and underlying infrastruc-
ture such as containers for vulnerabilities and then match
them against known Common Vulnerabilities and Exposure
(CVE) databases [27]. This proactive approach integrates
security into the development process, allowing teams to find
and address vulnerabilities early and consistently, promoting
a more secure and resilient software development lifecycle
[62].

Code Review is mentioned in 33 publications. This prac-
tice consists of the systematic examination of code by peers
or experts to identify issues, vulnerabilities, and quality con-
cerns [32]. It plays a crucial role in ensuring that code
is not only functional but also secure and maintainable
[60]. Code Review typically involves checking for security
flaws, adherence to coding standards, and best practices [63].
By integrating Code Review into the DevSecOps pipeline,
organizations can proactively identify security vulnerabili-
ties and issues early in the development process promoting
security-conscious coding and rectifying security-related
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flaws, contributing to more secure and reliable software
applications [40].

Continuous Monitoring is mentioned in 41 publications.
In the context of DevSecOps, continuous monitoring is the
ongoing and automated process of tracking, collecting, and
analyzing data related to the performance and security of
software systems [64]. This practice integrates monitoring
tools and practices into the DevSecOps pipeline, allowing
for real-time visibility into the system’s health and secu-
rity posture [51] [65]. Therefore, this practice helps detect
and respond to security incidents, performance issues, and
anomalies promptly [66].

Continuous Integration (CI) is mentioned in 41 publica-
tions. CI is a fundamental DevSecOps practice that involves
automatically and continuously integrating code changes
from multiple developers into a shared repository [63] [67].
This integration process includes automated building, test-
ing, validation of the code, and security checks ensuring that
the code functions correctly and meets quality and security
standards [57]. By making sure security checks are an integral
part of the development pipeline CI helps identify security
vulnerabilities and issues early in the development process,
allowing for their prompt resolution, resulting in more secure
and reliable software that can be deployed with confidence
[55].

Threat Modelling (TM) is mentioned in 40 publications.
TM is the systematic and proactive process for identifying
and assessing potential security threats and vulnerabilities
in software applications and systems. It involves analyzing
the design, architecture, and functionality of the application
to identify possible attack vectors and weaknesses [67]. TM
helps development and security teams understand the secu-
rity landscape and prioritize mitigation strategies early in the
development process [39] [63] [68]. By incorporating TM
organizations can effectively anticipate and address secu-
rity concerns, resulting in more secure and resilient software
products [58].

Version Control (VC) is mentioned in 26 publications.
VC is the practice of managing and tracking changes to
software code, configurations, and infrastructure throughout
the development and deployment lifecycle [40]. It involves
using version control systems (VCS), such as Git, to main-
tain a history of changes, enabling teams to collaborate, track
modifications, and ensure that the latest code and configura-
tions are used [69]. By using VC, organizations can enhance
collaboration, ensure code integrity, and maintain security
through audit trails and controlled access. The result is a
more secure and well-organized software development pro-
cess [70].

Shift Left Security (SLS) is mentioned in 36 publications.
SLS is a practice that involves integrating security consid-
erations and practices earlier in the software development
process [56]. By shifting security "left" in the development
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lifecycle, organizations aim to identify and address secu-
rity issues as early as possible [40]. Promoting a proactive
and preventative security mindset, with security becoming
an integral part of the development process from earlier
stages minimizes vulnerabilities and security risks, result-
ing in more secure and resilient software applications [27]
[39].

Cross-team collaboration is mentioned in 36 publications.
In the context of DevSecOps, this refers to incorporating
security practices in the DevOps processes by promoting col-
laboration between the development teams, the operations
teams, and the security teams [33]. This approach breaks
down silos and encourages interaction between development,
operations, and security teams to work together seamlessly
resulting in a security-aware culture [40] ensuring that secu-
rity is an integral part of the entire SDLC [69].

Software Composition Analysis (SCA) is mentioned in 27
publications. This practice refers to the activity of scanning
and analyzing software components and libraries used in an
application to identify vulnerabilities, licensing issues, and
potential security risks [39] [67]. SCA tools examine the
composition of an application, checking for known security
vulnerabilities in third-party and open-source code [57]. By
integrating SCA into the development process, organizations
can proactively address security and compliance concerns
related to software components [36], resulting in higher over-
all security and reliability of the software while also helping
to meet compliance requirements.

Logging is mentioned in 21 publications. Logging is the
practice of recording events, actions, activities, and other rel-
evant in a system with the intent of generating a detailed log
of what happens within an application or infrastructure [60].
Logs are a crucial source of information for troubleshooting,
detecting malicious activity, and establishing accountability
[58] [67]. In the context of DevSecOps by having an effec-
tive logging practice organizations can monitor and analyze
security events and incidents in real-time, resulting in the
ability to respond to security threats promptly. Additionally,
by having security logs organizations have the necessary data
to investigate security breaches and incidents, and the result-
ing insights can be used to better prepare for future attacks
[64].

Penetration Testing (PT) is mentioned in 24 publica-
tions. PT is a proactive practice that is the systematic and
controlled practice of simulating cyberattacks to identify vul-
nerabilities and weaknesses in the software applications and
infrastructure of an organization that can be exploited [39]
by a malicious actor. PT usually involves security experts
attempting to breach security defenses and discover poten-
tial security flaws, even though there are tools for PT [52]
[32]. The insights obtained from PT are useful to address
security flaws and implement more security measures that
contribute to a more secure environment [60].

Continuous Deployment (CD) is mentioned in 34 publi-
cations. This practice refers to when code base changes are
automatically and continuously built, tested, and deployed to
production environments [56]. In the context of DevSecOps,
this practice emphasizes the integration of security through-
out the entire process, ensuring that security testing and
checks are an integral part of the automated pipeline [67].
Integrating security checks into the pipeline results in rapid
and reliable software releases while also ensuring that secu-
rity measures are consistently applied, helping to identify
and mitigate security vulnerabilities at every stage of devel-
opment and deployment [33] [71].

Security Training is mentioned in 27 publications. This
refers to the creation of a structured educational program
designed to equip development and operations teams with
the necessary skills to address security concerns effectively
and increase their security awareness [29] [62]. By providing
ongoing security education, organizations can enhance the
overall security posture of their software and infrastructure,
ensuring that security is an integral part of the development
process [40].

Environment Hardening (EV) is mentioned in 16 publica-
tions. EV is the act of proactively securing and fortifying
infrastructure environments to reduce vulnerabilities and
security risks [55]. EV typically involves implementing secu-
rity controls, access restrictions, and configuration changes
to make the environment less susceptible to cyberattacks and
unauthorized access, which results in secure and resilient
environments, reducing the attack surface [33] [52] and
enhancing the overall security posture of applications and
infrastructure.

Interactive Application Security Testing (IAST) is men-
tioned in 18 publications. IAST is a dynamic security testing
approach that continuously assesses the security of applica-
tions during runtime [59] or the functional test stage [52].
IAST tools are integrated into the application through an
agent and monitor its behavior in real-time, identifying vul-
nerabilities, and potential security issues as they occur [59].
IAST helps developers and security teams to rapidly detect
the application’s potential vulnerabilities [72] and address
security flaws, increasing the detection speed of vulnera-
bilities results in a more secure and responsive software
development process [36].

Secure Coding is mentioned in 18 publications. It is the
practice of writing software code with a focus on security
from the very beginning of the SDLC. It involves follow-
ing security best practices, avoiding common vulnerabilities
of the programming language, and proactively addressing
security concerns during programming activities [62]. Some
common principles are input validation, avoiding hard-coded
credentials, and securely handling sensitive data. Writing
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code with security awareness reduces the likelihood of intro-
ducing vulnerabilities and security flaws into the codebase,
ultimately leading to more secure software applications [64].

Continuous Compliance is mentioned in 22 publications.
This practice refers to maintaining and verifying compliance
with regulatory and security requirements throughout the
entire SDLC by integrating automated compliance checks
into the CI/CD pipeline [67], ensuring that security and
compliance controls are consistently evaluated and validated
[33]. Automating compliance allows organizations to con-
tinuously track and demonstrate compliance with regulations
and standards, reducing the risk of compliance violations and
ensuring that security measures align with legal and industry
requirements [60] [73].

Security Policies are mentioned in 12 publications. This
practice refers to defining security policies and compliance
requirements. The practice might refer to defining these poli-
cies as guidelines or as code or machine-readable scripts [74].
The code-based policies (Policies as Code) can be integrated
into the CI/CD pipeline and used to automate and enforce
security and compliance checks throughout the development
and deployment process [75]. By defining and automating
Security Policies it ensures that security and compliance are
consistently applied, making it easier to detect and address
violations early in the SDLC.

Gathering Security Requirements (GSR) is mentioned in
13 publications. In the context of DevSecOps, this refers to
the systematic process of identifying and documenting the
security needs and expectations for a new system [57] [32].
The gathering of security requirements requires collabora-
tion between stakeholders, security experts, and development
teams to define the specific security requirements, compli-
ance requirements, and risk tolerance levels for the system
being developed [63]. GSR is crucial in shifting security to
the left and ensuring security is a concern from inception.

Configuration Management (CM) is mentioned in 17 pub-
lications. CM is the practice of systematically managing
and controlling the configuration of software, infrastruc-
ture, and associated resources throughout their lifecycle.
CM helps organizations maintain a standardized and secure
environment by tracking and managing changes, identifying
deviations, and ensuring that configurations align with secu-
rity policies [40]. This is done by defining, documenting, and
automating configurations to ensure consistency, reliability,
maintainability, and security [66]. CM tools are crucial for
security in the release phase since they provide visibility into
the static configuration of a dynamic infrastructure [76].

Secrets Management is mentioned in 11 publications. It
is the practice that involves securely storing, managing, and
accessing sensitive information such as API keys, creden-
tials, and encryption keys. The goal of the practice is to ensure
that these secrets are protected throughout the software devel-
opment and deployment lifecycle [40]. The implementation
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of this practice typically includes techniques such as secure
storage, password rotation, and access controls [55] [63].
By implementing Secrets Management organizations can
maintain the confidentiality and integrity of sensitive data,
reducing the risk of unauthorized access and data breaches
[61].

Risk Assessment is mentioned in 15 publications. This
practice refers to the systematic process of identifying, eval-
uating, and prioritizing potential security risks and threats
associated with software development and deployment [32]
[39]. By assessing factors such as business impact, data
sensitivity, and compliance requirements organizations can
make informed decisions about which security measures they
should invest in first based on the probability of security inci-
dents and vulnerabilities [52].

Infrastructure as Code (laC) is mentioned in 28 pub-
lications. IaC allows for the management and automation
of infrastructure provisioning through code, rather than
manual configuration [66]. Using declarative or impera-
tive scripting languages, it is possible to define the desired
state of infrastructure components, such as servers, net-
works, and databases [75]. IaC enables infrastructure to be
version-controlled, tested, and deployed alongside software
code, ensuring that the entire environment is consistent and
reproducible [77]. Security measures can also be integrated
directly into the infrastructure code, resulting in enhanced
infrastructure security [36].

Run-time Application Self-Protection (RASP) is men-
tioned in 13 publications. RASP is a security approach that
adds security protection to applications during their run-
time. RASP tools rely on the integration of the protection
engine into the application runtime environment to observe
the associated execution flow and detect anomalous calls and
behaviors likely to represent an active attack [59]. This real-
time protection enhances the application’s ability to defend
against attacks, resulting in reducing the risk of security inci-
dents and vulnerabilities in production environments [76].

Alerting is mentioned in 7 publications. In the context
of DevSecOps, this practice refers to continually generat-
ing alerts in response to security incidents, anomalies, or
events that require immediate attention [68]. This involves
organizations integrating alerting systems into their infras-
tructure, allowing teams to receive real-time notifications
about potential security threats or operational issues [78]
[79]. This practice contributes to faster response times to
security incidents.

Security Auditing is mentioned in 11 publications. This
practice refers to regularly reviewing and assessing an orga-
nization’s software development, deployment, and security
practices to ensure compliance with standards, policies, and
best practices [71]. Auditing should include various aspects
of the SDLC such as code quality, security measures, access
controls, and compliance with regulatory requirements [60]
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[68]. This practice aims to identify areas of improvement,
potential vulnerabilities, and non-compliance issues con-
tributing to maintaining the integrity through the whole
SDLC and creating more secure environments [36].

Red Team is mentioned in 8 publications. The practice
refers to the usage of a specialized group or team of security
experts to simulate cyberattacks and security breaches on an
organization’s systems, applications, or infrastructure [67].
The primary goal of a Red Team is to identify vulnerabilities
and weaknesses in an organization’s security posture [10]
[40]. The lessons learned from Red Team activities are valu-
able in improving security and enhancing incident response
procedures, which improves the overall security of the orga-
nization [36].

Continuous Reporting is mentioned in 6 publications. This
practice in the context of DevSecOps involves the ongo-
ing generation and delivery of reports that provide real-time
insights into the security posture of a system or application
throughout its lifecycle [33]. The generated reports allow
teams to continuously monitor and assess the security status
and enable the capacity to timely identification of security
issues, making it easier to respond quickly and effectively to
potential threats and vulnerabilities [56] [72].

Web Application Firewall (WAF) is mentioned in 8 pub-
lications. WAF is a layer of defense for web applications.
This security solution has the capability of monitoring traf-
fic between a Web Application (WA) and the Internet and
protecting the WA by filtering and blocking malicious HTTP
traffic [32]. By using WAF organizations aim to protect their
WA against various cyber threats and ensure the integrity and
confidentiality of data transmitted over the Internet resulting
in an increased security posture [80].

Security Champions is mentioned in 8 publications. Secu-
rity Champions are individuals or teams with specialized
security knowledge and expertise who play a critical role
in promoting and enhancing security practices within an
organization [29]. Security Champions help raise security
awareness, provide guidance on security best practices, and
assist in integrating security into the development process
therefore they are the first step to creating a cross-functional
team focused on Application Security and Security Oper-
ations [40]. By acting as the bridge between security and
development, Security Champions are essential to fostering
a culture of security consciousness and ensuring that secu-
rity is a top priority throughout the software development
lifecycle.

Patch Management is mentioned in 12 publications. This
practice refers to continuously and proactively identifying
and applying software patches and updates to address secu-
rity vulnerabilities and maintain the security of software and
systems [65]. By having this practice organizations ensure
that security patches are integrated into the development
and deployment pipeline, reduce the window of exposure

to known vulnerabilities, enhance security, and minimize the
risk of security breaches [64] [68].

Software Licensing is mentioned in 3 publications.

This practice in the context of software development refers
to the terms that govern the use, distribution, and protec-
tion of software by establishing how users can legally use,
copy, modify, and share software [32]. In the context of
DevSecOps, understanding and managing software licenses
is crucial to ensure compliance with open-source and third-
party libraries used in the development process.

Chaos Engineering is mentioned in 3 publications. This
practice refers to a proactive and focused activity of testing
and assessing the resilience and security of software and sys-
tems by intentionally introducing controlled chaos, such as
infrastructure failures or simulated cyberattacks [74] [76].
This approach helps organizations identify vulnerabilities
and weaknesses under adverse conditions and prepare for
real-world security incidents.

Bug Bounties is mentioned in 2 publications. This practice
refers to creating a program where individuals are incen-
tivized to discover and report security vulnerabilities in an
organization’s software applications, systems, or infrastruc-
ture. By incentivizing external experts to actively search for
and disclose vulnerabilities, organizations expand their pool
of security experts which in return results in the uncovering
of vulnerabilities that may have gone unnoticed [36].

Security Incident Management is mentioned in 11 publica-
tions. This practice refers to the activities necessary to handle
security incidents in an organization. These activities can
include detecting the security breach with specific technolo-
gies, defining strategies to contain the incident, implementing
procedures to resume normal activities, and post-incident
inquiries that result in additional prevention measures [81]
[82]. By implementing this practice, organizations prepare
themselves for possible cyber-attacks resulting in less time
to recover [83] and continuous learning from each incident
increasing overall security over time.

Identity and Access Management (IAM) is mentioned in
11 publications. policies and technologies that ensure the
right individuals have appropriate access to resources within
a computing environment. Is the practice of managing digital
identities by defining roles and permissions and enforcing
access controls. Combining technologies such as Multifactor
Authentication and policies such as the Principle of Least of
Privilege helps achieve this resulting in an enhanced security
posture [82] [84].

Table 6 summarizes the number of publications mention-
ing each practice.

An analysis of Fig. 10 reveals a notable convergence
between White Literature (WL) and Grey Literature (GL)
across the majority of the 39 identified DevSecOps prac-
tices. GL identified 39 practices, while WL contributed to
the identification of 38, with only one practice, P38 — Chaos
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Table 6 Number of Publications mentioning the practice

PID Practice Mentioned in #
P1 SAST [8] [33] [36] [38] [39] [40] [52] [54] [55] [56] [57] [58] [59] [60] [61] [63] [65] [72] [73] [74] [75] 65
[76] [77] [78] [79] [80] [82] [83] [84] [85] [86] [87] [88] [89] [90] [91] [92] [93] [94] [95] [96]
[97]1[98] [99] [100] [101] [102] [103] [104] [105] [106] [107] [108] [109] [110] [111][112][113]
[114] [115] [116] [117] [118] [119] [120]
P2 DAST [8] [36] [38] [39] [40] [52] [55] [56] [57] [58] [59] [60] [61] [65] [72] [73] [74] [75] [76] [77] [78] 58
[79] [80] [82] [84] [83] [85] [87] [88] [89] [91] [93] [94] [95] [96] [97] [98] [99] [100] [102]
[103] [104] [106] [107] [108] [109] [110] [1117 [112] [113][114][115][116][117][118][119]
[120] [121]
P3 Automated security [29] [32] [33] [36] [38] [39] [40] [51] [52] [56] [57] [58] [60] [61] [63] [64] [65] [66] [67] [68] [70] 56
testing [71][72] [73] [75] [76] [77] [79] [81] [82] [85] [87] [88] [90] [91] [95] [96] [97] [100] [106]
[109] [110] [111] [112] [115] [116] [117] [121] [122] [123] [124] [125] [126] [127] [128] [129]
P4 Vulnerability [27]1 [29] [33] [36] [38] [39] [40] [51] [52] [55] [57] [61] [62] [63] [65] [67] [68] [73] [75] [76] [78] 44
scanning [79] [83] [86] [87] [89] [90] [91] [92] [97] [98] [106] [108] [110] [111] [113][114] [117] [122]
[1217 [127] [129] [130] [131]
P5 Continuous [8][29] [32] [33] [36] [38] [39] [40] [51] [52] [60] [62] [64] [65] [66] [67] [68] [70] [71] [73] [79] 41
monitoring [81] [82] [84] [91] [97] [100] [103] [106] [109] [110] [111] [113] [114] [115] [117] [120] [121]
[126] [131] [132]
P6 Continuous [33][36] [38] [51] [52] [55] [57] [58] [59] [63] [65] [67] [70] [73] [78] [82] [87] [89] [90] [92] [95] 41
integration [96] [98] [99] [100] [102] [106] [107] [110] [113] [114] [115][118][120] [121][125][130][133]
[134] [135] [136]
P7 Threat modelling [32] [36] [38] [39] [51] [52] [58] [59] [60] [63] [64] [65] [67] [68] [72] [74] [76] [79] [82] [84] [89] 40
[90] [100] [101] [106] [108] [110] [111] [112] [114] [115] [117] [119] [121] [122] [127] [128]
[129] [133] [134]
P8 Shift left security [8] [27] [36] [39] [40] [52] [56] [61] [62] [68] [72] [75] [81] [84] [86] [93] [95] [96] [99] [100] 36
[106] [107] [109] [113] [114] [115] [117] [119] [121] [123] [125] [126] [128] [129] [137] [138]
P9 Collaboration [10] [32] [33] [36] [39] [40] [52] [63] [67] [68] [69] [71] [75] [79] [80] [81] [82] [84] [95] [97]1[99] 36
[100] [109] [110] [111] [112] [113] [114] [115] [116] [119] [121] [126] [128] [131] [137]
P10 Continuous [27] [33] [36] [51] [52] [56] [64] [66] [67] [68] [71] [74] [82] [89] [90] [91] [98] [99] [100] [102] 34
deployment [106] [107] [110] [113] [114] [115][118] [120] [125] [126] [133][134] [135][136]
P11 Code review [32] [36] [38] [39] [40] [52] [57] [59] [60] [63] [64] [65] [67] [68] [69] [70] [76] [78] [84] [89] [90] 33
[92] [95] [96] [106] [109] [119] [122][123][129] [131][132][138]
P12 Infrastructure as [36] [38] [59] [66] [74] [75] [77] [84] [89] [99] [100] [106] [107] [108] [109] [110] [112] [115] 28
code [116] [118] [119] [120] [125] [127] [131] [136] [139] [140]
P13 SCA [36] [38] [39] [57] [58] [59] [67] [72] [73] [75] [76] [80] [83] [84] [87] [88] [89] [92] [93] [94] [99] 27
[104] [108] [109] [116] [117] [118]
P14 Security training [29] [32] [33] [38] [40] [52] [62] [64] [68] [72] [73] [81] [84] [87] [109] [110] [111] [112] [116] 27
[117] [119] [126] [127] [129] [132] [131] [138]
P15 VCS [27] [36] [38] [39] [40] [52] [56] [57] [63] [64] [65] [66] [67] [68] [69] [70] [81] [93] [95] [96] [98] 26
[105] [106] [121] [125] [129]
P16 Penetration testing [32] [36] [52] [39] [59] [60] [63] [64] [65] [67] [68] [78] [83] [86] [87] [98] [106] [107] [111][116] 24
[117] [123] [131] [132]
P17 Continuous [32] [33] [36] [52] [55] [60] [67] [68] [73] [81] [106] [107] [109] [110] [113] [114] [115] [118] 22
compliance [119] [120] [127] [128]
P18 Logging [38] [52] [58] [60] [61] [64] [66] [67] [71] [76] [79] [83] [87] [95] [96] [100] [106] [116] [120] 21

[121] [132]
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Table 6 (continued)

PID Practice Mentioned in #
P19 IAST [36] [38] [52] [58] [59] [72] [75] [80] [87] [94] [103] [104] [106] [108] [109] [115] [121] [137] 18
P20 Secure coding [36] [62] [63] [64] [65] [67] [73] [85] [98] [100] [102] [109] [112] [116] [121] [123] [125] [126] 18
P21 Configuration [32] [36] [40] [52] [60] [66] [67] [76] [91] [107] [109] [110] [116] [117] [119] [129] [139] 17
management
P22 Environment [33] [36] [52] [55] [61] [63] [64] [67] [68] [80] [84] [87] [106] [120] [121] [132] 16
hardening
P23 Risk assessments [32] [36] [39] [52] [60] [65] [68] [81] [84] [109] [111] [114] [123][126] [134] 15
P24 Security requirement  [32] [39] [52] [57] [60] [63] [64] [67] [70] [106] [123] [129] [135] 13
gathering
P25 RASP [36] [59] [76] [80] [83] [85] [87] [100] [104] [105] [109] [115] [140] 13
P26 Security policies [32] [33] [38] [52] [64] [67] [71] [74] [75] [92] [125] [127] 12
P27 Patch management [64] [65] [68] [76] [84] [98] [100] [106] [111] [116] [128] [129] 12
P28 Security incident [81] [82] [83] [84] [106] [109] [110] [111] [113][115] [138] 11
management
P29 1AM [82] [84] [106] [114] [116] [117] [125] [126] [127] [129] [138] 11
P30 Secrets management  [39] [40] [55] [61] [63] [64] [67] [78] [106] [119] [132] 11
P31 Security auditing [36] [60] [65] [67] [68] [71] [82] [83] [106] [129] [138] 11
P32 Security champions [29]1 [40] [70] [73] [109] [112] [117][119] 8
P33 Red team [10] [36] [39] [40] [67] [82] [109] [119] 8
P34 WAF [32] [36] [80] [87] [100] [104] [105] [132] 8
P35 Alerting [52] [67] [68] [71] [78] [79] [111] 7
P36 Continuous reporting  [33] [56] [66] [67] [72] [114] 6
P37 Software licensing [8][32] [121] 3
P38 Chaos engineering [74] [76] [82] 3
P39 Bug bounties [36] [119] 2
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Fig. 10 Distribution of mentions by literature nature
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Engineering, not extracted from WL primary studies. On
average, WL contributed 49.13% and GL contributed 50.87%
to each practice. This convergence underscores a clear align-
ment between academia and industry regarding the perceived
landscape of DevSecOps practices.

In [38] the DevSecOps lifecycle phases are identified and
represented in the diagram in Fig. 1. From the primary stud-
ies, it was possible to extract the DevSecOps practices which
now can be mapped to the lifecycle phases as represented in
Table 5.

From the identified practices and considering the number
of mentions for each it is possible to rank them and divide
them into three tiers. Tier 1 are the practices with more than 30
mentions and can be considered the core practices of DevSec-
Ops. Tier 2 considers the practices with mentions between
10 and 29, based on the number of mentions these practices
can be also considered important within DevSecOps. Tier 3
considers the practices with fewer than 10 mentions, the low
number of mentions for these practices can be interpreted as
nice to haves but not crucial for DevSecOps implementation.

Table 7 summarizes the practices by tiers.

7.2 RQ2 - Which tools can be used to implement
the identified DevSecOps practices?

To address this inquiry, a comprehensive inventory of all
referenced tools from the identified literature was compiled.
Initially, this survey yielded an extensive list exceeding 250
tools, necessitating the establishment of discerning selection
criteria for practical efficacy. The objective was to streamline
the initial pool of tools, prioritizing those most frequently
mentioned and widely adopted.

In crafting the final list, preference was accorded to tools
with substantial mentions, ensuring each practice was repre-
sented by at least three tools wherever possible. Furthermore,
in cases where multiple tools were identified for a practice,
priority was granted to those with more than two mentions.
Additionally, for open-source tools, the popularity metrics
such as the number of stars on their respective GitHub repos-
itories were taken into consideration to further refine the
selection process. GitHub stars is a feature that allows users
to bookmark and show appreciation for repositories they find
useful or interesting.

The catalog of tools corresponding to each identified prac-
tice is meticulously detailed and enumerated in Table 8.

Out of the 39 DevSecOps practices examined, tools
were successfully identified for 27 practices. Within the
subset of 25 practices with identified tools, at least three
tools were identified for each practice, except for seven
practices namely Dynamic Application Security Testing
(DAST), Code Review, Interactive Application Security
Testing (IAST), Policy as Code, Infrastructure as Code (IaC),
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Table 7 Practices ranked by tiers

Tier Practices
Tier 1 (> = 30) Core SAST
DAST

Tier 2 (<30 > = 10) Important

Tier 3 (< 10) Nice to have

Automated security
testing

Vulnerability scanning

Continuous
monitoring

Continuous
integration

Threat modelling
Shift left security
Collaboration

Continuous
deployment

Code review
Infrastructure as code
SCA

Security training
VCS

Penetration testing

Continuous
compliance

Logging
IAST
Secure coding

Configuration
management

Environment
hardening

Risk assessment

Security requirement
gathering

RASP
Security policies
Patch management

Security incident
management

IAM

Secrets management
Security auditing
Security champions
Red team

WAF

Alerting

Continuous reporting
Software licensing
Chaos engineering

Bug bounties
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Table 8 List of tools identified for each practice

Practice Tools Mentioned in # WL GL GitHub
Stars
SAST Sonarqube [29] [36] [52] [53] [54] [56] [59] [67] 31 13 18 >8.4k
[74] [75] [78] [79] [81] [82] [85] [86]
[87] [89] [90] [91] [92] [98] [106]
[110] [114] [117][118][122][139]
[141] [142]
Snyk [27]1 [29] [55] [57] [61] [67] [74] [75] 19 12 7 >4k
[86] [87] [100] [102] [110] [114]
[119] [120] [122] [139] [142]
Checkmarx [29] [36] [55] [74] [75] [79] [86] [87] 17 5 12 N/A
[89][90] [91] [92] [110] [112] [114]
[119] [142]
Veracode [29] [55] [79] [87] [89] [91] [110] 11 2 9 N/A
[112][114] [141] [142]
Fortify [36] [57] [61] [75] [79] [87] [90] [91] 11 3 8 N/A
[110] [112] [142]
Clair [36] [55] [61] [67] [74] [91] [114] 9 5 4 >99k
[118][119]
Coverity [29] [36] [55] [94] [119] [142] 6 4 2 N/A
Docker bench [61][67][74] [75] [81] 5 2 3 >8.8k
Contrast security [36] [79] [87] 3 1 2 N/A
Git leaks [55] [74] 2 1 1 >14.7k
Shiftleft [75]1 [122] 2 0 2 > 700
Codacy [90] [92] 2 0 2 N/A
Frama-C [39] [85] 2 2 0 > 150
Automated security testing Gautntlt [331[36] [122][117] 4 2 2 N/A
Selenium [56] [67] [70] [117] 4 3 1 >28k
BDD security [36] [79] [122] 3 1 2 > 553
Acutenix [90] [92] [110] 3 0 3 N/A
DAST OWASP zap [33]1 [36] [39] [56] [57] [60] [61] [67] 25 14 11 >11.5k
[74] [75] [78] [82] [83] [86] [87] [98]
[100] [106] [110] [112] [117][118]
[119] [122] [142]
HCL appscan [75][119] [142] 3 1 2 N/A
Vulnerability Trivy [55] [74] [78] [83] [117] [118] [122] 7 2 5 >35k
scanning Retire.js [29] [36] [55] [67] [74] [118] 6 4 2 >34k
Anchore [55] [61] [67] [74] [118] 5 3 2 N/A
Brakeman [36] [55] [74][75] 4 2 2 >6.8k
Checkov [74]1 [75] [99] [139] 4 2 2 >63k
Arachni scanner [33][118][122] 3 1 2 >3.6k
Bandit [55][74] [118] 3 1 2 >5.7k
Tfsec [74] [139] 2 1 1 >6.5k
Code review Gerrit [36] [67] [89] [122] 4 2 2 > 800
Crucible [36] 1 1 0 N/A
Continuous Kibana [36] [61] [66] [67] [79] [87] [91] [103] 13 6 7 > 19k
monitoring [106] [110] [118, 121] [122]
Grafana [61][67][79] [87] [103] [118] [121] 8 3 5 >59k

[122]
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Table 8 (continued)

Practice Tools Mentioned in # WL GL GitHub
Stars
Falco [67]1 [74][76] [118] [122] 5 1 4 >6.7k
Nagios [67] [79] [121] [132] 4 1 3 >14k
Prometheus [61][67] [103] [121] 4 3 1 >51k
Datadog [36] [61][79] 3 2 1 N/A
Tripwire [33]1[76] [79] 3 1 2 > 800
New relic [33][91] 2 1 1 N/A
StatsD [61][67] 2 2 0 >17k
Ganglia [33][67] 2 2 0 > 300
Suricata [67][132] 2 1 1 >38k
Continuous Jenkins [36] [39] [60] [63] [66] [67] [70] [82] 15 10 5 >22k
integration [83]1[92] [100] [105] [110] [121]
[122]
GitLab CI [55]1[63][82] [106] [112] [121] [122] 8 4 4 N/A
[140]
Github actions [551[57]1178] [102] [112] [122] 6 3 3 N/A
Travis CI [55]1[121][122] 3 1 2 N/A
Circle CI [55] [122] 2 1 1 N/A
Threat modelling OWASP Threat Dragon [39] [67] [74] [79] [87] [122] 6 2 4 > 700
ThreatModeler [79]1 (871 [89] [91] [114] 5 0 5 N/A
IriusRisk [79] [82] [87] [90] [100] 5 1 4 N/A
ThreadFix [33] [36] 2 2 0 N/A
Threagile [39] [74] 2 1 1 > 500
Threatspec [74] 1 1 0 > 200
ThreatPlaybook [74] 1 1 0 > 200
Pytm [74] 1 1 0 > 800
VCS GitHub [27] [36] [38] [39] [55] [57] [60] [64] 17 15 2 N/A
[67] [69] [78] [85] [98] [99] [100]
[105] [140]
GitLab [39] [52] [55] [56] [64] [66] [70] [85] 11 9 2 N/A
[106] [122] [141]
Git [38] [60] [67] [69] [70] [86] [92] [121] 8 5 3 > 48k
Subversion [67]1[70] [121] 3 2 1 N/A
Mercurial [69] [121] 2 1 1 N/A
Team collaboration Slack [36] [57] [86] 3 3 0 N/A
HipChat [36] [66] 2 2 0 N/A
Trello [57] 1 1 0 N/A
Mattermost [67] 1 1 0 N/A
SCA OWASP Dependency Check [36] [55] [67] [74] [83] [106] [118] 8 5 3 >5.7k
[122]
BlackDuck [36] [55]1[61] [75] [94] [110] [119] 7 4 3 N/A
Dependency Track [74] 1 0 1 >22K
Logging Logstash [331[36] [61][67][91][103][106] 9 3 > 135k
[110] [132]
Elasticsearch [36] [61] [67] [91] [103] [106] [110] 8 5 3 >66.5k

[132]
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Table 8 (continued)

Practice Tools Mentioned in # WL GL GitHub
Stars
Splunk [33] [36] [66] [79] [81] [110] [132] 7 3 4 N/A
Graylog [67] 1 1 0 >7k
Penetration testing BurpSuite [61][83] [110] [112] [114] [142] 6 2 4 N/A
Metasploit [29] [117] [119] [132] 4 2 2 >32k
Astra [75] 1 0 1 >24k
Continuous deployment Jenkins [36] [39] [60] [63] [66] [67] [70] [82] 15 10 5 >22k
[83]1[92] [100] [105] [110] [121]
[122]
Spinnaker [67][110] 2 1 1 >0k
GoCD [67] 1 1 0 >7k
ArgoCD [110] 1 0 1 >16k
IAST Synopsyis Seeker [75] [94] 2 0 2 N/A
OWASP Benchmark [54] 1 1 0 > 600
Security policies Open Policy Agent [74] 1 0 1 >89k
Kyverno [74] 1 0 1 >49k
Configuration management Ansible [36] [55] [60] [61] [67] [76] [81] [82] 15 12 3 > 60k
[89] [91] [103] [117] [120] [136]
[139]
Puppet [36] [55] [61] [67] [70] [76] [82] [139] 9 7 2 >72k
[140]
Chef [36] [55] [61] [67] [70] [76] [139] 7 6 1 >74k
Saltstack [36] [67] 2 2 0 >16k
Secrets management Hashicorp vault [36] [55] [61] [67] [74] [78] [132] 7 4 3 >29k
Blackbox [36] [55] [67] 3 3 0 >6k
Git Secrets [67] [74] 2 1 1 >11k
Docker secrets [55]1 [67] 2 2 0 N/A
Continuous compliance Whitesource [55][75] [79] [86] [89] [90] [92] [110] 10 3 7 N/A
[118] [119]
OpenSCAP [36] [39] [74] [114] [118] 5 2 3 >13k
Cloud custodian [55][67][74] 3 2 1 >52k
ESLint security [55]1 [57] [74] 3 2 1 >2.1k
Terrascan [55] [74] 2 1 1 >43k
TaC Terraform [36] [55] [60] [67] [74] [76] [110] 11 8 3 >40k
[120] [125] [136] [139]
RASP Imperva RASP [36] [76] 2 1 1 N/A
OWASP open RASP [61] 1 1 0 >2.6k
Hdiv [67] 1 1 0 > 200
Auditing Inspec [55]1 [60] [67] [74] [79] [122] 6 3 3 >28k
Findsecbugs [36] [54] [67] [74] 4 3 1 >2.2k
Nmap [57]1[67] [119] 3 3 0 >89k
Kubeaudit [55] [74] 2 1 1 >1.8k
Continuous alerting Pagerduty [33]1[36][79] 3 2 1 N/A
Elastalert [67] [79] 2 1 1 >8k
Alertlogic [36] [76] 2 1 1 N/A
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Table 8 (continued)

Practice Tools Mentioned in # WL GL GitHub
Stars
Opsgenie [79] 1 0 1 N/A
WAF Signal sciences [36] [79] 2 1 1 N/A
Chaos engineering Chaos monkey [36] [67] [74] [76] [82] 5 3 2 > 14k
Chaos mesh [74] 1 0 1 >6k
Chaos Kkube [74] 1 0 1 >15k
IAM Keycloak [61] 1 1 0 > 19k
Boundary [33] 1 1 0 >38k
Incident management Pagerduty [33]1[36][79] 3 2 1 N/A
New relic [33]1[91] 2 1 1 N/A
Opsgenie [79] 1 0 1 N/A
Identity Access Management (IAM), and Web Application  Table9 Tools per practice summary
Firewall (WAF). PID N° of Tools % WL AVG % GL AVG
Notably, Static Application Security Testing (SAST), Vul-
nerability Scanning, and Monitoring practices exhibited a  p, 13 40,42 50.58
rich array of tools documente.d in exi.sting 'literat'ure'. The P ) 44.47 55,33
({urpulatlve tally of tools meeting tbe inclusion criteria for 3 1 3058 60.42
listing totaled 114. Table 9 summarizes the number of tools P4 g 146,49 5351
for each practice and the average contributions from both WL ’ ’
and GL to identify them. Ps 1 54,88 45,12
The contribution to the identification of tools for each ~ F0 3 20 >0
practice is also represented in Fig. 11. Visually analyzing  P7 8 62,92 37.08
the graphic, it is possible to identify that there is a balance of P9 4 100 0
contributions from both WL and GL and only some outliers. ~ P10 4 54,17 45,83
From the 27 practices with tools identified 10 of the practices P11 2 75 25
had an average contribution from both WL and GL in the P12 1 72,73 27,27
range of 40% to 60%, while 14 of the practices have a trending P13 3 39,88 60,12
contribution from one of the literature types in the range of  p;5 5 69,84 30,16
61% to 99%. Only 3 practices are 100% explored by one of  pq 3 27.78 7222
the literat}lre t)./pes. . o . P17 5 50.67 4933
Ofthelldentlﬁed tools, 6.3%, as 111}1strated in Flg. 12, enJ.oy P18 4 68.01 31.99
community support on GitHub, with some projects being
tracked by thousands of users. P19 2 20 20
P21 4 85,87 14,13
P25 3 83,33 16,67
7.3 Results discussion P26 2 0 100
P28 3 38,39 61,61
In the results of my study, I discovered a balanced con- P29 2 100 0
tribution from both WL and GL in the exploration of P30 4 76,79 23,21
DevSecOps practices and tools. This balance highlights that P31 4 68,75 31,25
both academia and industry are actively engaged in devel- P34 1 50 50
oping and refining DevSecOps methodologies, suggestinga P35 4 41,67 58,33
growing convergence between theoretical frameworks and P38 3 20 80

practical, real-world applications. This balanced representa-
tion from both sources indicates that while academia pro-
vides rigorous, evidence-based insights, the industry offers
valuable, hands-on experience, collectively advancing the

@ Springer

DevSecOps topic. This pairing reflects the importance of col-
laboration between these two domains in shaping the future
of secure and efficient software development.
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100%

90%

80%

Fig. 11 Average contribution by literature type

37%
63%

O

Fig. 12 Tools community supported vs enterprise

Additionally, in the last five years, the number of studies
on DevSecOps more than doubled. The growing body of lit-
erature has become more diverse with researchers exploring
several different perspectives on DevSecOps such as custom
frameworks [85] [99] that address specific security chal-
lenges or in-depth research in practices recently related to
DevSecOps such as RASP [104] [105]. DevSecOps managed
to also establish itself as a centerpiece in the industry with
many global organizations such as releasing annual reports
on DevSecOps [96] [97] while other organizations regularly
publish online articles on DevSecOps on their websites [72]
[73]. The results of this study also indicate that DevSecOps
continues to expand, in 2017, only seven practices were per-
ceived as DevSecOps-related, with this study 32 additional
practices were documented. The pool of identified tools, and
the fact, that 63% of them are community-supported, suggest
these practices are being adopted by several professionals.
These results validate the growing importance of DevSecOps
in the software development and cybersecurity landscape and
that many of the automation within DevSecOps practices are
key to addressing security challenges in fast-paced software
development contexts.

7.4 Study implications

This study provides a solid foundation for further explo-
ration in the DevSecOps domain. The combination of WL

and GL strengthens the understanding of how DevSecOps is
perceived from both theoretical and real-world perspectives.

Researchers can use this study as the groundwork for
validating and expanding the identified practices, by empir-
ically validating them across different contexts the results
might confirm their relevance and effectiveness in those con-
texts. The resulting findings created a consolidated list of
DevSecOps practices that can help organizations integrate
security throughout their SDLC. The study proposes a divi-
sion of practices into tiers based on the number of references
found in the primary studies, this implies a gap analysis in
literature, future studies can focus on these gaps and inves-
tigate why certain DevSecOps practices are underexplored
or inconsistently mentioned in literature. The identification
of specific tools opens the door for researchers to perform a
more in-depth evaluation of how these tools are integrated
into DevSecOps, professionals can use this study as a ref-
erence point for selecting tools that match their security
needs. The practices and tools identified could serve as the
building blocks for developing a standardized DevSecOps
adoption framework. Future research could propose frame-
works that combine the best practices and tools from WL and
GL. In [143], a contemporary review study of this already
expands on this by proposing a model named Challenge-
Practice-Tool-Metric (CPTM) that can be used as the basis
for DevSecOps framework design. The identified practices
and tools can also be used by organizations to benchmark
their current DevSecOps maturity level.

8 Conclusion & future work

The utilization of Multivocal Literature Review (MLR) in
this study facilitated the identification of 103 pertinent pri-
mary studies. The discourse surrounding DevSecOps has
exhibited a continuous expansion, with 47 of the primary
studies pinpointed being published in 2023. Within the pool
of studies, White Literature (WL) contributed 49% while
Grey Literature (GL) contributed 51%. Analysis of the lit-
erature unearthed 39 distinct DevSecOps practices. Notably,
there exists a convergence between WL and GL regarding the
number of identified practices, with WL identifying 38 and
GL identifying 39. Furthermore, there is alignment between
academia and industry evidenced by the consistent num-
ber of mentions for each identified practice between WL
and GL. The delineation of DevSecOps practices into three
tiers (Tier 1 — Core, Tier 2 — Important, Tier 3 — Nice to
have) reveals that core practices encompass Static Applica-
tion Security Testing (SAST), Dynamic Application Security
Testing (DAST), Automated Security Testing, Vulnerability
Scanning, Continuous Monitoring, Continuous Integration,
Threat Modeling, Shift Left Security, Collaboration, Contin-
uous Deployment, and Code Review.
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Initially, the identified primary studies referenced over 250
tools, prompting the establishment of selection criteria to
streamline this abundance. Subsequently, a meticulous eval-
uation process culminated in identifying 114 pertinent tools
tailored to 27 of the 39 DevSecOps practices. Notably, most
of these tools boast robust support within the GitHub commu-
nity, with some enjoying widespread adoption by thousands
of users. The large pool of tools and community support
suggests that DevSecOps practices are being widely adopted
and have become central to addressing security challenges
related to software development.

The initial aim of this study was to create a foundational
body of knowledge into current DevSecOps practices and
their associated tooling landscape, paving the way for deeper
investigations into the practices themselves or the purpose of
DevSecOps adoption frameworks through the combination
of the practices and respective tools. It was possible, with this
study, to identify several DevSecOps practices, define them,
the tools that can be used to implement them and map them
to DevSecOps flow.

The results validate that DevSecOps has been expanding
in the last five years the body of literature has more than
doubled. In 2017, only seven practices were perceived as
DevSecOps-related [10], in this study, 32 additional practices
were documented as related to DevSecOps.

Future research avenues may delve into the integration
of these security practices within organizational frameworks
and assess the current maturity levels thereof. Recently pub-
lished studies already started to pursue these perspectives by
measuring the importance of DevSecOps and how to inte-
grate security practices into the DevOps pipeline [144], or
by proposing custom tools [145] that support DevSecOps
practices.

Moreover, there is potential for further inquiry into the
identified tools, including surveys to gauge their popularity.
Additionally, conducting a qualitative comparative analysis
between tools utilized for implementing the same practice
holds promise in elucidating their efficacy and suitability.

9 Limitations & threats to validity

This research is subject to several limitations related to the
employed research methodology. MLRs have two major lim-
itations: the first is associated with the quality and credibility
of the sources and the second is selection bias.

MLRs offer a diverse pool of sources, both academic
and non-academic literature, however, the latest are not
peer-reviewed and may contain biases, lack of rigor, and
transparency that could affect the validity of the synthesized
conclusions.

Selection Bias is a common and major limitation of MLRs
which sources are included or excluded. Although criteria

@ Springer

for inclusion were defined it does not guarantee that during
the study selection, certain types of studies or reports may
have been unintentionally favored. This could result in an
overrepresentation of a group of perspectives which limits
the comprehensiveness of the review.

Moreover, MLRs also are affected by minor limitations,
such as temporal bias, during the study selection it is possible
to collect sources that may present outdated information that
no longer applies to current practices or technologies. The
inclusion of this literature might result in the synthetization
of outdated perspectives. This represents a threat to the rel-
evance of the review, especially in a fast-evolving field such
as IT.

MLRs include both academic and non-academic litera-
ture which can result in a reduced heterogeneity in terms or
concepts to describe the same phenomena which poses a chal-
lenge of synthesizing the findings across sources. This could
lead to inconsistencies or misinterpretations in the review
that might threaten the validity of the conclusions.

The final limitation of this study is the possibility of con-
textual differences due to the inclusion of industry reports as
sources that might include perspectives specific to a region
or industry and do generalize well across countries or sec-
tors. These contextual differences might lead to conflicting
findings or interpretations resulting in an incohesive under-
standing of the topic.

To mitigate these limitations a well-defined protocol was
established to enhance the consistency of primary study
selection and data extraction, thereby mitigating method-
ological threats, although it is admitted that there remains
the possibility that relevant primary studies may have been
inadvertently overlooked.
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