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ABSTRACT

Organizations continue to have difficulty achieving the full potential of digital transformation 
(DT). DT can be conceived as a process of change in the business model, driven by digital innovation 
and the intensive use of ICTs to add value to the customer, processes and the business itself in way 
to change, threaten or complement the market. This research aims to review the literature on digital 
transformation and create a framework for the description of its benefits, challenges, critical success 
factors, and digital technologies. The framework was developed from a set of 112 articles retrieved 
by a systematic literature review that underwent bibliometric analysis. The most frequently cited 
technologies were cloud computing, artificial intelligence, the Internet of Things, and Big Data. Their 
impact on organizations’ processes is discussed. Agility is the critical factor that stood out from the 
rest. The main benefit identified was innovation. The main challenges identified were resistance to 
change and a lack of skills. The framework helps better predict how internal processes will be affected 
by digital transformation.
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INTRODUCTION

The world is becoming more and more digital, even outside organizational environments, as 
technology becomes part of our daily lives (Barba-Sánchez et al., 2024) and continues to advance 
at an increasing pace, having an impact on organizations and the market itself. In 2018, research 
predicted that 75% of all businesses would be digital by 2020 (Ochara et al., 2018), and recent studies 
have confirmed that percentage is now 91% (Sultan, 2024).

With the business environment changing into a digital one (Li et al., 2021; Lichtenthaler, 2021), 
organizations need to adapt their business processes and work rhythms. Moreover, technology is 
progressing in a disruptive way, and today its impact is even more significant (Liyanaarachchi et al., 
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2024). Different technologies are being used and implemented, leading to changes in business models 
and management aspects and an increased emphasis on the concept of digital transformation (DT), 
which continues to evolve and is attract more interest (Cubillas-Para et al., 2024; Urbinati et al., 2021).

The phenomenon of DT has effects in many areas and is significant to all aspects of business 
(Kao et al., 2024; Matkovic et al., 2018), human life (Shirokova et al., 2020), and society (Ershova et 
al., 2018; . The concept has become extremely popular (Shirokova et al., 2020), and it is now difficult 
to find an area that has not been affected by it (Matkovic et al., 2018).

Despite the widespread pervasiveness of DT, many companies still have difficulties achieving 
the digital innovation and competitiveness that can be obtained by embracing it (Urbinati et al., 
2021). Although 75% of companies were expected to become digital, transitioning from traditional 
methods to digital approaches in various aspects of business or personal practice by 2020, only 30% 
were expected to be successful (Ochara et al., 2018), and a new study has confirmed that, in fact, 
only 24% have been successful (Urbinati et al., 2021)

Given DT’s enormous importance and the significance of its impact (Bianchi et al., 2023; 
Matkovic et al., 2018) on the changes in an organization’s processes and business models and ability to 
successfully take advantage of it, there is a need to understand all aspects of DT so that organizations 
can be provided with the proper support in implementing DT.

The purpose of this research was to deepen the study of DT from an organizational perspective 
and gain an understanding of the effects that these transformations and changes have on organizations’ 
processes. A systematic literature review was performed to obtain an overview of the digital 
technologies, critical success factors, challenges, and benefits involved in DT.

RESEARCH METHODOLOGY

The protocol used in this review follows a classic approach developed by Kitchenham (2004) that 
consists of three main phases: (a) planning, (b) conducting, and (c) reporting. These are represented 
in Figure 1.

To obtain the intended information, the objectives were deconstructed into four re- search 
questions (RQs). Each one represents a branch of analysis:

Figure 1. Diagram of the stages of the systematic literature review
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• RQ1: What main technologies are being used in digitalization, and how are they affecting 
processes in organizations? (Digital Technologies)

• RQ2: What critical factors affect the success of DT and digitalization? (Critical Success Factors)
• RQ3: How are processes in organizations benefited by DT and digitalization? (Benefits)
• RQ4: What are the challenges that arise from digitalizing processes through DT in organizations? 

(Challenges)

Using the Mendeley tool to aggregate and organize the articles, the search string ((“digital 
transformation” AND process) OR “process digitalization” OR “digital process”)) was applied in 
each one of the following databases: Scopus, Web of Science (Clarivate), IEEE, Association for 
Computing Machinery, EBSCO.

As shown in Figure 2, although there is a notably large intersection between the publications 
among the existing databases, some articles can be missed if one uses only one database, which can 
compromise the research.

The exclusion and inclusion criteria used to select the articles are listed in Table 1 and Table 
2. Table 3 lists the results of the initial search when the defined search string and the progressive 

Figure 2. The number of exclusive and duplicate German 2016 publications among the web of science, scopus, and dimensions 
databases

Note. Adapted from Stahlschmidt and Stephen (2020).
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application of the filters were used. After applying the filters explained earlier, the sum of all the 
obtained articles amounted to a set of 350 articles.

After the search was executed according to the defined protocol and the selection criteria were 
applied, 112 unique articles comprised the final set for this literature review.

REPORT AND FRAMEWORK

DTs (RQ 1)
Table 4 illustrates the most referenced DTs and is based on the main concepts identified in the 

literature. It lists all the articles that referenced the concept, allowing for verification of the popularity 
of each of the DTs.

Table 1. Inclusion criteria (IC)

Criterion Description

IC1 Articles published after 2018

IC2 Journal and research articles

IC3 Computer science–related articles

IC4 Articles focused on organizations

Table 2. Exclusion criteria (EC)

Criterion Description

EC1 Articles not in English

EC2 Does not match any of this literature review objectives

EC3 Duplicate reports of the same study

EC4 Articles that could not be accessed

EC5 Articles related to business process chains

EC6 Articles highly focused on a certain business sector

Table 3. Execution of search string KW1 in the chosen databases

KW Scopus IEEE ACM EBSCO Web of Science

Initial 20,914 1,238 1,093 23,338 3,515

Filter 1 4,518 793 109 3,652 2,257

Filter 2 369 57 5 248 192

Filter 3 222 32 3 201 112

Filter 4 186 31 3 109 100

Filter 5 164 31 3 108 94

Filter 6 138 31 3 99 79

Filter 7 166

Filter 8 112

Note. KW = Keywords IEEE = Institute of Electrical and Electronics Engineers; ACM = Association for Computing Machinery; Filter 1 = abstract; Filter 2 
= title; Filter 3 = publication date earlier than 2018; Filter 4 = articles in English; Filter 5 = content type; Filter 6 = accessibility; Filter 7 = duplicate; Filter 8 = 
relevance.
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Cloud Computing
The impact of cloud computing on process digitalization and DT has been identified by many 

authors, making it the most referenced technology in the analyzed literature. This technology has 
been growing and helping young digital firms by providing them with new tools for rapid scaling 
(Branco et al., 2019; Warner & Wäger, 2019). Firms are increasingly recognizing the ability of cloud 
computing to transform their businesses, which has caused a rapid increase in market spending on 
cloud infrastructures, from USD 3.5 billion in 2011 to USD 120 billion in 2020 (Volpe et al., 2021). 
Researchers predicted that by 2023 cloud infrastructure would be used to deploy 40% of complete 
enterprise workloads (Kholiya et al., 2021).

Removing the need for sophisticated hardware is one of the main reasons many organizations 
are adopting cloud computing (Butt, 2020). By providing on-demand access to a shared pool of 
configurable computing resources (Gaffley & Pelser, 2021), this technology allows for more flexible 
and convenient collaboration between geographically distributed infrastructures (Butt, 2020). The 
resources can be rapidly accessed in different locations, and there is minimal effort required for the 
release of the information, thereby providing opportunities to reduce costs and increase scalability 
at a global scale with high speeds and reliable exchanges of data and thus enhancing performance 
and productivity. Internal processes can be connected to intelligent business process sequences with 
the integration of cloud-based services, which creates great value for the organization (Stjepić et al., 
2020). Cloud-based services are also useful for integrating data and making them visible (Junge, 2019).

Artificial Intelligence
The second most referenced technology in the literature is artificial intelligence (AI): intelligence 

demonstrated by a nonhuman form or by organisms that can be referred to as virtual assistants 
(Correa & Frate, 2021) or robots (Siderska, 2020). The increasing interest in and use of AI are mainly 
directed toward the changes that it can provide for business processes. Since the advent of the age of 
digitalization, this technology has changed traditional business practices (Chatterjee et al., 2022) and 
is involved in contemporary businesses (Li et al., 2021). AI can create effective and quick solutions to 
solve complex entrepreneurial problems and increase every organization’s productivity (Burakhanova 
et al., 2023; Hajishirzi & Costa, 2021), which is a major game-changer.

Table 4. References of the main identified technologies

Technology Number of articles

Cloud computing 47

Artificial intelligence 46

Internet of Things 42

Big Data 36

ERP 24

Blockchain 23

Augmented reality 20

Machine learning 17

Digital twin 14

RPA 11

Deep learning 5

Note. ERP = enterprise resource planning; RPA = robot process automation.
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AI is designed to mirror human intelligence with algorithms that use data and are able to 
perform functions that are usually performed by real humans. AI can learn new skills and perform 
decision-making tasks (Siderska, 2020).Through rule-based action, the algorithms can reach 
conclusions that otherwise would not be reached by humans. An important aspect of the intelligent 
software systems that constitute AI is that they are constantly learning, which means they are 
continuously achieving better results over time.

Automation is considered one of the main advantages of AI. It is used by some authors in the 
definition of automation of work and self-regulatory systems. Automation enabled by AI can reduce 
error rates, increase speed, and reduce the operating costs of several processes (Trunugraha Aji & 
Priyono, 2021). Intelligent manufacturing, intelligent products, and intelligent supply chains are some 
of the opportunities that AI can provide in Industry 4.0. Industry 4.0 refers on integrating technologies 
such as IoT, AI, and automation into manufacturing to create smart, interconnected systems. These 
technologies enable real-time communication and decision-making between machines and processes. 
The goal is to enhance efficiency, flexibility, and innovation in production (Al-Edenat, 2023).

Business processes in several areas, such as marketing, human resources (HR), finance, and 
logistics, require powerful strategic tools to improve and use the vast amount of data produced, and 
AI is one of the best options (Correa & Frate, 2021). In HR departments, AI has created value in the 
process of candidate analysis (Correa & Frate, 2021). By assigning scores to the job position and 
the candidate, an algorithm can form a semantic analysis of the candidates’ curriculum Vitae and 
résumés and compare those with the intended selection criteria. It can be used as a pre-selector to 
reduce the number of curricula that continue in the hiring process.

Other influences on the use of AI have occurred in the medical sector in the search for cures and 
vaccines (Travar et al., 2021) and in the control and management of seed processing (Sukhanova et 
al., 2021). Seed processing has changed thanks to an artificial cognitive system that can be used on 
a tablet or smartphone and allows the operator to control the seed treatment process. The intelligent 
built-in system allows the adjustment and regulation of the entire process, reducing difficulties and 
simplifying the operator’s job while increasing the safety and quality indicators of the process.

Machine Learning
AI includes other fundamental functions. such as machine learning (ML; Hajishirzi & Costa, 

2021; Hartley & Sawaya, 2019). The base of this concept lies in the autonomous training of the 
algorithms. In ML algorithms, vast amounts of data are fed to computers or software, and the algorithms 
train themselves by practicing multiple iterations (Hajishirzi & Costa, 2021), which means that the 
algorithms will get better as more time passes and more data are inputted.

Considering the continuous advances that have been made through the years in computational 
speed, data storage, quantity, and algorithms, the predictions made by ML–based systems are now 
more accurate and create a way for organizations to circumvent cognitive limits and discover new 
trends in the data (Warner & Wäger, 2019). This allows for improvement in decision making (Sobczak, 
2022) inside organizations and the significant creation of value (Larsson & Wallin, 2020) in business 
processes.

Organizations can improve their supply chains by applying ML algorithms to processes such 
as demand planning, scheduling warehouse picks, analyzing weather data to improve transportation 
management, predicting time delays, or optimizing routing for delivery vehicles (Hartley & Sawaya, 
2019). The efficiency of these processes can be improved by providing data from previous interactions 
and occurrences to the ML algorithms, thus allowing the algorithm to learn and make new predictions.

Deep Learning
Another subset of AI is deep learning. This technology is related to ML and takes advantage 

of neural networks with many layers to process the data received as input (Hajishirzi & Costa, 
2021). Although it is not as widely referenced as its parent technology, deep learning still presents 
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a significant amount of references considering that it is not one of the ruling technologies and is 
inherent in another technology.

Internet of Things
The Internet of Things (IoT) has been growing with the arrival of the era of digitalization (Li 

et al., 2021) and has caused serious disruptions to various business models (Al-Edenat, 2023) and 
practices (Chatterjee et al., 2022). IoT represents a system of interconnected devices implanted with 
other digital components, such as sensors, software, and electronics (Butt, 2020). The devices have 
the purpose of initiating exchanges and collating data that are transferred over the internet (Ulas, 
2019) into another system. By integrating several technologies and communication solutions, this 
digital technology can provide interaction that leads to the identification and tracking of the collected 
data (Urbinati et al., 2021).

With the emergence of new concepts in the manufacturing sector, such as Industry 4.0, IoT earned 
new potential and was immediately considered one of the leading technologies in the development and 
uprising of the concept of Industry 4.0 (Al-Edenat, 2023; Butt, 2020). The use of IoT in an industrial 
setting is also beneficial for operational risk management by providing a source of data from devices 
in the field that can effectively affect operational decisions (Jones, 2019). In the manufacturing sector, 
IoT can be used to educate mechanical and industrial engineering students (Lindner et al., 2021) by 
providing real-time data on manufacturing components, such as machines, allowing students to have 
practical examples and actualized data to help them learn about the industry.

IoT can also be used to create opportunities to solve several problems and aid in the digitalization 
of bicycle rental processes (Segooa & Kalema, 2024). One organization had successful results in 
increasing the popularity of their service by implementing sensors in the rental bicycles that were able 
to generate data about problems with the bicycles and subsequently analyze the data. This generated 
faster responses and decision making.

Big Data
Big Data is one of the primary technologies found in the literature. The increasing flow of 

information created by the digital era provides a challenge for the successful implementation of 
DT, especially in organizations where several departments need to collaborate with the same data 
that flow between them (Seegoa & Kalema, 2024). Big Data can bridge this challenge (Ochara et 
al., 2018) because it has the ability to change the entire business. This technology fosters growth, 
performance, and competitiveness (Omar & Almaghthawi, 2020) and has had a significant impact 
on Industry 4.0 (Butt, 2020).

The use of Big Data capabilities has improved the performance of organizations’ programs 
(Sobczak, 2022). The concept is also associated with knowledge management (Bresciani et al., 2021) 
and demonstrates a positive correlation with other influential factors in the management of information 
by providing the ability to collect and analyze substantial quantities of data.

There are opportunities for the application of Big Data in operational risk management (Jones, 
2019). The software used for risk management in organizations seeks safe and effective operational 
decisions. Big Data can have a beneficial impact on decision making (Urbinati et al., 2021), which 
makes this technology the right candidate for changing the process of operational risk management 
by providing actionable insight into operational risks and the ability to analyze trends among a 
substantial quantity of data (Jones, 2019).

As Russia is evolving in DT, the agricultural sector is one of the targets in which to implement 
technology. At a national level, Big Data is being used to perform predictive analysis in agriculture 
(Novoselova & Solodovnikova, 2022). In quality management, there is a need for reliable and accurate 
data, and the use of Big Data provides the ability to better assess customer needs in order to improve 
the quality of products and services. The analytic capabilities of Big Data can also be used to create 
opportunities to solve bicycle rental problems (Galyom & Shchenikov, 2019).
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Enterprise Resource Planning
Enterprise resource planning (ERP) has been used in companies to manage business processes 

for many years (Hajishirzi & Costa, 2021) and is considered the backbone of DT (Stjepić et al., 
2020). Some organizations incorporate a vast amount of business processes that require an adequate 
information flow (Stjepić et al., 2020) and need quality ERP systems (Ivancic et al., 2019) that 
guarantee the efficiency of those processes.

ERP systems focus on relatively stable back-office processes, such as finance, HR, and warehouse 
management (Kirchmer & Franz, 2020). This technology plays an important role in the HR departments 
of many enterprises, specifically in talent management (Martínez-Morán et al., 2021). ERP systems 
were identified as the most frequently used tools in talent management and have a significant impact 
on improving an organization’s selection processes. This tool is mainly used in organizations with 
a larger number of employees compared with organizations with fewer employees, where simple 
databases such as Excel or Access are mainly used.

Universities have started integrating the study of ERP into learning activities. Because ERP is a 
complex topic, its learning has been integrated with virtual environments (Pridmore & Godin, 2021). 
High Commercial Studies of Montreal (HEC) has developed a simulation game called “ERP-Sim” that 
allows students to operate a firm that is based on a real integrated ERP system (Loeffler et al., 2018). 
This simulation game is helpful for students in that it provides insights into how information systems 
are connected inside enterprises, how business strategies are implemented, and how these systems 
and technologies can affect the decision making that is involved in the design of business processes.

Blockchain
Another well-referenced digital technology in the literature is blockchain. This technology has 

been intensely discussed (Volpe et al., 2021) in several areas, such as information technology (Hofbauer 
& Sangl, 2019), business management (Hofbauer & Sangl, 2019), business processes (Chatterjee 
et al., 2022; Schlegel & Kraus, 2023; Sosin et al., 2020), supply chains (Hartley & Sawaya, 2019; 
Hofbauer & Sangl, 2019; Junge, 2020), logistics (Junge, 2020), and finance (Hofbauer & Sangl, 
2019; Sosin et al., 2020). Some articles that reference this new technology recognize its ability to 
foster innovation (Hofbauer & Sangl, 2019), affect entrepreneurial processes, and change business 
practices (Chatterjee et al., 2022). The novelty of this technology is transparent, and it is believed that 
the growth of its use will continue at a pace of 42.5% per year, meaning that it will reach a market 
cap of USD 1.29 billion by 2024 (Sosin et al., 2020).

Blockchain functions as a secure ledger to record transactions between parties (Volpe et al., 
2021). It uses distributed ledger technology, which means that even if there is no centralized institution 
involved, the many participants involved can still reach a consensus on the correct documentation 
(Hofbauer & Sangl, 2019). The blockchain stores transaction data in the form of tables that can be 
verified by the participants of the system in every part of the world (Sosin et al., 2020).

Security is the main reason for the use of blockchain technology (Hofbauer & Sangl, 2019). 
The data are stored in such a way that it is impossible to removed or replaced them, allowing the 
transactions between the participants to not be forced to rely on trust (Skotnica et al., 2021), making 
them more secure. This solution protects the validity of the data (Volpe et al., 2021) by providing 
traceability (Hofbauer & Sangl, 2019; Skotnica et al., 2021) to the transactions executed by the 
participants, which increases their security.

Blockchain also encounters countless opportunities in the manufacturing sector, especially in 
supply chain processes (Hofbauer & Sangl, 2019). One process that was found to benefit from the 
technology was the management of orders. All the information about the orders, including the damage 
to goods, can be stored in the blockchain, which allows the inspectors to have secure and transparent 
access to the information ahead of time and improve the logistics process.

Although blockchain is considered to have great benefits and is very promising in several areas, 
Skotnica et al. (2021) claimed that the technology is still not fully matured becauses of the complexity 
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that it withholds. They argued that a lot more research must be conducted before organizations should 
consider adopting and fully depending on this technology. Other challenges also exist, such as the 
difficulty of calculating the cost of the upgrades generated by blockchain and ensuring confidentiality 
and encryption (Sosin et al., 2020).

Augmented Reality
As was proven by the analysis done in the table 4, this technology is not the most recognized and 

cited in according to the systematic literature conduced, and although it has a consistent representation, 
it is not as important as the main identified technologies. Researchers also recognize it as an enabler 
of change (Nakano et al., 2021) when incorporated into the ecosystem of digitalization (Ershova et 
al., 2018).

Augmented reality (AR) is the extension of physical reality by adding several layers of information, 
generated by a computer, to a real environment (Ulas, 2019). This technology allows information to 
be consumed in a more interactive manner (Ulas, 2019), thus opening a variety of opportunities to 
change processes and services inside organizations and for the development of new products. Virtual 
reality is associated with AR but has the ability to create an artificial environment that is accepted 
by the user as a real environment (Butt, 2020).

AR has an immense impact on the acceleration of the manufacturing sector, which is one of its 
main applications (Butt, 2020). It can support autonomous logistics paired with additive manufacturing 
(Junge, 2020). Some examples of processes that can be changed by this technology in the manufacturing 
sector are product development, equipment maintenance, workforce training, production floor issues, 
process flow, and quality assurance (Butt, 2020). AR has the potential to raise the efficiency of these 
processes and have a positive impact on their execution by providing flexibility, rapidity, and quality.

Another application of AR is in the freight industry. It can be used to improve the loading of 
trucks (Hartley & Sawaya, 2019) by providing the drivers with the ability to assess problems with the 
vehicle through visual insights without the presence of a skilled technician. Breakdowns and glitches 
can also be identified with this technology, changing the process of truck loading. AR is also being 
used in the medical sector, being adopted preoperatively and intraoperatively, to assist medics in a 
virtually assisted visualization of the operation (Butt, 2020).

Digital Twin
One important concept that emerged from the literature as a digital technology being used for 

process digitalization is the digital twin. This concept has been growing in the topic of Industry 4.0 
(Hofbauer & Sangl, 2019) and is useful for the simulation of machining processes. This technology 
has been used in multiple sectors because of the wide range of possibilities for its use (Butt, 2020) 
and its capabilities for interoperability with other technologies.

The main definition of the concept of a digital twin is the digital representation of a real object or 
system through a virtual component (Rechkalov et al., 2021). A digital twin represents, in the digital 
world, the digital copy of a physical product in the real world (Rechkalov et al., 2021). It combines 
the behavioral and physical attributes of the product, providing synchronization of the data and 
facilitating the engineers’ jobs in data analysis (de Beer & Depew, 2021). These virtual systems are 
examples of augmented simulation capabilities fostered by the evolution of computational power and 
technological solutions (Dias et al., 2022). Other definitions of digital twins highlight the importance 
of the live component of the models (Larsson & Wallin, 2020), which refers to their capability to 
transmit live data to digital platforms, allowing for their immediate use.

The use of digital twins can serve a variety of purposes. It can minimize risks when organizations 
are trying to integrate new processes by allowing an analysis of the cost overruns and delays that it 
would cause, thus making process simulation a key ingredient of this system (de Beer & Depew, 2021), 
as seen in Figure 3. For the simulation to be successful, the models need to perform calculations that 
are based on the raw data received. To ensure safe integration, several models can be created and used 
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while having their results saved separately, which avoids data overwriting and prevents mistakes when 
studying the various possibilities for the process being created (Hanelt et al., 2021). Robust digital 
twins can have great effects on the manufacturing sector. One study showed positive results of these 
effects, providing a framework that was based on how digital twins improved energy efficiency by 
84% and reduced 93% of the machines queueing time (Adeniji & Schoop, 2021).

Robotic Process Automation
Robot process automation (RPA) is not as frequently referenced as other technologies in the 

literature, but it is considered by many authors as one of the most important digitalization technologies 
and one of the main enablers of Industry 4.0 and DT (Siderska, 2020). Research has shown that 
implementing this technology is often a company’s first step into DT (Hartley & Sawaya, 2019) 
and that the trend for its use remains persistent (Kholiya et al., 2021). The value of the RPA market 
has been increasing every year in various fields (Siderska, 2020; Turcu & Turcu, 2021) at a rapid 
pace, and it was acknowledged in 2020 as the fastest growing segment of the global software market 
(Siderska, 2020; Sobczak, 2022) for the second straight year (Turcu & Turcu, 2021). Its value rose 
38.9% during those same years, reaching USD 1.9 billion in 2020 (Sobczak, 2022; Turcu & Turcu, 
2021). This increase is even more significant when compared with the year 2016, when the RPA 
market was valued at only USD 250 million (Siderska, 2020). The RPA market will continue to 
increase as large organizations seek to digitally empower their business processes, and it is expected 
by Transforma Insights to reach USD 13 billion in 2030 (Turcu & Turcu, 2021).

The attention that RPA has been getting in the digital economy over the years is evidenced by 
its enormous potential to automate multiple business processes and activities (Schlegel & Kraus, 
2023). This technology is used to automate data-intensive and repetitive tasks (Santos et al., 2020) 
for improved process efficiency (Siderska, 2020).

RPA is also defined as preconfigured software that uses rule-based activities and allows for the 
automated execution of a combination of processes in one or more software systems without human 
operation (Turcu & Turcu, 2021).

The automation of processes can reduce the manual work performed by employees (Turcu & 
Turcu, 2021), which enables them to perform other tasks that are more complicated and creative and 
not able to be automatized (Siderska, 2020). Although the employees can be relieved of some tasks, 
they still need to be actively involved with the automation process, which has led to a major reskilling 
demand from organizations in order to teach the operators about RPA.

One fundamental risk when implementing process automation is the incorrect interpretation 
of its goals (Sobczak, 2022) for the organization. This can lead to an inappropriate approach that is 
often associated with incorrect identification of the processes that are to be automated (Siderska, 
2020).Thus, it is critical to assess the right processes to be automated in order to extract the most 
benefit from the implementation of RPA (Siderska, 2020). The selection of the candidate processes 
to be automated is based on the frequency of the process and its complexity. Processes with a high 
frequency of occurrence are typically the best targets for automation, especially if their complexity 
is low. Although these processes are the typical targets, their automation can be achieved through 
other, simpler automation methods. The intermediate section of the chart,which visually represents 
processes, workflows, or data related to automation represents the ideal candidates for automation 
that can get the most benefit out of RPA. The complexity of the processes includes the cognitive 
requirements for their function (Siderska, 2020) processes must require low cognitive skills and focus 
on more rule-based requirements to improve RPA

Supply chains from various organizations benefit from RPA because of their many repetitive tasks. 
Some processes that can be improved include creating and sending requests, creating purchase orders, 
processing payments, setting up supplier systems, and sharing documents (Hartley & Sawaya, 2019). 
These operations and logistics processes are easily automated and benefit from the implementation 
of RPA. RPA is also being implemented in HR departments, where it can reduce the manual work 
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involved in the screening of employment candidates by filtering resumes, scheduling interviews, and 
simplifying the integration process (Turcu & Turcu, 2021).

Avariation of RPA is considered its evolution and is called intelligent process automation (IPA) 
(Kholiya et al., 2021).. IPA guides businesses in automating processes by using various types of 
data. It combines process enhancements and next-generation tools to reduce repetitive and regular 
processes by imitating human behavior (Kholiya et al., 2021).

Two technologies, RPA and AI, are the main pillars of IPA, along with business process 
management (BPM), which is also considered a pillar because of the possibility of automating 
workflows and improving interactions. AI is crucial to providing meaningful predictions with the 
available data leveraged by RPA when automating complex processes (Kholiya et al., 2021).

One major advantage that IPA offers compared with RPA is the possibility of handling structured 
and unstructured data while also being able to support decision making, which is not possible with 
the solo use of RPA. Another substantial advantage is that it can learn and understand context, thus 
performing better than humans compared with the simple mimicking of human behavior that RPA 
provides.

Critical Success Factors (RQ2)
The critical success factors identified in this research are represented in Table 5. These concepts 

are considered extremely significant to the success of digitalization and DT.

Agility
Because DT is a continuous process that requires profound changes over time, agility is 

considered one of the requirements for its success (Fischer et al., 2020). A few authors, such as Dias 
et al. (2022), also recognize agility as a characteristic that can be enhanced through digitalization, 
which means that it can also be viewed as a benefit. The ongoing characteristics of transformation 
and the dynamic characteristics of the digital environment (Fischer et al., 2020) require agility as 
a core mechanism for strategic renewal (Warner & Wäger, 2019) and for coping with continuous 
changes inside organizations.

Agility is defined as an organization’s capacity to be efficient when creating value while facing 
external and internal circumstances (Warner & Wäger, 2019). It translates to the ability to identify 
and anticipate changes (Li et al., 2021) and includes other concepts, such as alertness, flexibility, 
adaptability, and responsiveness. Organizations need to be responsive to detect market changes and 
notice opportunities to gain advantages, which translates to alertness and a necessity to perform the 
proper activities that respond to the changes in the environment, which translates to the responsiveness 
component of agility. Given the importance of agility to the success of DT, more agile teams and 
approaches are required, and organizations are gaining interest in agile methodologies. Applying 
digitalization also requires skills for multiple digital technologies, and workers need to foster agility 
for the interoperability of different technologies through agile methodologies (Hadjielias et al., 2021).

Table 5. Number of references for the main identified factors

Factor No. of references

Agility 37

Interoperability 28

Digital maturity 24

Digital economy 23

Change management 20

Business process management 20
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Agile practices have become common, especially in software development, and offer a 
hybridization of project management methodologies (Kozarkiewicz, 2020). Traditional waterfall 
approaches have been replaced by agile methods. These practices represent an iterative development 
approach that is best applied in environments with quick changes, where uncertainty and speed are 
essential (Rummel et al., 2022).

Interoperability
Interoperability emerged in the literature as a factor that affects DT and that consists of the 

connections among technologies, information, and systems, which need to operate together to provide 
the most value for the organization. The definition of interoperability is stated as the established 
connectivity to open the exchange of information between systems. It is considered one of the design 
principles in Industry 4.0 (Butt, 2020).

As organizations implement new technologies and adopt new systems, the information sources 
must be connected, and the already-existing systems must operate harmoniously with the new ones 
(Keidel & Eichstädt, 2021). The flow of information between systems must occur safely given that 
theft of individual data from databases often occurs inside organizations (Butt, 2020), which means 
that ensuring interoperability involves not only ensuring the flow of information between systems 
but also its safety.

There are several examples in the literature of how different technologies can interoperate. In 
the seed processing industry, a system for control and management of the technological process was 
developed that involved an AI system that interacts with tablets and smartphones (Sukhanova et al., 
2021). IoT is used to complete the flow of information generated by the AI algorithm that constitutes 
the intelligent control system. Cloud computing is viewed as another enabler of interoperability 
(Junge, 2019) because it allows for the information to be available without a physical connection and 
integrated with several other technologies.

The main example of interoperability presented in this literature and described in this research 
is IPA. This technology allows organizations to create systems that can integrate RPA and AI 
technologies with a complex flow of information. RPA is a technology that shows great potential for 
interoperability with existing systems, and its ability to automate increasingly complex processes 
when integrated with complementary technologies, such as AI, ML, or BPM, is recognized (Kholiya 
et al., 2021; Siderska, 2020).

Digital Economy
DT has different outcomes across different market sectors and is highly dependent on the context 

of the organization in question. The digital economy is a concept that has yet to be fully defined at 
an international level (Ershova et al., 2018). It is a complex phenomenon, which explains the lack 
of clear definitions. Some authors say that it can be placed higher in the digital hierarchy than the 
concept of DT, which means that DT is a subset of the digital economy (Bresciani et al., 2021). In 
attempts to define and quantify this concept, some European countries have used an index called the 
Digital Economy and Society Index, which summarizes important indicators of digital performance 
and is used to track digital progress and competitiveness (Rados & Babić, 2020).

The digital economy can also be interpreted as the stage or platform where DT happens. This 
means that it is an environment that is constantly changing (Sehlin et al., 2019) and one where 
DT needs to happen for organizations to remain competitive. The digital economy is not only a 
business environment for DT; it also includes other characteristics that define the digital evolution 
of organizations, including institutions, laws, human capital (Rautenbach et al., 2019), research and 
development, digital infrastructures (Ershova et al., 2018), and digital technologies. These technologies 
are considered by some authors to be the main factor that affects the digital economy (Gaffley & 
Pelser, 2021; Stjepić et al., 2020) because they can affect not only the competitiveness of organizations 
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in the market but also the way firms are internally organized and how they use the technologies to 
change their internal functions (Trunugraha Aji & Priyono, 2021).

When studying business processes, there is a notable difference that affects digitalization between 
big organizations and small and medium-sized enterprises (SMEs). Because of their organizational 
complexity, big companies are usually better prepared for DT than SMEs, and MEs typically have a 
more sizable human component (Bresciani et al., 2021) and are run by individuals, households, or 
small business entities (Mamduh & Pratikto, 2021). According to the literature, these organizations 
have adopted fewer technologies (Kankaanhuhta et al., 2021) and lack organizational initiative (Fischer 
et al., 2020) because they have fewer capabilities, limited resources, and less technically skilled 
employees (Anim-Yeboah et al., 2020). Implementing digital technologies also requires financial 
investments to which SMEs might not have access (Trunugraha Aji & Priyono, 2021) compared with 
larger organizations, which can also present a challenge.

Therefore, an organization’s size and resources affect its digital strategy when trying to implement 
digitalization. This highlights the relevance of analyzing organizational context as a critical success 
factor.

Several references to the manufacturing industry were also found in the literature, especially 
with the growth of the concept of Industry 4.0. The term “Industry 4.0” was introduced in 2011 
(Lindner et al., 2021) and is also named the fourth industrial revolution (Rautenbach et al., 2019). 
This concept refers to the complex and digital evolution of the industrial sector (Savastano et al., 
2019) and represents the fundamental changes that have occurred in manufacturing organizations.

Manufacturing processes can benefit from digitalization with the use of technologies such as 
cloud computing (Savastano et al., 2019), AI (Hofbauer & Sangl, 2019), IoT (Al-Edenat, 2023), Big 
Data (Butt, 2020), blockchain (Volpe et al., 2021), AR (Butt, 2020), digital twin (Hofbauer & Sangl, 
2019), and RPA (Siderska, 2020). These technologies provide numerous possibilities for the existing 
structures, machining, and production planning phases (Lindner et al., 2021), such as the intelligent 
interconnection of machines (Lindner et al., 2021), the connection of sources of information, and 
automation (Hanelt et al., 2021), which can increase the productivity of processes in a product’s 
entire life cycle.

Change Management
Implementing change management is a requirement for successful DT (Ryan et al., 2019) and 

has a significant impact on digitalization. The basis of transformation as a concept implies changes. 
The technologies being implemented in organizations have a direct impact on their business processes 
by causing changes that can bring improvements and create value for the organization. Change 
management can be considered a collective term to refer to the approach to helping individuals, 
teams, and organizations prepare for organizational changes (Al-Edenat, 2023).

This concept is highly connected to resistance to change, one of the challenges identified in 
this review. Resistance to change describes a natural phenomenon that will occur when trying to 
implement the changes needed for transformation. This phenomenon can be diminished by having 
proper change management, allowing the people affected by the changes to feel cared for and rightly 
instructed (Arbaiza, 2018). For change management to be well performed, the motivation for the 
change needs to be highlighted, stakeholders must have a proactive opinion, the impact must fit the 
strategic goals, and data about previous changes must be taken into account (Al-Edenat, 2023). This 
fosters a mindset of acceptance of the changes and contributes to less resistance to change.

Digital technologies are considered to have a disruptive nature (Chatterjee et al., 2022). This 
disruptiveness is mostly identified in the literature as having a negative connotation, with some authors 
describing it as comprising “surprises” that cause unstable execution and functioning (Al-Edenat, 
2023). This elevates the need for proper change management that can strengthen these changes and 
provide an adequate response and strategy (Kozarkiewicz, 2020). Although these disruptive changes 
will happen, they can provide a major benefit to organizations. One important conclusion related to 
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change management is that organizations strive more in changing environments (Al-Edenat, 2023). 
One study about the disruptive changes created by transformation concluded that changes act as 
motivators to find new ways to innovate (Al-Edenat, 2023). Organizational changes that are created 
by external and internal factors lead the organization to respond and adapt to those changes by finding 
ways to improve and become more efficient, and the tool to achieve this is innovation, which fosters 
an environment in which companies are constantly improving and innovating in response to changes.

BPM
BPM is viewed in the literature as being directly and highly correlated with the successful delivery 

of DT (Pridmore & Godin, 2021; Stjepić et al., 2020) and with being able to present a baseline for it 
(Fischer et al., 2020), which highlights BPM as a critical success factor. BPM has become so relevant 
that a lack of knowledge of it presents a problem for organizations, and universities have started 
incorporating its study (Pridmore & Godin, 2021). The market for BPM was expected to grow 14% 
between 2017 and 2023 (Stjepić et al., 2020).

BPM refers to a management discipline (Butt, 2020) that can support process-oriented 
organizations by providing governance through several defined principles, methods, and tools (Skotnica 
et al., 2021). These methods include the discovery, analysis, redesign, implementation, and monitoring 
of business processes, and they aim to improve operational performance (Butt, 2020). The use of 
BPM has changed from a strategic focus to the improvement of modeling techniques (Baiyere et al., 
2020), which can have a significant impact on the creation of value through digitalization (Kirchmer 
& Franz, 2020).

In today’s market, multiple vendors provide software solutions for BPM. These solutions are 
evolving to fix existing issues in traditional BPM approaches, such as lack of information fusion, 
the model–reality divide, and the loss of innovations. The loss of innovations is associated with 
not including employees in the BPM model, which gave birth to the concept of social BPM, which 
represents the integration of people into the business process life cycle to foster engagement and 
communication (Suša et al., 2019). There are also references in the literature to BPM platforms, 
BPM suites, and intelligent business process management suites (iBPMS). These three concepts 
represent different platforms associated with BPM software solutions and are ordered by their level 
of complexity, where iBPMS is the most complex and includes advanced analytics and operational 
intelligence tools that bring great benefit to organizations. Only 50% of organizations are satisfied 
with their BPM software solution (Suša et al., 2019) and, given the importance that these models 
have for their DTs, it is crucial to study and select the best possible option.

Included in the concept of BPM is the modeling of business processes. One well-referenced 
method is business process modeling and notation, which helps set up models or simulations of 
business processes (Seitz & Vogel-Heuser, 2020) and evaluate possible adjustments, thus making the 
use and impact of digital technologies more transparent (Kirchmer, 2021). This method has become 
a widely used standard for process modeling (Skotnica et al., 2021) by organizations to create and 
provide an overview of their structures and operations (Fischer et al., 2020).

Benefits (RQ3)
Digitalizing processes and embracing DT can bring several benefits to organizations. It is 

important to identify the main benefits that these transformations can have in order to set expectations 
for the expected results. Identifying these benefits supports the decision to embark on digital changes 
and allows the adjustment of the DT strategy to the improvements in the processes that an organization 
expects. Four main benefits were identified in the literature and are presented in Table 6.

Innovation
Much like agility, the concept of innovation is also viewed as a requirement for DT (Fischer et al., 

2020), despite the fact that most authors view agility as a benefit that arises from DT. Innovation is 
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referenced as one of the characteristics of the digital economy (Ershova et al., 2018), and embracing 
innovation is considered one of the main areas of DT (Stjepić et al., 2020). DT functions as a core 
driver for innovation (Hadjielias et al., 2021) in organizations, especially with the digitalization of 
business processes.

The definition of innovation includes more than the creation of new products (Sehlin et al., 2019). 
It also includes a continuous process of improvement that involves renewing the organization itself by 
transforming knowledge (Mamduh & Pratikto, 2021) to create and improve products, services, and, 
most important, business processes (Hadjielias et al., 2021). Digital innovation is also depicted in 
the literature as a tool that contains reprogrammability, data homogenization, and the self-referential 
nature of digital technology (Warner & Wäger, 2019) as characteristics that allow the organization 
to the changes in the digital environment (Al-Edenat, 2023).

Many organizations face the challenge of engaging in digital innovation (Urbinati et al., 2021), 
which can be facilitated by digitalization. By introducing new technologies, digitalization becomes 
the key to fostering innovation in an organization’s business processes (Øvrelid et al., 2018). It does 
this by providing capabilities to innovate and thus giving them the flexibility to improve products 
and meet the expectations of the digital economy’s changing market (Mamduh & Pratikto, 2021). 
Technology orientation is viewed as an enabler for increasing innovation capabilities, which explains 
how digitalization can foster innovation (Mamduh & Pratikto, 2021).

Competitiveness
The business environment has changed into a digital one (Li et al., 2021), and companies that 

want to be successful need to adapt to the changes in business processes and the rhythm of work. 
New technologies that can automate processes and reduce the time required to do a certain task 
have caused a change in the pace of the business environment, which consequently increases the 
demand for faster responses by organizations in the market (Sehlin et al., 2019). As companies start 
to adopt these new technologies, they generate new ways of gaining a competitive advantage over 
the competition (Ochara et al., 2018). This means that companies are obligated to adopt emerging 
technologies to maintain their competitive level and keep up with the evolving market. Digitalization 
allows organizations to achieve valuable competitiveness.

Flexibility
Flexibility is another benefit that can result from digitalization. Implementing digital technologies 

improves an organization’s processes, allowing those processes to more easily respond to changes in 
the market (Stjepić et al., 2020).

Value Creation
Value creation is not only the aim of DT (Kozarkiewicz, 2020); it also is inserted into its concept 

in such a way that DT presupposes value creation (Junge, 2020). This concept is also considered 
one of the four dimensions of DT such as technology, data, process, people and culture (Hadjielias 
et al., 2021; Stjepić et al., 2020). The creation of value is extremely relevant to the topic of process 

Table 6. Number of references for the main identified benefits

Benefit No of. references

Innovation 62

Competitiveness 49

Flexibility 45

Value creation 42
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digitalization because integrating value-adding activities is the central action of process management 
(Sehlin et al., 2019)

Digital technologies are the enablers of value creation (Junge, 2019). Their potential enhances 
processes in a way that creates and adds value to the organization. These new technologies are 
constantly creating value for customers (Sehlin et al., 2019), which is recognized as a strategic 
response to the market for organizations that wish to remain competitive (Kozarkiewicz, 2020). The 
full potential value that technology can provide is, however, a struggle for organizations to achieve 
(Rautenbach et al., 2019), which creates the need to understand how to use it correctly.

Value creation has been studied in the literature from different perspectives. It can be depicted as 
the value added to the final product with the help of digital technologies (Dobrović, 2021), or it can 
be seen from the perspective of the value chain. Improving the business processes of an organization 
with digitalization will also create value for each stage of the production line and for the entire 
functioning of the organization. Improving the flow of information, collaboration, and teamwork 
can also be considered value-creation activities that directly affect the organization’s performance 
(Arbaiza, 2018).

Challenges (RQ4)
Although process digitalization has diverse benefits for organizations, no enjoyment comes 

without difficulty. Implementing DT is accompanied by several challenges that have been identified 
in the literature. These challenges are presented in Table 7.

Lack of Skills
Organizations’ workforces need to be prepared for the necessary changes in skills. A lack of 

skills is considered by many authors to be one of the major challenges of DT (Hartley & Sawaya, 
2019). Some authors also consider the digital skills of employees as one of the crucial elements of DT 
(Nakano et al., 2021), which, in contrast, also refers to the lack of skills, the inability or insufficient 
ability to effectively use digital tools, technologies, and platforms. The importance of a lack of skills 
can be explained by the fact that DT implies the implementation of digital technologies, which require 
new skills and capabilities before one can benefit from them (Maiwald, 2020). When developing their 
digitalization strategies, organizations need to include the acquisition of new skills and capabilities 
that match the requirements of their new technologies (Junge, 2020).

Some authors recognize people as one of the main resources involved in the DT process (Butt, 
2020; Ivancic et al., 2019), describing them as the sociotechnical character of the transformation 
(Rolland & Hanseth, 2021). Connectivity, Use of Internet Services, Integration of Digital 
Technology, Digital Public Services and Human capital are considered one of the five dimensions 
of the Digital Economy and Society Index (Rados & Babić, 2020). The term refers to the skills and 
advanced skills of internet users, including them in the calculation of the index that tracks digital 
performance in Europe.

Implementing digital technologies to digitalize processes directly affects the workers of an 
organization in several ways. Automation technologies such as RPA can reduce repetitive tasks, 
which reduces the involvement of workers in the automated tasks and allows them to focus on more 
complicated and creative tasks (Siderska, 2020). Although this is a positive benefit created by this 

Table 7. Number of references for the main identified challenges

Challenge No. of references

Lack of skills 32

Resistance to change 15

COVID-19 impact 13
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technology, it implies a major reskilling of the workforce (Schlegel & Kraus, 2023) so that the workers 
have a set of skills that are capable of executing the new tasks.

Digitalization also affects workers by changing the capabilities they need to continue their work. 
One necessary capability is flexibility (Junge, 2020): Workers have to be able to match the evolution 
of technology over time. This factor has been referenced by some authors, along with the concept of 
knowledge management. For new skills to be developed dynamically, knowledge needs to circulate 
inside the organization (Trunugraha Aji & Priyono, 2021). Other skills, such as adaptability, creativity, 
resilience, innovation, and skills related to information, communication, collaboration, critical thinking 
(Belousova et al., 2021), creativity, and problem solving (Dias et al., 2022), are also newly required in 
organizations that mean to cope with changes in processes. Many other authors also have referenced 
the need for new leadership skills (Larsson & Wallin, 2020). The necessity of technical skills (e.g., 
programming) has also been identified in the literature. A study of a sample of 120 companies showed 
that 43.7% required programming skills, with the leading languages being Visual Basic, C/C++, 
JavaScript, and Python (Schlegel & Kraus, 2023). In the same study, 43 companies requested skills 
for RPA, mostly on tools such as Blue Prism (28.6%), UiPath (25.2%), and other automation tools 
(18.5%; Schlegel & Kraus, 2023). Companies also requested expertise in AI or ML.

Resistance to Change
For transformation to occur, managers and employees need to be willing to change. This poses 

one of the biggest challenges to DT and digitalization (Sehlin et al., 2019), because change is needed 
when improving processes and implementing new technologies. Resistance to change has been studied 
in the context of change management; teams can provide the required knowledge about the changes 
that will occur in order to alleviate any anxiety employees may feel that can lead to a decreased 
willingness to adopt those changes (Arbaiza, 2018).There is a need for measurements to assess the 
impact of change resistance (Khanboubi & Boulmakoul, 2021).

Resisting change has been studied throughout the literature as a natural phenomenon that is 
unconscious to human beings in general (Butt, 2020). Human beings first enter a phase of resistance 
before understanding and accepting transformations, which leads researchers to consider this concept 
as involving a behavioral, emotional, or cognitive reaction (Khanboubi & Boulmakoul, 2021). With 
this idea in mind, organizations cannot avoid an initial resistance to change; instead, they should 
focus on providing accurate knowledge to reduce the intensity of the resistance. When previous 
projects fail, people start showing resistance to implementing more changes (Wengler et al., 2021). 
This enhances the importance of having well-defined strategies when implementing digitalization 
as well as sufficient knowledge to implement the necessary changes accurately.

Automation technologies can also cause resistance to change by presupposing the idea that having 
fewer processes because of process automation will reduce the number of jobs in the organization 
(Rautenbach et al., 2019). This creates a fear that is connected to a lack of skills in the organizations, 
as discussed previously New jobs emerge from automation, and workers need to be informed and 
educated so they can perform more challenging jobs.

COVID-19 Impact
The recent COVID-19 pandemic affected the entire world. Its impact has been studied in the 

literature and is relevant to the challenges involved in DT and digitalization. Although DT was already 
growing and evolving, this spontaneous event accelerated its growth by forcing companies to change 
and react, causing significant changes in the business environment (Butt, 2020).

The pandemic obligated people to stay home, which changed most enterprises’ course of action. 
The economy could not entirely stop, and organizations had to find different digital ways to do business. 
Because digital technologies allow businesses to function in a nonphysical manner, organizations 
were forced to begin embracing DT (Al-Edenat, 2023) at a rapid pace . Naturally, organizations with 
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already-automated digital processes had an easier response to the outbreak (Sobczak, 2022) than 
companies that were not already engaged in DT.

Proposed Framework
To synthesize the findings discussed in this article, Figure 3 details the proposed framework. 

The goal of this framework is to achieve an initial visualization of the main concepts present in each 
branch; therefore, it is presented with a more general approach. The four branches are discussed in the 
more detail in the sections that follow and contain the subconcepts that are included in each concept.

This proposed framework can help organizations implement various technologies in the DT 
process. SMEs have greatly benefited from these technologies to optimize their operations, create 
value for customers, and innovate.

CONCLUSION

The research discussed in this article identified the most relevant digital technologies used in 
digitalization within organizations and discovered that four technologies (cloud computing, AI, 
IoT, and Big Data) stood out as the main ones used in digitalization. This review indicates that the 
following concepts are the critical success factors for DT and digitalization: agility, interoperability, 
organizational context, change management, and BPM. The most frequently cited concept throughout 
the literature was innovation, which, along with value creation, flexibility, and competitiveness, are 
considered the benefits of digitalization. Organizations need to be mindful of several challenges 

Figure 3. Framework for the four vectors of the analysis
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when preparing for digitalizing processes; the main ones are a lack of skills, resistance to change, 
and the impact of COVID-19.

With regard to the concept of interoperability, there are opportunities to develop a system that is 
fully digital. The use of several technologies interoperating with one each other in a large organization 
that has many different business processes could result in a 100% digitally transformed organization. 
This could provide an understanding of the technologies that could achieve this creation and how 
the flow of data between processes and technologies would work. If one takes into consideration 
the identified concepts, which concepts can be considered the most popular, and the framework 
created, one sees that there are possibilities for future research. This research can be used to produce 
questionnaires or other means by which organizations can cross-reference the information obtained 
and generate new conclusions about the popularity of the concepts identified.

FUTURE TRENDS AND THE POTENTIAL EVOLUTION OF DT

DT offers small businesses the means to automate tasks, streamline processes, and enhance 
operations through technologies such as RPA. By embracing cloud computing alongside software 
tools, data analytics, and management systems, companies can mitigate errors, boost team productivity, 
and conserve valuable time and resources. This operational efficiency serves as a competitive edge, 
empowering small businesses to swiftly adapt to market demands.

Furthermore, DT significantly elevates the customer experience. In today’s hyperconnected 
and demanding consumer landscape, swift and personalized interactions are expected across all 
communication channels. Technologies such as 5G and IoT facilitate this expectation, fostering 
closer relationships between consumers and brands. SMEs are leveraging AI to heighten customer 
experience, improve efficiency, productivity, and ensure business continuity. Automated solutions, 
such as customer service chatbots on platforms like WhatsApp and Telegram, as well as generative 
AI solutions, such as ChatGPT, exemplify this trend.

The innovation potential of DT for small businesses continually evolves, offering avenues for novel 
business models, products, and services. By embracing DT, SMEs can explore fresh approaches to 
meet customer needs, identify untapped market niches, and craft innovative solutions. This adaptability 
and innovation are indispensable for thriving in today’s business landscape.

However, it is essential to note that DT encompasses more than just technology; it necessitates a 
profound cultural and mindset shift within organizations and among individuals. Although technologies 
play a pivotal role, people remain the primary agents in the DT journey. Therefore, entrepreneurs 
and business owners must stay abreast of the latest trends and adopt tools and platforms that enhance 
communication, collaboration, and productivity within their organizations.

Moreover, cybersecurity emerges as a critical aspect of DT, in particular for SMEs, which are 
often prime targets for cyber threats. Using technologies like blockchain in contracts and transactions 
can bolster security and safeguard sensitive data and systems.

In addition to established technologies, staying attuned to emerging trends, such as AI, ML, IoT, 
cybersecurity, quantum computing, and blockchain, is imperative for all type and size of organizations. 
These technologies hold the potential to reshape entire sectors and unlock new business opportunities.

Technology and DT are indispensable for the success of SMEs in today’s business environment. 
However, the journey toward DT requires not only technological prowess but also a fundamental shift 
in organizational culture and mindset.

Limitations and Future Research
This research has some limitations. This study was a systematic literature review and thus is 

limited with regard to the number of article analyzed as well as the databases searched. Future studies 
should validate the critical success factors, benefits, and challenges in digital technologies through 
case studies in different countries and cultural contexts. A longitudinal case study that analyzes 
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the critical success factors, benefits, and challenges would be interesting. In-depth studies will be 
necessary to strengthen the outcomes and thus validate them through interviews and survey with 
experts in organizations of all sizes and with all types of control. For example, the impact of the 
adoption of blockchain, IoT, cloud computing, AI, Big Data in digitalization for SMEs and how to 
overcome these challenges could be examined. Other studies could focus on the main challenges in 
the adoption and implementation of each technology and the ensuing benefits.

These proposed tasks should encourage researchers to carry out more studies on this organization 
type given that studies in this field are still scarce and limited. However, it is a huge concern for 
researcher to investigate these topic, especially in SMEs.

For future research, it is recommended to investigate the specific impact of each technology on 
organizational performance, as well as its contribution to value creation and innovation, particularly 
within small and medium-sized enterprises (SMEs) in emerging economies. Furthermore, studies 
focusing on artificial intelligence are essential to determine which technologies most effectively 
influence digital transformation and the ways in which organizations derive benefits from their 
implementation. A comparative analysis of the maturity levels of AI adoption in the context of 
digitalization and its subsequent impact on business performance across diverse cultural settings, 
represents a critical avenue for further academic investigation.

CONFLICTS OF INTEREST

We wish to confirm that there are no known conflicts of interest associated with this publication 
and there has been no significant financial support for this work that could have influenced its outcome.

FUNDING STATEMENT

This research was funded by the Science Committee of the Ministry of Science and Higher 
Education of the Republic of Kazakhstan (BR18574200, “The Revival of Monotowns in the Conditions 
of the Creation of New Kazakhstan on the Basis of Territorial Marketing”).

PROCESS DATES

10, 2024
This manuscript was initially received for consideration for the journal on 03/06/2024, revisions 

were received for the manuscript following the double-anonymized peer review on 05/15/2024, the 
manuscript was formally accepted on 06/08/2024, and the manuscript was finalized for publication 
on 10/01/2024

CORRESPONDING AUTHOR

Correspondence should be addressed to Isaias Bianchi; isaias.bianchi@ gmail .com



21

International Journal of Service Science, Management, Engineering, and Technology
Volume 15 • Issue 1 • January-December 2024

REFERENCES

Adeniji, D., & Schoop, J. (2021). In-situ calibrated digital process twin models for resource efficient 
manufacturing. Proceedings of the ASME 2021 16th International Manufacturing Science and Engineering 
Conference: Vol. 1. Additive manufacturing; advanced materials manufacturing; biomanufacturing; life cycle 
engineering; manufacturing equipment and automation (V001T04A003). American Society of Mechanical 
Engineers. DOI: 10.1115/MSEC2021-63460

Al-Edenat, M. (2023). Organizational competencies toward digital transformation at the events of disruptive 
changes: An operational process innovation perspective. Competitiveness Review, 33(4), 690–710. DOI: 10.1108/
CR-05-2021-0081

Anim-Yeboah, S., Boateng, R., Odoom, R., & Kolog, E. A. (2020). Digital transformation process and the capability 
and capacity implications for small and medium enterprises. International Journal of E-Entrepreneurship and 
Innovation, 10(2), 26–44. DOI: 10.4018/IJEEI.2020070102

Arbaiza, C. E. S. (2018). Critical variables for success in the technology adoption process in the framework of 
digital transformation. In IMMS ’18: Proceedings of the 1st International Conference on Information Management 
and Management Science (pp. 109–113). Association for Computing Machinery. DOI: 10.1145/3277139.3277163

Baiyere, A., Salmela, H., & Tapanainen, T. (2020). Digital transformation and the new logics of business process 
management. European Journal of Information Systems, 29(3), 238–259. DOI: 10.1080/0960085X.2020.1718007

Barba-Sánchez, V., Meseguer-Martínez, A., Gouveia-Rodrigues, R., & Raposo, M. L. (2024). Effects of digital 
transformation on firm performance: The role of IT capabilities and digital orientation. Heliyon, 10(6), E27725. 
Advance online publication. DOI: 10.1016/j.heliyon.2024.e27725 PMID: 38509885

Belousova, M. N., Belousov, V. A., & Narkevich, L. V. (2021). Digital transformation of the educational process 
in university in the context of globalization. In E. G. Popkova, V. N. Ostrovskaya, & A. V. Bogoviz (Eds.), 
Socio-economic systems: Paradigms for the future. Vol. 314: Studies in systems, decision and control (pp. 
1267–1277). Springer.DOI: 10.1007/978-3-030-56433-9_133

Bianchi, I., Shurenov, N., Tovma, N., Maslova, I., & Shansharkhanov, A. (2023). IT governance mechanisms 
to foster digital transformation in higher education institutions. In R. Pereira, I. Bianchi, & Á. Rocha (Eds.), 
Digital technologies and transformation in business, industry and organizations: Vol. 497. Studies in systems, 
decision and control (pp. 79–99). Springer. DOI: 10.1007/978-3-031-40710-9_5

Branco, T., Bianchi, I., & de Sá-Soares, F. (2019). Cloud computing adoption in the government sector in 
Brazil: An exploratory study with recommendations from IT managers. In Miani, R., Camargos, L., Zarpelão, 
B., Rosas, E., & Pasquini, R. (Eds.), Green, pervasive, and cloud computing (pp. 162–175). Springer. DOI: 
10.1007/978-3-030-19223-5_12

Bresciani, S., Huarng, K., Malhotra, A., & Ferraris, A. (2021). Digital transformation as a springboard for 
product, process and business model innovation. Journal of Business Research, 128, 204–210. DOI: 10.1016/j.
jbusres.2021.02.003

Burakhanova, A., Baizhaxynova, G., Duisebayeva, A., Davletova, M., & Nurakhova, B. (2023). Using artificial 
intelligence for retail value chain. International Journal of Service Science, Management, Engineering, and 
Technology, 14(1), 1–21. DOI: 10.4018/IJSSMET.330018

Butt, J. (2020). A conceptual framework to support digital transformation in manufacturing using an integrated 
business process management approach. Designs, 4(3), 1–39. DOI: 10.3390/designs4030017

Chatterjee, S., Chaudhuri, R., Vrontis, D., & Basile, G. (2022). Digital transformation and entrepreneurship 
process in SMEs of India: A moderating role of adoption of AI-CRM capability and strategic planning. Journal 
of Strategy and Management, 15(3), 416–433. DOI: 10.1108/JSMA-02-2021-0049

Correa, R., & Frate, F. (2021). Digital transformation at the recruitment and selection process: A study of semantic 
analysis. Journal on Innovation and Sustainability, 12(2), 67–74. DOI: 10.23925/2179-3565.2021v12i2p67-74

Croatian Association for Information and Communication Technology, Electronics and Microelectronics. DOI: 
10.23919/MIPRO48935.2020.9245210



22

International Journal of Service Science, Management, Engineering, and Technology
Volume 15 • Issue 1 • January-December 2024

Cubillas-Para, C., Cegarra-Navarro, J. G., & Vătămănescu, E.-M. (2024). Gliding from regenerative unlearning 
toward digital transformation via collaboration with customers and organisational agility. Journal of Business 
Research, 177, 114637. DOI: 10.1016/j.jbusres.2024.114637

de Beer, J., & Depew, C. (2021). The role of process engineering in the digital transformation. Computers & 
Chemical Engineering, 154, 107423. DOI: 10.1016/j.compchemeng.2021.107423

Dias, A. M., Carvalho, A. M., & Sampaio, P. (2022). Quality 4.0: Literature review analysis, definition and impacts 
of the digital transformation process on quality. International Journal of Quality & Reliability Management, 
39(6), 1312–1335. DOI: 10.1108/IJQRM-07-2021-0247

Dobrović, Ž. (2021). The role of business processes in digital transformation of the organization. 2021 44th 
International Convention on Information, Communication and Electronic Technology (MIPRO 2021), 1329–1334. 
IEEE. DOI: 10.23919/MIPRO52101.2021.9596754

Ershova, T. V., Hohlov, Y. E., & Shaposhnik, S. B. (2018). Methodology for digital economy development 
assessment as a tool for managing the digital transformation processes. In 2018 Eleventh International Conference 
“Management of Large-Scale System Development” (MLSD, Moscow, Russia 2018) (pp. 1–3). IEEE. DOI: 
10.1109/MLSD.2018.8551846

Fischer, M., Imgrund, F., Janiesch, C., & Winkelmann, A. (2020). Strategy archetypes for digital transformation: 
Defining meta objectives using business process management. Information & Management, 57(5), 103262. 
DOI: 10.1016/j.im.2019.103262

Gaffley, G., & Pelser, T. G. (2021). Developing a digital transformation model to enhance the strategy development 
process for leadership in the South African manufacturing sector. South African Journal of Business Management, 
52(1), a2357. DOI: 10.4102/sajbm.v52i1.2357

Galyom, V. Y., & Shchenikov, Y. A. (2019). Digital transformation of bicycle rental maintenance process. In B. 
E. A. Kovalev I. V. Voroshilova A. A. (Eds.), IOP conference series: Materials Science and Engineering (Vol. 
537, Issue 3, 032025). IOP Publishing. DOI: 10.1088/1757-899X/537/3/032025

Hadjielias, E., Dada, O., Discua Cruz, A., Zekas, S., Christofi, M., & Sakka, G. (2021). How do digital innovation 
teams function? Understanding the team cognition-process nexus within the context of digital transformation. 
Journal of Business Research, 122, 373–386. DOI: 10.1016/j.jbusres.2020.08.045

Hajishirzi, R., & Costa, C. (2021). Artificial intelligence as the core technology for the digital transformation 
process. In A. Rocha, R. Goncalves, F. Penalvo, & J. Martins (Eds.), Conference: 2021 16th Iberian Conference 
on Information Systems and Technologies (CISTI), Chaves, Portugal, 2021 (pp. 1–6). IEEE. DOI: 10.23919/
CISTI52073.2021.9476607

Hanelt, A., Bohnsack, R., Marz, D., & Marante, C. A. (2021). A systematic review of the literature on digital 
transformation: Insights and implications for strategy and organizational change. Journal of Management Studies, 
58(5), 1159–1197. DOI: 10.1111/joms.12639

Hartley, J. L., & Sawaya, W. J. (2019). Tortoise, not the hare: Digital transformation of supply chain business 
processes. Business Horizons, 62(6), 707–715. DOI: 10.1016/j.bushor.2019.07.006

Hofbauer, G., & Sangl, A. (2019). Blockchain technology and application possibilities in the digital transformation 
of transaction processes. Forum Scientiae Oeconomia, 7(4), 25–40. DOI: 10.23762/FSO_VOL7_NO4_2

Ivancic, L., Vuksic, V., & Spremic, M. (2019). Mastering the digital transformation process: Business practices 
and lessons learned. Technology Innovation Management Review, 9(2), 36–50. DOI: 10.22215/timreview/1217

Jones, S. R. (2019). Managing process safety in the age of digital transformation. Chemical Engineering 
Transactions, 77, 619–624. DOI: 10.3303/CET1977104

Junge, A. L. (2019). Digital transformation technologies as an enabler for sustainable logistics and supply chain 
processes—An exploratory framework. Brazilian Journal of Operations & Production Management, 16(3), 
462–472. DOI: 10.14488/BJOPM.2019.v16.n3.a9

Junge, A. L. (2020). Prospects of digital transformation technologies (DTT) for sustainable logistics and supply 
chain processes in manufacturing. In In A. Leiras, C. González-Calderón, I. de Brito Jr., S. Villa, & H. Yoshizaki 
(Eds.), Springer proceedings in business and economics: Operations management for social good (pp. 713–720). 
Springer. DOI: 10.1007/978-3-030-23816-2_70



23

International Journal of Service Science, Management, Engineering, and Technology
Volume 15 • Issue 1 • January-December 2024

Kankaanhuhta, V., Packalen, T., & Väätäinen, K. (2021). Digital transformation of forest services in Finland—A 
case study for improving business processes. Forests, 12(6), 781. DOI: 10.3390/f12060781

Kao, L.-J., Chiu, C.-C., Lin, H.-T., Hung, Y.-W., & Lu, C.-C. (2024). Unveiling the dimensions of digital 
transformation: A comprehensive taxonomy and assessment model for business. Journal of Business Research, 
176, 114595. DOI: 10.1016/j.jbusres.2024.114595

Keidel, A., & Eichstädt, S. (2021). Interoperable processes and infrastructure for the digital transformation of 
the quality infrastructure. In 2021 IEEE International Workshop on Metrology for Industry 4.0 & IoT (MetroInd 
4.0&IoT 2021) Rome, Italy, 2021 (pp. 347–351). IEEE. DOI: 10.1109/MetroInd4.0IoT51437.2021.9488563

Khanboubi, F., & Boulmakoul, A. (2021). Fuzzy intuitionist approach for resistance to change analysis in a digital 
transformation process. In 2021 International Conference on Decision Aid Sciences and Application (DASA), 
Sakheer, Bahrain, 2021 (pp. 957–961). DOI: 10.1109/DASA53625.2021.9682240

Kholiya, P. S., Kapoor, A., Rana, M., & Bhushan, M. (2021). Intelligent process automation: The future of 
digital transformation. In 2021 10th International Conference on System Modeling & Advancement in Research 
Trends (SMART) (pp. 185–190). IEEE.

Kirchmer, M. (2021). Digital transformation of business process governance. In B. Shishkov (Ed.), Business 
Modeling and Software Design (BMSD) 2021: Vol. 422. Lecture notes in business information processing (pp. 
243–261). Springer. DOI: 10.1007/978-3-030-79976-2_14

Kirchmer, M., & Franz, P. (2020). Process reference models: Accelerator for digital transformation. In Shishkov, 
B. (Ed.), Business Modeling and Software Design (BMSD 2020) (Vol. 391, pp. 20–37). Springer., DOI: 
10.1007/978-3-030-52306-0_2

Kitchenham, B. (2004). Procedures for performing systematic reviews. Keele University.

Kozarkiewicz, A. (2020). General and specific: The impact of digital transformation on project processes and 
management methods. Foundations of Management, 12(1), 237–248. DOI: 10.2478/fman-2020-0018

Larsson, Ö., & Wallin, P. (2020). Digital transformation in the Swedish process industries: Trends, challenges, 
actions. Journal of Business Chemistry, 2(2), 147–149.

Li, H., Wu, Y., Cao, D., & Wang, Y. (2021). Organizational mindfulness towards digital transformation as a 
prerequisite of information processing capability to achieve market agility. Journal of Business Research, 122, 
700–712. DOI: 10.1016/j.jbusres.2019.10.036

Lichtenthaler, U. (2021). Profiting from digital transformation? Combining data management and artificial 
intelligence. International Journal of Service Science, Management, Engineering, and Technology, 12(5), 68–79. 
DOI: 10.4018/IJSSMET.2021090105

Lindner, F., Winkler, D., & Keil, S. (2021). Required competence development in higher education to manage 
the digital transformation in the industry: Paricipatory action research with stakeholders applying the analytic 
hierarchy process. In 2021 World Engineering Education Forum/Global Engineering Deans Council (WEEF/
GEDC 2021), Madrid, Spain, 2021 (pp. 285–290). IEEE. DOI: 10.1109/WEEF/GEDC53299.2021.9657471

Liyanaarachchi, G., Viglia, G., & Kurtaliqi, F. (2024). Addressing challenges of digital transformation 
with modified blockchain. Technological Forecasting and Social Change, 201, 123254. DOI: 10.1016/j.
techfore.2024.123254

Loeffler, A., Prifti, L., Levkovskyi, B., Utesch, M., & Krcmar, H. (2018). Simulation games for the digital 
transformation of business processes development and application of two prototypes from the automotive and online 
retail sector. In Proceedings of 2018 IEEE Global Engineering Education Conference (EDUCON)—Emerging 
trends and challenges of engineering education (pp. 1475–1483). IEEE. DOI: 10.1109/EDUCON.2018.8363407

Maiwald, M. (2020). Integrated and networked systems and processes—A perspective for digital transformation 
in thermal process engineering. ChemEngineering, 4(1), 1–9. DOI: 10.3390/chemengineering4010015

Mamduh, A., & Pratikto, H. (2021). Technology orientation and innovation capability in the digital transformation 
process of SMEs: A review. International Journal of Research in Business and Social Science, 10(8), 76–81. 
DOI: 10.20525/ijrbs.v10i8.1529



24

International Journal of Service Science, Management, Engineering, and Technology
Volume 15 • Issue 1 • January-December 2024

Martínez-Morán, P. C., Urgoiti, J. M. F.-R., Díez, F., & Solabarrieta, J. (2021). The digital transformation of 
the talent management process: A Spanish business case. Sustainability (Basel), 13(4), 2264. DOI: 10.3390/
su13042264

Matkovic, P., Tumbas, P., Maric, M., & Rakovic, L. (2018). Digital transformation of research process at higher 
education institutions In. INTED Proceedings, 9467–9472. DOI: 10.21125/inted.2018.2344

Nakano, L. Y., Bertoldi, P. H., Szejka, A. L., & Canciglieri, O., Jr. (2021). A preliminary discussion of digital 
transformation and semantic interoperability to support the information exchange in the business process. In 
L. Newnes, S. Lattanzio, B. R. Moser, J. Stjepandić, & N. Wognum (Eds.), Advances in transdisciplinary 
engineering: Vol. 16. Transdisciplinary engineering for resilience: Responding to system disruptions (pp. 
151–160). IOS Press. DOI: 10.3233/ATDE210093

Novoselova, S. A., & Solodovnikova, G. A. (2022). Digital transformation of business processes in aic: Starting 
conditions and priorities. BIO Web of Conferences, 43, 03028. DOI: 10.1051/bioconf/20224303028

Ochara, N. M., Nawa, E.-L., Fiodorov, I., Lebedev, S., Sotnikov, A., Telnovl, Y., & Kadyamatimba, A. (2018). 
Digital transformation of enterprises: A transition using process modelling antecedents. In 2018 Open Innovations 
Conference (OI)., DOI: 10.1109/OI.2018.8535735

Omar, A., & Almaghthawi, A. (2020). Towards an integrated model of data governance and integration for the 
implementation of digital transformation processes in the Saudi universities. International Journal of Advanced 
Computer Science and Applications, 11(8), 588–593. DOI: 10.14569/IJACSA.2020.0110873

Øvrelid, E., Sanner, T., & Siebenherz, A. (2018). Creating coordinative paths from admission to discharge: The 
role of lightweight IT in hospital digital process innovation. In T. Bui (Ed.), Proceedings of the 51st Hawaii 
International Conference on System Sciences (pp. 3160–3169). AIS eLibrary. http:// hdl .handle .net/ 10125/ 50287

Pridmore, J., & Godin, J. (2021). Business process management and digital transformation in higher education. 
Issues in Information Systems, 22(4), 168–177. DOI: 10.48009/4_iis_2021_180-190

Rados, I., & Babić, T. (2020). Digital transformation as a process of using digital technologies for monitoring 
and designing the user experience In Skala, K. (Ed.), MIPRO 2020: 43rd International Convention Proceedings 
(pp. 956–961). DOI: 10.23919/MIPRO48935.2020.9245210

Rautenbach, W., de Kock, I., & Jooste, J. (2019). The development of a conceptual model for enabling a 
value-adding digital transformation A conceptual model that aids organisations in the digital transformation 
process. In 2019 IEEE International Conference on Engineering, Technology and Innovation (ICE/ITMC), 
Valbonne Sophia-Antipolis, France, 2019 (pp. 1–10). IEEE. DOI: 10.1109/ICE.2019.8792675

Rechkalov, A. V., Artuhov, A. V., Kulikov, G. G., & Novikov, V. N. (2021). The concept of the digital twin 
of the production system in the process of digital transformation of the production process model in power 
engineering. In 2021 International Conference on Electrotechnical Complexes and Systems (ICOECS), Ufa, 
Russian Federation, 2021 (pp. 470–474). IEEE. DOI: 10.1109/ICOECS52783.2021.9657318

Rolland, K.-H., & Hanseth, O. (2021). Managing path dependency in digital transformation processes: A 
longitudinal case study of an enterprise document management platform. Procedia Computer Science, 181, 
765–774. DOI: 10.1016/j.procs.2021.01.229

Rummel, F., Hüsig, S., & Steinhauser, S. (2022). Two archetypes of business model innovation processes 
for manufacturing firms in the context of digital transformation. R & D Management, 52(4), 685–703. DOI: 
10.1111/radm.12514

Ryan, J., Doster, B., Daily, S., & Lewis, C. (2019). A case study perspective to the digital transformation of 
a hospital’s perioperative process. In Bui, T. X. (Ed.), Proceedings of the 52nd Annual Hawaii International 
Conference on System Sciences (pp. 4049–4058). IEEE Computer Society., DOI: 10.24251/HICSS.2019.491

Savastano, M., Amendola, C., Bellini, B., & D’Ascenzo, F. (2019). Contextual impacts on industrial processes 
brought by the digital transformation of manufacturing: A systematic review. Sustainability (Basel), 11(3), 891. 
DOI: 10.3390/su11030891

Schlegel, D., & Kraus, P. (2023). Skills and competencies for digital transformation—A critical analysis in the 
context of robotic process automation. The International Journal of Organizational Analysis, 31(3), 804–822. 
DOI: 10.1108/IJOA-04-2021-2707



25

International Journal of Service Science, Management, Engineering, and Technology
Volume 15 • Issue 1 • January-December 2024

Segooa, A. M., & Kalema, B. M. (2024). Big Data analytics artefact for outcome-based funding prediction in 
South African public universities. International Journal of Service Science, Management, Engineering, and 
Technology, 15(1), 1–27. DOI: 10.4018/IJSSMET.334220

Sehlin, D., Truedsson, M., & Cronemyr, P. (2019). A conceptual cooperative model designed for processes, 
digitalisation and innovation. International Journal of Quality and Service Sciences, 11(4), 504–522. DOI: 
10.1108/IJQSS-02-2019-0028

Seitz, M., & Vogel-Heuser, B. (2020). Challenges for the digital transformation of development processes in 
engineering. In IECON 2020 The 46th Annual Conference of the IEEE Industrial Electronics Society, Singapore, 
2020 (pp. 4345–4350). IEEE Computer Society. DOI: 10.1109/IECON43393.2020.9254771

Siderska, J. (2020). Robotic process automation—A driver of digital transformation? Engineering Management 
in Production and Services, 12(2), 21–31. DOI: 10.2478/emj-2020-0009

Skotnica, M., Aparício, M., Pergl, R., & Guerreiro, S. (2021). Process digitalization using blockchain: EU 
Parliament elections case study. In Hammoudi, S., Pires, L. F., Seidewitz, E., & Soley, R. (Eds.), Proceedings 
of the 9th International Conference on Model-Driven Engineering and Software Development MODELSWARD 
(Vol. 1, pp. 65–75). DOI: 10.5220/0010229000650075

Sobczak, A. (2022). Robotic process automation as a digital transformation tool for increasing organizational 
resilience in Polish enterprises. Sustainability (Basel), 14(3), 1333. DOI: 10.3390/su14031333

Sosin, A. I., Ivanova, O. Y., & Vasilyeva, S. A. (2020). Prospects for implementing blockchain data storage 
technology as a process of digital transformation of society. In 2020 International Multi-Conference on Industrial 
Engineering and Modern Technologies (FarEastCon), Vladivostok, Russia, 2020 (pp. 1–5). IEEE. DOI: 10.1109/
FarEastCon50210.2020.9271270

Stahlschmidt, S., & Stephen, D. (2020, October). Comparison of Web of Science, Scopus and Dimensions 
databases. German Centre for Higher Education Research and Science Studies. https:// bibliometrie .info/ 
downloads/ DZHW -Comparison -DIM -SCP -WOS .PDF

Stjepić, A., Ivančić, L., & Vugec, D. (2020). Mastering digital transformation through business process 
management: Investigating alignments, goals, orchestration, and roles. Journal of Entrepreneurship Management 
and Innovation, 16(1), 41–73. DOI: 10.7341/20201612

Sukhanova, M. V., Sukhanov, A. V., Miroshnikova, V. V., & Bondarev, A. V. (2021). Intelligent system for managing 
dynamic processes of seed preparation for sowing—“Must-have” within of the concept of digital transformation 
for crop production. In IOP Conference Series: Earth and Environmental Science: Vol. 659. International 
Conference on Engineering Studies and Cooperation in Global Agricultural Production, 27–28 August 2020, 
Rostov Region, Russian Federation (012001). IOP Publishing. DOI: 10.1088/1755-1315/659/1/012001

Sultan, J. (2024, May 31). 34 digital transformation statistics for 2024. Digital Adoption. https:// www .digital 
-adoption .com/ digital -transformation -statistics -2/ 

Suša, D. V., Stjepić, A.-M., & Sušac, L. (2019). Business process management software functionality analysis: 
Supporting social computing and digital transformation. In J. Šimurina, I. B. Načinović, & I. Pavić (Eds.), 
Proceedings of FEB Zagreb 10th International Odyssey Conference on Economics and Business (pp. 547–558). 
Ekonomski Fakultet Sveučilišta u Zagrebu. https:// doi .org/ DOI: 10.22598/odyssey

Travar, M., Dugonjić, I., & Ristić, S. (2021). Accelerated process of digital transformation—The impact and 
consequences of Covid-19. Journal of Information Technology and Applications (Banja Luka)—. Apeiron 
(Clayton, Vic.), 22(2).

Trunugraha Aji, I., & Priyono, A. (2021). The role of equity crowdfunding company as a knowledge broker in 
supporting the digital transformation of SMEs through knowledge sharing and dissemination process. International 
Journal of Research in Business and Social Science, 10(3), 109–122. DOI: 10.20525/ijrbs.v10i3.1158

Turcu, C. E., & Turcu, C. O. (2021). Digital transformation of human resource processes in small and medium 
sized enterprises using robotic process automation. International Journal of Advanced Computer Science and 
Applications, 12(12), 70–75. DOI: 10.14569/IJACSA.2021.0121210

Ulas, D. (2019). Digital transformation process and SMEs. In S. S. (Ed.), Procedia computer science (Vol. 158, 
pp. 662–671). Elsevier. DOI: 10.1016/j.procs.2019.09.101



26

International Journal of Service Science, Management, Engineering, and Technology
Volume 15 • Issue 1 • January-December 2024

Urbinati, A., Manelli, L., Frattini, F., & Bogers, M. L. A. M. (2021). The digital transformation of the innovation 
process: Orchestration mechanisms and future research directions. Innovation (North Sydney, N.S.W.), 24(1), 
65–85. DOI: 10.1080/14479338.2021.1963736

Volpe, G., Mangini, A. M., & Fanti, M. P. (2021). An architecture for digital processes in manufacturing 
with blockchain, Docker and cloud storage. In 2021 IEEE 17th International Conference on Automation 
Science and Engineering (CASE), Lyon, France, 2021 (pp. 39–44). IEEE Computer Society. DOI: 10.1109/
CASE49439.2021.9551633

Warner, K. S. R., & Wäger, M. (2019). Building dynamic capabilities for digital transformation: An ongoing 
process of strategic renewal. Long Range Planning, 52(3), 326–349. DOI: 10.1016/j.lrp.2018.12.001

Wengler, S., Hildmann, G., & Vossebein, U. (2021). Digital transformation in sales as an evolving process. 
Journal of Business and Industrial Marketing, 36(4), 599–614. DOI: 10.1108/JBIM-03-2020-0124



27

International Journal of Service Science, Management, Engineering, and Technology
Volume 15 • Issue 1 • January-December 2024

Isaías Scalabrin Bianchi has a Ph.D. in Technology and Systems Information at the University of Minho, Portugal. 
He is a civil servant at Federal University of Santa Catarina, where he has been working since 2010 holding 
several management positions. He investigates IT governance, Information Technology Services Management, 
Business Process Management, Business Intelligence and Digital Transformation and Innovation in particular for 
public organizations and higher education institutions. His research has been published in leading IS conferences 
and international journals. Isaias is an assistant coordinator of the Open University of Brazil – UAB at Federal 
University of Santa Catarina and a professor in the Master's Program in Management in the same university. He 
is a visiting professor at the at the Al-Farabi Kazakh National University teaching and supervising PhD students 
in the topics of digital transformation, digital marketing and supply chain management. He also co-supervises 
master's students at the University of Minho and Instituto Universitário de Lisboa. He has achieved the Moodle 
Educator Competence in the Moodle Educator Certification Program.

Nursultan Shurenov is PhD candidate in marketing, the holder of “500 scholars” scientific internship program, senior 
lecturer at Al-Farabi Kazakh National University. Nursultan teaches "Marketing", "Marketing research, "Strategic 
marketing", "Logistics”. Has experience as a Lecturer at Alexandru Ioan Cuza University of Iaşi (Romania) on 
marketing (Erasmus+ for teaching) in 2018. Member of 3 scientific projects funded by the Ministry of Science and 
Higher Education of the Republic of Kazakhstan in the area of digital economy, knowledge economy, monotowns. 
Nursultan Shurenov participated in the Erasmus+ project "Enhancement of higher education and corporate 
sectors integration in accordance with new social environment" (ENINEDU), (574060-EPP-1-2016-1-KZ-EPPKA2
-CBHE-SP).Completed internships as visiting professor at RMIT university (Australia) and at Kirklareli University 
(Turkey) (Erasmus+ for mobility).

Tovma Nataliya Aleksandrovna, native of Almaty. In 2003, she graduated with honors from the Al-Farabi Kazakh 
National University with a degree in accounting and auditing with the qualification of economist-accountant. In the 
same year, I entered the master’s program at Al-Farabi Kazakh National University with a grant in the specialty 
of marketing and commerce. In 2005, she graduated with honors from the Master's program at KazNU. al-Farabi 
with a Master of Marketing qualification. Then she completed her postgraduate studies at the Kazakh Economic 
University. T. Ryskulova. In 2007, by the decision of the Commission of the Committee for Control and Certification 
in the Field of Education and Science, she was awarded the academic degree of Candidate of Economic Sciences 
in the specialty 08.00.12 - Accounting, Audit and Statistics. Next, Nataliya Aleksandrovna Tovma studied for a 
doctorate (PhD) at the Al-Farabi Kazakh National University, where she defended her doctoral dissertation (PhD) 
on the topic: “Social responsibility of business: problems and prospects of management” and received a doctorate 
diploma (PhD) in the specialty 6D050600 “Economics”, control theory”. August 26, 2014 – elected academician of 
the International Academy of Informatization. December 15, 2015 – awarded the title of Professor of RAE. From 
2005 to the present time he has been working at Al-Farabi Kazakh National University. Currently holds the position 
of Deputy Head of the Department of Business Technologies for Scientific and Innovation Activities and International 
Relations. Tovma N. A. completed 18 internships abroad in leading higher education institutions included in the 
TOP 300 of the QS rating: in Australia, Korea, the Russian Federation, Spain, Italy, Turkey, the Czech Republic, 
Great Britain, Poland and the USA. Natalia Aleksandrovna is the winner of 5 international and 11 republican awards 
and prizes. Tovma N.A. is the head of the PCF on the topic: BR18574200 “Revival of single-industry towns in the 
conditions of creating a New Kazakhstan based on territorial marketing” (2022-2024) and the Global Fund project 
for young scientists on the topic: AP09057847 “Formation and development of the knowledge economy in the 
conditions of digitalization of the Republic of Kazakhstan: conceptual foundations and implementation prospects” 
(2021-2023) and was the head of the Global Fund project on the topic: AP05135078 “Formation and development 
of the digital economy in the Republic of Kazakhstan: theory and practical implementation measures” (2018-2021). 
Tovma N.A. has 8 copyright certificates and 20 works according to the Scopus database. Hirsch index - 4. Completed 
54 advanced training courses, 22 of which lasted more than 36 hours.

Ruben Pereira is an Assistant Professor at ISCTE. He has a PhD in Information Systems at Instituto Superior 
Técnico where he also graduated as a Master in Computer Engineering and Computer Science. He has been a 
consultant in several industries, such as: services, banking, telecommunications, and Ecommerce, among others. 
He is the author of several scientific papers in the area of Information Technology Services Management and 
Information Technology Governance, covering the most adopted IT Frameworks like ITIL and COBIT. Its areas of 
scientific interest extend to: Information Technology Risk Management, Business Process Management, continuous 
improvement and innovation, process optimization, Digital Transformation, among others.


