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ABSTRACT Organizations have been responding to possible disruptions in the organization and, at the
same time, trying to increase customer satisfaction through digitising their processes. Thus, Intelligent
Process Automation has been catching the latest trends in intelligent process automation due to the
ease of use associated with data and requirements compliance; intelligent process automation is a step
above regular automation as it mimics human behaviours and thought patterns to automate intelligently
streamlines workflows and business processes. However, the constant introduction of technology via process
automation in organizations can have positive and negative impacts on business continuity that need to
be addressed. Although there are recent best practices, frameworks, guidelines, and standards, few studies
focus on the relationship between these realms. The relationship between two sets of requirements, one for
implementation practice and management methodology for intelligent software-based process automation,
found in IEEE 2755.2-2020 and the other, ISO 22301-2019, about the business, to implement, maintain,
and improve a management system to protect, reduce the likelihood of occurrence, prepare, respond, and
recover from outages when they arise. This research is integrated into forthcoming areas for investigating
the interplay between intelligent process automation and the continuity of business operations. Both are
analysed and explained so that users can develop intelligent software-based process automation that complies
with both frameworks in a way to embed continuity practices in an organization while optimizing business
processes using Intelligent Process Automation. The study provides a bi-directional mapping for IEEE
2755.2:2020 and ISO 22301:2019, along with introducing a visual model to enhance their utility. It offers
versatile applications, benefiting a wide range of stakeholders.

INDEX TERMS IEEE 2755.2:2020, ISO 22301:2019, business continuity, robotic process automation,
intelligent process automation.

I. INTRODUCTION
It is unquestionable that in recent years’ technological
evolution has had vital effects on the operational processes of
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companies [1]. Recently, the COVID-19 pandemic brought
this to the fore because, regardless of the organization’s size,
the continuous technological evolution allowed organizations
to overcome this crisis with benefits that allowed companies
to improve processes, train teams, offer better products to
their customers, and find ways to protect organizations from
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data breaches [2], [3]. One of the most adopted technologies
was process automation which still evolving in the adoption
curve [4].

Due to ever-increasing pressure to deliver value to
the customer, and companies seeking to be competitive,
simultaneously reducing costs and achieving efficiency gains,
there has been a successive transformation in the search
for alternative ways to the traditional ones to support
the evaluation, planning, and decision-making of strategic
decisions. From a certain point, these measures are only
possible using technology, and it is at this point that
the digital transformation represented by Robotic Process
Automation (RPA) and Intelligent Process Automation (IPA)
enters the equation [5]. This is because organizations
have realized that tasks such as processing, settling, and
managing transactions do not create much-added value,
which due to their simplicity are potentially eligible to be
automated [6], [7].

The changes related to process automation come along
with proven benefits related to business efficiency, improved
productivity, data security [3], [8] and effectiveness, reduced
cycle time, and improved accuracy while relieving employees
from repetitive and tedious tasks, but also, at the same
time, contributing to a more and more complex techno-
logical environment, while still needing to ensure that
their business continuity (BC) and resiliency efforts are
effective [9], [10].

This brought augmented challenges to the organizations
related to BC [8] and also how to find the adequate method-
ology of the practice for implementation and management of
Software-Based Intelligent Process Automation (SBIPA).

Given the vital technology-based innovation and the
progressive automation and digitization of operational, com-
mercial, and management processes, Business Continuity
Management (BCM) assumes an increased preponder-
ance, particularly regarding the technological component.
As demonstrated by the COVID-19 pandemic, which forced
institutions to quickly adapt their mode of interaction with
customers and employees, BCM capabilities, in operational,
human, and technological aspects, are critical to avoid disrup-
tions in the activity developed [1]. To ensure that their BC and
resiliency efforts are effective in such complex environments,
organizations rely on standards with IEEE/2755:2020 and
1SO/22301:2019 leading [11], [12], [13].

The research question is to explore the importance of the
connection between ISO 22301:2019 and IEEE 2755.2:2020
frameworks due to their relevance in the domains of BC
and IPA respectively. ISO 22301:2019 is an internationally
recognized standard that provides guidelines for establishing
and maintaining a business continuity management system
(BCMS) to ensure an organization’s resilience in the face of
disruptions. On the other hand, IEEE 2755.2:2020 focuses
on IPA, providing a framework for organizations to leverage
technologies like artificial intelligence, machine learning, and
RPA to enhance their operational efficiency and decision-
making capabilities.

134240

Relating these two frameworks can bring about substantial
benefits. Firstly, by integrating BC practices with IPA,
organizations can strengthen their ability to respond to
and recover from disruptive incidents more efficiently.
IPA technologies can automate critical processes and data
analysis, enabling faster decision-making during crisis situ-
ations. Secondly, incorporating BC considerations into TPA
implementation ensures that automation processes are robust,
secure, and capable of maintaining critical functions even
during adverse events. This synergy reinforces the overall
resilience of the organization’s operations.

However, it’s important to recognize the potential dif-
ferences between these two frameworks. ISO 22301:2019
primarily focuses on risk assessment, disaster recovery,
and continuity planning, while IEEE 2755.2:2020 places
its emphasis on the technical aspects of implementing
IPA. Understanding these distinctions lays the founda-
tion for exploring how these standards can complement
each other.

Identifying areas of convergence and divergence between
ISO 22301:2019 and IEEE 2755.2:2020 is vital. This allows
organizations to leverage the strengths of both standards
effectively. As technology plays an increasingly vital role in
business operations, aligning these two frameworks becomes
pivotal for organizations aiming to enhance their resilience,
maintain operational efficiency, and adapt to the ever-
evolving business landscape.

In essence, investigating the relationship between ISO
22301:2019 and IEEE 2755.2:2020 is not only of academic
interest but also holds practical value for organizations
striving to adopt a comprehensive and forward-looking
approach to BC and IPA [14].

While some best practices and standards have been pro-
posed to guide organizations in managing these realms indi-
vidually, there has been limited exploration into how they can
complement and enhance each other. This research endeavors
to uncover how IEEE/2755:2020 and 1SO/22301:2019 can
synergize, providing decision-makers with a consolidated
approach that leverages understand both standards’ strengths
and understanding of how they can mutually support and
enhance organizational resilience and IPA.

The remaining of this paper is comprised as follows.
Section II presents the theoretical background. Section III
describes the Method of Design Science Research (DSR).
Section IV presents the design and development of the
artefact. Section V presents the artefact evaluation. Finally,
section VI describes the discussion and Section VII presents
the conclusion and limitations of this study and future
research.

Il. BACKGROUND

This section defines the scope, helping to better understand
the main topics of this investigation. First, an overview of the
standard that supports BC activity and its evolution over time
is provided. Next, the standard that supports the development
of SBIPA is discussed. The last one, the section that refers
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to the most used cycle in terms of quality control, is already
used in the BC Standard.

A. BUSINESS CONTINUITY STANDARDS

ISO 22301:2012 was published in 2012 and replaced the
British Standard for BCM BS 25999-2 [15]. It was the first
internationally recognized BCM standard, and the first
International Standards Organization (ISO) standard to
adopt Annex L (previously Annex SL), a list of controls
dedicated to management system specifications that provides
a framework now common to all new management system
standards published by ISO, the International Organization
for Standardization.

The ISO 223XX series and its latest addendums, like all
other relevant documents and other resiliency standards, are
the International Organization for Standardization standards
for BC and resiliency. Notwithstanding that some of these
standards are applicable around the globe, many countries
have their own resilience, and BC and Disaster Recovery
standards, regulations, and practices [16]. Standards created
by the ISO are the most widely used and have become firmly
established in the U.S. Normally, ISO updates standards every
5 years. ISO 22301:2019 Security and Resilience - Business
continuity management systems — Requirements [17], is the
global BC standard.

Updated by ISO in 2019, this standard provides additional
information to plan and execute a BCMS. It can also serve
as a tool to audit business continuity programs. Table 1
summarizes the standards used to support BC.

B. INTELLIGENT PROCESS AUTOMATION
STANDARDS/FRAMEWORKS

IEEE 2755.2:2020 is a standard that provides guidelines
for the development and implementation of IPA systems.
The standard, titled “IEEE Standard for Intelligent Process
Automation Systems - Part 2: Guidelines for the Implementa-
tion of IPA Systems,” is intended to help organizations design
and implement IPA systems that are efficient, effective, and
secure.

The standard covers various aspects of IPA system
implementation, including system architecture, data manage-
ment, security, performance, and scalability. It also provides
guidance on the selection and integration of different IPA
technologies, such as RPA, Al, and machine learning. IEEE
2755.2:2020 is specifically designed to provide guidelines for
the development and implementation of IPA systems.

IEEE 2755.2 was approved in 2020, utilising the ter-
minology and technology taxonomy established in IEEE
2755 and IEEE 2755.1, respectively. IEEE 2755.2 provides
a comprehensive self-help methodology for technology
domain exploration, strategy development, technology evalu-
ation, implementation, management, governance, operations,
program optimization, and successful enterprise scaling for
SBIPA programs [32], [33].
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TABLE 1. Standards to support business continuity.

Release What it addresses

Date
2003 PAS56

2005 ISO 27001 / The Information Security Standard &
27002 Information Security Management

System [19]

BSI BS25999 BS 25999 - Business

Continuity [20]-[22]

1: code of practice

2: specification for BCM

Security and continuity management

systems — Requirements and guidance for

use of the Standards Institution of Israel

(SII) [23]

Societal security - Guideline for incident

preparedness and operational continuity

management [24]

Singapore Standard - Singapore

(SPRING) launches a new certifiable

standard SS540:2008 which replaces TR

19:2004 [25].

Standard on Disaster & Emergency

Management and Business Continuity

Programs [26].

Australian and New Zealand Business

Designation

Business Continuity Management [18]

2006 BS 25999
(1&2)

2007 SI24001:2007

2007 ISO/PAS
22399:2007

2008 SS540

2009 NFPA 1600

2010 AS/NZS

5050:2010 Continuity Management standard [27].
2010 ANSI/ASIS/BSI  Business Continuity Management
BCM.1-2010 Standard

Business Continuity Management
Systems: Requirements with Guidance for
Use [28].

Standards for BCMS Business Continuity
Management [12], [15], [17], [29]-[30].
Contingency Planning Guide for
Information Technology Systems [31].

2012 ISO 223xx

2020 NIST 800-34

Table 2 shows some of the standards that might support
the implementation of IPA. Nevertheless, IEEE 2755.2:2020
is specifically designed to provide guidelines for developing
and implementing IPA systems. As such, it can be said that
this standard applies to and supports the use of IPA.

C. PDCA

One of the key features of ISO 22301 is the use of the Plan-
Do-Check-Act (PDCA) cycle. The PDCA cycle is a four-step
management method commonly used in quality management
and other fields. It is a continuous improvement approach
that helps organizations to identify and address issues and
continually improve their processes and systems. PDCA is
also called the “Deming cycle”, which is a classic quality
management model promoted and practiced in Japan by W.
Edwards Deming, who is considered by many to be the
father of modern quality control [39]. However, he always
refers to it as the “Shewhart cycle’. IS0900 I: 2000 stated
in its introduction that the PDCA method is available for all
processes [40].

ISO 22301 uses the PDCA cycle because it is an effective
way to manage BC’s complex and dynamic nature. The
cycle allows organizations to plan and prepare for potential
disruptions, implement and test their plans, monitor and
evaluate their performance, and make improvements based
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TABLE 2. Standards to support process automation.

Release Designation What it addresses
Date
2003 ISO/IEC ISO/IEC ~ 15504-2:2003  defines  the
15504-2:2003  requirements  for  performing  process
assessment as a basis for use in process
improvement and capability determination
[34].
2010 ISO/IEC TR Information technology — Systems and
18018:2010 software  engineering —  Guide for
configuration management tool capabilities
[35].
2015 ISO/IEC This ISO/IEC standard defines a process
33020:2015 measurement framework that supports the
assessment of process capability, in
accordance with the requirements of ISO/IEC
33003 [36].
2017 2755-2017 IEEE Guide for Terms and Concepts in
Intelligent Process[33], [37].
2019 IEEE 2755.1- IEEE Standard for Intelligent Process
2019 Automation Systems - Part 1: Framework and
Concepts [38].
2020 IEEE 2755.2- IEEE Standard for Intelligent Process
2020 Automation Systems - Part 2 [11].

on the results. By following the PDCA cycle, organizations
can ensure that they constantly improve their BCM processes
and stay prepared for future disruptions.

Jarveldinen suggested that one way to incorporate good
BC practices into an organization is to adopt an international
standard or framework that comprehensively integrates it into
existing processes [41]. The suggestion is in line with the
scope of this study, which adopted ISO 22301 standards in
the BC component as part of its effort to increase BCM
competency and improve operational stability [22].

IEEE 2755.2:2020 [42] and ISO 22301 [17] are already
robust frameworks that integrate well with other established
management systems. However, they were developed as
autonomous parts and, which need to be analysed to combine
both in a process that can make the most of their potential.

Ill. RESEARCH METHODOLOGY

To pursue this research objective, the DSR methodology was
chosen to build an artefact, as DSR aims to solve problems by
constructing a new reality rather than explaining an existing
fact or trying to help understand it.

The main elements of DSR in information systems
investigations are the possibility of new research fields,
the construction of new theories, or testing and validating
theories. This work aims to develop a model to solve a
specific problem; in this case, to understand how the IEEE
and ISO standards can be combined. Therefore, DSR, widely
used in information systems research to solve complex
problems, may be a suitable approach for this study.

Using the DSR method was then followed for model devel-
opment DSR is not only suitable for solving organizational
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problems in specific domains but also suitable for producing
artefacts, as in the case of this model. Figure 1 presents
a description of the research strategy using a DSR process
and summarizes the design and development of mapping the
standards under analysis.

Definition of
objectives of a
solution
[Section 2 & 3]

Identification of
Problem and
Motivation
[Section 1]

Communication
[Journal
submission]

Design and
=» Development
[Section 4]

Evaluation
[Section 5]

Evaluation with Research
experts articles

List of Business
Continuity and SBIPA
Standards and practices
in the Literature Review

Suggested mapping
Would you organize the Mapping of clauses
from both standards in a different way?
Interview 1 b ves
|

v
Literature
Review

, )
Interview 2 }

» Yes
; . i
Merge of standards | _ _ |
identified
i

Mapping of both
Standards

Interview 3 :H Yes

i
7 1 X
Interview 4 [~ Yes

.
A I . .
Interview N[> No  Saturation Point

FIGURE 1. Design science research (DSR): Design and development of the
mapping of both standards (adapted from [59]).

Both standards were analised to collect all data related to
each clause (ISO/22301:2019) or Stage (IEEE/2755:2020).

1SO 22301:2019 applies the PDCA cycle - Plan (establish),
Do (implement and operate), Check (monitor and review),
and Act (maintain and improve) to implement, support, and
continually improve the effectiveness of an organization’s
BCMS.

Following the PDCA cycle, Clauses 4 to 10 cover the

following components:

o Clause 4 introduces the requirements necessary to
establish the context of the BCMS applicable to the
organization, as well as needs, requirements, and scope.

o Clause 5 summarizes the requirements specific to top
management’s role in the BCMS and how leadership
articulates its expectations to the organization via a
policy statement.

o Clause 6 describes the requirements for establishing
strategic objectives and guiding principles for the
BCMS.

o Clause 7 supports BCMS operations related to estab-
lishing competence and communication with interested
parties on a recurring/as-needed basis while document-
ing, controlling, maintaining, and retaining required
documented information.

o Clause 8 defines BC needs, determines how to address
them, and develops procedures to manage the organiza-
tion during a disruption.

e Clause 9 summarizes the requirements necessary to
measure BC performance, BCMS conformity with this
document, and to conduct a management review.

o Clause 10 identifies and acts on BCMS nonconformity
and continual improvement through corrective action.
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IEEE Std 2755.2-2020, IEEE Recommended Practice
for Implementation and Management Methodology for
Software-Based IPA, sets forth a structured methodology
from inception through full adoption to establish proper
programs in IPA initiatives that is broken into the following
stages (later called “Clauses’):

« Stage 3 - Exploration: In this stage, stakeholders explore
the organizational readiness for IPA and identify the
processes that are good candidates for automation.
This stage helps stakeholders understand IPA’s potential
benefits and risks and identify the processes that will
provide the most value.

o Stage 4 - Strategy: This stage is to develop a strategy for
IPA adoption, which includes defining the business case,
identifying the technology solutions, and establishing a
roadmap for implementation.

o Stage 5 - Evaluation: Here, stakeholders evaluate the
effectiveness of the IPA solution, including the impact
on business processes, employee productivity, and
customer satisfaction.

o Stage 6 - Implementation: In this stage, stakeholders
implement the IPA solution, which includes designing,
developing, testing, and deploying the automation
solution.

o Stage 7 - Management and Operations: In this stage,
stakeholders manage and operate the IPA solution,
which includes monitoring the solution, providing
ongoing support, and ensuring that it continues to meet
the organisation’s needs.

o Stage 8 - Optimization and Scaling: In this stage,
stakeholders optimize and scale the IPA solution, which
includes identifying opportunities for improvement,
implementing changes to the solution, and expanding
the use of IPA across the organization.

This standard also provides an initial Clause, “General
Overview.”: In this stage, stakeholders provide a general
overview of the IPA initiative, including the goals, scope,
and desired outcomes. This stage helps establish a common
understanding of the initiative across all stakeholders.

Overall, the clauses of the IEEE Recommended Practice
for IPA provide a comprehensive framework for planning,
implementing, and managing an IPA initiative. Each stage
builds on the previous one, and all stages are designed to
work together to ensure the success of the IPA initiative. This
recommended practice identifies six distinct but interrelated
stages in that methodology, as outlined in Clause 3 through
Clause 8. These stages should be executed in sequence
for an IPA initiative that is starting, but various stages are
appropriate to revisit throughout the life of an IPA program.

For each stage, this standard has a structured approach
including five sections (Objective, Participation, Methodol-
ogy, Activities, and Outcomes) that are part of the framework
for each stage of the IEEE Recommended Practice for IPA.
Here is a brief explanation of each section:

« Objective: The objective section defines the goals and

objectives of the stage. This section sets the direction
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for the activities carried out in the stage and helps
stakeholders understand what they are trying to achieve.

« Participation: The participation section describes the
stakeholders involved in the stage and their roles
and responsibilities. This section helps ensure that all
relevant stakeholders are involved in the process and
understand their roles.

o Methodology: The methodology section describes
the approach and methods that will be used to achieve
the objectives of the stage. This section helps ensure
that the activities are carried out consistently and
structured.

« Activities: The activities section describes the specific
tasks and activities that will be carried out in the stage.
This section provides a detailed plan for implementing
the methodology and helps stakeholders understand
what they need to do to achieve the objectives.

« Outcomes: The outcomes section describes the expected
outcomes of the stage. This section helps stakeholders
understand what they are trying to achieve and provides
a basis for evaluating the success of the stage.

These five sections provide a structured approach for each
stage of the IEEE Recommended Practice for I[PA. They help
stakeholders understand what they need to achieve, how they
will achieve it, and the expected outcomes. By providing a
consistent framework for each stage, the IEEE Recommended
Practice for IPA helps ensure that the IPA initiative is
implemented in a structured and effective manner.

IV. DESIGN AND DEVELOPMENT: MAPPING PROPOSAL
This section presents the steps to develop the mapping
between the two standards. The purpose of this artifact is to
propose the alignment of these two frameworks, establishing
connection points between the two to allow them to use
their potential when implementing either of them, together
or individually. The effort is to identify the points of
connection between both. For this, the next section presents
the integration of the clauses of the two standards based on
the literature review.

In the case of IEEE 2755.2:2020, analyse to incorporate
and complement the requirements of ISO 22301:2019 that
relate to planning, establishing, implementing, operating,
monitoring, reviewing, maintaining, and continually improv-
ing a management system to protect, reduce the probability
of occurrence, prepare for, respond to, and recover from
outages when they arise. Regarding ISO 22301:2019, verify
the recommendations in IEEE 2755.2:2020 concerning
indications to support the optimal selection, evaluation, and
adoption of rapidly expanding products and services of
complementary technologies available to automate corporate
operational processes. Its recommendations are based on
the collective knowledge and experience of developers,
consultants, system integrators, service providers, and
end users. A business environment is now a place of
continuous technological innovation, where IPA [43] is
a dynamic activity. Likewise, the underlying business
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(Establish)

Act

(Maintain and
improve)

Clause 9
Performance evaluation

IEEE 2755.2:2020
Suuctiwed Apgroach

- TEFE 2755 2:2020 clauses
- 1SO 223012019 clanses
I l PDCAcyele

(Implement
and operate)

(Monitor and review)

FIGURE 2. Merge of PDCA, 1S0/22301:2019 and IEEE/2755:2020 clauses.

strategies and processes are constantly evolving to address
new opportunities and at the same time, threats that can
compromise BC, if all possibilities are not anticipated.

Both documents (IEEE 2755.2:2020 and ISO 22301:2019)
have a similar word usage regarding verbs, thus, the word
shall indicate mandatory requirements strictly to be followed
to conform to the standard and from which no deviation is
permitted (shall equals required to).

The word should indicate that among several possibili-
ties, one is recommended as particularly suitable, without
mentioning or excluding others, or that a particular course
of action is preferred but not necessarily required (should
equals recommended that). The word may is used to indicate
a course of action permissible within the limits of the standard
(may equals permitted to). The term can is used for statements
of possibility and capability, whether material, physical,
or causal (can equals able to).
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Figure 2 represents the mapping proposal of both stan-
dards, including the already mapped PDCA cycle with
ISO 22301.

Figure 2 and Appendix A aggregate the pre-established
mapping at ISO 22301:2019 with the PDCA cycle, with the
clauses for IEEE 2755.2:2020.

In the IEEE 2755.2:2020 document, each clause (stage)
is fully explained with a structured approach that includes:
Objective(s), Participation, Methodologies, Activities, and
Outcomes, and guidance on the activities needed to complete
all of the objectives of a stage comprehensively and is
represented at Figure 2 with the green doughnut. Each
stage succeeds the previous one and builds on the results
of the last stages, establishing a logical progression of
capability.

In ISO 22301:2019, Clauses 4 to 10 contain the require-
ments to assess compliance and can be used to determine
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an organization’s ability to meet its own BC needs and
obligations.

A. OUTCOME OF THE MAPPINGS

The information presented in Appendix B correlates process
outcomes required in IEEE 2755.2:2020 to process outcomes
required in ISO 22301:2019. The mapping indicates related
outcomes that may help meet the requirements of IEEE
2755.2:2020 when developing automation projects. There
is no assumption that all the required outcomes of IEEE
2755.2:2020 are necessary to fulfil the required outcomes of
ISO 22301:2019.

1) PROCESS CORRELATION

BCM is a comprehensive and holistic approach to ensuring
that an organization can continue to operate during and after a
disruptive event. It has the following major process to support
its objectives:

1 Business Impact Analysis (BIA): This process involves
identifying critical business functions and the potential
impacts of disruptions to those functions. It helps
organizations understand their most critical processes
and prioritize their BCM efforts.

ii Risk Assessment: This process involves identifying and
analysing the risks that could lead to a disruptive event.
It helps organizations understand the likelihood and
potential impact of various risks and prioritize their risk
management efforts.

iii BC Strategy Development: Based on the results of
the BIA and risk assessment, organizations develop a
BC strategy that outlines the steps that will be taken
to ensure the continuity of critical business functions
during a disruptive event.

iv Plan Development and Implementation: This process
involves developing and implementing detailed plans
to ensure the continuity of critical business functions
during and after a disruptive event. This includes
developing plans for crisis management, emergency
response, and business recovery.

v Testing, Training, and Exercising: Organizations
should test their plans regularly to ensure they are
effective and current. Testing should include table-
top exercises, simulations, and full-scale exercises.
Employees should also be trained to understand their
roles and responsibilities during a disruptive event.

vi Program Management: Finally, BCM is an ongoing
process that requires ongoing program management.
This includes monitoring the BCM program’s effec-
tiveness, making necessary changes, and ensuring that
the program remains up-to-date and effective.

These processes are designed to help organizations prepare
for and respond to disruptive events, minimize the impact of
those events, and ensure the continuity of critical business
functions.

Both IEEE Std 2755.2:2020 and ISO 22301:2019 are two
different frameworks that have other objectives, however,
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they use a process-oriented approach for some of their major
processes: knowledge acquisition, assessment, evaluation,
operation, maintenance, and continuous improvement. The
two, however, differ in the names of the activities of the
processes.

V. EVALUATION

This section presents an assessment of the artifact. Evaluating
design artifacts and design theories is a significant undertak-
ing and a critical aspect of DSR.

To assess the proposed mapping of the clauses of ISO
22301 and IEEE 2755.2, several interviews were carried out
with specialists and professionals from both areas. Interviews
hold a central position in the realm of social science
research, with a plethora of research method publications
delving into the practice of conducting interviews in this
domain [44], [45]. These interviews aim to make inferences
about a population by examining a sample from that
population. This contrasts with a census, which aims to
make observations drawn from an entire population and
are methods used for artifact evaluation. Therefore, in this
study, a semi-structured questionnaire was evaluated for
the proposed mapping of the clauses of ISO 22301 and
IEEE 2755.2.

In this study, the artifact was evaluated in terms of construct
and model with the following principles: completeness,
ease of use, fidelity with real-world phenomena, internal
consistency, level of detail, simplicity, Understandability,
importance, accessibility, and suitability were looked at,
as proposed by March and Smith [46] and Rosemann and
Vessey [47]. Based on the criteria in Table 3, a semi-
structured questionnaire was created.

As previously stated, assessment plays a vital and signif-
icant role in the DSR. To appraise the artifact, professionals
were chosen from both the realms of BC and IPA, possessing
varying levels of experience and proficiency. This decision
enables us to enhance the thoroughness of the evaluation,
ensuring the practical viability of the artifact. Table 3
displays the participants’ area, industry, function, country,
academic degree, and origin source. Table 4 shows the
duration of work experience, tenure in the current position,
level of responsibility, years of involvement in BC, and years
of involvement in RPA/IPA.

Vi. POPULATION AND SAMPLE

This study focused on integrating ISO 22301 and IEEE
2755.2 frameworks, so understanding the perspectives and
experiences of experts and practitioners in the field is
paramount. The population under consideration comprises
professionals with expertise in BCM and IPA, from IT
Business Consulting organisations, banks, and insurance
companies. This includes individuals actively involved in
implementing, assessing, or governance of BCM and IPA
practices within their respective organizations. A purposive
sampling approach will be employed to ensure com-
prehensive and representative insight. This will involve
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TABLE 3. Semi-structured questionnaire for evaluation of the proposed
clauses mapping.

Criterion Statement

The mapping contains all the clauses of

1 Completeness the standards of both standards.

The mapping is well-described and
easy to verify and implemented in both
contexts.

2 Ease of use

The proposed mapping corresponds to

Fidelity with real- a possible solution to the suitable

3 . . .
world phenomena choice of practice to incorporate both
standards.
The proposed mapping uses adequate
4 Internal terminology, is well-written, and is
consistency justified by the theory.

The proposed mapping contains a
5 Level of Detail sufficient level of detail in each

mechanism for each standard.

The proposed mapping contains the
exact number of clauses for both
practices and they it is easy to
implement.

6 Simplicity

The proposed mapping is easily
understood as a model for BC and IPA
and the meaning of each clause
mapping is easily understandable.

7  Understandability

The proposed mapping is important for

8  Importance both practitioners and academics.

The proposed mapping has an
understandable terminology with a
9 Accessibility practice perspective, not only a

theoretical one.

The proposed mapping of practices is
applicable in the practice to assist with
BC and IPA practitioners.

10 Suitability

identifying and selecting participants based on their demon-
strable expertise and experience in ISO 22301 and IEEE
2755.2 domains. Table 5 presents the results achieved
with the interviews regarding work experience, current
position, responsibility, and work experience in both areas.
Through semi-structured interviews, we aim to glean valuable
insights that will contribute significantly to the discourse
surrounding the harmonious integration of these critical
frameworks.

These tables provide an overview of the characteristics of
the sampled population for the study focused on integrating
ISO 22301 and IEEE 2755.2 frameworks. The population
consists of professionals with expertise in BCM and IPA,
with select participants being extended invitations through
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pertinent LinkedIn reference groups [48], [49], [50], [51],
[52], [53], [54], [55], [56].

Interviews are the most well-known method to collect
data in qualitative research and can be used in all kinds
of philosophy paradigms whether positivist, interpretive or
critical [57]. The qualitative interview is an excellent way
of gathering data [57]. According to Myers and Newman
the interview allows collecting valuable data from people
in different roles and situations [58]. Thus, interviews
can be an appropriate method to develop and evaluate
an artifact. Therefore, in this article, using semi-structured
interviews to collect data will be used. The interviews were
conducted to assess the completed artifact rather than its
initial construction. The artifact under consideration was
evaluated rigorously by a diverse panel of experts from
various geographic, cultural, and industrial backgrounds.
Notably, the interactions were limited to a single iteration,
yielding no additional models or refinements as an outcome
of these interviews.

Regarding the number of interviews necessary in quali-
tative research, Myers and Newman argues that there is a
nonspecific number. It depends on the research question and
what answers are being looked for. A saturation point is
reached when a new insight for your research question is not
found [57], [58].

In this study, we are evaluating a model with an appropriate
number of clauses for BC and IPA. The proposed model is
being sought, and the saturation point was reached in the fifth
interview. From the fifth to twenty-two interviews, no new
insights were added to the mapping model proposed.

A. WORK EXPERIENCE

A significant portion (40.9%) of the participants has over
20 years of work experience, indicating a substantial level of
expertise in the field, but the same (40.9%) for the level with
less expertise. No one in the range 10 — 15 years (0%), and the
remaining participants fall into the categories of 5 to 10 years
and 15 to 20 years, each representing 9.1% of the population.

B. CURRENT POSITION

The majority (81.8%) of the participants hold positions with
0 to 5 years of experience, indicating a relatively young
workforce in their current positions. 9.1% are in positions
with 5 to 10 years of experience. Only a small percentage
(4.5%) are in positions with 15 to 20 years of experience, and
an equal share (4.5%) have positions with over 20 years of
experience.

C. RESPONSIBILITY

The responsibilities of the participants are distributed across
various levels, with no particular level dominating. The
highest percentage (40.9%) falls under the ““Other” category,
indicating diverse roles within the sampled population. This
is followed by “Manager” (22.7%), “‘D-Level” (27.3%), and
“C-Level” (9.1%).
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TABLE 4. Details about the participants.

# Area Industry Function Country Academic degree Source
1 IT & Business Consulting Bank RPA Team Leader Portugal Bachelor 1
2 IT & Business Consulting Insurance RPA Developer Portugal Bachelor 1
3 BC Bank BC Analyst Portugal Master’s degree 1
4 IT & Business Consulting Services VP Business Consulting Finland Master’s degree 2
5 IT & Business Consulting Services Director Consulting England Bachelor 3
6 BC Bank Director Consulting Portugal Bachelor 1
7 IT & Business Consulting Services RPA Developer Portugal Bachelor 3
8 IT & Business Consulting Services VP Business Consulting Portugal MsC 2
9 IT & Business Consulting Services RPA Developer Portugal BsC 2
10 IT & Business Consulting Services RPA Developer Portugal Bachelor 3
11 BC and Risk Bank Audit Manager Portugal Master’s degree 4
12 BC Portuguese Road Rail BC Analyst Portugal Bachelor 4
Network
13 IT & Business Innovation Insurance Director of Organization,  Portugal Executive 4
Innovation and Products Master
14 IT & Business Consulting Services BC Analyst EUA Bachelor 1
15 IT & Business Consulting Services RPA Business Consultant  India PhD 1
16 IT & Business Consulting Services BC Manager Portugal Bachelor 3
17 IT & Business Consulting Services Director Consulting Sweden Master’s degree 3
for Bank & Insurance Services
18 IT & Business Consulting Services Director Consulting Germany  PhD Student 3
19 IT & Business Consulting Services Business Manager EUA Master’s degree 1
20 IT & Business Consulting Bank & Insurance RPA Team Leader Portugal Master’s degree 5
21 IT & Business Consulting Insurance Director Consulting Portugal Master’s degree 3
22 IT, Business & Governance  Education Professor Brazil PhD 5
Legend: ! LinkedIn | 2 Industry Reference connection | 3 Industry Connection |  Client related | > University Link
TABLE 5. Details about the semi-structured questionnaire in the evaluation.
Rational Indicators
Your Work Experience 0 — 5 years 5—10 years 10 — 15 years 15 — 20 years > 20 years
40,9% 9,1% 0% 9,1% 40,9%
Your current position 0—5 years 5—10 years 10 — 15 years 15 — 20 years > 20 years
81,8% 9,1% 0% 4,5% 4,5%
Responsibility C-Level D-Level Manager Other
9,1% 27,3% 22,7% 40,9%
Work experience in business None 1 -5 years 5 —10 years 10 — 15 years 15 — 20 years > 20 years
continuity 27,3% 45,5% 13,7% 4,5% 4,5% 4,5%
Work experience in RPA / None 1 -5 years 5—10 years > 10 years
e 22,7% 63,6% 4,5% 9,2%

D. WORK EXPERIENCE IN BUSINESS CONTINUITY

Most participants (45.5%) have 1 to 5 years of experience in
BC. 27.3% have yet to specify work experience in this area.
13.7% have 5 to 10 years of experience, while 4.5% each have
10 to 15 years and 15 to 20 years of experience.

E. WORK EXPERIENCE IN RPA/IPA

The highest percentage of participants (63.6%) have 1 to
5 years of experience in RPA/IPA, indicating a relatively
high level of familiarity with this domain. 22.7% have yet to
specify work experience in this area. 9.2% have more than ten
years of experience in RPA/IPA, indicating a group of highly
experienced individuals in this field.

VOLUME 11, 2023

In summary, the sampled population represents a diverse
group of professionals with varying expertise and experience
in BCM and IPA. The majority have substantial experience
in their respective fields, and a significant portion also
have considerable expertise in RPA/IPA. This diverse range
of perspectives and experiences is expected to contribute
significantly to the study’s insights.

VII. DATA COLLECTION

A multi-faceted data collection approach was employed
to gather comprehensive insights into integrating ISO
22301 and IEEE 2755.2 frameworks. The method involved
semi-structured interviews with selected experts and practi-
tioners. These interviews have been conducted one-on-one,
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TABLE 6. Details the closed questions done to the participants and their results.

Rational

Indicators

1. On a scale of 1 to 5, how compatible do you consider the possible combination of the 0% 4,5%

13,6% 50% 31,8%

"Context of the organization" clause from ISO 22301 with the "General overview and

structure" clause from IEEE 2755.2?

2. In your opinion, what level of alignment exists between the "Leadership" clause from ISO 0% 13,6%

18,2% 59,1% 9,1%

22301 and the "Exploration" clause from IEEE 2755.2? Please rate it on a scale of 1 to 5

3. Considering the combination of the "Planning" clause from ISO 22301 and the "Strategy" 0% 0%

clause from IEEE 2755.2, how well do you perceive their synergy? Please rate it from 1 to 5

4. On ascale of 1 to 5, how well do you believe the "Support" clause from ISO 22301 fits 0% 0%

with the "Implementation” clause from IEEE 2755.2?

5. By combining the "Management and Operations" clause from ISO 22301 and the 0% 4,5%

13,5% 50% 36,4%
40,9% 36,4% 22,7%
18,2% 31,8% 45,5%

"Operations" clause from IEEE 2755.2, how effective do you perceive this combination to

be? Please rate it on a scale of 1 to 5.

allowing for an in-depth exploration of their experiences,
challenges, and successes in implementing these frameworks
within their organizations.

Data Collection Process: The interview process started
by requesting consent and an introduction to the study’s
objectives. Closed questions with a rating scale of 1 to 5
(1 being the lowest, five being the highest) with optional
comments to each question have been used to encourage
participants to share their perspectives freely regarding the
combination of each clause. Their results are expressed in
Table 6. The analysis involved a systematic review to extract
key information on how well each clause combines or fits
together relating BCM and IPA. An additional question was
posed for the participants to share any insights, concerns,
or potential advantages they might foresee in implementing
this integrated approach.

Data Interpretation: The collected data aimed at identifying
recurring patterns, themes, and significant points raised by
the participants. Through this process, commonalities and
differences in perspectives have been identified, providing
valuable insights into the challenges, successes, and potential
synergies between ISO 22301 and IEEE 2755.2, involving
triangulating the findings from both interview transcripts and
proposal analysis, ensuring a comprehensive understanding
of the integration landscape.

VIIl. RESULTS AND DISCUSSION

This section discusses the results of the optional comment
requested for each question. Appendix C presents all the
information related to the comments made by the participants
for each question presented (Q1 to Q8).

Q1. “Context of the organization” clause from ISO
22301 with the “General overview and structure”

Respondents generally perceive a high level of compatibil-
ity between the “Context of the organization™ clause from
ISO 22301 and the “General overview and structure” clause
from IEEE 2755.2. The majority (81%) rated the combination
as a4 or 5, indicating a solid alignment.

As seen in Appendix C - Q1, the feedback emphasizes that
aligning the organizational context with the general structure
provides a solid foundation for BCM and IPA initiatives.

This understanding is crucial for effective planning and
automation efforts. The combination supports risk mitigation
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by allowing for a nuanced assessment of potential risks and
vulnerabilities based on the organizational context.

This enables more targeted and effective selection and
implementation of automation solutions to enhance BC.
The integration of these clauses aids in optimizing resource
allocation for automation projects. It ensures that automation
efforts are directed towards functions and processes foremost
vital to the organization’s overall structure and objectives.
The integration establishes a foundation for the long-term
alignment of automation efforts with organizational goals.

This ensures that automation strategies evolve in sync with
organizational structure and objectives changes, providing
sustained support for BC initiatives. Combining these clauses
leads to a comprehensive understanding of the organizational
landscape, enabling a more informed and strategic approach
to BC and automation initiatives. This alignment ensures
that automation efforts are closely aligned with the overall
structure and objectives of the organization.

Overall, the responses suggest a strong consensus among
the respondents regarding the compatibility and adequacy
of combining these clauses. The alignment between the
organizational context and the general structure is critical
in facilitating effective planning and automation efforts for
BCM and IPA initiatives.

Q2. “Leadership” clause from ISO 22301 and the
“Exploration” clause from IEEE 2755.2

Respondents broadly recognize a substantial degree of
alignment between the ‘“Leadership” clause from ISO
22301 and the “Exploration” clause from IEEE 2755.2. The
majority (68.2%) rated the alignment as either a 4 or 5,
indicating a strong perceived alignment.

Some respondents expressed a degree of uncertainty or
suggested that, based solely on the wording and context,
they did not see an immediate fit between the clauses. This
indicates that a deeper understanding of the specific clauses
may be needed to appreciate the alignment. There is a
viewpoint that the “Exploration” clause is a vast subset of
what ISO 22301 describes. However, it’s noted that if the
intent is to use ISO as a tie-breaker between implied frame-
works, this alignment could be appropriate. It suggests that
there may be a hierarchical relationship where one standard
complements or supplements the other. Feedback emphasizes
that effective leadership, as outlined in ISO 22301, is pivotal

VOLUME 11, 2023



J. Cascais Bras et al.: Understanding How IPA Impacts BC: Mapping IEEE/2755:2020 and 1SO/22301:2019

IEEE Access

in driving informed decisions regarding IPA initiatives. The
“Exploration” clause complements this by emphasizing the
need for comprehensive documentation, including motiva-
tions, dependencies, and competitive analysis. This ensures
that leadership is well-informed and equipped to drive IPA
initiatives forward. The combination of ‘“Leadership” and
“Exploration” is seen as providing a solid foundation for
turning strategic vision into actionable plans. This alignment
ensures that the vision is supported by a detailed roadmap,
incorporating documentation of motivations, dependencies,
and competitive analysis. The feedback highlights the pivotal
role of leadership in driving the adoption of automation
technologies. A forward-thinking approach to exploration
can uncover opportunities for utilizing automation to enhance
BCM strategies, allowing organizations to respond more
effectively to unforeseen events. It’s suggested that there
may also be a match between the “Leadership” clause and
Clause #7 (‘“Management & Operations”). This indicates
recognition of potential interrelationships between multiple
clauses.

Overall, as presented in Appendix C - Q2, the responses
indicate a perceived strong alignment between the ““Leader-
ship” clause from ISO 22301 and the “Exploration” clause
from IEEE 2755.2. This alignment is seen as providing a
solid foundation for driving informed decisions and exploring
opportunities for automation within the context of BC.

Q3. “Planning” clause from ISO 22301 and the
“Strategy” clause from IEEE 2755.2

Respondents generally acknowledge a high level of
synergy between the ‘“‘Planning” clause from ISO 22301 and
the “Strategy” clause from IEEE 2755.2. The majority
(86.4%) rated the synergy as either a4 or 5, indicating a strong
perceived alignment.

The feedback emphasizes that both clauses focus on
actions to address risks and opportunities. ‘“‘Planning’” within
the BCMS context emphasizes risk assessment and mitiga-
tion, while ““Strategy”’ in the IPA context involves controlling
deployment risks managing. This alignment ensures that
risk management is integrated into BCMS planning and
IPA strategy development. “Planning” and *Strategy” are
fundamentally aligned in their focus on strategic thinking.
“Planning” encompasses the development of a structured
approach to BC, while “Strategy” guides formulating a
broader organizational strategy that may include automation
initiatives. This alignment ensures that planning efforts are
integrated into the larger strategic framework. Measurable
objectives are highlighted as crucial for both BCMS and IPA
initiatives. The ““Planning” clause’s emphasis on measurable
objectives aligns with the ““Strategy’ clause’s aim to assess
how IPA can support and enhance the enterprise’s strategic
plan. This alignment ensures progress can be effectively
tracked, monitored, and communicated in line with the
sustainability concept. Automation is viewed as a significant
augmentation to the effectiveness of BCM plans, contributing
to both efficiency and environmental sustainability. It can
streamline processes related to continuity planning, enabling
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faster response times and reducing human error in critical
scenarios. This suggests that integrating automation into
the planning process enhances the overall effectiveness of
BCM while aligning with the sustainability concept. The
integration ensures that automation efforts are not viewed in
isolation but are considered an integral part of the overall
BC strategy. This emphasizes that automation is a strategic
component of BC planning, emphasizing its role within the
sustainability concept rather than as a separate initiative.

Overall, as shown in Appendix C - Q3, the responses
indicate a perceived strong synergy between the “Planning”
clause from ISO 22301 and the “Strategy” clause from
IEEE 2755.2. This alignment is seen as providing a solid
foundation for integrating automation into the broader BC
planning process, ultimately enhancing the effectiveness of
BCM plans.

Q4.¢“Support” clause from ISO 22301 with the “Imple-
mentation” clause from IEEE 2755.2

Respondents generally perceive a high level of compatibil-
ity between the “Support” clause from ISO 22301 and the
“Implementation” clause from IEEE 2755.2. The majority
(59.1%) rated the fit as either a 4 or 5, indicating a strong
perceived alignment.

The feedback emphasizes that support is crucial during
the implementation stage. With adequate support, the success
of the implementation may be better. This highlights the
importance of having resources and expertise available to
ensure a smooth implementation process. Both clauses are
seen as complementing each other. The “Support” clause
addresses potential challenges, such as skill gaps or resource
constraints, which can be critical to the success of the
implementation. This synergistic approach increases the
likelihood of a successful automation deployment. Integrat-
ing “Support” from ISO 22301 with “Implementation”
from IEEE 2755.2 is viewed as leading to enhanced
operational efficiency. Adequate support regarding skilled
personnel, technology infrastructure, and training ensures
that automation initiatives directly contribute to the resilience
of critical business functions. The combination of *““Support”
and “Implementation” underscores the critical need for
resource allocation and training. “Support” ensures that
the right resources, including personnel and technology, are
allocated for the successful ‘“‘Implementation” of automation
solutions. This alignment is seen as vital for achieving BC
and efficiency goals.

Overall, as illustrated in Appendix C - Q4, the responses
suggest a strong consensus among the respondents regarding
the compatibility and adequacy of combining the *“Support”
clause from ISO 22301 with the “Implementation” clause
from IEEE 2755.2. This alignment is essential for ensuring
a smooth and successful implementation of automation
technologies within the context of BC.

Q5.¢ Management and Operations” clause from ISO
22301 and the “Operations” clause from IEEE 2755.2

Respondents generally perceive a high level of effec-
tiveness in combining the ‘“Management and Operations”
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TABLE 7. Relationship between the PDCA Cycle, clauses of 1SO 22301:2019 and IEEE 2755.2:2020 addressing PDCA component.

PDCA component 1SO 22301:2019 IEEE 2755.2:2020
Clause 4 (“Context of the organization”) sets out what the Clause 2 ("General overview and structure") The objective is to
organization should do to make sure that the BCMS meets its  investigate the suitability of an IPA initiative for a business unit or
requirements, taking into account all relevant external and business before setting out any strategic directives. The investigation is
internal factors, including: completed by leveraging a variety of people, tools, and methodologies
— the needs and expectations of interested parties; along with defined industry practices to understand the relevant pros and
— its legal and regulatory obligations; cons of IPA adoption.
— the required scope of the BCMS.
Clause 3 ("Exploration") The objective is to investigate the suitability
Clause 5 (“Leadership”) sets out management’s role in of an IPA initiative for a business unit or business before setting out
demonstrating commitment, defining policy, and establishing  any strategic directives. The investigation is completed by leveraging a
Plan roles, responsibilities and authorities. variety of people, tools, and methodologies along with defined industry
(Establish) practices to understand the relevant pros and cons to IPA adoption
Clause 4 ("Strategy") Based on the findings and insights gained from
Clause 6 (“Planning”) describes the actions for establishing the Exploration stage, the Strategy stage aims to assess how IPA can
strategic objectives and guiding principles for implementing support and enhance the enterprise strategic business plan and
the BCMS. technology environment in ways that maximize opportunities and
benefits while controlling risks.
Clause 7 (“Support”) identifies the BCMS clements that Clause 6 ("lmplementati_on") The purpose is to design, conﬁgure, build,
. test, and deploy automation that will deliver the targeted business
should be in place, namely resources, competence, awareness, . ! . . .
communication and documented information. outcomes }dentlﬁed in the Strategy stqge using the grchltectures and
technologies selected for deployment in the Evaluation stage.
Do Clause 7 ("Management and operations") The objectives are to assure
Clause 8 (“Operation”) identifies the processes for the reliable performance of automations in production and to identify
(Implement and e S . .
operate) establishing and maintaining BC. new deployment opportunities folr f:urrent automation tools and new
IPA tools that can enhance capability, performance, and value.
Clause 5 ("Evaluation") The objective is to select the most appropriate
Check Clause 9 (“Performance evaluation”) provides the basis for technologies and product architectures to deliver the outcomes and

(Monitor and review)

improving the BCMS through measurement and evaluation its

benefits identified in the Strategy workstream.

performance. NOTE—IEEE Std 2755.1-2019 provides a comprehensive technology
evaluation guide
Clause 8 ("Optimization and scaling") Aims to support the sustainable
Act Clause 10 (“Improvement”) covers the corrective action for growth of IPA programs while mitigating risks. When scaled, IPA

(Maintain and

improve) evaluation.

addressing nonconformity identified through performance

technologies create additional value by improving productivity,
expanding enterprise capacity, and supporting the expansion of new
products, solutions, and business models.

clause from ISO 22301 and the “Operations” clause from
IEEE 2755.2. The majority (77.3%) rated the combina-
tion as either a 4 or 5, indicating a strong perceived
alignment.

The feedback emphasizes that operation and manage-
ment are closely intertwined. Even though operations may
have a routine nature, effective leadership is crucial. This
highlights the importance of vigilant oversight and col-
laboration between operations and management. The need
for continuous assessment of BCM and IPA performance
metrics is recognised. Automation processes are considered
integral to the overall assessment of BC effectiveness,
indicating that automation can enhance the measurement
and evaluation of BCM initiatives. Both clauses are viewed
as emphasizing the importance of operational planning and
control. “Management and Operations’” focuses on planning
and controlling BCM support processes, while ““‘Operations”
in the context of IPA aims to sustain and expand automation
programs. This alignment ensures that operational processes
are well-planned and effectively executed in BCM and IPA
initiatives. Combining “‘Operation” and ‘““Management and
Operations” is seen as seamlessly integrating automation
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processes into day-to-day operations. This optimization of
routine tasks enhances the organization’s overall resilience by
ensuring that critical processes are consistently maintained.
Both clauses are seen as highlighting the preparation of plans
and procedures. In BCM, this ensures readiness to respond to
disruptions. In the context of IPA, it supports the sustainable
growth of automation programs. This alignment underscores
the importance of well-defined plans and procedures in
both initiatives. The alignment between the two clauses
is emphasized as supporting risk mitigation in both BCM
operations and IPA initiatives. This highlights the critical
role of risk management in operational activities for both
BCM and IPA. The combination is described as a perfect
match, indicating a strong compatibility and complementarity
between the ‘““Management and Operations” clause and the
“Operations” clauses.

Overall, as displayed in Appendix C - QS5, the responses
suggest a strong consensus among the respondents regarding
the effectiveness of combining these clauses. Integrating
management and operations with operational processes is
seen as a powerful approach to enhancing the organization’s
resilience and effectiveness in both BCM and IPA initiatives.

VOLUME 11, 2023



J. Cascais Bras et al.: Understanding How IPA Impacts BC: Mapping IEEE/2755:2020 and 1SO/22301:2019

IEEE Access

TABLE 8. PDCA, I1SO 22301:2019 & IEEE 2755.2:2020 outcomes.

PDCA 1SO 22301:2019 Outcomes IEEE 2755.2:2020 Outcomes
component
- Determine external and internal issues that Clause 2 ("General - Overall, the outcomes are intended to provide
are relevant to his purpose and affect your overview and stakeholders with a clear understanding of the
ability to achieve their BCMS results(s); - structure") standard’, as well as the key concepts and
which stakeholders and requirements are definitions used throughout the document. This
relevant to BCMS; - Legal and regulatory sets the foundation for applying the standard to
« requirements (for this must have a process to an IPA initiative and helps ensure that all
Clause 4 (“context of o . .
S have the ability to identify, access, and stakeholders are on the same page
the organization”) . .
evaluate the continuity of their products and
services, activities, and resources); - Scope of
Business Continuity Management Systems
(Internal and External Issues; Requirements,
Mission, Objectives, and Internal and External
Obligations); - Implement a BCMS
- Documented and clearly defined business-
- High Management must demonstrate focused vision; - Documented identification
leadership and commitment by ensuring that and categorization of the instant motivations
the policy of continuing the predefined for exploring the potential of an IPA initiative;
business is communicated, as well as who are Clause 3 - Documented identification of dependencies
Clause 5 (“leadership”) the interveners and their responsibilities and " . of an IPA initiative or factors that conflict; -
. S . g ("Exploration") .. .
which objectives are established, providing all Documented competitive analysis to
the necessary resources and promoting understand existing supplier; - Documented
= continuous improvement. review with conclusions and considerations
= 2 collected through the Exploration stage that
=3 support the recommendation to proceed or not
o Pp! p! .
&3]

Clause 6 (“planning”)

Clause 7 (“support™)

By planning BCMS to determine which
objectives to be achieved, the actions to face
risks and opportunities to ensure that BCMS
achieves the intended results, preventing or
reducing unwanted effects and achieving
continuous improvement. These should be
measurable, monitored, communicated, and
tied as appropriate, incorporating change
management techniques whenever necessary.

The organization must determine and provide
all the necessary resources to establish,
implement, maintain and improve the BCMS.
These resources must have the necessary skills
and capabilities and be aware of the policies in
force and the implications for not being in
accordance. The organization must determine
internal and external communications relevant
to BCMs, creating and maintaining records in a
controlled manner and allowing their
distribution only to those who are authorized.

Clause 4
("Strategy")

Clause 6
("Implementation')

- Maybe a new or significantly revised
enterprise strategic plan, including prospective
outcomes, benefits, and risks associated with
deploying IPA, along with a high-level
timetable and operating budget for the IPA
initiative

- The deliverables from the implementation
stage of work consist of fully tested and
validated automation, including software,
complete documentation, instructional
materials, policies, procedures, and
performance monitoring methods—all
information, training, and practice guides
required for controllers to run the automated
processes safely and reliably at enterprise scale
during the Management and Operations stage
of work.

Q6. “Evaluation” clause from ISO 22301 and the
“Performance Evaluation” clause from IEEE 2755.2

Respondents overwhelmingly perceive a high level of
compatibility between the ‘“Evaluation” clause from ISO
22301 and the ‘“Performance evaluation” clause from IEEE
2755.2. The majority (95%) rated the compatibility as either
a4 or 5, indicating a strong perceived alignment.

There’s a view that “Evaluation” and “‘Performance eval-
uation” look similar. Unless the word ‘““performance” refers
explicitly to evaluating the performance of the evaluation
process itself, the objectives appear to be expected. This
suggests a natural overlap in their focus on measurement and
assessment. The adequacy of the integration is seen as 100%,
indicating a high level of confidence in the compatibility
and effectiveness of combining these clauses. Both clauses
are seen as highlighting the need for measurement and
assessment. “‘Evaluation” in ISO 22301 focuses on BCMS
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performance, while ‘Performance evaluation” in IEEE
2755.2 addresses the review of IPA programs. This alignment
ensures that performance is systematically measured in both
BCM and IPA initiatives to support growth while mitigating
associated risks. While the integrated approach holds tremen-
dous promise, there may be challenges in harmonizing certain
aspects of BCM with automation. This includes ensuring
that automated processes align with BC objectives without
compromising security, which requires careful consideration.
The integration is seen as an opportunity for improvement
in both BCM and automation. It can lead to optimiz-
ing and scaling automation processes, ultimately resulting
in more resilient and efficient BC strategies. Integrating
“Performance Evaluation” and “Evaluation” is viewed
as making performance evaluation more comprehensive.
Automation of performance metrics allows for real-time
monitoring of key indicators, enabling proactive adjustments
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TABLE 8. (Continued.) 1SO 22301:2019 & IEEE 2755.2:2020 outcomes.

PDCA 1SO 22301:2019 Outcomes IEEE 2755.2:2020 Outcomes
component
The organization must operationally plan and control
BCM support processes to meet all requirements,
;Ir:lez{[e;rllle:rtil:egri;he processes and actions required to - Cost/benefit analysis of
It should perform business impact analysis and risk automation in production—
. L including hours returned to the
assessment over time, determining its order, and the . . .
Do Clause 7 business, improvement in

(Implement and Clause 8 (“operation”)

operate)

Check
(Monitor and
review)

Act
(Maintain and
improve)

Clause 9 (“performance
evaluation”)

Clause 10 (“improvement”)

types and impact criteria relevant to the context of
the organization, to identify and elaborate BC

strategies and solutions. The risk assessment process

is addressed in ISO 31000.

Other outcomes are preparing the BC's plan and
procedures and allocating resources to implement
the solutions and strategies to the risks raised,
allowing you to alert and communicate effectively.

An organization will be able to evaluate the
performance and effectiveness of its BCMS and
verify if it ensures that its intended outcomes are
achieved by auditing:

» whether the BCMS meets the needs of the
organization

« conforms to the requirement of ISO 22301:2019
« how consistently processes and procedures are
being applied

« whether processes and procedures achieve the
intended results.

The main purpose for implementing a BCMS is to
ensure an organization can respond to a disruptive
incident promptly on time, and to continue
delivering its key products and services at a pre-

defined level until return to normal operations can be

affected. For this, need to determine opportunities
for improvement and implement actions to achieve
its intended outcomes of its BCMS, react to
nonconformities, take action to control and correct
the non-conformities, deal with the consequences,

("Management and
Operations")

Clause 5 ("Evaluation")

Clause 8
("Optimization and
Scaling")

quality or audit performance,
enhanced throughput, and
others—guides where further
optimization or scale potential
is possible.

- Specific measurements [in
the form of critical success
factors (CSFs)] and
deliverables that should be
documented for evaluation,
decision-making, and post-
decision planning for the
Implementation stage of work
(Demonstration with key
attributes and requirements,
Proof of concept and pilot).
The deliverables from the PoC
stage should be a working
automation.

- Measurements and
deliverables in the optimizing
and scaling stage include a set
of metrics, KPIs, decisions,
and action items that
contribute to the program's
overall growth and value
generation.

Programs should tailor the
metrics and KPIs to meet their

find the root cause, and investigate nonconformities.
Any corrective actions identified to address

nonconformities will be implemented without delay.
The corrective action implemented is to be reviewed

to determine its effectiveness.

needs, and then use them to
drive decisions and activities
required to continue to
optimize and scale the
program.

to both automation processes and BCM strategies as
needed.

Overall, as exposed in Appendix C - Q6, the responses
suggest a strong consensus among the respondents regarding
the compatibility and adequacy of combining the ‘“Eval-
uation” clause from ISO 22301 with the “Performance
evaluation” clause from IEEE 2755.2. This alignment is
viewed as crucial for systematically measuring and assessing
performance in both BCM and IPA initiatives, supporting
growth while mitigating associated risks.

Q7. “Optimization and scaling” clause from ISO
22301 and the “Improvement” clause from IEEE 2755.2

Respondents overwhelmingly perceive a high level of
compatibility between the “Optimization and scaling” clause
from ISO 22301 and the “Improvement” clause from IEEE
2755.2. The majority (86.4%) rated the compatibility as either
a4 or 5, indicating a strong perceived alignment.
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There’s a view that while “Improvement” is a broader
concept than ‘“‘optimization and scaling,” their objectives are
fully compatible. This suggests a natural overlap in their
focus on driving enhancements and expansions in processes
and initiatives. The integration is seen as key to efficient
resource utilization for automation projects. It ensures that
resources are allocated in a way that enhances current
processes and allows for scaling automation initiatives. This
targeted approach maximizes the impact of automation on
BC. It is emphasized that the integration of ‘Optimization
and scaling’” with ‘Improvement’ is crucial for maximizing
the return on investments in automation. Improvements are
seen as contributing not only to the current state but also
to the scalability and optimization of automation solutions,
enhancing their overall value in BC. Respondents specifically
highlight that both clauses are compatible, indicating a
strong consensus on their alignment. The combination is
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TABLE 9. Summary of the main comments regarding questions 1 to 3 (these comments were optional to the closed questions).

Question

Comments

Q1.

“Alignment enables standardization, which enables easier awareness and understanding”

“In my opinion, as a whole, the identified clauses make a very solid and pertinent match. However, and in a paradigmatic way, clause 7
(Management and Operations) presents a very strong and unequivocal connection.”

“I highlight that aligning the organizational context with the general structure provides a solid foundation for BCM and IPA initiatives. Both permit
the understanding of the organization's structure that is crucial for effective planning and automation.”

"The 'Context of the Organization' clause emphasizes the importance of understanding the internal and external factors that influence an
organization. Combined with the 'General overview and structure,' it ensures that automation is integrated seamlessly within the existing
organizational framework. This alignment is crucial for achieving continuity objectives while leveraging automation technologies."

"This integration can support risk mitigation, as by understanding the organizational context allows for a more nuanced assessment of potential risks
and vulnerabilities. This contextual awareness guides the selection and implementation of automation solutions in a way that enhances business
continuity efforts.

"The integration of 'Context of the Organization' and 'General overview and structure' aids in optimizing resource allocation for automation projects.
It ensures that automation efforts are prioritized and directed towards functions and processes foremost vital to the organization's overall structure
and objectives. This targeted approach maximizes the impact of automation on business continuity."

“It can establish a foundation for long-term alignment of automation efforts with organizational goals. This ensures that automation strategies evolve
in sync with organizational structure and objectives changes, providing sustained support for business continuity initiatives."

If we integrate 'Context of the Organization' with 'General overview and structure,' we establish a comprehensive understanding of the organizational
landscape. This enables a more informed and strategic approach to both business continuity and automation initiatives. The 'Context' clause ensures
that automation efforts are aligned with the overall structure and objectives of the organization."

Q2.

“Have doubts about the relation between Leadership (ISO) and Exploration (IEEE)”

"The 'Leadership' clause, emphasizing clear communication of predefined business policies and objectives, aligns seamlessly with the 'Exploration’
focus on a documented and business-focused vision. When high management effectively communicates the strategic vision, it provides a foundation
for the detailed exploration of an IPA initiative's potential motivations and dependencies."

“Not knowing in detail the clauses, looking only at the words and the context of them, it doesn't seem to have a fit.”

“It's an appropriate mapping, but as a mapping, the exploration clause is a vast subset of what 22301 describes. If the intent, though, is that by this
mapping that, ISO is the tie-breaker between what is the implied framework of each (each inherits the strengths and weaknesses of the other, as a
result), then ok, but otherwise (if no implied inheritance), it should be noted as separated.”

“Both can emphasize the importance of leadership in driving BCM and IPA efforts and how an exploratory approach to automation can uncover
opportunities for improving business continuity strategies.”

"Effective leadership, as outlined in ISO 22301, empowers high management to make informed decisions regarding IPA initiatives. The
'Exploration' clause complements this by emphasizing the need for comprehensive documentation, including motivations, dependencies, and
competitive analysis. This ensures that leadership has the necessary insights to drive the initiative forward."

“The 'Leadership' clause, emphasizing the communication of predefined business policies and objectives, provides the foundation for turning the
strategic vision into actionable plans. This aligns with the 'Exploration' clause's focus on documenting motivations, dependencies, and competitive
analysis, ensuring that a detailed roadmap supports the vision."

“Highlights the pivotal role of leadership in driving the adoption of automation technologies. A forward-thinking approach to exploration can
uncover opportunities for utilizing automation to enhance BCM strategies, allowing organizations to respond more effectively to unforeseen events.”
“Leadership's role in providing resources aligns with the 'Exploration' clause's focus on identifying dependencies and conflicts. This combination
might ensure that leadership is equipped to proactively manage risks and resolve conflicts that may arise while exploring an IPA initiative."

“It should be considered to find also a match between Clause #7 (Management & Operations).”

Q3.

“Planning must follow a strategy direction and definition, so I believe they have high compatibility.”

“Clauses match Perfectly.”

"Both 'Planning' and 'Strategy' clauses emphasize actions to face risks and opportunities. 'Planning’ within the BCMS context focuses on risk
assessment and mitigation, while 'Strategy' in the IPA context involves controlling deployment risks. This alignment ensures that risk management is
integral to BCMS planning and IPA strategy development."

"From my point of view, the 'Planning' clause from ISO 22301 and the 'Strategy' clause from IEEE 2755.2 are fundamentally aligned in their focus
on strategic thinking. 'Planning' encompasses the development of a structured approach to business continuity, while 'Strategy' guides formulating a
broader organizational strategy that may include automation initiatives. This alignment ensures that planning efforts are integrated into the larger
strategic framework."

“The match that was perceived is completely accurate and needed.”

"The 'Planning' clause emphasizes that objectives should be measurable and tied appropriately. This aligns with the 'Strategy' clause, which aims to
assess how IPA can support and enhance the enterprise's strategic plan. Measurable objectives are crucial for BCMS and IPA initiatives, ensuring
that progress can be tracked, monitored, and communicated effectively."

“A well-supported automation strategy can significantly augment the effectiveness of BCM plans. Automation can streamline processes related to
continuity planning, enabling faster response times and reducing human error in critical scenarios.

"The 'Planning' clause emphasizes the need for structured business continuity plans. When integrated with the 'Strategy' clause, it ensures that
automation initiatives are included as a strategic component of these plans. This alignment ensures that automation efforts are not viewed in isolation
but are integral to the overall business continuity strategy."

“Improvement in BCM and automation can go hand-in-hand to optimizing and scaling automation processes and lead to more resilient and efficient
business continuity strategies.”

“Evaluating performance becomes more comprehensive with the integration of 'Performance Evaluation' and 'Evaluation', as the automation of
performance metrics allows for real-time monitoring of key indicators, enabling proactive adjustments to both automation processes and BCM
strategies as needed.”

viewed as a way to future-proof automation initiatives. This It provides a strategic advantage in maintaining BC in a
integration ensures that automation solutions are effective constantly evolving business landscape. The combination
today and designed to adapt and grow with the organization. establishes a framework for iterative enhancement. It ensures
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TABLE 9. (Continued.) Summary of the main comments regarding questions 4 to 6 (these comments were optional to the closed questions).

Question

Comments

Q4.

“During an implementation stage, support must be included or at least it must follow the implementation; without support the success of the
implementation is questionable, to say the least.”

“Both complement each other.”

“It can mitigate the risks associated with implementing automation technologies. The 'Support' clause from ISO 22301 ensures that potential
challenges such as skill gaps or resource constraints are addressed proactively, minimizing the likelihood of implementation setbacks. This
synergistic approach increases the likelihood of successful automation deployment.”

"The integration of 'Support' from ISO 22301 with 'Implementation' from IEEE 2755.2 can lead to enhanced operational efficiency. The 'Support'
clause emphasizes the importance of resources and competence, directly contributing to the effective 'Tmplementation' of automation processes.
Adequate support ensures that the implementation is seamless and optimized for maximum impact.”

"The 'Support' clause from ISO 22301 complements the 'Tmplementation’ clause from IEEE 2755.2 by ensuring that the implementation of
automation technologies aligns seamlessly with the organization's business continuity goals. Adequate support regarding skilled personnel,
technology infrastructure, and training ensures that automation initiatives contribute directly to the resilience of critical business functions."

"The integration of 'Support' and 'Implementation' highlights the critical need for resource allocation and training. 'Support' ensures that the right
resources, including personnel and technology, are allocated for successful 'ITmplementation' of automation solutions. This can help in achieving
the intended business continuity and efficiency goals."

Q5.

“Operation and management go hand-by-hand, even though the perceived routine nature of operations, management must be watchful and work
closely.”

“See my comments from #2 above.”

“There is a need for continuous assessment of BCM and IPA performance metrics. Therefore, automation processes can be integrated into the
overall assessment of business continuity effectiveness.”

"Both 'Management and Operations' and 'Operations' clauses emphasize the importance of operational planning and control. 'Management and
Operations' focuses on planning and controlling BCM support processes, while 'Operations' in the context of IPA aims to sustain and expand
automation programs. This alignment ensures that operational processes are well-planned and effectively executed in BCM and IPA initiatives."
“Direct connection”

"From my point of view ', Management and Operations' and 'Operations' clauses highlight the preparation of plans and procedures. In BCM, this
ensures readiness to respond to disruptions. In the context of IPA, it supports the sustainable growth of automation programs. This alignment
underscores the importance of well-defined plans and procedures in both initiatives."

“The combination of 'Operation' and 'Management and Operations' ensures that automation processes are seamlessly integrated into day-to-day
operations. This also optimises routine tasks and enhances the organization's overall resilience by ensuring that critical processes are consistently
maintained.”

"The 'Management and Operations' clause in ISO 22301 emphasizes mitigating risks in BCM operations. This aligns with the objective of the
'Operations' clause in IEEE 2755.2, which seeks to mitigate risks while expanding enterprise capacity through IPA. Both clauses highlight the
importance of risk management in operational activities."

“Nevertheless, we find a perfect match on this; we are upon a strong compatibility and complement related.”

Q6.

“Again, not knowing the details of the clauses evaluation and performance evaluation look similar and unless the word performance if specific of
looking at how the "performance’ of the evaluation itself I would say the objectives are common.”

“Adequacy is 100%”

“Having the wide scope related with the 'Evaluation' concept, we cover all the key areas related, namely auditing, risk impacts, reporting, ... .
the 'marriage' between both is very natural and strong.”

"Both 'Evaluation' and 'Performance evaluation' clauses highlight the need for measurement and assessment. 'Evaluation' in ISO 22301 focuses on
BCMS performance, while 'Performance evaluation' in IEEE 2755.2 addresses the assessment of IPA programs. This alignment ensures that
performance is systematically measured in both BCM and IPA initiatives to support growth while mitigating associated risks."

“While this integrated approach holds tremendous promise, there may be challenges in harmonizing certain aspects of BCM with automation. For
instance, ensuring that automated processes align with business continuity objectives without compromising security is a critical concern that
requires careful consideration.”

“Improvement in BCM and automation can go hand-in-hand to optimizing and scaling automation processes and lead to more resilient and
efficient business continuity strategies.”

“Evaluating performance becomes more comprehensive with the integration of 'Performance Evaluation' and 'Evaluation', as the automation of
performance metrics allows for real-time monitoring of key indicators, enabling proactive adjustments to both automation processes and BCM
strategies as needed.”

So,

that automation solutions are also optimized for current
operations and scalable to accommodate future needs. This
promotes a culture of continuous improvement, driving
sustained benefits for BC.

Overall, as exhibited in Appendix C - Q7, there is a
recognition of the significant potential in reshaping the
intersection of BCM and IPA through integrating clauses
from ISO 22301 and IEEE 2755.2. This integrated approach
is seen as revolutionizing how organizations approach BC
and automation, leading to a more resilient and efficient
operational model. However, it’s noted that robust change
management processes, stakeholder buy-in, and training are
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crucial for successful implementation and maximizing the
benefits of this integrated approach.

Q8. “In your expert opinion, considering the integra-
tion of clauses from ISO 22301 and IEEE 2755.2, how
do you envision this combined framework influencing
the intersection of Business Continuity Management
(BCM) and Intelligent Process Automation (IPA)? Please
share any insights, concerns, or potential advantages you
foresee in implementing this integrated approach”.

Based on the feedback provided, as demonstrated in
Appendix C - Q8, there is a strong consensus among par-
ticipants that integrating ISO 22301 and IEEE 2755.2 holds
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TABLE 9. (Continued.) Summary of the main comments regarding questions 7 to 8 (these comments were optional to the closed questions).

Question

Comments

Q7.

“Improvement is again a concept larger than "optimization and scaling" but forgetting the specifics of the wordings I say they are fully compatible.”
"Integrating 'Optimization and scaling' with 'Improvement' leads to efficient resource utilization for automation projects. It ensures that resources are
allocated in a way that enhances current processes and allows for scaling automation initiatives. This targeted approach maximizes the impact of
automation on business continuity."

"The integration of 'Optimization and scaling' with 'Improvement' is key to maximizing the return on investments in automation. It ensures that
improvements are not isolated but contribute to the overall scalability and optimization of automation solutions. This holistic approach enhances the
value derived from automation in terms of business continuity."

“Both clauses are compatible.”

"By combining 'Optimization and Scaling' with Tmprovement,’ we future-proof automation initiatives. This integration ensures that automation
solutions are effective today and designed to adapt and grow with the organization. It provides a strategic advantage in maintaining business
continuity in a constantly evolving business landscape."

“This is a key area of the broad diagram presented. Besides linking both rules, the ISO 22301 clause expands the scope by introducing the scaling
area. Nonetheless, both converge in fighting (e.g.), Non-Conformities.”

“If 'Optimization and scaling' are aligned with 'Improvement,’ it will support the strategic evolution of automation capabilities. This integration
enables organizations to also refine existing processes and scale automation efforts to cover broader areas. It ensures that improvements in
automation contribute directly to enhancing business continuity strategies."

“It establishes a framework for iterative enhancement. This combination ensures that automation solutions are optimized for current operations and
scalable to accommodate future needs. It promotes a culture of continuous improvement, driving sustained benefits for business continuity."

Q8.

“This approach ensures a robust and holistic understanding of the integration of ISO 22301 and IEEE 2755.2, drawing on the expertise of
practitioners and leveraging existing organizational documentation for added context and validation”.

“As I had the opportunity to cover previously (above), the match identified between the ISO 22301 Clauses and the IEEE 2755.2is indeed very
strong and, most importantly, extremely relevant. Taking that and to conclude, in my opinion, the design of this framework should constitute a very
useful and powerful tool for, mainly, to have the right management tool to obtain success in complex projects.”

“In my view, the main advantage is the ease of understanding the process and reading the ISO clauses and stages. This model makes it easier for
business specialists to have a clearer model.”

“One notable advantage is the seamless alignment of organizational context with operational structures. This provides a solid foundation for BCM
and IPA initiatives, ensuring that automation efforts are strategically deployed in areas with the highest impact on business continuity.”

“The combination of framework ISO 22301 and IEEE 2755.2 has the potential to revolutionize the way organizations approach business continuity
and automation. By leveraging the strengths of both frameworks, organizations can achieve a more resilient and efficient operational model that
enhances their ability to navigate disruptions and drive sustainable growth. But in terms of implementation, it's imperative to have a robust change
management process in place to ensure a smooth transition. Stakeholders buy-in and training will play a crucial role in maximizing the benefits of
this integrated approach.”

“The integration of clauses from ISO 22301 and IEEE 2755.2 holds significant potential in reshaping the intersection of Business Continuity
Management (BCM) and Intelligent Process Automation (IPA). By combining these frameworks, we create a comprehensive approach that

safeguards critical business functions during disruptions and not leverages automation to enhance operational efficiency.”

significant potential in reshaping the intersection of BCM and
IPA. The combined framework is a powerful tool that can
revolutionize how organizations approach BC and automa-
tion. Four of these six responses express positive views
regarding the integration of ISO 22301 and IEEE 2755.2,
highlighting advantages such as enhanced understanding,
strong relevance, ease of comprehension, and potential for
revolutionizing BC and automation. One response empha-
sizes the importance of change management for successful
implementation. One provides a practical insight into how the
combined framework can be a powerful management tool for
complex projects.

Please note that this analysis is based on a qualitative
evaluation of the responses, as the provided answers are not
quantifiable in a traditional percentage format.

Overall, the feedback reflects a positive outlook on
integrating ISO 22301 and IEEE 2755.2. Practitioners and
experts see this combined framework as a valuable approach
that has the potential to significantly impact the intersection
of BCM and IPA positively. They recognize its potential to
enhance organizational resilience and efficiency in the face of
disruptions. However, they also acknowledge the importance
of careful implementation, particularly in terms of change
management and stakeholder buy-in

VOLUME 11, 2023

IX. CONCLUSION

This research provides an approach to a bi-directional
mapping for IEEE 2755.2:2020 and ISO 22301:2019 on
their clauses and sub-clauses (stages regarding the IEEE
2755.2:2020 standard). In addition to the mapping exer-
cise, our objective is to augment the utility of IEEE
2755.2:2020 and ISO 22301:2019 by introducing visual
models as a complementary aid to their existing textual
representation.

This document offers versatile applications, serving orga-
nizations, projects, acquirers, and suppliers in diverse capac-
ities. For academia, this research provides an instrumental
resource for studying and advancing the integration of
IPA and BCMS. Professionals stand to benefit from the
practical insights and guidelines offered for implementing
these frameworks in real-world scenarios.

However, it’s important to acknowledge the limitations of
this study. Contextual variations among organizations may
require tailored approaches not covered in this analysis.
Additionally, evolving industry standards and technologies
could necessitate ongoing adaptation.

Looking ahead and charting a course for future research,
a critical area of exploration involves the development of a
comprehensive Maturity Model for both IEEE 2755.2:2020
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and ISO 22301:2019, connected to essential domains includ-
ing cybersecurity, data breach prevention, governance, risk,
and compliance. The aim is to gain insights into the
comprehensive impact on people, technology, and processes.
Such a model would capture the nuances of individual and
organizational contexts and provide a nuanced evaluation
of the maturity of implementing SBIPA under the purview
of BCMS. This framework becomes pivotal in offering
organizations a structured approach to gauge their maturity
levels, fostering continuous improvement and resilience in
the face of evolving challenges.

Moreover, pursuing a sustainable combination of IEEE
2755:2020 and ISO 22301:2019 demands a multifaceted
approach. Beyond the technical integration, prioritiz-
ing energy efficiency, actively reducing the carbon
footprint, and promoting inclusivity within the framework
emerge as integral components. A meticulous cost-
benefit analysis, coupled with a commitment to adapt-
ability in the face of future technological advancements,
forms the basis for a resilient and sustainable merged
framework.

Compliance with stringent environmental standards
becomes very important, and ongoing stakeholder engage-
ment, transparent communication, and a culture of con-
tinuous improvement further solidifies the alignment with
sustainable practices in business continuity and intelligent
process automation.

APPENDIX A
See Table 7.

APPENDIX B
See Table 8.

APPENDIX C
See Table 9.
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