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ABSTRACT

The increasing number of security incidents highlights
the growing importance of cybersecurity, particularly
in industrial environments. Education and awareness of
secure coding practices are fundamental to secure prod-
ucts and services. In this paper, we explore the potential
of CyberSecurity Challenges (CSCs), a serious game
that is designed to raise awareness of industrial soft-
ware developers about secure coding, to train the next
generation of professionals in undergraduate programs.
Our work details how to tailor the game to the training
environment and assesses its effectiveness through an
experiment undertaken with 16 trainees. The findings
of our work reveal that the CSC game can contribute
to raising awareness of secure coding practices among
next-generation trainees, and highlights the potential
that the game has when used in an academic setting.

This work is licensed under a Creative Commons Attribution
International 4.0 License.

ECSEE 2023, June 19-21, 2023, Seeon/Bavaria, Germany
© 2023 Copyright held by the owner/author(s).

ACM ISBN 978-1-4503-9956-2/23/06.
https://doi.org/10.1145/3593663.3593665

Maria
Pinto-Albuquerque

Instituto Universitario de
Lisboa (ISCTE-IUL), ISTAR
Lisbon, Portugal
maria.albuquerque@iscte-
iul.pt

CCS CONCEPTS

« Security and privacy — Software and application
security; Systems security; « Social and professional
topics — Computing education.

KEYWORDS

secure programming, industry, security awareness, cy-
bersecurity, education, cybersecurity challenges, seri-
ous games, undergraduate education

ACM Reference Format:

Tiago Espinha Gasiba, Andrei-Cristian Iosif, Santiago Sup-
pan, Ulrike Lechner, and Maria Pinto-Albuquerque. 2023.
Reflections on Training Next-Gen Industry Workforce on
Secure Software Development. In ECSEE 2023: European Con-
ference on Software Engineering Education (ECSEE 2023), June
19-21, 2023, Seeon/Bavaria, Germany. ACM, New York, NY,
USA, 10 pages. https://doi.org/10.1145/3593663.3593665

1 INTRODUCTION

In today’s technology-driven world, cybersecurity is
becoming more and more important. It is estimated
that more than 90% of security incidents find their root
cause in poor software quality [4], of which security
is one aspect. One example that illustrates this impor-
tance is the security vulnerability discovered in the
Log4] Java library, named Log4Shell [7] that caused a
large impact on the industry. Properly addressing these
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issues, as early as possible, is of special importance in
the industry, in particular, those dealing with critical
infrastructures. The IEC 62443 [11] standard is an in-
dustry standard that exists to address the cybersecurity
topic during the development of industrial products and
services. Among others, this standard outlines secure
software development best practices that companies
should follow to increase their level of security.

One of the key aspects of software development is
the writing of code itself. To write secure code, software
developers can use tools such as Static Application Se-
curity Testing tools. However, the automated usage of
such tools cannot guarantee that software is secure -
a human must still interpret the results of such tools,
perform code reviews, and ultimately write secure code.
Previous studies have shown that software developers
lack awareness of how to write secure code and of se-
cure coding practices [8, 18]. This lack of awareness can
lead to vulnerabilities in software that can be exploited
by cybercriminals.

To address this issue, previous studies have suggested
the usage of CyberSecurity Challenges (CSC), in the
form of a competitive game, as a method to raise aware-
ness of software developers in the industry. This serious
game has been shown to be effective in improving the
security skills of software developers. However, there
have been very few studies on the usage of CSCs in an
academic environment, particularly at the undergradu-
ate level.

Previous work on the design and evaluation of such
types of serious games leads to conclude that it is not
clear how effective would be for trainees in the industry,
the methodology that has been used for professional
software developers.

This paper takes a step toward closing this gap through
the examination of the effectiveness of CSCs as a tool
for raising awareness of undergraduates in a dual-study
program that combines academic schooling and indus-
trial experience. One of the particular aspects of the
selected group is that the participants will be part of
the future workforce of the company where the study
takes place.

The present work constitutes an experience report
conducted not only in the industry but also in an un-
dergraduate setting. It is also the continuation of long-
term studies on the effectiveness of CyberSecurity Chal-
lenges [8] as a means to raise awareness of secure cod-
ing. The goal of the present study is to address the
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following question: how do CyberSecurity Challenges
fair with undergraduate students. In particular, we focus
on how the students find the game to be interesting,
difficult, and how they rate their learning experience.

Our results can prove to be useful to academia, as
they provide input and motivation to introduce, develop
and refine cybersecurity training curricula. We provide
insight into industrial requirements, as well as, evalu-
ate a tool (the CyberSecurity Challenges) that can be
used both in an industrial and academic setting to aid
in cybersecurity education. Our study can also be used
by industrial practitioners by providing insights into
how to train the next generation of staff. We report on
the changes that needed to be carried out to adapt CSCs
from an industrial environment to an academic envi-
ronment and present an overview of the effectiveness
of the usage of the serious game with a target group of
freshmen who will become future professional software
developers in the industry. Furthermore, we contribute
to the body of knowledge of both cybersecurity, and
software engineering education, and also to the design
of serious games.

The present paper is organized as follows. In Section
2 we briefly describe related work. Section 3 describes
the methodology used in the present research effort. A
brief introduction to CyberSecurity Challenges (CSC)
and the setup of our experiment is detailed in Section
4. Results of our experiment are presented in Section
5. The same Section provides a critical discussion of
the results. Finally, Section 6 concludes the paper and
outlines further work.

2 RELATED WORK

The industrial cybersecurity standard IEC 62443 [11]
constitutes one of the major motivating factors for the
present work. Companies in the industry must follow
this standard to secure their development of products
and services. Among others, this standard specifies tech-
nical aspects related to the implementation of a secure
software development lifecycle. One way to achieve bet-
ter software security is by means of raising awareness
of software developers (and future software developer
employees) on possible insecure coding patterns. The
German Federal Office for Security in Information Tech-
nology (BSI) recognizes serious games as a means to
raise awareness of cybersecurity [3].
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The work in [8] presents a designed and validated
serious game (the CyberSecurity Challenges — CSC)
which has the goal to raise awareness of secure coding
of software developers in an industrial environment.
The CSC game, which was developed between 2017
and 2021, targets experienced and professional soft-
ware developers. While the study focuses on profes-
sional software development in the industry, it lacks
studies on the effectiveness of the used methodology
and game with participants having an undergraduate
level background. Our present work provides a step in
the direction of closing this gap. A serious game is a
game that is designed with a primary goal other than
pure entertainment, according to Dorner et al. [6]. Seri-
ous games differ from gamification since the latter is
characterized by the addition of game elements to non-
game environments and the typical usage of badges to
signal progress in the game.

While many undergraduate courses lack in teaching
basic cybersecurity skills, more and more companies are
requiring future employees to have an understanding
in this field. In [5], Dewes et al. explore the relationship
between serious games for cybersecurity and job profile
and job requirements. The authors design an ontology
containing essential serious games characteristics as a
method to rate them to address IT-security skills needed
to fulfill a job profile. Marquardson et al. [13] investigate
companies demands in terms of cybersecurity skills, cer-
tifications, and required degrees. They conclude that
companies do not only rely on degrees but also look
additionally to skills and certifications that their future
workforce can bring. In [20], Rodrigues et al. explore
introductory programming courses in higher educa-
tion. They perform a systematic literature review and
select 33 papers for analysis. In their work, they con-
clude the required technical and general skills required
for programming. While they identify nine required
skills, none of them is cybersecurity. This indicates the
relevancy of the present work and the need to push cy-
bersecurity and secure coding skills as part of general
programming curricula - not only because this is re-
quired by future employers, but also because it is highly
required to develop products and services in today’s
society.

While the work presented in [8] has shown that se-
rious games is a viable approach to raising cybersecu-
rity awareness among professional software developers,
several recent studies highlight that this methodology
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is also effective in an academic setting. In [19], Pinto
et al. explore gamification as an approach to teach pro-
gramming to undergraduates. They conclude that gam-
ification is a positive aspect of computer education. In
[15] Mirkovic et al. study classroom exercises based
on the Capture-the-Flag format in an academic setting.
Their work shows that the students shown increased
interest, attention, and focus towards cybersecurity. In
[1], Albrecht et al. explore a blended learning method-
ology to improve introductory programming courses.
They conclude that providing proper feedback to stu-
dents is essential, as this didactic mechanism enables
students to learn from their own mistakes. Furthermore
they also conclude that explaining programs is another
important factor to improve the outcome of student
learning.

Finally, in [10], Gensheimer et al. explore graphic
storytelling in the form of visual novels to improve
and motivate students of software engineering educa-
tion in undergraduate courses. While their study shows
promising results, a previous study by Barela et al. [2]
shows that this might not transfer to an industrial en-
vironment.

3 METHODOLOGY

The present paper extends previous work by the au-
thors on the CyberSecurity Challenges and the Sifu
platform [8]. The present work is an industry experi-
ence report. It follows a larger research project that
was done through Action-Design Research (ADR), as
defined by Sein et al. [22]. ADR combines Action Re-
search and Design Science Research to develop and
evaluate innovative IT artifacts in a real-world context.
The methodology aims to bridge the gap between the
theory and practice of IT by creating practical solutions
that are grounded in both the needs of the stakeholders
and the theoretical principles of design science. ADR isa
flexible and adaptive methodology that emphasizes col-
laboration with stakeholders throughout the research
process, with the aim to create practical IT solutions
that are effective, efficient, and usable in real-world set-
tings. In the present work, we follow one simple cycle
of ADR that consists of the following steps: (1) problem
formulation, (2) design and development, (3) deploy-
ment and evaluation in a real-world scenario, and (4)
conclusion and learning.
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In contrast to previous research conducted on Cyber-
Security Challenges, which was geared towards profes-
sional software developers, the present work focuses
on a different target group — we investigate the usage of
CSC by undergraduate trainees. Furthermore, we have
made use of the standard development and evaluation
methodologies for our participant survey, as given by
Schonlau et al. [21]. The survey was conducted with
the participants through the usage of the Mentimeter
online software [14] tool. Participants were aware of
the data being collected, and participation in the survey
was not mandatory.

4 EXPERIMENT

In this section, we briefly introduce the CyberSecurity
Challenges, and also describe the experiment that was
carried out.

4.1 CyberSecurity Challenges

The CyberSecurity Challenges (CSC) [8] is serious game
that was inspired in the Capture-the-Flag type of game,
and that has been developed in the industry with the
goal of raising awareness of secure programming among
software developers. These challenges focus on secure
coding guidelines, as this is a requirement in the indus-
try. Figure 1 shows the main architecture of the CSC

game.
Participant
1

Participant
n

Challenges Dashboard Countdown
Figure 1: Overview of CyberSecurity Challenges

During the game, the players need to solve different
secure programming challenges. Some of these chal-
lenges are of defensive nature (i.e. participants need to
write secure code), and some of the challenges are of of-
fensive nature (i.e. participants need to hack vulnerable
software). While the goal of the defensive challenges
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is to aid the participants to understand how to write
secure code, the goal of the offensive challenges is to
raise awareness of potential problems that can occur in
practice, if the code is not written securely.

The types of challenges that were used in the present
work include:

(1) Offensive/Web — These challenges are based on
OWASP Juice Shop [17] where participants need
to break into a web application via Cross-Site-
Scripting, SQL injection, etc. in order to solve the
challenge,

(2) Offensive/C - These challenges consist of simple
binaries compiled from the C programming lan-
guage; the participants need to find hard-coded
credentials, perform simple buffer overflows, etc.
in order to solve the challenge,

(3) Defensive/C — These challenges consist of a sim-
ple C project presented in development platform
(the Sifu platform [9]); in order to solve the chal-
lenges, the participants need to identify the soft-
ware vulnerability present in the code and rewrite
it to be both secure and also fulfill functional re-
quirements.

Upon solving each challenge, the player is given a
special code that can be submitted to a dashboard to
collect points. At the end of the game, the player with
the most amount of points wins the game.

The dashboard mechanic of point collection serves
as a teaching aid, by boosting the participants’ engage-
ment through the perceived factor of competition. Previ-
ous research in the field of education methodology has
highlighted that competitive environments and gam-
ification tend to boost motivation and exertion. This,
in turn, can result in enhanced academic performance
and learning outcomes [16, 23]. Apart from points re-
ceived from solving the challenges, participants were
also granted smaller amounts of points for engaging
with the trainers’ questions during the theoretical brief-
ing that they received, prior to starting solving chal-
lenges. We have found this mechanic to be profoundly
beneficial in raising both the focus as well as the engage-
ment of the participants during long, information-dense
dissemination.

The participants in our experiment are still under-
going their education, i.e they are not professional
software developers. They were part of a dual-study
program that is carried out in cooperation between
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state schooling and the industry. This type of course
of study combines practical work instruction with aca-
demic training, leading to obtaining both an academic
degree as well as an officially recognized vocational
training. Dual-study, therefore, serves to both prepare
the next-generation workforce and also to absorb the
participants as future employees. Due to the fact that
the participants are undergraduates under training, and
also the fact that to solve challenges in the CSC game
specialized knowledge is required, some adaptions to
the game were performed.

The overall duration of the game was planned to span
two days. During the first day, the event focused on web
technologies, while on the second day, the event was fo-
cused on secure development with the C programming
language. On each day, the first half of the day consisted
of an introduction to cybersecurity through theoretical
explanations. During this time, the necessary concepts
to solve the challenges were introduced. During the
second half of the day, the participants played the CSC
game and were coached. The last hour of the second
day was reserved to include a guided-answers session
with detailed solutions to selected challenges. Finally,
also in the last day, participants were asked to provide
feedback on the training.

4.2 Setup of Experiment

Our experiment took place on the 8 and 9 of Febru-
ary 2023 in Erlangen, Germany. A total of 16 trainees,
with ages ranging from 18 to 25 years old, attended our
Cybersecurity Challenges workshop. The participants
in the workshop were trainees specializing in computer
science and electrical engineering. The participants in-
cluded six female students, and ten male students.

At the end of the event, the participants were asked
to provide feedback on the two-day workshop: through
a small survey and also through open discussions with
the coaches. All data was collected anonymously, with
the consent of the participants, which were also in-
formed about the study that took place. The following
questions were asked in the participants’ survey: (Q1)
Please rate the following factors: 1a. how interesting the
workshop was for you, 1b. the difficulty of the exercises,
and I1c. how much you learned during the event; (Q2)
What were factors that you would like to keep and see
repeated in future events; (Q3) What were factors that
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you would like to change and see addressed and adapted
in future events.

For the first question, the participants were given
a 5-point scoring scale. The participants were asked
to provide a rating of their perceived agreement in
terms of the factors 1a, 1b, and 1c, in a scale from 1 to
5, whereby 1 meant strong disagreement and 5 strong
agreement. Data was analysed using standard statistical
methods through a spreadsheet. The last two questions,
Q2 and Q3, were collected through the Mentimeter
platform in the form of a question with open-ended
text answer, where the participants needed to write
some text to provide an answer. The answers to the
second and third questions were grouped into different
factors by means of a coding procedure. The grouping
of the identified factors for "keep" and "change" was
confirmed by three researchers and security experts
from the industry.

5 RESULTS AND DISCUSSION

In the first sub-section we present the results obtained
during the on-site workshop event. In the second sub-
section we provide a critical discussion of the results
based on our experience in the industry and experience
teaching secure coding to software developers in the in-
dustry. The final sub-section discusses potential threats
to the validity of our work.

5.1 Results

Figure 2 shows the results related to the three factors
(1a, 1b, and 1c), corresponding to Q1, in relation to
the challenges types (Offensive/Web, Offensive/C, and
Defensive/C). The bar graph shows the average value of
the points given by the participants to each individual
question.

A total number of 13 participants provided feedback
for 1a (Interesting), and 1c (Change), and 12 participants
provided feedback for 1b (Keep). Although participa-
tion in the survey was not mandatory, our results show
a high participation rate of 81.25% and 75% for 1a, 1c,
and 1b respectively. This figure shows that participants
find the Offensive/Web challenges to be the most in-
teresting, followed by the Defensive/C challenges and
finally by the Offensive/C challenges, with an average
and variation of value of 4.8 + 1.9,4.2 + 2.8 and 3.8 + 1.1
points respectively. In terms of difficulty, the feedback
shows that the Offensive/C challenges are viewed as
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Figure 2: Average score for factors 1a, 1b, and 1c
of Q1

more difficult than the Defensive/C and that the Offen-
sive/Web were considered the least difficult of the three
categories, with an average of value of 4.8 + 0.9, 4.4 +
1.9, and 3.2 + 1.8 points respectively. Finally, we also
observe that participants claim to have learned the most
through solving Offensive/Web challenges, followed by
Defensive/C and finally by offensive/C challenges, with
an average of value of 4.8 + 0.6,4.0 + 1.1, and 4.2 + 3.4
points respectively.

Table 1: Percent of negative, neutral and positive
answers for 1a, 1b, and 1c of Q1

Interesting | Difficulty Learning
OINHON[®H][O][N)]E)
Offensive/Web | 20 | 33 | 47 | 29| 35 | 36 | 29| 33 | 38
Offensive/C 24| 33 | 43 15| 33 | 52| 6 | 33 | 60
Defensive/C 11 33 | 56 | 19| 33 | 48 | 24| 33 | 43

For completeness, table 1 shows the percentage of
negative, neutral and positive answers for 1a, 1b, and
1c of Q1. We have considered the three levels [12] as
follows: negative answers the ones with rating 1 and
2, neutral answers the ones with rating 3, and positive
answers the ones with rating 4 and 5.

Since the participants’ answers corresponding to Q2
and Q3 were open-ended, they required coding and cat-
egorizing into main feedback factors. These factors rep-
resent the categories to which the participants’ answer
is associated to.

Table 2 shows the result of the codification process
for Q2. This table contains the codified categories of
factors that participants used to motivate their answer
on what was done satisfactorily and should be kept
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Table 2: Feedback from Participants - Keep Factors

] Factor Count

=)

Format of the event

Had lots of fun

Coaching and explanation
Complicated challenges

Good practice-oriented exercises
Enjoyed the Sifu platform
Motivated me towards cybersecurity
Informative workshop

Liked to work in a group

W k||| ol U] \O

between the events. The keep-factors that received the
most amount of feedback are related to the format of
the event and the fun that the participants experienced
during the event. Other keep-factors according to par-
ticipants’ feedback are the explanations and help pro-
vided by coaches during the event, the fact that some
challenges were not trivial and that they represent real-
world scenarios. Furthermore, the Sifu platform was
received positively by the participants and the overall
event motivated them toward the topic of cybersecu-
rity. Finally, participants find the workshop to be very
informative and enjoyed the group work during the
game.

Table 3: Feedback from Participants - Change Fac-
tors

| Factor | Count

Difficulty in solving the challenges 2
Previous knowledge is required 2
Overall duration was too short 2
1
1

Require lots of concentration
More time for guided-answers

Table 3 shows the result of the codification process
for Q3. This table contains the codified categories of fac-
tors resulting from participants’ answers and highlights
what was not done satisfactorily and should be changed
in future events. The change-factors that received the
most amount of feedback relate to the difficulty of solv-
ing the challenges, the fact that previous knowledge is
required to solve the challenges, and that the duration
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of the event was too short. Another factor that was not
satisfactory to the participants was the fact that the
guided-answers to the exercises should have been more
extensive and in-depth.

5.2 Discussions

The feedback provided by the trainees, as shown in
Figure 2, indicates that the web application challenges
were considered the most interesting. The ubiquity of
web technologies and internet protocols in today’s dig-
ital landscape may be the driving factor behind the
high ranking of this category of challenges within the
experiment — we think that, as everyone uses the in-
ternet and web nowadays, it is more intuitive and well-
known than desktop applications developed in the C
programming language. It is therefore more impact-
ful to show vulnerabilities in web applications than to
show vulnerabilities in desktop applications.

In terms of difficulty, our results show that the Of-
fensive/C challenges are considered the most difficult.
We associate this with the fact that these challenges
require the most amount of specialized knowledge. A
web application can be more easily attacked without
knowledge of the framework or programming language
in which it was developed. However, attacking a C pro-
gram requires advanced know-how related to e.g. stack
layout, memory addresses, arc injections or even on
how to write shell code in assembly.

One aspect that was surprising was the fact that
challenges provided through the Sifu platform (Defen-
sive/C) were considered almost as difficult as offensive
challenges by the participants. At the end of the work-
shop we briefly enquired that trainees during the open
questions about this. In this regard, the participants
told us that they were not very familiar with C as they
were with web technologies.

Finally, the participants claim to have learnt the most
with the Offensive/Web applications challenges. This
is in line with the fact that the participants were more
familiar with this type of technology than with C pro-
gramming. This factor also makes it less surprising
that the trainees claim to have learned almost the same
through the Offensive/C and Defensive/C challenges.

Analysing the variance of the feedback given by the
trainees, we observe that the participants are mostly un-
sure about the Offensive/C in terms of the aspect Learn-
ing and Interesting. The high variance in the Learning
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aspect (3.4) provides a hint that the participants are
not sure if offensive challenges are adequate to learn
secure coding — we note that this result is aligned with
previous research on the field. Also, the participants are
mostly unsure if the Offensive/C challenges are inter-
esting; this outcome can be a result of the fact that the
trainees were not as experienced in C programming as
they were in web technologies. The next aspect with
high variance in the answers is the aspect "Interesting
and Difficult’ for the Defensive/C challenges using the
Sifu platform. This result also be understood based on a
similar reasoning that the participants were not as expe-
rienced in C as with web technologies. Nevertheless, as
expected, the participants showed less variance in the
answers concerning the aspect of the Learning factor of
the Defensive/C challenges — we note that this result is
also aligned with previous research on the field. Finally,
the participants showed more accurate answers on the
aspect of the Learning effect of the Offensive/Web chal-
lenges and had a common agreement on the aspect of
the difficulty of the Offensive/C challenges.

Nevertheless, in general, there was very positive feed-
back for all types of challenges. This, and also conclud-
ing discussions held with the trainees at the end of the
workshop, lead us to believe that the CyberSecurity
Challenges were welcome by the participants and that
it is also an adequate format to raise awareness of cyber-
security for undergraduates undergoing a dual-study
program. This remark is aligned with the positive feed-
back provided in the keep-factors as shown in Table 2,
i.e. that the format of the event was welcome.

As with previous studies in the field, we have also
experienced positive feedback on the fun aspect of the
game. While we have not carried out scientific studies
on memory retention after a CSC event, our experience
in teaching secure software development to industrial
software developers has shown that fun contributes to
remembering the lessons learned during the event.

We have also received positive feedback indicating
that coaching during the game and helping with solving
the challenges contributes to a better overall experience
and learning effect. This result is in line with previous
studies by authors. Also aligned with previous research
is the fact that the trainees appreciate the fact that the
challenges are related to real-world scenarios and that
the event is informative and motivates thinking about
cybersecurity.
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Factors that the trainees consider for improvement
are the difficulty of the challenges, that previous spe-
cialized knowledge is required, and that the overall
duration of the event is short. During the open discus-
sions that took place at the end of the event, we were
able to understand directly from the participants that
these factors are mostly related to the second day;, i.e.
to the C challenges. We consider all these factors to be
related, as the lack of knowledge in C makes solving
such challenges more difficult.

One surprising factor expressed by the trainees re-
lates to the need to have longer periods of concentration.
We suspect that this factor might be related to partic-
ipants’ ages and progression in the academic world.
Further studies are required to understand this aspect.

The overall feedback obtained during the event and
our experience in the field lead us to conclude that
the adaptations that were performed before the event
played an important role in its success. Furthermore,
we conclude that a longer event with more theory and
more practice would have been more effective. While
this contrasts with the original design of the CSC game
(which is an event with the duration of a single day),
it is in accordance with previous research in the field
done in academia. While the original CSC has been
developed for the industry, where the time factor is a
constraint and the participants are well trained software
developers, in the present work the participants are still
completing their education and have more free time
to allocate to the game activity. Therefore, our results
further highlight the need to address the target audience
and environment when developing a serious game.

Finally, one additional surprising factor was that,
while the participants were initially told to play the
game individually, they ended up by forming teams and
having many open discussions during the event. Instead
of individually solving the challenges, the participants
formed small communities that shared knowledge to
overcome the difficulties. As a result of this, all trainees
achieved a similar score at the end of the game. As 18%
of participants listed group work as a positive factor for
the event, any potential loss in the absorption of knowl-
edge through participant discussion can be considered
to be counterbalanced by the enjoyment gained through
it. Nevertheless, further research is needed to under-
stand the approach and efficacy of community problem
solving, in the context of raising security awareness.
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5.3 Threats to Validity

Our results and conclusions might be distorted since
they are based on a relatively small sample of partici-
pants. However, this study follows a series of systematic
research (undertaken over a long period of more than
three years) and extensive experience in the field by the
authors. This aids to the validation of our results. In the
discussions section, we have highlighted the expected
results and also highlighted the unexpected results and
provide a possible justification based on our experience.
When possible, we have also highlighted the need for
further research.

6 CONCLUSIONS

Over the last years, the number of cybersecurity in-
cidents has been steadily increasing. Consequences
thereof can range from simple monetary penalties to
the loss of human life. Many of these incidents find
their root cause in poor code quality and software vul-
nerabilities. As such, cybersecurity is a field that has
gained, and continues to gain, much importance and
attention, both in the research community but also in
civil society.

One way to improve the quality of products and ser-
vices is for companies to train their current and future
employees in secure software development; our work
focuses on the latter. Toward this goal, we use a serious
game - the CyberSecurity Challenges (CSC). Serious
games have been shown to be an effective method to
raise awareness of cybersecurity, and have also been
adopted by security standards as recommended best-
practice. The CyberSecurity Challenges game was de-
veloped and validated in an industrial environment tar-
geting professional software developers in the industry.

The present work adapts the CSC to address a younger
generation of undergraduate trainees, which is not as
experienced as practiced professional software develop-
ers. At the time of the study, our target group of young
trainees was undergoing a dual study that combines
academic schooling and industrial experience.

Our results show that the CyberSecurity Challenges
game can also be effectively used to raise the security
awareness of young trainees that are still lacking prac-
tical experience. We also show that our adapted format
used for the delivery of the CSC workshop is positively
welcomed by the participants. We base our conclusions
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on the analysis of data collected through a small sur-
vey, and also through direct and open discussions with
the trainees. Our results enable us to understand the
extent to which the trainees find the game challenges
interesting, how they rate their level of difficulty, and
also how they rate the amount of perceived learning
effect. Through open discussions, we also gain an un-
derstanding of the factors that contribute to the good or
not-so-good reception of the game by the participants.
In particular, we look at factors that make the game a
success and factors that the trainees think should be
changed in future events.

In future work, we would like to investigate the open
points that received critique and ways to address them.
Furthermore, in future work, the authors would like to
explore the combination of the Sifu platform with the
usage of eye-tracking methods. We think that such a
study can contribute to understanding how different
cohorts (professionals, students) focus on the Cyber-
Security Challenges and consequently lead to an even
more effective methodology for raising awareness of
secure software development.
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