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Resumo

A reabilitação f́ısica é um tema atual devido ao envelhecimento da população em geral,
mas também ao aumento de doenças crónicas, havendo já diversas iniciativas e estudos
para encontrar soluções inovadoras nesta área. Um dos maiores desafios é a falta de dados
que possam ajudar a diagnosticar e tratar de forma mais adequada os pacientes.

Os dispositivos de ajuda à mobilidade mais comuns permitem melhorar o dia a dia dos
pacientes, na medida que lhes providenciam uma maior independência nas suas atividades,
mas, não permitem a recolha de dados para análise. Com os avanços nas tecnologias de
IoT, é posśıvel dotar estas ajudas com sensores e outros dispositivos de modo a extrair da-
dos que permitam aos fisioterapeutas tomar melhores decisões e influenciar positivamente
o tratamento de um paciente.

O protótipo apresentado nesta dissertação propõe o uso de sensores de força, IMU
(sensor que combina acelerômetro, giroscópio e magnetómetro) e RFID (permite a identi-
ficação a partir de sinais rádio) a uma canadiana e utilizar um microcontrolador ligado aos
sensores para extrair esta informação de modo a enviá-la para um endpoint na cloud via
protocolo MQTT. O processamento destes dados é feito por cloud functions que também
armazenam o resultado. A informação é disponibilizada tanto para fisioterapeutas como
para pacientes num front-end desenvolvido em Python. A aplicação permite também que
sejam criados planos de tratamento customizados de acordo com as necessidades de cada
paciente que também podem ser consultados pelos vários utilizadores incluindo o fisioter-
apeuta e o paciente, utilizador da canadiana inteligente.

Palavras-chave: Internet das coisas, Internet das coisas médicas, Sensores inteligentes,
Reabilitação f́ısica, Aplicação web, Cloud
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Abstract

Physical rehabilitation is a current topic due to the global aging population and an increase
in chronic diseases and there are several initiatives and studies to bring new and innovative
solutions in this area. One of the main challenges is the lack of data that can help to
diagnose and provide more adequate treatments to patients.

The current walking aids help improve the patients’ day-to-day by providing greater
independence in their activities but don’t allow the extraction of any objective data for
analysis. With the advances in IoT technologies, it is possible to enhance the aids’ func-
tionality with sensors and other devices to extract information that can help physiother-
apists improve their decisions and influence the patients’ course of treatment.

The prototype presented in this dissertation proposes to add force, IMU (sensor that
combines accelerometer, gyroscope, and magnetometer), and RFID (allows the identifica-
tion with radio signals) sensors to a crutch and to use a microcontroller connected to these
sensors to extract the data and send it to an endpoint in the cloud via MQTT protocol.
The data processing takes place with cloud functions that also store the results. The in-
formation is available for patients and physiotherapists to view and analyze in a front-end
developed in Python. The application also allows the creation of custom exercise plans
according to the patient’s needs and is available for physiotherapists and patients to view.

Keywords: Internet of Things, Internet of Medical Things, Smart Sensors, Physical
Rehabilitation, Web Application, Cloud
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CHAPTER 1

Introduction

Physiotherapy is a science dedicated to improving a patient’s physical condition that can
be related to a physical or nervous issue [1]. Physical therapy training needs can come
due to natural aging, accidents, events such as AVCs, degenerative diseases, or others [1].
In this dissertation, the focus is the development of compatible smart IoT equipment that
can aid gait rehabilitation during planned training sessions.

According to a 2020 study from the United Nations, the number of people aged 65 or
older surpasses 727 million worldwide and estimates that by 2050, this number will be 1.5
billion [2]. World Health Organization report on falls prevention in older age also points
out that with natural aging, the likelihood of falls by elderly people also increases, and
usually when it happens, there is a need for physical rehabilitation [3]. The number of
people living with chronic disease also keeps increasing, making this a mandatory topic [4].
Estimates indicate that one in three people would benefit from rehabilitation however it
isn’t available to everyone [4]. According to WHO in low and middle-income countries,
half of the population doesn’t have access to it [4]. To address this need, WHO created
an initiative called Rehabilitation 2030 to challenge stakeholders worldwide to expand the
funding for health systems, improve research to develop new solutions, and expand the
availability of these services to the population worldwide [4].

The always-increasing number of patients is not the only challenge that physiother-
apists face. There is also the lack of a system that allows an individual to use a crutch
or other type of aid and automatically obtain, save and analyze the data generated by
the used equipment [5]. This information will allow physiotherapists to improve their
decisions regarding the treatment, which can lead to a faster recovery for the patient.

The goal of this dissertation is to create a platform capable of helping patients by
tracking training sessions, allowing a physiotherapist to evaluate the patient progress.

1.1. Objectives

The goal of this dissertation is to improve the data that is available to physiotherapists
from physical rehabilitation sessions. To achieve this it is proposed the development of
an IoT system composed of a crutch with a microcontroller and sensors attached to it.
This crutch has a companion web application capable of displaying the collected data and
creating treatment plans for the patient. To meet this goal the following objectives need
to be attained:

• Create a prototype of a smart crutch capable of extracting the patient’s metrics
during the session.
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• Employ an RFID sensor to identify the patient.
• Design and implement algorithms to extract metrics from the sensor’s data.
• Training results presentation

To fulfill the mentioned objectives, the following tasks are considered:
• Develop and deploy a smart sensor on the crutch level.
• Development of a software module to extract sensors’ data and send it to cloud

storage.
• Definition and implementation of an endpoint to receive the data and store the

data in the defined storage.
• Design and implementation of a user management solution.
• Development of a web application to display the information to the users.

1.2. Structure of this work

This dissertation is divided into four main chapters. Chapter 2 provides an overview
of the current state of the art of the solutions already developed to tackle this need.
It illustrates solutions similar to the one proposed in this work, using several pieces of
equipment for rehabilitation sessions such as a crutch, walker, cane, shoe, and a tao ball. A
comparison between application protocols is also presented to support the protocol choice.
Chapter 3 presents the system architecture, showcasing the microcontroller, sensors, and
underlying services used for communication, computing, and storage. The application is
also described as well as the functionalities available. Chapter 4 provides the results of
the several use cases used in this dissertation. Chapter 5 presents the conclusions from
this work and future work.
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CHAPTER 2

State of the art

This chapter presents the current state of the art and approaches of IoT systems designed
to improve rehabilitation treatments. Section 2.1 describes the concept of IoT with an
emphasis on the internet of medical things and its impact on society. Section 2.2 presents
the application protocols considered for this work, HTTP, MQTT, and AMQP, and a
comparison between them. The final section, 2.3, provides an overview of similar solutions
that use a crutch, a walker, and a cane.

2.1. Internet of things - IoT

The Internet of Things describes the network of physical objects or things, usually em-
bedded devices with sensors running software that can connect and exchange data with
other devices or systems over the internet [6]. IoT devices assist society in multiple fields
such as healthcare, education, industry, autonomous driving, and smart cities [6]. The
average consumer can also leverage these systems in their house with ordinary objects
such as bulbs (e.g. Philips hue) or refrigerators (e.g. some LG models). Studies indicate
that the IoT market is growing with an expected 16.44 billion devices by 2025 [7] and
projected revenue growth from 389.2 billion in 2020 to 677.4 billion by 2025 [8].

2.1.1. Internet of medical things - IoMT

The growth in the number of devices and revenue for IoT systems paved the way for
the development of new solutions in healthcare that was named the Internet of Medical
Things or IoMT. IoMT systems are mainly composed of sensors and electronic circuits
to acquire biomedical signals from a patient, a processing unit to process the biomedical
signals, a network device to transmit the biomedical data over a network, a temporary
or permanent storage unit, a visualization platform with artificial intelligence schemes to
take decisions according to the convenience of a physician [5]. There are several examples
of the usage of this kind of systems such as remote health monitoring or fall detection for
elderly people. Remote monitoring can be achieved by using low-power and weight sensors
attached to the patient that records vital information such as heart rate, respiration rate,
and blood oxygen saturation. This data is then uploaded to an endpoint to be processed
and displayed on a platform to be analyzed [5]. To detect the fall of elderly people it
is possible to use real-time monitoring systems that use sensors such as a gyroscope, an
accelerometer, and a vibration one to detect if the patient fell and alert the authorities [5].
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2.2. Microcontroller

This section presents three models of small form factor microcontrollers that were con-
sidered for the smart crutch prototype. The three candidates were the Arduino Nano 33
IoT, Raspberry Pi Pico W, and ESP32.

2.2.1. Arduino Nano 33 IoT

The Arduino Nano 33 IoT was launched in 2019 as part of the nano family, the small form
factor models from Arduino. This model uses an Arm Cortex-M0+ dual-core processor,
the RAM is 256KB, a clock speed of 48 MHz, a flash memory of 1 MB, and an operating
voltage of 3.3 V. For connectivity, it supports WI-FI, Bluetooth, and Bluetooth low
energy, 14 digital pins for input/output, 8 analog pins and for development the C/C++
languages. It supports 1 UART, 1 SPI, and 1 I2C, offers a 6-axis IMU capable of tracking
the movement of small objects, and a security chip capable of offering IoT security features
such as store endpoints and certificates/keys used for connectivity [9] [10].

Figure 1. Arduino Nano 33 IoT [11]

2.2.2. Raspberry Pi Pico W

Raspberry Pi Pico W was launched in 2022, and it was the iteration of the first mi-
crocontroller launched by the Raspberry Pi Foundation, the Raspberry Pi Pico. Both
Raspberry Pis use the RP2040 chip that provides an Arm Cortex-M0+ dual-core pro-
cessor. The RAM is 264KB, the clock speed is 133MHz, the flash memory is 2 MB, the
operating voltage is between 1.8-5.5V DC, and only the W model offers WI-Fi. In terms of
GPIO, it offers 26 pins plus 3 analog pins, and for other interfaces, it has 2 UART, 2 I2C,
2 SPI, and 16 PWM channels. For firmware development, it supports both MicroPython
and C/C++ [12].

Figure 2. Raspberry Pi Pico W [13]
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2.2.3. Esp 32

ESP32 is a microcontroller launched by ExpressIf in 2015 and the successor to the
ESP8266. This model uses a Tensilica Xtensa LX6 32-bit dual-core processor, the RAM
is 520KB, a clock speed of up to 240 MHz, a flash memory of 4 MB, and an operating
voltage between 2.2-3.6V. In terms of connectivity, it offers WI-FI, Bluetooth, and Blue-
tooth low energy, and the GPIO offers 34 programmable pins. It also supports 2 I2S, 2
I2C, 3 UART, and 4 SPI and has 16 PWM channels. For development, it supports both
MicroPython and C/CC++ [14].

Figure 3. Esp32

2.2.4. Remarks

Comparing the three devices, all satisfy the requirements for the prototype. In terms of
pricing, Raspberry Pi Pico W costs 7.49€, the ESP32 15.38€, and the Arduino 20,60€ [15] [16] [17].
The choice was the ESP32 because it allows connecting more sensors for the future due
to having more analog, I2C, and SPI pins, it offers Bluetooth connecitivity, and it was
already available to use, so there was no need to purchase. The Arduino would be a good
choice if the IMU wasn’t aimed at small objects because it would be cheaper than having
a stand-alone IMU sensor. However, it would be difficult to add more sensors because
there wouldn’t be any I2C and SPI interfaces available.

2.3. MicroPython vs C for firmware development

MicroPython was developed in 2013 by Damien George and is an implementation of
Python focused on microcontrollers. It shares the same advantages that Python has, its
ease to read and write, several available libraries that can help to develop faster and is
memory safe [18].

C is a programming language that was created in the 1970s and is currently the
preferable way to program microcontrollers [19] [18]. However, it has a steeper learning
curve when compared MicroPython, and is more challenging because there are missing
features that many modern languages have, such as garbage collection. However, it is
much faster than others, for instance, python.

Comparing both, even though the MicroPython can be easier to use for developing
and testing quickly it has performance disadvantages when compared to C. As the author
of [18] shows, the performance deficit is 45% when testing the operations: floating point;
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CRC computation; Hash computation for the same hardware. For the smart crutch
prototype, the firmware was developed in C due to the performance gains and availability
of libraries and documentation to implement the needed functionalities.

2.4. Application layer protocols

This section presents the application protocols under consideration for this dissertation,
HTTP, MQTT, AMQP, and the rationale to choose between them.

2.4.1. HyperText Transfer Protocol (HTTP)

HTTP is an application-level protocol that implements a client-server architecture and
uses the TCP protocol [20]. It is unidirectional and synchronous and provides methods
such as GET, POST, PUT, and DELETE. To send new data to the server the clients
need to establish a new connection leading to higher overhead and more latency for IoT
systems [21]. Another article shows that HTTP can consume up to four times more CPU
than MQTT or AMQP [20].

Figure 4. HTTP message diagram

2.4.2. Message Queue Telemetry Transport (MQTT)

MQTT leverages a publish-subscribe architecture and is meant to be used by small, low
power, low cost, and low memory devices in high latency, low-bandwidth, or unreliable
networks making it the most appropriate for IoT [20]. MQTT is based on TCP/IP, thus
providing reliable communication for unstable links [20]. It has three main components:

(1) The MQTT Broker is a server that receives the messages from the publisher and
forwards them to the appropriate subscribers by checking the topic subscribed
to [21]

(2) The publisher is the one who sends the message (data to be shared) and the topic
(the string that the MQTT broker uses to route the messages to the appropriate
subscribers) [21].

(3) The subscriber receives messages from the MQTT Broker related to the sub-
scribed topic [21].

MQTT provides three levels of Quality of Service (QoS), 0 - at most once, 1 - at least
one, and 2 - exactly once [20]. The first level does not provide any confirmation that the
message is received [22]. Level two guarantees that message is received by sending the
message until it receives the confirmation from the broker via a puback message [22]. The
6



last level assures that the message is received exactly once and there are no lost messages
however, the end-2-end delay is expected to be higher [22].

Figure 5. MQTT message diagram

2.4.3. Advanced Message Queuing Protocol (AMQP)

AMQP is a protocol created in 2003 by John O’Hara at JPMorgan Chase that leverages
request/response or publish/subscribe architecture and is designed for reliability, security,
and interoperability. For the transport layer, TCP is used, and TLS/SSL and SASL for
security [21]. To send data, either the publisher or the consumer must create an exchange
with a given name and broadcast it to the network. Consumers are required to create
a queue and attach it to the exchange [21]. When the broker receives a new message,
it transfers it to the exchange that will route it to the queue and is kept there until the
customer retrieves it, unlike MQTT [23]. In terms of QoS, it offers two levels, Unsettle
Format (not reliable and at least once) and Settle Format (reliable and at most once) [21].

Figure 6. AMQP diagram

2.4.4. Remarks

Comparing the protocols, HTTP is the more CPU hungry and the one that has a higher
message overhead. MQTT is similar in terms of CPU usage, however, has a lower message
overhead and requires less bandwidth and resources when compared to AMQP, thus pro-
viding a better battery life. With these points in mind, MQTT was the chosen protocol.
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2.5. Walking aids

This section presents the importance of walking aids and other innovative solutions that
share the same goal as this dissertation, which is to tackle the lack of data that physio-
therapists have at their disposal when making treatment decisions for their patients.

2.5.1. Why are walking aids so relevant?

Walking aids help elderly people or patients with impairment in the lower limbs. For
patients, these aids can be temporary until they recover and don’t need them anymore.
However, for the elderly, these devices can provide them greater independence in daily
activity. [24] There are various types of equipment, crutches, walkers, cranes, and standing
aids that are prescripted by physiotherapists according to the patient’s needs [25]. The
importance of walking aids can’t be ignored since some studies concluded that in case of
a fall, patients without equipment are more prone to sustain severe injuries [25]. Like
everything in life, there are also downsides, mainly that these devices are sometimes hard
to use and require great strength which can tire the patient in day-to-day activities [25],
and also don’t provide metrics to be analyzed by the physiotherapist. So there is room
for improvement on these devices.

2.5.2. Smart Crutch

In [26], is presented a system with three main components a crutch, a mobile application,
and a remote database. The smart crutch features an Arduino Nano and sensors attached
to it, such as IMU, a force sensor, and a load cell. The generated data allows to compute
the metrics of orientation and balance of the patient and the force applied in the crutch.
The information is shared with the mobile application via Bluetooth which, then stores
it in a remote database. The application allows the visualization of the data in real time
and track the overall progress of the patient. As mentioned, improvements can be made
by allowing more types of equipment or the use of two crutches simultaneously. The main
limitations of this solution are the lack of exercise plans, the need to start and end the
session on the application, and that this solution is only available for physiotherapists
which do not allow for the patients to perform sessions outside the clinic.

Figure 7. Smart crutch prototype [26]
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2.5.3. Smart Walker

In [27] is presented a system with four main components, an RFID module, a walker, a web
application, and a mobile application. The module registers the RFID from the patient’s
card into the database. The walker has an Arduino Mega and several sensors attached,
including an IMU, ultrasonic range sensors, and load cells. The generated data allows to
calculate the metrics of the balance of the patient. For instance, the bilateral elevation of
the walker, number of steps, and force exercise in the walker’s feet. There are two ways
to share the information, the first is when the physiotherapist or the patient starts the
session using an RFID card, and the data is sent via HTTP and can only be analyzed at
the end of the session. The other is when the physiotherapist starts the session on the
mobile application. In this case, the data is available in real-time and is sent to the web
server. Both web and mobile applications offer the possibility to create and view patients,
view treatment plans and search past sessions of each patient. The real-time view of
the session and the patient’s progression is only available in the mobile application. The
improvements suggested are using MQTT as the communication protocol and replacing
the RFID sensor with a fingerprint one.

Figure 8. Smart walker prototype [27]

In [28] there is another example of a Smart Walker with different functionalities. The
prototype offers three features, which are a walking aid, sit-to-stand aid, and an electric
scooter. In the walking aid functionality, the walker measures the applied force, deter-
mines the motion commands such as speed and acceleration, and allows the walker to
move as if it was a lightweight passive walker. The sit-to-stand feature has to be triggered
by the patient and allows to support a part of the user’s weight thus reducing the load
on the lower limbs, which can be a more effective way of performing this exercise. Lastly,
the electric scooter allows going from place to place. There is a GUI that provides overall
function control, exercise database management, and status monitoring. Additionally,
there are two push buttons for emergency stops. Tests show that the system’s main
targets are patients with muscle weakness or spinal cord injuries.
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Figure 9. Smart walker prototype [28]

2.5.4. Smart Cane

In [29] is another approach to improve treatments using a low-cost system and a pop-
ular tool, a cane ( or other variations like a quad-cane). It leverages a Gizduino (an
Arduino-based microcontroller) with a load cell and an accelerometer attached. This
system monitors the weight-bearing performance of the patient by using a sound alarm
to increase or decrease the force applied to the cane. Sessions start automatically when
the cane is moved and the data is uploaded by Bluetooth to be analyzed later in a GUI
developed in StampPlot Pro (an open-source program). The main disadvantages of this
solution are the lack of treatment plans, the lack of a mobile or a web application to view
the session data, and accidental movements of the cane that can start a new session (e.g.
cleaning).

Figure 10. Smart cane prototype [29]
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CHAPTER 3

System description

3.1. Overview

The goal of this system is to provide data to physiotherapists so that they can objectively
analyze the patient’s condition, track their progress, and ultimately help accelerate the
treatment. The high-level architecture used is shown below:

Figure 1. Physical Therapy Gait Assessment: High Level Architecture

As seen in the figure above, this system can be divided into three main blocks. The
first is the smart crutch prototype, the second is the cloud services, and the final is the
server app. The smart crutch prototype includes a microcontroller and a set of sensors.
These sensors extract dynamic information about force and accelerations that allow the
calculation of specific metrics. The data is necessary for patient gait analysis and is
aggregated by the microcontroller and then sent to the cloud services via WI-FI to be
processed. The cloud services are responsible for the MQTT broker, user management,
permission management, data processing, and storage. Amazon Web Service (AWS)
Identity and Access Management is the service responsible for the permission management
for AWS services and resources [30]. AWS IoT Core provides connectivity, scalability,
and management for IoT devices easily and reliably without physical servers [31]. It
supports MQTT, HTTPS, MQTT over WebSocket, and LoRaWAN as communication
protocols [31]. MQTT provides less overhead than using MQTT over WebSockets and
for this reason, it was the choice [32]. AWS Lambda is a serverless cloud computing
service that runs code responding to an event [33]. AWS Simple Storage Service or S3
is a cloud object storage service that provides high availability and redundancy storage
at a competitive price [34]. AWS Cognito is a cloud-native user authentication and
management service that can be integrated into custom applications simply [35]. The
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last block is the server app built in Python that provides access to the session data for
the patients and physiotherapists as well as training plans and administrative tasks for
physiotherapists and administrators..

3.2. User types

The application has three different types of users with different rights regarding the sys-
tem. Patients are allowed to view and change their profiles and view past sessions and
training plans. Physiotherapists can create new patients, and view the entire patient list,
training plans, and session data where they can also add notes. The other type of user is
the administrator which manages the physiotherapists.

3.3. System flow diagram

Figure 2. System flow diagram, patients use an RFID tag to start sessions
and AWS Cognito to login into the application

The flow diagram below allows to better understand how the system works and how to
start a new session. Firstly, the patient has to approach his RFID tag or card to the RFID
reader embedded in the crutch, and then the system makes a call to a lambda function
with the RFID identifier as input to fetch the interval to use between measurements for
that patient. Afterward, the session starts and the patient does the exercises. The data
is sent using the MQTT protocol to the IoT Core service that triggers another lambda
to process the data and store it on cloud storage. To finish the session, the patient has
to approach the RFID identifier to the crutch. The metrics are then extracted from the
raw data by a third lambda that will be detailed in the software chapter. Patients and
physiotherapists can access the session data by logging in to the application server with
their credentials. The user profiles are automatically assigned when logged in and can
perform the actions described in the previous section.
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CHAPTER 4

Hardware

This chapter presents the hardware used in this dissertation’s prototype. It leverages
several sensors connected to a microcontroller that acquires the data necessary for metrics
calculation. The sensing part is composed of an RFID reader RC522, RFID tags, a
FlexiForce A201, a load cell SNC2C6, and the AltiIMU 10 v-4. To aggregate the generated
data and send it to the cloud, the ESP32 was the chosen microcontroller.

4.1. Sensors

This section presents the models and specifications of the RFID reader, RFID tags, flex-
iForce sensor, flexiForce adapter, load cell, INA 22, and AltiIMU 10 v-4 used on the
prototype.

4.1.1. RC522 RFID Sensor

RFID or Radio Frequency Identification is used to identify the patient and has two
components, a transponder or tag inside an object to be identified and a transceiver
or reader [36]. The RC522 is a low-cost RFID reader that generates a 13.56MHz electro-
magnetic field that is the standard frequency used by the RFID tags, has a read range of
5 centimeters, is compatible with the interfaces SPI, I2C, and UART [36].

Operating Voltage 2.5V to 3.3V
Max. Operating Current 13-26mA
Min. Current(Power down) 10µA

Table 1. RC522 RFID reader specs [36]

Figure 1. RC522 sensor and identifiers [36]
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4.1.2. Load Cell SNC2C6

To measure the force applied to the crutch a load cell is used. These sensors convert a
mechanical force into an electric signal (voltage) and usually use a Wheatstone bridge as
a conditioning circuit [37]. The SNC2C6 load cell sensor, figure 2, was the choice for this
prototype since it is accurate and has a measurement range of up to 50 Kg or 490N. This
range can be easily increased to 100 kg if a patient needs it. However, taking into account
the weight distribution, 50 kg is considered appropriate [38]. However, it has a very low
sensibility of only 0.8 - 2.0 mV/V, thus providing a very low output signal voltage. To
tackle this the sensor is coupled with an INA122, a precision instrumentation amplifier
for accurate, low noise differential signal acquisition that helps to provide a finer output
voltage [39]. The gain of the INA122 is calculated by the equation G = 5 + 200 kΩ / R.
The resistance used had 1 kΩ so the gain provided is 205.

Non-linearity ±0.3% of Full Scale Repeatability ±0.3%
of Full Scale

Hysteresis ±0.3% of Full Scale Precision ±0.1% of
Full Scale

Sensitivity 2.0 ±0.1 mv/V
Operating Temperature 20ºC to 70ºC

Table 2. SNC2C6 load cell specs [38]

Figure 2. Load cell sensor [38]

4.1.3. FlexiForce A201

The FlexiForce A201, figure 3 is a thin, flexible, and non-intrusive piezoresistive force
sensor that is ideal for assembling proof of concepts [17]. It can measure forces up to 445
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N or 45 Kg in a low response time of less than 5µsec while providing the durability of
over 3 million actuations [40]. This sensor was used to measure the force applied to the
hand support of the crutch.

Linearity (Error) <±3% of Full Scale (Line drawn from 0
to 50% load)

Repeatability <±2.5% (Conditioned Sensor, 80% of Full
Force Applied)

Hysteresis < 4.5% of Full Scale (Conditioned Sensor,
80% of Full Force Applied)

Drift <5% / logarithmic time (Constant Load
of 111 N)

Response Time <5µsec
Operating Temperature -40°C - 60°C

Table 3. FlexiForce A201 specs [40]

Figure 3. FlexiForce A201 sensor [41]

In order to reduce the noise from the measurements, a FlexiForce Adapter, figure 4,
was added. It also allows for the sensor to be powered by the microcontroller and allows
it to read the data from the sensor in an analog port making it easier to extract sensor
data.

Figure 4. FlexiForce Adapter
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4.1.4. AltiIMU 10 v-4

With this prototype, one of the goals was to track the patient’s movement, the walked
steps, and balance. To be able to retrieve these metrics there was the need for an iner-
tial measurement unit or IMU because this type of sensor combines sensors such as an
accelerometer and gyroscope capable of recording the patient’s movement. The choice
was the Pololu AltIMU-10 v4, figure 5, an IMU board that combines an LPS25H digital
barometer, L3GD20H 3-axis gyroscope, and LSM303D 3-axis accelerometer and 3-axis
magnetometer thus providing this sensor a 10 degree of freedom (10DOF) [42]. It will
be responsible for providing the data used to calculate the orientation and steps of the
patients. This sensor uses I2C to communicate with reads to the microcontroller and
each read for the gyro, accelerometer, and magnetometer uses 16 bits [42]. It features a
low-dropout linear voltage regulator that allows it to be powered from 2.5 to 5.5V [42].
The measurement range of the gyro, accelerometer, and magnetometer can be found in
the table below:

Gyro ±245, ±500, or ±2000°/s
Accelerometer ±2, ±4, ±6, ±8, or ±16 g
Hysteresis ±2, ±4, ±8, or ±12 gauss

Table 4. Measurement range of the gyro, accelerometer, and magnetome-
ter [42]

Figure 5. ALTIMU-10 - v4 sensor [42]

To compute the Euler angles based on the data from the accelerometer, gyroscope,
and magnetometer there is the need for sensor fusion that is done by a Kalman Filter.

Kalman Filter is a recursive algorithm that is used for a series of measurements from
sensors over time, containing statistical noise and other inaccuracies, and provides esti-
mates of the desired parameters based on the fusion of this data. It is commonly used for
GPS. The algorithm has process phases such as: the prediction phase and the estimation
phase. In the prediction phase, the Kalman filter constructs a matrix of the uncertainties
for each measurement. Once the prediction phase is complete, the Kalman filter yields the
16



estimates of current state variables, continuing to update their uncertainties. When the
outcome of the next measurement is available, the estimates are computed by a weighted
average, providing higher accuracy [43].

4.2. ESP32

The ESP32, figure 6 was the choice for this prototype due to its low cost, energy consump-
tion, interface compatibility, and available libraries for firmware development. In terms
of specs, this microcontroller packs a Tensilica Xtensa LX6 dual-core processor in 40nm
technology, a Bluetooth and WiFi interface supports up to four 16-MB of external QSPI
flash and SRAM and, the crystal oscillator is limited to 40 MHz due to firmware [14].
In terms of interfaces, it provides compatibility with several interfaces such as SPI (serial
peripheral interface), CAN, and I2C [19]. It is suited for all kinds of environments and
has an operating voltage between 2.7 and 3.6V [14].

Figure 6. ESP32

4.3. Communication protocols

The goal of this section is to characterize the different wired and wireless communication
protocols used to retrieve the data from the sensors using the ESP32. The protocols
used are Universal Asynchronous Reception and Transmission (UART) for communication
with the computer, Inter-integrated-circuit (I2C) for the IMU AltiIMU 10 v-4 sensor, and
Serial Peripheral Interface (SPI) for the RC522 RFID sensor. The voltages associated
with force measurement channels are acquired using the ESP32 ADC characterized by 12
bits resolution.

4.3.1. Universal Asynchronous Reception and Transmission (UART)

Universal Asynchronous Reception and Transmission (UART) is a serial communica-
tion protocol that allows communication between a host and other devices (eg. a com-
puter) [44]. It offers bi-directional, asynchronous, and serial data transmission [44]. This
protocol has two data lines connected between two devices, one to transmit (TX) and an-
other to receive (RX) [44]. UART supports three modes: simplex, which only transfers
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data in one direction; half-duplex, data transfer data in two directions but not at the same
time; full-duplex, where data transmission occurs in both directions simultaneously [44].
To transfer data the device converts the data into serial form and then transmits it to the
other device that has to re-convert the data to read it [44]. The main advantages of this
protocol are is simple to use and has vast documentation online, and allows parity bit for
error checking [44]. On the other hand, the main disadvantages are the limited size frame
of 9 bits, and the baud rates of each UART must be within 10% of each other to prevent
data loss and a low transmission speed [44].

4.3.2. Inter-integrated-circuit (I2C)

Inter-integrated-circuit or I2C is another serial communications protocol however it is
intended to communicate with microcontrollers and similar devices, modules, and sensors
while UART is aimed at device-device communications [44]. This protocol requires two
wires to exchange information between devices, SCL (serial line clock) for synchronizing
the transmission and SDA (serial data line acceptance port) for sending and receiving
data [44]. These wires are connected to a shared bus and use an address system thus
allowing to have multiple devices connected using the same wires [44]. Collisions are
solved by the first device that puts a dominant bit on the bus. The tradeoff is that this
protocol can become slower than Serial Peripheral Interface (SPI) [44]. The main advan-
tages are the low pin usage and the flexibility because it allows for multiple master/slave
devices [44]. The main disadvantages are the slower speed when compared to SPI and
more complexity when the number of devices increases [44].

4.3.3. Serial Peripheral Interface (SPI)

Serial Peripheral Interface (SPI) is another full-duplex serial communication protocol more
focused on the microcontrollers [44]. It can be faster in processing than I2C due to its
simplicity. Theoretically, there is no device limit (only hardware) and is used when the
speed is necessary or when information changes fast [44]. SPI requires 4 lines: master
output, slave input (MOSI); master data input, slave data output (MISO); clock signal
(SCLK), generated by the master device; and slave-enabled signal (NSS), controlled by
the master device, one for each slave device [44]. The main advantages of this protocol
are the simplicity, speed, separate MISO, and MOSI lines to receive and transmit data
simultaneously [44]. The main disadvantages are the need for four lines (MOSI, MISO,
NCLK, NSS) meaning that more pins are occupied. Only supports one master, error
checking and acknowledgment have to be implemented by the application [44].

4.4. Prototype

This section presents the final smart crutch prototype and its assembly. As already
mentioned, it uses an ESP32, a load cell, a flexiForce, an RFID, and an IMU sensor
mounted in a printed circuit board (PCB) attached to a crutch.
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4.4.1. Crutch

A crutch shifts the body weight of a patient from the legs to the arms and torso to
help patients stand up and walk. The common causes for crutch use are lower extremity
injuries such as fractures and/or neurological impairment. It also helps patients with
acute and chronic injuries to maintain mobility and independence. Crutch use may not
be appropriate for younger and older individuals because the patient needs to have torso
strength and coordination to use it successfully. It is also important to mention that the
crutch needs to be adjusted to the patient’s height to don’t provoke any injury [45].

Figure 7. Crutch

4.4.2. Schematics

Figure 8 shows the PCB design for all the components of the smart crutch prototype and
the system is already designed to support an additional flexiForce sensor for the hand
support of the crutch.

4.4.3. Printed Circuit Board (PCB)

Printed circuit boards or PCBs allow the connection of electric components and reduce the
cables needed. These boards can be made from several materials such as FR4 (fiberglass),
copper, solder mask, and others. The one used in this prototype uses fiberglass with the
components welded to the board [46]. Although the PCB design was performed, this
prototype used a protoboard, a similar approach to connect all the components. Figure 9
shows the board used and the place for each component.
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Figure 8. Smart sensor signal conditioning schematics

Figure 9. PCB
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CHAPTER 5

Software

This section presents the software used in this dissertation for data acquisition, primary
processing, and communication. It presents the script used to extract the data from the
ESP32, the underlying cloud services used, and the web application. The architecture
used is:

Figure 1. System Software Architecture (S3 refers to the AWS Simple
Storage Service, the MQTT topic is the string used by the broker to forward
the messages, IAM is the AWS Identity and Access Management service,
and AWS Cognito is the service responsible for the user management)

5.1. ESP32 script

The script was developed in Arduino IDE, an open-source tool that allows the development
of code using several code libraries and then uploads it to a board. This code is called a
sketch and requires two methods:

• Setup(): Runs once either when the board has power or when the reset button
is pressed. It initiates variables, pin modes, and libraries [47].

• Loop(): runs the code inside continuously and usually has a delay between exe-
cutions [47].

The following libraries are used to develop the software firmware of the system:
• WiFiClientSecure: enables the use of SSL certificates to establish new connections
• PubSubClient: a client for MQTT communication
• ArduinoJson: a JSON library for this board
• WiFi: enables network connection either local or to the internet
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• HTTPClient: allows making HTTP requests to a web server
• SPI: enables communication with SPI devices, in this case with the RFID sensor
• MFRC522: library for the MFRC522 sensor that communicates via SPI and

allows to read/write an RFID Card or Tag using the ISO/IEC 14443A/MIFARE
interface.

• stdlib: used to convert the HTTP response with the measurement delay for the
patient from String to Integer

• Wire: enables communication with I2C/TWI devices
• LSM303: library to communicate with the accelerometer on the IMU sensor
• L3G.h: used to retrieve measurements from the gyroscope on the IMU sensor

Additionally are also imported two files, secrets.h and MinIMU9AHRS.h. The first
one contains WI-FI credentials, certificates, and a private key to allow the ESP32 to
connect to AWS IoT Core. The second includes definitions of constants and variables
used to calculate the Euler Angles required by the used library.

Figure 2. Data acquisition flow chart

Figure 2 describes on a high level how the data acquisition works. First, a patient
needs to approach the RFID tag to the crutch’s reader afterward, the crutch requests the
measurement interval for that patient from a cloud function (measureLambda). Then it
connects to the IoT Core (MQTT broker) and the system sends a JSON packet to mark
the session as initiated. The measurements for each sensor, load cell, flexiForce, IMU,
and the Euler Angles are also sent in a JSON packet to IoT Core to be processed only
when the timer reaches the measurement interval. The timer is then set to zero and starts
counting toward the interval value. When the patient decides to finish the session, the
patient needs to reapproach the tag to the sensor, and the system sends the last packet
that indicates that the session is over and resets the RFID tag value.
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Figure 3. Loop method - RFID identification

Figure 3 presents the code used to manage the readings of the RFID. When a patient
is not using the crutch, this method doesn’t do anything since an RFID tag needs to
approach to start the system. When a patient uses the tag, the system reads the identifier
that is used to start a new session.

Figure 4. Loop method - Connect to IoT Core, fetch the measurement
interval and start the session
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Figure 4 describes the code used to connect to IoT Core, fetch the measurement
interval and start the session. The system starts by calling the method ”connectAWS”
which will use the credentials to securely establish a connection to the broker. Afterward,
it uses the user’s RFID identifier to make a request to a cloud function and receive the
measurement interval. If the request has a positive response code, the system sets the
variable interval with the value received. With the information needed, the system starts
the session by calling the ”publishSession” method that sends the JSON packet with the
user information and starts the timer.

Figure 5. Loop method - Euler angles calculation

Figure 5 shows the application of the Kalman Filter in the code design. The system
starts with the acquisition of values for the prediction phase from the accelerometer, gy-
roscope, and magnetometer and then uses these estimations to provide the most accurate
values for the Euler angles.
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Figure 6. Loop method - Send the data from the sensors and end session

Figure 6 shows the moment the system reads the data from the sensors. When the
timer reaches the measurement interval the values from the sensors are assigned to vari-
ables. Afterward, the system sends a JSON packet to IoT Core with the measurement
information to be processed. In this figure, it is also possible to see what happens when
the patient reproaches the RFID card, the system sends a JSON packet that will trigger
the end of the session and the data processing.

5.2. Terraform

To create the cloud resources for this solution there were two possibilities. The first one
was the native one from AWS called CloudFormation, and the other was TerraformIt is
simpler to develop the cloud functions because it only needs a file with the code and it can
generate and upload the zip automatically when in the case of CloudFormation the user
has to generate a zip, then upload it to S3, and only afterward can create the function.

HashiCorp Terraform is an infrastructure as code tool that allows defining resources
such as virtual networks or machines on any available platform (cloud or on-prem) in a
declarative language called HCL which is very easy to understand. To manage infras-
tructure, terraform calls the destiny platform’s APIs based on the user’s code. The main
advantage is that these configurations can be reused, versioned, and shared. An example
can be if someone deletes a resource, it is possible to relaunch it without wasting time on
the setup.
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Terraform also offers the possibility to use custom workflows with security, name, or
other checks that help to manage the infrastructure. Nevertheless, the core workflow has
three steps:

• Write: The user writes the code that defines the resources to create, for instance,
virtual storage, machines, etc.

• Plan: Terraform describes the changes generated by the code. These can be the
creation, update, or deletion of one or more resources.

• Apply: In case a user approves the changes, Terraform performs the defined
operations in the correct order, respecting any resource dependencies.

In this dissertation, Terraform is used to manage all the cloud resources such as user
permissions, cloud functions, and other services described in the next section. An example
can be found below:

Figure 7. Creation of an S3 bucket

There was another choice for managing the resources called CloudFormation, an AWS
native tool. It has disadvantages, such as a higher overhead when creating cloud functions.
This overhead is due to having to generate a zip, then upload it to S3, and only afterward
it is possible to create the function. In Terraform the user only has to specify where the
file is, and the code will do this process.

5.3. Cloud services

Cloud services have been revolutionizing the IT world due to the broad capabilities offered,
price, and abstraction of the underlying infrastructure like physical servers, networking,
and storage. According to Gartner, this market keeps growing at a fast pace being worth
410,915 billion dollars in 2021 with an expected increase to 599,840 billion dollars in
2023 [48]. Aside from the price and the other factors listed above, one of the great
advantages is that the cloud offers managed services and platform services that enable
developers to rapidly deploy their ideas and applications while having less management
overhead in terms of infrastructure. With these advantages in mind, it was decided that
cloud services would be the most suited solution to host the infrastructure supporting this
application. When comparing the top 3 cloud services providers, Amazon Web Services
(AWS), Microsoft Azure, and Google Cloud Platform, AWS was the choice. This provider
offers a broader range of services with some having a free tier. It is also the standard
in terms of security and reliability being the more mature of the three [49]. For the
development of this dissertation are used five cloud services, AWS Identity and Access
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Management, AWS IoT Core, AWS Lambda, Amazon Simple Storage Service (Amazon
S3), and Amazon Cognito.. For the development of this dissertation are used five cloud
services, AWS Identity and Access Management, AWS IoT Core, AWS Lambda, Amazon
Simple Storage Service (Amazon S3), and Amazon Cognito.

5.3.1. AWS Identity and Access Management (IAM)

AWS Identity and Access Management is the service responsible for the permission man-
agement for AWS services and advocates the least-privilege mindset. It provides a fine-
grained level of control because it can reach the resource level and can combine several
conditions for a user to access a resource. IAM offers user and permissions management
by allowing the creation of users, roles, the leverage of managed policies created by AWS,
or the creation of custom ones. These policies are attached to user groups, users, or
roles that can be assumed by users, other accounts, or services that gain the permissions
defined in the policies attached to those roles. In this application, IAM is used to create
custom policies and the roles used by other services in AWS, and for user management,
AWS Cognito was the choice.

Figure 8. IAM Role for the physiotherapist

Figure 8 shows the role definition for the physiotherapist. The name of this role is
physiotherapists and the assume role policy parameters ensure that only users authen-
ticated with the user management service can assume this role. The assume role policy
definition for admins and patients is the same and the mapping between users and roles
is defined in AWS Cognito.
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Figure 9. IAM Role policy for the physiotherapists

For a role to have access to the resources it needs to have permissions, that are given
by an IAM policy. Figure 9 describes the policy assigned to the physiotherapists’ role,
it gives access to the S3 bucket where the data of the sessions is stored so that the
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physiotherapists can view and create files (when creating exercise plans) and allows view
and create patients. This policy also gives physiotherapist the possibility to update their
personal data.

Figure 10. IAM Role policy for the admins

Figure 10 shows the policy given to the admin role. Compared with the physiother-
apists, admins can also manage their information and have the option to delete users,
however, don’t have access to the S3 bucket where the session data is stored.
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Figure 11. IAM Role policy for the patients

Figure 11 presents the policy of the patient role. Compared with the admins and
physiotherapists, the patients can’t view and manage users, they can only manage their
information. To view the session data and exercise plans they also need to have access to
the S3 bucket however, they can only view their own data.

The cloud functions in AWS Lambda also need to have IAM roles and policies to be
able to access the services needed. The main difference between the roles of the users and
lambda is the principal which defines who can assume the role. In this case, the principal
has to be the lambda service ”lambda.amazonaws.com”, and there is no condition to verify
if the user is authenticated or not. In terms of IAM policies the main differences is that
the lambdas have also permissions to create execution logs to check for errors and can’t
create new users.
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Figure 12. IAM Role policy for the dataProcess lambda

Figure 12 shows the policy assigned to the dataProcess role as an example. This policy
allows the lambda to generate execution logs, invoke the metricsGenerator lambda, view
the users in Cognito, and get and put files on the S3 bucket.

5.3.2. AWS IoT Core

AWS IoT Core provides connectivity, scalability, and management for IoT devices quickly
and reliably without physical servers. It supports MQTT, HTTPS, MQTT over WSS, and
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LoRaWAN as communication protocols. It integrates with many other services using rules
to filter, transform, and perform actions with the data received. The main functionality
leveraged in this work is the MQTT Broker, responsible for obtaining the messages from
the ESP32, and a custom rule that forwards the data to AWS Lambda. Security-wise,
this service guarantees encryption on all points of the connection, and to exchange data
there is always the need to have a proven identity. AWS IoT supports the AWS method
of authentication (called ‘SigV4’), X.509 certificate-based authentication, and customer-
created token-based authentication (through custom authorizers). For this dissertation,
MQTT connectivity is secured with certificates mapped with policies to authorize devices
or applications to access this service.

To securely send the data to IoT Core via MQTT, are used three resources, a thing, a
certificate, and a policy. A thing is a logical or physical device identified by its name that
can be categorized into types and have custom attributes. This name is also used as the
default MQTT client id. A certificate authenticates the client, and the policy provides
the defined permissions to a client. A custom rule is also employed to forward the content
from the MQTT topic to AWS lambda.

Figure 13. IoT Core - Terraform code to create the thing, the certificate
and to create the rule for the esp32/pub topic

Figure 13 presents the code used to create the thing, the certificate, and the assign-
ment of the policy created earlier to the certificate. Additionally, it also shows the rule
created to forward all the traffic from the esp32/pub topic to the dataProcess lambda.
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Figure 14. IoT Core - Terraform code to create the IoT Core policy

Figure 14 details the policy created for the certificate. With this policy, the device can
connect to the IoT Core service subscribe and receive data in the topic ”esp32/sub” and
publish to the ”esp32/pub” topic which is the one used by the esp32 to send the data.

5.3.3. AWS Lambda

AWS Lambda is a cloud computing service that runs code responding to an event. There
are several types of events such as new files added to a bucket, changes in a database,
HTTP requests, or other services. Lambda supports several programming languages
like python, java, go, and others. In this service, users only pay for the time that the
functions run and have one million execution free per month and only need to create
the code, the rest of the infrastructure is managed by AWS. This prototype uses three
lambdas, dataProcess, metricsGenerator, and measureLambda which are described in this
subsection.
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Figure 15. Data process lambda flowchart

The dataProcess function is responsible for processing the data sent by the ESP32.
The first method that runs is the main, which checks the type value from the message,
if it is a session it executes the session handler method, otherwise is the measuremen-
tHandler. The first one either creates the record of a new session or ends a session. When
starting a new session (op=1), the function generates the current timestamp, fetches the
user information from Cognito with the fetchUserData method, and saves this file in the
patient’s directory on the S3 bucket. If it needs to close the session(op=0), it searches for
the last session record, updates the end time and duration attributes, re-uploads the file
to S3, and triggers the metricsGenerator lambda. When the contents of a new message
are a new measurement, the measurementHandler method extracts the sensor readings,
and for the data from the IMU, it splits them into accelerometer, magnetometer, gyro,
and angles (pitch, roll, and yaw) for better processing. Afterward, it searches for the
current session and checks if the measurements file exists, if so, it updates the file with
the new data otherwise, it creates the file.
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Figure 16. Metrics generator lambda flowchart

This lambda generates all the metrics that are to be shown in the web application.
It starts by calculating the duration of the session in minutes and then aggregates all
the measurements by minute. Afterward, it calculates the maximum, minimum, average,
variance, and standard deviation for the load cell and flexiForce and the average and
variation for the Euler angles. Additionally, it also provides the data of the acceleration
(in x,y, and z) during the sessions as well as the evolution of the Euler Angles. The data
is then stored in a JSON file on the bucket.

Figure 17. Measure lambda flowchart

Compared with previous lambdas, this one is less complex. It is triggered by an HTTP
request made by the ESP32 asking for the measurement interval for the patient. The
function starts by finding the user that has the RFID from the request with the getUserInfo
method, and after finding it, it creates an HTTP response with the measurement interval.

5.3.4. AWS Simple Storage Service (S3)

AWS Simple Storage Service or S3 is a cloud object storage service that provides high
availability and redundancy storage at a competitive price. Users store the files in buckets
up to 5 terabytes in size that are replicated across three data centers in the same region
(geographic region ex. Frankfurt). It is also possible to copy the data automatically to
another region for maximum redundancy. Another feature of this service is that it offers
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the possibility of hosting static websites without the need to deploy a server. In terms of
security, bucket access can be either public or private depending on the use case, and the
permissions are controlled at the bucket level and/or IAM.

Figure 18. S3 - Terraform code to create the bucket

Figure 18 presents the code that creates the S3 bucket. The bucket access control list
is set to private to guarantee that only the account resources can access the bucket in
addition to the block public access resource.

5.3.5. AWS Cognito

AWS Cognito is a cloud-native user authentication and management service that can be
integrated into custom applications in a simple way. Since this application uses AWS
resources, mainly S3 buckets, this was the only service that offered user management and
permissions mapping to access the resources. This service allows users to self-register
easily by offering a user interface and APIs for custom register pages and the same for
the login. It supports integration with external identity providers, such as Facebook,
Google, SAML 2.0, and OpenID Connect. Cognito is split into two services, user pools,
and federation identities. The first one stores the information about each user, allows
the creation of user groups, the users’ sign-up, and sign-in experience, and provides the
information to integrate with the custom application. On the other hand, federation
identities based on defined criteria provide a mapping between the user and its IAM
permissions so that users can access AWS resources.
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Figure 19. Cognito - User groups definition

Figure 20. Cognito - Identity pool definition
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The user pool to manage the users is called physioApp and users can log in with their
email and password. The users’ attributes are also specified, each user needs to have a
name, an email, a phone number, a birthdate, a gender, an address, and a nif. The RFID,
measurement interval, and device are only for patients. The figure shows three groups,
admins, physiotherapists, and patients which are mapped with the defined roles in IAM.
The Cognito identity pool is also specified, this service is responsible for assigning the
role to each user by verifying the users’ group when this logs in. The last resource, the
principal tag resource, allows using the patients’ user id to restrict access to each patient’s
data in the S3 bucket.

5.4. Application server

As described in the previous section, the data processing is made using serverless functions
in AWS lambda that save the information to show in the web application in JSON files
on the S3 bucket. The application is a front-end to display the data to the users in a
presentable way.

This application uses flask, a python framework that is easy to use, lightweight, and
provides several out-of-box functionalities such as a built-in web server and debugger
that helps to speed up experimentation and error fixing. It also uses HTML, CSS, and
JavaScript to design pages visible to the user. Additionally, the graphs used to display
session data are created by chart JS, one of the most popular free JavaScript libraries for
this functionality.

As mentioned in the system description, there are three types of users. Patients can
view session data and the exercise plans created. Physiotherapists can create new patients,
view session data, and create/view patients’ exercise plans. Lastly, the admins can create
new physiotherapists.

Figure 21. Login page

38



Figure 21 shows the login screen for the users. After logging in the users are forward
to their homepages that are detailed on the users functionalities.

Figure 22. User profile page

All users can view their profile, to achieve it, they need to click on their name and
then on profile. Afterward, a page with their data will appear as seen in Figure 22

To change any of its attributes, the patient has to click on the ”Edit profile” button,
and then a new page will appear with text boxes to change the desired information:

Figure 23. Edit user profile page
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5.4.1. Patient functionalities

Figure 24. Patient flowchart

After the login, patients are sent to their homepage, in which they have their information
available, alongside two buttons, one to view the list of sessions and the other to view the
exercise plans.

Figure 25. Patient homepage

If a patient desires to view his sessions, he has to click on the list sessions button and
then is forwarded to another page with this information:
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Figure 26. Session list page

To view the data of the desired session, the patient needs to click on the table row
corresponding to the session and will be forwarded to a page with the session data.

Figure 27. Session page with the session information and load cell metrics

On figure 27, it is possible to view the session information such as the date, start and
end time, device, and duration. It is also possible to extract all of the raw data to a CSV
file by clicking on the ”Export raw data” button. The metrics data is split into multiple
figures for better viewing and in this one is possible to view the metrics of the load cell
such as maximum, minimum, average, variation, and standard deviation.
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Figure 28. Session page with the flexiForce metrics

Figure 28 shows the metrics for the FlexiForce sensor, which include the maximum,
minimum, average, variation, and standard deviation.

Figure 29. Session page with the Pitch and Roll metrics

Figure 29 shows the average and variance metrics for the pitch and roll angles

Figure 30. Session page with the accelerometer evolution

Figure 30 shows the accelerometer in three axes, x, y, and z and allows us to better
understand the patient’s movements during the session.
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Figure 31. Session page with the accelerometer evolution

Figure 31 shows the pitch, roll and yaw evolution during the session to understand
the number of steps that a patient gave and the balance with the goal to understand if
there is a need for a walking aid or not.

If a patient wishes to see the the exercise plans, he has to click on list exercise plans
and is forwarded another page:

Figure 32. Exercise plans list page

To view the desired exercise plan, the patient needs to click on the table row corre-
sponding to the plan and will be forwarded to a page with the exercise plan data.
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Figure 33. Exercise plan example

Figure 33 shows an example of an exercise plan where a user can view the exercises
prescripted by the physiotherapist in terms of the exercise type, duration, distance, and
the number of repetitions.

5.4.2. Physiotherapist functionalities

Figure 34. Physiotherapist flowchart

After the login, physiotherapists are sent to their homepage, in which they have the list
of patients and a button to create new patients if needed.
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Figure 35. Physiotherapist homepage

If a physiotherapist wishes to create a new patient, he has to click on the ”Create
patient” button and is forwarded to other page.

Figure 36. Create patient page

After the patient is created, the patient receives an email with a temporary password
that needs to be changed after the first login.

After selecting a patient, the physiotherapist has the same functionalities as the patient
in terms of viewing sessions and exercise plans, the only change is in the exercise plans.
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Figure 37. Exercise plans list page for the physiotherapist

Figure 37 shows the list of exercise plans for the physiotherapist. Compared with the
patient, it is possible to see that there is an additional button that allows the physiother-
apist to create exercise plans. To create a new exercise plan, the physiotherapist has to
first specify the desired number of exercises as shown in figure 38 and then is forwarded
to a different page as shown in figure 39 where is possible to select the exercise type,
duration or distance and the number of repetitions. The exercise types are mapped with
images stored in the S3 bucket so that for each exercise there is a picture of it to present
to the patient.

Figure 38. Number of exercises of the plan
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Figure 39. Exercise plans list page for the physiotherapist

5.4.3. Admin functionalities

Figure 40. Admin flowchart
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After the login, admins are sent to their homepage, in which they have the list of physio-
therapists and a button to create new physiotherapists if needed.

Figure 41. Admin homepage
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CHAPTER 6

Results

The system was tested by two healthy volunteers, a male and a female aged 24 and 25,
with a respective BMI of 25.2 and 24.8. All the executed tests had a duration of 30
seconds. The first one was to walk in a straight line, the second was a balance exercise
which consists of staying still, and the last one was also a balance exercise however, the
goal was to simulate a patient that needs to rely on a crutch to stand still. It was possible
to gather data regarding the force applied on the bottom and hand support of the crutch
as well as the Euler angles. These angles are based on a Kalman filter applied to the
measurements from the accelerometer, magnetometer, and gyroscope as explained in the
hardware chapter, and provide reliable information about the rotation of the crutch during
the exercises, mainly if the patient gave a step or inverted the marching way. The data
was recorded by the crutch and sent to the cloud for storage, and Microsoft Excel was
used to generate the following graphs.

(a) FlexiForce measurements (b) Load cell measurements

Figure 1. Force evolution during walking for the female volunteer

Figure 1, shows the force induced on the sensors present in the crutch as a function
of the duration of the exercise for the female patient. The force is normalized to the
maximum sensor value and is presented as a percentile value. The different sensors,
loadcell, and flexiforce show agreeable results for both cases, when we see a peak for
one sensor, there is a corresponding peak on the other. For the load cell, the average
force applied was 12.09%, the minimum was 0%, and the maximum was 32.42%. For the
flexiForce, the minimum was also 0%, the maximum was 28.76%, and the average was
8.44%. It is possible to see that the values reach 0 when there is a higher variation of
Euler angles which means that the crutch is in the air while the patient is taking a step.
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(a) FlexiForce measurements (b) Load cell measurements

Figure 2. Force evolution during walking for the male volunteer

Figure 2 shows the same information for the male patient. The different sensors,
loadcell, and flexiforce show agreeable results for both cases, when we see a peak for
one sensor, there is a corresponding peak on the other. For the load cell, the average
force applied was 12.43%, the minimum was 0%, and the maximum was 36.83%. For
the flexiForce, the minimum was also 0%, the maximum was 40.67%, and the average
was 10.45%. It was also possible to verify that the values reach 0 when there is a higher
variation of Euler angles which means that the crutch is in the air while the patient is
taking a step.

Comparing both figures it is possible to see that both gave approximately the same
number of steps(4), the average for the load cell is similar for both patients however the
male volunteer applied a higher force on the hand support which might be related to a
higher weight when compared to the other volunteer.

(a) Pitch evolution (b) Roll evolution

(c) Yaw evolution

Figure 3. Roll, pitch and yaw evolution during walking for the female
volunteer
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Figure 3, shows the roll and pitch angles evolution (in degrees) when the volunteer is
walking for the female. For the pitch angle, the average was 12.67º, the maximum was
47.95º and the minimum was 1.21º. For the roll angle, the maximum was 35.50º, the
minimum was 0.03º, and the average was 4.90º. Lastly, for the yaw angle, the average
was 90.52º, the maximum was 131,24º and the minimum was 57.24º. It is possible to see
that the maximum for the pitch and roll happened when the patient took more time to
give a step (between 10-14 seconds), and the yaw also suffered the biggest drop also at
this moment.

(a) Pitch evolution (b) Roll evolution

(c) Yaw evolution

Figure 4. Roll, pitch and yaw evolution during walking for the male vol-
unteer

Figure 4 shows the same information as in 3 for the male patient. For the pitch angle,
the average was 11.90º, the maximum was 33.52º and the minimum was 1.54º. For the
roll angle, the maximum was 9.41º, the minimum was 0.01º, and the average was 1.68º.
Lastly, for the yaw angle, the average was 98.60º, the maximum was 131,14º and the
minimum was 68.3º.

Comparing both figures, it is possible to see that the male volunteer was more balanced
because the variation between the pitch and roll averages and the minimum and maximum
values were lower.

Figure 5, shows the force induced on the sensors present in the crutch as a function
of the duration of the balancing exercise for the female patient. The force is normalized
to the maximum sensor value and is presented as a percentile value.. For the load cell,
the average force applied was 19.58%, the minimum was 10.50%, and the maximum was
26.67%. For flexiForce, the minimum was 0%, the maximum was 1.35%, and the average
was 0.14%.

51



(a) FlexiForce measurements (b) Load cell measurements

Figure 5. Force evolution during the balancing exercise for the female
volunteer

(a) FlexiForce measurements (b) Load cell measurements

Figure 6. Force evolution during the balancing exercise for the male vol-
unteer

Figure 6, shows the same information for the male patient. The different sensors,
loadcell, and flexiforce show agreeable results, when we see a peak for one sensor, there
is a corresponding peak on the other. For the load cell, the average force applied was
20.29%, the minimum was 2.50%, and the maximum was 33.33%. For flexiForce, the
minimum was 0%, the maximum was 12.81%, and the average was 8.89%. The lowest
values were reached at the end of the session when the patient was stopping the session.

Comparing both figures it is possible to see that in this case there are no decreases
to 0 and then spikes, which means that the volunteers did not take any steps during the
exercise which was the goal, and the maximum forces applied were lower than the walking
exercise, and the female patient probably was not holding or using the crutch properly
which explains the measurements of the load cell.

Figure 7, shows the roll and pitch angles evolution (in degrees) during the balancing
exercise for the female patient. For the pitch angle, the average was 7.20º, the maximum
was 11.15º and the minimum was 4.64º. For the roll angle, the maximum was 2.77º, the
minimum was 0.48º, and the average was 1.11º. Lastly, for the yaw angle, the average
was 67.46º, the maximum was 68.83º and the minimum was 65.51º. It is possible to see
that the deviation from the maximum and minimum values to the average is small, which
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(a) Pitch evolution (b) Roll evolution

(c) Yaw evolution

Figure 7. Roll, pitch and yaw evolution during the balancing exercise for
the female volunteer

means that the patient was steadily holding the crutch during the exercise, as evidenced
by the volunteer not making force on the crutch.

(a) Pitch evolution (b) Roll evolution

(c) Yaw evolution

Figure 8. Roll, pitch and yaw evolution during the balancing exercise for
the male volunteer

Figure 8 shows the same information for the male volunteer. For the pitch angle, the
average was 5.86º, the maximum was 9.84º and the minimum was 0.84º. For the roll angle,
the maximum was 1.78º, the minimum was 1.39º, and the average was 1.65º. Lastly, for
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the yaw angle, the average was 73.83º, the maximum was 75.97º and the minimum was
71.11º. There are angles that show two spikes, one on the 4th second and the other on
the 30th second, associated with an instant movement of the crutch.

From figures 7 and 8, it is not possible to compare the performance of both volunteers
because the female data shows that the exercise was not performed correctly.

(a) FlexiForce measurements (b) Load cell measurements

Figure 9. Force evolution during the balancing simulation exercise for the
female volunteer

Figure 9, shows the force induced on the sensors present in the crutch as a function of
the duration of the balancing exercise for the female patient. The force is normalized to
the maximum sensor value and is presented as a percentile value. The different sensors,
loadcell, and flexiforce show agreeable results, when we see a peak for one sensor, there is a
corresponding peak on the other. For the load cell, the average force applied was 21.45%,
the minimum was 0%, and the maximum was 52.20%. For flexiForce, the minimum was
0%, the maximum was 66.29%, and the average was 15.20%.

(a) FlexiForce measurements (b) Load cell measurements

Figure 10. Force evolution during the balancing simulation exercise for
the male volunteer

Figure 10, shows the same information for the male patient. TThe different sensors,
loadcell, and flexiforce show agreeable results, when we see a peak for one sensor, there
is a corresponding peak on the other. For the load cell, the average force applied was
38.48%, the minimum was 3.42%, and the maximum was 64.00%. For flexiForce, the
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minimum was 0%, the maximum was 64.04%, and the average was 31.04%. As expected,
the maximum and minimum values vary much more from the average when simulating
the need for a walking aid.

Comparing both figures for both volunteers it was possible to verify in the values the
expected behavior when a patient needs to use a walking aid.

(a) Pitch evolution (b) Roll evolution

(c) Yaw evolution

Figure 11. Roll, pitch and yaw evolution during the balancing simulation
exercise for the female volunteer

Figure 11, shows the roll and pitch angles evolution (in degrees) during the balancing
exercise for the female patient. For the pitch angle, the average was 7.47º, the maximum
was 16.01º and the minimum was 0.15º. For the roll angle, the maximum was 4.73º, the
minimum was 0.39º, and the average was 2.40º. Lastly, for the yaw angle, the average
was 69.53º, the maximum was 77.64º and the minimum was 63.04º. As expected there
are greater variations in the angles when compared with exercise 2 that are associated
with the variations in the force applied.
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(a) Pitch evolution (b) Roll evolution

(c) Yaw evolution

Figure 12. Roll, pitch and yaw evolution during the balancing simulation
exercise for the male volunteer

Figure 12 shows the same information for the male volunteer. For the pitch angle, the
average was 6.84º, the maximum was 11.83º and the minimum was 0.88º. For the roll
angle, the maximum was 2.50º, the minimum was 0º, and the average was 0.94º. Lastly,
for the yaw angle, the average was 70.77º, the maximum was 73.90º and the minimum was
66.62º. It was also possible to verify that there are greater variations in the angles when
compared with exercise 2 that are associated with the variations in the force applied.

From figures 11 and 12, it is possible to conclude that the male patient was more
balanced during the exercise due to a lower variation from the minimum and maximum
to the average of the angles measured.
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CHAPTER 7

Conclusions and Future work

7.1. Conclusions

Physical therapy aims to help patients recover from impairments and provide better con-
ditions for elderly people or patients that need walking aids on their day-to-day to have
greater independence. As mentioned, a large part of the population that needs this kind
of care does not have access to physical rehabilitation and it is imperative to change this.
The World Health Organization already took a step in this direction with the Rehabili-
tation 2030 to provide physical rehabilitation to the whole population however, it is also
needed to keep investigating and develop solutions that can help to achieve this goal.
Alongside this need, there is also the objective to provide objective data to physiothera-
pists to improve patients’ treatment and recovery times.

The contribution of this dissertation is the development of a smart crutch and a web
application to provide data to patients and physiotherapists. The prototype of the smart
crutch uses off-the-shelf components mainly, a crutch, a load cell, a flexiForce sensor, an
IMU, an RFID reader, and an ESP32. This setup allows the retrieval of metrics associated
with the force applied both on the hand support, the bottom of the crutch, and the
patient balance (acceleration, pitch, roll, and yaw), thus allowing objective evaluation of
gait rehabilitation. The data was extracted successfully and by leveraging cloud services,
it was possible to have a remote storage location in S3 that provides redundancy and
high availability which is mandatory for healthcare systems. Regarding the safety of the
user data, each patient only has access to their information, and this solution can be
extended to other clinics with complete isolation guaranteeing data security. It was also
possible to shift the processing of the information to AWS lambda right after a session
ends. In addition to the crutch, a web application provides information about each session
and exercise plan for both patients and physiotherapists. There is also the possibility to
create new patients and physiotherapists if needed. The results proved that this is a
capable solution to provide the metrics to physiotherapists to analyze the patient’s need
for physical rehabilitation. With a larger sample of data from healthy and unhealthy
individuals, it would be possible to create a model that would allow us to understand if
a patient is healthy or not.

7.2. Future work

The design prototype aims to create an end-to-end solution for physiotherapy clinics
however, some items would need to be refined, mainly:

• Develop new metrics related to the patient training outcome
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• Create machine learning models capable to identify patients that need walking
aids for their safety and gait rehabilitation

• Increase the number of volunteers to assure the reliability of the data
• Add more types of equipment to the system such as wheelchairs, to measure

the balance, the force applied on its arms, and also walkers where is possible to
measure the balance of the patient, number of steps, bilateral elevation of the
walker and the force applied on the walker’s feet.
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CHAPTER 8

Annex A - Article

The article below was accepted and presented at the 3rd International Symposium on
Sensing and Instrumentation in 5G & IoT Era, ISSI 2022, which took place between the
17th and 18th of November 2022 in Shanghai, China.

Figure 1. Edas confirmation of accepted paper
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Abstract—This article describes the development of a solution
to tackle the lack of data that physiotherapists have during
physical rehabilitation with walking aids. The developed system
is based on an ESP32 microcontroller connected to an RFID
reader, load cells, and an IMU mounted in a crutch. The
data from the measurement channels associated with the smart
crutch are acquired and sent to a cloud data storage using Wi-
Fi and MQTT protocol. A server application is available for
physiotherapists and patients to view and analyze the data from
each session. Experimental results are included in the paper
associated with system validation with volunteers.
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I. INTRODUCTION

Physiotherapy is a science dedicated to improving a pa-
tient’s physical condition that can be related to a physical
or nervous issue [1]. This need can come due to natural
aging, accidents, events such as AVCs, degenerative diseases,
or others [1]. In this dissertation, the focus is physical
rehabilitation through periodic rehabilitation sessions.

According to a 2020 study from the United Nations, the
number of people aged 65 or older surpasses 727 million
worldwide and estimates that by 2050, this number will be
1.5 billion [2]. World Health Organization report on falls
prevention in older age also points out that with natural aging,
the likelihood of falls by elderly people also increases, and
usually when it happens, there is a need for physical rehabil-
itation [3]. The number of people living with chronic disease
also keeps increasing, making this a mandatory topic [4].
Estimates indicate that one in three people would benefit
from rehabilitation however it isn’t available to everyone [4].
According to WHO in low and middle-income countries, half
of the population doesn’t have access to it [4]. To address this
need, WHO created an initiative called Rehabilitation 2030 to
challenge stakeholders worldwide to expand the funding for
health systems, improve research to develop new solutions,
and expand the availability of these services to the population
worldwide [4].

The always-increasing number of patients is not the only
challenge that physiotherapists face. There is also the lack of
a system that allows an individual to use a crutch or other

type of aid and automatically obtain, save and analyze the
data generated by the device used [5]. This information will
allow physiotherapists to improve their decisions regarding
the treatment, which can lead to a faster recovery for the
patient.

The goal of this article is to create a platform capable of
helping patients track their sessions, allowing a physiothera-
pist to observe and possibly evaluate the patient progress, and
include training plans for the patients.

In [6], is described another system that helps to tackle
this need. It has three main components a crutch, a mobile
application, and a remote database. The crutch features an
Arduino Nano and several sensors attached to it, such as
IMU, load cell, gait, and Bluetooth. The data generated allows
computing the metrics of orientation and balance of the
patient and the force applied in the crutch. The information is
shared with the mobile application via Bluetooth which, then
stores it in a remote database for redundancy. The application
allows to view the data in real-time as well as to create and
view physiotherapists, view or start sessions, and track the
overall progress of the patient. As mentioned, improvements
can be made by allowing more types of equipment or the use
of two crutches simultaneously as well as providing training
plans and exercises in the application to allow the patient to
train without going to the clinic.

In [7] is presented a system with four main components,
an RFID module, a walker, a web application, and a mobile
application. The module registers the RFID from the patient’s
card into the database. The walker has an Arduino Mega and
several sensors attached, including an IMU, WI-FI, Bluetooth,
ultrasounds, and load cells. The data generated allows calcu-
lating the metrics of orientation and balance of the patient,
bilateral elevation of the walker, number of steps, and force
exercise in the walker’s feet. Both web and mobile applica-
tions offer the possibility to create and view the patients, the
treatment plan and search past sessions of each patient. The
real-time view of the session and the patient’s progression is
only available in the mobile application. The improvements
suggested are using MQTT as the communication protocol
and replacing the RFID sensor with a fingerprint one.



II. SYSTEM DESCRIPTION

The goal of this system is to provide data to physiotherapists
so that they can objectively analyze the patient’s condition,
track their progress, and ultimately help accelerate the treat-
ment. The high-level architecture used is shown below:

Fig. 1. Physical Therapy Gait Assessment: High Level Architecture

As seen in Fig. 1, this system can be divided into three main
blocks. The first is the smart crutch prototype, the second
is the cloud services, and the final is the server app. The
smart crutch prototype includes a microcontroller and a set
of sensors. These sensors extract dynamic information about
force and accelerations that allow the calculation of specific
metrics. The data is necessary for patient gait analysis and is
aggregated by the microcontroller and then sent to the cloud
services via WI-FI to be processed.

Fig. 2. System flow diagram

The flow diagram in Fig. 2 allows to better understand how
the system works and how to start a new session. Firstly, the
patient has to approach his RFID tag or card to the RFID
reader embedded in the crutch, and then the system makes a
call to a lambda function to fetch the interval to use between
measurements. Afterward, the session starts and the patient
does the exercises. The data is sent using the MQTT protocol
to the IoT Core service that triggers another lambda to process
the data and store it on an S3 bucket. To finish the session,
the patient has to approach the RFID identifier to the crutch.
The metrics are then extracted from the raw data by a third
lambda that will be detailed in the software chapter. Patients
and physiotherapists can access the session data by logging
in to the application server with their credentials. The user
profiles are automatically assigned when logged in and can
perform the actions described in the previous section.

A. Hardware

This prototype leverages several sensors connected to a
microcontroller that acquires signals necessary for metrics
calculation. The sensing part is composed of an RFID RC522,
a FlexiForce A201, a load cell SNC2C6, and the IMU
AltiIMU 10 v-4. To aggregate the generated data and send it
to the cloud, the ESP32 was the microcontroller chosen. The
RFID is used to identify the patient and has two components,
a transponder or tag inside an object to be identified and a
transceiver or reader [8]. The RC522 module was used due
to its low cost and compatibility. This module generates a
13.56MHz electromagnetic field used to communicate with
the RFID tags (ISO 14443A standard tags), has a read range
of 5 centimeters, and is compatible with the interfaces SPI,
I2C, and UART [8]. To measure the force applied to the crutch
a load cell is used. These sensors convert a mechanical force
into an electric signal (voltage) and usually use a Wheatstone
bridge as a conditioning circuit [9]. The SNC2C6 load cell
sensor was the choice for this prototype because it offers
accurate measurement and a range of up to 500N, 1000N, or
even 1500N [10]. For this prototype, the load cell had 500N
of range since the group of volunteers had a known BMI,
and the results didn’t show any signs of saturation during
the performed tests. In case of need, the load cell can be
easily replaced. However, it has a very low sensibility of
only 0.8 - 2.0 mV/V, thus providing a very low output signal
voltage. To tackle this the sensor is coupled with an INA122,
a precision instrumentation amplifier for accurate, low noise
differential signal acquisition that helps to provide a finer
output voltage [11]. The gain of the INA122 is calculated
by the equation G = 5 + 200 kΩ / R. The resistance used had
1 kΩ so the gain provided is 205.

The FlexiForce A201 is a thin, flexible, and non-intrusive
piezoresistive force sensor that is ideal for assembling proof
of concepts [17]. It can measure forces up to 445 N or 45
Kg in a low response time of less than 5µsec while providing
the durability of over 3 million actuations [12]. This sensor
was used to measure the force applied to the hand support
of the crutch. The Pololu AltIMU-10 v4 is an inertial mea-
surement unit (IMU) board that combines an LPS25H digital
barometer, L3GD20H 3-axis gyroscope, and LSM303D 3-
axis accelerometer and 3-axis magnetometer thus providing
this sensor a 10 degree of freedom (10DOF) [13]. It will
be responsible for providing the data used to calculate the
orientation and steps of the patients. This sensor uses I2C
to communicate with reads to the microcontroller and each
read for the gyro, accelerometer, and magnetometer uses 16
bits [13]. It features a low-dropout linear voltage regulator
that allows it to be powered from 2.5 to 5.5V when it only
needs 3.3V [13].

The ESP32 was the choice for this prototype due to its
low cost, energy consumption, interface compatibility, and
available libraries for scripting development. In terms of
specs, this microcontroller packs a Tensilica Xtensa LX6
dual-core processor in 40nm technology, a Bluetooth and



WiFi interface supports up to four 16-MB of external QSPI
flash and SRAM and, the crystal oscillator is limited to
40 MHz due to firmware [14]. In terms of interfaces, it
provides compatibility with several interfaces such as SPI
(serial peripheral interface), CAN, and I2C [19]. It is suited
for all kinds of environments and has an operating voltage
between 2.7 and 3.6V [14].

When it comes to the interfaces used for the communication
between the ESP32 and the sensors, the RFID uses SPI, the
IMU I2C, and both FlexiForce and LoadCell use analog pins.
SPI uses the master-slave architecture where communication
is full-duplex, and connections are done by MOSI (Master
Output Slave Input) and MISO (Master Input Slave Output).
In turn, I2C is half-duplex and is implemented with SDA
(Serial Data) and SCL (Serial Clock) [15]. The RFID uses
SPI, while the IMU uses an I2C bus. The load cell and the
FlexiForce are digitized using the ESP32 onboard analog-to-
digital converter (ADC).

The sensors are connected to the ESP32 as it is presented
in Fig. 3.

Fig. 3. Schematic of the sensing apparatus

B. Software

The architecture of the system can be seen below:

Fig. 4. System Software Architecture (S3 refers to the AWS Simple Storage
Service, the MQTT topic is the string used by the broker to forward the
messages, IAM is the AWS Identity and Access Management service, and
AWS Cognito is the service responsible for the user management)

As mentioned in the system overview, this solution uses
the ESP32 as its microcontroller, a python application server,

and leverages several cloud services in its architecture. The
ESP32 runs a C program responsible for establishing the
connection, extracting, and sending sensor data to the cloud.
Firstly the microcontroller starts by initiating the sensing part
and establishing a connection to the IoT Core service from
AWS. Afterward, it requests the measurement interval to a
lambda (cloud function) via HTTP Get request to be used
in the session and prompts the user to pass the RFID tag.
Once the user approaches the tag, the session starts, and the
measurements are sent to IoT Core through MQTT until the
user passes the identifier again to terminate the session.

MQTT leverages a publish-subscribe architecture and is
meant to be used by small, low power, low cost, and low
memory devices in high latency, low-bandwidth, or unreliable
networks. MQTT is based on TCP/IP and has three main
components [16] [17] [18]:

1) The MQTT Broker is a server that receives the messages
from the publisher and forwards them to the appropriate
subscribers by checking the topic subscribed to.

2) The publisher is the one who sends the message (data
to be shared) and the topic (the string that the MQTT
broker uses to route the messages to the appropriate
subscribers).

3) The subscriber receives messages from the MQTT
Broker related to the subscribed topic.

On the other hand, HTTP is an application-level protocol
that implements a client-server architecture and uses the TCP
protocol. It is unidirectional and synchronous and provides
methods such as GET, POST, PUT, and DELETE [16] [17].

The messages present in Fig. 5 and explained below are
used to transmit the data that was acquired by ESP32.

Fig. 5. Messages between microcontroller and server

Message 1) is an MQTT Connect message. 2) is the
respective Connack 3) is an HTTP Get message that triggers
the measureLambda function, and 4) is a message with the
measuring interval defined for the patient. 5) is an MQTT
Publish message where the RFID tag is sent and marks the
start of the session and 6) is another Publish message with the
data acquired by the sensors. This last message repeats itself
every time that the measurement interval is passed. When an
RFID tag or card is presented again, a final message is sent
to end the session.

The cloud services are responsible for the MQTT broker,
user management, permission management, data processing,



and storage. Amazon Web Service (AWS) Identity and Access
Management is the service responsible for the permission
management for AWS services and resources [19]. AWS IoT
Core provides connectivity, scalability, and management for
IoT devices easily and reliably without physical servers [20].
It supports MQTT, HTTPS, MQTT over WSS, and Lo-
RaWAN as communication protocols [20].AWS Lambda is a
serverless cloud computing service that runs code responding
to an event [21]. AWS Simple Storage Service or S3 is a
cloud object storage service that provides high availability and
redundancy storage at a competitive price [22]. AWS Cognito
is a cloud-native user authentication and management service
that can be integrated into custom applications simply [23].
The last block is the server app built in Python that provides
access to the session data for the patients and physiothera-
pists as well as training plans and administrative tasks for
physiotherapists and administrators.

Once the data reaches the cloud, the dataProcess lambda
function is triggered. This function starts by evaluating if the
incoming message is related to the start/end of a session or to
recording a new measurement. If it is to start a new session,
it stores the data related to it in an s3 bucket by creating a
new folder in the user’s path and a file inside with the date,
RFID tag, start time, and device used. If a new measurement
arrives, the function starts by locating the session and then
adds the data related to each sensor to a measurements file
inside the session folder. When the session ends, lambda
calculates the session duration, adds the end time, and updates
the information file. Afterward, the metricsGenerator lambda
initiates. This function aggregates the raw data into averages
for each sensor by the minute and stores them in the bucket.
The app server leverages the flask framework and the boto3
library to interact with the AWS services. The app has three
different types of users according to their respective roles.
Patients are allowed to view and change their profiles and
view past sessions and training plans. Physiotherapists can
create new patients and view the patient list, training plans,
and session data. The other type of user is the administrator
that has the function of managing the physiotherapists. These
roles are mapped with the roles assigned in AWS Cognito.

III. RESULTS

This system was tested by two volunteers, a male and a
female aged 24 and 25. All the executed tests had a duration
of 30 seconds. The first one was to walk an imposed distance,
the second was a balance exercise which consists of staying
still, and the last one was also a balance exercise however, the
goal was to simulate a patient that needs to rely on a crutch
to stand still. Alongside the force applied on the bottom and
the hand support of the crutch, the Euler angles were also
retrieved. These angles are based on the measurements from
the accelerometer, magnetometer, and gyroscope and provide
reliable information about the rotation of the crutch during
the exercises, mainly if the patient gave a step or inverted the
marching way. All of this data was recorded by the crutch

and sent to the cloud for storage, and Microsoft Excel was
used to generate the following graphs.

Fig. 6. Force evolution during walking for the female volunteer

Fig. 7. Force evolution during walking for the male volunteer

Fig. 6, shows the force induced on the sensors present in
the crutch as a function of the duration of the exercise for the
female patient, and Fig. 7 shows the same information for the
male patient. The force is normalized to the maximum sensor
value and is presented as a percentile value. The different
sensors, loadcell, and flexiforce show agreeable results for
both cases. When the patient is walking, the sensor in the
crutch handle and the foot of the crutch shows an increase in
the force applied. Comparing both figures it is possible to see
that the male volunteer applied a homogenous force across
the crutch and, the female made more force in the load cell.
It is also possible to see that the male patient exercised a
higher strength overall.

Fig. 8. Roll and pitch evolution during walking for the female volunteer

Fig. 8, shows the roll and pitch angles evolution when the
patient is walking for the female patient, and Fig. 9 shows
the same information for the male patient. The roll and pitch
angle values are in degrees and were calculated by the ESP32.
It is possible to see the variations with the pitch angle that
translates into the steps of the patient and the roll angle



Fig. 9. Roll and pitch evolution during walking for the male volunteer

that provide information about the balance. Comparing both
figures it is possible to see that the male volunteer was more
balanced than the female one and both gave approximately
the same number of steps.

Fig. 10. Force evolution during the balancing exercise for the male volunteer

Fig. 11. Roll and pitch evolution during the balancing exercise for the male
volunteer

Fig. 12. Force evolution during the balancing exercise for the female
volunteer

Fig. 10, shows the force induced on the sensors present
in the crutch as a function of the duration of the balancing
exercise for the male patient, and Fig. 11 shows the roll
and pitch angles evolution for the same exercise. The results
are accordingly expected because it is possible to see little
variations of the pitch and roll angles over time meaning that

Fig. 13. Roll and pitch evolution during the balancing exercise for the female
volunteer

the volunteer is balanced. Also, it is possible to conclude that
the force applied to the hand support shows that the patient
does not need a crutch.

Fig. 12 and Fig. 13 show the exercise results for the female
patient and it is possible to take the same conclusions, the
force applied on the hand supports constant at 0 overtime
showing that this volunteer is also healthy. The main differ-
ence between the results is that pitch variation was higher.

Fig. 14. Force evolution during the balancing simulation exercise for the
male volunteer

Fig. 15. Roll and pitch evolution during the balancing simulation exercise
for the male volunteer

Fig. 16. Force evolution during the balancing simulation exercise for the
female volunteer



Fig. 17. Roll and pitch evolution during the balancing simulation exercise
for the female volunteer

Fig. 14, shows the force induced on the sensors present
in the crutch as a function of the duration of the balancing
simulation exercise for the male patient, and Fig. 15 shows
the roll and pitch angles evolution for the same exercise.
The results confirm the expectation of seeing a significantly
higher force applied on both ends of the crutch to support the
patient’s weight. There are also greater variations of the roll
and pitch angle related to the decrease in the patient’s balance
ability.

Fig. 16 and Fig. 17 show the exercise results for the female
patient and validate the conclusions taken from the male
patient analysis. When a patient needs physical support, both
the force applied on the crutch and the need for balance will
be significantly higher. This need for balance translates to a
greater variation in the roll and pitch angles.

IV. CONCLUSIONS

A smart crutch as a walking aid solution for physical reha-
bilitation is proposed in the paper. The developed prototype
uses off-the-shelf components such as crutches and sensors it
is a relatively cheap build. This solution presents functional-
ities related to the objective evaluation of gait rehabilitation.
This diagnosis can be based on the data provided by the
system about the force applied at the bottom and hand grip
of the crutch as well as, imu information like pitch, roll,
and yaw angles. In addition to the crutch, there is also a
web application where physiotherapists can view all of this
information and define exercise plans to improve the patient’s
condition faster.

In terms of future work, this can be the development of
new metrics related to the patient training outcome as well
as the development of machine learning models capable to
identify patients that need walking aids for their safety and
gait rehabilitation.
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