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1. Introduction

With recent technological advances, Information Technology (IT) departments have taken an
increasingly strategic role in organizations ! given the importance of IT in helping the accomplishment of
business objectives 2. Several disciplines like IT Governance and IT Service Management (ITSM) have built
mechanisms and processes so that both IT and business can be aligned in terms of aims and expectations,
helping organizations satisfy their objectives 3.

Just as organizations’ strategic view has evolved, software development lifecycles (SDLC) have also
matured to satisfy current demands. To face the great changes observed in the modern-day markets, businesses
need to have greater speed and flexibility. This translates to challenges for IT departments worldwide 6. As
stated, the SDLC has been evolving, no longer strictly focusing on the performance of its own processes, as
seen on traditional software development methodologies like Waterfall 78, but on the iterations and relationships
between the intervenient on the SDLC process and the value that the software can bring to the business °. These
kinds of software development methodologies are considered agile methodologies and follow the “Agile
Manifesto” 1°. Even though Business and IT Development are brought closer, a gap is still observed within the
IT Department’s Development and Operations teams ', The major issue between these two teams are the
different objectives for each team, IT Development team is focused on delivering new features or products,
while the IT operators are focused on the stability 2. It’s believed by introducing changes on systems would
lead to instability **. however due to the constant market changes, IT of the organisations need to evolve into
new functionalities *4. A DevOps culture has emerged to address this gap. The DevOps word itself comes from
the junction of two other words: Development and Operations %°,

DevOps has been adopted across the globe and new research articles flourish. Several studies have
reported practices, benefits, and challenges however not always in a structured, clear, and concise way 618, In
literature, one can find studies that synthesize DevOps practices, as for example, Deployment Automation *-
2L: however, it presently lacks research that specifically synthesize its benefits and challenges, guiding
professionals in what they may expect during and after DevOps practice implementation 22, Lack of willingness
to share can be a challenge to DevOps implementation 23,

Being a contemporary topic, with both theoretical and empirical studies found in literature, this

research aims to synthesize the benefits organizations may expect with DevOps implementation and how to



achieve them. Being said, by synthetizing the DevOps benefits, this research also provides which problems
organisations faced before the DevOps adoption and what was the benefit achieved after that. This will help
organisations to know what problems could be fixed by the DevOps adoption. The adopted research

methodology will include two Systematic Literature Reviews (SLR).

2. Research Background

The term DevOps started to be researched after Patrick Debois introduced it at a conference entitled
“Agile Infrastructure and Operations” in 2008 2%, A DevOps culture aims to bridge the gap between IT
Development and IT Operations, who support applications after they are delivered to production 2°. The focus
of DevOps is on improving communication, collaboration, and synergy of IT teams 2627, enabling the
continuous development and enhancement of applications to meet both market changes and the dynamic needs
of the business 262°,

In order to achieve said objectives, DevOps builds a foundation in the following areas: Culture,
Automation, Lean, Measurement and Sharing 6. By looking at Wiedemann et all’s & work, one may note that of
the perspectives presented above, people play an important role for Culture and Sharing. Willingness to share
is needed, allowing for colleagues and team members to learn and improve their knowledge and experiences.
On automation and measurement, one can state that technological tools are the main factor; tools that are used
to improve performance, automating what is being done manually, removing the element of human error, and
be used to measure tasks and find improvements *. Process optimization is a focal point for Lean
methodologies. They are used in DevOps to identify opportunities for process enhancement, leveraging
feedback loops between a its main actors. In later studies 3, people, technology and processes are considered
the cornerstones of DevOps.

Since 2001, organisations have adopted agile methodologies for its SDLC 32 where the most
implemented methodologies are XP and SCRUM 322, These methodologies are the foundation of DevOps and
DevOps can be seen as its extension, since they are based on the same principles of introducing short release
cycles and to develop forward the customer or user feedback **. However, DevOps includes the operations team
on early stages of the software development, being able to develop the software already with the operations
team input, thus developing software more stable including the business feedback %. Also, DevOps stands out

due to the collection of techniques and tool to enable software continuous delivery, clearing the path of the



software to production 3637,
In conclusion, a DevOps culture seems to be very attractive to organizations worldwide, being based
in a “The faster you fail, the faster you recover” philosophy *4®Y, enabling a culture of experimentation to

release new products, services and software, allowing the organization to grow and to satisfy their customers
38

3. Research Methodology

To achieve this research goal, the authors have chosen the systematic literature review (SLR)
methodology. It is seen as one of the most widely used research methods to collect and synthesize evidence *.
SLR’s are meant to have a well-defined process to identify, evaluate, and interpret all the evidence collected
during research 441, Thus, for this investigation, the authors have followed the framework proposed by
Kitchenham “° where the SLR is split into three stages (Figure 1). Moreover, to add rigour to this research, the
authors have chosen to perform two SLR’s: the first to find all the benefits described on existing literature,
while the second one being used to find instances of those benefits being reported on case studies from DevOps
implementation. This second SLR will confirm and evaluate the findings from the first SLR, where all the
DevOps benefits were gathered from literature. The authors believe that searching for case studies is a reliable
method of evaluation given that these are a research methodology known by providing evidence of a certain
phenomenon 2. The first SLR was conducted between May and September 2020, while the second SLR was
carried out between August and October 2020.

The process designed by Kitchenham “° was followed by both SLR’s. The authors have started by
defining the Problem and Motivation for the review. For the first SLR where the expected result was to identify
the reported benefits on the literature, the motivation was to acknowledge the DevOps benefits on the literature,
while for the second SLR the motivation was to find evidence of the DevOps benefits. The next step of the
process was to define the Research Question (RQ) for the review. In this case, the same RQ was identified for
both SLRs “What are the benefits of implementing DevOps?”.

After the RQ definition, the next step is to define a protocol where inclusion and exclusion criteria was
defined, along with the search databases and the search string of each SLR. The inclusion and exclusion criteria
were based on the language of the publications, scientific publications, and publication date. Regarding

inclusion and exclusion criteria (IEC) a minimum date was set, considering that the DevOps concept was born



after the aforementioned “Agile Infrastructure and Operations” conference, in 2008 24, For the databases, the
authors have used some of the most known and used databases on the scientific community. All these criteria
were the same for both SLRs except the search string. For the first SLR the search string was focused on DevOps
benefits while for the second SLR the search string was focused on DevOps case studies.

After applying these criteria, some filters were added to the review to exclude publications that
wouldn’t provide the necessary information for this research. One example of the used filters was the removal
of duplicated. All this process definition can be seen with more detail in Figure 1 for both SLRs.

To evaluate the research subject’s trend, the researchers have analysed the date of publication of each
relevant piece of literature from a chronological point of view. This is extremely helpful to prove that the
research topic has a corresponding trend and is largely demanded by the market. The researchers used the
concept-centric approach *® to better synthesize and analyse the concepts elicited from the literature. This helps
to understand the focus of the review, for a better understanding of the readers. Also, it helps the researchers to
structure the review. The usage of the concept-centric approach can be seen in Section 4 where the concepts
identified are the benefits found per reference, while in Section 5 one can see the case studies identified per

reference.
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4. First SLR: List of Benefits

After performing the first SLR and analysing the articles, the list of DevOps benefits was elicited and
can be seen in Table 1. The concept-centric approach taken by the researchers can be found in Appendix A,
where it is possible to see the match between the concepts and the authors that have identified those concepts
in literature.

In the next section, one can see a discussion and some conclusions about the benefits found on the literature,
regarding Table 1. After the full read of the publications, the authors have identified the benefits described on
the publications and grouped those benefits by the concepts, also seen on Table 1.

Several authors among literature claim to see an improvement on the communication and collaboration (as
seen in Appendix A) between developers and operators 2224445 creating a synergetic environment where both

teams desire to work together towards accomplishing overall objectives 1146,



Table 1 — List of Benefits Identified in Literature

Concept ID | Benefits # References
BO1 Cross Team Collaboration and Communication 49
B02 Faster Time to Market 41
B03 Faster and Better Feedback Loops 38
B04 Increase of Code Quality 32
B05 Increase of Value 26
B06 Improvement of System Reliability 22
BO7 Less Mean Time to Recover 17
B08 Increase of Team Performance 17
B09 Costs Reduction 13
B10 Processes and Tools Standardization 13
B11 Maximization of Competences 13
B12 Decrease of Manual Work 11
B13 Increase of Customer Satisfaction 11
B14 Less Failed Changes 11
B15 Increase of Employees Motivation 9
B16 More Innovation 8
B17 Better Deployment Management 5
B18 Less Security Issues 5
B19 Organizational Cultural Changes 2

Before DevOps, operators and developers may have had different mindsets when facing change. With the
disappearing of the waterfall software development methodology and the emergence of the “Agile Manifesto”
1047 the developer’s mindset shifted to deliver more features as fast as possible to production, while the
operator’s continued to have the mindset of guaranteeing the stability of the systems it was solely responsible
for 2. These divergent views on change typically lead to finger-pointing, with operators blaming developers
for the production impact of deployments when they might have been involved earlier in the development

process to try to anticipate possible problems before they reached production .



Because of the resultant DevOps synergy, both operators and developers are more driven to collaborate
across teams. They will feel that they are working towards a common and greater goal for everyone “°. However,
this can also be extended to the business. Just as Agile practices and principles brought business and developers
together 1%, DevOps introduces operators into the mix, emphasizing the significance of operations management
in the organization *,

As seen in Appendix A, faster time to market, related to continuous integration and continuous delivery
capabilities, is one of the most reported benefits from DevOps. Organisations can design new, better features
for their products as a result of faster feedback 5. Through DevOps enabled automation they are then able to
put said features into the market at a quicker rate than competition 2.

It is noteworthy to mention that various authors were able to identify the different sources that contribute for
a better and faster feedback under DevOps: Customers and end users (business users) ** as well as between the
DevOps team itself °. Customers and end users are those who use the application; they are best to identify
issues and potential improvements 3%, DevOps has a practice to shorten the Feedback Loops between
Operators and Developers, which also leads to faster feedback when something is going wrong and requires
further work 5.

Improved feedback does not only contribute for better development and application stability, but also leads
to opportunities for DevOps teams to learn about its components (for example, Operators can learn about the
development process, and developers learn about processes which guide operators work) as well as the business
itself 5,

Code Quality can be increased as a result of implementing improved delivery pipelines under which code is
built into packages and introduced to the respective repository after each check . During the packaging of a
new build, code can be submitted through quality gates, ensuring that best practices defined for that application
are being adhered to 2. Due to the continuous integration capability encouraged by DevOps culture, developers
from several teams will be working in collaboration with other developers. There will be opportunities to find
issues or needed improvements to other developers’ code, improving the overall code quality of applications 8.

There is great consensus in literature about the increase of value when using DevOps. DevOps is a culture
that uses Lean and Agile practices. DevOps phenomenon arose as an extension of agile software development
inspired by lean concepts %°. The first Agile Manifesto principle is about value: “Our highest priority is to satisfy
the customer through early and continuous delivery of valuable sofiware.” 1°. Due to the continuous delivery

capability that DevOps employs, shorter development and release cycles  can be achieved, where business



and customers will notice the ongoing improvement of software, realizing the continuous increase in value of
their applications °.

Automation brings an additional benefit in the ability to perform defined actions after an event is triggered
by automated monitoring 5. By automating infrastructure using infrastructure as code, the availability and
reliability of applications will be improved. Such infrastructure can scale up and scale down according to its
reported usage and demand 4.

Related to the Faster Time to Market benefit, feedback and automation is not only used to deliver new or
improved products 2. Due to the premises of DevOps in having a solid IT team, both developers and operations
work together to guarantee that fixes are deployed in production instantly 8. This contributes to the stability
and availability of applications, so that defects do not cause greater impact %,

The objective of implementing any framework, practice or methodology is to improve performance.
However, operators and developers commonly have different objectives and use different metrics to measure
their performance, as explained in Section 3.1.3.4. Thus, to improve a team’s performance, an alignment is
needed for the definition of clear and visible goals . In case of operations, these would be aimed at the stability
and reliability of an application, while for developers the focus should be on the features delivered for it 445,
Since DevOps is also targeted towards using Lean and Agile practices %, it concentrates its aim on improving
people, processes and technologies capabilities, specifically in the way the work in process is limited and done
in small batches, therefore contributing to the well-being of their teams 2°.

Cost reduction is amongst the top goals of every organization in the world. As discussed before, DevOps can
help reduce costs by reducing bottlenecks in the SDLC, optimizing time to deploy changes in production and
enabling better resource management ?2. This can help balance software quality with costs, helping
organisations to have an increased return on investment 6768,

To optimize the SDLC it is essential that operations can react quickly, helping developers have their
environments stable, up and running. DevOps encourages operators to use the Infrastructure as a Code
capability in order to help manage and configure environments more quickly and in a standardized way 57,
This allows developers to have development and pre-production environments, which aids in the discovery of
issues early in the SDLC ™. Likewise, the environment process configuration and tools used by each team
should be standardized, avoiding common situations like “it was working on my machine” 72
With the mixing of IT teams by making developers and operators work together, the competences of these

resources will be increased °. Developers will be able to get abilities that most often regard to operations, while



operators will get abilities on areas of development ®. This also contributes for improved knowledge
management 22, allowing a DevOps team to be more complete in terms of their joint competences.

On a Decrease of Manual Work a consensus can be concluded in literature. This is accomplished by using
automation. There are three major areas where it can be applied: testing 73, the delivery pipeline 7 and
configuration or provisioning 7°. Test scripts can be automated by using tools that will perform the actions of
the testers, verifying if the final output is the desired one. Thus, this capability reduces the manual work of
testers as well as the risk for human error. Moreover, automated tests enable continuous testing capability which
helps find integration issues earlier in the development cycle, making defect resolution faster and with less
impact on production environments 3. This also frees up the tester to create other, exploratory testing activities.

Operations are usually not only responsible to guarantee the stability of production environments but also of
the lower environments. If a development team requires several development environments, each requiring
operators to configure manually, a blocking of development resources may occur. DevOps encourages the usage
of infrastructure-as-code to allow the operators to manage their infrastructure and environment configurations
by using code, replicating said configurations for several alternative environments, speeding up configuration
L, Furthermore, it is possible to automatically provision environments with resources based on predetermined
thresholds, guaranteeing their stability and availability .

DevOps encourages developers to continuously integrate their code so that issues can be found earlier .
However, this requires a lot of work if every time a developer checks-in his code, a manual package needs
creation for other developers to review. Under DevOps, every time that a developer commits code to a code
repository, a script is triggered that will automatically test and create a package or artifact, checking and giving
immediate feedback if there is any error and, if successful, storing it properly 5. From this point onwards, the
developed package can be used for installation across all environments. With the package stored, one could also
trigger a script that will deploy the package with new code in a test environment, making it available for testers;
alternatively, once the deployment is completed, more complex automated testing can be triggered, like
integration or end-to-end tests and developers informed if the new code failed in any test, speeding up the bug
fixing and increasing the software’s stability 2277,

Customer satisfaction can be seen as a consequence, resulting from a variety of previously described benefits.
Since DevOps will continuously improve the stability of applications while reaching for customer feedback,

customer satisfaction will increase ?2. By reducing bottlenecks on the SDLC process, the customers’ feedback



is deployed on the application faster, further increasing satisfaction 8. Also, looking from a perspective in which
a customer is internal, DevOps can also contribute to cost reduction (please see section 4.1.13).

Less Failed Changes can be seen as a consequence from both the standardisation of processes and tools, as
well as from other DevOps capabilities in general. With a standardisation of processes, like those used in a
deployment, for example, issues on a deployment script can be found and fixed in other environment, before
reaching a production deployment 22, With all the automation (in testing areas, for example) and continuous
integration that DevOps encourages, help is obtained towards identifying issues with development work earlier
on the SDLC, helping to avoid failed changes when moving to production ™.

Employees of an organisation will feel more motivated by working on a more communicative environment,
in which they feel that their team will back them up 2. This will contribute to reduced blame-games between
developers and operators 54, Due to the sharing culture that DevOps promotes, developers will learn about
operators’ tasks just as much as operators will learn about developers’ tasks. Thus, employees will be more
capable to backup each other up on different types of work 58,

Due to the increased speed of development, and by enabling a faster time to market, DevOps allows
organisations to experiment new solutions, features and products 2° without incurring in significant economic
impacts. Start-up companies are known for creating new market segments due to the innovative solutions they
create. DevOps brings a great opportunity for these organisations, which does not have much revenue, allowing
a spirit of the “Faster you fail, faster you recover” 14®b),

The setup of IT Teams before DevOps were structured in a way that deployments were manually performed
by single or multiple operation teams that had the responsibility for configuring and setting up production
environments, database configuration, backups of software build and reversing bad builds on the new software
%, This raises the possibility and concern of human errors, which can impact the entire service stack of an
organization 7°. Automation is one of the most used capabilities in DevOps which can help on this matter. By
building automatic deployment mechanisms it is possible to decrease the volume of potential outages from
applications ¢°. Moreover, DevOps gives the ability for developers to perform their own deployments under the
motto “You build it, you run it” &, which empowers developers to find bad builds before operators, resulting in
improved deployment management.

DevOps promotes monitoring during the entire deployment pipeline, using tools to notify developers and
operators in case of something going wrong, or the need for manual actions, like rolling back the software to a

previous version %, contributing also to a better deployment management.



DevOps is usually allied with cloud implementations which help deploy security integration and carry out
penetration tests between applications 88, Nowadays, cloud providers offer services that promote the usage
of DevOps, in which a security model for their customers is ensured 8.

As discussed earlier, DevOps is not only focused on automating processes and improved performance, but
also on cross team collaboration and interaction between people. For DevOps, or other agile software
development methodologies, organisations need to have a culture that allows for these interactions. Lean, Agile,
and DevOps appeared in various times to meet various requirements , but they all concentrate on
organizational culture by forming interdisciplinary teams, cutting waste, concentrating on the customer,
embracing change, and providing value on a continual basis. Under DevOps, sharing is the key for operators
and developers to work together. As such, organizational culture needs to be adapted to promote this kind of

involvement 7.

5. Second SLR: Empirical Evidences of DevOps Benefits

A second SLR was carried out to confirm and evaluate the findings from the first SLR, in which all DevOps
benefits were gathered from literature. To do so, the authors captured and analysed a total of 36 DevOps
implementation Case Studies. Each of the studies was read for data on the outcomes of introducing DevOps
capabilities in a business environment. A list of these articles, their references, and basic vectors of analysis,
are found on Table 2.

Due to the data provided in Table 2, it was possible to produce Figure 2 with a segregation of the case studies
by Continent, Country, and Business Sector. It is possible to see that DevOps is more present in Europe or on
Multinational organisations that work in several countries from multiple continents. Regarding the business
sector, the IT business sector clearly stands out from the other sectors. Since DevOps is a culture that is focused
on IT developers and operators, it makes sense that IT organisations implement this culture before other sectors.
However, from professional experience from the authors, the DevOps culture have been expanding on the
financial sector (Banking and Insurance).

Having identified and analysed the final list of DevOps implementation articles, we proceeded to map
business benefit Concept IDs to Case Studies in which they are mentioned. Some of the documents included
findings from more than one Case Study; for these, we relied on decimals to differentiate implementation results

from each organization as much as we possibly could. However, it is important to note that some authors merged



in a single body the observations and results of multiple, different DevOps case studies, making full
differentiation impossible. In total, 69 Case Studies were identified and reviewed as part of our research. The
results of this effort are presented in Table 3 (also refer to Appendix B). Moreover, one of the case studies didn’t
presented any benefit, where the authors have identified to study the benefits as their own future work. The
Benefit ID and Benefit Description columns are referring to the concepts previously presented in Table 1.
Lastly, it is relevant to add that most of the Case Studies did not provide quantitative evidence of these benefits,

but often referred to them in a qualitative manner.



Table 2 — List of DevOps Implementation Case Studies Analysed



ID Reference | Country Continent Business Sector

CS.01 8 Sweden Europe Information Technology
CS.02 87 Spain Europe Human Resources

CS.03 8 Italy Europe Lighting Business

CS.04 %6 Denmark Europe Information Technology
CS.05 2 Brazil South America | Government Organization
CS.06 8 Morocco Africa Information Technology
CS.07 % Montenegro Europe Banking Industry

CS.08 o Germany Europe Information Technology
CS.09 % USA North America | Information Technology
CS.10 92 Multinational Multinational Healthcare

CS.11 % USA North America | University Project

CS.12 9 Finland Europe Information Technology
CS.13 % New Zealand Oceania Finance & Insurance Industry
CS.14 9% USA North America | Government Organization
CS.15 69 Spain Europe Information Technology
CS.16 53 Multinational Multinational Mixed

CS.17 15 Finland Europe Information Technology
CS.18 97 Australia Oceania Information Technology
CS.19 % Finland Europe Information Technology
CS.20 % USA North America | Information Technology
CSs.21 18 Multinational Multinational Information Technology
CS.22 100 N/A Europe Information Technology
CS.23 101 Multinational Multinational Mixed

CS.24 6 (Not Provided) | (Not Provided) | Finance & Insurance Industry
CS.25 102 (Not Provided) | (Not Provided) | Information Technology
CS.26 2 Multinational Multinational Mixed

CS.27 103 Multinational Multinational Information Technology



CS.28
CS.29
CS.30
CS.31
CS.32
CS.33
CS.34
CS.35
CS.36

An improvement in the rate by which new development is produced, deployed, and reaches the market was
by a considerable margin the most widely and explicitly observed benefit of a DevOps adoption. The
implementation of DevOps practices, particularly when it comes to establishing a bridge between development
and operations teams %4, was commonly pointed out as an enabling factor towards faster delivery %, The added
flexibility associated with DevOps practices allows for new software evolutions to be implemented faster, while
sustaining a quality standard 7. Shorter response times 5% and increased deployment speed 7 are likely to be
observed in a successful DevOps integration. In Luz et al.’s 28 study it is stated that “after the DevOps adoption,

it was possible to make 29 deployments on a single day” whereas before, due to rigid and conflicting policies
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at the operational level, deployment were only scheduled to occur once, weekly.
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Figure 2 — Case Studies Segregation

As established, the development of synergies between teams is a foundational principle for applying DevOps
practices. From our research, improved collaboration and communication between developers and operational
staff was a frequently reported benefit resulting from DevOps implementation. Increased awareness of the
overall software development processes, standard deployment practices and service management took place "
as teams abandoned traditional “work silos” in favour of DevOps . Furthermore, this “empowerment of
teamwork” % between development and operations seems to heavily tie in with other business benefits ranging
from improved reliability, quality, and security ° to competence maximization, innovation and employee
motivation. Referring to Shahin’s 1% work, in interviews that were held with participants of a DevOps
implementation study, the opportunity of learning about overall operational and architecture aspects was often

commented as a deeply useful and “growing exercise”.



Table 3 - DevOps Benefits Analysis

Benefit ID Benefit Description Occurrences in | Percentage of
(from Table 1) | (from Table 1) case studies Case Studies

B02 Faster Time to Market 49 71%
BO1 Cross Team Collaboration and Communication 39 57%
B12 Decrease of Manual Work 38 55%
B08 Increase of Team Performance 30 43%
BO4 Increase of Code Quality 27 39%
B17 Better Deployment Management 25 36%
B06 Improvement of System Reliability 23 33%
B03 Faster and Better Feedback 22 32%
B10 Processes and Tools Standardization 19 28%
B11 Maximization of Competences 20 29%
B13 Increase of Customer Satisfaction 19 28%
B15 Increase of Employees Motivation 18 26%
B09 Costs Reduction 12 17%
BO7 Less Mean Time to Recover 10 14%
B19 Organizational Cultural Changes 9 13%
B16 More Innovation 6 9%
B05 Increase of Value 6 9%
B14 Less Failed Changes 5 7%
B18 Less Security Issues 2 3%

DevOps practices emphasize automation over manual work in the development, testing and deployment of
software 23, Over 50% of the reviewed Case Studies clearly mention a reduction in the volume of manual tasks.
For example, in Laukkanen et al’s 1% study, “manual test[ing] had been the bottleneck” for reducing feature
freeze periods; with DevOps implemented, release tests for specific systems were automated, causing a

reduction in the time necessary for completion. Luz et al. % also describe how before having DevOps



implemented a vast majority of automatable tasks were done manually, often causing errors and need for
rework. Similar to what we observed in our analysis of B01 (Cross Team Collaboration and Communication),
the benefit of reducing manual work appears to tie in with faster delivery?, less failed changes, improved code
quality and even employee motivation, as was observed in R. K. Gupta et al.’s % case study. Here, teams focused
on incremental automation, focusing on a single, critical workflow at a time; upon reviewing progress, it is
stated that “such small successes motivated the team”, encouraging them to pursue further automation.
Although Increase of Value (B05), Less Failed Changes (B14) and Less Security Issues (B18) were not
commonly and explicitly discussed in the analysed Case Studies, there is room for further investigation towards
better understanding how business benefits can relate to each other. Despite said links not being subject to
investigation under the present research, it may not be unreasonable to consider that organizations who increase
release rates and quicken their time to market (B02) are in a better position to deliver greater value to
stakeholders (B05); or that those who significantly improve communication and collaboration between

Developers and Operations (B01) may also observe a reduction in failed changes or release faults (B14).

6. Results and Discussion of DevOps Empirical Evidences

Table 4 presents examples for each of the 19 business benefits identified as part of our research. Where
applicable, cells referring to the “Problem Solved” column are also filled in, indicating the motivation or
reasoning that led to the implementation of DevOps, which led to the observed benefits. This section shows that
DevOps can solve different problems on the organisations, indicating an empirical evidence of the benefits got
after the DevOps implementation.



Benefit

Table 4 - Case Study Analysis: DevOps Benefit and Problem Solved

Example of Benefit

Problem Solved

Case Study

(B0O1) - Cross Team
Collaboration and
Communication

(B02) - Faster Time to
Market

(B0O3) - Faster and
Better Feedback

(B04) - Increase of Code
Quality

(B05) - Increase of
Value

“The inclusion of operation team members and operation topics help the
operation team to know the development topics and plan their readiness
accordingly. Additionally, they take building knowledge and feedback
for risk assessment without additional effort.”

The organization achieved a one deployment per week frequency, with
one hour / one day lead time for changes.

“The flexibility afforded by the DevOps approach allowed the
development teams to recognize, characterize and accommodate- date
changes to DART’s control algorithms for NEXT-C in real time. The
team was able to update the test specifications and procedures in real
time, and ultimately achieve the goal of demonstrating NEXT-C at
Technology Readiness Level.”

“Higher levels of automation were found to drive improved quality
assurance. (...) The automated DevOps production pipeline helps to
ensure that every change is verified before it is pushed forward for
delivery.”

“Increase in deployment frequency from about 30 releases a month to
an average of 120 releases per month.”

“We soon realized that with the current approach we would
not be able to release the first couple of version increments.
Team members in India and USA have experience in
traditional software development and product management
group in Germany has no experience in software
development.”

“The organization size, the diversity of its departments
(development, operations, security, service, QA
architecture, etc.) as well as the interaction between them,
and the complexity of its processes, hampered reducing time
to market, and made this company less competitive”

“While NEXT-C was well characterized from its own
development and test perspective, there were unknowns in
the specifics of DART's tailored use-case for the thruster.”

Description of a Problem / Motivation was not provided.

“Need for a change by the business in order to remain agile
and competitive. (...) Prior to DevOps, the company had
been maintaining and developing its aging monolith
application that was hosted in a traditional data centre.”

CS.10

CS.15

CS.14

CS.12

CS.13



(B06) - Improvement of
System Reliability

(B0O7) - Less Mean Time
to Recover

(B08) - Increase of Team
Performance

(B09) - Costs Reduction

(B10) - Processes and
Tools Standardization

“The time spent in the queue for the Basic approach is about 330 times
that of the Containerized approach, and similarly the queue time using
the Hosted agent is 1,110 times that of the Containerized approach,
which translates to significant time saved. Since all of the infrastructure
is managed without any new cost incurred, yet the throughput is high,
our CI/CD pipeline is very lean.”

“This case study illustrates how rapid and simple its deployment was, in
accordance with the DevOps principles, and therefore focusing on how
self-service monitoring infrastructure for threats detection provided
engineers—both developers and IT operators—fast and continuous
feedback of the Library Energy-Efficiency System deployed into
production. (...) it provides evidence of how this cybersecurity
monitoring infrastructure enabled to detect threats, such as denial
attacks, and helped to better anticipate spoofing problems.”

“Considering the e-TCE system, after the DevOps adoption, it was
possible to make 29 deployments on a single day. Before the DevOps
adoption, and due to the rigid policies of the operations team, the
deployments were schedule to occur once a week.”

“Most companies confirm that DevOps brings shorter response time and
more frequent deployments, higher productivity, better feedback from
the client and lower IT cost.”

“Although having simpler deployment pipeline for each component or
service can bring a lot of benefits but the requirement of a dedicated
pipeline needs extra effort to set up the dedicated pipelines for the first
time. Some of the participants reported that they were employing
automation technologies such as Docker to simplify the deployment
process.”

“We recently decided to move towards a micro-services-
based architecture (...) Consequently, the number of build
and release definitions would increase significantly, and the
infrastructure that was utilized may no longer be sufficient.”

“The development and deployment of such systems [loT] into
production as well as their operation and monitoring are
highly complex due to the heterogeneity of delivery
endpoints. (...) The Cluster of European Projects on
Software Engineering for Services and Applications
highlights the importance of ensuring Quality of Service
(QoS) and correctness of 0T systems together with the
complexity of such purpose as devices and software could
change for various reasons such as bugs and failures,
changing interfaces and implementations, and changing
requirements.”’

“Before DevOps, deployment activities were historically a
controversial point at the TCU. Several conflicts occurred
over time. Rigid procedures were created to try to avoid
problems.”

Description of a Problem / Motivation was not provided.

“Our analysis of the data revealed that it was challenging for
a couple of practitioners to design applications for different
operations environments, in which they may have had
difficulty to make consistency in a set of heterogeneous
operations environments”’

CS.8
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(B11) - Maximization of
Competences

(B12) - Decrease of
Manual Work

(B13) - Increase of
Customer Satisfaction

(B14) - Less Failed
Changes

(B15) - Increase of
Employees Motivation

(B16) - More Innovation

“The advantage is that the DevOps team teaches the student the
necessary activities and attempt to integrate him\her into the team.
There are no educational programs, for example, from the university
that teach all necessary competencies that are required to work in a
DevOps team. Hence, companies train their students or team members
to get ready for the role.”

“Overall, developers are able to perform the defect validations much
more quickly without having to wait to manually configure the hardware
with latest software bundles having their fix in it. With this automation,
developers have full control — to validate any defect they have to just
pick and choose the config and within few clicks they will have a setup
up and running on which, they can validate the defect in production like
environment.”

“The more and faster development team adds new features, more
citizens visit the website or in the web application. (...) The deliverables
may be released daily or at the end of the release cycle time.
Subsequently, the development team gains faster feedback from end-
users that would help in mitigating several risks”

“Because every change in the code is checked at every stage of the
development, and errors are discovered and resolved on the fly, the end
products have fewer bugs, and the software can be readily released.”
“The instantiation of the role rotation in the cross-functional DRR
practice in our case enabled large-scale learning and KS since all team
members were able to perform several roles and become more
knowledgeable. (...) When team members rotate, they can take on
responsibilities, develop skills, and acquire knowledge. This fosters the
team’s autonomy.”

“The single-case study presented in this research was helpful to answer
the two research questions. First, DevOps may be considered an
approach that contributes to implementing innovation for software-

“In the traditional silo organized IT department, there is a
high level of specialist knowledge. However, in the DevOps
setups, these departments are linked, and the human capitals
move from highly specialized to more generalized
knowledge.”

“No organizations can afford to live with manual, error
prone and repeated activities in the software delivery
lifecycle (...) the project teams identify this precise business
need and adopt DevOps to optimize their processes, it is
going to reap more fruits.”

Description of a Problem / Motivation was not provided.

Description of a Problem / Motivation was not provided.
Cross-functional collaboration and team self-organization

were described as major challenges.

“To develop its own consulting approach, T-Systems MMS
initiated a DevOps program, which explicitly aims to

CS.26

CS.36

CS.23

CS.12

CS.25

CS.35



(B17) - Better
Deployment
Management

(B18) - Less Security

Issues

(B19) - Organizational
Cultural Changes

defined business environments, (...) Second, the case shows that (IT)
consulting companies need to transform themselves for DevOps.”
“This has reduced errors caused by builds with wrong dependencies,
incorrect deployment documents, and human errors in general, since
only automated processes would deploy in the environments. (...)
Initially there will be the impression that some legacy systems and
technologies will not be able to be automated or benefitted by the
Continuous Delivery process, but in the case of the institution of the case
study, even COBOL and Powerbuilder systems have benefited from
process automation.”

“The success so far shows that organizations with large bureaucratic
obstacles and stringent software security and accreditation
requirements are able to use (Sec)DevOps processes and toolsets to
produce software that meets security and accreditation requirements
and ultimately satisfies their customers.”

“DevOps culture and mind-set, which were enriched with colocation,
were observed in the wider dissemination of DevOps approach across
the organisation.”

improve the company’s offering in the area of innovative
digital services.”

“It was identified that the deployment process executed until
the beginning of this work required a lot of effort and there
was a lot of bureaucracy.”

“Ensure that security became a continuous practice rather
than being tacked on at the end.”

“Prior to this improvement, the team spent huge efforts in
merging code and resolving merge conflicts, which were
causing broken builds ofien.”
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7. Challenges in DevOps Adoption: The other side of the coin

Even thought, this research is about the benefits of the DevOps culture adoption, the main objective is to
show what to expect when adopting DevOps. Thus, for this article some DevOps challenges will also be
presented, since some of the researchers that identified DevOps benefits, were also able to identify challenges
to the DevOps implementation. In Table 5, one can see which challenges were identified by the researchers that

also identified benefits.

Table 5 - DevOps Adoption Challenges

ID Challenge # Of References References
C.01 | Industry constraints 2 2
112
C.02 | Deep-seated company culture | 2 3
29
C.03 | Insufficient communication 1 2
C.04 | DevOps is unclear 1 2

As it can be seen, some of the challenges shown in Table 5, are more related with the culture, environment,
and business industry where the DevOps culture is being implemented, rather than the technologic point of view
of DevOps, such as “Insufficient communication”, “Deep-seated company culture” and “Industry constraints”.
This shows that when an organisation is thinking to adopt DevOps, should self-assess if it is culturally ready
for this change. Moreover, to help to mitigate this challenge, the top management of the organisation should be
propelling for this change so it could be example for the rest of the organisation . But there is a technologic
challenge regarding the automation of the deployment scripts for several technologies. Organisations have
multiple applications, where each of them can have different coding languages which needs its own deployment
script. This requires a lot of different skills for DevOps to be able to automate these different deployment scripts.

DevOps has been evolving constantly, which could help regarding the challenge “DevOps is unclear but also
evolving”. The amount of publications shows that the DevOps adoption has been growing over the time,

showing that organisations have been able to understand how to implement DevOps.



Every new adoption for an organisation takes time to learn, and DevOps is not an exception for it. To adopt
DevOps, it is important to give training to the organisations employees so they can understand how to implement
DevOps.

8. Validity of the SLRs

The authors have submitted this research to validity tests where the validity is made in four different
categories, construct validity, external validity, internal validity and conclusion validity 3. Zhou et al. 1'% have
performed a research to synthetise the most common pitfalls when performing literature reviews by the different
review phases. In Table 6 one can see some of these common pitfalls and how the authors have passed the test
for this research.



Pitfall Description

Table 6 - Validity Tests

Review Test

Non-specification of SLR’s
setting and sufficient details
Incorrect or incomplete
search terms in automatic
search

Incomprehensive venues or
databases

Inappropriate inclusion &
exclusion criteria
Inadequate size and number

of samples

Restricted time span

Bias in Study Selection

Paper/database inaccessible

Primary study duplication

Bias in Data Extraction

These pitfalls are regarding the planning phase of the review. However,
this research has a process and protocol correctly defined describing the
decisions for the criteria, databases and search terms used. This shows a
path that other researchers can follow to reproduce and replicate this
research, adding more validity to this research.

For both SLRs on this study, it was possible to gather a significative
amount of publications. From these samples, the authors were able to
identify several benefits on the first SLR likewise, on the second review
where was possible to identify several DevOps case studies.

The only time restriction defined was the minimum date of research since
DevOps was first presented in 2008.

To avoid the bias study selection, the authors have defined filters and
criteria to select the studies on the same way for all of them.

The databases used are some of the known databases by the
Academic/Scientific and Software engineering communities, showing the
reliability of these databases.

To avoid duplication, the authors have applied a filter to remove
duplicated articles.

The several authors of this research have reviewed the data extracted from
each author to avoid that some researchers have not identified important
data.



9. Conclusion

DevOps is a novel culture being adopted worldwide. The authors noticed a lack of synthetization for DevOps
implementations benefits in present literature. Thus, the objective for this research was to consolidate the
benefits of DevOps implementation so new practitioners know what to expect when adopting the methodology.

To accomplish this objective, the authors have chosen to perform an SLR on the benefits reported in
literature. The SLR methodology is known for adding rigor to research due to the well-defined protocol that
one must comply to when defining it. Additionally, a second SLR was carried out to find Case Studies of
DevOps implementation. This second SLR was important for research, allowing for the mapping between issues
that organisations faced, what were the achieved benefits, and what empirical evidence are there, respectively.
Given the accomplishment of the study objective, it is possible to note that this study brings contributions to
the theoretical body of knowledge by synthetising the DevOps implementations benefits.

Regarding the findings originated from this research it is possible to state that even though there was a small
number of studies in common between both SLR’s, all benefits listed from the first SLR were also found on the
second SLR. This demonstrates that empirical evidence exists for said benefits. It was also interesting to note
that the top five benefits with more references from the first SLR are not the same as the top five benefits with
more occurrences in the second SLR. Of the top five from the first SLR one can find benefits B03 and BO5,
while on the second SLR one finds benefits BO8 and B11. Comparing BO5 with B08, the authors can understand
that it is easier to measure an improvement in team performance rather than a measure of value increase. As
such, it makes sense to find B08 with more occurrences with empirical evidence. Furthermore, when comparing
B03 with B11, one can also suppose that all the automation that DevOps encourages makes it easier to record
a decrease of manual work, as the effect should be immediate, while faster and better feedback often results
from willingness by individuals themselves.

It is possible to see that the most reported benefits are common between the two SLR’s. Those benefits are
BO01 and BO2. This is aligned with the premises of DevOps, bridging the gap between developers and operators,
working together in delivering software or products faster to their customers.

Regarding the least reported benefit it is possible to see B18 on the bottom of each SLR. It seems that this
benefit is related with DevOps, but it is more specifically studied as an own discipline for security, called

DevSecOps.



The fact that Case Study authors did not frequently provide quantitative evidence regarding the observed
business benefits did increase the difficulty of establishing fully consolidated findings. This brings the
opportunity of future researchers to expose metrics on how to measure the DevOps benefits, to compare how
the organisations business units behave with these DevOps benefits. Another limitation to this study is due to
the novelty of DevOps, the authors couldn’t apply a quality filter on the SLR’s for top conferences and top
journals, otherwise, the total amount of articles for analysis would be low. As future work, the authors suggest
performing a similar study for DevOps, but instead of benefits it could be directed at finding adoption challenges
and how to overcome them. The authors believe that combining this research with a study where adoption
challenges are tackled would help new DevOps practitioners clarify what is expected to be achieved with
DevOps and how to go about its implementation. Moreover, this research would help organisation on the
decision to implement DevOps, since this research shows the trade-off between challenges and benefits.
Furthermore, there may be value in studying to what extent do identify DevOps business benefits can relate to

each other, building a potential series of linked, expected improvements for business.
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Appendix A. Concept-Centric Approach for Benefits and Literature

This appendix provides a mapping between all the authors (references) that mention a certain DevOps
benefit.

Concept ID | Reference

BO1 6,12,15,17,22,25,28,29,44-46,49-51,56,57,62-65,67,69,70,73,76,80,84,92,95,110,114-132

B02 6,12,14,17,22,25,39,51-54,56,58,63,65,75,79,94,116,125,126,128,129,132-149

B03 6,14,15,22,23,39,44,45,49,51,53-56,58,60,63,67,73,75,76,96,112,114,120,121,124,125,128,136,143,150-156
B04 14,15,20,22,28,29,45,51,57,65,71,76-78,95,96,110,112,116,121-123,125,128,131,135,138,151,154,156-158
B0O5 6,17,22,28,29,45,50,56,58,60,65,69,92,95,104,121,123-125,128,136,138,143,159-161

B06 6,14,22,46,57,61,64,65,68,71,96,110,119,121,122,124-126,133,153,158,162

BO7 6,14,23,45,46,56,62-64,67,69,83,125,126,140,147,151

BO8 12,22,28,29,44,45,53,57,63-65,70,116,138,150,157,159

B09 22,28,51,65,67,68,75,110,128,132,133,148,151

B10 22,65,68-72,112,127,128,145,150,152

B11l 15,22,23,25,29,54,65,67,70,95,120,121,126

B12 22,56,65,68,71,73,75,77,81,120,154

B13 22,29,51,55,56,58,64,65,78,116,136

B14 22,46,58,65,67,75,76,79,121,147,163

B15 12,15,54,63,70,80,95,116,124

B16 14,29,120,136,141,156,159,163

B17 56,63,65,70,81

B18 82-84,125,138

B19 15,77




Appendix B. Identified Business Benefits per DevOps Implementation Case Study

In this appendix there is the mapping between the case studies and the benefits identified on each of these
case studies.

ID Case Study Number DevOps Benefit Concept ID
Cs.1 1 BO1
CS.2 2 B02; B04; B17
Cs3 3 B01; B0O6
Cs4 4 B11
CS5 5 B01; B02; B08; B10; B17
CS.6 6 B01; B0O3; B13; B04; B06; B10; B12;
CS.7 7 BO1; B02; B06; B10; B17
CS.8 8 B0O1; B02; B06; B10; B18; B17;
CS.9 9 BO1; B04; B06; B16
CS.10 10 BO1; B02; B03; B10; B17;
CS.11 11 B04; BO6
Cs.12 12.1 B01; B02; B03; B04; B05; B06; BO7; B0O8; B10;
B12; B14; B15; B17
12.2 B01; B02; B03; B04; B05; B06; BO7; B08; B10;
B12; B14; B15; B17
12.3 B01; B02; B03; B04; B05; B06; BO7; B08; B10;
B12; B14; B15; B17
CS.13 13 BO1; B04; BO5; B10; B13; B15; B16
CS.14 14 BO6; B17
CS.15 15.1 B02; B0O6; BO7; B17
15.2 B02; B0O6; BO7; B17
CS.16 16.1 B02; B03; B08; B09; B12; B13
16.2 B02; B03; B08; B09; B12; B13
16.3 B02; B03; B08; B09; B12; B13
16.4 B02; B03; B08; B09; B12; B13
16.5 B02; B03; B08; B09; B12; B13
16.6 B02; BO3; B08; B09; B12; B13
16.7 B02; B03; B08; B09; B12; B13
16.8 B02; B03; B08; B09; B12; B13
16.9 B02; B03; B08; B09; B12; B13
16.10 B02; B03; B08; B09; B12; B13
16.11 B02; B03; B08; B09; B12; B13
CS.17 17.1 B4; B6; B7; B9; B10; B11; B17; B19
17.2 B02; B04; B08; B15; B19
17.3 BO1; B02; B04; B06; BO7; B08; B15; B19
17.4 B02; B04; B06; BO7; B08; B15; B19
175 B02; B04; B08; B15; B19
CS.18 18 B01; B02; B04; B08; B12
CS.19 19 BO1
CS.20 20 B04; B0O6
Cs.21 21 No benefits identified
CS.22 22 B01; B0O3; B08; B11
CS.23 23.1 B02; B06; B11; B13; B15; B16; B17
23.2 B02; B03; B06; B11; B13; B16; B15
CS.24 24 B01; B02; BO3; B04; B06; BO7; B12 B13; B17
CS.25 25 BO1; B08; B11; B12; B15; B19

CS.26 26.1 B01; B08; B11,; B12; B15



26.2 B01, B0S; B11,; B12; B15

26.3 B01; B08; B11; B12; B15
26.4 B01; B08; B11; B12; B15

CS.27 27 BO1; B02

CS.28 28 BO1

CS.29 29 B01; B06; B11; B12; B14; B15; B19

CS.30 30 B01; B06; BO7; B08; B12; B19

Cs.31 31 B01; B02; BO3; B04; BO5; B06; B08; B13; B15;

B16; B17; B18

CS.32 32.1 B01; B02; BO4; B10; B11; B12; B17
32.2 B01; B02; BO4; B10; B11; B12; B17
32.3 B01; B02; BO4; B10; B11; B12; B17
32.4 B01; B02; BO4; B10; B11; B12; B17
325 B0O1; B02; BO4; B10; B11; B12; B17
32.6 B01; B02; BO4; B10; B11; B12; B17
32.7 B01; B02; BO4; B10; B11; B12; B17
32.8 B01; B02; BO4; B10; B11; B12; B17
32.9 B01; B02; BO4; B10; B11; B12; B17
32.10 B01; B02; BO4; B10; B11; B12; B17

CS.33 33 B02; B06; B14

CS.34 34.1 B02; B12
34.2 B02; B12
34.3 B02; B12
34.4 B02; B12

CS.35 35 B01; B02; BO3; B05; B13; B16

CS.36 36 B02; BO3; B08; B09; B12; B13; B19



