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Resumo 

A utilização de metodologias DevOps é hoje uma característica predominante de 

organizações envolvidas no desenvolvimento e manutenção de sistemas de Tecnologia e 

Informação. Apesar da crescente produção de literatura a examinar práticas DevOps, 

existe muito território por explorar referente às suas ramificações a nível operacional. Isto 

é particularmente notável quando se consideram potenciais interações com frameworks 

de ITSM como o ITIL, que governam Operações. Esta pesquisa tem como objetivo 

estabelecer quais princípios e práticas DevOps podem ser aplicadas na Gestão de 

Problemas, um processo central para a Gestão de Serviços. Especificamente, exploramos 

quais práticas DevOps podem ser utilizadas ao longo do ciclo de vida de um Problema, 

tal como que benefícios poderão resultar da sua aplicação. Um caso de estudo 

exploratório foi realizado com a participação de Gestores de Problemas a operar num 

ambiente DevOps. Três métodos de recolha de dados foram aplicados: Entrevistas 

semiestruturadas, onde participantes descreveram a sua experiência e conhecimento em 

relação a DevOps e Gestão de Problemas; análise documental e observação, onde 

processos operacionais foram examinados; e uma discussão em grupo onde resultados do 

estudo foram discutidos e sistematizados. Esta investigação indica que práticas DevOps 

tem variados níveis de significância para um processo de Gestão de Problemas. Práticas 

associadas ao planeamento contínuo e colaboração tendem a ter maior significância no 

ciclo de vida de um Problema, com potencial para gerar benefícios como a mais rápida 

identificação de Problemas, maior qualidade na análise de causa, e melhorias nos tempos 

de resolução. As conclusões apresentadas neste estudo trazem benefícios tanto para 

académicos, expandindo o corpo de conhecimento disponível sobre o tema, como para 

profissionais, considerando a sua natureza prática e aplicável. Direções para trabalho 

futuro são também apresentadas. 

Palavras-Chave: DevOps, ITSM, ITIL, Gestão de Problemas. 
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Abstract 

The use of DevOps is a predominant attribute of businesses engaged in the 

development and maintenance of Information Technology systems. Although literature 

exploring DevOps practices has expanded, there is still much unexplored territory on its 

operational ramifications. This is particularly observed when considering their potential 

impact on ITSM frameworks such as ITIL, which governs Operations. This research aims 

to establish how DevOps principles and practices can be applied to Problem Management, 

a core Service Management process. Specifically, it explores which DevOps practices 

may be used throughout the Problem lifecycle, as well as benefits which may result from 

them. An exploratory case study was carried out with the participation of Problem 

Managers operating in a DevOps environment. Three data collection methods were 

applied: Semi structured interviews, in which participants described their experience and 

insight in relation to DevOps and Problem Management; documental analysis and 

observation, where processes and workflows were examined; and a focus group exercise 

in which study outcomes were discussed and systematized. This research indicates that 

DevOps practices have varying degrees of significance for a Problem Management 

process. Practices associated with continuous planning and collaboration are prone to 

having greater significance in a Problem lifecycle, with the potential of enabling benefits 

such as quicker Problem identification, higher quality Root Cause Analysis, and 

improved resolution times. The novelty of insight gathered in this study benefits both 

academics, through its contribution to an expanding body of knowledge, and 

professionals, considering the practical and applicable nature of findings. Future work is 

also presented. 

Keywords: DevOps, ITSM, ITIL, Problem Management. 
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Chapter 1 – Introduction 

The increased introduction of Information Technology (IT) resources into 

modern-day products and services has profoundly transformed the nature of business 

worldwide (Limanto et al., 2017). One could say that this development triggered the start 

of a new “information age” (Varga et al., 2019) in which the proper management of 

knowledge, processes and service delivery are present at the very center of organizational 

priorities, being key for success (Alsolamy et al., 2014; Park et al., 2006). Technological 

developments have driven up the investment on IT, as organizations strive to capture the 

benefits resulting from innovation as well as protect themselves against new and 

emerging threats (Benitez et al., 2018; Luo et al., 2016). In an effort to cope with the 

constant competition present in increasingly dynamic markets (Badinelli et al., 2012) 

organizations have developed and put in place equally “complex and dynamic IT systems 

to support their business processes” (Jamous et al., 2016; Soni, 2015).  

Due to changing market demands, the very methodologies by which software is 

delivered have evolved (Virmani, 2015). As stated by Šćekić et al., (2018), ever-changing 

business needs, coupled with the present expediency requirements for introducing 

software into the market, have “created a paradigm shift towards a 3rd generation 

Software Development philosophy called DevOps”, an acronym for software 

Development and IT Operations (See also Laukkanen et al., 2017).  

Many have defined the new sets of practices contemplated in DevOps as the 

merging of people, process, and product, aimed at delivering greater value to customers 

(de Kort, 2016) through quicker, yet equally competent and reliable, development and 

release cycles (Farroha & Farroha, 2014; Mohan et al., 2018). As such, it should not come 

as a surprise why these have become so increasingly popular in present-day software 

development (Ståhl et al., 2017).  

The emerging DevOps philosophy not only relates to software development 

standards but plays a significant role in the level and frequency of interaction between 

development and operations staff (Aiello & Sachs, 2016; Guerriero et al., 2015). 

Literature examining the processes by which DevOps is adopted frequently mention 

collaborative links being formed between said teams; these reportedly result into greater 

knowledge sharing (Senapathi et al., 2018), improved risk assessment and error detection 

(Gupta et al., 2019) as well as the reduction of deployment cycle duration (Kuusinen et 
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al., 2018). This has led to new research being performed on the potential challenges, risks, 

and benefits of the interaction between DevOps practices and Information Technology 

Service Management (ITSM) frameworks, which influence operations (Pilorget & Schell, 

2018). It is through the “specialized organizational capabilities” that ITSM offers, in the 

form of processes, functions and roles, that value can be consistently generated and 

delivered (Cartlidge & Lillycrop, 2009).  

The outcomes of DevOps practices in organizations operating via ITSM have been 

largely unexplored (Abdelkebir et al., 2017; Kamuto & Langerman, 2017). Amongst 

established frameworks such as COBIT and ISO/IEC (Sukmandhani et al., 2017), the 

Information Technology Infrastructure Library (ITIL) stands out as the most widely 

adopted ITSM system (Sharifi et al., 2008). Prevalently used ITIL processes such as 

Incident and Problem Management (PM) are of great significance for businesses in 

virtually any sector (Krishna Kaiser, 2018). As such, one can perceive an opportunity of 

delving deeper into the potential links between these key processes and the DevOps 

methodology. 

Research has been performed to understand how DevOps practices may have a 

role in executing the Incident Management process (Faustino, 2018). We will give 

continuity to this effort, focusing our analysis on exploring and understanding possible 

interactions with the PM process. To achieve this objective, the investigation will rely on 

the design science research (DSR) methodology. It will also be complemented with a 

systematic literature review (SLR) and a case study.  

The study is organized into 6 chapters, this first of which provides background 

and contextualization to the matters being investigated. It introduces motivations, the 

research question, main objectives, and a description of the dissertation structure. In the 

second chapter we provide a brief literature review on DevOps, ITSM frameworks, as 

well as the PM process; we also review currently existing literature on DevOps and ITSM 

integration. The third and fourth chapter are dedicated to presenting the research 

methodology we relied on. The practices followed for the capturing and treatment of case 

study data, and information regarding participants, are included therein. Analysis on the 

findings and results obtained from the case study are presented on chapter five. Lastly, 

the sixth chapter details the main conclusions of the study, its contributions to academics 

and professionals, as well as limitation, and opportunities for future work. 
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Chapter 2 – Literature Review 

 This chapter introduces the central topics which are covered throughout this 

research. In addition to providing an overview of the current understanding of DevOps, 

ITSM, and PM, it also contains a summary on to what extent these concepts have been 

articulated in present literature. 

2.1. DevOps 

A summary on DevOps, its background, definitions, and key practices is provided 

in this section. Main motivations towards its adoption by organizations, as well as an 

outline of current challenges frequently discussed in literature, are also presented. 

2.1.1. DevOps Background 

The DevOps (Development and Operations) approach has its origins dating back 

to 2009, when the DevOpsDays conference was first held in Ghent, Belgium (Kim et al., 

2016; Perera et al., 2017). It embodies a “change in IT culture” (Šćekić et al., 2018) in 

which high-speed software delivery (Virmani, 2015), improved collaboration (Perera et 

al., 2017) and the implementation of continuous testing, integration and feedback 

activities are emphasized (Soni, 2015). Its end goal is as far reaching as it is ambitious: 

To minimize the time between the initial concept and the “production ready application” 

(Soni, 2015); to maximize speed of delivery, having new code and software in “shippable 

state” at any point in time (Virmani, 2015); to capture, to the fullest extent, the benefits 

resulting from ongoing innovation (Sharma et al., 2015). 

Many researchers have identified, analyzed, and documented the common 

existence of silo structures between development and operations teams (Rajkumar et al., 

2016; Šćekić et al., 2018). As Wahaballa et al. (2015) noted, “In the IT industry, 

development and operations often are in conflict during deployment”. DevOps practices 

and activities reportedly address said incompatibilities, enhancing the collaboration 

between development and operations workforce (Hüttermann, 2012; Guerriero et al., 

2015) by way of shared experience and partnership (Rajkumar et al., 2016). Through 

ensuring team members responsible for operations are consulted regarding development 

topics, improved risk assessment (Gupta et al., 2019), better responses to market 

requirements (Bass et al., 2015), as well as quicker incident recognition and resolution 

are possible (Forsgren & Humble, 2015). In many cases, an overlap exists between teams 
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and team members who have roles for software development, and those who are made 

responsible for its ongoing operational support (Cannon & Wheeldon, 2007).  

DevOps plays a critical role for organizations in which efficiency, both at 

development and operational stages, is crucial for sustainability (Jessica Díaz et al., 2019; 

Paule et al., 2019); it is being described as a way of bringing the skills and knowledge of 

both teams closer (Senapathi et al., 2018), while keeping deployment and delivery costs 

low (Nybom et al., 2016). 

High pressure to develop, package and release new code can be considered a 

hallmark of the current IT industry (Wahaballa et al., 2015), with companies such as 

Facebook implementing new software on a daily basis (Feitelson et al., 2013). The high-

performance, high-availability and high-security requirements of contemporary 

Information Systems (IS) (Varga et al., 2019), coupled with the continuous engagement 

expected by present-day customers (Virmani, 2015), compels organizations to learn and 

apply new management strategies (Faustino, 2018) such as DevOps.  

Internal motivating factors, such as waste reduction, improved collaboration, or 

better quality (Colomo-Palacios et al., 2018) are taken into account; external factors, such 

as customer expectations or adherence to market standards and best practices (Lwakatare 

et al., 2019) also play a role in the increasing volume of DevOps implementation projects. 

2.1.2. Defining DevOps 

DevOps has been the object of many definitions (Hemon et al., 2020). In fact, one 

of the main challenges organizations face when implementing its practices lies in the 

vague nature of its essence (Riungu-Kalliosaari et al., 2016). The lack of standard and 

clearly determined practices as well as a logical overview of how they should be 

implemented (de Feijter et al., 2018) leads to organizations pioneering their own 

implementation (Erich et al., 2014). While the purpose is clear, the concept itself still 

holds ambiguity (Smeds et al., 2015).  

The present research does not aim to proport consensus on a given definition, yet 

we see value in presenting two prevalent interpretations. 

DevOps is often defined as a software development methodology in which 

integration between operations teams and software developers takes place (Wahaballa et 

al., 2015). Given the necessity for faster, highly reliable releases, practices such as 
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continuous deployment, continuous integration, monitoring, and performance 

management are paramount (Lwakatare, Kuvaja, et al., 2016). Under this 

conceptualization of DevOps, a “tight coupling” of development and operations roles 

takes place (Kuusinen et al., 2018), aimed at shorter patch release times, higher 

deployment frequencies and better software quality (Mohan et al., 2018). 

DevOps has also been defined as a broader organizational approach, or a 

movement, aimed at integration and collaboration in the delivery process of software 

products or services (Díaz, Perez, et al., 2019). In some cases, this is extended to 

interactions not only between development and operations staff, but also with the end 

users themselves (Heistand et al., 2019). Here, Humble & Molesky (2011) devised four 

foundational principles for DevOps, commonly known under the Culture, Automation, 

Measurement, Sharing (CAMS) acronym: Culture, denoting the importance of shared 

responsibility and the pursuit of a high-trust, transparent organizational environment; 

Automation, meaning its usage throughout the entire development lifecycle; 

Measurement, pointing to the setting and management of objectives aimed at creating 

value; and Sharing, suggesting the importance of knowledge sharing across all 

participants and in all involved departments. This perspective of DevOps, emphasizing 

fluidity (Ebert et al., 2016) between traditionally isolated silos, has led to researchers 

concluding that DevOps is “more a cultural shift for IT than a process tools shift” 

(Colomo-Palacios et al., 2018).  

2.1.3. DevOps Practices 

Independent from how one would conceptualize DevOps, there are common, 

distinguishable practices associated with its implementation (Díaz et al., 2018). We have 

already discussed DevOps’ emphasis on collaboration, the bridging of development and 

operations activities, and the pursuit for shorter release cycles. In this section we will 

describe key practices contemplated in it to achieve said purposes. 

Organizations implementing DevOps practices seek to continuously deliver new 

software, while maintaining reliability, quality, and compliance to security standards 

(Šćekić et al., 2018). This is made possible by establishing Agile planning principles in 

which small, cross-functional teams, having defined high-level objectives, collaborate 

frequently (using Scrum or Kanban tools) towards iterative development (Šmite et al., 

2020). Said development cycles are commonly referred to as sprints. As pointed out by 

Beulen (2019), the successful implementation of these planning structures may require 
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some “organizational rewiring”; a change in mindset should take place, transitioning from 

the concept of the big release, and equally large integration period, to the daily interaction, 

quick problem resolution and constant feedback (Caprarelli et al., 2020). 

Establishing proper planning practices allows the introduction of the Continuous 

Integration (CI) concept in the coding and building of software. The implementation of a 

CI pipeline is considered an essential DevOps practice (Dyck et al., 2015) and a strong 

indicator of high IT performance (Debroy et al., 2018). CI refers to the early and 

continuous integration of code, enabling both faster feedback cycles and reduced 

workload associated with otherwise larger integrations (Caprarelli et al., 2020). The term 

itself was proposed much earlier by Booch et al. in 1991 stating, “in this evolutionary 

approach there is no big bang integration” (Booch, 1991). In effect, CI means that new 

development is committed to the main code either daily, or whenever an atomic objective 

is completed (Humble & Farley, 2010). Each small integration should automatically 

trigger a round of testing, easily identifying new issues and risks, resolving them early, 

and enabling increased deployment frequencies (Duvall et al., 2007).  

With code being continuously developed and integrated, DevOps relies on 

automated deployment pipelines to release new software as frequently as possible 

(Kuusinen et al., 2018; Jiménez et al., 2019). The practices of Continuous Delivery (CDE) 

and Continuous Deployment (CD) govern the process by which new development is 

brought into production, adding value to end-users as soon as possible (Düllmann et al., 

2018). Under CD, the end-to-end process of integration, testing and deployment is done 

in an automated manner; CDE on the other hand requires a manual intervention when the 

deployment to production is carried out. 

The introduction of CD/CDE allows for application changes to quickly and 

reliably be moved from a “software repository to the customer’s hands” (Humble & 

Farley, 2010). Integrated and tested artifacts contained in deployment packages are 

analyzed, ensuring that all needed information, from space requirements, to installation 

processes and fallback plans, are in place for a successful delivery (Mohan et al., 2018). 

This practice has been characterized as the “heart of DevOps” and a critical element of 

software delivery optimization (Virmani, 2015).  

Both CD and CDE can be considered extensions of CI, the main idea being that 

new software is always in a deployable state (Chen, 2017). Here, a bridge between 
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development and operations is important: On one hand, developers ensure that reliable, 

high quality software is being built and released; on the other, operations staff deploy and 

review its behavior and monitor its performance in a production environment (Shahin et 

al., 2016). As such, collaboration between both teams should take place at every stage of 

the cycle (Gupta et al., 2019), relying on automation wherever possible (Schäfer et al., 

2013). 

A visual representation of a DevOps framework, demonstrating the consolidation 

of planning, CI, and CD/CDE practices, as well as the link of Development and 

Operations activity, can be found in Figure 1. A summarized description of the presented, 

core practices is shown on Table 1. 

. 

 

Figure 1 - A DevOps Framework (Alt et al., 2018) 
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Table 1 - Core DevOps Practices 

Core Practice 

 

Description 

 

Agile 

Development 

Implies frequent collaboration within small, cross functional 

teams aimed at iterative development. Usage of Scrum and 

Kanban tools in so-called sprint development cycles. (Šmite et al., 

2020) 

Continuous 

Integration 

Consist in the continuous integration of new code into the main 

software repository whenever each defined objective is completed 

(Humble & Farley, 2010). This practice includes the triggering of 

(ideally automated) testing rounds to identify and resolve issues 

or mitigate risks (Duvall et al., 2007). 

Continuous 

Delivery / 

Continuous 

Deployment 

Deployment of new software into a production environment on a 

frequent basis (Kuusinen et al., 2018). The activity is either 

triggered manually (Continuous Delivery) or is entirely automated 

(Continuous Deployment). This is how value is delivered quickly 

and reliably to the customer (Virmani, 2015). 

 

2.2. Information Technology Service Management 

A summary on ITSM frameworks, their background and overall purpose, is 

presented in this section. Emphasis on ITIL is made, focusing on its relevance for 

businesses and how the PM process contained in it is conventionally executed. 

2.2.1. ITSM Frameworks Background 

The concept of IT service developed as organizations increased their reliance on 

technology to support business processes (Cannon & Wheeldon, 2007). This 

transformation, coupled with a global economic movement towards service-based 

economies, led to the rising adoption of ITSM frameworks (Pereira & Mira da Silva, 

2012). These have become vital part of organizations (Mora et al., 2015), providing a set 

of processes to “align, design, deliver, manage and improve” both the internal use of IT 

resources (Wang et al., 2010), as well as the delivery of IT products to customers 

(Limanto et al., 2017). As such, ITSM has been considered an organizational imperative 

in the measurement of IT Service behavior (Faustino, Pereira & Mira da Silva, 2019).   

As pointed out by Varga et al. (2019), a variety of models and frameworks for 

ITSM have been developed. These include COBIT, ISO / IEC 20000, ISO 9001 as well 

as CMMI (Sukmandhani et al., 2017); however, ITIL currently stands out as the most 

widely used ITSM framework (Sharifi et al., 2008; Cater-Steel et al., 2006) with its 
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concepts being successfully adapted and adopted by a vast number of companies 

(Marrone & Kolbe, 2011).  

ITIL was initially developed by the British government in the late 80’s as a 

solution to growing service quality problems identified in IT sectors (The Official 

Introduction to the ITIL Service Lifecycle, 2007). The most recent ITIL release, ITIL4, 

began to be published in January 2019, building upon its predecessors and modernized 

with concepts from the increasingly prevalent Agile, DevOps and Lean methodologies 

(What is ITIL | IT service management, AXELOS, 2019). The overarching goal of the 

framework has prevailed: That of providing value, in the form of high-quality services, 

to organizations (ITIL® Foundation Handbook 3rd ed. 2012).  

The overall result of a successful implementation of ITIL models has shown 

organizations achieving better performance in their key operational activities, with 

improved service quality and customer satisfaction as main outputs (Melendez et al., 

2016). Reliance on an Incident Management (IM) process has proven to be an effective 

way of increasing service excellence and minimizing the negative impact of business 

interruptions (Yun et al., 2017). The introduction of a PM process, aimed at resolving the 

underlying cause of Incidents, has been observed as “one of the most important processes 

to ensure service stability” (Krishna Kaiser, 2018). To summarize, Service Management 

frameworks such as ITIL have been accounted to systematically provide better design, 

implementation, and continual improvement of IT operations (Abdelkebir et al., 2017). 

Given the preponderance of the ITIL model amongst the diverse ITSM 

frameworks, we will be relying on its definition of PM throughout the present research. 

Due to the relative novelty of ITIL4, this research will be based on currently implemented 

practices and concepts as defined in ITIL 2011. However, to present how PM is defined 

under each ITIL iteration, Annex A was included, covering key definitions and process 

steps provided in both versions. 

2.2.2. Problem Management Process 

Based on the ITIL Foundation Handbook (UK, 2012), ITIL 2011 proposes an 

ITSM approach that emphasizes coordination and control throughout the various 

processes, roles, and systems existent in the end to end management of IT services. This 

structure is termed as the ITIL service lifecycle and consists of five stages: ITIL Service 

Strategy, ITIL Service Design, ITIL Service Transition, ITIL Service Operation and ITIL 
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Continual Service Improvement. The PM process, together with the Incident 

management, Event management, Request fulfilment and Access management processes, 

make up the ITIL Service Operation stage. A depiction of the ITIL service lifecycle can 

be found in Figure 2. 

 

 

 

 

 

 

 

 

 

Figure 2 - The ITIL Service Lifecycle (ITIL® Foundation Handbook 3rd ed.) 

 

According to the ITIL framework, PM is tasked with “managing the lifecycle of 

all Problem investigations” (ITIL® Foundation Handbook 3rd ed. 2012). In order to 

present the PM process, the concepts of Incident and Problem must be specified, as laid 

out in the ITIL library: An Incident is defined as an unplanned interruption or reduction 

in quality of an IT service; these can be triggered, for example, as a result of configuration 

errors or software bugs not identified in testing. Here, the Incident Management process 

is applied with the aim of restoring proper IT service behavior as quickly as possible. 

Conversely, a Problem is defined as the underlying cause of one or more Incidents. It is 

the purpose of PM, by way of monitoring, reporting and investigation, to discover, 

document and fix root causes of Incidents, preventing their reoccurrence (Sukmandhani 

et al., 2017). 

Saarelainen & Jantti (2015) distinguish two types of Problem investigations: 

While Reactive PM is focused on directly addressing one or more Incidents, Proactive 

PM is aimed at “finding patterns and [incident] trends” that may suggest underlying faults 

in an IT service. Regardless of type, both are equally subject to Root Cause Analysis 
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(RCA) activities in which deficiencies are identified and improvement areas pointed out 

(Leszak et al., 2000). Common RCA techniques include Kepner-Tregoe analysis, the 5-

Whys methodology, Ishikawa diagrams and the usage of Pareto charts. 

According to the ITIL Foundation Handbook (2012), the PM process consists of 

six key activities: Problem detection; logging, categorization and prioritization; 

investigation and diagnosis; known error management; resolution; closure. Each key 

activity is described in Table 2. Outputs of an effective PM process include the sharing 

of knowledge, reducing Incident duration times by establishing Workarounds (Krishna 

Kaiser, 2018); furthermore, the implementation of Problem solutions, permanently 

removing underlying IT service errors, effectively mitigates the risk of future 

interruptions (Abdelkebir et al., 2017). In summary, PM is considered a crucial process 

towards providing reliable, high-quality IT services and maximizing customer 

satisfaction (Radhakrishnan et al., 2008; Sukmandhani et al., 2017). 

 
Table 2 – Problem Management Process (ITIL® Foundation Handbook 3rd ed. (2012) 

Problem Activity Description 

Problem Detection 
Candidates for investigation are pinpointed as an output of 

Incident analysis. 

Problem Logging, 

Categorization, and 

Prioritization 

The Problem is recorded, described, and linked with 

associated Incident records. 

Problem Investigation 

and Diagnosis 

RCA activities take place, identifying the underlying cause of 

the Incident(s). 

Known Error 

Management 

Where possible, a Workaround, or temporary solution, is 

delivered to reduce the impact of Problems for which a 

complete solution is not yet implemented. 

Problem Resolution The implementation of solutions is carried out. 

Problem Closure and 

Major Problem 

review, if applicable. 

With the permanent solution in place, the investigation is 

formally finalized, with all findings and actions being 

documented. At the close of Major Problems, this should also 

be the stage used to define, document and implement lessons 

learned. 

 

2.3. DevOps and ITSM 

As mentioned in the introduction, very limited research has been done towards 

proposing and defining specific articulation between DevOps and ITSM frameworks such 
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as ITIL (Kamuto & Langerman, 2017). Nevertheless, researchers such as Forsgren & 

Humble (2015) have recognized the potential relationship between both methodologies. 

Here, DevOps serves as the “the link between Software Development and Operations”, 

with Operations being systematized via ITSM frameworks (Hüttermann, 2012). In this 

chapter we will review some of the key considerations when discussing conceivable 

bridges between DevOps practices and ITSM frameworks.  

The existence of siloed organizational structures is frequently pointed out as a 

barrier for the adoption of DevOps (Kuusinen et al., 2018). Having separate development 

and operations departments can bring about lack of collaboration, slowing down the 

release and deployment of software (Šćekić et al., 2018). In many organizations, not only 

are these divisions functionally separated, having their own work standards and 

procedures (Alt et al., 2018), they can also possess differing and potentially conflicting 

goals or incentives (Lwakatare et al., 2019). For example, on one hand we may find 

developers wanting to push a new release into production as soon as possible, while on 

the other hand we have operations personnel, seeking after a stable production 

environment, being motivated to slow down the deployment process (Kamuto & 

Langerhans, 2017; Humble & Farley, 2010). In this sense, Pilorget & Schell (2018) 

recognize the possibility of using DevOps inside an ITSM environment, stating that 

approaches which promote healthy collaboration between developers and operations are 

becoming essential for service-oriented IT organizations.  

In Krishna Kaiser's (2018) proposal, a Problem Manager working under the ITIL 

PM process could have a direct link or presence in the planning sessions of a DevOps 

Team. In the event of a Problem being identified, it would be efficiently communicated 

to developers who can perform Root Cause Analysis. The introduction of permanent 

solutions would then follow via the DevOps flow of Continuous Integration, Testing and 

Deployment into production. 

The interpretation of DevOps as an organization-wide approach, or as a cultural 

shift, gains substance as we discuss the improvement of relationships between 

departments. Most recent process optimization initiatives have focused on new software 

development practices, leaving “the operations side of software delivery lagging behind” 

(Virmani, 2015). Consequently, it is necessary for developers to understand the 

production environment and the ITSM framework that governs it (Hemon et al., 2020). 
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ITIL has been accounted by some as a source of rigidity, often conflicting with 

more agile development principles (Faustino, Pereira & da Silva, 2019). For example, in 

past ITIL literature, frequent releases were looked at as a source of poor quality and 

stability in the operations environment (ITIL® Foundation Handbook 3rd ed. 2012); the 

contrary is stated in Forsgren & Humble's (2015) analysis, where a proposition is made 

that greater throughput (based on deployment frequency and lead time to deliver) actually 

produces stability. Processes such as ITIL Incident, Problem and Change Management 

have a necessary role to play in the risk estimation, scheduling, monitoring and 

improvement of new releases (Lwakatare et al., 2019); as such, they have an impact on 

the rate by which new software is introduced (Šćekić et al., 2018).  

The inclusion of operations personnel in development specific forums has been 

considered an important solution towards building efficiency and collaboration (Díaz et 

al., 2018). IT operators often lack in their understanding of application and system 

architecture (Bersani et al., 2016). By creating a cross-functional DevOps environment, 

“mixing development and operations people”, concerns can be addressed, and approaches 

defined towards increasing cohesion and speed of delivery (Di Nitto et al., 2016). It can 

also be a way of integrating customer feedback, captured at the operations level, in the 

Continuous Delivery / Deployment process. By doing so, future releases are targeted at 

specific customer expectations and requirements (Soni, 2015). For this reason, 

researchers have stated that this should be done as early as possible, much before the end 

of a project (Bass et al., 2015). In some exceptional cases, the same team that is 

responsible for development of an application can also be the one overseeing its ongoing 

support (Cannon & Wheeldon, 2007). 

The case for integrating development and operations practices has been made 

(Riungu-Kalliosaari et al., 2016; Nybom et al., 2016; Lucy Ellen Lwakatare et al., 2019). 

The study by Sćekić et al. (2018), in which DevOps was introduced for the development 

of a business intelligence software is a powerful example. Through cooperation between 

Ops and Dev, and by relying on continuous delivery, “there were no unexpected failures 

after setup changes” into production, with all errors being noticed and timely fixed. For 

this to regularly occur, a blameless context must exist (W. P. Luz et al., 2019); in other 

words, the focus should be on resolving problems, improving services, and sharing 

responsibilities. As Abdelkebir et al. (2017) put it, an agile ITSM integration is vital for 

improved quality and speed, as it is for superior user experience.  
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2.4. Related Work 

This systematic analysis of related work was performed following a three-staged 

process of outlining, conducting, and reporting the review. We demonstrate this process 

in Figure 3.  

Outlining Systematic 

Literature Review 

 Conducting 

Systematic Literature 

Review 

 
Reporting the 

Review 

Identification of the 

need for a review: 

DevOps practices have 

become increasingly 

prevalent in modern 

business. ITIL and the PM 

process are also key in the 

management product and 

services. 

 Application of filters 

to obtain a list of 

articles: 

A final list of 45 Case 

Studies was captured. 

 Reporting the 

findings: 

Discussion on captured 

data and drawing of 

conclusions. 

Objective of the review: 

Gather information from 

DevOps implementation 

Case Studies on 

interactions with ITIL PM. 

 Perform Data 

extraction and analyze 

the sample: 

Extraction of information 

on the nature and 

background of the case 

study, as well as 

interactions with ITSM 

processes, including PM. 

 

Review protocol: 

Search String, Filters, 

Repositories and Inclusion 

criteria. 

  

 

Figure 3 - Systematic Literature Review process 

 

As was previously stated, search for literature specific to the role of DevOps 

practices in the application of ITIL processes yields little results. In order to present and 

integrate available related work, effort was done to capture DevOps implementation Case 

Studies; from these studies we looked for and interpreted instances where a relation to 

ITIL processes is discussed. Between August and October 2020, the following databases 

were analyzed: 

• IEEE Xplore Digital Library (https://ieeexplore.ieee.org/Xplore/home.jsp) 

• SpringerLink (https://link.springer.com/) 

• ACM Digital Library (https://dl.acm.org/) 

https://ieeexplore.ieee.org/Xplore/home.jsp
https://link.springer.com/
https://dl.acm.org/
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• SCOPUS (https://www.scopus.com/home.uri) 

• ScienceDirect (https://www.sciencedirect.com/) 

• EBSCO Academic Libraries (http://search.ebscohost.com/)  

• Web of Science (https://www.webofknowledge.com/) 

Our starting search string is based on the presence of the “DevOps” AND “Case 

Study” keywords. Afterwards, a variety of Inclusion criteria, Exclusion criteria and Filters 

were applied as can be seen on Tables 3 and 4. Results demonstrating the number of 

articles found on each database, as well as the number of Case Studies which remained 

after the application of Filters, is found on Table 5. 

Table 3 - Inclusion and Exclusion Criteria 

Inclusion Criteria Exclusion Criteria 

Written in English language Not written in English language 

Published from 2009 onwards Published before 2009 

Articles from Journals and Conference 
Proceedings 

Non-scientific articles from Journals, 
Conference Proceedings and Books 

 

 
Table 4 - SLR Filters 

Filter ID Filter Description 

F.1 Abstract contains “DevOps” AND “Case Study" 

F.2 Abstract indicated an implementation of DevOps 

F.3 Duplicates are removed 

 
 

Table 5 - Results and Filter Application 

Databases 
Keyword and Inclusion 
Criteria 

F1 F2 F3 

IEEE Xplore 28 25 13 13 

Springer Link 39 10 10 10 

ACM Digital Library 174 15 9 8 

SCOPUS 118 81 27 8 

Science Direct 116 5 3 1 

EBSCO 24 17 4 1 

WoS 52 43 19 4 

Total 551 196 85 45 

 

Each of the resulting studies was read for evidence of integration between DevOps 

practices and ITIL processes. Of the 45 case study articles that remained following the 

application of defined filters, nine were additionally excluded. Seven for not actually 

https://www.scopus.com/home.uri
https://www.sciencedirect.com/
https://www.webofknowledge.com/
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being Case Studies on the implementation of DevOps, one for being an older version of 

another study which was also captured in our search, and one for not focusing on the 

DevOps subject matter. Of the final list of 36 valid Case Studies, three explicitly mention 

a link between DevOps and ITIL. A list of these articles, their references, and vectors of 

analysis, are found on Table 6. 

Referring to Table 6, in CS.7, Abdelkebir et al. (2017) propose and implement a 

DevOps inspired “Agile IT” framework in a large-scale organization. Upon setting out 

key ITIL processes and their activities, the authors present a model based on the Deming 

wheel, establishing a four-phase “quality approach for continuous IT improvement”: 

Discover, Do, Act and Optimize (DDAO). The authors suggest that through the increased 

collaboration resulting from the application of DevOps practices, one can develop highly 

responsive and efficient ITSM capabilities.  

Emphasis is placed on the use of “an efficient, agile and practical” ITSM approach 

to achieve organizational sustainability, service quality, user satisfaction and cost 

reduction. An “ITSM Agility Maturity Model based on DevOps” was also developed as 

way of evaluating results. The impact of DDAO, the usage of the model, or presented 

maturity assessment, is not specifically explored for each individual ITIL process. We 

have included the proposed “Agile IT” framework below, in Figure 4. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4 - Agile IT Framework (Abdelkebir, Maleh & Belaissaoui, 2017) 
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Table 6 - DevOps Implementation Case Studies 

ID Reference (author, year) Location Country Location Continent Business Sector ITSM Link 

CS.1 (Šmite et al., 2020) Sweden Europe Information Technology No 

CS.2 (Colomo-Palacios et al., 2018) Spain Europe Human Resources No 

CS.3 (De Sanctis et al., 2020) Italy Europe Lighting Business No 

CS.4 (Kuusinen et al., 2018) Denmark Europe Information Technology No 

CS.5 (Di Nitto et al., 2016) N/A* N/A* N/A* N/A* 

CS.6 (W. Luz et al., 2019) Brazil South America Government Organization No 

CS.7 (Abdelkebir et al., 2017) Morocco Africa Information Technology Yes 

CS.8 (Šćekić et al., 2018) Montenegro Europe Banking Industry No 

CS.9 (Mohan et al., 2018) Germany Europe Information Technology No 

CS.10 (W. Luz et al., 2018) Brazil** South America** Government Organization** No** 

CS.11 (Schork et al., 2019) N/A* N/A* N/A* N/A* 

CS.12 (Debroy et al., 2018) USA North America Information Technology No 

CS.13 (Gupta et al., 2019) Multinational Multinational Healthcare No 

CS.14 (Sampedro et al., 2018) USA North America University Project No 

CS.15 (Riungu-Kalliosaari et al., 2016) Finland Europe Information Technology No 

CS.16 (Senapathi et al., 2018) New Zealand Oceania Finance & Insurance Industry No 

CS.17 (de Feijter et al., 2018) N/A* N/A* N/A* N/A* 

CS.18 (Heistand et al., 2019) USA North America Government Organization No 

CS.19 (Díaz, Perez, et al., 2019) Spain Europe Information Technology No 

CS.20 (Díaz et al., 2018) Multiple*** Multiple*** Multiple*** No 

CS.21 (Lwakatare et al., 2019) Finland Europe Information Technology No 

CS.22 (Ghantous & Gill, 2018) Australia Oceania Information Technology No 

CS.23 (Smeds et al., 2015) Finland Europe Information Technology No 

CS.24 (Jiménez et al., 2019) USA North America Information Technology No 

CS.25 (Düllmann et al., 2018) N/A* N/A* N/A* N/A* 

CS.26 (Caprarelli et al., 2020) Multinational Multinational Information Technology No 



 

18 

 

*  These Case Studies were excluded from the analysis. Despite validation based on Search criteria, Inclusion Criteria and Filters, a full article reading led to the conclusion that these were not 

actual DevOps implementation Case Studies. 

** These Case Studies were excluded for the analysis. CS. 10 is an older version of C.S 6; as such, the most recent article was used for the analysis. C.S 41 does not focus on DevOps but on 

another DevOps concept (DevOpsRET). 

*** These Case Studies joined DevOps implementation insight from organizations operating in various locations and, occasionally, multiple business sectors. As such, we opted to register them 

as “Multiple”. 

ID Reference (author, year) Location Country Location Continent Business Sector ITSM Link 

CS.27 (Hemon et al., 2020) Multiple*** Europe Information Technology No 

CS.28 (AL-Zahran & Fakieh, 2020) Saudi Arabia Asia Mixed No 

CS.29 (Beulen, 2019) (Not Provided)* (Not Provided)* (Not Provided)* No* 

CS.30 (Albuquerque & Cruz, 2019) (Not Provided) (Not Provided) Finance & Insurance Industry No 

CS.31 (Hemon-Hildgen et al., 2019) (Not Provided) (Not Provided) Information Technology No 

CS.32 (Wiedemann et al., 2019) Multiple*** Multiple*** Multiple*** Yes 

CS.33 (Gall & Pigni, 2018) Multinational Multinational Information Technology No 

CS.34 (Jones et al., 2016) UK Europe Information Technology No 

CS.35 (Nybom et al., 2016) Multinational Multinational Information Technology No 

CS.36 (Furfaro et al., 2016) N/A* N/A* N/A* N/A* 

CS.37 (Díaz, Pérez, et al., 2019) Spain Europe University Project No 

CS.38 (Bruza, 2018) USA North America Government Organization No 

CS.39 (Shahin et al., 2016) Multinational Multinational Information Technology No 

CS.40 (Laukkanen et al., 2017) Sweden Europe Information Technology No 

CS.41 (Pietrantuono et al., 2019) (Not Provided)** (Not Provided)** (Not Provided)** No** 

CS.42 (Lwakatare, Karvonen, et al., 2016) Finland Europe Information Technology No 

CS.43 (Alt et al., 2018) Germany Europe Information Technology Yes 

CS.44 (Virmani, 2015) (Not Provided) (Not Provided) Information Technology No 

CS.45 (Paule et al., 2019) N/A* N/A* N/A* N/A* 
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In CS.32, Wiedemann et al. (2019) very briefly mention ITIL as a set of processes 

employed by operations people to manage incidents in a structured manner. According to 

the authors, this is a feature of “traditional organized IT”; conversely, in cross-functional 

DevOps structures, each and every member is expected to be able to solve incidents, with 

the Team being ultimately responsible for the running of the service.  

The work of Alt et al., (2018) registered as CS.43, has been concisely mentioned 

in our DevOps literature review. In this case study performed for a German IT company, 

an “Enhanced DevOps Framework” (Figure 1) is presented. ITIL is described as a key 

component of Service Management, and an essential element towards ensuring that 

DevOps practices such as CI and CD lead to expected business benefits.  The authors 

specify that should there be issues in “adequately taking care of the requirements of 

operations for a smooth launch”, negative user experience will follow in the form of errors 

and delay. As in CS.7 and CS.32, the authors do not delve deeper into the influence 

DevOps practices may have on any specific ITIL process. 

Based on the outcomes of the SLR, the application of DevOps practices in a ITIL 

PM process was found to be a scarcely studied field. As such, the present exploratory 

research aims to provide further insight on the matter, contributing to the presently limited 

library on DevOps and ITIL integration. 
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Chapter 3 – Research Methodology 

Exploratory research is aimed at examining observed phenomenon in which there 

is either an absence or scarcity of related works (Zainal, 2007). This is often done by way 

of case study, a valuable source from where researchers can both develop an “in-depth” 

understanding of complex issues in a “real life” setting (Dobson, 1999) or construct new 

theory (Perry et al., 2004). According to Thomas (2016), researchers should explore 

phenomenon having an intrinsic, instrumental, evaluative, explanatory, or exploratory 

motivating purpose; they should also define one among various types of case study: 

Special or outlier, to investigate out of the norm phenomenon; Key case, when studying 

a frequently occurring phenomenon or a Local knowledge case, where a researcher 

investigates a subject in which he has familiarity. 

Given that the researcher works on a team that applies PM as well as an 

organization which has implemented DevOps, we classified this case study as a local 

knowledge case. Considering the early stage of research done on the subject of DevOps 

applicability toward the PM process, this investigation is exploratory in nature and 

purpose. Our approach is focused on building theory on the subject matter and, as what 

is studied only targets a single unit of analysis, this is considered a single-case approach 

(Aberdeen, 2013). Figure 5 presents our case study path, based on Thomas’ (2016) model. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5 - Case study path, adapted from Thomas (2016) 
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A case study is built around a central question (Thomas, 2016). For the present 

research, that question is the following: “How can DevOps practices interface with an 

ITIL PM process?”. The two central Research Questions (RQ’s) used to shape and direct 

the design and course of our investigation (Tashakkori & Creswell, 2007) were identified 

and are presented in Table 7. 

Table 7 - Research Questions 

Research Question ID Description 

RQ1 
What DevOps practices can be applied in each stage of the 

PM process lifecycle? 

RQ2 
Does DevOps improve the resolution of Problems? If so, 

how? 

 

As this research relies on the experience and insight of a team operating under 

already implemented ITIL PM practices, this must be considered as a retrospective case 

study. As part of it, we relied on three data collection methods: Semi-structured 

interviews, process observation and document analysis, and a focus group exercise. These 

activities enabled the analysis of our issue through multiple angles, which is advisable in 

case study exercises (Modell, 2005).  

The structure that was followed in the carrying out of this case study is based on 

Yin’s (1994) recommendations as displayed in Table 8. Additionally, Figure 6 depicts the 

order of each selected data collection activity. In the following sub-sections additional 

detail regarding how the case study was designed and a demonstration of its validity are 

presented.  

 

 

 

 

 

 

 
Figure 6 - Case study activities  
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Table 8 - Case study stages (adapted from Tellis, 1997) 

 

3.1. Designing the Case Study Protocol 

As presented in Table 8, the protocol designing stage of a case study is composed 

of two main activities. Firstly, an assessment is done to understand what competences are 

required for carrying out the case study; these can include ensuring that appropriate 

interpretation and listening abilities are in place, as pointed out by Tellis (1997). 

Secondly, an extensive reading of the subject matter is performed to enable the creation 

of draft questions and potential investigations routes. 

For this research, it is essential that one leading the case study has knowledge and 

experience of both process management according to ITIL standards, with emphasis on 

the PM practice, as well as an understanding of DevOps practices in the IT realm. As a 

certified ITIL process owner with over 6 years of experience working in cross-functional 

teams, the author has the necessary competences to carry out and provide an interpretation 

of case study results. 

A thorough literature review was also performed to deepen the author’s 

understanding of PM and DevOps as applied in current business environments.  

 

3.2. Conducting the Case Study 

As previously mentioned, a triangulation approach was followed in the carrying 

out of this case study. It was initiated with the conducting of semi-structured interviews 

Stage Stage Description 

Design case 

study 

Protocol 

Composed of two stages: Determining the required skills and 

competences necessary for the carrying out of the case study; extensive 

reading on the topic in order to develop draft questions. 

Conduct 

case study 

Prepare and initiate data collection, leading interviews and defined 

focus groups. 

Analyze 

case study 

Evidence 

Evaluate gathered data by relying on an analytical strategy. 

Develop 

Conclusions 

Explain the benefits or challenges identified over the course of the 

exercise and present the conclusions captured as a result of data 

analysis. 
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to capture practitioner experience and insight regarding the implementation of DevOps 

practices in a PM process. The format of said interviews was prepared in a way that 

enabled participants to freely share opinions and viewpoints on the subject matter, as 

recommended by Miles & Gilbert (2005). Additionally, a brief analysis of process data 

and workflows implemented by interviewed practitioners, as well as a focus group 

exercise, were also performed. 

Selected interviewees are part of the IT department of a German multinational 

conglomerate company. More specifically, participants work in the process and 

operations management of the organization’s infrastructure department, providing 

assistance in the management of services and applications used by the company’s end 

users. This includes the overseeing of the internal PM process, as well as the management 

of the tools required by it and other implemented ITSM processes.  

Further details regarding the participants are provided in Chapter 4, nevertheless 

it is important to mention the two different backgrounds encompassed in our case study. 

Out of 10 total interviewees, 6 oversee or participate in the PM process. This includes the 

carrying out of PM activities based on ITIL standards such as the detection and 

categorization of Problems, the carrying out of Root Cause Analysis, the leading of 

Problem resolution efforts and triggering of Problem Closure. The remaining 4 

interviewees enable PM and other ITSM processes in the development and management 

of the tools required for service management. More specifically, these participants 

develop the ITSM platform used by the organization, via DevOps practices. 

Analysis of the workflows being used, as well as the PM process in place, was 

performed. This allowed for an examination of conformity with the ITIL framework.  

Based on the results from conducted interviews, potential bridges between 

DevOps and the PM process were identified and finally discussed in a focus group setting. 

3.3. Analyzing the Case Study Evidences 

The analysis of data collected from case study activities follows. In this stage, a 

review of the insight gathered from conducted semi-structured interviews, the PM and 

DevOps process observation, as well as the carried-out focus group exercise was done. 
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3.4. Developing Conclusions 

In this stage a description of findings and conclusions taken from the captured and 

analyzed data is provided. Qualitative and quantitative information gathered from 

interviews, process analysis and observation, and the focus group exercise is summarized 

in the context of our Research Questions.  

 

3.5. Case Study Validity 

According to Yin (2009), four tests are recommended for the validation of  case 

study reliability. A Construct Validity test refers to the “extent to which a study 

investigates what it claims to investigate” (Denzin and Lincoln, 1994); this implies the 

development of well-thought-out measures which mitigate subjective judgements in favor 

of evidence, even allowing a reader the ability to reconstruct the study himself (Yin, 

1994). An Internal Validity, or “logical validity” test (Cook & Campbell, 1979), is applied 

to explanatory case studies in which causal relationships are explored; this test is not 

applied to an exploratory case study such as the present one, given that its aim is the 

building of new theory. An External Validity test is done to account for generalization; 

the understanding that theory should account for phenomena in various different settings 

(Calder et al., 1982). Lastly, a Reliability test aims to address the possibility of random 

error, ensuring that through transparency and replication, future researchers would reach 

the same conclusions, should they follow the same case study procedures (Denzin and 

Lincoln, 1994).  

In Table 9 we present each test proposed by Yin (2009) as well as how and at 

which stage this exploratory case study passed each of them, making it a reliable case 

study. 
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Table 9 - Case study validation test outcomes (adapted from Yin, 2009) 

Test Purpose Stage Research Validation 

Construct 

Validity 

Development of measures which 

mitigate subjective judgements 

in favor of evidence. 

Conducting 

the case study 

A triangulation approach 

was followed in which data 

was captured from multiple 

sources including semi-

structured interviews, 

process analysis and a 

focus group exercise.  

Reliability Mitigate random error through 

transparency and replication. 

Designing the 

case study 

protocol & 

conducting the 

case study 

Details regarding how this 

investigation was carried 

are provided so that in the 

future researchers may 

obtain similar results. 

Internal 

Validity 

Logical validity test to explore 

causal relationships. 

Not applicable 

to exploratory 

case study 

Not applicable to 

exploratory case study. 

External 

Validity 

Accounts for generalization. 

Theory should be applicable in 

various, different settings. 

Designing the 

case study 

Protocol 

A Literature Review was 

carried out in Chapter 2 in 

which no research was 

found specifically focused 

on the usage of DevOps 

practices in the PM process. 

The author notes this is 

evidence of the novelty of 

this research and a valuable 

contribution to the present 

body of knowledge. 
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Chapter 4 – Case Study Protocol and Conduct 

Semi-structured interviews were carried out with 10 professionals working in or 

with previous experience on DevOps practices and the PM process. Each interview took 

on average 90 minutes, following a uniform and pre-defined set of questions, but allowing 

each interviewee time to expand upon given answers, expressing personal insight and 

opinion (Miles & Gilbert, 2005). Details on each interviewee are presented in Table 10. 

Table 10 - Interviewee Details 

Interviewee Position Experience 

in Role 

Experience 

in IT 

Experience 

in DevOps 

Experience 

in PM 

Number of 

Projects** 

A Process Manager 3 5 1 4 2 

B Developer 5 10 9 3 2 

C Service Manager 3 14 3 14 2 

D Developer 4 5 4 3 1 

E Process Manager 6 13 2 6 3 

F Developer Team 

Lead 

4 12 12 12 4 

G Process Manager 6 10 1 6 1 

H Developer 4 12 4 4 3 

I Process Manager 3 10 3 3 4 

J Process Manager 1 6 1 4 2 

Average  3,9 9,7 4 5,9 2,4 

*experience is given in years. 

**by “number of projects” we mean, in how many organizations has the person applied PM / DevOps. 

 

Our set of interviewees is composed of 10 individuals with varying 

responsibilities in the organization but working in the same IT department. Save one 

exception, all have over 3 years of maturity in their current roles. Average participant IT 

experience is close to 10 years, with the majority being part of at least 2 previous projects. 

Following the completion of semi-structured interviews, an analysis of processes 

being used in the organization was done, reviewing how PM and DevOps practices are 

being applied. This enabled both an assessment of the extent to which said processes are 

aligned with broader ITIL literature and provided additional context to findings captured 

from said interviews, through observation. 
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Lastly, a focus group exercise was carried out with 5 of the 10 interviewed 

professionals (Interviewees D, F, B, I and J) in which trends and findings resulting from 

the interviews, the process analysis and observation were discussed. This activity resulted 

in a more qualitative perspective on the outcomes of the case study. 
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Chapter 5 – Analysis of Case Study Results 

This chapter presents the outcomes of the case study carried out, with an analysis 

of the results obtained from each of its three stages. The format, structure and product of 

semi-structured interviews, process analysis and observation, as well as the focus group 

exercise are documented.   

5.1. Semi-Structured Interview Data Analysis 

Conducted interviews were carried out following a standard three phase approach. 

Each began with basic questions regarding DevOps practices, gauging which were known 

to the interviewees, the level to which they were applied by them, the difficulty associated 

with their application as well as any notable benefits resulting from implementation. A 

second stage dedicated to the PM process followed. Here, questions were asked about the 

PM lifecycle, documenting which activities were known to the participants as well as 

which were directly applied by them. Lastly, in the final stage of the interview, 

participants were asked to assess the relevance of each known DevOps practice in each 

PM lifecycle activity. 

The following subchapters provide detail on the results of the exchanges, their 

main findings, as well as relevant patterns observed in each stage of the interviews. It is 

relevant to point out that although DevOps knowledge and experience varied, all 

interviewees shared a solid and common understanding of the PM process as defined in 

ITIL. 

5.1.1. DevOps  

This stage of the interview was initiated by asking interviewees for their definition 

of what DevOps is. Answers to this introductory question are presented in Table 11. 

Afterwards, participants were shown a list of 12 DevOps practices and asked to firstly 

point out which ones they had knowledge of, and secondly, which ones have they applied. 

For the second question, regarding to what extent was the DevOps practice applied, the 

choice of three possible answers was presented. Either participants did not apply said 

practice, partially applied it, or fully applied it. Partial application refers to cases in which 

a practice was incompletely implemented, or not implemented to the extent the participant 

expected it to be, based on his understanding of it. Results of this question are presented 

in Table 12. 
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Overall, interviewees demonstrated a general understanding of what DevOps is. 

The differences in participant background seem to have played a role in the maturity of 

the answers given to our first two questions.  

Table 11 - Interviewee DevOps Definitions 

Interviewee Question: Please describe DevOps in your own words. 

A “I don’t know much about DevOps. I understand it is the joining of Development and 

Operations, which implies people working together and doing both: Applying new 

development and monitoring it live, through Operations. It ensures that there is warranty and 

utility in the services being provided.” 

B “DevOps is a frame of mind used to approach development issues by taking advantage of Dev 

and Ops. This is done by keeping open communication, particularly in the resolution of issues. 

(…) It is about getting teams to work together. Collaboration is key. It is not about getting 

Operations to do Development work, or vice-versa.” 

C “Never really used it fully. We use pieces of it during our day-to-day activities. Its goal is to 

have a more agile approach to the release of new applications among other things. It speeds 

up implementation.” 

D “A multi-task team that has various types of skills and can adapt to different circumstances in 

a project. It is a team that needs to work together towards accomplishing goals. It is also a 

mindset: What is behind the collaboration and how each individual works in the Team.” 

E “DevOps is a set of best practices that are aligned to deliver good software and applications to 

a customer.” 

F “I would define it as a methodology that allows the delivery of a service, or a product, in a 

way that development and operations can collaborate on a continuous basis to increment that 

product or service.” 

G “I have a basic understanding of DevOps. I see it as a means toward improved waste reduction, 

faster delivery, better collaboration, and silo reduction.” 

H “I see it as a way of overcoming a wall between Dev and Ops. It is a set of practices that dilutes 

the difference between people (...) DevOps takes the wall down between Dev and Ops through 

closer collaboration. It should be organic and come out of people’s own initiative, when 

applicable.” 

I “A combination of Development teams and Operations. Having both together allows for 

practical and technical knowledge to resolve issues and improve IT services.” 

J “It is basically an integration between Development and Operations; a way to shorten or 

straighten relations between both. Instead of long dev cycles and large deployments with even 

longer times between those deployments, the idea is to have this done in smaller chunks which 

are frequently deployed. This gives a better ability to responded to business needs, hopes, and 

customers. It is highly focused on the minimal viable product; getting something that works 

with minimal time for testing.” 

 

Those currently working on Developer roles (interviewees B, D, F and H) 

presented a greater degree of confidence in their responses, possibly related to their more 

direct and practical involvement in DevOps practices comparatively to Process and 

Service Managers.  

Of the 12 practices, Dev & Ops Feedback Loops and Automated Monitoring were 

known by all participants; Infrastructure as Code was known by a single participant but 

applied by none. Stakeholder Participation, Process Standardization, Continuous 

Planning and Dev & Ops Feedback Loops were identified as the most widely applied 

practices. 
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Table 12 - DevOps Practices Known & Implemented 
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DevOps Practices Known 

A             9 75% 

B             9 75% 

C             9 75% 

D             11 92% 

E             9 75% 

F             8 67% 

G             8 67% 

H             8 67% 

I             6 50% 

J             11 92% 

Total 4 9 10 8 10 5 8 8 1 8 8 9   

DevOps Practices Applied 

A             5 42% 

B             9 75% 

C             7 58% 

D             9 75% 

E             6 50% 

F             7 58% 

G             6 50% 

H             7 58% 

I             5 42% 

J             7 58% 

Total 3,5 5,5 5,5 3,5 4,5 3,5 1,5 2 0 7 5,5 5   

   Legend:       - Known / Fully Applied;      - Partially Applied;   - Not Known / Not Applied 
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Having discussed each interviewees’ level of understanding over each DevOps 

practice, questions were asked regarding the challenges associated with their 

implementation, as well as the perceived benefits that resulted from them.  

Table 13 presents the outcome of requesting each interviewee to rate the level of 

difficulty experienced when implementing each practice on a scale of 1, meaning Very 

Hard, to 5, meaning Very Easy. Note that the number of inputs to each practice depends 

on the number of participants that replied with having experience in either partially or 

fully applying said practice. Some comments were also added, as we allowed participants 

to justify their answers. 

Similarly, Table 14 shows the outcome of requesting each interviewee to rate the 

extent to which benefits were experienced when and after implementing each practice in 

a scale of 1, meaning No benefits, 2, meaning Neutral, and 3, meaning Observable 

benefits.  

We detected some lack of consensus when discussing the challenges associated 

with implementing various practices; interviewees frequently answered with a wide 

variety of viewpoints for how easy or how difficult a certain DevOps practice was to have 

implemented (e.g., Dev & Ops Feedback Loops, Stakeholder Participation). However, a 

more uniform view can be seen when discussing whether or not those practices have led 

to observable business benefits; here, there was a clear tendency towards positive answers 

across the board (e.g., Shift Left, Continuous Planning). 

According to interviewee ratings, when reviewing the average difficulty 

associated with implementing each DevOps practice, Deployment Automation stands out 

with a 4,5 average, meaning and Easy to Very Easy implementation; it is important to 

note however that this particular result is based solely on the insight of two participants. 

If we study the three most widely implemented practices based on Table 12, we see a 

Neutral to Easy rating for Continuous Planning and Dev & Ops Feedback Loops, and a 

Neutral to Hard rating for Process Standardization. On the lower end of the scale, 

Automated Monitoring received the lowest score we captured, based on the insight of six 

interviewees, with three indicating a Very Hard implementation for this DevOps practice. 
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Table 13 - Challenge to Implement DevOps Practice 

Practices 
Rates 

Comments 
1 2 3 4 5 Average 

Shift-Left 
 3  1  2,5 “Technically easy, but a lot of 

logistical implementation work.” 

Continuous Planning 

 3 1 2 2 3,4 “We recognized the need for it, 

and so everyone made the 

decision to embrace it. It was 

easy.” 

Dev & Ops Feedback Loops 

1 2 3 1 2 3,1 “It is easier when we are working 

on the same goal; if so, people 

have interest in it.” 

Continuous Integration 

1 2 1 3  2,9 “A very good design of how 

things are done absolutely needs 

to be in place.” 

Automated Monitoring 

3 1 1  1 2,2 “The difficulty is in defining 

perfectly what the ideal state is, 

and then using automated 

monitoring to spot deviation. It is 

very hard to implement.” 

Application Prototyping 

  2 2 1 3,8 “The setting of clear expectations 

on the customer end is the more 

challenging part of this practice.” 

Deployment Automation 

   1 1 4,5 “The implementation of scripts 

to automate this part of the work 

is not very challenging with the 

tools that we have.” 

Test Automation 

 3   1 2,8 “Proper testing requires ample 

information from all sources. 

Without needed information and 

resources, this is very hard to 

do.” 

Infrastructure as Code      0 N/A 

Stakeholder Participation 

2 1 3 3  2,8 “Stakeholders generally want to 

be involved in what is being 

done. Participation on its own is 

not challenging. It is required to 

determine what forums to use.” 

Process Standardization 

1 2 3  1 2,7 “Depends on the willingness of 

the organization to adopt 

standardized processes.” 

Change Management 

 2 2 3  3,1 “Difficult to implemented at the 

start, but gradually becomes 

neutral or easy as maturity 

increases.” 

Legend: 1 - Very Hard; 2 - Hard; 3 - Neutral; 4 - Easy; 5 - Very Easy. 
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Table 14 - Benefit from Implementing DevOps Practice 

Practices 
Rates 

Comments 
1 2 3 Average 

Shift-Left 

  4 3 “Some tasks end up being done earlier in 

the lifecycle. This allows to free up time 

from more technical resources, reducing 

waste and quickening the process.” 

Continuous Planning 

  8 3 “Ensures that we are all constantly on the 

same page. It allows for us to be Lean, 

constantly thinking about next steps and 

priorities. Allows for flexibility.” 

Dev & Ops Feedback Loops 

 2 7 2,8 “There is a gap between Ops and Dev. 

Having this in place does require an 

investment from both ends, where we help 

each other. In a utopia, we are basically 

doubling teams.” 

Continuous Integration 

1 1 5 2,6 “The way developers work for improving 

our ITSM tool is through continuous 

integration: Implementing small changes 

and features constantly. It allows for us to 

have quick corrections implemented in a 

few hours / minutes.” 

Automated Monitoring 
 1 5 2,8 “We are able to see the status of things 

without human intervention.” 

Application Prototyping 

  5 3 “From a Dev side we benefited. It is 

however very important that expectations 

of what the prototype should be are clearly 

defined.” 

Deployment Automation 

1 1  1,5 “Ours [referring to the ITSM tool 

implemented] helps with bulk changes, 

reducing some manual work, but the effort 

is never entirely automated.” 

Test Automation 
 2 2 2,5 “These “sanity checks” have been applied 

with success. A dedicated team is in place 

for it specifically.” 

Infrastructure as Code    0 N/A 

Stakeholder Participation 

1  8 2,8 “Having [stakeholder] visibility and 

participation in the work adds to the 

reputation of the Team, which can improve 

performance.” 

Process Standardization 

1 1 5 2,6 “There is a standard scrum process in place, 

but it can change depending on how day to 

day activities are done. Some flexibility is 

still needed for motivation, however.” 

Change Management 
1 1 5 2,6 “Makes everyone aware of what will 

change ahead, knowing the standard 

practices associated with the process.” 

  Legend: 1 – No benefit; 2 - Neutral; 3 – Observed benefit. 
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Analyzing the outcomes of our question regarding the business benefits observed 

from each DevOps practice, we find unison agreement on the positive impact of Shift-

Left, Continuous Planning and Application Prototyping. If we once again review the top 

three most widely implemented practices based on Table 12, we see overall positive 

responses for all three. The only practice which was discussed as having a neutral to no 

observable benefit was Deployment Automation, based on the responses of two 

participants.  

The Infrastructure as Code practice was not taken into consideration for the above 

analysis given that none of the ten interviewees had experience applying it. 

5.1.2. Problem Management  

Having completed a first DevOps focused section of the interview, the author 

continued by asking interviewees questions regarding their understanding of the PM 

process, the PM lifecycle, and the extent to which participants had applied each practice 

of the lifecycle.  

Answers to our introductory question on the definition of PM are presented in 

Table 15. Results to the question on which practices in the PM lifecycle participants 

knew, and the extent to which they were applied, are shown in Table 16. As done for 

Table 12,  the choice of three possible answers was presented. Either participants did not 

apply each practice, partially applied it, or fully applied it. 

Interviewees demonstrated good understanding of what PM is, its purposes and 

structure, according to the ITIL framework. Contrary to what was noted in the DevOps 

section, where Developers were more familiar with DevOps concepts and practices over 

Process and Service Managers, mature knowledge of the PM process was observed in 

participants regardless of their current roles in the organization; this may have been a 

consequence of the interviewed Developers having previous work  experience performing 

various Process Management activities.  

All interviewees answered positively in regard to their knowledge of each of the 

6 PM practices. When asked about the extent to which each has applied them, we point 

out Problem Resolution, Problem Detection and Problem Logging as the more widely 

implemented practices. Known Error Management was the lesser implemented practice, 
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despite all interviewees stating that they have implemented it to some extent; from 

reviewing the answers we find that only 3 participants fully applied it. 

Table 15 - Interviewee Problem Management Definitions 

Interviewee Question: Please describe PM in your own words. 

A “The process used to tackle complex and widespread issues. We try to find 

the cause of issues, resolve them permanently, or at least minimize their 

impact should they happen again. It is a role of our investigations to find the 

cause of things and identify, through planning and observation, how impact 

can be mitigated.” 

B “People log Incidents, these can sometimes be identified as Problems. If so, 

Root cause analysis takes place, and the investigation goes through phases 

aimed at coming up with a solution and raise a Change to fix the issue. PM 

is the process that manages the lifecycle of Problems. It ensures success 

with fix implementation by making it so that there are no reoccurrences.” 

C “A process that helps us address root causes, or underlying causes, of one or 

more Incidents. At the end, it is a process which exists to address and 

eliminate issues, decreasing impact on the end users and improving service 

quality.” 

D “A process whose main goal is to solve issues which are not solvable solely 

under Incident Management. Problems are larger than single Incidents, and 

they require permanent solutions.” 

E “PM is all about learning from mistakes. It is about figuring out what can be 

improved and what can be done in a better way to prevent future incidents.” 

F “PM is a process or practice that takes care of managing the lifecycle of all 

Problems. Problems are the underlying cause of one or more Incidents. 

Resolving Problems mitigates incidents and leads to service improvement, 

reduced risks, better reliability, and less Incidents.” 

G “The process used to avoid incidents, to satisfy the customers, to ensure 

services are ongoing and not failing. It should be proactive, in the sense that 

it is proactively avoiding future incidents.” 

H “This is the process to address reoccurring Incidents. Without it there is no 

investigation, there is no documentation, there is no improvement. This is 

an extremely important process, and it tells us a lot about the company’s 

maturity: Where this is used, there is care in figuring out the roots of 

issues.” 

I “Everyone is looking for a permanent solution to their problems, and that is 

what PM is aimed at: For the cases where a permanent solution is needed. It 

is the proper process to provide a stable solution for issues, preventing 

recurrent incidents.” 

J “PM is the process that ensures there is something in place to standardize 

the approach towards Root Cause Analysis, its review, the tracking of fixes 

and mitigation activities, and the resolution of causes for Incidents. It is the 

link between technical investigation, documentation as well as the steps and 

follow-up actions towards resolution.” 
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Table 16 – Problem Management Practices Known & Implemented 
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PM Practices Known 

A       6 100% 

B       6 100% 

C       6 100% 

D       6 100% 

E       6 100% 

F       6 100% 

G       6 100% 

H       6 100% 

I       6 100% 

J       6 100% 

Total 10 10 10 10 10 10   

PM Practices Applied 

A       6 100% 

B       5 83% 

C       6 100% 

D       6 100% 

E       6 100% 

F       5 83% 

G       6 100% 

H       6 100% 

I       6 100% 

J       6 100% 

Total 8,5 8,5 8 6,5 9 8   

Legend:       - Known / Fully Applied;      - Partially Applied;   - Not Known / Not Applied 
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5.1.3. DevOps and Problem Management 

Having covered DevOps, its understanding, practices, challenges, and benefits, as 

well as PM, its knowledge and implementation, the author proceeded to join both areas 

together by asking interviewees to rate the relevance each DevOps practice has in each 

PM lifecycle practice. Participants were asked to indicate this by selecting one of the 

following options: 1, meaning low relevance; 2, meaning relevant; and 3, meaning high 

relevance. Table 17 presents the outcome of this exercise. In it, a compilation of answers 

each interviewee provided was carried out, adding the values entered for each cell, and 

grading the result using three colors. Light grey indicating slight significance, where the 

added total of answers was between 10 and 14; dark grey indicating significance, where 

the added total of answers was between 15 and 19; and black, indicating high significance, 

with the added total of answers equaling to or being over 20. Where applicable, it includes 

opinions and justifications provided by interviewees as they responded to this question 

(these being represented as Ix’s). Said comments are found on Table 18. 

Table 17 - DevOps Practice significance in the Problem Management lifecycle 

 PM Practices 

 
 

Problem 

Detection 

Problem 

Logging  

Problem 
Investigation 

and Diagnosis 

Known Error 

Management 

Problem 

Resolution 

Problem 

Closure 

D
ev

O
p

s 
P

ra
ct

ic
es

 

Shift-Left 
8 6 6 10  

(F1) 
6 6 

Continuous 

Planning 

14 

(F2) 

12 16 

(F3) 

17 20  

(F4) 

12 

Dev & Ops 
Feedback Loops 

22  
(F5) 

16 21  
(F6) 

17  
(F7) 

19  
(F8) 

17 

Continuous 

Integration 

9 10 12 

(F9) 

12 16  

(F10) 

7 

Automated 

Monitoring 

24  

(F11) 

12 

(F12) 

17 12 13 12 

(F13) 

Application 

Prototyping 

6 7 8 7 9 

(F14) 

6 

Deployment 

Automation 

5 4 4 4 5 5 

Test 

Automation 

8 7 8 6 9 

(F15) 

6 

Infrastructure as 

Code 

0 0 0 0 0 0 

Stakeholder 

Participation 

21  

(F16) 

16  

(F17) 

14 16 19  

(F18) 

16 

Process 

Standardization 

9 11 13 

(F19) 

14  

(F20) 

12 12 

(F21) 

Change 

Management 

13 10 

(F22) 

12 

 

11 17  

(F23) 

10 

(F24) 
Legend:  Slightly significant; Significant; Very significant. 

Both Table 17 and Table 18 are key inputs towards answering RQ1, providing us 

insight on which DevOps practices would be applicable for the various phases of the PM 

lifecycle. 
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Table 18 - Insight on DevOps & Problem Management Practice matches 

 

Feedback DevOps 

Practice 

PM Practice Comment 

F1 

Shift Left 

Known Error 

Management 

“When a proper Known Error Database is implemented, there are plenty of opportunities for shift-left (…) 

Known Error workarounds can often be applied at the 1st level of support.” 

“This is a key element of the link between the PM and Knowledge Management process (…) Having this set 

of practices in place is an enabler to proper Knowledge Management.” 

F2 

Continuous 

Planning  

Problem Detection “Having a regular forum where potential Problem candidates are discussed can be helpful to the process.”  

“With continuous planning we can continually find issues and obstacles to be addressed via the PM process.” 

F3 

 

Problem Investigation 

and Diagnosis 

“This would be an important practice to have as it enables better task management (…) knowing where each 

investigation is on an ongoing manner is helpful for the process.” 

F4 Problem Resolution “Solution activities for Problems have to be planned. Having [Continuous Planning] is very relevant as it can 

expedite the implementation.” 

“Continuous planning sessions, the fact that they allow the opportunity for ongoing discussion, can be a 

positive element for the process.” 

“This can be used to also prevent Problems even before they get to Production.” 

F5 

 

Dev & Ops 

Feedback Loops  

Problem Detection “Being aware of what development is to be implemented, and pointing out risks or issues, is an important 

contributor to the creation of Problems.” 

F6 Problem Investigation 

and Diagnosis 

“Performing Problem Root Cause Analysis always requires collaboration. Developers and Operations need to 

work together when it comes to figuring out the cause of Problems.” 

“Regardless of who actually does the Root Cause Analysis, it is important to have consistent feedback 

between us process teams and the tech teams. It is how we obtain necessary updates and improve 

communication.” 

F7 Known Error 

Management 

“The validation of Known Errors and Workarounds has to be checked and confirmed by the Development 

side, who often have the technical awareness to approve or reject this.” 

F8 Problem Resolution “This combination is needed to make the requirements of a Problem solution clear and align on how that 

solution will be introduced properly.” 

“It is the Developers who take the lead in the working out of a resolution for a Problem; however, the 

implementation of it already involves Operations. They should be working together.”  

F9 

Continuous 

Integration  

Problem Investigation 

and Diagnosis 

“A Problem investigation is an ongoing process. It should be easy to track and simple to manage. The idea of 

Continuous Integration, with new information being added to the Problem piece-by-piece, makes sense.” 

F10 Problem Resolution “In the implementation of solutions for Problems, this practice can speed thing up to a higher pace.” 

“This [Continuous Integration] is how we should aim to implement Problem actions.” 
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Feedback DevOps 

Practice 

PM Practice Comment 

F11 

Automated 

Monitoring  

Problem Detection “This is a key practice to proactively identify Problems. We need to be aware of what is happening in the 

environment; having automation helps.” 

“We could link this with the Event management process, working as an input to PM.” 

F12 Problem Logging “There may be opportunities to automate the creation and logging of Problem records based on certain 

monitoring triggers.” 

F13 Problem Closure “We could use some sort of automated monitoring to actually confirm the complete resolution of a Problem 

investigation.” 

F14 Application 

Prototyping 

Problem Resolution “The prototyping of a Problem solution could be done.” 

F15 Test Automation Problem Resolution “We could use this practice to test how effective a Problem solution is before we implement it in Prod.” 

F16 

Stakeholder 

Participation 

Problem Detection “Additional ‘eyes on the field’ are important to detect things as soon as something goes wrong.” 

F17 Problem Logging “The prioritization of a Problem and its classification, based on urgency and impact, is dependent on the 

Stakeholders insight and participation.” 

F18 Problem Resolution “Stakeholder should be involved in the confirming of solutions to the Problems” 

“They are the best suited to consider, agree, comment on and confirm the solutions to Problem issues.” 

F19 

Process 

Standardization 

Problem Investigation 

and Diagnosis 

“Having standard processes allows us to organize and help the carrying out of investigations. Standardization 

also more easily points out what may have failed during a Problem.” 

F20 Known Error 

Management 

“Only with a standardized process within our teams can we ensure that a good Known Error Knowledge Base 

is in place; it prevents wasted time where we have people investigating matters that are already known or 

under resolution.” 

F21 Problem Closure “In Closure, everything should be clearly documented, and everyone should be aware of and follow the same 

process for it. (…) the outputs of each activity towards Closure should have a predictable outcome. 

F22 

Change 

Management 

Problem Logging “We could trigger the automatic creation of Problems from Changes that are considered ‘failed’.” 

F23 Problem Resolution “Solutions implemented via PM should also go through a Change Management process.” 

F24 Problem Closure “The outcome of the Change can be used as a confirmation that the issue was actually resolved. It is evidence 

that the Problem is ready for Closure.” 
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5.2. Process Analysis and Observation 

A review of the PM process being applied in the organization by its teams was 

conducted. Our objective consisted in analyzing its main activities to understand how 

aligned these are with the broader ITIL PM literature, observe if and what DevOps 

practices are used over the course of Problem investigations, and how they may influence 

the results of the process. 

According to the PM process applied in the organization, and in line with ITIL 

literature, a Problem is defined as the “underlying cause of one or more Incidents or 

potential incidents”.  

Two types of Problem investigations are referred to: Reactive Problems, being 

those originating exclusively following a Major Incident, and Proactive Problems, being 

those encompassing all other possible sources that may trigger Problem investigations; 

this includes the outputs of system monitoring tools, results of Incident trend analysis, 

insight from Service Management teams and feedback from customers.  

Each Problem investigation regardless of source, priority, categorization or type, 

progresses through a standard four-stage lifecycle. A summary of the applied PM 

lifecycle, and its alignment with standard ITIL PM activities, is found on Table 19. A 

flowchart depicting the 4 key activities of the lifecycle is presented in Figure 7.  

Teams who have been granted accesses to the PM module of the ITSM tool being 

utilized are able to create new Problem candidates based on detected incidents, events 

and knowledge of existing faults in the business’ IT landscape. Said teams tend to be 

comprised of Service Managers who collaborate closely with their service provider 

counterparts and other stakeholders from the organization.  

Templates containing standard questions and requirements are used to ensure that 

the necessary information for the progressing of an investigation is documented. Meetings 

are also regularly scheduled to both confirm that validation is granted for each Problem, 

and to reach agreements on ownership for which service provider(s) will be carrying out 

Root Cause Analysis. 
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Table 19 - Comparison of ITIL & Organizations’ Problem Management lifecycle 

Standard ITIL 

PM Activities 

Org. PM Stages Objectives and outputs of each stage 

Problem Detection 

Problem Creation 

& Validation 

Problem candidates are raised following either 

Major Incidents or based on the result of 

monitoring patterns, incident analysis and service 

management insight.  

Each candidate is reviewed for validation, ensuring 

it has the proper categorization, prioritization and 

estimated business benefits before an actual 

investigation is initiated. 

Problem Logging, 

Categorization, and 

Prioritization 

Problem 

Investigation and 

Diagnosis RCA Creation and 

RCA Review 

Providers review the issues reported in the Problem 

record and provide both Root Cause Analysis 

(RCA) and proposals for solution activities that 

may be completed towards resolving the Problem. 

A Known Error may be generated upon delivery of 

the RCA 

Service Management reviews the delivered 

information and provides an approval or rejection. 

Known Error 

Management 

Problem Resolution Problem Resolution 

Each solution item is documented and tracked to 

completion. Evidence is provided by teams owning 

Problem resolution items on the status and outcome 

of each activity. 

Problem Closure and 

Major Problem 

review, if applicable. 

Resolution Review 

and Problem 

Closure 

A summary of all Root Cause Analysis findings and 

all Problem resolution activities completed is 

delivered. 

Service Management reviews the delivered 

summary and provides an approval or rejection. If 

an approval is granted, the Problem record is 

closed. 

 

 

 

 

 

 

 

 

• Problem records are 
identified / generated by 
stakeholders.

• Each potential 
investigation is validated 
by the PM team.

Problem Creation & 
Validation

• Providers are engaged to 
deliver Root Cause 
Analysis.

• The RCA and resolution 
activities are reviewed by 
Service Management.

RCA Creation & 
RCA Review • Each solution activity is 

tracked to completion in 
the ITSM tool. 

• PM aligns with action 
owners, ensure proper 
evidence of completion.

Problem Resolution

• A review of activities 
performed in the Problem 
is done.

• Stakeholders are contacted 
to confirm permanent 
resolution.

Resolution Review 
and Problem Closure

Figure 7 - Four-stage Problem lifecycle 



 

43 

 

Having validated a Problem investigation, Root Cause Analysis tasks are started. 

One or multiple providers collaborate to deliver an RCA document and a proposal of 

activities required to resolve the Problem. Although no standard RCA methodology is 

defined, a “5 Whys” approach is most commonly used. Here, technically experienced 

colleagues investigate the underlying cause of reported issues until their root cause is 

found; potential solutions are also listed, with respective owners and estimated due dates, 

aimed at permanently resolving the Problem or mitigating the risk of reoccurrence. The 

outcome of this effort is presented in an RCA document submitted to the organizations’ 

Service Management community for approval or rejection, should revisions or 

clarification be needed. 

When RCA approval is granted, each identified solution action is logged and 

tracked to completion in the organizations’ ITSM tool. Depending on which party is 

responsible for implementing each activity, Providers and Service Managers deliver 

evidence, often from technical counterparts working in the investigation, when closing 

each task. Solutions can include, for example, the delivery of trainings, the updating of 

process documents and workflows, implementing system configuration updates through 

Change Management, replacing hardware or upgrading software versions. 

Once all solution actions are completed, a final revision of the RCA document is 

done by the responsible Provider, documenting all that was found and done over the 

course of the investigation. This final document is submitted  for approval to the Service 

Management community of the organization who may share it with stakeholders and 

customers who were impacted by the investigated issue. If an approval is granted, the 

Problem is considered Closed. 

A team of dedicated Process Managers ensures that each activity of the four-stage 

Problem lifecycle is carried out according to expectations. They aid in defining action 

owners, create and route Problem tasks in the ITSM tool, schedule meetings for Problem 

validation and handling, and act in the event of escalations or overdue actions. Although 

they are not involved in the delivery of RCAs themselves, they ensure the process is 

properly driven by building connections between the business and its various Service 

Providers. 

Based on the performed analysis, the PM process implemented in the organization 

is aligned with the understanding of PM presented in ITIL literature. Furthermore, 
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observation of the four-stage Problem lifecycle being utilized indicates, to a certain extent 

and in select instances, that some DevOps practices are already being applied. This 

includes, for example, continuous Stakeholder Participation in the detection, resolution 

and closure phases of Problem records; reliance on a Change Management process to 

carry out Problem Resolution activities; utilization of automated monitoring tools to 

identify Problem candidates; ongoing alignment of technical resources and developers, 

coupled with operations teams, to investigate, diagnose and resolve Problem 

investigations.  

Observed evidence of utilizing DevOps practices in the organizations’ current PM 

process can be found in Table 20. 

Table 20 - DevOps Practices in Org. Problem Management 

 Organizational PM Practices 

 
 

Problem 

Creation & 

Validation 

RCA Creation & 

Review 

Problem 

Resolution 

Resolution 

Review and 

Problem Closure 

D
ev

O
p

s 
P

ra
ct

ic
es

 

Continuous 

Planning 

The organization relies on daily PM meetings with Providers, as well as weekly forums with Service 

Management, to discuss the validation and progress of investigations and respective solution activities, 
ensuring that they are completed according to agreed timelines or adapt timelines if required. 

Dev & Ops 

Feedback 

Loops 

The Development 

and Operations 
community works 

closely to identify 

candidates for 
Problem 

investigations 

(often proactively, 

based on insight 

from ongoing 

deployments). 

The Development and 

Operations community 
collaborates iteratively in 

the development of Root 

Cause analysis. Both 
parties are required in 

order to collect 

information from 

Production environments 

and analyze it to identify 

cause and propose 
adequate solutions. 

The Development and 

Operations community 
works together to plan, 

implement and 

monitor each 
identified solution 

activity (this would 

include the 

development of bug 

fixes, implementation 

planning, and ongoing 
monitoring to measure 

success rates). 

(Not observed in 

analysis) 

Automated 

Monitoring 

The organization 

relies of monitoring 
tools to identify 

common error 

trends and relies on 
this information to 

initiate Proactive 
PM. 

(Not observed in 

analysis) 

Automated monitoring 

tools are utilized to 
measure the success of 

implemented 

resolution activities, 
and as an indicator of 

a Problem being 
resolved. 

(Not observed in 

analysis) 

Stakeholder 

Participation 

Stakeholders 

impacted by 

Incidents are 
encouraged to 

request the creation 

of Problem record 
aimed at addressing 

their cause. 

(Not observed in 

analysis) 

(Not observed in 

analysis) 

Confirmation from 

impacted Stakeholders 

that a Problem has 
been fully resolved is 

actively sought after in 

the Resolution Review 
stage of the PM 

lifecycle. 

Change 

Management 

(Not observed in 
analysis) 

(Not observed in 
analysis) 

Problem resolution 
activities frequently 

require the 

engagement of the 
Change Management 

process to ensures all 

business requirements 
are adhered to for 

implementation. 

(Not observed in 
analysis) 
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5.3. Focus Group Exercise 

Focus group discussions are frequently used as a qualitative approach to deepen 

the understanding of issues by “draw[ing] from the complex personal experiences, 

beliefs, perceptions and attitudes of the participants through a moderated interaction” 

(O.Nyumba et al., 2018). Following the completion of semi-structured interviews and a 

process analysis period, a focus group discussion was held with 5 select individuals from 

the organization, all of which were part of the group of 10 professionals previously 

interviewed. Referring to Table 10, these were Interviewees D, F, B, I and J. With this 

discussion, the aim was to establish a triangulation of data by linking insight from the 

focus group, the outcomes of process observation, and the results captured from semi-

structured interviews.  

The discussion was initiated by presenting an overview on the research questions 

of the case study and laying out the purpose and objectives of the exercise. A review of 

the findings from semi-structured interviews and process analysis, as set forth in previous 

chapters, was done. Afterwards, we opened the conversation for participants to comment 

on the presented outcomes. 

On the results presented from the DevOps section of semi-structured interviews, 

focus group participants were generally not surprised with the observed outcomes. A 

comment was made by interviewee D that there was an expectation that the Test 

Automation practice “should have ranked higher in value” (see Table 14), as clear 

benefits were observed based on past experience; interviewee B commented that this was 

not too surprising “as test automation is currently too challenging to implement fully”. 

On the outcomes of the PM section only a comment was made on the topic of 

Known Error Management. Interviewee J provided his interpretation for this practices’ 

low application (see Table 16) by stating that “it rates lower due to [PM] frequently 

lacking formal integration with the Knowledge Management process” in utilized ITSM 

tools.  

Finally, a review of the outcomes presented on Table 17 was done, in which we 

had challenged interviewees to rate the significance of each DevOps practice in each stage 

of the ITIL PM lifecycle. Here, interviewee F questioned the high significance that was 

reported for Continuous Planning in the Problem Resolution stage (F4). An explanation 

was provided by interviewee J stating that “if we are implementing a solution as part of a 
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Problem investigation, it makes sense to check continuously how its deployment is being 

done”, and that would fall in the purview of the Continuous Planning practice.  

An insight presented by Interviewee B received broad consensus in the group 

when he noted that there seemed to be a pattern in that “the ones that are rated highest are 

those focused with either communication or with planning”; that is, the combinations with 

highest significance tend to be those in which communication or planning is done. 

Having concluded the review of outcomes from semi-structured interviews, we 

asked focus group participants to comment on the first research question of the study: 

“What DevOps practices can be applied in each stage of the PM process?”. Here, 5 

DevOps practices were highlighted. A summary of the comments on each is found in 

Table 21. 

Table 21 - Focus Group comments on RQ1 

DevOps Practice Comment 

Automated 

Monitoring 

Participant J: “The Automated Monitoring practice can quite easily be applied to 

proactively gather Problem candidates from our systems (…) this is currently one of our 

main sources for new investigations.” 

Dev & Ops 

Feedback Loops 

Participant D: “It is important for us to know the results of a new deployment and having 

a bridge with Operations helps us be quicker in how we respond.” 

Participant J: “This is the most important practice that can be applied (…) the improved 

communication this and the Continuous Planning practice provide brings a lot of benefit 

and structure to the work of PM”. 

Stakeholder 

Participation 

Participant B: “We need to define stakeholder, including those passively observing as well 

as those actively involved (…) for the detection of Problems, everyone is a valid 

stakeholder.” 

Participant J: “All stakeholders can contribute to PM (…) their participation is very 

valuable to us”. 

Change 

Management 

Participant B: “Many activities done over the course of a Problem require the involvement 

of Change Management to ensure they are done correctly (…) many Problems are [also] 

created from Changes that do not have a positive outcome.” 

Process 

Standardization 

Participant I: “Organizational culture might not be leaning towards having a lot of 

standardization in the process, but it is needed in order for it be predictable and consistent”.  

 

Lastly, we asked participants to discuss the second research question: “Does 

DevOps improve the resolution of Problems? If so, how?”. Here, participants emphasized 

that professionals working in DevOps teams and those working in PM tend to have 

differing, yet complementary, skillsets. As one of the participants stated, “there are some 

activities that take place in a DevOps team that I cannot see being done in a PM team; 

however, DevOps team members could be part of and contribute within a PM team”. A 
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discussion on how this could be implemented practically ensued, with the concept of 

expanding upon the traditional PM team. Rather than being strictly composed of process 

managers, it could include more technically driven professionals, such as those with 

backgrounds in Development areas. Interviewee D highlighted that a formal 

reorganization of each Team might not be needed, but that it is in the “sharing of 

knowledge and communication between the two groups” that value is added.  

Four DevOps practices were highlighted as having a role towards improving 

Problem resolution. A summary of the comments made for each practice is found in Table 

22. 

Table 22 - Focus Group comments on RQ2 

DevOps Practice Comment 

Dev & Ops 

Feedback Loops 

Participant D: “We could imagine a DevOpsProb team, where the knowledge of process 

is joined with technical expertise to quickly resolve Problems (…) there can still be 

specialization, but all working towards the same purpose.” 

Participant B: “Communication between Problem managers and those actually developing 

solutions is needed to make sure things are done in an organized way and at the right time.” 

Participant I: “Root Causes need to be found quickly and data can be lost (…) feedback is 

important to make sure people are on the right track to reach a conclusion.” 

Stakeholder 

Participation 

Participant I: “Other processes may need to be more customer facing, but having more 

participation from the business in PM makes it possible to know where to focus effort, 

where to make priorities” 

Participant J: “If Stakeholders understand the process, they can be important allies over 

the time it takes to resolve investigations.” 

Change 

Management 

Participant F: “PM benefits indirectly: If all teams are using this [Change Management], 

it will naturally feed into PM.” 

 

Continuous 

Planning 

Participant J: “Some investigations are very long (…) they have complex actions that need 

to be consistently monitored. If planning for these Problems is not done continuously, we 

would lose track of what has been done, what is being done and what still needs to be 

completed.” 

 

In closing, participants agreed that although without formalization, some DevOps 

practices are already being applied in various Problem investigations, with positive 

results, within the organization. For example, the carrying out of detailed Root Cause 

Analysis was mentioned as a result of continuous feedback loops between Development 

and Operations; the possibility of quickening the implementation of Problem resolution 

activities, done through Continuous planning; or the increased identification of issues 

requiring PM intervention, as a result of greater Stakeholder participation. It was clear to 

participants that not all DevOps practices are equally relevant to a PM process, but that 
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those which have a role in planning, communicational and collaborative efforts of teams 

are of significant value. 

The focus group discussion was then finalized with a brief exchange on how 

DevOps practices could be implemented beyond specific departments. According to 

interviewee B there is room and reason to consider expanding the scope of these practices 

beyond IT sectors: “The way forward is not applying these ways of working only into the 

IT processes, but by using them in the organization overall.” 
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Chapter 6 – Conclusion 

The potential role of DevOps practices in ITSM environments is, by and large, 

unexplored territory. The SLR carried out as part of this work, in which 36 DevOps Case 

Studies were reviewed, is an indication towards the need for further investigation on the 

subject. Only three out of the 36 case studies considered a link between DevOps practices 

and ITIL processes; however, none delivered specific research on DevOps’ relevance for 

a PM process. As such, this research provided an academic contribution to the current 

body of knowledge by considering what DevOps practices may be applicable to a PM 

process, and to what extent they can lead to improved Problem resolution. 

A case study was planned and carried out in an organization where both DevOps 

and PM are applied according to modern standards. Professionals working with various 

backgrounds, experiences and roles in the organization were interviewed on their 

understanding of DevOps, PM practices, and on how these could be used collaboratively.  

Data resulting from semi-structured interviews indicates that 10 out of the 12 

contemplated DevOps practices are, in terms of their application, significant in at least 

one stage of the Problem lifecycle. The DevOps practices of Continuous Planning, Dev 

& Ops Feedback Loops, Automated Monitoring, and Stakeholder Participation stand out, 

and were found to be highly significant to the PM process according to interviewees. The 

improved planning and collaboration these practices tend to enable, by allowing multiple 

parties to work more closely together, was frequently referred to in captured comments. 

A review of the PM process implemented in the organization was performed, and 

practical observation done on the progress of Problem investigations. The process was 

found to be cohesive with current ITIL standards and practices, delivering root cause 

analysis and solutions to mitigate recurring Incidents and Major Incidents. According to 

observation, the same DevOps practices identified in semi-structured interviews as 

having high significance, plus Change Management, were found to already have some 

degree of application in the implemented PM process. For example, the Continuous 

Planning practice was observed in the established communication channels between the 

PM Team, Service Management and engaged Providers; the Automated Monitoring 

practice was observed in the monitoring tools implemented by the organization to 

proactively identify Problem candidates; the Stakeholder Participation practice was relied 
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on during RCA and Resolution Review stages, to ensure that Problem investigations 

delivered appropriate solutions to known errors. 

Lastly, a focus group exercise was conducted in which findings from semi-

structured interviews, process analysis, and observation were reviewed. The RQs this 

study proposed to answer were also discussed. According to the focus group, it is clear 

that DevOps is relevant to the PM process; however, not all DevOps practices are equally 

applicable to it. On one hand, practices such as Continuous Planning, Stakeholder 

Participation, and Dev & Ops Feedback loops, when implemented, are found to improve 

the collaboration between multiple teams and departments in the organization, enabling 

improved Problem resolution. On the other hand, practices such as Application 

Prototyping, Continuous Integration and Deployment Automation are more pertinent for 

teams and departments working specifically in Development areas. 

In summary, this study proposed to answer what DevOps practices can be applied 

in each stage of the PM process, as well as if, and how, it can improve the resolution of 

Problem investigations. Based on the activities completed over the course of the case 

study we conclude that 10 out of the 12 contemplated DevOps practices have varying 

degrees of significance in each stage of a Problem lifecycle (see Table 17); we also 

conclude, based on observation and the focus group activity, that at least 4 DevOps 

practices can directly improve the resolution of Problem investigations (see Tables 20 

and 22).  

It is important to note that the DevOps practices of Infrastructure as Code and 

Shift-Left were not widely known amongst case study participants and will be considered 

a limitation for this research. 

In the absence of studies focused on the relationships between DevOps and ITSM, 

particularly PM, this research also provides a valuable contribution to professionals and 

practitioners alike. The insight captured on the role each DevOps practice can have for a 

PM process can motivate its increased application in business, generating benefits as 

implementation takes place. 
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6.1. Research Limitations 

This research has some limitations. A wide variety of DevOps practices was 

sought to be encompassed in the case study, however some were not known nor applied 

by the participants that contributed in it. As such, it was not possible to conclude the 

potential role of said practices in the PM process. Other DevOps practices may also be 

proposed to have been included in the study. Furthermore, the case study relied on 

experience and insight from professionals working within various teams, DevOps and 

Process Management, within a single organization; other perspectives may exist.  

 

6.2. Proposal for Future Work 

Future work possibilities were identified over the course of this research. In it, we 

analyzed the scope of DevOps practices in a PM process, akin to what was done by 

Faustino (2018) for Incident Management. Other ITIL processes, such as Knowledge 

Management, Release Management and Deployment Management would also potentially 

benefit from being subject to this investigation. Additionally, despite providing examples 

of instances where DevOps practices were practically observed in a live PM process, the 

challenges and effort required for their implementation was not explored. Further work 

aimed more specifically at reviewing the implementation of DevOps practices in ITSM 

processes could yield additional benefits. 
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Annex A – Problem Management in ITIL 2011 and ITIL4 

The below key concepts and definitions were captured based on the ITIL 2011 

(ITIL®  Foundation Handbook, 3rd ed., 2012) and ITIL4 (ITIL® Foundation, ITIL 4 

Edition, 2019) manuals and glossaries. 

 ITIL 2011 ITIL4 

Key 

Definitions 

Process 

Definition 

The process responsible for 

managing the lifecycle of all 

Problems. 

Practice responsible for 

reducing the likelihood and 

impact of incidents by 

identifying actual and 

potential causes of incidents, 

managing workarounds and 

known errors. 

Problem A cause of one or more 

incidents 

A cause, or potential cause, 

of one or more incidents. 

Workaround Means of reducing or 

eliminating the impact of an 

incident or problem for 

which a full resolution is not 

yet available. 

A solution that reduces or 

eliminates the impact of an 

incident or problem for 

which a full resolution is not 

yet available. 

Known 

Error 

A problem that has a 

documented root cause and a 

workaround. 

A problem that has been 

analyzed but has not been 

resolved. 

Process Alignment Part of the Service Operation 

stage of the ITIL Service 

Lifecycle 

PM is a service management 

practice which contributes 

heavily to the Deliver & 

Support and the Improve 

activities of the Service 

Value Chain. 

Process Steps / Stages The following process flow 

is provided in ITIL 2011 

literature: 

• Problem detection. 

• Problem logging, 

categorization and 

prioritization. 

• Investigation and 

Diagnosis. 

• Workaround and 

Known Error 

management. 

• Problem resolution. 

• Problem closure and 

Major Problem 

review if applicable. 

ITIL4 suggests the following 

stages as central for a PM 

practice: 

• Problem 

identification. 

• Problem control. 

• Error control. 

 


