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Effective GPS Jamming Techniques for UAVs
Using Low-Cost SDR Platforms

Renato Ferreira' - Jodo Gaspar' - Pedro Sebastido’ - Nuno Souto’

Abstract

Lately, a rising number of incidents between unmanned aerial vehicles (UAVs) and airplanes
have been reported in airports and airfields. In order to help cope with the problem of unauthorized
UAV operations, in this paper we evaluate the use of low cost SDR platforms (software defined
radio) for the implementation of a jammer able to generate an effective interfering signal aimed
at the GPS navigation system. Using a programmable BladeRF x40 platform from Nuand and the
GNU Radio software development toolkit, several interference techniques were studied and
evaluated, considering the spectral efficiency, energy efficiency and complexity. It was shown
that the tested approaches are capable of stopping the reliable reception of the radionavigation
signal in real-life scenarios, neutralizing the capacity for autonomous operation of the vehicle.
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1 Introduction

Although drone legislation exists, many pilots choose to irresponsibly fail to comply with it,
generating various types of incidents and damaging the image and work of those who daily respect
the rules and make the unmanned aerial vehicles (UAVs) their professional activity. Different
approaches exist for dealing with the problem. For example, Dutch police trained some raptors
such as eagles so that they are able to chase and hunt down UAVs whenever necessary [1].
However, there are great chances that these animals will get injured with the carbon propellers of
the device, so the police are assessing the need to implement some additional protection. In
Russia, a new non-destructive weapon was presented capable of solving the problem in question.
Rex-1 was the solution presented as the emitter of a jammer signal to the GNSS signal. The Rex-
1, in addition to blocking the connection between the device and its controller, sends signals to
force the landing, also preventing the GSM (Global System for Mobile Communications) and Wi-
Fi signal in the zone, so as not to allow reconnection [2]. However, the Rex 1 solution has little
flexibility and does not interact with other technologies such as spoofing. To help mitigate this
problem, in this paper we study effective ways to block the GPS signal [3] using low cost SDR
platforms and thus prevent the autonomous flight of the Global Positioning System of the UAVs.
The high degree of flexibility of SDR platforms, eases the integration of jamming functionalities
with others, such as GPS signal spoofing, enabling the implementation of a low-cost
neutralization system which can be effective against a wide range of UAVs [4].

Jamming makes use of intentional radio interferences to harm wireless communications by
keeping communicating medium busy, causing a transmitter to back-off whenever it senses busy
wireless medium, or corrupt the signal arriving at the receiver. Jamming mostly targets attacks at
the physical layer but sometimes cross-layer attacks are possible too. Jammers are malicious
wireless nodes that cause intentional interference in a wireless network. Depending upon the
attack strategy, a jammer can either have the same or different capabilities from legitimate nodes
in the network which they are attacking. The jamming effect of a jammer depends on its radio
transmitter power, location and influence on the network or the targeted node. A jammer may jam
a network in various ways to make the jamming as effective as possible. Basically, a jammer can
be either elementary or advanced depending upon its functionality. For the elementary jammers,
we can divide them into two subgroups: proactive and reactive. The advanced ones can also be
classified into two sub-types: function-specific and smart-hybrid. A detailed classification of
different jammers can be found in [5].

There are already a few studies regarding the generation of interference in GNSS signals using
software defined radio (SDR) platforms, e.g., a system for detection and registration of GNSS
jamming incidences. The system was developed on the basis of the SDR Ettus B200. The study
presents also results of tests performed under real conditions [6].

The SDR chosen for all tests performed was the Bladerf x40 from Nuand?, as it has all the
specifications required for the implementation of the systems, with a cost of $420. BladeRF was
designed for high performance and mobile applications. It is used by industry and academic
researchers in telecommunications, RADAR, and Magnetic Resonance Imaging applications or
by researchers looking for flexible, inexpensive hardware for wireless research.

The remainder of the paper is organized as follows: section 2 introduces satellite navigation
systems. Section 3 describes different techniques to interfere with signals. Application of
jamming techniques against the GPS signal is presented in section 4. Section 5 describes the
experimental results followed by the conclusions in section 6.

2 https://www.nuand.com/product/bladerf-x40/

2/20



2 Global Navigation Satellite Systems

Global Navigation Satellite Systems (GNSS) can provide accurate location and timing
information which are required for various applications, such as in UAV autonomous operations.
GPS is the most commonly used system in the vast majority of applications, especially in UAVs,
although there are other systems of positioning.

Main systems that make up GNSS:

e GPS - Global Positioning System - USA, operational since 1995;

e GLONASS - GLObal'naya NAvigatsionnaya Sputnikovaya System - Russia, started in 1982
and completed in 1995;

e GALILEO - ESA EU operational in 2013.

e Space component - GPS

- 24 satellites (+5) of blocks II, IIA (Advanced) and IIR (Replacement) distributed over 6 orbits;
- approximately circular orbits with a radius of 26600 km, separated from each other by 60 ° in
length;

- 12-hour orbital period (=11h 58min 26s UTC), which causes the birth of the satellites to occur
about 4 mins earlier each day;

- Orbital inclination near 55°, relative to the terrestrial equatorial plane.

e Space component - Glonass

- 24 Satellites (+3) distributed in 3 orbits;

- approximately circular orbits with a radius of 25510 km, separated from each other by 110 ° in
length;

- Orbital period of 11:15 min sidereal, which causes the birth of the satellites to be given about
50 mins earlier each day;

- Orbital inclination close to 64.8°, relative to the terrestrial equatorial plane;

- Path repeats at the end of 8 sidereal days (the next satellite travels through the orbit of the
previous satellite).

e Space component - Galileu

- 30 satellites distributed by 3 orbits;

- approximately circular orbits with a radius of 30000 km, separated from each other by 120 ° in
length;

- Orbital period of 14h 21 min sidereal that causes the birth of the satellites to be given about 2h
and 24 min later in each day;

- Orbital slope close to 56°, relative to the terrestrial equatorial plane [7].

GPS satellites transmit simultaneously several ranging codes and navigation data using binary
phase-shift keying (BPSK). The GPS signals reach a GPS receiver from a series of satellites in
terrestrial orbit allowing the positioning through trilateration. This is a method whereby the
distances to three separate points, in this case satellites, are measured in order to calculate a
location with an accuracy of only a few meters.

Each GPS satellite transmits two carrier waves: L1 and L2. They are generated from the
fundamental frequency of 10.23 MHz, which is multiplied by 154 and 120, respectively. Thus,
the frequencies (L) and the wavelengths (A) of L1 and L2 are:

e L1 =10,23MHz x 154 = 1575,42MHz and A = 19 cm with a bandwidth of 15.345 MHz
e .2 =10,23MHz x 120 = 1227,60MHz and A = 24 cm with a bandwidth of 11 MHz

L1 is the target frequency for the proposed jammer as it is used by commercial UAVs. L1 is used

for transmitting the Navigation Message, C/A and P Code. These codes are broadcasted to the
receivers in the navigation message. In General, GPS satellites transmit three types of

3/20



information: almanac, ephemeris and timing information. The spectrum representation of the GPS
signal is shown in Fig. 1.
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Fig. 1 Spectrum of GPS signal and thermal noise power [8]

GPS signals are very weak, about 50 W, having about the same power as the TV signals
transmitted by geostationary satellites. GPS signals suffer interference when they pass through
most structures. As the satellite antenna diffuses the RF signal evenly over the Earth's surface the
transmitted energy is attenuated. This is mainly due to free space loss as the transmitted energy
spreads spatially as it travels to the user (according to the surface of a sphere whose radius is
increasing).

The minimum energy level received for users on Earth is -158.5 dBW for L / C code at L1 and -
160 dBW for P code at L2 according to GPS specifications [9].

3 Radio Frequency Interference

A jammer is a device capable of interfering with the reception of signals, such as those used in
GNSS systems, mobile communications systems, Wi-Fi, etc. Due to the shared nature of the
wireless medium, a jammer can easily interfere with a communication channel used by RF
technologies.

In order to create a jammer against GPS signals, we can apply techniques exploited in jamming
for other technologies which can be categorized into five types [10]:

3.1 Barrage Jamming

It is the simplest form of interference and is generally defined as a jammer that transmits noise-
like energy throughout the portion of the spectrum occupied by the target, as shown in Fig. 2 a) .
It essentially increases the noise level in the receiver, making it difficult to operate the
communication system.

3.2 Tone Jamming
In this technique, only a sinusoid is transmitted on the same frequency as the carrier of the GPS
signal. This means that the interference is created only at the central frequency and not over the

whole bandwidth. Using this technique all energy is applied at the center frequency of the carrier.
The spectrum is exemplified in Fig. 2 b) .
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3.3 Sweep Jamming

It is a technique that tries to replicate a behavior very similar to Barrage Jamming because it
operates over the whole frequency band. The difference between these two techniques is that
Sweep Jamming does not emit a static signal or a bandwidth of 15.345MHz. This technique is
more efficient with respect to power spectral density since it emits a low bandwidth signal and
sweeps the frequency in order to traverse the entire bandwidth of the signal to be interfered with,
as shown in Fig. 2 ¢) . It emits a signal known as Chirp Signal [11].

3.4 Successive Pulses Jamming

This approach consists in the generation of a sequence of pulses in time with low duty cycle. By
using this technique, the jamming of the carrier wave frequency can be accomplished due to the
resulting spectrum of the interfering signal, which is shown in Fig. 2 d) . The signal occupies the
desired band with peaks located at multiples of the frequency of the corresponding pulse
sequence.

3.5 Protocol-Aware Jamming

The last interference technique presented is protocol-aware congestion. The feasibility of using
protocol-aware jammers has been studied in IEEE 802.11-based wireless LAN communication
systems. It was concluded that these can reach interference with very low energy requirements
and low probability of protocol detection [12, 13]. Protocol-aware jammers also prevent
interference with other communication systems operating on the same RF band. In this type of
approach it is a common practice to use a jammer with an architecture similar to that used by the
emitter of the target signal. In this way, the interfering signal mixes with the target signal using a
similar spectrum in order to destroy the information thereof or otherwise make its reception
virtually impossible at the receiver.

During the construction of the interference signal, the signal modulation (BPSK), the data rate
(sample rate = 1.023MHz) and the channel bandwidth (15.345MHz) are considered. The resulting
spectrum is illustrated in Fig. 2 e) . This technique is the one that results in a spectrum closer to
the spectrum of real GPS signals.
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Fig. 2 a) Theoretical spectrum of Barrage Jamming; b) Theoretical spectrum of Tone Jamming; c) Theoretical
spectrum of Sweep Jamming; d) Theoretical spectrum of Successive Pulses Jamming; e) Theoretical spectrum of
Protocol-Aware Jamming
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4 Application of Jamming Techniques in the GPS Signal

In the following, we provide the details of the implementation of the five different jamming
techniques aimed at the GPS signal.

4.1 Barrage Jamming

The Barrage Jamming, using theoretical information is the best jammer that can be done in the
absence of any knowledge of the target signal [14]. Blocking wireless networks can be
accomplished by generating continuous noise with a power above the maximum the system
supports. The negative side of this approach is the high amount of energy required which
contributes to a low energy efficiency. Furthermore, it is not possible to select which signals to
be affected in the RF band used. When applying this technique for GPS signal blocking, this last
restriction is not an obstacle since what is intended to affect is the entire GPS frequency band.
The construction of the signal to be transmitted was programmed using the GNU Radio toolkit,
where Gaussian noise is generated through the Noise Source block (Fig. 3 a) ) and transmitted
over the entire bandwidth of the L1 band GPS signal with a center frequency of 1.57542 GHz and
a bandwidth of 14 MHz (Fig. 3 b) ).

To analyze the power spectral density of the various types of jammers, the receiving antenna is
connected for a spectrum analysis on the GNU Radio using the osmocom Source block (Fig.
3 ¢) ), connected to the QT GUI Frequency Sink (Fig. 3 d) ). This setting is possible because
BladeRF is a transceiver. This configuration was adopted for all the techniques presented.

The BladeRF has a Variable Gain Amplifier (VGA) in the transmit module, TxXVGA1 for BB
(Base Band) Gain and TxVGA?2 for RF (Radio Frequency) Gain. Generally, TxVGA1 should be
increased before TxVGA2. Sliders for these parameters were provided in the GUI via the QT GUI
Range block (Fig. 3 e) ).

S)
Lol QT GUI Range QT GUI Range
IR ID: bbgsin T Ry QT GUI Tab Widget
Generate Options QT GUI Label: B8 Gain (dB) Label: RF Gain (dB) Num Tabs: 2
Default Value: -4 Default Value: 0 Label 0: Befors
Start: -35 Start: 0 Label 1: After
Stop: -4 Stop: 25
Variable Step: 1 Step: 1
ID: samp_rats
Value: 20M
oesmocom Sink osmocom Source
Device Arguments: blzderf Device Arguments: biaderf
Sample Rate (sps): 20M Sample Rate (sps): 20M
ChO: Frequency (Hz): 1.57542G ChO: Frequency (Hz): 1.57542G
—"—H. ChO: Freq. Corr. (ppm): 0 Ch0: Freq. Corr. (ppm): 0
Noise Source Cho: RF Gain (dB): 0 Cho: DC Offset Mode: Off [+
Noise Type: Gaussian L ChO: IF Gain (dB): 0 ChO: 1Q Balance Mode: Off
Amplitude: 1 Cho: BB Gain (dB): -4 ChO: Gain Mode: Automatic
Seed: 0 ChO: Bandwidth (Hz): 14M ChO: RF Gain (dB): 10
ChO: IF Gain (dB): 20
Carrier Wave ChO: BB Gain (dB): 20 i
3) b)]. c)
1
QT GUI Freguency Sink E QT GUI Frequency Sink
Mame: Before Transmitter ' Name: After Transmitter
L~ +l FFT Size: 1.024k S FFT Size: 1,022k
Center Frequency (Hz): ...42G Center Frequency (Hz): ...42G
Bandwidth (Hz): 15.345M Bandwidth (Hz): 15.345M
d)

Fig. 3 Barrage Jamming programmed in GNU Radio
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Using the osmocom Source block, the block responsible for the reception of the BladeRF, we can
analyze the signal interconnecting this block to the QT GUI Frequency Sink to represent the
transmitted signal spectrum (Fig. 4).
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The result in terms of spectrum of transmitted signal is the expected one according to theory, with
the signal having a bandwidth of 14 MHz and an average power spectral density of -60 dBW /
Hz. At the center frequency, there is a maximum peak due to the DC Offset problem. This problem
lies in all the techniques presented below.

4.2 Tone Jamming

The Tone Jamming model was developed in GNU Radio, simply generating a sinusoid using
Signal Source block with select cosine in waveform (Fig. 5 a) ) which is transmitted in the central
frequency of the GPS, 1.57542GHz (Fig. 5 b) ).

Options
ID: top_bleck
Generate Options: QT GUI

Variable
ID: samp_rate
Value: 20M

Signal Source
Sample Rate: 20M
E Waveform: Cosine
Frequency: 1k
Amplitude: 1
Offset: 0

a)

QT GUI Range
ID: bbgain
Label: BE Gain (dB)
Default Value: -4
Start: -35
Stop: -4
Step: 1

-—»

osmocom Sink
Device Arguments: bizderf
Sample Rate (sps): 20M
ChO: Frequency (Hz): 1.57542G
ChO: Freg. Corr. (pp'n)' 0
ChO: RF Gain (dB): 0
ChO: IF Gain (dB): 0
ChO: BB Gain (dB): -4

Carrier Wave

b)

I FFT Size: 1.024k

QT GUI Frequency Sink
Name: Before Transmitter

Center Frequency (Hz): ...42G
Bandwidth (Hz): 15.345M

Fig. 5 Tone Jamming programmed in GNU Radio

QT GUI Range
ID: rfgain QT GUI Tab Widget
Label: RF Gain (dB) Num Tabs: 2
Default Value: 0 Label 0: Before
Start: 0 Label 1: After
Stop: 25
Step: 1
osmocom Source
Device Arguments: bladerf

Sample Rate (sps): 20M

ChO: Freg. Corr. (ppm): 0
ChO: DC Offset Mode: Off
ChoO: IQ Balance Mode: Off
ChO: Gain Mode: Automatic
ChO: RF Gain (dB): 10
ChO: IF Gain (dB): 20

ChO: BB Gain (dB): 20

ChO: Frequency (Hz): 1.57542G

Name: After Transmitter
FFT Size: 1.024k

y

Bandwidth (Hz): 15.345M

QT GUI Frequency Sink

Center Frequency (Hz): ...42G
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The interference results are shown in Fig. 6. This jamming signal does not occupy the entire band
of the GPS signal which is one of the possible disadvantages since the GPS signal is based on a
spread spectrum approach which gives it some robustness against narrowband interference. The
average power spectral density of the transmitted signal is -50 dBW/Hz.

-40

Relative Gain (dB)

-120 |

1570 1575 1380 Frequency (MHz)

Fig. 6 Spectrum resulting from Successive Pulses Jamming

4.3 Sweep Jamming

For the Sweep Jamming technique, it is necessary to create a Chirp Signal, i.e., a signal that
increases or decreases its frequency over time. The result at the spectrum level corresponds to the
continuous sweep of a range of frequencies.

The base construction of the signal to be transmitted was accomplished on GNU Radio according
to the flowgraph in Fig. 7. It is transmitted with the minimum bandwidth supported by the
BladeRF, 1.5 MHz (Fig. 7 a) ). Knowing that the bandwidth of the GPS signal is 15,345 MHz,
the frequency varies between 1.5678 GHz and 1.5831 GHz, with 10 kHz jumps (Fig. 7 b) )
calculated as in Eq. 1 and Eq. 2.

LB 15.345 x 10°
fnin = fe == = 157542 x 10° = —~—"——— = 1.5678 GHz (1)
LB 15.345 x 10°
fe = fo + = = 157542 10° + —— —— = 15831 GHz )
Options
QT GUIRa QT GUIRa
ID: top_block ) ID: bb nes ID: of o QT GUI Range
Generate Options: QT GUI Label: BE Gsin (dE) Label: RF Gain (dE} 1ID: FREQUENCIA

Default Value: -4 Default Value: 0 Default Value: 1.5678G

- Start: -35 Start: 0 Start: 156786
Variable Stop: -4 Stop: 25 Stop: 1.5531G
ST e Step: 1 Step: 1 Step: 10k
Value: 20M
osmocom Sink osmaocom Source
Device Al nts: bladerf i -
Signal Source ice Argume = Device Arguments: bladerf

Sample Rate: 20M
Waveform: Caosine
Frequency: 1k
Amplitude: 1
Offset: 0

Sample Rate (sps): 20M

Ch: Frequency (Hz): 1.5678G
ChoO: Freq. Corr. (ppm): 0
Ch: RF Gain (dB): 0

Cho: IF Gain (dB): 0

Cho: BB Gain (dB): -4

Ch: Bandwidth (Hz): 1.5M

Carrier Wave

Sample Rate (sps): 20M

ChO: Frequency (Hz): 1.57542G
ChO: Freq. Corr. (ppm): 0

Ch0: DC Offset Mode: Automatic
ChO: I Balance Mode: Off
Ch0: Gain Mode: Automatic

ChO: RF Gain (dB): 10

ChO: IF Gain (dB): 20

ChO: BB Gain (dB): 20

a)

Fig. 7 Sweep Jamming programmed in GNU Radio

-0

QT GUI Frequency Sink
MName: After Transmitter
FFT Size: 1.024k
Center Frequency (Hz): ..42G
Bandwidth (Hz): 15.345M
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The result in the frequency spectrum at a certain moment is shown in Fig. 8.
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Fig. 8 Spectrum resulting from Sweep Jamming

Using this rapid sweeping approach it was observed that the transmitted signal has an average
power spectral density of -50 dBW/Hz and an overall bandwidth of 15.3 MHz.

Using the waterfall spectrum from the Sharp SDR tool, Fig. 9. it can be observed that the BladeRF
is constantly transmitting and there are no perceptible jumps in the frequency because of the fast
sweeping applied. The analysis of this waterfall is at the carrier frequency, 1575.42 MHz. The
waterfall plot shows the variation of the frequency spectrum over time. The received power signal
is declared by the color. Using the scale in right side of Fig. 9 it is possible to analyze the power
receive in different frequencies, being the color red the higher power and blue the lowest power.

A
Time st S e S S S Y s e e — e

+25=

+1s— P

Os

1.57542 GHz —

Fig. 9 Waterfall analysis of Sweep Jamming (screenshot obtained from the Sharp SDR software)

4.4 Successive Pulses Jamming
This technique consists of sending a sequence of pulses with low duty cycle, on the GPS signal

frequency 1.57542 GHz, occupying all its bandwidth, 14 MHz. It was implemented using the flow
graph of Fig. 10.
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Ontsne QT GUI Range QT GUI Range QT GUI Tab Widget
1o top Bock L ID: bbgain ID: rfgain Num Tabs: 2
Sanareie Uptiosm GOt Label: 28 Gain (d8) Label: RE Gain (d8) Label 0: Time
Default Value: -4 Default Value: 0 Label 1: Frequency
- Start: 35 Start: 0

Variable Stop: -4 Stop: 25
1ID: samp_rate Step: 1 Step: 1
Value: 20M

osmocom Sink
Device Arguments: bladerf
Sample Rate (sps): 20M
ChO: Frequency (Hz): 1.57542G

+I ChO: Freq. Corr. (ppm): 0

ChO: RF Gain (dB): 0

osmocom Source
Device Arguments: bladerf
Sample Rate (sps): 20M
ChO: Frequency (Hz): 1.57542G
ChO: Freq. Corr. (ppm): 0
ChO: DC Offset Mode: Off

Vector Source ChO: IF Gain (dB): 0 ChO: IQ Balance Mode: Off
Vector: (0,0,0,0,0,0,0.0,0... ChO: BB Gain (dB): -4 ChO: Gain Mode: Manual
Ton Cho: Bandwidth (Hz): 14M ChO: RF Gain (dB): 10
Repeat: Yes ChO: IF Gain (dB): 20

Carrier Wave ChO: BB Gain (dB): 20
a)
QT GUI Frequency Sink

Name: Before Transmitter
+l FFT Size: 1.024k

Center Frequency (Hz): ...42G
Bandwidth (Hz): 15.345M

QT GUI Frequency Sink
Name: After Transmitter
[l Fer size: 1024k
Center Frequency (Hz): ..42G
Bandwidth (Hz): 15.345M

QT GUI Time Sink
Name: Before Transmitter
—bl Humber of Points: 1.024k
Sample Rate: 20M
Autoscale: Yes

Fig. 10 Successive Pulses Jamming programmed in GNU Radio

In order to generate a low duty cycle signal in time, a vector with the following configuration is
output: [00000000000000000000000000000000000000000000000
00 1], from the Vector Source block (Fig. 10 a) ). It can be stated that the duty cycle of this signal
is 2%, as we can see in Fig. 11.

1.2

Amplitude
© o @2
IS o [T

o©
N}

ol SR . L1 ‘ L
0 100 200 Time (us) 390 400 500

Fig. 11 Impulses in time with low duty cycle
The spectrum of the transmitted signal is shown in Fig. 12. Although the Successive Pulse
Jamming technique takes up the full bandwidth of the GPS signal, it does not do it uniformly

which may decrease its efficiency as a jammer. The average power spectral density of the
transmitted signal is about -70 dBW/Hz, a little lower than the others.
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4.5 Protocol-Aware Jamming

1580
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The composition of the signal to be transmitted is represented in Fig. 13 beginning by creating a
random source of bits which are converted to float by applying the block UChart To Float (Fig.
13 a) ). In order to map the ‘0’s and ‘1’s to -1 and 1, respectively, there is a block that multiplies

the sequence by 2 followed by an addition of -1 (Fig. 13 b) ).

It is only possible to transmit the signal if it is converted to a sequence of complex valued samples
(Fig. 13 ¢) ), since the osmocom Sink block receives only complex values (this is the block
responsible for interfacing with transmitter of the BladeRF board). The real part of the complex
sequence carries the modulated signal (Fig. 13 b) ) while the imaginary part is zero, the GPS

signal L1 is not represented with a quadrature signal (Fig. 13 d) ).
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Value: 1.0234
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Start: -35
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Default Value: 0 :
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1 Label 2: Constelistion

- Cho: Freq. Corr. (ppm): 0

Square Wave Information

] Multiply Const Add Const |
UChar To Float ’——b# 5 _—p‘ i
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nsmouunSunrce

Sample Rate (sps): 204

ChO: Frequency (Hz): 1.57542G
Chi: Freg. Corr. (ppm): 0
Cho: DC Offset Mode: Automatic
Cho: 10 Balance Mode: CFf
Chi: Gain Mode: Manua!

Ch: RF Gain (dB): 10
Chi: IF Gain (dB): 20

Cho: BB Gain (dB): 20

QT GUI Frequency Sink
Mame: After Transmiter
FFT Size: 1.024k
Center Frequency (Hz): .. 426
Bandwridth (Hz): 15.345M

Fig. 13 Protocol-Aware Jamming programmed in GNU Radio
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Device Arguments: bladerf
Sample Rate (sps): 1.013M
Cho: Fraquency (Hz): 1.57542G

Cho: RF Gain [dB): 0

Chi: IF Gain (dB): 0

Ch: BB Gain (dB): -4

Chi: Bandwridth (Mz): 15,345

Carrier Wave

QT GUI Constellation Sink

» Mame: Before Transmiter
Humber of Points: 1.024k

Mame: Before Transmitter

FFT Size: 1024k
Center Frequency (Ha): .46
Banduridth (Hz): 2.54

The result of the BPSK modulated wave at the receiver, i.e., the jammer signal received with

AWGN (Additive White Gaussian Noise), is shown in Fig. 14.
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Fig. 14 Received Protocol-Aware Jamming signal in Time

The corresponding frequency spectrum is shown in Fig. 15. The average power spectral density
of the transmitted signal is -60 dBW/Hz. It can be seen that it occupies the intended band with a
shape similar to the GPS spectrum (i.e. stronger in the areas of the spectrum where the GPS signal
is also stronger).

-40

-80

Relative Gain (dB)

-120
1570 1575 1580 Frequency (MHz)

Fig. 15 Spectrum resulting from Protocol-Aware Jamming

Another solution for implementing this type of jammer is to transmit a copy of a real GPS signal.
We tested this approach resorting to a GPS signal simulator and using a message with a
nonexistent location. The simulator used is GPS-SDR-SIM?® that generates GPS baseband signal
data streams, which can be converted into RF using Software Defined Radio (SDR) platforms
such as ADALM-Pluto, BladeRF, HackRF and USRP.

The message is created through a .zxt file and is based on other messages created by the simulator
and then adapted to the situation in question. Example of a .£x¢ message line:

$GPGGA,122455.00,9845.59709719,N,18924.22292476,W,1,24,0.9,100,M,-21.3213,M,,*7C

The underlined digits are the coordinates of a point that does not exist on the planet Earth and so
it is possible to shuffle the GPS receiver, translating into a GPS jammer signal.

The resulting spectrum is shown in Fig. 16, where it is visible that is resembles the one previously
created (Fig. 15). The average power spectral density is slightly less than -60 dBW / Hz.

3 https://github.com/osqzss/gps-sdr-sim
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Fig. 16 Spectrum resulting from Protocol-Aware Jamming 2

5 Experimental Results
5.1 Controlled Environment Tests

In order to evaluate and compare the different GPS jammer signal generation techniques, several
tests were performed using the previously discussed techniques, considering different distances
between jammer and target receiver.

To analyze the power spectral density of the various types of jammers, the receiving antenna was
connected to the BladeRF for a spectrum analysis on the GNU Radio. This setting is possible due
to the full duplex support of the BladeRF. The distance between the receiving antenna and the
transmitting antenna is almost zero (<10cm). Fig. 17 represents the hardware configuration
adopted for implemented jammers.

Rx Tx

BladeRF

Fig. 17 Emitter block diagram (jammer)

Table 1 presents some power spectral density measurements obtained with the five techniques.
The values selected for the gains TXVGA1 and TxVGA2 were -4 dBW and 25 dBW respectively.
The power spectral density shown in table 1 is the maximum value.
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Table 1 Spectral power density Maximum Power Average Power

of different jammers Spectral Density  Spectral Density
Barrage Jamming -28 dBW/Hz -60 dBW/Hz
Sweep Jamming -8 dBW/Hz -50 dBW/Hz
Successive Pulses Jamming -24 dBW/Hz -70 dBW/Hz
Tone Jamming 2 dBW/Hz -50 dBBW/Hz
Protocol-Aware Jamming -14 dBW/Hz -60 dBW/Hz

The measured power output matches the expected ones, where the lowest values are those of
Barrage Jamming and Successive Pulses Jamming, because they use all the GPS frequency range,
14 MHz. The fact that Successive Pulses Jamming achieves a slightly higher value than Barrage
Jamming is because, even though it occupies 14 MHz, it does not do it evenly. Although Protocol-
Aware Jamming also uses the 14 MHz of bandwidth it concentrates more energy in the center
frequency than Barrage Jamming and Successive Pulses Jamming. For that reason it achieves
higher peak on the power spectral density. Jamming Tone is the one that has a high-power density
concentrated in a small area of the spectrum. Sweep Jamming in theory should get values equal
to Tone Jamming, since they are the same, although Sweep Jamming sweeps the frequency. This
does not happen due to the DC Offset error effect. To ensure that the conditions of the various
tests are the same, it was decided to not use the actual GPS signals but to transmit a false GPS
signal. This is to ensure that the intensity and reception quality is always the same, as throughout
the day these two factors change using the actual GPS signals due to the orbital motion of the
satellites. The GPS signals were generated.

A GPS transmitting ephemeris file specifies the constellation of GPS satellites to use. The
ephemeris contains information regarding the position and the clock error of the satellites required
in the positioning.

Fig. 18 shows the setup employed for the tests, where it is shown the adopted GPS receiver as
well as a second BladeRF board used for the emission of the false GPS signal.

Rx

u-blox
GPS Receiver

f

Tx

|  BladeRF »;

Fig. 18 Block diagram reference setup comprising a GPS receiver and false GPS transmitter (BladeRF)

The receiver used for the tests, shown in Fig. 18, is the ublox receiver shown in Fig. 19. The GPS
receiver antenna is connected to the u-blox module and it is connected to the computer as shown
at the top of Fig. 18. The distance between the receiving antenna and the transmitting antenna
ranges from 5 to 25 meters with 5 meters’ steps, as shown in Table 3.
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Fig. 19 Ublox receiver (EVK-MS8T)

For the tests it was important to transmit the simulated GPS signal using a realistic power,
considering the typical power received by an actual GPS signal. For this we used the following
approach.

The process begins with the GNSS signal propagating through space until arrives at the user's
GNSS receiving antenna. The power received is extremely poor, corresponding to a guaranteed
signal power of -160 dBW in the case of the Global Positioning System (GPS). Considering a
bandwidth of 2 MHz (the approximate null-to-null bandwidth of the GPS C/A code signal), the
power of the received GPS signal is actually lower than the thermal noise power, as defined by
Eq. 3 [8]. Furthermore, various terminologies used in this section are illustrated in Table 2.

Pthermai noise = kg.T-Af (W) ®)
;flarlr)ll; ;en\:;riicﬁlfiolield Terminology Explanation

kg Boltzmann constant in joules per kelvin [J/K]

T Absolute resistance temperature in kelvins [K]
Af Bandwidth in hertz over which noise is measured [Hz]
A Wavelength [m]

c Speed of light [m/s]

f Signal frequency [Hz]

d Distance [m]

Applying the bandwidth of 2 MHz and assuming a temperature of 290 K results in
Pihermalnoise = 1.38 X 10723 x 290 x 2 x 10° =8 x 107> W )
which can be also expressed in dB as

Pthermalnoise =10 lOg(8 X 10_15) = —140.97dBW (5)

Knowing that the transmission powers of the GPS satellites lie between 20 W and 50 W, with a
transmission antenna with a gain of 12 dB [15] and that the satellites are located 20200 km high
(90 © elevation), the maximum power received on the earth's surface is calculated using the free

space path loss equation

(6)



_ (4m)?d*  (4m)*d?

N

Inserting all the specified values into Eq. 6 we obtain

_ (4m)? X (20 200 x 10%)?

L =1.78 x 1018 (7)
’s ( 3 x 108 )2
1.57542 x 10°
which can be written in dB as
Lgg = 10log;o(L) = 10log;,(1.78 x 10'®) = 182.5 dB ®)

The maximum power emitted by the GPS satellite in dBW is
Prxmax (dB) = 10logy¢(50) = 17 dBW ©9)

Considering the power transmitted and taking into account the losses in free space previously
calculated, one can easily compute the power received using

Ppy = Pry + Gry — Lpg = 17+ 12 — 182.5 = —153.5 dBW (10)

The BladeRF with a gain TxVGA1 = —4 dB and RxVGA1,,;, = 5 dB [16] results in a false GPS
signal with -122 dBW of power, measured with the BladeRF without any type of filtering. For
the signal to have a power of -153.5 dBW adjustments are required.

Without the VGA1 emission and reception gains, -122 - (-4) - 5=-123 dBW. The TxVGA1 gain
adjustment can also be set to -35 dB, losing 31 dB compared to the previous case (-4-31 = -35
dB). Adding the loss of 31 dB applied through the gain adjustment TxVGA1, results in a received
power of -122 -31 = -153 dBW. The GPS receiver and the false GPS transmitter must be located
close to each other and with a TxVGALI setting = -35 dB, so that the received signal power can
be close to the received signal power in a real case.

In the first evaluation phase, maximum range tests were performed for each of the jammers
studied in a controlled environment (Table 3).

Based on the results, a conclusion cannot yet be reached, although the best-performing jammers
are Barrage Jamming, Sweep Jamming and Protocol-Aware Jamming, with a maximum range of
25 meters. Successive Pulses Jamming managed to interfere only up to 5 meters away with the
receiver. The Tone Jamming achieved a maximum range of 20 meters.

Table 3 Maximum range 5 10 15 20 25

of various jammers in a meters meters meters meters meters
controlled environment

Barrage Jamming
Sweep Jamming
Successive Pulses Jamming X X X X
Tone Jamming

Protocol-Aware Jamming

Note: v — GPS receiver without location X — GPS receiver with location

16/20



The five techniques presented have advantages and disadvantages which are presented next,
before the experimental tests in a realistic environment.

Barrage Jamming has as its main advantage the capability to jam the entire GPS signal band. The
major problem is the power resource, since the power distributes evenly inside the bandwidth of
15,345 MHz which can result in a low power spectral density at every frequency.

The Tone Jamming only emits a sinusoid at the center frequency, concentrating all the energy on
the carrier frequency of the GPS signals but in practice this is not the case because the LimeMicro
LMS6002D chip, which is responsible for the BladeRF emission, has a minimum emission
bandwidth of 1.5 MHz, bandwidth than the jammer. The great advantage is to concentrate all your
energy on the carrier frequency of the GPS signals.

It will be expected that the technique is not one of the most effective but has the advantage of
simplicity in terms of signal generation.

The great advantage of Sweep Jamming is the ability to apply a power spectral density which,
can momentarily become much higher than Barrage Jamming on a specific frequency, using a
signal with a lower bandwidth. As the bandwidth of the signal is smaller, the signal power does
not disperse and is more concentrated around the central frequency of the signal which can be
changed over time. This technique uses a frequency sweep so that it is possible to cover the entire
bandwidth of the GPS signal. The disadvantage is the need for the hardware to support frequency
sweeping fast enough for this technique to succeed.

Successive Pulses Jamming can also obtain higher power spectral density values than the Barrage
Jamming, because although it occupies the entire bandwidth of the GPS signal, it does not do so
uniformly. The fact that jamming spacing between frequencies exists throughout the entire band
of the GPS signal is a disadvantage since the receiver may be able to recover the GPS signal.
Finally, Protocol-Aware Jamming (BPSK random signal created using GNU Radio or using GPS-
SDR-SIM is the same results) has a very similar behavior to Barrage Jamming, although this does
not consist of noise emitting itself, but random bits modulated in BPSK. Setting the identical
sample rate to GPS, makes the Protocol-Aware Jamming spectrum very similar to that of GPS.

5.2 Real Environment Tests

The aim of the second phase of the tests was to evaluate the performance of the jamming
techniques with real GPS signals.

The Barrage Jamming is used as the reference technique against which the other jammers are
compared. The tests consist of first evaluating the maximum distance at which the Barrage
Jamming can interfere in the real environment. The maximum range obtained for the Barrage
Jamming was 18 meters. This distance was defined as the reference range so that if we could
place the receiver farther from the jammer, as shown in Fig. 20, we could then conclude that
specific jammers had a higher range than Barrage Jamming. For these tests, the BladeRF was
powered by USB 3.0, with gains of TxVGA1 = -4 dB and TxVGA2 =25 dB.

No GPS Signal

0
18 meters

x = Jammer

0 = Receiver
= Area affected
by jammer

Fig. 20 Test in real environment
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The Successive Pulses Jamming as expected failed to interfere with the receiver. The fact that
there is not a complete coverage of all frequencies throughout the bandwidth of the GPS signal
makes this technique inefficient.

The Tone Jammer can interfere with the receiver by lowering all power levels of the satellites but
still, it was not able to continuously maintain the inhibition of the localization functionality of the
receiver. It is important to remind that this technique does not occupy uniformly all the bandwidth
of the GPS.

Sweep Jamming and Protocol-Aware Jamming (BPSK random signal created using GNU Radio
or using GPS-SDR-SIM achieved the same results) were able to block the GPS signals at the
receiver and were shown to be more efficient techniques compared to Barrage Jamming.

On the basis of these results, these two techniques merit a more detailed analysis. Both can cause

the receiver to fail to determine the location, although the analysis of signal strengths of the GPS
satellites in the receiver are different, as can be seen in Fig. 21 and Fig. 22.

SN
NN

EEEEEEEE

Fig. 22 Power of GPS satellite signals with Protocol-Aware Jamming (screenshot obtained from the U-Center
software)
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The graphs presented in both figures relate the received power level (vertical axis) and the time
instants on the horizontal axis (each square corresponds to 1 second), with the oldest being
represented on the left and the current on the right. The graphs of Fig. 21 and Fig. 22 were
constructed using the u-center software tool. It is possible to observe that with Sweep Jamming
the received power associated to each satellite never vanishes completely, whereas in Protocol-
Aware Jamming as soon as the jammer is activated, the powers of the satellites gradually diminish
in the following instants of time until they completely disappear for all satellites. It was concluded
that Protocol-Aware Jamming was the most viable jammer in terms of its scope compared to the
rest. Sweep Jamming is also a simple and effective solution, but the equipment can limit the
efficiency of the technique approached. If the hardware does not allow a frequency sweep that is
sufficiently fast jamming effectivity cannot be guaranteed.

Once we found the best jammer, we used it to test over a drone in flight. The drones used for the
real-life tests were the DJI Spark and Parrot Bebop 2 FPV. In both cases similar behavior was
observed. Selecting the auto flight mode and with the drone already in flight, whenever the
jammer signal transmission was started, the drone's behavior automatically changed, stoping its
flight path and gliding in the same place. It was observed that the time between starting jammer
transmission and drone gliding is almost instantaneous. If the jammer is started before the drone
takes off, the drone will not even perform any action. All tests were performed safely, away from
air traffic and outside prohibited areas. Although it was not exploited in the paper, after the drone
halts its operation due to jamming it could then be possible to emit spoofing signals so that the
drone is deflected and indirectly controlled. Fig. 23 shows a prototype of an unauthorized drone
protection system, which includes the proposed jamming solution.

Fig. 23 Unauthorized drone protection system

6 Conclusions

This paper compares five possible techniques capable to interfere with GPS signals resulting in
the possible loss of localization and navigation capabilities of a UAV.

The different techniques were implemented and evaluated using low-cost SDR platforms and the
GNU Radio software development toolkit. Several tests were performed in order to evaluate the
effectivity in accomplishing the jamming of GPS signals.

The best-performing jammer was Protocol-Aware Jamming (Fig. 22) which uses an architecture
similar to that used by a transmitter of GPS signals. Using this approach, the interfering signal
mixes more effectively with the main signal since they exhibit identical spectral behavior, making
its reception virtually impossible to perform at the receiver with lower transmitter power required.
We can conclude that it is possible to block an autonomous flight of a drone by jamming its GPS
receiver.
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