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Abstract: Information technology (IT) service management is considered a collection of frameworks
that support organizations managing services. The implementation of these kinds of frameworks is
constantly increasing in the IT service provider domain. The main objective is to define and manage
IT services through its life cycle. However, from observing the literature, scarcely any research exists
describing the main concepts of ITSM. Many organizations still struggle in several contexts in this
domain, mainly during implementation. This research aims to develop a reference study detailing
the main concepts related with ITSM. Thus, a systematic literature review is performed. In total,
47 articles were selected from top journals and conferences. The benefits, challenges, opportunities,
and practices for ITSM implementation were extracted, critically analysed, and then discussed.

Keywords: IT service management; systematic literature review; benefits; challenges; opportunities;
implementation practices

1. Introduction

Nowadays, for most companies, information technology (IT) is one of the most im-
portant assets in the organizations’ infrastructure. In fact, from early 1980s until now,
the utilization and continuous improvement of IT has become an essential support to the
business, regardless of the sector that organization belongs to [1]. This dependency on
IT has been growing, as has its complexity, forcing organizations to increasingly have an
effective management [2]. The management of IT operations has received more attention
given its relevance on IT costs [3].

IT services have a big impact on the competitive advantage [4], being important to
have an effective and efficient management. To do it, many IT organizations invest in
IT service management (ITSM) frameworks such as the IT Infrastructure Library (ITIL)
or the Control Objectives for Information and Related Technologies (COBIT) [5,6]. ITSM
concentrates on IT operations, in particular in service delivery and support [7]. This
“portfolio” of frameworks can produce several benefits to IT organizations, by helping
them creating strategies and impelling fundamental changes, in order to become more
adaptive, compliant and profitable [8].

If well implemented, ITSM frameworks can produce many benefits to organizations,
such as decreases in operational costs and increases in operational efficiencies [5]. Some
studies point that as process maturity levels grow, more benefits and lower issues organiza-
tions will face. These include a positive impact in business performance [9], an increase of
organization profitability [10] and competitive leverage [11,12].

However, despite the benefits, many challenges have also been pointed out. Some
claim that these frameworks are not easy to implement [13–15], criticizing the substantial
complexity of the models and its abstraction in terms of knowledge and content [13,16,17],
not generating the benefits that are expected. Additionally, due to the fact that organizations
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need to implement different frameworks and standards to mitigate the difficulties and
needs that only one standard or framework cannot address [18], the practices overlap each
other [19,20]. Such overlap turns into an important issue since it increases organizations’
costs, time, and resources [21,22]. These challenges generate opportunities for new research.

Based on previous paragraphs one may conclude that despite the proven benefits,
challenges also exist regarding ITSM implementation, but new opportunities may arise with
most recent versions of ITSM frameworks. Also, due to the evolution of new methodologies
or cultures adopted by IT teams, ITSM frameworks need to be adapted to be able to
work with these methodologies and cultures [23–25]. Thus, this suggests opportunities for
improvement and adaptations to ITSM frameworks. So, based in previous statements the
authors have reached to four concepts that are intrinsically connected in ITSM domain:
challenges, benefits, opportunities, and implementation practices. It is possible to state
from the existing literature that organizations may benefit from ITSM implementation;
challenges can also be faced, which in turn can generate new opportunities.

Despite several investigations into the ITSM domain, and more organizations adopting
it, the literature lacks a centralized consensus on benefits, challenges, and opportunities
of ITSM implementation. This gap suggests an opportunity for a research to provide to
practitioners the opportunity to know what to expect from an ITSM implementation, in
terms of benefits, challenges and future opportunities. The present research adopted a
systematic literature review (SLR) to review not only the ITSM concept but also to gather
information about these four concepts in the ITSM area and their relations. This research
intends to build solid foundations on these domains to assist further investigation in
the ITSM domain. By doing so, this research can support organizations that intend to
implement ITSM. This article centralizes all the findings of each concept, found in the SLR.

The present research is structured as follows. In Section 2, the contextualization of
the IT Service Management concept is realized. Afterwards, in Section 3 the methodology
adopted to perform the SLR is presented. Section 4, outlines all the filtration processes
adopted by this research. In Section 5, some characteristics of the final article set are
demonstrated. Then, in Section 6, all findings relating to each concept are presented.
Subsequently, in Section 7, a discussion of each concept is realized. Finally, conclusions
and future work are outlined in Section 8.

2. IT Service Management

The term service emerged in the 1930s when the U.S. Department of Commerce
defined this concept to characterize economic sectors [7]. However, the notion of service
and service management in the IT area just started to appear in the 1980s when the IT
systems and all the IT environment increased in complexity [19]. IT services can be defined
as a group of “tasks” [26] provided by an IT system or an IT department [27], that is, IT
service can be characterized as the application of specialized capacities on IT assets [28]. IT
services have a big impact on IT organization budget, being estimated that the maintenance
and operability of these services are between 80–90 percent of the total cost attributed to
IT resources [4]. With the purpose of managing IT services, over years, IT organizations
became interested in ITSM frameworks [29], since these frameworks are “specific services-
oriented best practices” [6].

The central focus of ITSM is the management of IT services [30]. In the earlier 1990s,
with the increase in IT systems complexity, IT management became one of the main and
more widely regarded functions in organizations. It was subsequently perceived that
comprehensive management of IT was needed [31]. ITSM emerged from two main events:
when the British Government developed the Information Technology Infrastructure Library
(ITIL) framework, with the purpose of having better management and lower IT service
costs [31], and with the creation of the service level management (SLM) framework [3].
Afterwards, with the demand and evolution of the IT domain, many other standards and
frameworks were developed [32].
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As mentioned before, the ITSM domain “has been developed to define, manage
and deliver IT services” [33]. It is supposed that ITSM can be seen as a subset of Service
Science [34] that concentrates on IT Operations [30]. ITSM can be defined as “( . . . ) an IT
management framework that promotes service-oriented best practices to deliver value to
organizations” [35], providing a methodical approach to the management of an IT service
life cycle, from design, implementation, operation to continual improvement [30]. Not
restricted to the operational costs, ITSM has also a great focus on the costs of the whole
service life cycle [6].

ITSM models and standards have been created for the implementation and evaluation
of processes [32], with ITIL being the most adopted framework by IT organizations [17,27,34].
Nevertheless, other frameworks and standards have been developed and applied such as
the Microsoft Operation Framework (MOF), the Capability Maturity Model Integration for
Services (CMMI-SVC) or even the ITSM main standard ISO/IEC 20,000 [36].

Several studies exist in literature approaching solutions for some of the ITSM chal-
lenges. As an example, Pereira et al. [37] have elaborated a maturity model for the Incident
Management process by merging multiple frameworks and eliminating overlapped prac-
tices to mitigate said issues. Another example is the method created for implementing the
ITIL framework, based on process management and simulation [38]. This method partially
or completely supports organizations implementing the ITIL framework, serving as a
solution for the implementation problem that organizations have.

3. Research Method

To enlighten the ITSM domain, this chapter details how the SLR methodology was
performed. With all the selected articles, an overview of the ITSM area is presented. On
the final section, an SLR summary is performed.

A literature review (LR) can be seen as an approach to evaluate and review the state
of a certain domain [39]. The SLR is a methodology to conduct a rigorous and accurate
LR, providing a transparent and reproducible protocol so other authors can extend the
review or to reach to the same or similar results [40,41]. This methodology is considered
as a “systematic, explicit and reproducible method” with the purpose of “identifying,
evaluating and synthesizing the existing body of completed and recorded work produced
by researchers, scholars, and practitioners” [42]. By adhering to this kind of methodology,
the LR quality will be improved in several ways [43].

With the intention of reviewing the ITSM main concepts and seeking its benefits,
challenges and opportunities, an SLR was conducted. This review will help new researchers
to have an easily accessible unification of ITSM information and might be a starting point for
investigators to develop new solutions for opportunities or challenges found. This research
is in accordance with the guidelines for conducting an SLR created by Kitchenham [44], as
can be seen in Figure 1.
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4. Outlining Systematic Literature Review

This SLR has not only the objective to perform an ITSM overview but in addition to
detail all the challenges, benefits, opportunities, and implementation practices that com-
panies are currently facing. More precisely, this research intends to answer the following
research questions:

• RQ.1: What are the main ITSM benefits?
• RQ.2: What challenges organizations have been struggling with during the implemen-

tation of ITSM?
• RQ.3: What research opportunities exist in the ITSM field?
• RQ.4: What are the best implementation practices to implement the ITSM framework?

To proceed with the SLR and collect proper information to pursue the established objec-
tive, answering the formulated research questions, five electronic repositories were selected:

• IEEE Online Library (https://ieeexplore.ieee.org/Xplore/home.jsp (accessed on
4 March 2021));

• Google Scholar (https://scholar.google.com/ (accessed on 4 March 2021));
• SpringerLink (https://link.springer.com (accessed on 4 March 2021));
• Elsevier (https://www.sciencedirect.com (accessed on 4 March 2021));
• ACM (https://dl.acm.org (accessed on 4 March 2021)).

Next, specific keywords in conjunction with the AND and OR operators were adopted.
The search string is presented below.

“IT Service Management” AND

(“Frameworks” OR “Best Practices” OR “Standards” OR “Main Concepts” OR “Dif-
ficulties” OR “Benefits” OR “Advantages” OR “Positive effects” OR “Barriers” OR
“Disadvantages”)

The review included only English and Portuguese articles and accepted articles exclu-
sively published on Journals, Scientific Magazines, and Conferences Proceedings. Lastly,
no date filter was used.

https://ieeexplore.ieee.org/Xplore/home.jsp
https://scholar.google.com/
https://link.springer.com
https://www.sciencedirect.com
https://dl.acm.org
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In the first phase, with the selected keywords in each repository, without any filter, a
search was carried out. After that, four filters were created. Since each of the electronic
libraries uses different “search approaches”, a keyword adaptation for each repository was
used. It should be mentioned that in Google Scholar, considering that it does not have a
filtering option, and that it is not possible to download all the results at once, each article
was added to the Atlas support tool manually.

The description of the filters applied in this SLR is as follows: the 1st filter applies the
keywords on the article title, on the abstract or on the author keywords; The 2nd one has
the objective of removing duplicate articles; with the 3rd filter, articles that are published in
lower ranked publications/journals are removed. For that reason, two websites, Scimago
(Scimago website: https://www.scimagojr.com/ (accesse on 4 March 2021)) and Con-
ference Ranks (Conference Ranks website: http://www.conferenceranks.com/ (accesse
on 4 March 2021)), were used. Each respectively provide journal and conference ranks.
For conferences, only A, B, A1, A2, B1, and B2 ranks of ERA and Qualis rankings were
accepted. When an article was assessed by both rankings, the Qualis ranking prevailed.
For journals only Q1 and Q2 ranks were accepted. Finally, the last stage of filtration was
done by assessing article introduction and conclusion. Since this last filter had a “subjective
judgement”, the following criteria inclusions were followed:

• Only articles about the ITSM theme were accepted.
• Only articles about benefits, good practices, disadvantages/problems and opportuni-

ties of the ITSM area were accepted.

5. Conducting a Systematic Literature Review

As aforementioned, the selected articles needed to progress through four filters in
each repository. The filtration process, by each online repository and each filter, is visible in
Table 1.

Table 1. Results of the Filtration Process.

No Filter 1st Filter 2nd Filter 3rd Filter 4th Filter

IEEE 1104 647 614 132 6
ACM 110 35 20 5 3

SpringerLink 1337 45 45 28 5
ScienceDirect 6903 189 189 143 11

Google Scholar 200 200 129 64 22
Total 9654 1116 997 372 47

Furthermore, the articles from the Google Scholar repository were added manually.
Taking into account that this repository cannot extract the final set of articles at once, the
1st filter was not applied in this repository.

The 1st filter had the intention of splitting the articles that are exclusively related
with the ITSM domain from those who just referred to these concepts in the article body.
This was completed by just selecting the ones that had the keywords in the title, abstract
and author keywords. These three article sections were chosen for being the main parts
that summarize the article’s subject matter. With this filter, it was possible to reject a
considerable number of articles. The 2nd filter had the goal of eliminating duplicate articles.
On the 3rd filter, 957 articles were ranked by their publication rank, which totaled to nearly
389 publications given that various articles had the same publication (conference/journal).
Consequently, in the 4th filter, 372 articles were read and assessed with the inclusion criteria
described above, which resulted in 47 final articles. The flow of the filtration process can be
seen in Figure 2.

https://www.scimagojr.com/
http://www.conferenceranks.com/
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The final set of articles was composed of 47 publications. As mentioned before, only
articles from conference proceedings and journals were accepted. As can be observed in
Figure 3, which represents the distribution of the articles by their publication rank, only
the B rank of ERA ranking is absent of publications amongst the final set.
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The distribution of the total number of each publication type is visible in Figure 4. The
journal articles were the main contributor, being nearly 62% of the final set of articles. The
journal or conference that stands out is the Journal of Computer Standards & Interfaces,
with five publications present on the final article set.

Figure 5 lists the field’s evolution in the scientific community since 2010 (https://
scholar.google.com/ (accessed on 4 March 2021)), demonstrating the relevance of the
domain while Figure 6 shows the distribution of the articles by year. It can be observed
that the year interval goes from 2002 to 2019. Considering the evolution of the articles
throughout the years and the article’s sample in study, it can be stated that over the last

https://scholar.google.com/
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three years, articles related to the four chosen ITSM concepts have decreased, emphasizing
the need for a centralized article with all the ITSM concepts reunited.
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5.2. Information Extraction Process

After applying the filters, the final set of articles were read. To support the information
extraction from these articles, software for qualitative analysis was used. As mentioned
before, all the details surrounding the ITSM domain were extracted.

6. Reporting the Review
6.1. ITSM Benefits

When implemented in a planned and “conscious” way, ITSM frameworks can produce
many organizational benefits. As mentioned before, an SLR methodology was followed. Af-
ter the analysis of the selected researches, the authors have summarized and characterized
the benefits (Table 2).

ITSM frameworks support organizations in having a proper management strategy [45].
In fact, throughout the articles, it is commonly described that these frameworks help Man-
agement in developing better processes documentation [5] and monitoring [11], allowing
for more detailed audits and IT process reports [33]. Moreover, the enhancement of
documentation and monitoring brings higher transparency and comparability for the orga-
nization [11], producing an increase of processes maturity [38] and allowing management
to have greater control of the processes, supporting organizations situated in environments
of uncertainty [6].

Table 2. ITSM Benefits.

Benefits Articles

Better processes control/documentation [2,5,6,11,33,34,38,46–48]
Tangible improvements in process metrics (i.e., incident resolution

times, change implementation time, predictable failures) [1,2,6,11,33,45,46,48,49]

IT service quality improvement [5–7,11,29,33,38,45,49]
Increase of customer satisfaction [5,6,11,33,34,38,49,50]

Decrease in IT expenses [2,5,7,19,29,33,38,49]
Higher efficiency/performance [1,2,5,11,28,38,49,51]

Better IS-business alignment [6,7,11,28,38,46,48]
Efficiency in the internal communication process/information

sharing efficiency [5,28,29,46–48]

Increase of organizational competitiveness [6,7,19,20,33,52]
Mature processes [11,38,46,51]

Increase of organization revenue [5–7,33]
Better employee satisfaction [5,33]

Reduction in staff [5]

Most IT organizations implement ITSM frameworks due to the most perceivable
improvements that these kinds of “tools” produce in the organization [2]. Many of these
observable improvements occur at an operational level [6], where processes metric improve-
ments captured by the organization are easily perceptible [11]. Also, it is defended that
this type of benefit improved infrastructure predictability, reducing server or application
faults [46]. Additionally, some research refers that incidents and error volume is drastically
decreased [33] given that, with processes implemented, problems that may arise during
normal operations can be dealt with proactively [45].

Furthermore, some authors also argue that the quality of IT services provided is
increased [38] by a continuous-improvement method [7], increasing IT service flexibility
and adaptability [29].

The increase of service quality mentioned by the scientific community is a generic
benefit since the quality is increased due to the better control and performance of the
processes. However, these quality increments generate one of the most important benefits
to an organization: customer satisfaction [11]. It was described that customer satisfaction is
enhanced as the quality of framework’s activities is improved [38], satisfying the present
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and future demands of customers [33]. Additionally, these frameworks support customers
with higher availability, responsiveness, and expertise [5].

In addition, the proactivity of dealing with adverse and unfavorable events that may
appear might prevent wastes of money [2], being this benefit one of the most important
for higher management. The articles affirm that applying ITSM principles can lead to a
substantial decrease in operation and maintenance costs [7,19], such as in service provi-
sion costs [38], being intrinsically connected with the increment of the infrastructure and
operational efficiency [5].

In fact, ITSM practices come under investigation for organizations that desire to
increase the effectiveness of their functions [28]. It is argued that, with ITSM, organizations’
processes become more mature, thus turning the performance of operational activities
more robust [1]. Also, adjusting organizational practices to the implemented processes can
help organizations increase productivity [51].

Moreover, another major benefit found was the alignment that the ITSM applies
between the IS and the vision and strategy of the organization [28]. ITSM frameworks not
only provide benefits at an operational level but also help organizations situate themselves
in a more strategic position [6]. Such alignment further contributes to improving the
effectiveness of the company [38].

By adopting ITSM frameworks and having the processes well-established and defined,
communication is enhanced through all organizational layers, providing a “common
language” [28]. This type of approach improves the consultation between groups within
an organization [5] and increases the effectiveness and service quality of IT providers [29].

It is important for companies not to be mere support for the business but to also
demonstrate attentiveness to new opportunities and needs of the “global” market [6].
With the implementation of ITSM frameworks and standards, organizations recognize
opportunities to improve organizational competitiveness [7] in terms of client confidence
and/or reputation [33] or even in relation to international competition advantage [20].

Another benefit pointed in literature is that ITSM frameworks turn the organizations’
processes more mature [46] and consequently improve productivity [51]. By having internal
guidelines provided by these frameworks, it is possible to develop and automate standard
processes [11], helping to establish and enable higher maturity towards a better vision of
the processes and their global understanding [38].

Most of the companies implement ITSM frameworks not just help them in having
better service management but to increase revenue as well [5]. This relates to previous
benefits since the reduction of operational costs and the increase of service quality translates
into new customers, which subsequently converts into the increment of organizational
revenue. Posteriorly, it is defended that the companies can easily return the investment
made [6] and have greater financial control [33].

Some authors also point out that ITSM frameworks help in the transparency and ro-
bustness of companies’ internal procedures [5]. By having improved and well-established
“protocols”, employee satisfaction will increase [33], which will support achieving expecta-
tions of IT staff [5]. Having employees pleased and confident not only helps organizations
reorient or change their culture, but also improves company productivity.

Last but not least, perhaps the most controversial benefit present in literature is the
reduction of staff. Although being found only in one article, it is stated that, given the
frameworks’ ability to increase process maturity, via partial or total automation, staff may
be relocated or even reduced [5]. In fact, several attempts have been carried out to automate
ITSM processes [53], having contemplated the concern of relocating staff [54].

6.2. ITSM Challenges

Despite the benefits that ITSM can produce, many organizations still face a vari-
ety of challenges daily. The challenges found in the literature (Table 3) were gathered
and analysed.
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Table 3. ITSM Challenges.

Challenges Articles

Organization resistance [2,29,30,47,48,50,55,56]
Frameworks complexity [1,15,19,20,36,47]

Lack of knowledge/skills [1,15,19,29,30,55]
Processes assessment (costly and time-consuming) [4,5,20,35,57,58]

Lack of management support [29,30,48,50,59]
Lack of resources [29,30,56,59]

Difficult on quantifying the benefits [5,29,48,56]
Big investment needed (Implementation and maintaining momentum) [3,5,11,30]

Hard of planning to implement multiple frameworks [20,21,33,52]
Steady lower costs [49]

As mentioned by Keel et al. [2], the major challenges in ITSM can be divided into four
areas: technology, data, process and people. In fact, resistance to change from co-workers
is the most cited challenge. It is defended that this resistance is due to organizational
culture [55], associated with the difficulties in changing and implementing a new strategy
at the organizational level [48]. This general and natural tendency of people to resist change
triggers a substantial “mentality” challenge for management [56]. It can also cause delays
in implementation [48]. To sum up, such problems are due to organizational culture that
lacks subjacent values like innovation or even support for change. To adopt a substantial
change, management should prepare the technical staff first.

Additionally, ITSM frameworks are criticized by their complexity. Some of the critics
point to the broad and generic definitions that the frameworks have [14,19]. Plus, the frame-
works and standards do not provide guidelines for implementing them [36]. Furthermore,
although the frameworks characterize the flows and interactions between processes, they
lack a solution for process measurement and improvement [20].

Analysing Table 3, one can see that most of the challenges refer to the framework’s
implementation phase. Despite the growth interest in ITSM frameworks, they still lack
clear implementation guidelines, creating many challenges for IT organizations.

Moreover, the lack of knowledge/skills of ITSM frameworks is another big challenge
that organizations are facing [15]. In the literature, it is pointed out that “a gap between the
knowledge of ITSM frameworks and their implementation” exists [1], which demonstrates
that this challenge is intrinsically connected with framework complexity. In addition to
that, the inexperience of project managers or core members of the organization [29] turn
the implementation and maintenance of the practices difficult to execute [55].

Many IT organizations that have an ITSM framework implemented consider process
assessments a difficult challenge, with this “act” of assessment important for continuous
ITSM improvement [57]. However, process assessment methods are expensive and time-
consuming [35]. Additionally, the frameworks do not have a measurement system for
process improvement that could help organizations [20]. In the authors view, an organiza-
tion without an assessment tool can lead to failures and will not be beneficial in mid-term,
since an improvement strategy will not be defined because the as-is state of the processes
is unknown.

Another challenge cited in the literature was the lack of management support. It
is referenced in a case study that, although the “management layer” provided a big en-
dorsement to the implementation, the commitment was not adequate [59]. In this case,
the implementation failed. Also, it is defended that the lack of management support can
create delays in the implementation process [48], which can increase the associated costs.
Furthermore, without the support of senior management, the implementation could not be
in compliance with the organizations’ vision and strategy [50].

In light of this research, lack of management support is inherent to the lack of resources
challenge. The big difficulty in framework implementation is the definition of the right
“amount” of resources to provide [29]. Without management support, gathering sufficient
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resources, not just for the implementation, but also for process maintenance, can become a
significant challenge [56].

Justifying the cost of the implementation and the investment of a framework by trying
to show the benefits can be considered as a challenge [56]. Despite potential benefits, it is
defended by literature that the implementation of frameworks can be slowed, not only by
the amount of investment, but also due to the difficulty of realising the benefits and linkage
between operational “performance measurement” and the organizations’ revenue [5].
Quantifying the benefits can turn into a difficult task, and can be a reason for lack of
continual investment [48].

It is estimated that IT service costs are between 70% and 80% of IT organization expen-
diture [30], therefore a big investment is needed, this being an enormous organizational
challenge. The implementation of a framework will require needed investment given that
the entire organizational “way of working” will change [3]. In addition to that, an extra
cost and investment should be considered given that by running necessary infrastructure,
the continual improvement and continuous performance monitoring also has associated
costs [11].

Several organizations, with the purpose of being compliant with regulations and for pro-
cess improvement, have the requirement of implementing several frameworks/standards [20].
In fact, this is becoming a challenge for organizations, given that planning these implemen-
tations requires taking into account the integration and interoperability of both frameworks
for cost savings, complexity reduction and efficiency [52]. Also, the process’ practices of
various frameworks overlap each other [19,33,37], increasing the need for a good strategy
when implementing multiple frameworks.

Finally, improving and maintaining the quality of provided services is an important
task, not just for revenue but for continual ITSM improvement. However, it has been
stated that it is challenging to maintain constant or lower costs while improving delivery
quality [49].

6.3. ITSM Opportunities

As mentioned before, organizations face challenges when attempt to implement ITSM
which increases their difficulty along the process. As Albert Einstein once sad “in the
middle of every difficulty lies an opportunity”. In this sense, this section does not have the
objective to introduce solutions for problems that organizations are confronting, but to list
some opportunities worthy of further research (Table 4).

Table 4. ITSM Opportunities.

Opportunities Articles

Lack of guidelines to processes improvement [15,60–62]
Processes assessment [4,58,60]

Identifying processes interdependencies and their overlap [20]
Maturity Models for the needs of IT management providers [17]

Cloud computing and DevOps [49]
Lack of guidelines to processes improvement [15,60–62]

Processes improvement is important for organizations [60]. However, organizations
still struggle with improvement and in defining what to improve [14]. It is defended that
process capability grows and costs are reduced with increasing maturity levels [61], that
is, improved processes can reduce costs to organizations. A research with the purpose of
creating guidelines to improve processes could save resources to IT organizations.

As stated above, organizations find it difficult to assess their processes; ITSM frame-
works do not provide guidelines to help on this matter. Most assessments are conducted
by third-party organizations and have a big associated cost [4]. Also, it is criticized that the
guidelines that do exist lack transparency [58]. It is visible that a gap exists between the
implementation of processes and their assessment.



Information 2021, 12, 111 12 of 23

The “phenomenon” of adopting multiple frameworks can create opportunities. Some
experienced organizations are doing business with this “phenomenon”, by providing
services that help organizations with multiple frameworks, reducing their complexity. A
potential opportunity lies in understanding the process interdependencies and linkage, to
help determine the overlap between each process [20]. This research can help organiza-
tions that need to implement various frameworks and processes, to have a better plan to
understand which processes overlap and their relative dependencies.

Many maturity models have been developed. These kinds of tools can be useful for
organizations that want to assess a certain domain in their organization. Machado et al. [17]
argued that maturity models still lack in meeting the needs of IT management providers
and appoints that a maturity model that would have a focus on service improvement
could help organizations enhance their processes and services. Grounded on the previous
statements, further investigation relating ITSM and the “maturity model” concept should
be incentivized.

Although cloud computing is not a new concept, it is starting to be used and related
to several domains. In fact, cloud computing allows for higher performance. IT service
implementation could be faster via the utilization of cloud computing and DevOps [49].
Solutions with the intercalation of both areas could not just decrease implementation
times, but also provide computing infrastructure to small organizations that would help in
maintaining service operability.

6.4. ITSM Implementation

The implementation process of an ITSM framework is one of the most significant
challenges faced by organizations, as observed in Section 6.2. This research has collected
some advisable practices found in literature (Table 5) to help ITSM implementation.

Table 5. ITSM Implementation Practices.

Implementation Practices Articles

Commitment from all levels of management [2,11,48,59]
IT and business processes must be aligned [1,28,47]

Follow-up and assessment [4,11,47]
Quick wins [11,48]

Training [1,11]
Commitment from all levels of management [2,11,48,59]

When an organization moves to adopt a new ITSM framework, it is important to
have the commitment from all levels of management [2]. Senior management support
is considered a critical success factor in any major IT project [59]. In fact, research has
mentioned that in five case studies, all guaranteed that for successful implementation
senior management should support the project, which would help to fund and provide the
right resources for implementation [48].

Also, planning the implementation is an essential phase. One of the most important
practices found when implementing a framework is the consideration of the IT strategy and
vision of the organization when planning the adoption of a framework [28]. Additionally,
the implementation must be aligned with business objectives, in order not only to solve a
problem or need, but to also create a positive impact in the strategy of the organization [1].

Creating and having an improvement and follow-up strategy established is also
mentioned as a good practice [47]. Having follow-up and implementation plans will help
in the successful and effective implementation at the operational level [4]. Defining process
improvement strategies can help organizations to have mature processes and achieve
cost savings.

When planning an implementation, seeking quick-wins can be a good option [11]. It
is defended that there is no correct order to implement processes, although looking for
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quick wins can be a good strategy [48], which will help the organization achieve visible
benefits at a faster rate.

Before performing a big change in the way that an organization works, staff must be
advised and trained. Training is considered one of the most important tasks before the
implementation of a framework [1]. The affected staff must be prepared, and a personnel
development plan must be enforced in order to qualify co-workers in terms of mentality
and knowledge [11].

7. Key Findings
7.1. RQ.1: ITSM Benefits

The present research has analysed studies developed by the scientific community and
collected 13 benefits. By observing

Table 2, it is visible that all these benefits are connected, where several benefits translate
into others. Many of the identified benefits are tangible in nature, being the easiest to
perceive. Most of the organizations implement ITSM frameworks to help them better
manage their infrastructure and services. It is important to note that these tools create
an “environment” of certainty where all processes are well-defined and co-workers know
what it is necessary to perform to accomplish specific goals, that is, inside the organization
what must be done is known. This can turn the IT infrastructure of an organization more
robust and increase employee satisfaction, therefore improving company performance.

With this “atmosphere” of efficiency, where the bulk of conditions to have a strong
infrastructure with controlled processes are reunited, in a natural way, the quality of
provided services by these companies will grow. This can be considered the central benefit
of ITSM framework application. Some companies also aim to increase their revenue
and new customers, however, to achieve this it is necessary to have more flexible and
robust services.

Moreover, service quality is dependent on its “surroundings”, that is, to reach a high
level of service quality it is necessary to create an effective infrastructure, including well-
documented and settled processes and also an IT staff that is motivated and trained to
perform their tasks.

As mentioned before, the raising of service quality will create satisfied customers as
well as bring new ones, consequently increasing revenue while decreasing operational
costs. When correctly implemented, there is prevention of unnecessary waste of money
by employees, and by possible errors and problems that may appear. Conceptual models
can be useful to demonstrate the flows of information and to give a high level “picture” of
themes [63] in a way that can easily demonstrate the correlation and complexity between
concepts [64]. From this perspective and by observing the connection and correlation
between the benefits, the authors decided to interpret these connections and a conceptual
model for the ITSM benefits was developed (Figure 7).

Since the benefits produce other benefits and are connected, the expression leads to
was used. Following the line of reasoning described before, by having an environment
where the processes are controlled and well-defined, not just communication efficiency
increases but also employee satisfaction is improved upon, since knowledge of what to do
is more widely known.

Also, possessing controlled processes coupled with their well-definition, will originate
mature processes [11]. Tangible improvements in process metrics can be achieved by
mature processes [17,45], creating here an important “conceptual triangle” with these three
benefits. Considering that the processes are at a certain level of maturity, metrics can be
used to adopt continual improvement, enabled greater process control. This “conceptual
triangle” can be seen as an improvement cycle.

Several investigations detail that as process maturity increases, business performance
will also be improved [6,9,10]. Following the conclusions of these articles, the authors
defined that mature processes originate higher efficiency and performance in organiza-
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tions [5,17]. Additionally, with mature processes, the waste of resources will decrease,
being correlated with the benefit of “decrease in IT expenses” [5,7,61].
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With all the metrics of processes controlled and with higher performance, the quality
of services provided by the organization will grow as a result [11,38]. As mentioned before,
this benefit is considered by the authors of this research the central one, since this is one of
the main objectives of ITSM frameworks, and the principal benefit to increase the customer
satisfaction and bring more clients to the organization [33,38].

By having customers pleased and via the achievement of gaining new clients, revenue
generated in the organizations will rise. Besides that, the fact of having IT expenses de-
creased coupled with potential staff reduction, which occurs as a result of process maturity
and automation, this will also contribute to the increment in revenue of organizations.
Frequently, this benefit is the principal objective for higher management to implement an
ITSM framework.

Additionally, having controlled processes supports the IS-business alignment [6],
helping organizations to have strategic objectives aligned with IT infrastructure, which
will create and grow competitiveness [6] in the organization since a robust and efficient
infrastructure, prepared for any change in the vision, strategy or prepared for any demand,
is in place [19]. This condition can help organizations achieve higher competitiveness in an
international environment.

It is perceivable that having controlled processes can originate an interconnected
“chain of benefits”. It is important to note that, by observing the developed conceptual
model, the main identified benefits are correlated with others, however, those benefits are
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originated by others, that is, a benefit will not produce other benefits without first being
improved itself.

With this in mind, and with the fact that several benefits are dependent on the “ma-
turity” of other benefits to achieve a good mature level, the authors developed a table
(Table 6) that presents which benefits promote (out) and are promoted by (in) other benefits.

Table 6. Relation between Benefits and Inputs/Outputs.

Benefits →In →Out

Mature processes 1 5
Better processes control/documentation 1 4

Tangible improvements in process metrics (i.e., incident resolution times,
change implementation time, predictable failures) 1 2

IT service quality improvement 2 2
Higher efficiency/performance 3 2

Increase of organizational competitiveness 2 2
Increase of customer satisfaction 2 1

Decrease in IT expenses 2 1
Better IS-business alignment 2 1

Efficiency in the internal communication process/information sharing
efficiency 1 1

Better employee satisfaction 1 1
Reduction in staff 1 1

Increase of organization revenue 4 0

Given the identified relationship amongst benefits, it is reasonable to argue that
organizations should first focus on the benefits that promote (out) more other benefits
rather than being promoted (in) by other benefits. Therefore, by observing Table 6, the
benefit “Mature processes” can be considered one of the most important to achieve, since
on its own it can trigger five further benefits.

On the other hand, the last benefit organizations should be focused on and aiming to
improve is the “Increase of organizational revenue”, given that it does not promote other
benefits, and is promoted by or generate from other four benefits.

Although being the last benefit to aim, as we mentioned earlier, it is also the goal
that most organizations desire. This may somehow justify why a considerable part of
ITSM implementation fail [25,50,59]. Organizations may have not been focused on the
right priorities to achieve the final aim. This highlights the fact that to achieve substantial
benefits, all the environment around ITSM must be well understood and implemented
holistically, being imperative not to focus merely on revenue growth (main goal).

Table 6 can be compared to a “Quick-Wins” strategy, where the objective is to demon-
strate which benefit should be addressed first in order to achieve further benefits.

7.2. RQ.2: ITSM Challenges

Despite benefits, a not planned and haphazard adoption of ITSM frameworks can
create many challenges and problems. Nevertheless, by observing the challenges in Table 3,
it is possible to affirm that most challenges faced by organizations are before and during
implementation. It is noted that people face a big challenge in the implementation and
operability of an ITSM framework. The application of frameworks changes the way how
collaborators work, creating a change-resistant environment. In fact, this challenge tran-
scends to any type of organization in which employees are comfortable with the manner
that they work, feeling uncomfortable to change. Most of this resistance to change can be
considered a result of organizational culture that underlines the organization itself, lacking
the “right principles” to this kind of action.

The lack of management support is pointed out as a nuclear challenge for ITSM
framework implementation. It stands out that most of the challenges are due to the fact
of lacking management support, which without said support a lack of resources or even
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a lack of an “example” to operational co-workers is generated, producing in that way a
possible resistance to change. In addition, the lack of support from management can be
directly connected with the big investment needed to implement a framework, and with
not having enough budget to invest.

Also, one of the main challenges is the actual complexity of frameworks. Nowadays,
frameworks do not describe an implementation process, making it challenging for orga-
nizations that do not have adequate knowledge or skills to adopt them. Companies, in
an attempt to apply a framework with lacking knowledge, can have disastrous results
in revenue. Furthermore, these frameworks do not characterize how processes should
be assessed or even improved upon, not increasing the processes maturity and not pro-
ducing the benefits that are expected, probably creating the challenge of being difficult to
quantifying the benefits.

When taking everything into account there still exists lack of information in frame-
works targeting the implementation, assessment and improvement of processes, generating
a loss of money for organizations, consequently creating doubt by the management level
of a company.

In this section, a conceptual map was also created (Figure 8) to illustrate the rela-
tionships and associations among the challenges found in literature. As aforementioned,
challenges, if not mitigated, can lead to other challenges, creating a difficult environment
for a successful ITSM implementation and operation.
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Lack of management support in organizations leads to a lack of resources [29,50],
since it is the management that decides where to apply all the means that companies have.
Besides that, as mentioned, this lack of support can promote an environment of resistance
from operational lines [48], since the organizations’ managers do not take the lead in giving
an “example”.

Considering that organizations have no sufficient resources applied in ITSM, it will
create a lack of knowledge and skills, given the fact that there is no funds to invest in
training that would help to understand and acquire the “know-how” of ITSM. However,
not only the lack of resources leads to this challenge, but also organizational resistance,
since the co-workers would not intend to apply themselves in this kind of training.

Having the knowledge and the skills of ITSM can help collaborators justify to man-
agement the use and implementation of ITSM, by demonstrating the benefits that it can
produce. However, without awareness and understanding, it can become difficult to
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quantifying the benefits, leading to the challenge of lack of management support [50]. Ad-
ditionally, with lack of ITSM know-how, it can be hard to steadily lower costs of operational
lines, creating in this situation a waste of resources. Also, for organizations that need to
implement multiple frameworks, this can turn into a big issue when they do not have the
appropriate knowledge and skills for that type of implementation.

Besides the fact that most of the challenges found are based on the bad practices that an
organization “adopts”, the ITSM framework complexity is considered an external challenge,
given that it is not produced by organizations. Organizations and ITSM experts have been
criticizing the ITSM frameworks for being too generic and complex. This challenge leads to
the hard planning of an implementation and also results in lack of knowledge. Furthermore,
these frameworks are criticized for not supporting and demonstrating how organizations
should assess their processes [47,57], being difficult to improve and produce maturity [20],
which by itself will not create the benefits that should be created.

Also, the frameworks’ complexity can lead to a need of a big investment, not just for
the ITSM implementation but also for its maintenance, considering that for organizations
that do not have the “know-how” mistakes can easily be made. The implementation of
ITSM needs a big investment of organizational resources since companies will change the
way they operate. However, with lack of good practices, a waste of resources will happen,
and further big investments will be needed to overcome committed errors. This challenge,
in the authors view, is one of the reasons for lack of management support in the provision
of proper resources to implement and maintain ITSM.

As done with the benefits, a table with the relation between the challenges was
developed (Table 7). Contrary to the benefits, observing Table 7 we will note that the
challenges that have more arrows coming out are the ones that should be avoided since
these challenges will produce many more.

Table 7. Relation between Challenges and Inputs/Outputs.

Challenges →In →Out

Frameworks complexity 0 4
Lack of knowledge/skills 3 4
Organization resistance 1 2

Lack of management support 2 2
Processes assessment (costly and time-consuming) 1 1

Lack of resources 1 1
Difficult on quantifying the benefits 1 1

Hard of planning to implement multiple frameworks 2 1
Steady lower costs 2 1

Big investment needed (Implementation and maintaining momentum) 5 1

7.3. RQ.3: ITSM Opportunities

Additionally, this article has gathered five opportunities from the research commu-
nity. Despite being few in numbers, the opportunities focus mostly on the problems that
organizations face with ITSM. Observing Table 4, the opportunities for research are related
mainly with the assessment of the processes. Since organizations should have a continual
improvement plan to produce benefits that should be created with the implementation of
ITSM, for the authors this opportunity is considered as of great importance.

Both opportunities of processes assessment and improvement are intrinsically con-
nected with the opportunity of developing maturity models for the ITSM domain. Maturity
models support organizations to assess their processes and practices, by assigning a level of
maturity to a process that is being evaluated in accordance with the practices established by
the model. In fact, several maturity models have been developed for ITSM [37,64,65]. How-
ever, other possibilities could be studied, since many organizations still have difficulties in
the assessments, and maturity models have been criticized.

Nevertheless, cloud computing was mentioned as an opportunity for the future
of ITSM, by helping small or medium organizations with the resources that they could
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originally not afford. With the ITSM opportunities, considering that those found were small,
the authors could not produce a conceptual model with the connections and correlations
between them.

7.4. RQ.4: ITSM Implementation

Finally, since organizations face challenges during ITSM implementation, five practices
were found. Looking at Table 5 it is possible to conclude that management support in ITSM
implementation is one of the most crucial practices, considering that it is one of the main
factors that can dictate if the implementation will have the proper resources.

Additionally, using quick wins with a strategy to choose which processes should
be implemented, supports organizations on having the infrastructure aligned with the
business and prepared for the demand.

Also, the training and preparing of co-workers for the change is important as well.
From this research’s’ view, training practice to staff could mitigate the challenge of resis-
tance to change in organizations.

As occurred with the opportunities, it was not possible to correlate the best implemen-
tation practices; consequently, a conceptual model for the implementation practices was
not developed.

As mentioned before, the complexity of the frameworks can be considered as an
external challenge, being difficult to prevent. Another challenge that should be avoided is
the lack of knowledge/skills, given that this challenge “defines” how well ITSM will be
implemented and operated.

Also, it is important to mention that the challenge of “Big investment needed” is the
challenge that is more dependent on others. A big investment to change organizations
will always be needed; however, in the view of the authors, to decrease the value of this
investment, all other challenges surrounding it must be mitigated or controlled.

This table can help an understanding of which challenges should be mitigated first to
produce the fewest challenges possible.

7.5. ITSM Environment and Contextualization

The best implementation practices can mitigate several challenges and produce ben-
efits. Also, as mentioned before, challenges can create opportunities for research. A
connection exists between all these concepts. Having this in mind, the authors created a
conceptual model with the relationships among all concepts (Figure 9).

The best practice of training is connected to both challenges and benefits. Training not
only helps organizations achieve the knowledge of how to implement ITSM but also how
to maintain it. By training collaborators, they will gain the proper “know-how” of how to
operate the processes [1,29], increasing their maturity and improving their metrics, making
ITSM processes more efficient. Additionally, training co-workers can help partially mitigate
the external challenge of framework complexity. Also, with collaborators knowing what-to-
do, the waste of resources will decrease; consequently, the investment in implementation
and operability will also decrease.

As mentioned earlier, the “Quick-Wins” strategy is considered a good practice of
implementation, for those who do not know which processes to implement. From the
research’s’ point of view, this strategy is able to exhibit benefits, mitigating the difficulty of
showing ITSM benefits [11], since the seeking for earlier benefits underlines this strategy.
Furthermore, this can decrease the investment needed to implement ITSM. A Quick-Wins
strategy also produces several benefits, mainly the enhancement to IS-business alignment
given that a choice is made to implement the processes that “fits” better in the organization’s
IT infrastructures. Also, this strategy may increase the organization’s revenue by creating
several benefits in an earlier stage of ITSM implementation and operation.
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The commitment of all management hierarchy is not necessarily connected with the
benefits found in the literature. However, it is intrinsically correlated with the mitigation
of several challenges, which by itself produces benefits. As demonstrated before, with all
levels of management committed with this big project, the resistance of the organization to
change could be avoided [2,29,48], and the lack of resources that should be provided to the
ITSM implementation and operation could be mitigated [59].

The follow-up and assessment of the processes is viewed as a practice with a perspec-
tive towards continual improvement [60]. This practice not only helps organizations have
processes well-documented but well controlled as well. The assessment will allow for the
development of process maturity [29], since organizations will have a basis that will dictate
where processes must be improved [4]. Additionally, the follow up should support organi-
zations on the process’s operability, helping to decrease the waste of resources, mitigating
the challenge of maintaining steady lower costs and producing the benefit of decreasing
IT expenses.

Many organizations have the necessity of implementing more than one framework
face to the regulations of the market [20]. However, this kind of implementation brings
many difficulties since it is necessary to have a good plan defined. Having the processes
aligned with the business and with the organizations’ strategy, can help organizations
partially mitigate hard planning and implementation. Also, this good practice produces
the benefit of having IS aligned with the organization’s business.
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As aforementioned, challenges originate opportunities for research. Although several
practices could mitigate various challenges, there still exists the necessity of new research
for the creation of innovative and new solutions. The integration of DevOps and Cloud
computing is a good example for research. Several organizations still have a lack of
resources for the implementation of ITSM [49], and cloud providers, with the provision of
proper resources, could help small and medium organizations have an infrastructure that
would make possible to have ITSM allocated. Also, the difficulty of making costs stable
and low should be an opportunity for investigation in conjunction with cloud computing.

Companies still have the difficulty of assessing their own processes due to framework
complexity. Also, with the requirement of implementing several frameworks, some orga-
nizations face a variety of challenges [20]. The authors found that the junction between
maturity models and ITSM could help organizations mitigate these kinds of challenges [17].
Furthermore, these opportunities are also related to the lack of guidelines for assessment
and improvement that frameworks do not provide.

This conceptual model demonstrates how the four concepts relate to each other.
Moreover, this map could help organizations on planning their implementation and have a
plan of mitigation for the future challenges that they could face.

8. Conclusions

Traditional IT organizations have evolved. This evolution made organizations change
from technology providers to service providers, looking at IT management with a different
perspective. ITSM is a conjunction of frameworks that help IT service providers enhance
the management practices of their services. Additionally, ITSM supports organizations in
adding value to their services by improving their quality.

Although ITSM produces many benefits, organizations still face various challenges
due to lack of guidelines in several contexts. This research aimed to investigate the benefits,
challenges, opportunities, and implementation best practices of the ITSM domain. To
conduct this research, a SLR was adopted and a discussion of results for each concept was
completed. A total of 47 articles were analysed. The main contributions of this research are:

• A holistic view of ITSM implementation including how the benefits and challenges
relate to each other. With this, organizations have the awareness of which benefit
should be addressed first, with the purpose of achieving their main goals and avoiding
undesirable challenges.

• The identification of the benefits that the organizations should focus first, to produce
more benefits.

• Determination of which challenges should be avoided and considered when planning
and operating the ITSM, with the view of generating as few challenges as possible to
the organizations.

• The identification of main guidelines that may promote the desirable benefits in the
initial phases of ITSM implementation.

• The identification of opportunities to be explored by new research, based on the
difficulties that many organizations face daily.

Despite this, for future work, the challenges, benefits, opportunities, and implemen-
tation practices appointed in this research could be used to lead new investigations that
would contribute not just for the ITSM domain but also for IT organizations that struggle
with these issues every day. It seems that the lack of guidelines for processes improvement
and assessment could be the most important “future work” in this domain, given that it is
necessary for creating an improvement plan, in a view of developing mature processes that
would produce the expected benefits. Considering that, research with innovative solutions
for the assessment and improvement of processes should be considered. Also, a detailed
examination of the relationship between benefits and challenges must be considered for
new investigation. Plus, less supported concepts according to Tables 2–5 should also be
better explored in the future. For instance, which ITSM practices may exist to manage
services provided through cloud technology; or how can DevOps assist ITSM discipline
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in practice (some researchers are already investigating it [24]); or provide some empirical
evidences on how ITSM can help organizations reducing employees and cut costs; or even
further explore and propose new maturity models to assist ITSM implementation or even
reduce ITSM complexity (please see [37]).

This research has the limitation of the selected articles being from limited ranks. It is
reasonable to admit that other important and relevant information could be provided by
other research published in lower ranks. Additionally, this research has the limitation of
the conceptual models being developed based on critical analysis, which can be criticised
for several choices made.
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