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Blockchain technology as an enabler of consumer trust: a text mining literature 

analysis 

 

 

 

Abstract 

Blockchain (BC) technology is gaining momentum in a variety of application domains, 

beyond finance. We present a text mining literature analysis of a body of published 

articles queried in the Scopus database, regarding BC technology and consumer trust. We 

applied a semiautomated text mining and topic modelling approach: we mix top-down 

and bottom-up procedures to align the existing literature on BC taxonomies with the 

gathered article’s list of keywords; we then feed automatically the latent Dirichlet 

allocation (LDA) algorithm to uncover relevant topics enabling to analyse the existing 

body of knowledge. Our analysis highlights the multidisciplinary nature of BC research 

within consumer trust. Among others, findings show pertinent aspects to consumer trust, 

such as traceability and privacy, are receiving only marginal attention from scholars. Our 

analysis also reveals the marketing, social and economic sciences’ researchers should 

devote efforts to the application of BC and its impact to consumer trust. We provide future 

research trends we deem crucial to be addressed regarding sustainable blockchain 

trustability. 
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1. Introduction 

Blockchain technology is gaining momentum, since its start in 2009 (Nakamoto, 2009) 

and can be one of the elements of the ongoing digital transformation, which has the 

potential to bring on modifications to business processes (Baiyere et al., 2020). A 

blockchain (BC) is a ledger of continuously growing list of records, named blocks, which 

are connect between themselves and secured using cryptographic mechanisms. This 

ledger registers processed transactions made between users, stores value information, 

allowing the user’s computer to check the validity of the transaction (Yaga et al., 2018). 

The transaction authentication is protected by the digital cryptographic signature of the 

sending address. The first and mostly widely known usages of BC are in the 

cryptocurrencies’ markets (X. Li & Whinston, 2020) and Internet-based finance (Guo & 

Liang, 2016). By securing transactions between untrusting parties, BC disrupts traditional 

transactions as it facilitates rule out of the trusted third party, hence avoiding this single 

point of failure (Nofer et al., 2017). 

Consumer trust is a key construct in Marketing models (Mcknight et al., 2002; Pappas, 

2016). Marketing literature acknowledges the influence of consumer trust in consumer 

behaviour (Sirdeshmukh et al., 2002), purchase intention (Mcknight et al., 2002), and 

consumer loyalty (Delgado-Ballester et al., 2001). Therefore, the recognition of BC 

technology as an enabler of trust by marketers across industries is leading to a wide range 

of BC applications beyond the narrower cryptocurrency scope from where it emerged 

(Hughes et al., 2019). Trust can be perceived by consumers as a synonym of quality 

regarding the final product offered at the end of a supply chain (Van Rijswijk & Frewer, 

2012), by assuring the information regarding the product is reliable, increasing 

transparency. Additionally, in current times when large web platforms hosted by a few 

global-wide companies such as Google, Amazon, and Facebook dominate the online 

landscape and take advantage of individuals’ personal data, perceived privacy and 

security are also playing a key role in consumers’ trust (Ayaburi & Treku, 2020). These 

factors contribute to the increased perceived value of BC, given its premises. 

Whether there is currently a hype around BC or not, BC research has recently flourished 

across many directions. As such, a refreshed literature analysis on BC body of knowledge 

is important to highlight current trends and gaps, helping to offer a holistic view and guide 

future efforts. Hawlitschek et al. (2018) focused specifically on trust-free systems based 

in BC in the sharing economy by analysing 45 sharing economy articles together with 17 

BC articles. From another perspective, Seebacher and Schüritz (2017) analysed 32 
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articles to identify the characteristics that enable trust and decentralization within the 

context of service systems. Casino et al. (2019) conducted a broad systematic literature 

review of BC-based applications following a thorough manual screening of 260 articles 

published until April 2018. They developed a taxonomy of the different types of BC 

applications. In contrast, we focus specifically on studies which highlight 

trust/transparency from the consumer perspective. We adopt a mixed approach by 

including a top-down procedure based on existing literature on BC taxonomies and a 

bottom-up procedure drawn from each article’s list of keywords extracted from 432 

gathered articles published until November 2019. Such approach enriches existing BC 

taxonomies by benefiting from a passive crowdsourcing effect, given the articles 

keywords were defined by the authors, who considered them as important for indexing 

purposes. The articles are then automatically analysed by using text mining and topic 

modelling to unveil interesting topics that summarize the existing body of knowledge. 

The use of text mining to conduct literature analyses is becoming mainstream as science 

keeps developing grounded on Internet media (L. Feng et al., 2019, 2018). By adopting 

text mining, it is possible to cover a vast body of knowledge which otherwise would 

render infeasible only at the expense of computational power (Moro et al., 2019). Through 

such an approach, we aim to contribute to a better understanding of BC from the important 

consumer trust perspective. We raise the following research questions (RQ) which help 

in guiding our analysis: 

• RQ1: What are the main aspects of BC technologies and how are these becoming 

mainstream within consumer trust? 

• RQ2: What are the aspects of BC technologies mostly addressed by the more 

prominent application domains, beyond the finance area? 

• RQ3: What are the relations between BC application domains and the aspects of 

BC technologies and how can these associations be useful to the research BC 

community? 

The remainder of the paper is as follows. We address BC technology inception and related 

concepts, as well as consumer trust and its relationship with BC technology in section 2. 

Section 3 presents the materials and methods we apply in our work, in particular our 

mixed approach comprising top-down and bottom-up procedures to connect the existing 

taxonomies of BC concepts with the gathered article’s list of keywords. We then use this 

alignment to support the analysis of our results, which are obtained automatically by using 
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text mining and topic modelling approach and discuss our research questions (section 4). 

Section 5 closes with conclusions and perspectives. 

 

2. Background 

2.1. Blockchain inception and evolution 

According to Iansiti and Lakhani (2107), the level of transformation and also of 

complexity brought by BC technology is unprecedented. Being based on the consensus 

power of a network of nodes, it eliminates the need for an outside authority. However, 

BC is based on previous technological developments. Before BC, digital cash (Chaum, 

1983) was conceptualized using cryptographic protocols for enabling transactions 

between mutually untrusting parties. The current enhancement of BC and its particular 

application in cryptocurrencies over Chaum’s proposal is the decentralized architecture 

of the payment system permitted by the BC technology, hence leading to a state of affairs 

that goes further the crypto-economy (Pilkington, 2016), extending to transactions and 

ledger records in any application field benefiting from traceability, transparency and 

decentralized transactions between untrusting parties, such as healthcare and energy. 

Application of BC is being investigated in a variety of sectors (Casino et al., 2019). 

A BC is a shared distributed ledger of cryptographically hashed blocks. These blocks 

contain published transactions or information, cryptographically signed by the sender, 

which are validated after a consensus and decision process among the network nodes or 

a set of them. The chain of blocks grows as new blocks are added, making it more difficult 

to modify older blocks. New published blocks are duplicated among the publishing nodes. 

These characteristics along with the cryptographic mechanisms make any attempt to 

modify a ledger of published blocks difficult to go unnoticed (Yaga et al., 2018).  

Different approaches to reach consensus in a BC network are compared by Yaga et al. 

(2018), e.g., the Proof of Work (PoW), Proof of Stake (PoS), Delegated PoS, Round 

Robin, Proof of Authority/Identity, Proof of Elapsed Time (PoET). For instance, PoET is 

less computationally intensive than PoW, however it provides less security guarantees. 

PoET (Chen et al., 2017) is used in some permissioned networks, where nodes 

membership is validated by other nodes. In such a private network, one can consider 

security is not so critical when compared with a typical public permissionless network, 

such as Bitcoin, which applies PoW consensus. 
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2.2. Smart contracts 

Smart contracts are the BC technology next level by enabling the execution of the terms 

of a contract on computer nodes running a BC. The smart contract concept was firstly 

introduced by Nick Szabo in 1994 and is currently applied by Ethereum, as well as by 

Hyperledger Fabric’s chaincode (Dinh et al., 2018). A smart contract can, for instance, 

execute calculations, perform a service, store information, send funds to other accounts 

automatically or execute a multi-party transaction. This can provide transparency to 

business processes, enable data verifiability and improve trust. A smart contract action is 

automatically triggered when a specific condition in met, hence the encoded algorithm 

replaces the traditional third-party escrow. This algorithm has to be verified and validated 

before implementation, knowing that law is code (De Filippi & Hassan, 2018) in a smart 

contract context.  

 

2.3. Consumer trust and the importance of blockchain 

Consumer trust underpins loyalty, commitment, product acceptance and their good long-

term relationships with firms and brands (Bozic, 2017). Transparency (Morey et al., 2015) 

is also related with trust-building (Nilashi et al., 2016), as explicit protection measures of 

consumers’ data (Morey et al., 2015), production transparency, labour conditions and 

social responsibility (Kang & Hustvedt, 2014) reinforce trust. We have witnessed several 

organizational transgressions, such as the Volkswagen emissions scandal, the Cambridge 

Analytica scandal and the 2007’s global financial crisis, leading to breaches in trust 

(Currie et al., 2018; Gillespie et al., 2014; Kramer & Pittinsky, 2012). A centralized data 

system can harm trust and confidence of users (T. Moura & Gomes, 2017) as the central 

entity can be a single point of failure.  

Blockchain trust-free distributed network of nodes and tamper resistance characteristics 

can contribute to support consumer trust (Beck et al., 2016; Hawlitschek et al., 2018). 

The near zero possibility to alter previous published blocks without being noticed, digital 

cryptographic signature of each published information in the ledger and the transparency 

provided by tracking of information published in a decentralized chain of blocks put 

together are what bring about BC as a trust-free technology. Hawlitschek  et al. (2018) 

argue that BC technology is able to replace trust in platform providers to some degree, 

however, raising the issue of trust in algorithms. Trust shifts from third parties to a BC 

system. Ma et al. (2019) provide a survey on BC trust mechanism applied to the 

specificities of crowdsourcing services. The trust by design feature of BC is analysed in 



6 
 

the context of supply chain management by Imeri et al. (2019). Casino et al. (2019) 

propose a classification of BC applications based on a literature review of 260 articles 

and 54 reports. Their analysis classifies BC applications in business and industry, data 

management, financial, integrity verification, governance, Internet of Things (IoT), 

health, education, privacy and security. The surveys conducted by Sankar et al. (2017) 

and Zheng  et al. (2017) compare a variety of consensus algorithms. Feng et al. (2019) 

address privacy preservation mechanisms in BC. The integration of IoT (Internet of 

Things) and BC attracts a lot of interest, with several papers addressing, among other 

issues, the trustfulness of transactions (Dai et al., 2019; Thakore et al., 2019; Wu et al., 

2019).  Janssen et al. (2019) propose a framework for analysing BC technology adoption 

considering the relations between institutional, market and technical factors.  

To the best of our knowledge none of the published papers address the analysis of the 

relation between BC technology and consumer trust and transparency. The work of 

Hawlitschek et al. (2018) is the most closely related to ours. However, they analyse BC 

technology and trust specifically in the sharing economy, whereas we sought to 

understand trust in BC from the marketing perspective. 

 

3. Materials and methods 

This study aims at answering the proposed research questions through a semi-automated 

literature analysis approach (Figure 1). We chose the Scopus database to search for 

relevant studies, considering it is a well-known and highly reputed source among scholars 

and academic institutions (Singh et al., 2019). Additionally, publications indexed by the 

most reputed academic databases, including specialised ones such as the ACM 

(Association for Computing Machinery) and the IEEE 1  (Institute of Electrical and 

Electronics Engineers) are indexed in the Scopus database as well. As such, several other 

literature analysis studies have also adopted Scopus for querying for relevant publications 

(e.g., Cattelan & Elaine, 2017; Parlina et al., 2020). Additionally, Scopus covers a vaster 

range of outlets when compared to other scientific databases (e.g., Web of Science) 

(Abrizah et al., 2013), while at the same time it does not include non-peer reviewed 

material such as presentations and others as it does Google Scholar, for example. Since 

our focus is on consumer trust, based on our questions presented in the introduction 

section, we defined a query to find articles where both “consumer” and “trust” are 

                                                
1 https://www.ieee.org/content/dam/ieee-org/ieee/web/org/pubs/ieee_indexing_agreements.pdf 
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mentioned, as well as “blockchain”. We included other relevant synonyms from different 

contexts to account for a wider context-lexicon (e.g., “patients” for the case of health). 

Also, it should be noted that Scopus indexes the title, abstract and keywords from each 

article. By using those standard sections in scientific literature, it enables to narrow the 

search to relevant literature in comparison to Google Scholar, which indexes the full text, 

including the references, which may conceal non-relevant terms, leading to a huge 

number of hits (Harzing & Alakangas, 2016). Therefore, Scopus was queried (in 

November 2019) as follows: 

TITLE-ABS-KEY ( ( customer  OR  consumer  OR  client  OR  user  OR  patient )  

AND  ( trust  OR  transparency )  AND  blockchain ) 

The result is a total of 432 articles, which were used for the subsequent steps illustrated 

in Figure 1. Considering we aim to uncover trends from the consumer trust perspective, 

including Marketing application domains is of chief importance, hence we also included 

the word “marketing” as mandatory initially. However, the corresponding query resulted 

in just 13 articles, missing many important studies (e.g., Grover et al., 2019; Zhao et al., 

2019). As so, we then excluded the word “marketing” from our query, in order to cover 

a wider body of knowledge. 

In the first step, the goal is to categorize existing literature using two procedures (Figure 

1). The first is a top-down procedure where key studies in which the authors developed 

taxonomies for BC are scrutinized. Xu et al. (2017) present a taxonomy categorizing the 

software architectural characteristics of BC and the impact of the associated design 

decisions. Our top categorization is partially inspired on the top relevant BC concepts 

from the existing BC taxonomies (Sarkintudu et al., 2018; Tasca & Tessone, 2019; 

Wieninger et al., 2019) such as Access Type and Access Control, Network Topology, 

Storage and Consensus Protocol. We sought to align existing concepts described in the 

analysed taxonomies from a top-down procedure with the articles gathered. Therefore, 

we began by gathering all keywords defined by the authors from the collected articles. 

Then, we organized those keywords according to the relevant categories gathered from 

the existing BC taxonomies. When the keywords were not related with the available 

concept taxonomies, we created new categories. This was the case of the following ones: 

Transaction related, Cryptography/Cryptology/Encryption, Fund raising, Reputation, 

Autonomy, Auditability. Finally, we pruned the set of BC concepts by defining a 

dictionary of related terms, that facilitate the process in the next step of organizing the 

literature we retrieved. Table 1 shows a subset of the resulting enriched taxonomy. To 
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facilitate reading, we organized this table in two main domains: Applications, and Aspects 

of BC Technologies. We categorised in related terms associated with “other security 

vulnerabilities”, the security aspects other than privacy, integrity and cryptography. 

Examples of other security vulnerabilities are cybersecurity, authentication, IoT security, 

reputation and security management, intrusion detection and general data protection 

regulation, as presented in Table 1. As another example, the category “network topology” 

includes the following keywords of the gather articles: decentralised, centralised, partially 

decentralised, peer-to-peer. 

As highlighted in Figure 1, the second step is the extraction of knowledge from the set of 

articles in the form of a summarized perspective that enables a direct interpretation of the 

main trends and gaps. Considering the main input is textual contents, we adopted topic 

modelling. This technique belongs to the text mining umbrella which encompasses 

approaches and procedures to handle the specificities of textual data (Aggarwal & Zhai, 

2012). One of the most commonly used structures within text mining is the document-

term matrix (DTM) (Voorhees, 1986). It counts how many times each considered word 

or term occurs within each document (thus, it is a matrix where each row accounts for 

each document while each column accounts for each word/term). In our case, each 

document corresponds to the title and abstract merged together as retrieved from Scopus. 

Since we aimed specifically at summarizing BC in consumer trust literature, we did not 

consider all words from all documents. Instead, we used the taxonomy of relevant 

categories identified in the previous step (Table 1) and the corresponding related terms, 

in a procedure like the one adopted by Moro et al. (2019). Such procedure also addresses 

the limitations inherent to having a sparse matrix (Shepherd, 2007), by enabling a concise 

DTM with 16 columns corresponding to the categories highlighted in Table 1. The DTM 

is then given as input to the topic modelling algorithm. We adopted the popular latent 

Dirichlet allocation (LDA) algorithm since it has already been used in similar literature 

analysis with interesting results (Cheng & Hung, 2018; Evangelopoulos et al., 2012; 

Müller et al., 2016; Santos et al., 2020). The LDA is a three-level hierarchical Bayesian 

model, which gathers a set of documents into topics defined by terms (Canito et al., 2018). 

Figure 2 shows the mathematical model of LDA, where M denotes the documents, N is 

the words in a given document, α is the parameter of the Dirichlet prior on the per-

document topic distributions, β is the parameter of the Dirichlet prior on the per-topic 

word distribution, θi is the topic distribution for document i, φk is the word distribution 

for topic k, zij is the topic for the j-th word in document i, and wij is the specific word. 
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Figure 3 depicts an example of how LDA computes the topics based on the textual 

contents of a set of documents (Bastani et al., 2019). Additionally, the scheme from 

Figure 1 shows how the DTM is computed and then its results are used from the text 

mining procedure by the LDA. Only the relevant terms selected during the literature 

categorization procedure are considered. In the example in Figure 1, for illustration 

purposes, three terms are identified: privacy, topology, and security. Thus, the DTM 

contains in each cell the number of occurrences of each term for document (doc.) 3. This 

structure of term frequency is used by the LDA, with the N parameter consisting in each 

line of the DTM, and the M in the terms’ frequency for the whole documents, as 

highlighted in Figure 1. (Figures are placed at the bottom of the paper in this version) 

All the experimental procedure was conducted using the R statistical tool, which is 

specifically suited for data analysis tasks (Cortez, 2014). Specifically, we adopted the 

“tm” package for developing the DTM, the “ldatuning” to tune the number of topics 

which is a given input to LDA, and “topicmodels” to build the topic model. 

 

4. Results and discussion 

The 432 articles collected were published in by a total of 73 different publishers. Table 2 

shows the publishers that contributed with ten or more articles for the retrieved body of 

knowledge. Interestingly, specific technology-related publishers such as the IEEE and the 

ACM are the ones where most of the papers have been published. Such result is an 

evidence that, even though the search focused specifically on consumer trust, most of the 

published research so far has been adopting more the technological innovation approach, 

relegating to a second plan the managerial and social perspectives of trust related adoption 

of BC. 

Table 3 exhibits all sources contributing with five or more articles. The first is the 

Springer published Lecture Notes in Computer Science, which is a compilation series of 

conferences articles in computer science and related subjects. Likewise, the second source 

is also a compilation series of conference proceedings in intelligent systems published by 

Springer. Only in fourth appears the first journal, IEEE Access, a multidisciplinary 

journal published by IEEE. In overall, Table 3 confirms the results of Table 2 by 

highlighting that the focus is being given to the technological innovation, rather than the 

application of the technology. This is an interesting gap that reveals the marketing, social 

and economic sciences’ researchers are still not devoting noteworthy efforts to the 

application of BC and its impact to consumer trust. 
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Figure 4 shows the trends in the publications of conference and journal articles. We chose 

these two types of publications because are the ones most represented, in a total of 412 

from the 432 articles. It can be observed a steep increase in conference publications 

between 2016 and 2018, appearing to reach a plateau during 2019. Nevertheless, this 

result does not mean that conference organizers are paying less attention to BC. For 

example, the results witness the emergence of the IEEE International Conference on 

Blockchain and Cryptocurrency, which had its first edition in 2019 and contributed with 

six articles to our set. The journal publications, with an inherently larger lag of 

publication, as a result of a generally more demanding peer-review process, and without 

imposed deadlines as it happens on conferences, only very recently have begun to catch 

up on BC publications. Yet, the observed increase in 2018 and 2019 suggest the output 

will continue to increase in the forthcoming years. The results also emphasize the 

importance of the undertaken literature analysis now that the theme is becoming 

mainstream. 

As previously stated, by tuning the LDA number of topics using the “ldatuning” package, 

we defined that number to be equal to 15. The execution of the LDA algorithm results in 

a structure characterized by three dimensions: the topics, the terms that characterize each 

topic, and the articles (title plus abstract). The relations between topics and articles can 

be measured by an a distribution value, while the relations between topics and taxonomy 

terms is characterized by a b distribution value. The b represents the document-topic 

density. Thus, a higher a indicates that a document is related to more topics, while a lower 

a links the document to fewer topics. We used the function “topic” from “topicmodels” 

package to retrieve the topic most closely related to each article. The b represents topic-

word density, i.e., words with low b in relation to a topic are strongly linked to that topic. 

We obtained the bs through the “term” function from “topicmodels”. 

Figure 5 shows the 15 unveiled topics. The topics are represented by a squared rectangle 

in the middle of the figure, being numbered from #1 to #15 for referencing purposes. For 

an easier visual representation of the results, we consider that an article is associated with 

the topic to which it is best matched to. Thus, within each topic rectangle, we show also 

the number of articles best matched to that topic. The taxonomy terms that best 

characterize each topic are represented on the left inside rounded rectangles for the case 

of the domains of applications, and on the right for the case of aspects of BC technologies. 

Also, for an easier depicting, we chose to show only the BC technologies’ categories with 
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a b below or equal to 2.5. For the case of the domains of applications, and since some 

topics are not so closely related to a domain of application as they are with the BC 

technologies, we considered only the two domains more closely related to each topic. 

Also, due to this fact, we included in the figure the most relevant b values so that the 

reader can see if it is a weaker (higher b value) or a stronger relation (lower b value, i.e., 

closer to 0). All b values are also presented in Table 4. Thus, as an example, topic #1 has 

55 articles that are more closely related to it than to any of the remaining topics. The two 

most relevant domains of application for topic #1 are “finance” and “supply chain”, while 

the aspects of the BC technologies that best characterize such topic are “BC type” and 

“access type/control” (Table 1).  

Since Figure 5 became dense due to information richness, to further clarify it, we also 

detail in Table 4 the terms and values for each of the 15 uncovered topics. Additionally, 

we show the distribution of articles per topic over the 2014-2019 period. Furthermore, we 

include word clouds per topic in Figure 6 to increase readability and interpretability of 

the results. 

Table 5 shows two randomly selected articles that match each of the topics identified in 

Table 4. For instance, regarding the paper (Dobler et al., 2019) automatically associated 

with topic #1, where the authors address trust and blockchain in supply chains, we can 

find the “BC type” term Bitcoin (Table 1) mentioned 8 times and the term Ethereum 5 

times, excluding its references’ list. Regarding the aspect “Access type/control”, which 

also classifies the topic #1, the term Permissioned is mentioned 5 times in (Dobler et al., 

2019). The paper (Sadhya et al., 2018), where the authors analyse how bitcoin blockchain 

ensures trust in the technology, is associated with the topic #2. Consequently, going 

through this paper, we verify the “BC type” term Bitcoin is mentioned more than 100 

times and the term Decentralized Autonomous Organization is detected once. When 

analysing why the taxonomy term “transaction related” also classifies this paper in the 

topic #2, we find the related term Smart Contract also present one time. Regarding the 

aspect privacy, the related term Anonymity is detected 2 times, while the term 

Confidentiality counts 7 times in (Sadhya et al., 2018). This paper also classifies in the 

finance domain, where the term currency appears 6 times and the word wallet is found 

16 times. 
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The Figure 5 depicts the mainstream aspects of BC technologies and domains of 

application we found when analysing our results, with the connecting lines between them 

and the topics helping to answer our research questions.  

 

RQ1: What are the main aspects of BC technologies and how are these becoming 

mainstream within consumer trust?  

Figure 5 shows scholars are investing major efforts in two of the BC technological 

aspects, showing a high density of connecting lines: “network topology”, and “other 

security vulnerabilities”. With exception of the first two topics, all the remaining are 

connected to such aspects of BC technologies. On one hand, this result is natural, 

considering the category “network topology” includes all different types of network 

architectures mentioned in the gathered articles: decentralised, centralised, partially 

decentralised, peer-to-peer (Table 1). On the other hand, all of the reported application 

domains, except for food, are being concerned with “other security vulnerabilities”, i.e. 

those beyond privacy, integrity and cryptography. We can consider this result is in line 

with researchers’ concerns related with cybersecurity, IoT security, reputation and 

security management, intrusion detection and general data protection regulation (Finck, 

2019). 

Additionally, it is possible to observe that, regarding the density of the connecting lines 

in Figure 5, from three major security aspects of BC technologies (i.e., “traceability”, 

“privacy”, “other security vulnerabilities”) directly linked to consumer trust and 

transparency, “privacy” and, especially, “traceability”, are receiving only marginal 

attention when compared to “other security vulnerabilities”.  

The analysis of our results show also BC technology appears frequently associated with 

IoT.  For instance, topic #6 with 36 articles and topic #7 with 26 articles are linked to IoT 

with a b value of 2.51 and of 2.52, respectively. These results are not presented in Figure 

5 or Table 4, to avoid excess of information that would make them more difficult to read. 

Moreover, as IoT is a system of interconnected objects, not an application domain neither 

an aspect of BC technologies, we decide to keep it separately. However, it seems BC can 

help in overcoming some of the IoT challenges, namely decentralization, traceability and 

reliability (Fernandez-Carames & Fraga-Lamas, 2019). Dai et al. (2019) call this trend 

blockchain of things (BCoT). IoT is showing to be useful in supporting a multiplicity of 

domains of application, such as supply chain, logistics, manufacturing, food industry, 

health care, Internet of vehicles and smart cities.  



13 
 

Unlike other studies conducting literature analyses by applying the LDA, none of the 

topics discovered are clearly associated to a single term. This result enables to highlight 

the multidisciplinary nature of BC research within consumer trust. As an example, we 

can compare the results achieved in Figure 5 with the corresponding ones presented on 

Table 6 from the study by (Moro et al., 2015): while in the latter all the uncovered topics 

are associated to at least one term with a b below 1.0 (the lowest of which is 0.08), in our 

case the collected articles appear more evenly characterised by several terms. As an 

example, the topic #12 is the one exhibiting the lowest b value of 1.49, regarding the 

“other security vulnerabilities” aspect of BC technologies. This topic has 44 articles best 

matching it, and it is also characterised by other aspects of BC technologies with low b 

values (“network topology”: 1.86; “traceability”: 2.47) in comparison to the remaining. 

Although BC technologies are only being recently studied by the academic community, 

the timeframe already encompasses six years (2014-2019) of scientific publications. In 

Figure 7, we use the values presented in Table 4 to show how the eight topics in which 

“network topology” is the most significant term (i.e., by showing the lowest b value in 

comparison to the remaining terms from the same topic) developed over the studied 

period in terms of the number of publications most closely related to each topic (i.e., 

topics 3 to 10). Likewise, we also show the evolution of “other security vulnerabilities” 

BC technology aspect over the same period, since it was the second most relevant one 

(topics 11 to 15). Figure 7 shows a significant increase in publications focusing in network 

topology from 2017 to 2019, whereas the increase is not so steep for “other security 

vulnerabilities”, a key issue regarding consumer trust. Thus, results suggest that research 

regarding network topologies is flourishing, emphasizing the importance of this theme to 

computer network researchers. Nevertheless, these findings should be interpreted with 

caution, given the recency of the theme, with the forthcoming years requiring future 

refreshed literature analyses to confirm the suggested trends. 

 

RQ2: What are the aspects of BC technologies mostly addressed by the more prominent 

application domains, beyond the finance area?  

In a first overview, we acknowledge that BC literature within consumer trust has become 

broader, covering a variety of domains of application well beyond its inception domain, 

i.e., finance. Nevertheless, it is still clear that research in finance emerged earlier, with 14 

of the 15 topics being associated to “finance”. The exception is topic #7, which is 
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associated with “transportation” and “energy” domains.  Beyond finance, the other 

prominent application domains are supply chain, food, health and to a less extent the 

public administration domain. This last one has only one connecting line, with topic #12 

and a high b value of 3.93. On the other hand, topic #12 is also connected with the 

following aspects of BC technologies: “network topology” (b value of 1.86), “other 

security vulnerabilities” (b value of 1.49) and “traceability” (b value of 2.47). This means 

these aspects of BC technologies were the most relevant to the public administration 

domain related articles.  

The application domain “supply chain” appears connected with topics #1, #2, #4, #10, 

#11 and #15, with 55, 22, 30, 17, 50 and 11 articles, respectively. This represents a total 

of 185 articles concerning “supply chain” which were mainly published in 2018 and 2019. 

Regarding their connection with the aspects of BC technologies, topic #1 highlights “BC 

type” with a b value of 2.06 and “access type/access control” with a b value of 2.45, 

whereas topic #2 adds “transaction related” (b value = 2.50) and “privacy” (b value = 

2.48). The other “supply chain” concerned topics show more prevalence of a connection 

with the aspects of BC technologies emphasised in RQ1 already: “network topology”, 

with a b value of 1.87 for topic #10, of 2.08 for topic #15 and of 2.12 for topic #4, as well 

as “other security vulnerabilities” with a b value of 1.82 for topic #15, of 2.03 for topic 

#11 and of 2.25 for topic #10. Aside from these two noticeable aspects of BC 

technologies, these results establish other aspects of BC technologies relevant to the 

“supply chain” domain, which are “BC type”, “access type/access control”, “transaction 

related” and “privacy”. 

When analysing the health domain, the third most prominent application domain after 

finance and supply chain, we find it is connected with topic #5 with 21 articles, topic #6 

(36 articles), topic #13 (35 articles) and topic #14 (13 articles), which totals 105 papers. 

On their turn, as the most outstanding aspects of BC technologies for these topics and 

with a b value below 2 we find again “network topology” with a b value of 1.68 for topic 

#6 and of 1.95 for topic #5 and “other security vulnerabilities” for topic #15 with a b 

value of 1.82. However, the privacy BC aspect is not too far behind for topics #13 (b 

value of 2.26) and #6 (b value of 2.33). It is also noteworthy to mention the importance 

of the “transaction related” BC aspect, such as smart contracts and off-chain transactions, 

for the health application domain, with a b value of 2.43 for topic #13 and of 2.46 for 

topic #6. Thus, “privacy” and the “transaction related” aspects (Table 1) are becoming 
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prevalent for the health applications, beyond the usual suspects “network topology” and 

“other security vulnerabilities”. 

The topics associated with the “transaction related” aspect of BC technologies are #2, #6, 

#11, and #13 (Figure 5). All of them are related to “finance”. Yet, two of these topics are 

also related to “supply chain” (#2 with b value of 3.28, #11 with b value of 3.15), while 

the two remaining are closer to “health” (#6 with b value of 3.09, #13 with b value of 

2.97) when compared to “finance” (#6 with b value of 3.56, #13 with b value of 3.16). 

This is an evidence that transaction related aspects are a major concern for scholars 

investigating BC applications in both BC emerging application domains, supply chain 

and health. Also, this result reveals a research gap for the remaining application domains, 

such as transportation and energy, to which scholars should also pay more attention 

concerning the specificities of the BC transaction related aspects, such as smart contracts, 

applied to those domains. 

 

RQ3: What are the relations between BC application domains and the aspects of BC 

technologies and how can these associations be useful to the BC research community?  

Our results show the topic modelling tool is useful to provide and depict the relations 

between subjects of a body of knowledge. In the previous RQ we analysed the aspects of 

BC technologies addressed by the two most prominent application domains after finance. 

With RQ3 we intend to analyse the relations between the remaining application domains 

and the aspects of BC technologies addressed by the corresponding topics of articles and 

how these can be useful to the BC research community. As we were expecting the finance 

application domain dominates the majority of the topics, accounting for 406 papers. Only 

topic #7 is not associated with finance. This topic has 26 articles and is related with 

transportation (with a b value of 3.65) and energy (b value of 3.79) application domains. 

This exceptional topic is associated with the following aspects of BC technologies: 

“network topology” (b value of 1.86), “other security vulnerabilities” (b value of 2.10), 

“access type/access control” (b value of 2.33) and privacy (b value of 2.45).  

The public administration application domain is also an outstanding case, as it is 

connected only to topic #12 (b value of 3.93), which has 44 articles with 11 of them 

published in 2017, more than any other topic in this year. Beyond the usual suspects 

“other security vulnerabilities” (b value of 1.49) and “network topology” (b value of 

1.86), public administration articles also address the “traceability” aspect of BC 
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technologies, with a b value of 2.47. This is a very interesting finding, as traceability and 

provenance are, in our viewpoint, the two most interesting and innovative characteristics 

brought by BC technologies. Particularly in the public administration domain, being able 

to provide trustworthy trace back of public procedures and to immutably assure 

provenance of public sector information can bring about transparency and conduce to 

increased citizen trust in public institutions (Allessie et al., 2019; L. M. F. de Moura et 

al., 2020). The only other topic also linked with traceability, with a b value of 2.49, is 

topic #8 (with 24 articles). This topic links with the food application domain, which 

includes agriculture and farming, with a b value of 3.14. Indeed, traceability is a driver 

for BC applications in food domain, namely to guarantee food provenance and 

conditioning state in cold chains (Tian, 2016). The study of the application of BC to the 

food domain is nevertheless skimpy. In our analysis, this domain only regards one more 

topic, i.e. topic #3 with 30 articles, making a total of 54 articles (topics #8 and #3). 

These different associations we found between the application domains and the various 

aspects of the BC technologies lead us to recommend the research community to devote 

more attention to traceability functionalities brought by BC technologies and to how these 

can be valued by, in particular, the less addressed domains such as public administration, 

food, energy and transportation domains (Caro et al., 2018; Chaudhary et al., 2019; 

Kamilaris et al., 2019; Lei et al., 2017; Zengxiang Li et al., 2019; Wang & Zhang, 2018). 

 

5. Application and limitations of the proposed approach 

Our results highlight the multidisciplinary nature of BC research within consumer trust. 

By means of answering to our research questions we conclude the following. From three 

major aspects of BC technologies (i.e., “traceability”, “privacy”, “other security 

vulnerabilities”) directly linked to consumer trust and transparency, “privacy” and, 

especially, “traceability”, are receiving only marginal attention from scholars when 

compared to the aspect “other security vulnerabilities”. Besides the already known 

finance domain, the other prominent application domains are supply chain, food, health, 

transportation, energy and to a less extent the public administration domain. The 

application of BC in the public sector can be useful in a variety of administrative 

processes, such as notarization, diploma certification and other provenance certification, 

and as so beneficial for interactions with citizens and businesses (Allessie et al., 2019). 
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Traceability and reliability of BC record-keeping can bring about increased trust in public 

institutions. 

The BC “transaction related” aspect, which in our taxonomy (Table 1) regards smart 

contracts and off-chain transactions, are a major concern for scholars investigating supply 

chain and health emerging application domains. We suggest scholars to address the 

specificities of the BC transaction related aspects applied to less investigated BC 

application domains, such as transportation and energy. 

In our approach, we considered only the Scopus database. This is a limitation of our study 

because (1) Scopus only indexes finished works, missing important on-going research on 

this vibrant topic, and (2) other important databases may index works that are missing in 

Scopus. Yet, it should be noted the wide scope of Scopus which is being used for literature 

analyses in multiple domains (e.g., Cattelan & Elaine, 2017; Parlina et al., 2020). In the 

future, we intend to extend our approach to cover other specific databases such as ACM, 

IEEE, AIS eLibrary repository, EBSCO, which may index works that are not included in 

Scopus. Additionally, an automated approach such as the one adopted has important 

limitations. By considering the frequency of specific words within documents, there is 

the possibility that, in some cases, those words may have different meanings because of 

the textual context (e.g., in “this study addresses physical security”, the word “security” 

is likely not relevant within BC). We tried to overcome this limitation by using specific 

terms that are only mentioned within the contexts encompassed by our analysis, such as 

“smart contracts” and “off-chain transactions”. In future research, context-based analysis 

can be conducted using techniques such as context-semantic graph for visualization 

themes (Salloum et al., 2018). Our literature analysis approach is semi-automated because 

the textual contents of the articles are manually collected, and currently it requires expert 

intervention to define the taxonomy. A fully automated literature analysis procedure 

directly from the databases to the model (end-to-end) would require to (1) extract 

automatically the textual contents of the articles, to (2) automatically identify the relevant 

lexicon of keywords for a given body of knowledge, and only then to (3) apply topic 

modelling. We propose in the future that task (1) can be done using web scraping, while 

task (2) can be accomplished by using the keywords already defined in (Cortez et al., 

2018). 
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6. Future research trends  

With regard to recommendations for future research resulting from our analysis, most of 

the published research so far has been adopting more the technological innovation 

approach, relegating to a second plan the managerial and social perspectives of trust 

related issues of BC. Therefore, the marketing, social and economic sciences’ researchers 

should devote efforts to the application of BC and its impact to consumer trust. From a 

managerial standpoint, our results highlight the lag between technological practice 

concerns and BC adoption to address such concerns. The results of our analysis also show 

“privacy” and, especially, “traceability”, which are directly linked to consumer trust and 

transparency, are receiving not enough attention from scholars. Specifically, within 

consumer trust, traceability is an important issue, namely to supply chain management 

and transportation (Behnke & Janssen, 2020; Sarpong, 2014). However, the uncovered 

topics show that it is still not a mainstream line of research. As consumers continue to 

pressure organizations from many industries for transparency increase (Kang & Hustvedt, 

2014), researchers should devote more efforts in understanding the social and 

psychological effect of providing more meaningful information as a trigger to consumer 

trust. Specifically, this study calls for further research on the adoption and advertising of 

adopting BC technologies as these become known to a wider audience as a symbol of 

trust. BC can incorporate trust by design and this paradigm shift from external third-party 

rules’ verification to built-in trust among participants of a BC network and its impact on 

consumer trust should be further analysed. 

BC advances can, in suitable contexts, elevate information systems to a strategic 

importance in the modern competitive enterprise and society. Ehrenberg & King (2020) 

claim BC is a sociotechnical system and learning-by-doing as a necessary condition of 

long-term BC evolution. The success of BC information systems, i.e. sociotechnical 

systems involving BC, depends on it addressing the needs of individuals, organizations, 

institutions and society. A sustainable ecosystem including BC depends on trust. 

We envision the following three major areas where blockchain trustability will have 

further research developments. Alongside with the technological developments, their 

socioeconomic implications are also to be studied. 

 

Self-sovereignty identity mechanisms combined with data analytics and blockchain 

In these times of increasing personal data tracks left by people online while interacting 

with services, and digital connections generating everyday more data available to analyse, 
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the concept of self-sovereign identities (SSIs) is gaining pace. A digital identity is a means 

to prove that someone or something is who they claim to be and to differentiate identities, 

whereas SSI is stated to be based on decentralized identifiers (DIDs) which should be 

fully under the control of the DID subject, independent from any centralized provider or 

certificate authority (Mühle et al., 2018; Reed et al., 2020). Alongside with distributed 

technologies, SSI bodes more user control over her/his data and a more user-centric 

experience. Future research challenges involve empowering users with self-sovereignty 

identity, enabling user confidence regarding data markets and data usage control. For 

instance, how can the user be in control of the data which is produced by the connected 

objects she/he uses, incorporated in everyday objects such as vehicles and refrigerators, 

knowing some kind of its fingerprint data can be register in a BC. What SSI mechanisms 

can provide the user the ownership of the data she/he produces and even to create data 

aggregation mechanisms she/he can user-friendly control and even be rewarded by 

providing access to her/his data to third parties, if desired. We expect the future 

developments in this realm will help to cement user confidence in distributed ledger 

technologies (DLT). It is therefore expected to see an increase in research related with 

trust regarding data analytics combined with blockchain (Salah et al., 2019).  

 

Blockchain-based web reputation systems 

Blockchain-based web reputation systems are on the rise, providing for instance the 

tokenization of the reputation (Almasoud et al., 2020; Bellini et al., 2020). These systems 

enable to replicate reputation values associated with transactions and smart contracts, 

namely as marketing tools. Several challenges are yet to be addressed in this domain, such 

as the aggregation of overall reputation or rating values in different smart contracts 

involving one person or entity; the transfer of the reputation rating between different 

blockchain types, which needs interoperability protocols; the detection and resolution of 

reputation fraud and mistrustful actions in a BC-based reputation system. This calls for 

effective reliable distributed mechanisms of reputation computations based on DLT and 

interoperability standards. 

 

Socio-technological governance mechanisms 

Blockchain-based systems group components assembled together for a particular purpose 

and involve a varied set of actors such as distributed ledger designers, programmers, 

transaction proponents, transaction validators, token holders, end-users, etc. To have 
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confidence in such systems implies to trust in a distributed complex socio-technical 

hybrid system. Indeed, BC represents composite power dynamics supported by a complex 

technological infrastructure. Even if of varied type and number, different types of actors 

involved in the operations, maintenance, usage and regulation of a blockchain-based 

network can influence its operation, the design of new features and evolution, as pointed 

out by (De Filippi et al., 2020). This might bring out complex governance problems, for 

instance when comes to decide who designs, writes, tests and verifies the smart contracts, 

how to solve disputes, how to select off-chain activities and trusted oracles, and which 

regulation compliance to respect. As so, BC suitable good governance practices have to 

be developed and adopted hence, to prevent suspicious actions which could sap the 

confidence in BC-based systems. To design governance practices respectful of the user 

confidence and simultaneously uncompromising the decentralized nature of the BC 

systems, the community has to bear in mind mechanism to avoid plutocracy – domination 

by a few large operators who control most of the resources – and to avoid technocracy – 

domination by a few influential stakeholders who steer technological design and 

development which can have extensive socio-technical implications. Traditional 

centralized governance practices are insufficient in the BC and DLT realms, which are 

inherently distributed with polycentric (Thiel & Moser, 2019) decision-making 

procedures, defined by uneven influence dynamics among multiplex power’s clusters. 

This calls for further and innovative research. 

 

7. Conclusions and perspectives 

Following our research questions, we devised a set of keywords and used these to query 

the Scopus database and obtained a total of 432 articles. We followed a mixed approach 

(based on top-down and bottom-up procedures) to structure our analysis. The top-down 

procedure is based on the existing literature on BC taxonomies, whereas the bottom-up 

procedure drawn from each article’s list of keywords extracted from the 432 gathered 

articles published until November 2019. We established manual links between the BC 

concepts from the existing taxonomies and the article’s list of keywords. Then these 

articles are automatically analysed by using text mining and topic modelling processes, 

for which we adopted the popular latent Dirichlet allocation (LDA) algorithm, to uncover 

relevant topics enabling to analyse the existing body of knowledge. Through such an 

approach, we seek to contribute to a better understanding of the relations between aspects 

characterising BC technologies and the dominant BC application domains, from the 
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important consumer trust perspective. We also address the application and some 

limitations of our approach. We plan to extend our approach to cover other databases such 

as ACM, IEEE, AIS eLibrary repository, EBSCO, which may index works that are not 

included in the Scopus database. Resulting from our analysis, some future research trends 

regarding blockchain trustability are brought out.  
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Table 2 - Top contributing publishers. 

Publisher Total 
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ACM 30 
Elsevier 22 
MDPI 11 
Others 110 
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Table 3 - Sources with five or more articles. 

Source Total 
Lecture Notes in Computer Science 42 
Advances in Intelligent Systems and Computing 12 
ACM International Conference Proceeding Series 11 
IEEE Access 11 
Communications in Computer and Information Science 7 
IEEE International Conference on Blockchain and Cryptocurrency 6 
Lecture Notes in Business Information Processing 6 
International Journal of Innovative Technology and Exploring 
Engineering 5 
Studies in Health Technology and Informatics 5 
CEUR Workshop Proceedings 5 
International Journal of Advanced Computer Science and Applications 5 
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Table 4 - Topics discovered in detail. 
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2 22 BC type 2.48 privacy 2.48 finance 2.60 0 0 0 1 9 12 
transaction related 2.50     supply chain 3.28 

3 30 network topology 2.21 BC type 2.35 finance 1.65 0 0 0 1 12 17 
        food 3.99 
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transaction related 2.46     finance 3.56 

7 26 network topology 1.86 other security vulnerabilities 2.10 transportation 3.65 0 1 2 0 11 12 
access type/control 2.33 privacy 2.45 energy 3.79 

8 24 network topology 2.30 traceability 2.49 finance 2.48 0 0 1 1 5 17 
        food 3.14 

9 18 network topology 1.85 other security vulnerabilities 2.30 finance 2.55 1 0 0 0 8 9 
BC type 2.33     energy 3.56 

10 17 network topology 1.87 other security vulnerabilities 2.25 finance 2.31 0 0 0 0 7 10 
        supply chain 3.71 

11 50 other security vulnerabilities 2.03 transaction related 2.49 supply chain 3.15 0 0 0 6 23 21 
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12 44 
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0 1 0 11 15 17 
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public 
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13 35 
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access type/control 2.45       
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BC type 2.39     health 2.88 

15 11 other security vulnerabilities 1.82 network topology 2.08 finance 2.18 0 0 0 2 5 4 
BC type 2.29     supply chain 3.97 
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Table 5 - Examples of articles per topic. 

 

# topic Examples of articles 
1  (Dobler et al., 2019; Wood & Steiner, 2016) 
2  (Kubilay et al., 2019; Sadhya et al., 2018) 
3  (Buccafurri et al., 2019; Niya et al., 2018) 
4  (Kiayias et al., 2017; Zhi Li et al., 2018) 
5  (Patel, 2019; Zhang & Ma, 2018) 
6  (Giordanengo, 2019; Pustišek et al., 2019) 
7  (Grüner et al., 2019; Hristov & Hristova, 2019) 
8  (Adamik & Kosta, 2018; Linsner et al., 2019) 
9  (Almadhoun et al., 2018; Meeuw et al., 2018) 

10  (Awwad et al., 2018; Seitz et al., 2018) 
11  (Mezquita et al., 2019; Ulybyshev et al., 2018) 
12  (Biryukov & Tikhomirov, 2019; Grundmann et al., 2019) 
13  (Abdeen et al., n.d.; Benchoufi & Ravaud, 2017) 
14  (Duan et al., 2019; Manzoor et al., 2019) 
15  (Gruhler et al., 2019; Ku-Mahamud et al., n.d.) 
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Figure 1 - Experimental approach. 

 

 

 
Figure 2 - LDA mathematical model. 
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Figure 3 - Illustrative example of LDA components (source: Bastani et al., 2019; Fig. 

4). 

 

 

 
Figure 4 - Publication of articles over the years. 
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Figure 6 - Word clouds per topic. 
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Figure 7 - Publications per year of the two mainstream aspects of BC technologies. 

 

 


