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A B S T R A C T

This commentary addresses the use of surveillance technologies in the context of the Covid-19 pandemic, using
examples from the current geopolitical frame, and questioning the possible consequences of data collection for the
individual and for society. In this regard, some questions emerge: in the fight against the pandemic, what mea-
sures and tools of surveillance are being adopted by the different states? Will the extraordinary measures, that are
now being implemented, become permanent? And if so, what will the consequences be for privacy and
democracy?
1. Introduction

The technological advances that occurred in recent years have made
the COVID-19 pandemic context an absolutely new experience for
contemporary societies. Today we behold the existence of a variety of
technological applications that are being used to minimize certain con-
straints, which would not be possible otherwise. The people who faced
the Spanish Influenza in 1918, did not have the opportunity to talk and
see their distant relatives during the period of isolation, did not know in
real-time what was happening in the rest of the world, and did not have
the opportunity to work from home, or to attend concerts of their
favourite artists without leaving their sofa.

It is undeniable that without the technologies that exist today,
maintaining the communication with work, friends, and family would be
evenmore difficult. Information and communication technologies (ICTs),
essential for communication in times of confinement due to COVID-19,
have been crucial in preserving interactions between people and
groups, allowing universal connectivity, and keeping individuals con-
nected and collaborating actively (Nunes, 2020). With the intensification
of communication through technological resources, data sharing is also
intensified, which is fundamental for the effectiveness of artificial in-
telligence (AI) applications. Additionally, the great investment in the
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development of AI technologies makes this an area that continually
presents us with new concepts and solutions for increasingly complex
challenges (Hamet & Tremblay, 2017). Health is one of the areas that
could benefit most from advances in this technological area, for example,
by contributing to an accrued accuracy in diagnoses and efficiency in
treatments, or by assisting in patient surveillance (Ribeiro, 2019). AI and
its algorithms, through the manipulation of the data they are pro-
grammed to access, exhibit the capacity to make predictions and provide
the ideal approach to solve problems associated with the pandemic
control (Steiner, 2012).

But there are not only benefits, one of the greatest risks may lie in the
combined use of AI and ICTs which further augments the potential for
mass surveillance. Through the access to the vastness of data that most
individuals make available online, the entities using algorithms are able
to perceive aspects about the life of each one of us much more effectively
than the individuals themselves (Bartlett, 2018). AI works through these
algorithms and, as Nemitz states, “the capabilities of AI, based on big data
and combined with the pervasiveness of devices and sensors of the
Internet of things, will eventually govern core functions of society”
(NemitzPaul, 2018).

The advent of the Internet of Things (IoT) is also crucial to this central
role of AI in society. Essentially, the IoT is the interconnectivity between
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the various “things” that are used in everyday life and that are linked to
each other through the internet, being the main function the communi-
cation between all these “things’’ and other entities, such as people or
applications (Ciobanuet al. et al., 2014). In fact, we are increasingly
surrounded by these smart objects, which make our life easier in many
aspects, wherefore we grant them access to our most personal data and
multiple activities of our daily lives. In this way, the IoT becomes a
fundamental form of data collection that will allow greater efficiency in
the performance of AI technologies (Bartlett, 2018) (Broad, 2018).

There are multiple risks associated with certain technological appli-
cations, since all technologies used by governments in the control and
fight of the pandemic can be used for surveillance and pose undeniable
threats to privacy, individual freedoms, and democracy. Taking into ac-
count the above, this piece aims to discuss and highlight these threats.
This piece is structured into two sections. The first one approaches
several theoretical aspects of surveillance, namely its ambivalent nature
often associated with the privacy-security trade-off, and the concept of
surveillance creep. On the second one, we try to summarize the adopted
surveillance measures and technologies highlighting some specific and
relevant cases in the fight against the current COVID-19 pandemic.

2. The ambivalent nature of surveillance

Lyon (Lyon, 2001), Finn et al. (Finn et al., 2018) point out the
Janus-faced nature of surveillance which acts both as an enabler and
constrainer to our action. This ambivalent process can be found in the
way how surveillance is oriented towards both care and control, for
instance when considering governmental surveillance, the same sur-
veillance systems that can be used to serve positive aspects such as
protection, optimization of administration, and rule compliance can also
enable negative aspects such as manipulation, discrimination and social
control (Marx and Staples, 2007). As Lyon (Lyon, 2001) asserts, negative
and/or positive dimensions of surveillance can be enhanced more in one
direction than in the other, depending on several aspects such as in-
terests, and the purposes surveillance devices are designed, created, and
used for. Other aspects to consider are the social and historical context as
well as the ideologies of people and organisations.

The belief that collecting more data will lead to a more timely and
efficient response to a crisis, makes it difficult to resist the urge for more
data collection, as Boersma and Fonio (Boersma et al., 2018) address in
such contexts the negative dimension of control “is often overlooked in
the literature of crisis management due to the positive connotation of
control for assessing needs, helping people, and counting human and
economic losses”. Such data collection, processing, and analysis have
reinforced concerns regarding the trade-off of security versus privacy and
liberty (Büscher et al., 2015). Additionally, even if improvements on
security and safety are achieved through the new reinforced surveillance
measures, it is hard to guarantee that once the crisis is over, these
technologies will not be redirected for control-oriented surveillance.
Moreover, totalitarian governments can take advantage of the fight
against a crisis to install technologies to reinforce the political surveil-
lance of citizens.

In fact, the adoption of more surveillance technologies is always a
risk, the expression ‘when one door opens, it hardly closes again’ can
easily be applied to the adoption of new surveillance technologies. As
Edward Snowden argued in his recent interview for Vice, once we
abdicate certain civil liberties due to an emergency, it might be hard to
get them back or a least fully back. Snowden presents the example of the
Bush-era warrantless wiretapping, claiming that it came as a response to
the events of 9/11 but that only part of it was shutdown (Dowd, 2020).
This is just an example among many that can be described as surveillance
creep since a “tool introduced for a specific purpose comes to be used for
other purposes” (Marx, 2005). Other authors such as Pisa (Pisa, 2020)
and Harari (Harari, 2020) also address the potential post-COVID-19
pandemic long-term effects on surveillance after the end of the crisis.
Harari (Harari, 2020) clearly expresses his concern about the possibility
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of COVID-19 temporary measures outlasting the pandemic, becoming
entrenched in our lives. Pisa (Pisa, 2020) adds that there is a need for
mechanisms to unwind surveillant measures that were implemented and
legitimised during the crisis, such as ‘sunset clauses’where an emergency
surveillance measure is automatically terminated once the triggering
event is over.

In this sense, the crucial question that needs to be addressed is what
happens once the pandemic is over? Many are concerned that the
extraordinary measures being implemented will become permanent or
also used for other purposes, further aggravating the threats to privacy,
political and civil rights.

Until now, in the Western world, the public debate on the rein-
forcement of surveillance was focused on how each citizen was willing to
sacrifice their privacy in the name of security, that is, to make society
safer, particularly from terrorist attacks (which was greatly increased
after the 9/11 events). With the COVID-19 outbreak, the question that
many have started to ask is how far is one willing to sacrifice their privacy
to help in the fight against the pandemic. In this context, one needs to
consider the impacts of the use of technologies such as tracking apps or
other invasive technologies that include facial recognition or body tem-
perature measurement. It should be noted that, already in 1890, Warren
and Brandeis were advocating for privacy to be a right that should be
protected by the State, indicating their concerns towards the emergence
of cameras and the seemingly unlimited development of the media
(Brandeis & Warren, 1890). Today the fear of privacy invasion – where
one is, with whom has one been, what diseases does one have – comes
mainly from digital media (see, for example, the Facebook-Cambridge
Analytica scandal where millions of Facebook users’ personal data was
acquired without consent). Yet, privacy is more than an individual
concern, it is a functional prerequisite for free democratic societies
(Büscher et al., 2015), for instance, one can certainly wonder if citizens
can politically participate when they are aware that they are under sur-
veillance? (Sim~oes et al., 2018).

3. Surveillance measures and technologies used for pandemic
control

In the fight against the contagion from the new coronavirus and the
control of the COVID-19 pandemic, several states have been adopting
measures and tools of surveillance very diverse in the degree of invasion
of citizens’ privacy and the violation (or not) of their fundamental rights
and guarantees. During April, the Organisation for Economic Coopera-
tion and Development (OECD) warned about the risks for privacy arising
from the adoption of tracking technologies in the control of COVID-19,
such as contact tracing and facial recognition systems. The European
Commission has published a set of rules for applications that collect data
from users, deeming unnecessary the creation of highly invasive appli-
cations that collect the exact location of the user through GPS. While
safeguarding that European countries cannot force people to install ap-
plications either, the European Commission has mentioned the need for
the anonymity of collected data and has defined that applications must be
suspended when they are no longer needed (Pequenino, 2020a).

Technology using facial recognition, biometrics, AI, and big data
analysis has been applied before, but now several organisations are
striving to develop applications that specifically can help contain the
COVID-19 pandemic. Under the excuse of disease control, technologies
can be used to monitor all steps, activities, and contacts of citizens
through the use of big data. Hence, government entities will be able to
know, for example, who broke the confinement, or who is more likely to
be infected (Marr, 2020). This is certainly something that greatly eases
the efforts being made in the fight against COVID-19, but in any case,
there will be, although to different degrees, threats to both civil rights
and liberties, and even to democracy itself.

In Europe, as in the USA, there has been a search for an app that is
both efficient at epidemiological control, and that guarantees the privacy
of its users. The debate revolves around two major questions: on the one
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hand, whether the most adequate technique used for the screening is
Bluetooth or geolocalisation, and on the other hand, the choice of data
storage procedure – a centralised model in which data is gathered in the
cloud or server of the responsible institution, or a decentralised one
where data is stored in the users’ phones (Marr, 2020).

In order to be efficient, Bluetooth needs a massive adherence,
although, it is less intrusive because it can analyse the information
without collecting personal data. On the other hand, geolocalisation re-
quires that the user grants access to their location. Yet, many other
variables determine the success or feasibility of an app created for this
purpose. First of all, its success depends on the number of citizens who
decide to install it. At the moment (November 2020), there are more than
50 digital applications worldwide to help the fight against COVID-19,
however, the download percentage is often situated in around 20%.
The most used applications are those in Singapore with more than 2.4
million people using Trace Together, which is equivalent to 42% of the
population; Ireland’s COVID Tracker-App, which follows the most pop-
ular European model (uses technology developed by Google and Apple to
register anonymous contacts between mobile phones), was already
installed by more than two million people (40% of the country’s popu-
lation). However, without mass acceptance by the population, experts
warn that apps alone are of little use in combating the pandemic. Sec-
ondly, the success of an application depends on whether the population
has compatible smartphones. Thirdly it also depends on the willingness
of the medical class to be collaborative in providing the codes to be
introduced by the infected people. Fourthly, the collaboration of the
people is crucial, only installing the app is not enough, they need to
indicate the correct test results and insert them on the apps. Lastly, the
correct functioning of the app is necessary, it should be noted that in late
October, the United Kingdom’s app version, the NHS COVID-19, sent
“false alarms” to several users of the app, indicating that they had been
close to someone diagnosed with COVID-19. The error was amended
later on, but the information had already been sent to more than 19,000
people (Pequenino, 2020b).

All things considered, governmental representatives of 5 European
countries (Germany, France, Italy, Spain, and Portugal) argued in a col-
lective statement that tracking apps would be a “useful tool” in the fight
against the spread of COVID-19 in Europe, since they can “play an
important role” in bringing this health crisis to an end. The development
of efficient technical solutions that can be used beyond the borders of
member states is seen as the current challenge (Lusa, 2020a).

Regarding the choice of data storage procedure, Apple and Google, in
an unprecedented partnership, joined efforts in a contact tracking tech-
nology project, based on Bluetooth technology, which allows the
reduction of the virus spread while setting limits on the type of data that
can be sent to public authorities (Google and Apple and Google, 2020).

On the 20th of May, they provided an Application Programming
Interface (API) to the 22 countries that requested access to it. But only
one application per country can have access to the API and it must be
developed by the government or the public health entities. Apple and
Google’s approach is “decentralised” and presented as offering more
privacy. This model has been the one gathering more consensus in
Europe. Additionally, it has been supported by scientists and has the
adhesion of Germany (Pequenino, 2020c). In early August, using Apple
and Google’s API, European countries such as Austria, Croatia, Denmark,
Germany, Italy, Ireland, Latvia, and Poland, released their apps. Addi-
tionally, Switzerland, Northern Ireland, and Gibraltar have adopted
similar apps (StaffExplainer, 2020). The StayAway COVID app, released
by the Portuguese Government on the 1st of September, also follows the
technological module that has been presented as Google Apple Exposure
Notification (GAEN) (Moreira, 2020).

OneZero magazine indicates 28 countries where surveillance to fight
the coronavirus has increased significantly (Gershgorn, 2020). The most
common form of surveillance implemented to fight the pandemic is the
use of smartphone location data, which can track the movement of the
population and the quarantines when these are imposed. But it can be
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intrusive in different ways and to different degrees, there are numerous
disturbing examples of surveillance and rights violations, which can be
aggravated in the post-pandemic context due to the possibility of sur-
veillance creep. Not having the pretension of exhaustiveness, here we
refer a few examples below, despite the need for constant updates.

In the United States, state agencies are reportedly in discussions with
Clearview A.I. Inc. and Palantir about ways to use facial recognition and
data mining technology to track infected patients, while the Federal
Government is exploring the use of geolocational data provided by
Google and Facebook and other tech companies to monitor the spread of
the virus (Grind et al., 2020) (Romm et al., 2020).

In Europe, there are diverse uses of technology somewhat dissimilar
in terms of the degree of invasion of privacy. Thus, some countries are
developing applications that use Bluetooth technology: Germany, Italy,
Ireland, Austria, and the Czech Republic. But in this last country, the app
eRou�ska uses location data from telecommunication operators to build
“memory maps”which can be summarised to a graphical view of where a
user has spent significant time over the past five days. Still in Europe, the
UK is also developing a system similar to the one used in China: users
who have been close to COVID-19 patients receive a yellow alert and
infected users receive a red alert and instructions to enter quarantine.
Documents released by the Guardian newspaper report technology
companies using the information to create ‘COVID-19 data storage’ and
the use of confidential patient data by the government in response to the
coronavirus (Marr, 2020). In Poland, the government has created an
application that randomly asks citizens, that have to quarantine, for
mandatory selfies; the user has 20 min to post a selfie on the spot, or is
otherwise visited by the police at home (Hamilton, 2020).

Asian countries have gone further in their contact tracing efforts,
building upon systems and tools developed in the aftermath of SARS and
MERS, that rely on a combination of on-the-ground detective work and
the use of invasive digital tools to track people’s movements (Pisa, 2020).

Thus, China has used the impressive tracking innovations of the
country’s technology companies: AI helmets to measure temperature,
drones capable of using facial recognition to alert those who were not
wearing masks in public, and mobile applications to control travel
(Xinhua, 2020) (Borak, 2020). In this way, billions of personal data were
collected daily, either through surveillance cameras (200 million are
scattered throughout the territory) or through location data from mobile
phones or social networks. Facial recognition software has been linked to
citizens’ criminal records by assigning them a QR code (generated
through the Alipay Health Code app) and classifying them as “green”,
“yellow” or “red”, according to the risk they carry. The measures were
already common at a central level. The novelty arises when, for the first
time, local police forces also begin to create their own surveillance sys-
tems (TVI, 2020).

In South Korea, citizens who have breached mandatory quarantine
have been forced to wear electronic bracelets which have the ability to
alert the authorities whenever a person tries to remove them or leaves
their confinement space (Lusa, 2020b). In addition to the surveillance
cameras, the authorities have accessed credit card data, and the resulting
movement of users, to identify possible transmission chains of the virus
(Wray, 2020). The information has been collected from a variety of
sources including CCTV footage, cell phone records, and credit card re-
ceipts of “confirmed COVID-19 patients” to post “the precise movements
(without names) of everyone who tested positive — everything from the
seat numbers they occupied in movie theatres to the restaurants where
they stopped for lunch” (Engelberg et al., 2020).

In Taiwan, the National Health Insurance Administration (NHIA), and
the National Immigration Agency, combined their databases to enable
the government to track the 14-day travel history of citizens alongside
health information tied to their NHIA identification card. Individuals
identified as high risk are then monitored electronically through their
mobile phones (Wang et al., 2020).

In India, a government district in the state of Kerala used geo-
mapping of quarantine locations, CCTV recordings, and call record
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data to “track down over 900 primary and secondary contacts of a family
who returned from Italy carrying the COVID-19 infection” (Varma,
2020).

Israel has used advanced technologies to tackle a second wave of
contamination (thermal cameras to measure the temperature of a crowd
or algorithms connected to large databases to determine the new sources
of contagion in real-time) (Tilt-L and Como Israel usa, 2020). In March,
Israel announced its plans to use the same digital technologies normally
used by the ISA (Israel Securities Authority) to monitor terrorist groups to
track the spread of COVID-19 (França, 2020) (Lubell, 2020). However, a
few weeks later, in April, the Israeli Supreme Court held that the
COVID-19 surveillance resulting from emergency regulations was only
appropriate when the threat’s dimension was still uncertain – which was
no longer the case (Chachko, 2020).

In Argentina, those who are caught not complying with the quaran-
tine are forced to download the tracking application and located through
the smartphone’s GPS signal (Gershgorn, 2020). TheMoroccan police, on
the other hand, will have a mobile application that allows them to track
the movements of citizens and identify those who disobey the rules of the
state of emergency (Lusa, 2020c).

It should be noted that there are already a number of countries where
the pandemic is being used to erode democracy. In Russia, in addition to
strengthening the use of technology for mass scrutiny, new rules have
been approved against fake news about the virus, which could be re-
flected in increased persecution of independent media – something that is
also being applied in Serbia and Turkey. In Hungary, the fight against the
coronavirus includes arresting the critics of Viktor Orb�an that opposed
him through social media platforms. Anyone accused of spreading ru-
mours, fake news, or other information that could create social turmoil,
can be sentenced to up to 5 years in prison — and criticising the gov-
ernment through social media is now framed as such. With the argument
of protecting public health, data of people infected or suspected of being
infected is now disclosed (Sahuquillo et al., 2020) (Sandford, 2020). In
Israel, the Likud party, that won a majority of seats in the most recent
election, used the health emergency to prevent the opposition from
taking control of parliamentary procedures (Sahuquillo et al., 2020).

According to the Democracy Report 2020 (Lührmann et al., 2020) of
the University of Gothenburg, which studied, on a global scale, the effects
on democracy of emergency measures aimed at containing the pandemic
by limiting rights and freedoms, those same measures aggravated the
decline of democracy in at least 82 countries.

There are therefore enough reasons for more than 100 human rights
organisations, civil liberties activists, and consumer groups around the
world to issue a collective declaration on COVID-19 and electronic sur-
veillance, calling on governments to use tracking technologies only if
they are carried out strictly in accordance with human rights principles
(Soguel, 2020).

4. Final considerations

This piece discusses a changing reality in terms of both the emergence
and implementation of technologies (e.g. contact tracing apps) or in
terms of the measures governments are adopting in response to the ever-
changing pandemic context.

Presently, many governments are rushing to put electronic surveil-
lance systems in place with minimal ethical considerations or informed
debate within their societies. This reality varies widely from country to
country, some governments are more intrusive than others, and, as pre-
viously mentioned, some are using the opportunity to install technologies
to reinforce the political surveillance of citizens. The technology at the
disposal of the States to control the pandemic has enormous potential for
surveillance which often threatens individual privacy.

All over the world, in many countries, the pandemic has been the
engine (or pretext) for deteriorating the quality of democracies and
undermining human rights compliance, including in those with a strong
democratic tradition. Even though in some countries this aggravation
4

was already a tendency before the pandemic. We have presented exam-
ples of countries with authoritarian regimes that use emergency mea-
sures to harass their opponents even more severely or to silence protests.

People’s resistance to installing apps is related to the privacy invasion
fear, namely, they fear that their location will be known – from the
physical place where one is a lot of information can be used for political
or commercial purposes. The question of mistrust towards the guarantee
of anonymity is also relevant, for instance, personal health data can be
used by insurance companies. Additionally, the future use of the data
may be questioned, because if it is not destroyed, it may be appropriated
by others (the large digital platforms or the State itself) and used for other
purposes. In certain circumstances, another resistance may be related to
the requirement to guarantee the fulfilment of citizens’ rights, enshrined
in the constitution and in the law of democratic countries.

Finally, it should be noted that one of the questions that arises is that
most surveillancemeasures are a threat to privacy and democracy, we are
facing not only the risk of normalisation but also of surveillance creep
which is, as previously mentioned, a strong tendency after new surveil-
lance measures or technologies are implemented in response to a crisis. It
is also important that citizens are informed in order to participate in the
debate regarding surveillance measures and the way technologies are
designed since they pose serious threats to both privacy and democracy.

It is known that ICTs made the distinction between what is considered
public and private much harder, as Habermas (Habermas, 1984), (Hab-
ermas, 1998) asserts, privacy preservation is imperative in order for
people to be free and capable of expressing their opinions and decisions
in the public sphere. Citizens are becoming more aware that their po-
litical activity is increasingly monitored, this can involve a more
self-constrained political activity or, in some cases, even demobilise their
political activity altogether (Sim~oes, 2011).

We would like to wrap up this piece by asserting that contemporary
societies were already going through a period of increasing uncertainty,
with the fight against the COVID-19 pandemic, the threats to privacy and
democracy are becoming even more severe.
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