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“Imagination is more important than knowledge. For knowledge is limited, whereas

’

imagination embraces the entire world, stimulating progress, giving birth to evolution.’

Albert Einstein
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Resumo

A informagao e as pessoas sdo os ativos mais importantes de qualquer organizagdo. A
quantidade de informagdo que ¢ gerada aumenta exponencialmente devido a quantidade
de novos dispositivos que produzem informagdo. Por outro lado, cada vez mais
organizagdes sdo abrangidas por algum tipo de regulamento, como o Regulamento Geral

de Protecao de Dados.

As organizacdes implementam varios controlos de seguranga, no entanto, nao se focam
na protecdo da informagdo em si e a fuga da informacdo ¢ uma realidade e uma
preocupacdo crescente. Com base neste problema, existe a necessidade de proteger a
informagdo confidencial, como dados clinicos, informacao pessoal, entre outros. Neste
sentido, as solugdes de prevencao da fuga de informacgdo (DLP — Data Loss Prevention)
que tém a capacidade de identificar, monitorizar e atuar em dados considerados
confidenciais, seja ao nivel do endpoint, repositério de dados ou na rede, devem fazer
parte da estratégia da seguranga da informagao das organizagdes por forma a mitigar estes

riscos.

Esta dissertagdo vai analisar a tematica da prevencao da fuga de informagao e avaliar
varias solugdes existentes com o propdsito de identificar as componentes chave deste tipo
de solucdes. A principal contribuicdo deste trabalho serd a recomendacdo de uma
arquitetura de seguranga que mitigue o risco da fuga da informacgdo e que podera ser
facilmente adaptavel a qualquer solucao de DLP a ser implementada pelas organizagdes.
Por forma a comprovar a eficiéncia da arquitetura, a mesma foi implementada e testada

para mitigar o risco de fuga da informacao em cenarios especificos que foram definidos.

Palavras-chave: Seguranga Informatica, Fuga de Informacdo, Confidencialidade,

Dados Sensiveis
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Abstract

Data and people are the most important assets of any organization. The amount of
information that is generated increases exponentially due to the number of new devices
that create information. On the other hand, more and more organizations are covered by

some type of regulation, such as the General Data Protection Regulation.

Organizations implement several security controls, however, they do not focus on
protecting the information itself and information leakage is a reality and a growing
concern. Based on this problem, there is a need to protect confidential information, such
as clinical data, personal information, among others. In this regard, data loss prevention
solutions (DLP — Data Loss Prevention) that have the ability to identify, monitor and act
on data considered confidential, whether at the endpoint, data repositories or in the
network, should be part of the information security strategy of organizations in order to

mitigate these risks.

This dissertation will study the topic of data loss prevention and evaluate several
existing solutions in order to identify the key components of this type of solutions. The
contribution of this work will be the recommendation of a security architecture that
mitigates the risk of information leakage and that can be easily adaptable to any DLP
solution to be implemented by organizations. In order to prove the efficiency of the
architecture, it was implemented and tested to mitigate the risk of information leakage in

specific proposed scenarios.

Keywords: Information Security, Data Loss Prevention, Confidentiality, Sensitive

Data
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Chapter 1 — Introduction

1.1. Background

In the past, all organizations had what was considered as the perimeter of the network,
in which there was a clear separation of the organization's secure network and the outside
world. The information was, to some extent protected, since it was stored within the
secure perimeter of the organization and the only way to access that information was to

be physically in the network (O'Hanley & Tiller, 2013).

Nowadays, in the digital economy, information flows at a high speed and mobility and
cloud trends translate into greater productivity, since it is possible to access information
from anywhere (Rocha et al., 2015). However, the secure perimeter of the organization
becomes broader, which raises information security risks, since it is extremely difficult
to control information flows when most security controls are implemented within the
organization's network. At the same time, the amount of information is increasing
exponentially and according to Reinsel, Gantz and Rydning (2018) it will grow from 45
zettabytes in 2019 to 175 zettabytes in 2025, whether it is created, captured or replicated.

Organizations keep confidential information of customers, partners and information
that may be related to some type of regulation, such as General Data Protection
Regulation (GDPR). In addition, many companies are victims of information leakage,
which translates into an impact on one's reputation, competitiveness, and often on
financially heavy fines (Shabtai, Elovici & Rokach, 2012). Data leakage occurs when
confidential data falls into unauthorized hands. This data includes intellectual property,
financial data, patient data, personal credit card data and other confidential information,
depending on the business and the industry. This is an important issue for companies, as
the number of incidents and the cost to those who face them continue to increase. Whether
caused by malicious intent or an inadvertent error, whether internal or external, the
exposure of confidential information can seriously harm an organization (Baby &

Krishnan, 2017).

To safeguard information and to mitigate the risk of data loss, Data Loss Prevention
(DLP) solutions can be implemented. DLP is a solution for detecting and preventing
information leaks from within an organization’s network (Alzhrani et al., 2016), as such,
it can identify different types of data that are valuable to organizations, monitor different

channels for data leakage (data loss vectors), including endpoint, email, web, data
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repositories and act upon incidents that can occur by applying an action such as blocking

an email, alert the user or notify a security analyst.

1.2.Research Problem and Motivation

Several studies have been published around data breaches that shows this is an
increasing problem within the information security realm. A study from Verizon (2018)
reiterate that the majority of data breaches are perpetrated by outsiders followed by
internal actors. The most affected companies were healthcare organizations and small
businesses. On the other hand, a study by Ponemon Institute (2017) shows that companies
had larger data breaches during 2017. Data is one of the most important organizational

intangible assets and therefore its protection should be a priority.

There are different security controls that organizations implement to mitigate
information security risks. These security controls are put in place to adopt the primary
principles of information security: confidentiality, integrity and availability (Andress and
Winterfeld, 2014). Although a number of security controls are implemented, such as,
firewalls, intrusion detection systems, antimalware, data leakage still occurs (Tahboub

and Saleh, 2014).

In addition, Alneyadi, Sithirasenan and Muthukkumarasamy (2015) agree that data
loss prevention solutions are increasingly being implemented by organizations to protect
against data loss since they are able to use the content of files to detect and prevent

unauthorized access to sensitive information.

Moreover, every DLP solution that exist have specific modules that make the overall
solution to mitigate the risk of data loss in different vectors, however, each solution uses
a different naming convention for the different modules and it is not clear which
components are key to protect information in different states. This study aims to

standardize the key components and build a generic security architecture.

The motivations for this master thesis, is that the information is "the new oil". Digital
transformation gives organizations agility and simplification of business processes,
however, they increase risk, loss and / or leakage of data, since access to it has become
trivialized. Information is then one of the main assets of each company and several studies

have been published around the increase in data loss incidents. These factors contribute
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for the relevance of this theme and the purpose of this dissertation is to mitigate these

risks with the implementation of solutions to prevent information leakage.

Furthermore, my professional background allowed me to be part of the implementation
of data loss prevention projects in large corporations across Europe, Middle East and

Africa (EMEA), therefore, is a subject of interest.

1.3.0bjectives and Research Questions

The goal of this thesis is to propose a security architecture that will reduce the risk of
data loss and to mitigate the problems described in the previous section. On the other
hand, the proposed architecture will focus in the key components that address data loss

so it can be easily adapted to any existing data loss prevention solution.

In order to achieve this, a scientific literature review around the subject will be
conducted that will help identify how these solutions work and what are the main
components that needs to be deployed. Multiple data loss prevention solutions,
commercial and open source will both be considered and studied to understand the

different options available.

The main research question which this work attempts to answer is “Can a generic data

loss prevention security architecture mitigate the risk of data loss?”
To answer this question, the following objectives are proposed:

1. Study, definition and evaluation of a data loss prevention architecture that is
generic and adaptable to different DLP solutions.

2. Identification of the key components in the data loss prevention architecture
that mitigate the risk of data loss

3. Development of DLP Policies to identify personal data and confidential

information.

1.4.Research Methodology

The Design Science Research Methodology (DSRM) is the most appropriate
methodology to address the research question and to achieve the goals of this thesis.

Hevner et al. (2004) states that design science research (DSR) “creates and evaluates IT
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artifacts intended to solve identified organizational problems”. IT artifacts are made up

of constructs, models, methods, and instantiations (Hevner et al., 2004).

Hevner et al. presented a process and guidelines for design science research within the

discipline of Information Systems.

Process lteration

v v s
o
o 3 )
o 3 T
IDENTIFY ° DEFINE DESIGN & k] DEMONSTRATION 8 EvALUATION % COMMUNICATION
PROBLEM e OBJECTVESOF | DEVELOPMENT 3 ¥ o °
Nominal process & MOTIVATE g ASOLUTION 9 E Find suitable 2 l;sffc-.;r:;vgow £ Scholarly
= i a e
G Define problem :E L Artifact ] context %' efficient E publications
What would a ; c =
Show better ar‘tllfaﬁt :g Use artefact to :_ Iterate back to % Professional
. solve problem ° design o publications
=
2 a
=
\ 4 v A 4 \ 4
DESIGN &
PROBLEM- OBJECTIVE- DEVELOPMENT- CLIENT/
CENTERED CENTERED CENTERED CONTEXT
INITIATION SOLUTION INITIATED

INITIATION

Possible Research Entry Points

Figure I - Design Science Research Methodology (DSRM) Process Mode
Figure 1 source (Peffers, Tuunanen, Rothenberger, & Chatterjee, 2007).
1.4.1 Problem identification and motivation

This is the first step as per the DSRM. The problem identification is related to the
research question “Can a generic data loss prevention security architecture mitigate the

risk of data loss?”. Both problem identification and motivation are described in section

1.2.
1.4.2 Define the objectives for a solution

The objectives are described, and recommendations will be made as a result of the

proposed objectives in section 1.3. As a summary, the objectives are:

e Study, definition and evaluation of a data loss prevention architecture that is
generic and adaptable to different DLP solutions.

e Identification of the key components and features of a DLP solution based on the
recommended architecture.

e Development DLP policies to identify sensitive data.
1.4.3 Design and development

The artifact will be designed and developed based on the defined objectives. This

results from the interpretation and understanding of the scientific research and from

4
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existing data loss prevention solutions documentation. Use cases will be presented with

the goal of being addressed and solved based on the research objectives.
1.4.4 Demonstration

The artifact will be implemented to confirm that it will be effective protecting
organizations from data loss. A commercial DLP solution will be used to configure the

use cases identified in the design and development phase.
1.4.5 Evaluation

In the evaluation phase we assess whether the artifact supports the proposed solutions
to the problems. The proof of the artifact will be analyzed and observed, evidences will
be collected in a proof-of-concept to support the solution and as a validation of the

method.
1.4.6 Communication

The outcome of the thesis would be presented, and the results shared through the

master thesis document.

1.5. Document Structure

The current thesis is composed by five chapters which are intended to reflect the

different stages up to their completion.

The first chapter introduces the research background, problem identification and
motivation, research question and objectives, methodology used and a description of the

document structure.

The second chapter reflects the framework, described as literature review that contains
the reading review for this chapter as well as the challenges that justify the
implementation of Data Loss Prevention solutions. It describes the different states of data,
detection technologies used, and it will also analyze multiple data loss prevention

solutions.

The third chapter is focused on the design and development of our artifact. To achieve
this, a DLP solution will be implemented based on the proposed architecture, including

the necessary endpoint agent to solve the proposed objectives.
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The fourth chapter will demonstrate the efficacy of the artifact and the configuration

of the use cases as a validation of the proposed solution.

The fifth and final chapter presents the conclusions of this study, recommendations

and future work.
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Chapter 2 — Literature Review

The goal of this chapter is to introduce the reader to the concepts of Data Loss
Prevention: what is it, how it works, why is needed and to explain how DLP solutions

works with its different modules.
2.1. Introduction to Data Loss Prevention

Cisco (2019) describes data loss prevention or DLP as a set of technologies, products
and techniques that are designed and built to protect sensitive information and to prevent
the information from leaving the organization. Data leakage is defined as an accidental
or unintentional distribution of private or sensitive data to an unauthorized entity (Shabtai,
Elovici and Rokach, 2012). DLP solutions work by identifying what confidential
information is (either through the use of regular expressions, indexes, among others) in
different vectors, such as, endpoint, network, email, web or cloud with the goal to stop
information, such as personal records, intellectual property, financial data, from being

sent, either accidentally or intentionally outside the corporate network (CISCO, 2019).

Organizations use many security controls; however, they are not data centric whereas
DLP solutions focus on the data. Some of the benefits of deployment a DLP solution are

(Noble et al., 2010):

¢ Protecting business data and intellectual property: One of the main benefits of
DLP is to protect the information that is important for the company. Organizations
handles a large amount of information, such as customer information, health

information, source code and DLP will support in keeping this information safe.

e Compliance: DLP help an organization to meet regulatory requirements
protecting data that falls into a specific regulation. Most DLP solutions have

templates pre-configured to support addressing these needs.

¢ Reduce data breaches: By reducing the risk of data loss, the financial risk for an

organization, decreases.

e Training and awareness: Most organizations have written security policies but
still, it is difficult to collect evidences that they are in fact being followed. DLP
solutions can alert an end-user by the use of popups (endpoint) or emails each
time a policy is violated. This is key to keep the users educated about data security

policies and what can be done with the information.
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2.2.Traditional Security Technologies

There are a number of security controls that are typically implemented to increase the
overall security posture; however, they lack some of the key capabilities of data loss
prevention solution that analyze the contents of the data. According to Tahboub and Saleh
(2014), the traditional approach to security, such as firewalls, do not protect against data
loss, moreover, intrusion detection systems (IDS), intrusion prevention systems (IPS) and
antimalware technologies are solutions that work in conjunction with data loss prevention
systems. One of the most important assets of organizations is data. Therefore, protecting
this data should be the first priority. Although companies have security measures, data
leakage still occurs. This leak occurs when confidential data is revealed to unauthorized
parties, whether intentionally or not. The loss of confidential or sensitive data can
seriously affect a company's reputation, the trust of customers and employees,

competitive advantage and, in some cases, lead to the closure of the company.

The traditional security technologies implemented are described below.
2.2.1. Intrusion Detection/Intrusion Prevention System

Intrusion detection system (IDS) and intrusion prevention system (IPS), is a software
that monitors the network or systems for malicious activities. It can be deployed in a
variety of ways, such as virtual machine or dedicated hardware. The difference between
an IDS and an IPS is that an IDS it is not in-line with the network traffic whereas an IPS
is in-line with network traffic which can not only detect but prevent malicious activities

(Ashoor and Gore, 2011).

According to Scarfone and Mell (2007), intrusion prevention systems can be classified

in four types:

e Network-Based: Monitors network traffic and analyzes the network and
application protocol activity in order to identify malicious activity.
e Wireless: Focusing on wireless protocol, this type of IPS monitors the traffic

to identify suspicious activity.
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Network Behavior Analysis (NBA): Examines network traffic to identify
threats that generate unusual traffic flows such as port-scanning, distributed
denial of service attacks, among others.

Host Based: Monitors the activity in a single host, by installing an agent that

identifies suspicious activity.

Liao et al. (2013) identified that intrusion Detection and Prevention System uses

different detection methodologies that can be classified as three major categories:

Signature-based: Monitors network traffic and compares it with known threat
signatures.

Anomaly-based: Monitors network traffic and compares it with a baseline to
identify potential deviations. It is common to monitor regular activities such as
network connections, hosts or users during a specific time period to develop
the baseline.

Stateful Protocol Analysis: This category of IPS identifies deviation of
protocol states by comparing with protocol standards from international

standard organizations.

2.2.2. Firewalls

Cisco (2017) describes a firewall as being a network device that monitors incoming

and outgoing network traffic and decides whether to allow or to block specific traffic

based on a defined set of security rules. There are different types of firewalls that can be

categorized in four different types (Moraes, 2011):

Packet Filters: Packet filtering firewalls work on the basis of rules defined by
access control lists. All the packets are checked against the rules defined to
determine what action should be applied. This type of firewall is stateless
because they don’t have the concept of state table.

Circuit-Level Proxies: This type of firewall is deployed at the session layer of
the OSI model and they monitor TCP three-way handshake to see if a requested
connection is legitimate or not.

Application-Level Proxies: Also called as proxy firewalls, they inspect data
packets at the application level to filter incoming traffic between the local

network and the source of the traffic. Instead of letting traffic connect directly,

9
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the proxy firewall first establishes a connection to the source of the traffic and
inspects the incoming data packet. Application-level proxies can also be
configured as caching servers which increases the network performance.

o Stateful Firewalls: This type of firewall adds the concept of connections and
states for packet filter implementations. They come with both packet inspection
technology and TCP handshake verification to create a greater level of
protection. For access control rules, they use a group of packets belonging to

the same connection rather than individual packets.

2.2.3. Antimalware

Antimalware software also known as antivirus is a software that detects and removes
malicious software and, according to Koret and Bachaalany (2015), gives better

protection than the one offered by the underlying operating system.

Malware can be broadly classified into different categories (Vinod et al., 2009;
Oriyano, 2016)

e Viruses: Viruses are the best know form of malicious software; when
executed it replicates itself and can modify another executable file.

e Worms: Worms are self-replicating programs. They replicate in order to
spread to other computers.

e Spyware: Spyware is a type of malicious software that gathers information
about the user, such as webpages frequently visited, keystrokes, etc. They
are usually stealthy and installed when free or trial software is downloaded.

e Adware: Adware works by displaying advertisements after the malicious
software is installed. It can replace home pages in browsers and display pop-
ups. Adware usually comes embedded with free software.

e Trojans: Trojans or trojan horse are a special type of malware that emulate
the behavior of a real program to damage to the computer. They usually
spread with social engineering techniques that manipulates people in order
to install the malicious software.

e Botnet: Botnets consists on a network of connected computers that have
been infected by a worm or a trojan. Botnets are usually used to send spam

and perform denial of services attacks.

10
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Furthermore, there are three main malware detection techniques (Vinod et al., 2009;

Idika and Mathur, 2007):

Signature-based: This technique consists in creating a signature (sequence of
bytes within the code) of the malicious software than antimalware solutions
use to compare with files being executed. Signature-based antimalware
solutions can only detect for which a signature exists.

Specification-based: This detection technique produces a low rate of false
alarms; instead of trying to approximate the implementation of a system or
application, specification-based detection attempts to approximate the
requirements for an application or system. With this methodology, manually
developed specifications are used to characterize legitimate program
behaviors. Since this method is built with legitimate behaviors, it does not
generate false alarms when unusual, however, legitimate program behaviors
are encountered.

Behavior-based: Behavior-based detection works by evaluating an object and
what it is trying to do before it can execute that behavior. It usually occurs in
two phases: training and detection. An advantage of this technique is that it is
able to detect zero-days attacks, in other words, it can block malicious software
exploiting a known vulnerability to which the software vendor didn’t released
a patch, however, it can generate false-positives if the object exhibits behaviors

not seen in the detection phase.

2.2.4. Virtual Private Networks

A virtual private network is an encrypted connection over the internet from a network

or device which is widely used in corporate environments (Cisco, 2018).

There are two types of virtual private networks: Remote Access VPN and site-to-site

VPN (Jaha, Shatwan and Ashibani, 2008; Cisco, 2018). For the goal of this thesis, it is

most important to describe remote access VPN which allows a user to remote access

internal resources within the organization.

Remote access VPN allows a user who is working remotely, to securely access data

and applications that are in the corporate datacenter. It encrypts all traffic sent and

received for additional security and eliminates the need to have dedicated lines from the

11
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internet service provider. According to Lakbabi, Orhanou and Hajji (2012), the most
common technologies used in VPNs are IPSec and SSL. SSL VPN are common in
clientless architectures where a remote access VPN is established through the user web
browser and IPSec requires a client software to be established. IPSec is a standard
commonly used to implement VPNs that enables the protection of all types of Internet
protocol (IP) communications by protecting multiple peers at the network layer, in both

the IPv4 and IPv6 environments (Adeyinka, 2008).

2.3.Data Breaches

Before describing the types of data loss or data breaches, it is important to know what
a data breach is. A data breach is a security incident that involves the intentional or
unintentional access, disclosure, manipulation or destruction of data (Fowler, 2016). In
addition, Verizon (2018) describes a data breach as an incident that results in the

confirmed disclosure, not just potential exposure, of data to an unauthorized party.

Several studies have been done around data breaches, which shows an increasing
number of breaches occurring, Garrison and Ncube (2011) presented, information to
companies and individuals about the possible correlation between types of data breaches
and their companies. This study aims to increase the knowledge about data breaches in a
five-year timeline. Data have been classified and analyzed by type of breach, company,
and size of the records. The conclusions were that educational institutions are more likely
to suffer a data breach and the cause is associated to type of hacker and exposed. The
proportion of insider incidents is smaller than the other breach types and the number of
records breached is independent of institution and breach type. This study also mentions
that the knowledge around the data breaches characteristics and the relationship between
type of breach and company will allow a more effective protection of classified

information.

In addition, Layton and Watters (2014) argue that a key question for business is to
determine the potential cost of a data breach as this will help assess the risk that data
breaches pose, most importantly, for financial results. Although many studies in this area
are dependent of subjective data (research and interviews), the authors resort to objective
case studies to adjust the parameters of a general model of data breach costs, derived from

applied econometrics. This helps to triangulate the findings of previous articles, but it also
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overcomes some of the research limitations, especially the self-selection bias that may
occur. In addition, the results allow interested parties to reproduce them, including
changing any numbers that may be necessary for their own circumstances. Although
many studies have identified intangible costs for companies as the main source of
variation in costs, the main finding is that tangible costs are very significant in themselves.
They argue that, regardless of whether tangible or intangible costs are the biggest or
smallest contributors, companies need to focus on the total cost of the bottom line and

implement measures to reduce the risk of data breaches in the most economical way.

Furthermore, Thomas et al. (2017) developed a study around data breach. During the
period from March 2016 to March 2017, 788.000 potential victims were identified, 12.4
million potential victims of phishing and 1.9 billion usernames and passwords exposed
through data breaches, negotiated on black market forums. Using this data set, they
explored the extent to which stolen passwords, which originate from thousands of online
services, allow an attacker to obtain a victim's valid email credentials and thus complete
control of their online identity. The authors showed how to strengthen authentication
mechanisms to include additional risk signals, such as geolocation of user history and

device profiles, helping to reduce the risk of theft.

2.3.1. The motivations behind attacks

There are a number of reasons why a data breach can occur, according to a study made
by Ponemon Institute (2018), there are three main causes: malicious or criminal attacks,
system glitch or human error. A study from 2018 gathers data from 477 organizations and
interviews were made to more than 2.200 individuals knowledgeable about the data

breach incidents.

The following figure describes the distribution of the root causes of a data breach.

27% N / 48%
Human error Malicious or
criminal attack

System glitch

25% /

Figure 2- Distribution of the benchmark sample by root cause of the data breach
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Figure 2 source: Ponemon Institute (2018)

Malicious attacks caused by hackers or criminal insiders that can be an employee,
contractor or a third party, contributed for 48% of incidents while human error is due to
negligent employees who caused an incident because of their carelessness or contractors
represented 27%; System glitch that includes business and IT process failures represented

25%.

2.3.2. Costs of a data breach

The costs of a data breach are higher in 2018 when comparing to 2017; the global cost
of a data breach increased by 6.4 percent and the per capita cost increased by 4.8 percent.
The average size of a data breach, which essentially means the number of records lost or

stolen also increased by 2.2 percent.

Global averages

Figure 3 — Per capita costs of a data breach

Figure 3 source: Ponemon Institute (2018)

Malicious or criminal attacks have the highest costs as per Figure 4 making a total of
$157; in 2018 the cost of a data breaches due to human error or system glitch was $128

and $131, respectively.
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$180
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Malicious or climinal attack System glitch Human error

Figure 4 - Per capita cost for three root causes of the data breach
Figure 4 source: Ponemon Institute (2018)

It is important to note that, one of the key factors that influences the costs of a data
breach is the mean time to identify (MTTI) and the mean time to contain (MTTC). From
the sample of 477 companies, the MTTI was 197 days and the MTTC was 69 days.
Companies that are able to contain a breach in less than 30 days saved over $1 million

comparing to those that took more than 30 days to resolve the incident (Ponemon Institute,
2018).

IBM (2019) presented an updated study on the cost of data breaches, and mean time

to identify increased to 206 days whereas the mean time to contain increased to 73 days.

EMTTI <100 days M MTTI > 100 days
$5.00

$4.21

$4.00 | $3.83

$3.11
$3.00

$2.00

$1.00 |

$0.00 L
2018 2017

Figure 5 - Relationships between mean time to identify and average total cost
Figure 5 source: Ponemon Institute (2018)

On the other hand, companies that invest in incident response teams and use encryption
solutions are also able to reduce costs. An organization can save up to $14 per
compromised record when having a dedicated incident response team and $13 per capita

when using extensively encryption solutions.
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According to IBM (2019), healthcare and public take the most time to identify and

contain and financial sector takes the least time to respond to a data breach.

Financial
Research
Technology
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Energy
Pharmaceuticals
Hospitality
Transportation
Media
Education
Services
Industrial
Consumer
Retail
Entertainment

Public

Health

o
X

10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

W Mean time to identify W Mean time to contain

Figure 6 - Days to identify and contain a data breach by industry sector

Figure 6 source: IBM (2019).

2.4.Data Loss Vectors

According to Shabtai, Elovici and Rokach (2012), DLP solutions can be described
according to a taxonomy that includes the following attributes: data state, deployment

scheme, leakage handling approach and actions taken once a data leakage occurs.
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DLP Solutions
|
[ [ I 1
Where? How? What?
What? . )
(Data State) (Deployment (Leakage Handling (Remedial
Schema) Approach) Actions)
1
[ | 1
Data-At-Rest Data-In-Motion . ) . '
(DAR) Data-In-Use (DIU) (DIM) Endpoint Detection Prevention i Audit
Known protocols! Context-based
Local I Copy & Paste (email, HTTP Network = Encryption — Block/Remove
ETP,IM..) inspection
Unknown protocols)
Remote — Screen capture (malware, other | | Content bgsed Access control | Notify
inspection
apps)
Removable
 media (USB, LContent tagging — Encrypt
HDD, DVD)
HH  Print/Fax ‘— Quarantine

Communication
—{(IM, HTTP, serial,
LAN, WiFi, P2P ...)

Application
control

Figure 7 - A taxonomy of DLP solution

Figure 7 source: Shabtai Elovici and Rokach, 2012.

Information generally exits in the following states: data at rest, data in motion and data

in use. Each state is addressed by different components within the DLP solution.
2.4.1. Data at Rest

Data that usually resides in filesystems, storage area networks (SANs) or databases.
Furthermore, Wiihner and Pretschner (2012) describes DLP solutions that protect data at
rest identify sensitive data in persistent storage locations. Data loss prevention solutions
address data at rest by using a crawler. A crawler essentially will integrate with the target
being scanned such as a filesystem or website to identify confidential information. Once
the information is identified, the files are opened and compared to the DLP policies. It
may also allow to schedule a scan against the targets configured to automatically identify

confidential information in different systems or solutions.
2.4.2. Data in Motion

In order to identify data travelling across an organization, DLP solutions uses this
component to analyze network traffic. Data in motion means that information moves

within the network to the outside world, whether via email, instant messaging, peer-to-
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peer or other communication mechanisms (Liu and Kuhn, 2010). There are multiple ways
for a DLP solution to integrate with the network. It can be either passively using a network
span or they can integrate with proxies or email gateways to inspect web and email
information, respectively. Depending on the use case, many integrations can be required.
Depending on the policies created, DLP solution has the capability to alert, block or apply
different actions in real-time (assuming an in-line configuration). If a user sends an email,
the DLP can integrate with the email gateway and if a policy is violated, the email can be
blocked, encrypted, or modified to be processed in the different way within the email
stream. Organizations can also deploy a passive component to receive a copy of the traffic
and match it against the DLP policies, this scenario as stated before, usually works by
deployment a network tap or span (port mirroring) being limited to identity confidential

information but without the ability to block it.

2.4.3. Data in Use

Data in this state refers to information currently used at the endpoints such as http,
https, print, copy to external storage (Kaur, Gupta and Singh, 2017). In order to actively
monitor data in use it is required to install an agent provided by the DLP solution that
reports to the central management server. Some limitations exist on the endpoint
depending on the rules and policies created; some policies might not apply to the endpoint
and therefore it is important to understand the use cases that will be addressed in the

endpoint.

2.5.Data Classification

Data Loss Prevention solutions work by identifying potential data leakages by
monitoring, detecting and blocking confidential information either while in-use
(endpoint), in-motion (network) or at-rest (storage). In order to identify sensitive
information, some mechanisms are used, such as exact data matching, structured data
fingerprinting, statistical methods (Bayesian and machine learning), regular expression,
lexicons, keywords and watermarks (Ouellet, 2009). Data is classified as structured or
unstructured. Structured data typically resides in fixed fields such as a spreadsheet or
database while unstructured data refers to text documents, PDF files, video or audio

(Gandomi and Haider, 2015).
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Hence, it is important that organizations proper classify their information so DLP
solutions can be more efficient. The primary objective of data classification is to
formalize the process of securing data based on the assigned label of importance;
classifying data “is the primary means by which data is protected based on its need for
secrecy, sensitivity, or confidentiality” (Stewart, Chapple and Gibson, 2015, p. 18). Not
all data is the same and different security controls should be in place to protect

confidential information.

According to Harris (2010), “there is no hard and fast rules on the classification levels
that an organization should use” (p. 110). Some organizations may use two layers of
classification while another company may choose to use four. The next table explains the
types of classifications available, however, note that some classifications are more

commonly used in military whereas others are used for private sector (commercial

business).
Table 1 - Data Classification Schemes
Classification Definition Examples Organizations
that would use
this
Public e In case of information °® Ceneralavailable | coyqrcial
. : information .
disclosure, it would not 0 0 business
. .
cause an adverse. Upcoming
projects
Sensitive e Requires special ° Financial Commercial
. information .
precautions to ensure the 0 0 business
integrity and ° Details of
confidentiality of the projects

data by protecting it ® FProfit —carnings

from unauthorized and forecasts

modification or deletion. information
e Requires higher than

normal assurance of

accuracy and

completeness.
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Personal information for
use within a company.

Unauthorized disclosure
could adversely affect
personnel or the

company.

For use within the
company only.

Unauthorized disclosure
could seriously affect a

company.

Data is not sensitive or

classified.

Minor secret.
If disclosed, it may not

cause serious damage.

If disclosed, it could
cause serious damage to

national security.

If disclosed, it could
cause grave damage to

national security.

Work history Commercial
Human resources business
Information

Medical

information

Trade secrets Commercial

Healthcare business

information L
Military

Source code

Competitive

information

about the

company

Computer Military
manual and

product

brochures

Recruiting

information

Medical data Military
Answers to test

SCOIe€S

Troops Military
placement plans
Nuclear  bomb

placement

Blueprints of new Military
wartime weapons
Spy satellite

information
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e Espionage data

The following are the most common levels of sensitivity from the highest to the lowest

for private sector:

e Confidential
e Private

e Sensitive

e Public

The following are the most common levels of sensitivity from the highest to the lowest

for military use:

e Top Secret

e Secret

e Confidential

e Sensitive but unclassified

e Unclassified

2.6.Detection Technologies

One of the key features that Data Loss Prevention Solutions perform is content
analysis. Regardless the state of the data, whether in motion, in use or at rest, DLP must
be able to analyze the contents of the files and understand whether there is confidential

information.
Several content analysis techniques are commonly available within DLP Solutions:

e Regular expressions: Regular expressions is one of the most common content
analysis techniques for specific rules, such as, identifying 16-digit credit card,
passport numbers, citizen numbers, among others. However, regular
expressions may generate false positives, such rules need to be fine-tuned to
avoid these scenarios. As an example, if an organization wants to detect 16-
digit credit card numbers, the rule much validate whether the checksum is valid

and not only detect a 16-digit number (Goyvaerts and Levithan, 2012).
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Fingerprinting: Detects data using fingerprinting or indexing structured data
sources such as databases. Exact data matching reduces the number of false
positives but a good datasource is required. Since the fingerprinting can
consume a lot of resources it doesn’t usually run on endpoints depending on
the size of the data set (Mogull, 2014). Additionally, Costante et al. (2016)
presented an approach to detect possible leaks, identifying anomalies in
database transactions. They refer to this solution as “white-box”, because it
creates self-explanatory profiles that are easy to understand and update as
opposite to black-box systems which create profiles hard to interpret and
maintain (for example, neural networks). With this approach, it is
demonstrated: (i) significantly reduces the number of false positives; (ii)
creates profiles that are easy to understand and update and therefore provides
an explanation of the origins of an anomaly; (iii) it allows the introduction of a
feedback mechanism that allows the system to improve from its own errors;
and (iv) resource aggregation and transaction flow analysis allow the system
to detect threats spanning multiple resources and transactions.
Furthermore, Shapira, Shapira and Shabtai (2013) had also investigated
fingerprinting. Protecting confidential information from unauthorized
disclosure is a major concern for all organizations. Because an organization's
employees need access to information to perform their daily work, data leak
detection is an essential and challenging task. Fingerprinting is a content-based
method used to detect data leakage. In fingerprinting, signatures of known
confidential content are extracted and combined with the output content to
detect the leak. Existing fingerprinting methods, however, suffer from two
main limitations. First, the fingerprint can be circumvented by reformulating
(or minor modifying) the confidential content, and second, generally all
content in the document is fingerprinted (including non-confidential parts),
resulting in false positives. In their work, Shapira et al. (2013) propose an
extension of the fingerprinting approach based on ordered k-skip-n-gram. The
proposed method is capable of producing a fingerprint of the central
confidential content that ignores non-relevant (non-confidential) sections. In
addition, the proposed fingerprint method is more robust for redesign and can
also be used to detect a confidential document not previously seen and

therefore provide better detection of intentional leak incidents.
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e Binary file matching: This technique creates a hash of the binary file. It may
be prone to false positives as a minor change in the file will result in a different
hash value.

e Machine Learning: Hart, Manadhata and Johnson (2011) presented
algorithms for automatic text classification to classify business documents as
sensitive or non-sensitive. They also introduce a new training strategy,
complement and adjust, to create a classifier that has a low false discovery rate,
even when presented with documents not related to the company. The
algorithm had a false negative rate of less than 3.0% for all tests (that is, in a
real deployment, the classifier can identify more than 97% of information
leaks). Moreover, Katz, Elovici and Shapira (2014) address a method called
CoBAn. This new method consists of two phases: training and detection.
During the training phase, clusters of documents are generated and a graphical
representation of the confidential content of each cluster is also created. This
representation consists of key terms and the context in which they need to
appear to be considered confidential. During the detection phase, each
document tested is assigned to several clusters and its content is then combined
with the respective graph of each cluster in an attempt to determine the
document's confidentiality. They concluded that the model is superior to other
methods in detecting escape attempts, where confidential information is
reformulated or is different from the original examples provided in the learning
set.

e Lexicon: Uses a combination of rules, dictionaries and other analysis to protect
information.

e Categories: DLP Solutions contain by default pre-defined templates that can
be reused for common types of data, such as PCI, HIPAA, PII, among many

others.

2.7.Data Loss Prevention Solutions

This section will focus on doing research in the different Data Loss Prevention
solutions available and key capabilities. This will allow to understand the options
available when choosing a solution and the advantages and disadvantages of each one.

Data Loss Prevention solutions can be distinguished in two categories:
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e Enterprise DLP: Incorporates sophisticated detection techniques to allow
organizations address their data protection concerns. Products are packaged
with physical and virtual appliances for management, agents or data discovery.
Leading characteristics of Enterprise DLP includes a centralized management
console, advanced policy definition, event management, workflow and
reporting. DLP system works as a centralized system for data protection within
an organization to mitigate the risk of data loss at the endpoint, in storage and
over the network (Reed and Wynne, 2017).

e Integrated DLP: Integrated DLP offer a more limited set of functionalities
that typically enforce policies on one specific type of data, usually, data in
motion, over a specific channel (e.g. email). Integrated DLP are content-aware,
but most focus on a set of regulatory compliance and basic intellectual property

use cases (Reed and Wynne, 2017; Radicati, 2017).

There are a number of commercial DLP solutions available:

Symantec
Forcepoint
® @ Digital Guardian
™Y Intel Security
@ Fidelis Cybersecurity
o CoSoSys

) GTB Technologies

° Clearswift
InfoWatch
.‘ foWatct

Zecurion
Y Somansa
@ Searchinform

ABILITY TO EXECUTE

COMPLETENESS OF VISION As of January 2017

Figure 8 - 2017 Gartner Magic Quadrant for Enterprise Data Loss Prevention
Figure 8§ source: Reed and Wynne, 2017.

This thesis will focus on the comparison of the solutions of the “Leaders” as per the
figure above. While doing the research, it was concluded that open-source data loss
prevention solutions have been acquired by different vendors, however, OpenDLP

remains available in version 0.5.1 (released in August 2012). OpenDLP will also be
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compared with the commercial DLP solutions. The investigation about the different DLP
solution consisted in analyzing product documentation, reading technical papers available

for the solution including market research company’s information.

2.7.1. Digital Guardian

Digital Guardian provides a platform to stop data loss from insiders and malicious data
theft from outside attacks. Endpoint capability also includes endpoint detection and
response (EDR). The platform covers endpoint, network, cloud applications and

reporting. Main components of Digital Guardian solution are:

e Protection Platform: The platform can be deployed in different ways: on-
premises, SaaS or managed service. The purpose of the platform is to discover
and protect sensitive information across the organization. It also covers
endpoint, network, cloud and mobile devices using context-based and content
based (fingerprinting) classification.

¢ Endpoint: The endpoint module provides user-based classification of sensitive
data, analyses the content of data with DLP engine and enforces the policies
across all egress channels. The agent is available on Windows, macOS and
Linux.

e Network: The network module provides protection and discovery for sensitive
data. The module prevents information leakage in multiple communication
channels including email, web, FTP and SSL.

e Cloud: This module integrates with cloud storage and collaboration providers
such as Box, Citrix and Microsoft. It gives visibility of sensitive data stored in
cloud storage and monitors files that have been uploaded. Depending on the
policies configured, automatic remediation is possible, as well as, alerting
administrators and data owners of the incident.

e Analytics and Reporting: This module is an advanced report and analytics
solution in the form of a cloud solution. It leverages the endpoint agent and
network appliances to provide in-depth visibility of the system, user and
events. The same console is also leveraged for endpoint detection and

response.
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2.7.2. Forcepoint

Forcepoint DLP provides four different solutions that deployed together form the
overall Forcepoint DLP.

DLP Endpoint: Protects data on endpoints supporting Windows, Linux and macOS.

The endpoint module addresses data in motion, data in use and data at rest use cases.

DLP Cloud Applications: This module protects data in cloud applications such as
Office 365, G Suite, Box and others. This module is provided through the integration
with Forcepoint CASB.

DLP Network: This module monitors sensitive data sent outside the organization
applying the DLP polices configured. It can apply different actions such as alert, block,
notify and quarantine data in email, web, FTP, among different channels. It also supports

integrated OCR for different languages.

DLP Discover: This module performs data discovery by using an agent or agentless
in fileservers, databases, collaboration platforms and email servers (both on-premises
and in the cloud). The identified information can then be encrypted, removed,

quarantined, audited, among other actions. It also supports OCR.

2.7.3. Intel Security

Intel Security provides a number of different DLP components that builds the overall

solution. The main components are as follows:

Device Control: This module monitors the copying of sensitive data to external media

such as storage devices, CD, DVD, Bluetooth, among others.

DLP Discover: This module focuses on data at rest use-cases and identifies and
protects sensitive information. It supports a third-party cloud storage solution — Box, and

the solution can also identify data in the network, including databases and sharepoint.

DLP Monitor: This module focuses on data in motion use-case and identifies, monitors

and tracks information in the organization.

DLP Prevent: This module encrypts, quarantine or block sensitive information being

sent over email, instant messaging, HTTP/HTTPS, FTP, among others. It includes DLP
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Prevent for Mobile Email which intercepts emails downloaded to mobile devices using

ActiveSync.

DLP Endpoint: This module monitors sensitive information on endpoints, but also
support information that is being copied to the network, removable storage devices and
others. The solution can also block, alert, notify, encrypt, quarantine and perform different

actions on sensitive information on an endpoint.

2.7.4. OpenDLP

OpenDLP is a free and open source DLP solution, developed by Andrew Gavin that

offers a central management and an agent. OpenDLP has two components:

Web Application: This module acts as the management and allows to deploy agents
over SMB, create reusable policies for scans, review the findings and identify any false-
positive. It also allows to create regular expressions in order to find sensitive data for data

at rest use-cases. The Web Application is written in Perl and uses MySQL backend.

Agent: The agent runs on Windows systems and installs itself as a service, it is written
in C and therefore comes with no .NET Framework dependencies. The agent whitelists
and blacklists files and directories and pushes the findings to the web application over a

secure channel (two-way trusted SSL connection).

In addition to performing sensitive data discovery on Windows, OpenDLP also

supports performing agentless data discovery against Microsoft SQL Server and MySQL.

2.7.5. Symantec

Symantec Data Loss Prevention solutions can be consumed in different ways: cloud
service, software and virtual or hardware appliances. The Symantec DLP solution

contains the following modules.

DLP Sensitive Image Recognition: This module can detect sensitive images and text
embedded in images such as scanned documents, screenshots, pictures and PDFs by using

a form recognition technology and a built-in OCR.

DLP Cloud Services: This module includes integration with the detection server that

monitor sensitive data stored in cloud applications such as Box, Dropbox, Office 365,
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among others. It also integrates with CloudSOC CASB and web security services. It also

provides integration with email (both on-premises and cloud).

DLP for Network: This module includes different components and monitors and
inspects sensitive information across the network. It includes the network monitor that
analyses data across different protocols, such as, SMTP, HTTP/HTTPS, including custom
protocols and also IPv6. The prevent for email integrates with corporate email to detect
and block information leakage over this channel. It supports by using network prevent for

web, the monitoring of web traffic.

DLP for Endpoint: This module can discover and block sensitive data stored on an
endpoint leaving to different channels (removable media, printing, copy/move to network

shares, among others).

DLP for Storage: This module scans and secures sensitive data stored on different

repositories, including, NAS, databases, exchange and sharepoint servers, among others.

Information Centric Tagging and Encryption: The tagging module allows the ability
to apply tags and watermarks to classify sensitive information; It can automatically apply
a tag based on a DLP policy. The encryption component allows to apply digital rights to
a document as a response of a DLP policy. The encryption follows the file and can be

remotely deleted.

2.7.6. DLP Solutions Comparison

As a summary for this analysis, the commercial vendors offer a complete set of
modules and components that allows organizations to reduce the risk of data loss. Every
commercial vendor covers data in use, data at rest and data in motion use-cases with
discovery and protection capabilities that scales to cloud platforms as well. OpenDLP is
no longer maintained and updated and therefore it is not considered as a solid alternative

to commercial products.

The table below contains a list of the offerings and the main components available.
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Table 2 - DLP Product Comparison

Feature /' Digital Forcepoint Intel OpenDLP  Symantec
Vendor Guardian Security
Data State
Data at Rest Yes Yes Yes Yes Yes
Data in Use Yes Yes Yes Yes Yes
Data in Motion Yes Yes Yes No Yes

Information Classification

Can classify No Partial ! Yes No Yes
Remediation
Audit Yes Yes Yes Yes Yes
Block/Remove  Yes Yes Yes No Yes
Notify Yes Yes Yes No Yes
Encrypt Yes Yes Yes No Yes
Quarantine No Yes Yes No Yes
Miscellaneous
Endpoint Yes Yes Partial Partial Partial

support (Win,

MAUC, Linux)

Common No Yes Yes No Yes
Policy?

CASB No Yes Yes No Yes
Functionality
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!ntegrates with third-party.

2 Common policy allows to apply a single policy to all data states.

2.8.Conclusion

This chapter covered the traditional security solutions implemented by organizations
and a literature review around data breaches and data loss prevention. The latter,
explaining how this solution work, both from a data state perspective but also from a
feature capability such as detection techniques. A feature comparison matrix was built to

compare and highlight differences between different investigated DLP solutions.
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Chapter 3 — Proposed Solution and Implementation

3.1.Introduction

Based on the investigation around multiple DLP Solutions available, the proposed
architecture will cover the three main data loss vectors: Data in Motion, Data at Rest and
Data in Use. Although each component will address specific needs, working in

conjunction they will effectively decrease the risk of data loss.

Based on the research, the proposed architecture takes into consideration a lack of
consistency between the different DLP solutions available from an architecture
perspective since each solution presents a different architecture and modules that can be
misleading. The proposed architecture discussed in this chapter was chosen as it focuses
on protecting the information in different states, adapts to different scenarios and
identifies the main components that should be implemented to properly identify and
protect confidential information leaving the organization or unauthorized locations.
Moreover, the architecture is flexible to adapt to different use cases and addresses the

following requirements:

e Identify confidential information across the organization in different vectors:
Data in Motion, Data at Rest and Data in Use.

e Allows the development of new DLP Policies: Managing policies is the core
capability of a DLP solution. A centralized management console should allow
to properly author new policies using different techniques in order to identify
confidential information.

e Allows the integration with third-party solutions: Integration with active
directory is common to allow administrators to login into the management
console and also to get more context of the users that can be shown in a DLP
incident. Export of incidents and logs information should also be possible.

e Provide visibility into DLP incidents: Once a policy is triggered, it should be
possible to gather all the information regarding the incident.

e Reporting: Provides the capability to access reports and generate new reports.
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3.2.Proposed Solution High Level Design

The following diagram represents the high-level architecture of the proposed data loss prevention solution:

3 Party Integrations

DLP for Email DLP fgr Web DLP for Net Data in Motion

W =
eément Server E E
File Server Database Server Sharepoint Server
D DLP for Storage Data at Rest
LR
Administrator ’ Web
Email
— Clipboard
&N print

DLP for Endpoint
Datain Use

Figure 9 - DLP High Level Design
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High Level Design Components

This section describes the components of the proposed architecture.

Database Server: This server will host the database for the DLP Solution.
Depending on the solution to be implemented the database software may differ.
DLP Management Server: This is the central management server where
policies are created and pushed to other DLP servers, incidents and workflows
are managed. Reporting is also a component that sits in the management server.
This is also the server where third-party solutions can be integrated — some
examples include Active Directory to retrieve attribute information about users
generating incidents (name, location, email, etc.) and Security Information and
Event Management (SIEM) to centrally store incident logging for further
analysis.

DLP for Endpoint: This server will protect the endpoints and have different
roles: It can scan information stored locally and also monitor multiple channels,
such as, copying files to network shares, email, removable media, printing,
HTTP and cloud applications. It also can block, alert, notify, encrypt,
quarantine, and perform different actions on an endpoint.

DLP for Storage: This component has the capability of detecting confidential
information saved across a variety of sources, such as endpoint devices, file
servers, websites, web portals and databases. Once the confidential information
is identified, policies can be applied to create new security incidents,
quarantine or encrypt the information, essentially remediating the information
identified.

DLP for Email: The email component will integrate with existing MTA to
analyze the contents of the emails; it can analyze email headers, body and any
attachment and apply a remediation policy, if needed. Typically, the email
component of the DLP Solution will receive the email from an upstream MTA,

analyze its contents and forward it to a downstream MTA, however, it is also
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possible to use a single MTA. The following diagrams explains the email flow

when using a single MTA:

Email Server

V 1. A‘ E 4 ‘

End-user 2113 Next Hop/Internet
DLP for Email

Figure 10 - DLP for Email Single MTA Architecture

1. End-user sends and email that arrives to the email server

2. Email server forwards the email to the DLP for Email server

3. DLP for Email analysis the contents of the email and determines
whether a policy is matched. Content can be blocker and email headers
can be added so the email server knows the email was already processed
by DLP for Email

4. IfDLP for Email does not match any policy, email is sent to its intended

recipient

When the DLP for Email uses two MTAs, the architecture and email flow is as

follows:
[ ]
m Email Server DLP for Email Email Server

End-user Mext Hop/Internet

Figure 11 - DLP for Email using multiple MTA Architecture

1. End-user sends and email that arrives to the email server
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2. DLP for Email analysis the contents of the email and determines
whether a policy is matched. Any action such as block the email or
notify the sender can be taken

3. If DLP for Email determines that the email is safe to be sent it will send
it to the next email server or MTA

4. Email server or MTA sends the email to the intended recipient

DLP for Web: With the web component it is possible to intercept web
communications (HTTP/HTTPS). Confidential information leaving the
company over this channel can be monitored and potentially, blocked;
integration between the web proxy and the DLP for Web server is made using
Internet Content Adaptation Protocol (ICAP) protocol. The following diagram
represents the web traffic flow when integrating with DLP for Web:

Proxy Server

Internet

Prsaaas- N

End-user

DLP for Web

Figure 12 - DLP for Web Architecture

1. End-user browses the internet and requests arrive to the proxy server

2. The proxy server (ICAP Client) is integrated with the DLP for Web
server (ICAP Server) and forwards to traffic

3. DLP for Web analysis the web traffic and sends a response back to the
proxy server to either allow or block the web traffic

4. If DLP for Web does not match a policy and allows the traffic, it is sent

to its destination

35



Recommendation of a security architecture for data loss prevention

e DLP for Network: This component allows to receive a copy of the packets
either through a port-span or a network tap. This is mainly a monitoring only
component as it is not inline with the traffic. However, receiving a copy of the
traffic will allow to identify confidential information in the network segment
on which the span is configured. The following diagram represents the

monitoring of traffic using a port-span:

Switch with port-zpan enabled

/
| Firewall
Copy aof traffic

[ ] [ ]
AT AT

Workstation Workstation

DLP for Network
Figure 13 - DLP for Network Architecture

In this architecture, a network segment is connected to a switch that has a port-
span configured; all traffic that transverses this switch will be copied over to
the DLP for Network. Since DLP will only receive a copy of the traffic,
blocking is not possible however, in case a DLP Policy is triggered it will be

logged in the DLP Management Console.

3.3.DLP Implementation

For the practical implementation of the proposed solution architecture, it will be
demonstrated using Symantec Data Loss Prevention. The reason of using this solution is
that, no open-source solution is mature enough to present more advanced DLP use-cases
and this solution is considered, as per market research companies such as Gartner, the

leader in Data Loss Prevention.

Although this DLP solution contains different modules and components, the
implementation will focus on Data in Use, Data at Rest and Data in Motion as described

in the proposed architecture.
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This DLP Solution offers a rich feature set and lets organizations safeguard data,
company information, intellectual property, and sensitive or classified information,
whether it is: exiting the network via corporate email, web mail, or other Internet
protocols (DLP for Network); exiting endpoints via USB, CD/DVD, network protocols,
and so on, or stored on endpoints (DLP for Endpoint); stored on shared servers and data
repositories (DLP for Storage); or exiting mobile devices via corporate email (Exchange
ActiveSync), web mail, web posts, or mobile app (DLP for Mobile); or via email sent

through Microsoft Office 365 cloud services (DLP for Cloud).

This solutions consists of the Enforce Platform management console and several
associated modules: DLP Network Monitor and Network Prevent for Email and Web
(DLP for Network); DLP Endpoint Discover and Endpoint Prevent (DLP for Endpoint);
DLP Network Discover, Network Protect, Data Insight (DI) and Data Insight Self-Service
Portal (DLP for Storage), and DLP Mobile Email Monitor, Mobile Prevent and Cloud
Prevent for Office 365 (DLP for Mobile/Cloud).

3.3.1 Proposed Architecture Mapped to Symantec Data Loss Prevention

Symantec Data Loss Prevention modules and components can be easily adapted to the

proposed generic Data Loss Prevention:
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Span Port

Active Directory

DLP Network'Monitor DLP Network Prevent Data in Motion

Oracle Database

DLP Enforce Server
File Server Database Server Sharepoint Server

DLP Network
Discover and Protect

Data at Rest

Administrator ’ Web
Email
= Clipboard
- Print
DLP Endpoint
Discover and Prevent Datain Use

Figure 14 — Proposed Architecture Mapped to Symantec Data Loss Prevention
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With this architecture, we cover Data in Use with the deployment of a Symantec DLP
Endpoint Discover and Protect (components responsible to discover and protect
information at the endpoint), Data at Rest is assured by the use of Symantec DLP Network
Discover and Protect (components that allow to scan information stored in filesystems or
other storage devices) and for Data in Motion, Symantec provides a DLP Network
Monitor to integrate with the network using a port-span or network tap and DLP Network
Prevent for email and web to integrate with email gateways and web proxies. The
Symantec DLP components were also described in section 3.3. Each one of these DLP

servers are also known as detection servers.

3.3.2 Installation Tiers

Symantec Data Loss Prevention can be implemented in different ways. The types of

implementations are known as Installation Tiers.
There are three installation tiers:

e Single Tier: DLP Enforce Server (Management Server), Oracle Database and
any Detection Server. Single tier is applicable only for lab and test

environments.

Figure 15 — Single tier DLP deployment

e Two Tier: DLP Enforce Server and Oracle Database on the same server.

Detection Servers installed on dedicated servers.

Figure 16 — Two-tier DLP deployment

e Three Tier: DLP Enforce Server, Oracle Database and Detection Servers

installed on dedicated Servers.
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DLP Enforce Server

Figure 17 — Three-tier DLP Deployment

For the implementation to be used in this thesis it will be used the Single-Tier

installation.

333 System Requirements for Test Environment

The Test environment uses three virtual machines. The first virtual machine is the DLP
Single Tier Server that hosts the Enforce Server, Oracle Database and Detection Servers.
The second server hosts the Active Directory and other services such as DNS, DHCP and
File Server Roles. The third virtual machine represents a user workstation running

Windows 10. Below are the specifications for each virtual machine.

This environment will be used to support testing and validation of the architecture in

chapter 4.

DLP Single Tier

CpPU RAM Disk Operating System
8 cores 64GB 3TB Windows  Server
2016

Active Directory

File Server
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CpPU RAM Disk Operating System

4 cores 16GB 500GB Windows  Server
2016

End User Machine

CpPU RAM Disk Operating System

1 4GB 256GB Windows 10

The installation of the DLP Single Tier Server can be found in Appendix A.

3.34 Solution Pack

Symantec Data Loss Prevention uses the concept of Solution Packs which contains
configured DLP policies, response rules (block, notify, quarantine), user roles, reports,
protocols, and the incident statuses (new incident, closed, under investigation, etc.) that
support a particular industry or organization. A solution pack essentially provides a
baseline of configurations instead of being required the configuration of everything from
scratch. Importing a solution pack right after the initial Enforce Server installation
provides a baseline of configurations that can be used to configure the platform. A
solution pack is specific to Symantec DLP and the policies or different configurations
cannot be exported to different DLP solutions and must be manually replicated. Each
DLP solution have its own way to have a baseline of configurations but all of them allow

to manually create and configure the solution.

The Solutions Packs available are:

Table 3 - Solution Packs

Name Filename
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Enterprise Vault Solution Pack

Energy & Utilities Solution Pack

EU and UK Solution Pack

Federal Solution Pack

Financial Services

Health Care Solution Pack

High Tech Solution Pack

Insurance Solution Pack

Manufacturing Solution Pack

Media & Entertainment

Solution Pack

Pharmaceutical Solution Pack

Retail Solution Pack

Telecom Solution Pack

General Solution Pack

Recommendation of a security architecture for data loss prevention

Data_Classification Enterprise Vault v14.6.vsp

Energy v14.6.vsp

EU UK vl14.6.vsp
Federal v14.6.vsp
Financial v14.6.vsp
Health Care v14.6.vsp
High Tech v14.6.vsp
Insurance v14.6.vsp
Manufacturing v14.6.vsp

Media_Entertainment v14.6.vsp

Pharmaceutical v14.6.vsp
Retail v14.6.vsp
Telecom v14.6.vsp

Vontu Classic_v14.6.vsp

During the implementation of the DLP Solution, it will be imported the Financial

Services solution pack. This will provide a solid baseline for policies templates as well as

key configurations. The configuration of the solution pack is also described in Appendix

A.

3.3.5 DLP Agent Configuration and Installation

The Symantec Endpoint agent software reserves a minimum of 30 MB of memory on

the Endpoint computer. The Endpoint agent software temporarily consumes additional
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memory while it detects content or communicates with the Endpoint Prevent server. After
these tasks are complete, the memory usage returns to the previous minimum. System

utilization can also be throttled based upon a variety of factors.

The initial endpoint agent installation consumes approximately 70 MB to 80 MB of
hard disk space. The actual minimum amount depends on the size and number of policies
that are deployed to the endpoint computer. Additional disk space is then required to
temporarily store incident data on the endpoint computer until the endpoint agent sends
that data to the Endpoint Prevent server. If the endpoint computer cannot connect to the
Endpoint Prevent server for an extended period of time, the endpoint agent will continue
to consume additional disk space as new incidents are created. The disk space is freed
only after the agent software reconnects to the Endpoint Prevent server and transfers the
stored incidents. The amount of disk-space utilized for incident-storage can also be

modified.

All data stored by DLP at the Endpoint is protected from user access and manipulation.
All communications are encrypted and require matching keys to ensure that no Endpoint
can be redirected to a rogue Endpoint-Server. The DLP Agent can be configured to
connect to multiple Endpoint Servers. Multiple Endpoint Servers enable incidents and
events to be sent to the Enforce Server in a timely way if an Endpoint Server becomes
unavailable. The DLP Agent, after a specified amount of time, connects to another
Endpoint Server to transmit the incidents and events that it has stored. The DLP Agent
fails over to a different Endpoint Server only when the current Endpoint Server is
unavailable. If the original Endpoint Server is unavailable, the Agent attempts to connect
to another Endpoint Server in the configured list. By default, the DLP Agent tries to
reconnect to the original Endpoint Server for 60 minutes before it connects to another

Endpoint Server.

When the DLP Agent connects to a new Endpoint Server, it downloads the policies
from that Endpoint Server. It then immediately begins to apply the new policies. To
ensure consistent incident detection after a failover, maintain the same policies on all

Endpoint Servers to which the DLP Agent may connect.

For Endpoint Discover monitoring the DLP Agent downloads the new Endpoint
Discover scan configuration and policies from the new Endpoint Server and immediately
runs a new scan. The new scan runs only if there is an active Endpoint Discover scan

configured on the new Endpoint Server.
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While configuring the deployment of DLP Agents, the detection server lists needs to
be configured as well. The procedure for adding a list of Endpoint Servers appears under
each method of installation. An IP addresses or host names with the associated port
numbers can be specified. If a host name is used, then the DLP Agent performs a DNS
lookup to get a set of IP addresses. It then connects to each IP address. Using host names
and DNS lookup allows to make dynamic configuration changes instead of relying on a

static list of stated IP addresses.

For the installation and configuration of the agents, a new configuration was

performed:

System > Agents > Agent Configuration

Cancel

Name = ISCTE_Agent_Config

Description

Agent Monitoring Agent Configuration Advanced Agent Settings
Enable Monitoring
Select the channels to monitor

Destinations Clipboard Email Web

Removable Storage OO Copy © Outlock OO IE (HTTPS) ©
COOVD © Pastz OO [ Lotus Notes @ Edge (HTTPS) ©
Local drive © configured applications only Firefox (HTTPS) OO
Printer Fax © Chrome (HTTPS) ©O
Safari HTTPS) ©
HTTP ©
FIPO
Configured Applications Network Shares
Application File Access @O Copy to Local Drive ©
Cloud Storage € Copy to Share OO

Disable ©
Select the channels to disable

Destinations
[ Print Screen

Figure 18 - DLP Agent Configuration

The default settings were accepted, except for the Agent Monitoring tab that the

monitoring was configured for:

e Destinations: Monitors copying of information to removable storage,
CD/DVD, local drive and printer/fax.

e Clipboard: Monitors the clipboard for copy and past actions

e Email: Monitors emails that uses Outlook as the email client

e Web: HTTPs monitoring was enabled at the endpoint level for Internet
Explorer, Edge, Firefox, Chrome and Safari as well as communications using
HTTP and FTP protocol

e Configured Applications: Monitors supported application file access (data

leaving applications on endpoints) and cloud storage.
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e Network Share: Monitors copies to local drive and to network shares.

After the DLP Agent configuration the packaging as configured:

System = Agents > Agent Packaging

Agent Packaging

Generate installer packages for 12.5.x agents and later

Select one or more agent installers *

Windows 64 bit

‘ Browse... | Agentlnstallg4.msi ‘ Clear
Windows 32 bit ‘ Browse... | Agentlnstall.msi ‘ Clear
Mac 64 bit ‘ Browse... | No file selected. ‘ Clear

Enter Endpoint Servers for agent connection

Endpoaint Server Host * ©Q |dipserver iscte.lab Port * 10443 | gm
Tools Password * ©Q |ssssssssssssssns |
Re-enter Tools Password * [snssscsssssssnce |
Install Target Directory @ | %PROGRAMFILES % \Manufacturer \Endpoint Agent |
Uninstall Password Key € |DAFF719DF 32E 1DBC57CEEFA98A 1CC 2 1IECE72FBDEDF 58C |

Generate using uninstall password keytool.

Generate Installer Packages
Figure 19 - DLP Agent Packaging

After clicking the Generate Installer Packages, two different installation packages are

generated: for Windows 64 bit and Windows 32 bit.

The table below contains the files generated for installation.

Table 4 - DLP Agent Installation Files

Filename Description

Agentlnstall.msi (or Agentlnstall64.msi) ~ MSI installation file

endpoint_cert.pem Endpoint self-signed certificate

endpoint priv.pem Endpoint private key

endpoint_truststore.pem Endpoint trust store to trust the server
public key

install agent.bat Batch file used for installation
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PackageGenerationManifest.mf Package metadata
upgrade agent.bat Batch file used for agent upgrade

To perform the installation the install agent.bat file is used. Below is the content of

the installation file:

msiexec /i AgentInstall.msi /q
INSTALLDIR="%PROGRAMFILES%\Manufacturer\Endpoint Agent"
ENDPOINTSERVER="dlpserver.iscte.lab:10443"
TOOLS_KEY="DC27DB3443DC819BB3EB2989832712D1FC46B3DCBF27283A009AE7366707CC
A8AO6E3DODS8EF27B82E3661EAD6B1223CDO4CBFEDASFO7CD42A909F79D5D63BBCD34A3702
305A53"
UNINSTALLPASSWORDKEY="DAFF719DF32E1D8C57CEE7A98A1CC21ECE72F8D6DF58C"
SERVICENAME="EDPA" WATCHDOGNAME="WDP" ARPSYSTEMCOMPONENT="1"
ENDPOINT_CERTIFICATE="endpoint_cert.pem"
ENDPOINT_PRIVATEKEY="endpoint_priv.pem"

ENDPOINT_PRIVATEKEY_ PASSWORD="7F8A1B59F55BC171FE7AQ9C1DC76CEE8319AF13FD1A
FOO6600811COF4071E64BB738DCBO4863F45B133138DF634725F5C97B6C57013DC91B358A
CFC6142701874553C2C5BASAA38EB48074B8ACD7AD1E421F93133E263FE1963E032F76911
2ECC5C81" ENDPOINT_TRUSTSTORE="endpoint_truststore.pem" LOGDETAILS="Yes"
/L*v %SystemDrive%\installAgent.log

The batch file contains

Table 5 - DLP Agent Command-Line Arguments

Command/Argument Description

msiexec The Windows command for executing
MSI packages.

/i Name of the installation package

/q Specifies that a silent install should be
performed

INSTALLDIR Specifies the installation directory
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ENDPOINTSERVER Specifies the endpoint server and port to

which agent connects to

TOOLS KEY The password that is associated with the
agent tools. This value is defined during
the agent installation packaging

process.

UNINSTALLPASSWORDKEY The password the administrator uses
when uninstalling agents. This value is

defined during the agent

SERVICENAME The agent service name
WATCHDOGNAME The watchdog service name
ARPSYSTEMCOMPONENT Specifies whether the agent software

will be displayed in windows “add and
remove programs”. A value of 0 will
show the software available where a

value of 1 will hide

ENDPOINT CERTIFICATE The endpoint self-signed certificate file
name: endpoint cert.pem. This file is
created during the agent installation

packaging process.

ENDPOINT PRIVATEKEY The endpoint private key file name:
endpoint_priv.pem. This file is created
during the agent installation packaging

process.

ENDPOINT PRIVATEKEY PASSWORD The password that is associated with the
agent certificates. The password is

located in the endpoint priv.pem file,
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which is created during the agent

installation packaging process.

The endpoint trust store file to trust the
server certificate (server public key):
endpoint_truststore.pem. This file is
created during the agent installation

packaging process.

Specifies whether the installation will
save the details, and to which file the

logs will be saved

After the DLP Agent is installed, the DLP processes can be seen in the windows task

manager:

1% Task Manager
File Options View

Processes Performance App history Startup Users Details Services

~
Name PID

Status User name CPU__Memory (a... UAC virtualizat... Ce

[ wdp.exe 2200 Running SYSTEM 00 964 K Not allowed
T& svchost.exe 2248 Running LOCALSEn 00 T.308 K Not allowed
[#5)svchost.exe 2332 Running SYSTEM 00 2,012K  Not allowed
[#5]MsMpEng.exe 2412 Running SYSTEM 00 98,728 K Not allowed
[#5)svchost.exe 2432 Running LOCAL SE... 00 1,016 K Not allowed
[®] svchost.exe 2440 Running LOCAL SE... 00 1,604 K Not allowed

¥ MpCmdRun.exe 2564  Running NETWORK... 00 1,828K  Not allowed
[%] dllhost.exe 2576 Running SYSTEM 00 2,564 K Not allowed
[#5)svchost.exe 2592 Running SYSTEM 00 1,140K  Not allowed

= spoolsv.exe 2704 Running SYSTEM 00 3,632K Not allowed
[ SecurityHealthServic... 2756 Running SYSTEM 00 1,792K Not allowed
[E]sfe.exe 2816 Running SYSTEM 00 12,560 K Not allowed
[#5) cscm.exe 2828 Running SYSTEM 00 2,320K  Not allowed
(-] svchost.exe 2836 Running LOCAL SE... 00 1,900 K Not allowed
[#)svchost.exe 2856 Running NETWORK... 00 2,744K  Not allowed
[#)svchost.exe 2872 Running SYSTEM 00 10,900 K Not allowed
[#-]svchost.exe 2388 Running LOCAL SE... 00 5492 K __Not allowed

15| edpa.exe 2900 Running SYSTEM 00 13,936 K Not allowed
L8=/svchost.exe 2544 Running SYSTEN 00 1 1TTZK Not allowed
[#5)taskhostw.exe 2968 Running userl 00 1,972K Disabled

[ svchost.exe 3004 Running LOCAL SE... 00 1,108 K Not allowed
[#)svchost.exe 3012 Running SYSTEM 00 588K Not allowed
B2 rRCSeniice eve 2020 Runninn SYSTEM on 12524 K Not allowed v

Fewer details End task

Figure 20 - DLP Agent in Windows Task Manager
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3.3.6 Policies

Data Loss Prevention policies are the core of any Data Loss Prevention solution.
Policies will detect and prevent data loss; however, policy authoring is just a start of a
Data Loss Prevention program, processes are very important to determine what will
happen once an incident is generated. If a policy rule is violated, the system creates an
incident which can be act on. A single policy can have multiple rules and can be created
to target different data loss vectors (data at rest, data in motion, data in use), depending
on the policy response, described below, it is possible to apply different actions based on

the data loss vector.
Policies within the context of this DLP solution are made of three main components:

e Detection: The detection component is where we specify the detection
techniques we will use in this particular policy. Symantec Data Loss Prevention
supports multiple detection techniques:

o The first one is the Exact Data Matching (EDM). EDM allows to detect
personally identifiable information (PII), such as social security
numbers, bank account numbers, credit card numbers, confidential
customer and employee records, and other confidential data stored in a
structured data source, like a database, directory server, or a structured
data file such as CSV or spreadsheet.

o Indexed Document Matching (IDM). IDM 1is used to protect
confidential information that is stored as unstructured data in
documents and files. For example, you can use IDM to detect financial
report data stored in Microsoft Office documents, merger and
acquisition information stored in PDF files, and source code stored in
text files.

o Vector Machine Learning (VML). VML performs statistical analysis to
protect unstructured data. The analysis determines if content is similar
to example content you train against. With VML there is no need to
locate and fingerprint all of the data that needs to be protected, instead
the system is trained to learn the type of content to be protected based
on example documents provided. It is very important to select the

correct documents that are representative of the information we want to
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protect, also, the opposite applies, we also need to select which files
that are not related to the files we want to protect.

Form Recognition provides the capability of identifying confidential
information stored in forms such as tax forms, medical forms, etc. Only
specific types of files are supported by Form Recognition. A scoring
system exists for this kind of detection technology on which a number
between 1-10 identified whether the form is partially filled-in (where 1
is a minimally filled-in form, and 10 is an entirely filled-in form).
Directory Group Matching (DGM). DGM is used to detect data based
on the exact identities of users, senders, and recipients of that data.
Using synchronized DGM, you can connect the Enforce Server to a
group directory server such as Microsoft Active Directory and detect
users based on their directory group.

Described Content Matching (DCM). DCM is used to detect content
and context using different techniques; regular expressions, match
specific keywords or even file properties such as filetype, size, among
others. DCM 1is a detection engine very easy to configure and
implement, however, it may be prone to false positives if not properly
configured. It is recommended to look at compound conditions to
proper tune the DCM policy; a compound condition is a rule with
multiple conditions declared (A and B), in order for the policy to
trigger, both conditions must match.

Regular Expressions: The DLP solution implements a regular
expression engine compatible with Perl Compatible Regular
Expressions (PCRE), that provides a mechanism for identifying strings
of text, such as particular characters, words, or patterns of characters.
Regular expressions can be used to match (or exclude from matching)
characters, patterns, and strings.

Data Identifiers: Data identifiers are algorithms that combine pattern
matching with data validators to detect content. Patterns are similar to
regular expressions but more efficient because they are tuned to match
the data precisely. Validators are accuracy checks that focus the scope
of detection and ensure compliance. The solution comes with pre-

configured data identifiers that can be used to detect commonly used
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sensitive data, such as credit card, social security, and driver's license
numbers.

o When creating a detection rule, we also specify a severity for the
incident. If we want to detect credit card data, from an incident response
perspective, which will be discussed in this section, it may be different
the actions we need to take if one credit card is detected, or if hundreds
are detected. Severity levels can be defined if the policy rules match a
specific match count. If, for example, a match count is less or equal
than a ten we can specify the severity as medium, however, it if is
higher, than we can set the severity to high.

Groups: Within group configuration we can configure rules and exceptions.
This optional component allows to specify, based on DCM and EDM, to whom
will this policy apply. This can be a sender’s email, I[P Address, windows user,
web domain among others.

Response: The response component of a DLP policy specifies what happens
when a policy and rule are triggered. Usually, response rules can be created for
the different data loss vectors, and it is possible to block, notify users, modify
messages (SMTP), quarantine or copy files, add notes, send incident
information to a syslog server and change attributes or statuses of the incidents.
Response rules can also target different severity levels. If a detection is made
in a low severity incident an incident can be created whether a medium or high
severity incident can block or notify different teams for proper escalation.
These features will be covered in more detail in chapter 4 with practical

examples.

There are other key factors to take into consideration when authoring policies. One is

the Policy Groups. When authoring policies, we need to specify a policy group and a

policy group is applied to one or more detection servers. It is possible to use policy groups

to organize policies and incidents by business units, departments, geographic regions, or

any other organizational unit. For example, policy groups for specific departments may

be appropriate where security responsibilities are distributed among various groups. With

the import of a solution pack, policy groups are already available, they can, however, be

edited or changed.
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3.4.Conclusion

This chapter discussed the proposed security architecture that mitigates the risk of data
loss. It described the need of a generic security architecture that can be adapted to
different scenarios and DLP solutions to be deployed by organizations. A DLP solution
was chosen and implemented to demonstrate the ease of implementation of the proposed
architecture. In addition, the requirements for the implementation of the DLP solution

were described including all the necessary steps to successfully deploy the solution.
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Chapter 4 — Testing and Validation

4.1.Introduction

This section presents multiple test cases that cover real world scenarios that can be
covered with the generic DLP proposed architecture. The aim of these tests is to validate
that the proposed architecture mitigates the risk of data loss. It will also ensure that the
proposed architecture addresses the use-cases identified and collect evidences that

supports the successful detection and prevention of data loss.
4.2.Test Cases

This section will implement a specific number of test cases and collect evidences about

the results.
4.2.1. Test Case 1 — PCI DSS Data

Due to compliance reasons, there is the need of identifying credit card information
across the network file shares. Information security policy mandates that credit card
information can only be stored in a dedicated folder (PCI related data). It is also required
from compliance officer that incidents need to be created and properly resolved to
safeguard the information. Previous external audits show evidences that credit card data

have been found outside of approved locations.

This use case focuses on Data at Rest and requires the following DLP modules to be

implemented:

e DLP Management Console (Enforce), including database

e DLP Network Discover and Protect

The first step is to create a DLP Policy that will detect credit card data. The solution

already includes a predefined identifier to detect this kind of information.
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Manage > Polcies > Policy List > Configure Policy Administrator
Save Cancel
General

flame IscTe_pc1_bss

Detects PCIDSS relsted data

Detection
AddRule | | Add Exception
Rules:
« Credit Card Numbers, All (Data Identifiers): Credit Card Number 2%
Severity: High. Count all matches. Look in envelope, subject, body, attachments
= Magnetic Stripe Data for Credit Cards (Data Identifiers): Credit Card Magnetic Stripe Data 2R
Exceptions:

This policy contains no exceptions.

Create a template from this policy

Figure 21 - Policy PCI DSS

This policy was also assigned to a previously created policy group named Regulatory
Enforcement so that, from a reporting perspective, we can have information of incidents

regarding regulatory policies.

Next, a new Discovery Scanning is configured, it was enabled a weekly scan to be
performed in incremental mode (only new or modified items will be scanned in future
scans). Pausing capabilities were not enabled, however, if scanning large targets, such as
file servers with terabytes of information we could pause scans from running during

business hours:

Manage > DiscoverScanning > Discover Targets > Edit Fie System Target Administrator v
save Cancel
General | Scanned Content  Fiters  Advanced  Protect

Scan for PCI data

[0 cConfidential Data Protection
[ Default Policy Group
Requlatory Enforcement

fed items (incremental scan)
Subsequent scans wil be incremental

~ Scan Schedule

Subrit Scan Job on Schedule:

Scan Weekly [JMon []Tue [JWed [JThu [JFi []Sat Sun
12:00 AM O untl m
[] Pause Scan between these times:
12:00 AM ¥ 10| 12:00 AM

Figure 22 — PCI DSS Discovery Scan

We need to configure the scan with credentials that have access to the share being
scanned, as well as specifying the file shares being scanned. No other settings were

configured for this scan:
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Discover Scanning > Discover Targets > Edit File System Target

Cancel
General Scanned Content Filters Advanced Protect
~* Default User

() Use Saved Credentials: -~ None -- v

(@) Use These Credentials:
Name [dipscan |
Password |:,......" |
Confirm Password [ssssssss |

¥ Content Roots (Servers or Shares)

() Use Content Roots from an uploaded file

® Specify Content Roots

- Add Content Roots »

£3 Delete

5 Fitters

[ ¢ Content Root

[} \\dc\fileshare

Figure 23 - PCI DSS Discovery Scan Conetnt

Once the scan is started and finished, we can analyze the results:

Manage > Discover Scanning > Discover Targets > Scan Detail

General
Target Type
Target Name
Status

Scan Type
Start Time

End Time

Scan Statistics

&P Fie System Processed
Scan for PCI data Run Time
Compisted Items Scanned
Incremental Bytes Scanned
4/28/20 11:14 AM Errors

4/28/20 11:16 AM

Recent Scan Errors

Current Incident Count

Date Path
Recent Scan Activity

Date/Time Level Message

4/28/20 11:15:23 AM INFO Finished 37 items, 1,289,197 bytes; fitered 22 items
4/28/20 11:15:33 AM NFO Finished 54 items, 388,074 bytes; fitered 0 items
4/28/20 11:15:43 AM NFO Finished 118 items, 1,564,051 bytes; fitered 0 items
4/28/20 11:15:53 AM NFO Finished 69 items, 1,129,136 bytes; fitered 0 items
4/28/20 11:16:03 AM NFo Finished 58 items, 380, 161 bytes; fitered 0 items
4/28/20 11:16:12 AM NFO Finished 89 items, 1,835,913 bytes; fitered 0 items
4/28/20 11:16:23 AM NFO Finished 120 items, 3,347,273 bytes; fitered 0 tems
4/28/20 11:16:33 AM NFO Finished 99 items, 868,574 bytes; fitered 0 items
4/28/20 11:16:43 AM INFO Finished 89 items, 2,122,356 bytes; fitered 0 items
4/28/20 11:16:49 AM NFO Finished 28 items, 15,469, 505 bytes; fitered 1items
4/28/20 11:16:49 AM INFO Finished scanning Share: //dc/fileshare

4/28/20 11:16:49 AM NFO Scan finished

This scan identified 21

Administrator

Download Ful Statistics Report
Share: 1f 1
00:00:01:50
a3
52,98 MB (57.435.114 Bytes)
o
21

Download Full Error Report

Douirload Full Activity Report

Figure 24 - PCI DSS Discovery Scan Result

what was detected:

security incidents which we can see detailed information of
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[f} Export ~
Filter
Status: (Eauals 7] [an
Scan: |_custom v)
Target ID: |_All Targets v

Detection Date: | All Dates

Fileserver
4/26/20 3:03 PM (incremental)
Scan for PCI data

14
4/28/20 11:12 AM (incremental)

>

» Advanced Filters & Summarization

Applied Filters
Status Equals All
Target ID All Targets

Inddent Actions + [ select All
O Type

0w

Location [ Target [ Scan'w

o<

o2

oe

e

o«

0w

Scan Custom 4/28/20 11:14 AM (incremental)
Detection Date All Dates

[shov / hide fiters]

Jdcfileshare Demo Data.zip
Scan for PCI data
4/28/20 11:14 AM
//dc/fileshare [Emails/test_email. msg
Scan for PCI data
4/28/20 11:14 AM
J/dcfileshare Demo Data/Demo Data/UK/UK_Customer_Data,xis
Scan for PCI data
4/28/20 11:14 AM
J/dc/fleshare/Demo Data/Demo Data/UK misc/15,000 UK NamesV2.2ip
Scan for PCI data
4/28/20 11:14 AM
Jidcfileshare /Demo Data/Demo Data/UK fmisc/15,000 LK Names. csv
Scan for PCI data
4/28/20 11:14 AM
/Demo Data/Demo D:
Scan for PCI data
4/28/20 11:14 AM
J/dcfileshare Demo Data/Demo Data/Misc/Sample Incident Web Archive incidents/incident648/
[ —— e

mareEnrDrnrascing \Wach vl

ustomer credit card info.xls

Severity:
11l High

11 Medium

Low

| Info

Apply

Severity Is Any Of High [II€EY, Medium (1), Low (), Info ()

File Owner

BUILTIN\Administrators

BUILTIN\Administrators

BUILTIN\Administrators

BUILTIN\Administrators

BUILTIN\Administrators

BUILTIN\Administrators

BUILTIN\Administrators

Figure 25 — PCI DSS Discovery Scan Result Details

1D / Policy

00000035
ISCTE_PCI_DSS

00000035
ISCTE_PCI_DSS

00000034
ISCTE_PCI_DSS

00000033
ISCTE_PCI_DSS

00000032
ISCTE_PCI_DSS

00000031
ISCTE_PCI_DSS

00000030
1SCTF PCT NSS

12 2 Gk 42| Sho
Matches Severity

1074 |l

sl

=1l

o il

wo il

& il

7~ il

w Al

Status

New

New

New

One of the detected files contains the following:

Incidents > Discover > Incidents- All Scans > Discover Incident Snapshot
B Dismiss, Bus. Process ... a Dismiss, False Positive E Escalate for Investiga... a Notify Manager E More ¥
Incident 00000034 (matches found in 1. )
Status: New v
J File System Severity: | High v v ) UK_customer_Data.xis (34 Matches):
...hreys 7 6 1978 Visa 4485579240649540 Jul-07 female Mall...
Key Info History Notes Correlations
...rnton 8 2 1971 Visa 4716978776855680 Sep-09 female Lucy A Peacock 82 Guild ... 4835 3100 Hammond 2
Policy Matches 24 1948 MasterCard 5234823254625140 Jun-07 male Charles B Thomas 30 Reddi...070 4932 0711 Ball 4 20
1949 MasterCard 5158171871525810 Aug-09 female Naomi C Bates 75 Whitchu...m 079 1618 9775 Chadwick
Matches 5 19 1983 Visa 4532614295339250 Aug-07 male David ...
ISCTE_PCI_DSS [ view policy] 34
Credit Card Numbers, All (Data 34 ...ellor 19 1967 Visa 4916526086919890 Jun-08 female Chloe K May 25 Ponteland...79 5355 7323 Gough 8
Identifiers) 18 1981 MasterCard 5134112035904490 Jul-07 female Summ...
. _ ...old 11 18 1957 Visa 4916798818219440 Oct-07 male Harvey S Phillips 30 North...om 078 4522 5385
Incident Details Chadwick 9 8 1967 Visa 4532071414343160 Aug-08 male Reece ...
Server of SingleTier aser 119 1980 Visa 4929691251369910 Mar-07 female Lydi
Detector 9
Target Scan for PCI data .
Scan 4/28/20 11:14 AM ...Khan 5 24 1965 Visa 4556709951936380 Jul-08 male Owen P Robertson 20 Grencb... 070 0661 9737 Ryan

Detection Date
Seen Before
Is Hidden

File Location

Document Name
File Owner
Scanned
Machine

File Created
Last Modified
Last Accessed

Data Owner
Name

Data Owner
Email Address

4/28/20 11:16 AM

No

No [ Do Mot Hide ]
[fdcffileshare/Demo Data/Demo
Data/UK/UK_Customer_Data.xls
[ go to file | go to directory ]
UK_Customer_Data.xls
BUILTIN'\Administrators

dc

4/11/20 1:48 PM
11/25/15 8:16 AM
4/26/20 3:06 PM

[change ]

[change ]

6 3 1942 MasterCard 5500433049007120 Mar-07 male Sean E...

...rlow 4 27 1983 Visa 4916337900695090 Nov-09 male Morgan P Fisher 89 Harroga...m 079 5513 7266
Butcher 11 21 1977 Visa 4716271967097720 Sep-08 male Jamie T Fox 92 Maidstone R...t.com 077 7355 1340
Evans 4 8 1984 Visa 4716217444429960 Mar-07 female Hannah K Thorpe 90 Frase....com 070 2937 5409
Bond 12 24 1969 Visa 4916652205119830 Jan-07 female Demi...

...ong 10 21 1973 Visa 4916921256362650 Nov-09 female Ella M Thornton 65 Prest...com 079 8752 4722
Gibbs 10 16 1947 Visa 4485681047876720 Sep-08 female Imog...

...48 1941 MasterCard 5152134798904670 Feb-09 male Luke M...
...arke 9 25 1969 Visa 4532399189685840 Sep-03 female Kier. ..
...14 1953 MasterCard 5489669446310410 Mar-08 male Thomas...

... 28 1946 MasterCard 5280174500466100 Mar-08 female Amy C Spencer 16 Marlbor... 077 5814 6641 Rice
9 5 1967 MasterCard 5100768419897160 Mar-07 female Madi...

Figure 26 - PCI DSS Discovery Incident Detail

From the detailed incident information, we can clearly identify why this incident was

created among other relevant information. By using role-based access control (RBAC)

we could hide for specific users some information, this is useful in case I don’t want for
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the first responder to have access to the content that triggered the policy (matches), but

for users that handles escalations, they can see which content triggered the policy.

As a summary for this test case, the focus was identifying confidential information
related to PCI DSS stored in network file shares (Data at Rest). By creating a DLP policy
we were able to scan the target and identify information at risk. These results provide the
evidences that the solution will in fact reduce the risk of data loss. Business unit leaders
and data owners can now identify any broken business processes by identifying the
incidents generated. Although it was not configured, it is possible to quarantine files or

copy them, automatically, thus resulting in an automated remediation.

4.2.2. Test Case 2 — Data Classification Policy

This test case will focus on enforcing the information classification policy. Classifying
information is a good practice, because otherwise, all information will have the same
value; since some information is more critical than other, by using a classification scheme,
specific security controls can be applied to the most critical information. To safeguard
confidential information, a process exists, and end-users are required to classify the
information as it is described in section 2.5. DLP will ensure the enforcement of the
policies. The goal is to prevent that information classified as “Confidential”, “Sensitive”

or “Private” cannot leave the organization.

This use case focuses on Data at Rest, Data in Use and Data in Motion and requires

the following DLP modules to be implemented:

e DLP Management Console (Enforce), including database
e DLP Endpoint Discover and Prevent

e DLP Network Discover and Protect

e DLP Network for Email

First, a DLP Policy is created to map the classification policy:
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Mansge > Poer > Poy Ust > Configurs oy
Save | | Cancel

General

em (SCTE Cotiamtia Dommets

Dmcrption (i ey s compen-cot i ot o 7ok o =
ey Lo (

ey g [ttt Prtmion <

P Jo—

—— 817720 22 1y Amiisser

Detection | Groups  Response

Add Rule | [ Add Exception

Rules:
= Proprietary Documents (Attachment/ File Type): Fi typs is Microsaft Excel Maoro, Mirosaft Excel, Mirosoft Works Spresdshast, SYLK S
Spreadsheet, Corel Quattro Pro, ...
By
o
IR
» Confidential Documents (Keyword Match): Mztch “confidential",
Severity: High. f k in
o
- MNot For Distributic ile Type): Fike type is Micosoft Excel Macro, Micosoft Excel, Microsoft Works Spreadshest, I %
SYLK Spreadsheet, Corel Quatwro Pro, ...
Bt
= Documents Not For Distribution (Keyword Match): Mtch "éo not distibute’
o
= Internal Use Only Documents (Attachment/ File Type): File type is Micosoft Excel Macro, Miosoft Excel, Microsoft Works Spreadshest, SYLK 2 R
‘Spreadshest, Corel Quattro Pro, ..
EodreiyAy
= Internal Use Only Documents (Keyword Match): Match *
Severity: High. Check fi Look in envelope, be
Figure 27 - Data Classification Policy
As the response rules, the following will be executed:
Detectin | Groups | Response |
| <choose response rule> v] [ Add Response Rule
Rules Actions. Conditions
Block SMTP Email Network Prevent: Block SMTP Message when Severity Is Any Of High Vol 4
All: Set Status : Escalated and Protocol or Endpoint Monitoring Is Any Of SMTP
Block Copy to Removable Media Endpoint Prevent: Block when Severity Is Any Of High 2R
AlE: Set Status : Escalated
Notify User if Shared Endpoint Prevent: Notify when Protocol or Endpoint Monitoring Is Any Of Endpoint Copy to Network Share 2%

Create a template from this policy

Figure 28 - Data Classification Policy Response

When an email is sent containing confidential information, it will be blocked:

Incidents = MNetwork = Incidents- All = Netweork Incident Snapshot
E Dismiss, Bus. Process ... E‘ Dismiss, False Positive a Escalate for Investiga... @ Notify Manager
Incident 00000094

Matches (matches found in 1 component)
Status: Escalatedv

] SMTP Severity: High - v Body (1 Match):
Classification: Private
Key Info History Motes Correlations
Policy Matches
Matches
ISCTE_Confidential Documents [ view policy] 1
detects_dassification (Keyword Match) 1
Incident Details
Server or SinaleTier
Detector g
Is Hidden No [ Do Mot Hide ]

Figure 29 - Data Classification Policy Incident Detail

E‘ More ¥
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When a user tries to copy a confidential file from a network share to the endpoint the

action is blocked:

Home  Share  View
D 4 cut X 7 New item ~ Open FH select an
w. Copy path £ ] Easy access ~ Edit Select none
PintoQuick Copy Paste - Move Copy Delete Rename  New Properties
e [7] Paste shorteut e S folder o History 2 Invert selection
Clipboard Organize New Open Select
« - 4 s> Network > dc > Users > Admin Blocked v & Search Files
i Local Disk (C:) A Name @\ i Size
i DVD Drive (D) CENA_X64FREE_EN-US_ Ad [ der
== Fileshare (\\dc) (Z:) Ag| The file "Merger_Contract.doc” you are attempting to move, Ider
= copy, save, or transfer potentially contains sensitive
F Libraries De information that violates the following security policies: der
& Network oLl "ISCTE_Confidential Documents”. \der
I dc En Ider
e En Ider
. CertEnroll ©
HR Ider
Fileshare
- T Ider
. NETLOGON M \der
SYSVOL
- . (® 1 did not know transferring this data was restricted. Ider
& Users Sal O This is part of an established business process. Ider
Administrator.DC % De (OMy manager approved this transfer of data. ssed (zipp...
Desktop 1 0L (O There is no confidential data in these files. lext Document 1KB
Eleshare E or Oother: ocument 1KB
Apply this justification to subsequent dialogs resultin ;
B flom this acton cuenasssresing ation @
teste '
=] s ocument 1KB
= tsclent
Centrol Panel
1l Recycle Bin
Agentinstallers
Anyconnect Profile Editor
v

16 items

Figure 30 - Data Classification Policy Endpoint Block

hare »

Not only the file is blocked from being copied but the user is also notified that this

action was blocked. This promotes awareness and reduces risky behaviors.

When performing scans, for example, in a network file share like the example below,

it is possible to identify where the confidential files are stored:

V) Symantec Data Loss Prevention | Home | Incidents v = Manage v | System
Incidents > Dicover > Incidents - All Scans
Close . saver [ Export v
& saved Reports Filter
Status: | Equals o Lan
No Saved Reports Scan: e
Available : [(All scans )
Target ID [_All Taraets 7]

Y Discover Reports

Exec. Summary -
Discover

Incidents - All Scans
Incidents - New

Target Summary

Policy by Target

Status by Target
Content Roots at Risk

Detection Date: | All Dates

» Advanced Filters & Summarization

Applied Filters
Status Equals All

Target ID All Targets

[ select Al

[ Tyee Location / Target / Scan

o«

o«

ow

[my=]

o<

o

Scan All Scans

Detection Date All Dates

Jide/fieshare Emals test_email - Copy.msg
Fileserver
8/17/20 7:47PM

[Showe ] hide fiters]

Severity:

. Medium

o8 & &

Administrator v

Apply

Severity Is Any Of High [II@E@D, Medium I1.€5), Low (),

Info

File Owner
BUILTIN\Administrators

J/de/fileshare /Demo Data/Demo Data/Misc/Sample Incident \Web Archive BUILTE
Fleserver
8/17/20 7:47PM
J/de/fieshare /Demo Data Demo Data/Misc/Sample Incident \Web Archive 12] BUILTE
Fleserver
8/17/20 7:47PM
Data/Demo D: Incident Web BUILTIN\Administrators
acme_sourcecode.java
Fleserver
8/17/20 7:47PM
/fdefileshare Demo Data/Dema Data/Misc/Sample Incident Web Archive incidents/incident312/ BULLTIN\Administrators
sourcecod_updated.zip
Fleserver
8/17/20 7:47PM
[/dc/fileshare [Demo Data/Demo Data/Misc/Sample Incident Web Archive incidents/incident312/ BUILTIN\Administrators

acme_sourcecode java

Figure 31 - Data Classification Policy Discovery Scan

D ¥ / Policy

00000092
I5CTE_Confidential Documents

00000091
1SCTE_Confidential Documents

00000030
1SCTE_Confidential Documents

00000088
ISCTE_Confidential Documents

00000088
1SCTE_Confidential Documents

00000087
ISCTE_Confidential Documents

FR0Cf75 L 4 Show Al

Matches Severity Status

21l

21l

2l

2

2

21l

Escalated
Escalated
Escalated

Escalated
Escalated

Escalated
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An incident responder can then determine if the files should be stored in the location

that were found and remediate the incident.

As a summary for this test case, the goal was to enforce the data classification policy
and ensure that no confidential information leaves the organization. By configuring a
DLP Policy detect specific keywords as described in the data classification policy, it was

possible to successfully detect and block data loss.

4.2.3. Test Case 3 — Personal Data

This test case will address the requirement of identifying personal data within the
organization. Due to General Data Protection Regulation (GDPR) having visibility on
where personal data is stored and used is key in order to better protect it. Different
business units may handle personal data and it can be either structured or unstructured

data. This test case will focus on protecting the content of structured data.

This test case focuses on Data at Rest, Data in Use and Data in Motion and requires

the following DLP modules to be implemented:

e DLP Management Console (Enforce), including database
e DLP Endpoint Discover and Prevent

e DLP Network Discover and Protect

A DLP Policy is created to index a data source (file share), that contains the personal
data. Before the policy is created, we need to create a data profile which contains the files

to be indexed:
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Manage > Data Profiles = Indexed Documents > Configure Document Profile

Save Cancel
General
Name ( ]
\vpersonal_data \
_E:.-cu ment Upload Document Archive to Server Now Do not use for archives containing Non-ASCII filenames
ource

’ Browse..  No file selected.

O Reference Archive on Enforce Server
None Selected

O Use Local Path on Enforce Server

Use Remote SME Share

UNC Path [\ dc\ Fileshars|\HR
User

O Use Saved Credentials: -- None -- -
(@) Use These Credentizls:
Username | Administrator |
Passviord | sessssss \
Re-enter Password [e0nsnaes ‘
O Import from 2 Remotely Created IDM Profile
Select Remote IDM Profile R
Password to Decrypt Remote IDM Profile
Re-enter Password
Figure 32 - Personal Data Index
In this scenario, the human resource folder was indexed:
Mansge > Data Profies > Indexed Documents
Add Document Profile Configure Partial Matching
Document Profile Location Documents Estimated Profile Size (MB) Endpoint Partial Matching
V personal_data \\dc'Fileshare\HR 7 0,01

SingleTier (Version 3) Completed 8/18/20 2:10 PM

Figure 33 - Personal Data Indexed Files

Next, the DLP Policy is created with the following settings:

Manage > Polices > Policy List > Configure Policy

Save Cancel
General
Name 1SCTE_Persona|_Data
Description [Protects Personal Data J

Policy Label (

Policy Group | Confidentsl Dats Protection +

Status Active [ suspend ]
Last Modified §/18/20 2:23 PM by Administrator

Detection Groups Response

Add Rule Add Exception

Rules:
» detects_personal_data (IDM): Detect documents in personal_data index with exact match. o
Severity: High. Count all matches. Look in body, attachments.
Exceptions:

This policy contains no exceptions.

Figure 34 - Personal Data Policy
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The response rules configured are as following:

Detecton  Groups | Response

[ <choose response rule>
Rules Actions Conditions
Block_HTTP Endpoint Prevent: Block when Protocol or Endpoint Monitoring Is Any Of HTTP 2R

Notify_HTTPS Endpoint Prevent: Notify when Protocol or Endpoint Monitoring Is Any Of HTTPS 2%

Figure 35 - Personal Data Policy Response

When a user tries to upload to a website, which can be a social media, personal email,

cloud storage, etc. the action is blocked:

&« = 0O h (@  diptest.com/http-post/ m ¥

0 DLPTEST

Home HTTP Post HTTPS Post  FTP Test Sample Data Contact

Blocked
€3 Blodked: confidential data detected

The web content "http://diptest. com/wp-admin/admin-
ajax.php” you are attempting to move, copy, save, or
transfer potentially contains sensitive information that
violates the fallowing security policies:
"ISCTE_Personal_Data”,

HTTP Post

For a complete Data Loss Prevention Test you should I to complete a HTTP Post Test and this form is
setup to go nowhere. If your Data Loss Prevention so cked.

f this page loaded with SSL, here is a redirect URL htt @1 did not know transferring this data was restricted

(O This is part of an estabiished business process.
(O My manager approved this transfer of data.

(O There is no confidential data in these fles. File Upload *
O other:

DApply this justification to subsequent dialogs resulting ;
from this action, H

Test Message *

Customer_Datal.... 0.1 MB)

aEE——
Server responded with 0
code
Submit

Figure 36 - Personal Data Policy Web HTTP Block

It can either use HTTP like the example above, or HTTPS as the example below:

62



Recommendation of a security architecture for data loss prevention

0 DLPTEST

Home HTTP Post HTTPS Post FTP Test Sample Data v Contact

Warning

1 wami 1ol data

The web content "https://diptest.com/https-post/” you are
attempting to move, copy, save, or transfer potentially
contains sensitive information that violates the following
security policies: “TSCTE_Personal_Data”.

HTTPS Post

For a complete Data Loss Prevention Test you should to complete a HTTPS Post Test and this form is
setup to go nowhere. If your Data Loss Prevention so cked.

(@1 did not know transferring this data was restricted.
(O This is part of an established business process.

Test Message * (O My manager approved this transfer of data.
8“‘3‘9 is no confidential data in these files. Your post was successful! If you were trying
Other:
to block this action via DLP the policy did
(] Apply tis justifcation to subsequent dalogs resuling policy
from this action. not work correctly.

Figure 37 - Personal Data Policy Web HTTP Monitor

In the case of HTTPS, the policy was configured to only notify and not block, however,
the action could be blocked as it was HTTPS traffic.

From the DLP Management console, the new incidents are shown:

nts > Endpoint > Incidents - New Adminitrator v
Close 5 save ~ [ Export ~
B saved Reports Filter
Status: Equals v New Severity: Apply
No Saved Reports Date: eet00 MillHish M| Low
Available 25t 30 Davs 11 Medium Info
T Endpoint Reports » Advanced Filters & Summarization
Exec. Summary - Endpoint | APPlied Filters
Incidents - All e Date Last 30 Days Severity Is Any Of High III€E), Medium II. €, Low (),
Info ()
Incidents - New
Policy Summary [ Select All [Shove / hide fiters] 1140F14 k<042 Show Al
Incident Status Summary
Highest Offenders O vype Destination / Machine / User Occurred On W 1D / Policy Matches Severity Status
Endpoint Location Oa@ WINID 8/18/20 2:28PM 00000101 il New
Summary - usert ISCTE_Personal_Data
https: /diptest. com/https-post/
0O wel WINIO 8/18/20 2:04PM 00000100 N 11} New
- dserl ISCTE_Personal_Data

http://diptest.com/wp-admin/admin-ajax.php

Figure 38 - Personal Data Incidents

When running a scan, personal data will also be identified:
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ncidents > Discover » Incidents- AllScans Adminstrator v
Close H save ~ [} Export ~
H saved Reports Filter
Status: Equals Al Apply

Severity:
Millvicn & Low
M|, Medium Info

No Saved Reports Scan
Available Custom

Y piscover Reports

Target ID: All Targats

Detection Date: [ All Dates

» Advanced Filters & Summarization

Applied Filters

Status Equals Al Scan Custom 8/18/20 3:22 PM Severity Is Any Of High 1€, Medium (), Low (), Info
Target ID All Targets Detection Date All Dates
O Select All [Show / hide fiters] +500F58. S show Al
O Tvee Location / Target | Scan ¥ File Owner 1D / Policy Matches Severity Status
o J/dc/fieshare/HR SSN_EDM_Test_Data. txt BUILTIN\Administrators 00000199 il New
ISCTE F

Filese:
8/18/20 3:22PM

oL J/dc/fileshare/HR BingoWVinners.xls BULLTIN\Administrators 00000198 i New
Fileserver ISCTE_Personal_Data
8/18/20 3:22PM
[y are/HR fencrypted. zip BUILTIN\Administrators 00000197 1] New
ISCTE_Personal_Data
o J/dc/fleshare 4R fencrypted.ize BULLTIN\Administrators 00000196 Tl new
Fileserver ISCTE Personal_Data

8/18/20 3:22PM

o Jidcffleshare/HR [Password protected file.xis BULLTINVAdministrators 00000195 Tl vew
ISCTE_Personal_Data

8/18/20 3:22PM

Figure 39 - Personal Data Discovery Scan

As a summary for this test case, the goal was to identify personal information at rest,
in use and in transit. By indexing the network share that contained the personal data, a
DLP Policy can be created to detect either the whole document of a subset of the
document. After a response rule can be applied that will monitor, notify or block the

action being taken.

4.2.4. Test Case 4 — Custom Detections

The DLP solution implemented, provides a scripting language to help the development
of custom aspects of detection, including file type identification and custom validators
that can be used for data identifiers. One reason to use custom detections is to be able to
detect specific information not available by default in DLP solutions. Some examples can
be Portuguese related information, such as: National ID Number or Social Security
Number. An advantage of using the scripting language instead of regular expressions is
that we can apply specific validators such as check digits or Luhn algorithm (the latter

identifies credit card numbers, among others.).

The objective for this test case is to develop custom detection to detect this kind of

information.

First, it will be created a new data identifier in the DLP solution to identify the National

ID Number with specific patterns to be identified:
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Manage > Policies > Data Identifiers

Save Cancel

¥ Details
Name: Portuguese ID Number
Description: Detects Cartdo de Cidaddo
Category: Custom

Rule Breadth:

> Wide

Enter one or more patterns, separated by line breaks

Patterns: \d{93}[A-Z,0-91{21\d

[0-8]{8}[- ][0-9]{1}[A-Z]{2}[0-9]{1}
\d{s}

Data Normalizer: | pgits and Letters

Validators:
Validation Checks

ABA Checksum
No Validation

Australian Company Number Validation Check.
Australian Medicare Number Validation Check.
Australian Tax File validation check

Burgerservicenummer Check
China ID checksum validator
Codice Fiscale Control Key Check

Cusip Validation

Drug Enforcement Agency Number Validation Check.

DNI control key check
Exclude exact match

Exdude beginning characters

Exdude ending characters

Description and Data Entry

Enter 3 custom script to validate pattern matches for this dats identifier breadth.

Custom Script

$d1 = getIntegerAt($normalizedMatch, 0x0, 1);
$d2 = getIntegerAt($normalizedMatch, 0x1, 1);
$d3 = getIntegerAt($normalizedMatch, 0x2, 1);
$d4 = getIntegerAt($normalizedMatch, 0x3, 1);
$d5 = getIntegerAt($normalizedMatch, Ox4, 1);
$d6 = aetInteaerAt($normalizedMatch, 0x5, 1);

Add validator Clear

Active Validators
Custom Script (8d1 = getIntege...)

Figure 40 - Portuguese ID Data Identifier

The content of the script is:

$d1 = getIntegerAt($normalizedMatch, oxo,

$d2 = getIntegerAt($normalizedMatch, ox1,

$d3 = getIntegerAt($normalizedMatch, ox2,

$d4 = getIntegerAt($normalizedMatch, ©ox3,

$d5 = getIntegerAt($normalizedMatch, ox4,

$d6 = getIntegerAt($normalizedMatch, ©Ox5,

$d7 = getIntegerAt($normalizedMatch, ox6,

$d8 = getIntegerAt($normalizedMatch, ox7,

$cl = getIntegerAt($normalizedMatch, ©0x8,

$iRuleOutAllZeros =

assertTrue( $iRuleOutAllZeros > 0 );

1);
1);
1);
1);
1);
1);

1);

add($d1, $d2, $d3, $d4, $d5, $d6, $d7, $d8, $c1);

7R
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$d1 = multiply($d1i, 9);
$d2 = multiply($d2, 8);
$d3 = multiply($d3, 7);
$d4 = multiply($d4, 6);
$d5 = multiply($d5, 5);
$d6 = multiply($de, 4);
$d7 = multiply($d7, 3);

$d8 = multiply($ds, 2);

$iCheckSum = add($d1, $d2, $d3, $d4, $d5, $d6, $d7, $d8);
$iCheckSum = mod($iCheckSum, 11);
$iCheckSum = sub(11, $iCheckSum);

assertTrue($iCheckSum ==$c1);

The check digit in this example is being performed in the 9" digit to be able to detect
the old citizen card. This can be easily changed by performing the required changes in the

Patterns of this data identifier. This script works by:

1. Sum the nine digits and ensure it is bigger than 0

2. Multiply the first 8 digits starting by multiplying the first digit with 9 and
ending with the 8" digit with 2

3. Sum the multiplied numbers and calculate remainder

4. The subtraction of the remainder per 11 will give the check digit

This custom validator will be able to detect National ID Numbers in the following

format (assuming the check digit is valid): 123761239; 121134524AA1.

Second, we create a new DLP policy to detect this newly created data identifier:
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Manage > Policies > Policy List > Configure Policy

Save Cancel
General
Name |1SCTE_Portuguese_PII |
Description (Policy to identify Portuguess PIT |
Policy Label ( )
Policy Group | Confidentsal Data Protection +
Status Active [ suspend ]
Last Modified 10/3/20 7:18 PM by Administrator

Detection | Groups  Response
AddRule | | Add Exception

Rules:
« Detect PII (Data Identifiers): Portuguese ID Number

Severity: High. Count all matches. Look in envelope, subject, body, attachments

or

= detects_ss (Data Identifiers): Portuguese Social Security Number
Severity: High. Count all unique matches. Look in envelope, subject, b

Exceptions:

“This policy contains no exceptions.

Create a template from this policy

Recommendation of a security architecture for data loss prevention

y, attachments.

Figure 41 - Portuguese National ID Card Policy

The response rule created for this policy is to notify the end-user when the information

is copied from the endpoint to an external location:

Manage > Policies > Policy Lt > Configure Policy
save Cancel

General

[15CTE Portuguese_PIT )

[Policy to identfy Portuguese PII J
\ |

| Confidential Data Protection v

Status Active [ suspend ]

Last Modifed 10/3/20 7:19 PM by Adminstrator

Detecton  Groups | Response

<choose response rule> . Response Rule
Rules

Notify End User

Actions
Endpoint Prevent: Notify

Create a template from this policy

Administrator

Conditions
when Severity Is Any Of High, Medium 2%

Figure 42 - Portuguese National ID Card Policy, Response Rule

When the user copies information, in this case to a network share, the result is the

following:

Incidents = Endpecint > Incidents - All > Endpoint Incident Snapshot

73 Dismiss, Bus. Process ... () Dismiss, False Positive [ Escal

ate for Investiga... '/T} Notify Manager f‘} More ¥

Incident 00000240 &) -
Status: | New ¥
& Endpoint Copy to
Network Share Severity: | High v
Key Info History Motes Correlations

Policy Matches

Matches
ISCTE_Portuguese_PII [ view palicy] [
Detect PII (Data Identifiers) 6

Incident Details

Server or

Detector SingleTier

Agent Response User Notified (3]
Occurred On 10/4/20 7:53PM

Reported On 10/4/20 7:56 PM
Is Hidden No [ Do Not Hide ]

hes (i hes found in 1 )

v D C:\Users\user 1\Desktop\testepii - Copy. txt (6 Matches):

123761239; 12113452 4AA1; 121134524AA1 123761239; 12113452 4AA1; 121134524AA1 123761239;
12113452 4AA1; 121134524AA1 134542215 121134520 121134520771 121134555 121134555771

Figure 43 - Portuguese National ID Card Incident
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To detect the Portuguese Social Security Number, the process is identical. First, we

create a new data identifier:

Manage = Policies = Data Identifiers

Save Cancel

~ Details
Name: Portuguese Social Security Number
Description:
Category: Custom

Rule Breadth:

~ Wide

Enter one or more patterns, separated by line breaks

Patterns: \d{11}

Data Normalizer: | Diaits

Vvalidators:
Validation Checks

ABA Checksum
No Validation

Australian Company Number Validation Check.
Australian Medicare Number Validation Check.
Australian Tax File validation check

Burgerservicenummer Check
China ID checksum validator

Codice Fiscale Control Key Check

Cusip Validation

Drug Enforcement Agency Number Validation Check.

DNI control key check
Exdude exact match

Exdude beginning characters
Furhida andina rharartare

Figure 44 - Portuguese Social Security Number Data Identifier

The content of the script is:

$d1 = getIntegerAt($normalizedMatch, oxo,

$d2 = getIntegerAt($normalizedMatch, ox1,

$d3 = getIntegerAt($normalizedMatch, ox2,

$d4 = getIntegerAt($normalizedMatch, ©0x3,

$d5 = getIntegerAt($normalizedMatch, ox4,

$d6 = getIntegerAt($normalizedMatch, ©Ox5,

$d7 = getIntegerAt($normalizedMatch, ox6,

$d8 = getIntegerAt($normalizedMatch, ox7,

Description and Data Entry

Active Validators
Custom Script (§d1 = getIntege...)

1);
1);
1);
1);
1);
1);
1);

1);

7%
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$d9 = getIntegerAt($normalizedMatch, ©x8, 1);
$d10 = getIntegerAt($normalizedMatch, o@x9, 1);

$cl = getIntegerAt($normalizedMatch, OxA, 1);

$iRuleOutAllZeros = add($dl, $d2, $d3, $d4, $d5, $d6, $d7, $d8, $d9,
$d1e, $c1);

assertTrue( $iRuleOutAllZeros > 0 );

$d1 = multiply($d1i, 29);

$d2 = multiply($d2, 23);
$d3 = multiply($d3, 19);
$d4 = multiply($d4, 17);
$d5 = multiply($d5, 13);
$d6 = multiply($de6, 11);
$d7 = multiply($d7, 7);
$d8 = multiply($ds8, 5);
$d9 = multiply($d9, 3);

$d10 = multiply($die, 2);

$iCheckSum = add($d1, $d2, $d3, $d4, $d5, $d6, $d7, $d8, $d9, $di19);

$itemp = mod($iCheckSum, 10);

$iCheckSum = sub(9, $itemp);

assertTrue($iCheckSum ==$c1);

This script works by:

1. Sum the eleven numbers that make the Portuguese Social Security Number and

ensure they are not zero.
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2. Multiple the first ten numbers with prime numbers (2, 3, 5, 7, 11, 13, 17, 19,
23,29)
Sum the multiplied numbers and calculate remainder

4. The subtraction of the remainder per 9 will give the check digit

This custom validator will be able to detect Social Security Number in the following

format (assuming the check digit is valid): 12345678901.

The same policy created for the previous data identifier can be reused:

Manage > Policies > Policy List > Configure Policy

Save Cancel

General

|1SCTE_Portuguese_PI1 |

| Policy to identfy Portuguese PII |

| Confidential Data Protection v |

spend ]
Last Modiied 10/3/20 7:18 PM by Administrator

Detection Groups Response

AddRule | | Add Exception

Rules:
« Detect PII (Data Identifiers): Portuguese ID Number 2%
Severity: High. Count allmatches. Look in envelope, subject, body, attachments.
or
+ detects_ss (Data Identifiers): Portuguese Soial Security Number I %
Severity: Figh. Countt all unique matches. Look in envelope, subject, body, attachments;
Exceptions:

This palicy contains no exceptions.

Create a template from this policy

Figure 45 - Portuguese Social Security Number Policy

When the user copies information, in this case to a network share, the result is the

following:

Incidents = Endpoint = Incidents - New = Endpoint Incident Snapshot
(i Dismiss, Bus. Process ... (> Dismiss, False Positive (i Escalate for Investiga... (> Notify Manager (.= More ™

Incident 00000244 = Matches (matches found in 1 component)
Status: New v

&5 Endpoint Copy to
Network Share Severity: High - v D C:\Usersluser 1\Desktop\seguranca_sodial. txt (3 Matches):
... 10110383000 17760921470 14488608828
Key Info History MNotes Correlations

Policy Matches

Matches
ISCTE_Portuguese_PII [ view policy] 3 3
detects_ss (Data Identifiers) 3
Incident Details
Server ar I
Detector SingleTier

Agent Response User Notified (3
Occurred On 10/4/20 8:30 PM
Reported On 10/4/20 8:42 PM
Is Hidden Mo [ Do Mot Hide ]

Figure 46 - Portuguese Social Security Number Incident
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4.3.Conclusion

This chapter presented a set of test cases to validate whether the proposed architecture
reduces the risk of data loss. Various test cases were performed to ensure that data can be
protected in different states. Based on the outcome of the test cases it was concluded that

the proposed architecture does mitigate the risk of data loss for the proposed scenarios.
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Chapter 5 — Conclusion

This chapter concludes this thesis and presents the conclusions of this work that were
defined in the first chapter. It also suggests a number of ways for future research to

improve knowledge in this area.

5.1.Conclusion

This thesis addressed the topic of data loss prevention, which is an ongoing discussion
in the field of information security and validated that it is possible to mitigate and reduce

the risk of data loss, by implementing data loss prevention solutions.

Throughout this thesis, both commercial and open-source data loss prevention
solutions were investigated to determine how they work, and which are the main
components of such solution. Based on this research it was identified that data loss
prevention solutions complement existing security controls in place as it focuses on the
protection of data itself, therefore it should be part of the overall security strategy. A
comparison between multiple solutions allowed to have a better understanding of the key

features and integrations.

In order to perform this research, the Design Science Research methodology was used
which incorporates a set of phases that results in the creation of an artifact that could be
studied and validated. A proposed security architecture was presented in chapter 3 that
led to the formulation of the research question. The proposed architecture focuses on the
main data states: data in motion, that protects information leaving the organization
through the network; data at rest, that protects data stored in file shares or databases and

data in use, that is related to the information used in endpoints.

In addition, a commercial DLP solution was implemented and it was highlighted how
the key components in the proposed architecture work and how they can be implemented
and integrated with the existing infrastructure. One key component is the endpoint agent
that gives protection even when the user is outside of the corporate network, thus it was
shown in detail how the communication from the endpoint to the server is performed in
an encrypted way and by using certificates. To avoid tampering with the endpoint service,
a watchdog service is also implemented that continuously monitors the state of the

processes. The endpoint agent can also be hidden from the “Windows add/remove
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program” section and use a password for both uninstalls and to access DLP endpoint

tools.

To validate the proposed security architecture, test cases were defined to show the

effectiveness of the solution in preventing data loss. Four test cases were implemented:

1. Protection of PCI DSS data to identify credit card data that might be stored
outside of approved locations.

2. Mapping of a data classification policy into a DLP policy. Data classification
assigns agreed labels to information based on the level of confidentiality and
takes into account the value of the information. If data is classified beforehand
it optimizes the value of DLP solutions since it improves its ability to
accurately identify data that needs protection.

3. Discovery of personal data across the network.

4. Custom detections, to demonstrate specific customizations that can be
implemented to improve the native capabilities of the implemented DLP
solution. For this custom detection, it was developed to types of detections:

Portuguese National ID and Social Security Numbers.

The test cases have shown that the proposed architecture is able to detect and prevent

data loss.

The present research has contributed to the area of DLP by proposing a generic security

architecture that can be adapted to different available solutions.

5.2.Future Work

As future work, there are a number of relevant topics that might be addressed. The first
one is around cloud computing. Many organizations are moving data into the cloud and
adopting cloud files share services, among different workloads. With this transition, data
shifts from a centralized model to a decentralized model. Moreover, cloud providers are
generally not responsible for customer data, therefore it is important to understand the
shared responsibility model of the cloud provider to determine which security tasks are
handled by the provider itself and which tasks are handled by the organization. Future
research can focus on DLP solutions that provide such native integrations which are able

to properly monitor and protect data.
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Another topic of interest is to detect and protect information that is already encrypted.
Data loss prevention solutions although can apply encryption if sensitive information is
identified, are not able to analyze files that are encrypted or use a system for digital rights
management, and this poses a risk. Further investigation on methods that allow to decrypt
encrypted files, determine whether they are sensitive, apply an action and re-encrypt data

1s advisable.

Finally, future research on how DLP solutions are used in companies that accepts
Bring Your Own Device (BYOD). If an organization allows employees to bring their own
computing devices to the workplace, whether it is a smartphone, tablet or a laptop this
practice can increase risk. Usually if employees are using personal devices, they might
not be able to access sensitive information and if they do, the devices can run endpoint
DLP software. Regarding mobile devices in particular and with the fact that some
information can be stored in cloud services it translates in increased risk as users can

access and download sensitive information to personal mobile devices.
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Appendix A: Installing Symantec Data Loss Prevention

In order to install the Symantec DLP Solution, for demonstration purposes, the
database (Oracle), Enforce Server (Management Console) and Detection Servers will be

installed in the same server (Single Tier Install). It is assumed that the database is already

installed and available.

To perform a successfully installation the DLP Enforce Server or a Detection server:

Step 1: Click next of the welcome window.

 Setup - Symantec Data Loss Prevention 14.6.0 - O X
Welcome to the Symantec DLP Setup Wizard

This will install Symantec Data Loss Prevention 14.6.0 (build 14.6.0.32030) on your
computer,

1t is recommended that you close all other applications before continuing.

Click Next to continue, or Cancel to exit Setup.

v Symantec.
Cancel
Figure 47 - DLP Install, Step 1
Step 2: Accept the license agreement and click next.
& Setup - Symantec Data Loss Prevention 14.6.0 — O X
License Agreement
Please read the following important information before continuing. v

Please read the following License Agreement. You must accept the terms of this agreement before continuing
with the installation.

SYMANTEC SOFTWARE LICENSE AGREEMENT

SYMANTEC CORPORATION ANDJOR ITS AFFILIATES (“SYMANTEC") IS WILLING TO LICENSE THE
LICENSED SOFTWARE TO YOU AS THE INDIVIDUAL, THE COMPANY, OR THE LEGAL ENTITY THAT WILL
BE UTILIZING THE LICENSED SOFTWARE (REFERENCED BELOW AS “YOU" OR “YOUR") ONLY ON THE
COMNDITION THAT ¥OU ACCEPT ALL OF THE TERMS OF THIS SYMANTEC SOFTWARE LICENSE
AGREEMENT AND THE PRODUCT USE RIGHTS SUPPLEMENT (AS DEFINED BELOW) (COLLECTIVELY, THE
“LICENSE AGREEMENT"). READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT
CAREFULLY BEFORE USING THE LICENSED SOFTWARE, THIS IS A LEGAL AND ENFORCEABLE CONTRACT
BETWEEN YOU AND SYMANTEC, BY OPENING THE LICENSED SOFTWARE PACKAGE, BREAKING THE

\LICENSED SOFTWARE SEAL, CLICKING THE “I AGREE” OR “YES"BUTTOM, OR OTHERWISE INDICATING |

@1ia

O 1 do not accept the agreement

~

Next > Cancel

Figure 48 - DLP Install, Step 2
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Step 3: Select the components you wish to install, in this case a single tier which

means that a single server will host all the components.

g Setup - Symantec Data Loss Prevention 14.6.0 - O X
Select Components
‘Which components should be installed? v

Select the components you want to install; clear the components you do not want to install, Click MNext when
wou are ready to continue,

& Enforce
The central management and reporting console for the Symantec DLP suite
& Detection

A Network Monitor, Network Prevent, Discover, Protect, Endpoint, Mobile, or
Classification server

i Indexer @)
& single Tier

A combined Enforce and Detection server on a single machine. Selecting "Single
Tier" is identical to selecting both “Enforce™ and “Detection”.

< Back Next > Cancel

Figure 49 - DLP Install, Step 3

Step 4: Select the license file and click next.

= Setup - Symantec Data Loss Prevention 14.6.0 - O X
License File
Please select the license file. v

Please browse to the folder containing your Symantec DLP license file(s) and select one. If you have multiple
license files, you can select any one of them to install the Enforce Server, and enter the remaining files later on
the System->Settings- >General page on the Enforce Server after installation. If you do not have a license
file, you may obtain one here:

licensing.symantec.com

License File Browse ...

< Back Next = Cancel

Figure 50 - DLP Install, Step 4

Step 5: Select next in the WinPcap windows. If this server will have the role of

Network Monitor is recommended to install WinPcap.
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¥ Setup - Symantec Data Loss Prevention 14.6.0 - O X
WinPcap
WinPcap is not installed. v

¥ou have chosen to install a Symantec Detection Server on a system that does not have WinPcap installed.

If you wish to use the Detection Server to Monitor Network Traffic, you must install WinPcap version 4.1.3.
Please download the program from http:/jwww.winpcap.orgf or contact Symantec support.

< Back Next = Cancel

Figure 51 - DLP Install, Step 5

Step 6: Select the installation directory and click next.

 Setup - Symantec Data Loss Prevention 14.6.0 - O X
Select Destination Directory
Where should Symantec Data Loss Prevention be installed? v

Select the folder where you would like Symantec Data Loss Prevention to be installed, then click Next.

Destination directory

:1SymantecDLP Browse ...

Required disk space: 1,151 MB
Free disk space: 139,856 MB

< Back Next = Cancel

Figure 52 - DLP Install, Step 6

Step 7: Click next on the select start menu folder window.
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¥ Setup - Symantec Data Loss Prevention 14.6.0 - O X

Select Start Menu Folder
‘Where should Setup place the program's shortcuts? v

Select the Start Menu folder in which you would like Setup to create the program's shortcuts, then click Mext.
Create a Start Menu folder

[Symantec Data Loss Prevention

Accessibility

Accessories
Administrative Tools
Maintenance

Oracle - OraDb11g_homel
System Tools

VYMware

Create shortcuts For all users

< Back Next = Cancel

Figure 53 - DLP Install, Step 7

Step 8: If you don’t have a service account created, accept the default option and

click next.
g Setup - Symantec Data Loss Prevention 14.6.0 - (m} X
System Account
Select System Account Type v

Please choose whether you want to use an existing user or create a new user for the Symantec DLP
Application.

(®) Create a new service user

(O Use an existing service user

< Back Next > Cancel

Figure 54 - DLP Install, Step 8

Step 9: Select a username and password and click next.
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¥ Setup - Symantec Data Loss Prevention 14.6.0 - O X
System Account
Create New System Account v
Please enter a user name and password for the system account that will be created for the Symantec DLP
Application.
User Name protect
Password essccsccssee

Re-enter Password |esesssssssss|

Mote: In addition to the user created here, another user will be created for Yontu Update by adding a suffix of
"_update”,

< Back Next = Cancel

Figure 55 - DLP Install, Step 9

Step 10: Accept the default transport configuration and click next.

= Setup - Symantec Data Loss Prevention 14.6.0 - O X
Transport Configuration
Transport Settings To Accept Connection From Enforce v

Specify on which port this server should accept connections from Symantec Enforce.

Port (8100

< Back Next > Cancel

Figure 56 - DLP Install, Step 10

Step 11: Enter the IP Address of the Oracle Database Server and Listener Port and

click next.
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¥ Setup - Symantec Data Loss Prevention 14.6.0 - O X
Oracle Database Server Information
Oracle Database Server Settings To Accept Request v

Please enter the Oracle Database server host name (or IP address) & Oracle Listener Port.

Oracle Database Server 127.0.0.1

Oracle Listener Port 1521

< Back Next = Cancel

Figure 57 - DLP Install, Step 11

Step 12: Enter the username, password and oracle SID and click next.

 Setup - Symantec Data Loss Prevention 14.6.0 - O X
Oracle Datab User Ci ation
User Information For Symantec DLP Database v

Enter the Oracle SID, user name and password for the Symantec Enforce Server database.
User Mame  protect
Password o.o.o..o.onol

Oracle SID | protect

< Back Next = Cancel

Figure 58 - DLP Install, Step 12

Step 13: Click next on the additional locale window.
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¥ Setup - Symantec Data Loss Prevention 14.6.0 - O X
Additional Locale
Select an Additional Locale to Support v

By default the Enforce UL is localized to English {US). You may choose one additional locale here to be made
available for selection in the Enforce UI. Mo language packs are available for this additional locale and so text
will remain in English, but sorting and Formatting will be done appropriately.

MNone v

< Back Next = Cancel

Figure 59 - DLP Install, Step 13

Step 14: Click next on the initialize DLP Database.

 Setup - Symantec Data Loss Prevention 14.6.0 - O X
Initialize DLP Database
Choose whether or not to initialize the database v

Initialization prepares the database to be used by Symantec DLP, and will destroy any preexisting Symantec
DLP data.

If you are performing a fresh installation, you must initialize the database. If you are connecting to a
preexisting DLP database, do not Initialize Enforce Data.

Initialize Enforce Data

WARNING: Existing data will be destroyed.

< Back Next = Cancel

Figure 60 - DLP Install, Step 14

Step 15: Accept the default password authentication only and click next.
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¥ Setup - Symantec Data Loss Prevention 14.6.0 - O X
Certificate Authentication
Choose whether to enable Certificate Authentication v

(O Certificate Authentication - enables smart-card authentication systems

(®) Password Authentication Only - enables password authentication only

< Back Next = Cancel

Figure 61 - DLP Install, Step 15

Step 16: Enter the Administrator user password and click next.

 Setup - Symantec Data Loss Prevention 14.6.0 - O X
Administrator Credentials
Enter Administrator Credentials v

Password LYYYTYYYYYYYY

Re-enter Password eeeesessssss)

< Back Next = Cancel

Figure 62 - DLP Install, Step 16

Step 17: Click next on the enable external storage window.

82



Recommendation of a security architecture for data loss prevention

¥ Setup - Symantec Data Loss Prevention 14.6.0 - O X
Enable External Storage for Incident Attachments
Store incident attachments on a file system or other device rather than in the database. v

Enabling this feature allows you to store incident attachments such as emails or documents on a local or remote
file system, saving memory in your database.

‘You cannot migrate incident attachments from external storage into your database.

[[] Enable external storage for incident attachments

External Storage Directory

Next = Cancel

Figure 63 - DLP Install, Step 17

Step 18: Select participate in supportability telemetry if you wish and select whether

this is a production or test system.

& Setup - Symantec Data Loss Prevention 14.6.0 — O X
Enable Sy tec DLP Supportability Tel try
Opt in or out of the DLP Supportability Telemetry program. v

Participate in Supportability Telemetry Program

Participating in this program helps Symantec improve the quality of the product and provides supportability
benefits for your DLP deployment. The information can be anonymous, is kept secure, and can be viewed
before being shared. You can turn off participation at any time.

(O This DLP instance is a production system. (@) This DLP instance is a test system.

Leave the following Ffield blank if you do not want to provide your company name as part of the information
reported to Symantec.

Company Mame:

Click the following link for more information: Supportability and Telemetry Program Details.

< Back Next > Cancel

Figure 64 - DLP Install, Step 18

Step 19: Click finish of the completing the Symantec Data Loss Prevention Setup

Wizard window.
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¥ Setup - Symantec Data Loss Prevention 14.6.0 - O X

Completing the Symantec Data Loss Prevention Setup
Wizard

Setup has finished installing Symantec Data Loss Prevention 14.6.0 on your
computer. The Symantec Enforce console can be accessed in your web browser at
"https:/{ <enforce machine address>"

Click Finish to exit Setup.
Start Symantec DLP services

The installer will exit after the Symantec DLP services have been started. This may
take a few moments.

v Symantec.

Finish

Figure 65 - DLP Install, Step 19

Step 20: After the installation it is recommended to import a solution pack. To do so,
stop the VontuManager in the bin directory on which Symantec DLP Enforce Server

was installed.

ER Administrator: Command Prompt — [m] %

ights reserwved.

C:%>cd SymantecDLP

ymantecDLP»cd Protect

mantecDLP\Protectibins

Figure 66 - DLP Install, Step 20

Step 21: Run the import command as shown below.

cd SymantecDLP
ymantecDLP>cd Protect
C:h\SymantecDLPYProtect>cd bin

C:hvSymantecDLPYProtectibin>net stop Wontu

ymantecDLP\ProtectibinsSolutionPackInstaller.exe import c:\DLP14.6\Financial_vid.6.vs

Figure 67 - DLP Install, Step 21

Step 22: Start the VontuManager service.
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Administrator: Command Prompt - o X

ec om BLOE Convertor
PM com.vontu.model.ojb
e connection:
PM org.apache.ojb.broker.platfor PlatformOracle9iImpl <init>
Yontu Implementation of ( Platform for Unknown
7 PM com.vontu.model.ojb S t
[¢] { jdbc:oracle:thi ( ripti (addr (h 1) (protoc
rmi.RMINotif
bind addr 1, timeout = DEFAULT
P# com.vontu.model.notifi tenerpP Impl notifi
ted; host: pedro-lab.local, unique ID: 51.246
ontu.model.fodel createl

PM com.vontu.model.notification.rmi.modellistenerPr Impl notificationDeactivated
deacti h DLP pedro-lab.local, unique ID: 51.246
PM com.vontu.model.notification.rmi.RMINotificationModel st
unexported
ab PM com.vontu.model.Model tdown
INFO: Model instan released: com.vontu.model.ojb.0jbAuthorizingModel

\SymantecDLP\Protect\bin>n tart VontuManager

Figure 68 - DLP Install, Step 22

Step 23: Open a browser window to the fully qualified domain name of the Enforce

Server, enter the Administrator username and password.

Symantec
Data Loss Prevention

(administrator

Login

Copyright © 2016 Symantec Corporation. AllRights Reserved.

Figure 69 - DLP Install, Step 23

Step 24: Enter a name, title and company and click next.
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e ] o B0 Certeate eor @) | © Symante Data Loss Preven...

/symantec.

End User License Agreement

Symantec
Data Loss Prevention

SYMANTEC SOFTWARE LICENSE AGREEMENT
SYMANTEC CORPORATION AND/OR ITS AFFILIATES A
(CSYMANTEC) IS WILLING TO LICENSE THE LICENSED

SOFTWARE TO YOU AS THE INDIVIDUAL, THE COMPANY, OR.

PRODUCT USE RIGHTS SUPPLEMENT (AS DEFINED BELOV)

Hame: iscre )
i s )
Company: fse® )

Thccept | [ Cancel

Copyright © 2016 Symantec Corporation. AllRights Reserved.

Figure 70 - DLP Install, Step 24

Step 25: The installation is completed, and the home dashboard is presented.

= X
e ] P+ @ Centf B @ symantee Data Loss Preven... A
V) Symantec Data Loss Preventon | Home | Incdents + | Manage v | System + o @ e A
Home > Erc Summary - Endoint pres—
Endpoint Endpoint Incident Matches
o dat svasle
Policy Summary Incidents - All
o2 010 e
T
No data availabis No data avallabls
e iz
RG] ion Ded) ] i e
o 0 o o o
© 0 0 0 0 o
Endpoint Endpoint User Name Al EMatches
o data avaable
Incident Status Summary Highest Offenders
No data availabie No data available
ot N oo [N
o 0 o o o o o 0 o o o0 o
Endpoint Endpoint Protocol or Endpoint Monitoring Al JITPMatches
v

o data avaiable:
Endooint Location Summarv Incident Tvbe Summarv

Figure 71 - DLP Install, Step 25
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