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Resumo

Um dos desafios que a industria da construcao enfrenta é a falta de confianga entre os
intervenientes e os sistemas de partilha de informacdo. Blockchain é uma tecnologia
disruptiva e emergente que pode ser usada para adicionar imutabilidade, confianga e
transparéncia a informacgdo. A presente dissertacdo propde uma plataforma que pretende
mitigar o problema de partilha de informac@o na industria da constru¢do utilizando a
tecnologia blockchain. A plataforma permite manter um registo imutdvel das alteracoes
efetuadas em ficheiros partilhados entre os varios intervenientes da obra e simular
assinaturas de documentos que possam ser, posteriormente, verificadas. Foi desenvolvida
uma prova de conceito utilizando a rede Ethereum sendo, de seguida, utilizada para
avaliar a influéncia do pre¢o unitario do gas na durag¢do de execugdo da transagao e o seu
custo. Conclui-se que a tecnologia blockchain pode auxiliar a partilha de informacao na

industria da construgdo.

Palavras-Chave: Blockchain; Industria da constru¢do; Smart contract; Ethereum.
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Abstract

One of the challenges that the construction industry faces is the lack of trust between
participants and information sharing processes. Blockchain is a disruptive and emerging
technology that can be used to add immutability, trust and transparency to information.
This dissertation proposes a platform that aims to mitigate the problem of information
sharing in the construction industry using blockchain technology. The platform allows to
keep an immutable record of file interactions between construction participants and
simulate document signatures that can later be verified. A proof-of-concept was
developed using the Ethereum network, which was also used to evaluate the gas price
influence in the execution duration of the transaction and its cost. It is concluded that

blockchain technology can support information sharing in the construction industry.

Keywords: Blockchain; Construction industry; Smart contract; Ethereum.
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Chapter 1 - Introduction

1.1 Scope

The technology industry is constantly evolving and the emergence of new technologies

allows to solve problems that could not be easily solved.

Nowadays, one of the main technology trends is blockchain. This concept was
introduced by the Bitcoin whitepaper (Nakamoto, 2008) and is characterized by being a
database that stores transactions registries in an immutable, transparent and decentralized
way. It is shared among network nodes, updated by the miners (network nodes that
perform computational effort) and supervised by all users. Due to its characteristics, this
technology is useful in contexts where there is no trust between parties or a need for

intermediaries exists (Swan, 2015).

Studies about blockchain technology applied to the industry can be found in the
literature: from chemistry (Sikorski et al., 2017) to finance (Guo & Liang, 2016) or health
(Mettler, 2016). However, only recent studies have integrated this technology with the
construction industry (Das et al., 2020; Yang et al., 2020). In this way, there exists a wide

opportunity to study this topic at a practical level.
1.2 Motivation

One of the challenges that the construction industry faces is the lack of trust among
collaborators and information sharing processes (Wang et al., 2017). This problem is
related to the existence of a high information flow in medium to large construction
projects that can lead to communication failures and, in extreme cases, to litigations or

disputes.

Besides, the commercial solutions available in the market do not provide technological
solutions to verify files’ integrity (including non-conventional files, such as BIM or
technical drawings) and the identity of who modified them, that can be used in case the

software license is expired or the application ceases to exist.

This dissertation proposes a conceptual model and presents a proof-of-concept (POC)
as a possible solution for the information sharing problem in the construction industry

using blockchain technology.
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1.3 Objectives and research question
The two main objectives of the current dissertation are:

1. Define a conceptual model for the application of blockchain technology to
support information sharing in the construction industry;

2. Implement, demonstrate and evaluate a POC for the proposed model.

The research question is: how can blockchain technology support the construction

industry within the scope of information sharing?
To answer this question, the following steps were established:

1. Analyse the construction industry problems that can be mitigated through
technological solutions;

2. Analyse the blockchain technology usage as a mitigation for the identified
problems;

3. Development of a conceptual model for a platform to support information
sharing;

4. Development of a POC for the conceptual model;

5. Evaluation of the model as a solution for the identified problem.
1.4 Methodology

A methodology approach is defined to answer the research question. The first two
steps will be addressed through the literature review specialized in i) construction
challenges that can be mitigated through technological solutions and ii) in blockchain
technology, including the several ecosystems on top of it (e.g. Bitcoin and Ethereum).

For that, scientific papers and whitepaper references will be employed.

In the third and fourth steps, one of the previously identified construction industry
problems will be chosen and a conceptual model and its practical implementation as a
POC will be detailed. All relevant concepts will be defined and the implementation will

be explained in detail.

The last step will be accomplished by evaluating how the proposed model solves the

identified challenge.
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1.5 Outline
The current dissertation is composed of five chapters briefly described as follows:

e Chapter 1, the current chapter, introduces the topics of the dissertation, explains
the motivation and presents the research question. It also describes the
methodology and the current outline.

e Chapter 2 presents the literature review about blockchain technology and
construction industry problems.

* Chapter 3 describes the proposed solution to minimize one of the construction
industry issues identified in the previous chapter. It presents the conceptual model
and details the technical implementation of the POC, detailing the libraries,
frameworks and programming tools chosen in the implementation phase. User
interactions with the application are also illustrated.

* Chapter 4 presents a discussion about the conceptual model and the evaluation
results for the POC.

* Chapter 5 shows an overview of the current work and general conclusions. This

chapter also discusses paths for future developments.
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Chapter 2 - Literature review

2.1 Introduction

The current chapter presents the literature review about blockchain technology and

construction industry problems.

The blockchain technology is presented, including the two most known public
networks: Bitcoin and Ethereum. Major security issues and challenges are also

introduced.

The construction issues are discussed and their possible solutions with blockchain

technology are presented.
2.2 Blockchain technology
2.2.1 Scope

The blockchain concept was proposed by Satoshi Nakamoto with the Bitcoin
whitepaper (Nakamoto, 2008). This technology allowed the first creation of a virtual
currency that is not regulated by a central authority (Tapscott & Tapscott, 2016).

Blockchain is a digital ledger that records all transactions that occur within a network
inside blocks. In general, each block contains a reference to the previous block, a set of
transactions and a nonce (these concepts will be discussed in sections 2.2.5 and 2.2.6)

(see Figure 1).

P{ Prev Hash | I Noncel P{ Prev Hash | INonce‘
NN ENjEN

Figure 1 — Relationship between blocks in blockchain (Nakamoto, 2008)

The ledger is maintained by a set of nodes called miners composing a peer-to-peer
network. The role of the miners is to verify the authenticity of each transaction by solving

cryptographic algorithms.

Each node has a full copy of all records in the ledger since the first block, called the
genesis block. After solving the cryptographic algorithms, the authentic transactions are
broadcast to other miners and, if verified, broadcast to the network to keep all nodes up

to date.
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The regulation of each transaction is done by a consensus mechanism between the

miners, removing the need for trust between the users (Swan, 2015).

The usage of blockchain as a core technology allowed the solution of technical
challenges that prevented the creation of virtual coins. The two major problems were the
Double-Spending and the Byzantine Generals’ Problem (Swan, 2015). The first is related
to the ability of a virtual coin to be copied, allowing the user to spend more than he holds
(Hoepman, 2010), while the second is related to the lack of trust in the transactions

between two parties (Lamport et al., 1982).

Besides blockchain being born in a virtual coin context, an extrapolation to other
applications quickly took place, resulting in various scopes: Blockchain 1.0, 2.0 and 3.0.
Blockchain 1.0 is related to virtual coins and their economic power. The second is
associated with contracts and assets that can be transacted. The latter is related to future

applications in governance, health, science and culture (Swan, 2015).

The information recorded on the blockchain is by nature immutable and a
decentralized source of truth and trust. These characteristics are the ones that allow this
technology to be applied in very different industries, particularly in contexts where an

agreement is needed between two parties that do not trust each other.
2.2.2 Blockchain structure

In general, blockchains are composed of a common structure. However, some

blockchains have specific elements in their implementation that allow specific features.

The basic common element is the address, which is typically derived from the public
key and is used as a unique identifier of each specific client (Bashir, 2017). Wallets are

used to store addresses and their corresponding private keys.

The transaction is the main component of the blockchain, being responsible for the

information transfer between addresses.

The block is the basic unit of the ledger. Each block typically contains multiple
transactions and some elements as the previous block cryptographic hash, the timestamp
(a representation of the moment the block is generated) and the nonce (the value used to
adjust the cryptographic hash of the block according to the consensus algorithm) (Bashir,
2017). In Bitcoin, the block size is currently 1 MB (Bitcoin, 2019c).
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A node is a device that is connected to the blockchain network. In general, nodes can
have several functions depending on the blockchain type, such as keeping a copy of the

blockchain and processing transactions (Bashir, 2017).

A hash is a cryptographic function that transforms input data into a fixed-length string
(see Figure 2) and is intended to uniquely identify the corresponding input data. Hash
collisions should be non-existent or extremely rare. This function is responsible for
keeping the reliability and integrity of the ledger by not accepting fraudulent data or
transactions. The hashes are used to represent the state of the blockchain since every new
input is linked to the previous one and, therefore, influenced by all previous transactions

that have occurred on the blockchain.
A hashing function has some properties (Lisk, 2019):

* It is not possible to produce the same hash for different inputs;

* Always generates the same output for the same input;

* The hash generation should be quick;

e Itis extremely difficult to determine the input based on the output;

* A small change in the input produces a completely different output.

Block Hash

Ethash
hashing algorthm - o Tcd2e3573269¢
_________ Timestamp | 10041411f5391780b7
Nonce ddefd4efa73cac4730fc
........................... 0824a3d0775f
List of transactions

Previous block hash

Figure 2 — Ethereum Ethash hashing function

Typically, the working process of a blockchain interaction starts with a client creating
a transaction to send some data to an address. The transaction is signed with the private
key of the client account and sent to a local node, which broadcasts it to its peers that
validate the transaction based on pre-defined conditions. Once the transaction is
validated, it is included in a block and the miners can start applying a consensus
mechanism. If the block is considered valid and a consensus is reached, then the block is
propagated to the network and all nodes will update the blockchain with the newly created

block (Bashir, 2017).
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Certain blockchains, like Ethereum, have a virtual machine that allows Turing
Complete code to run on it. This allows the development of autonomous programs that
will execute on the blockchain, called smart contracts, which are executed under specific
conditions. Smart contracts allow the business logic encapsulation and the

decentralization of code execution (Bashir, 2017).

Hyperledger is a project initiated by the Linux foundation focused on blockchain
technology. The project aims to build an open source distributed ledger framework that

can be used to build applications that support global business transactions (Bashir, 2017).
2.2.3 Blockchain types

Blockchain technology can, in general, be divided into three major categories: public,
consortium and private blockchains (Lin & Liao, 2017). Table 1 shows a comparison

between these three types.

Table 1 — Comparison between blockchain types (adapted from Lastovetska (2019))

Blockchain types
Property
Public Consortium Private
Consensus Within one
All miners Selected set of nodes
determination organization
Read permission Public Public or restricted Public or restricted
Immutability level Almost impossible to
Could be tampered Could be tampered
tamper
Resources usage High Low Low
Centralization No Partial Yes
Consensus process Permissionless Needs permission Needs permission

Public blockchains are publicly open and everyone can see the transactions and
participate as a node in the consensus process. Node participants can be rewarded for their
effort during the consensus mechanism. This type of ledger is not owned by a specific
person, instead is maintained by all participants that maintain a copy of the ledger on their
nodes. Examples of this type of blockchain are Bitcoin and Ethereum (Bashir, 2017).

8
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A consortium blockchain is a type where the subset of the nodes that have the authority
to validate the transactions is previously decided. This type is usually used by partnerships
and its data can either be public or private. An example of this type is a blockchain created

with Hyperledger software (Lin & Liao, 2017).

A private blockchain is characterised by not every node being allowed to participate
in the blockchain and having strict data access (Lin & Liao, 2017). This type of

blockchain is mainly used for database management and auditing.
2.2.4 Consensus mechanisms

The consensus is a process that allows an agreement between untrusted nodes in a data
state. To achieve consensus between multiple nodes in a distributed system a consensus

algorithm must be used.

A consensus mechanism is a set of actions that are carried out by nodes to reach a
state agreement. Some requirements are needed to have the desired result of a consensus
mechanism: all honest nodes agree on the same value and can terminate the consensus
algorithm; the agreed value must be the same as the value proposed by at least one honest
node; the consensus algorithm should be resilient in the presence of faulty or malicious

nodes; each node only vote once in each consensus cycle (Bashir, 2017).

The consensus mechanism verifies that the latest block was correctly added to the
blockchain and that the message that was stored by the node is correct. This protects the

blockchain from malicious attacks, such as a hard fork attack (Lin & Liao, 2017).

The two most common consensus mechanisms are Proof of Work and Proof of Stake.

However, some variants exist such as Delegated Proof of Stake.

Proof of Work is a type of consensus mechanism that uses computational resources to
prove that enough effort has been done before proposing a value for acceptance by the
network. This type of consensus is characterised by its difficulty to generate data,
involving several trial and computations, but is easy to be verified by others. One of the
drawbacks of this mechanism is the demand for a lot of computational power and,
therefore, electricity. This type is currently being used by Bitcoin and Ethereum (Bashir,

2017).

Proof of Stake is a consensus mechanism that selects the next block creator through a

combination of random selection and the amount of cryptocurrency that a user holds or
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the time that has been holding it. This consensus type has as main advantages the
considerable reduction of energy needed and the increased security when compared with
Proof of Work. The increase of security comes from the attackers having to hold a
considerable stake in the network, which will lead to bigger consequences to their assets

(Lin & Liao, 2017). Ethereum is planning to adopt this type of consensus (Buterin, 2019).

The two most known public blockchains are Bitcoin and Ethereum, which will be

detailed in the following sections.
2.2.5 Bitcoin blockchain

The generation of new blocks in the Bitcoin blockchain occurs approximately every
ten minutes. This is ensured by the network difficulty that is calculated every 2016 blocks
based on the time that took to generate those previous blocks. At the desired rate, the
generation of 2016 blocks takes two weeks. If those previous blocks validation took more
than 2 weeks the difficulty is decreased, while if it took less the difficulty is increased.
The difficulty is converted into the network hash rate, which is the mining “speed” of the

network (Bitcoin, 2019¢; Murabito, 2019).

In Bitcoin, each block contains, among other things, the current timestamp, a set of
transactions, a reference to the previous block and a nonce. The nonce is a 4-byte field
and its value is adjusted by the miners to regulate the hash of the block with the current
target of the network, which is defined by the network difficulty (Bitcoin, 2019d). Table

2 presents the Bitcoin block structure and Table 3 shows the details of each block header.

Table 2 — Block structure (adapted from Bitcoin (2019a))

Field Description Size
Magic no. Value always
4 bytes
0xD9B4BEF9
Blocksize Number of bytes until the
4 bytes
end of the block
Blockheader Consists of 6 items 80 bytes
Transaction counter Positive integer (Varint) 1 -9 bytes
Transactions List of transactions Transaction counter
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Table 3 — Block header (adapted from Bitcoin (2019b))

Field Purpose When updated Size (bytes)
Version Block version number Software is updated 4
hashPrevBlock 256-bit hash of the 32

There is a new block
previous block header

hashMerkleRoot 256-bit hash based on all o 32
Transaction is accepted
transactions in the block

Time Current block timestamp 4
) ) Every few seconds
in seconds since epoch

Bits Network difficulty is 4
Current network target
adjusted
Nonce 32-bit number (starts at 0) A hash is evaluated 4

For a given network mining difficulty, a set of leading zeros in a block hash is needed
to consider the block as valid. The exact number of zeros depends on the network hashing
power at each moment. If the hashing power increases, the number of zeros increases,

and vice-versa (Murabito, 2019).

In order to have a block hash with the needed set of zeros, the parameter nonce is
changed (all the other block components are constant except the current timestamp).
When a miner gets a block hash with the desired number of zeros, the block is signed and
broadcast to other miners to verify its authenticity and, if consensus is reached, the block
is added to the blockchain and broadcasted to all nodes. This is the reason why an average
block signature takes ten minutes: to assure that the information is broadcasted and all
nodes have the same information. The miner that signs the block gets a reward for its

computational effort (Lin & Liao, 2017; Murabito, 2019).

Bashir (2017) states that, in Bitcoin, a good practice is the generation of a new address

by the user for each transaction to avoid transactions being linked to a common user.

Table 4 shows the Bitcoin denominations, varying from Satoshi, the smallest, up to

the Megabit, the largest unit.

11



Blockchain Technology for the Construction Industry

Table 4 — Bitcoin denominations (Bitsusd, 2019)

Denomination Abbreviation Familiar name Value in BTC
Satoshi SAT Satoshi 1E-8
Microbit uBTC Microbitcoin or Bit 1E-6
Millibit mBTC Millibitcoin 0.001
Centibit cBTC Centibitcoin 0.01
Decibit dBTC Decibitcoin 0.1
Bitcoin BTC Bitcoin 1
DecaBit daBTC Decabitcoin 10
Hectobit hBTC Hectobitcoin 100
Kilobit kBTC Kilobitcoin 1000
Megabit MBTC Megabitcoin 1E6

2.2.6 Ethereum blockchain

The Ethereum platform is based on an alternative protocol to develop decentralized
applications. It offers a layer of abstraction that contains at its basis a blockchain that has

a Turing Complete programming language (Buterin, 2014).

The platform allows the development of decentralized applications and smart contracts
with desired rules. Smart contracts are programs running into the blockchain, storing

information, processing inputs and writing outputs (Bogner et al., 2016).

The Ethereum network can be divided into three types: mainnet, testnet and private
net. The mainnet is the current network of Ethereum, while the testnet is used to test smart
contracts and applications before deploying to the mainnet. Ropsten and Rinkeby are
examples of a testnet. The private net is a private network that can be used as a

permissioned blockchain.

Ethereum has an associated virtual coin, Ether (ETH), and permits decentralized
applications to be processed by several network nodes. This allows the applications to be
always available (Wood, 2017).

12
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Ethereum network

The Ethereum blockchain connection is composed of a peer-to-peer Ethereum
network, Ethereum clients running on the network nodes and a communication protocol
(see Figure 3). An Ethereum client is responsible for the connection between an

application and the Ethereum network.

9 ethereum
Network
Ethereum Ethereum | , , , | Ethereum _ _ .
Client Client Client
. Y
4 :/) ‘€=JSON-RPC+=—p E‘gﬁ:\‘:m naa nan
Java
Application web3j
Ethereum Ethereum Ethereum
Client Client (""" Client """
Miner Miner Miner

Figure 3 — Connection between an application and the Ethereum network (Web3j, 2019)

There are several implementations for Ethereum clients. However, the most common
are go-Ethereum and Parity. Go-Ethereum, also known as Geth, is the Go implementation
while Parity is the Rust implementation. Some light clients, called Simple Payment
Verification, only download a subset of the blockchain. These clients are used in devices

with low resources and are used to verify transactions (Bashir, 2017).
Ethereum account

The Ethereum state is composed of objects designated by accounts, having each a 20-
byte Ethereum address. The transfer of value or information between them is achieved
through state transitions. In general, there are two types of accounts: externally owned
account and contract account. The first allows sending messages to other accounts by
creating and signing a transaction. The second has a contract code, called a smart contract,
that is executed when a message is received. An Ethereum account has four fields

(Ethereum, 2020b):

* Nonce — a counter to avoid the same transaction to be processed more than
once;
* Ether balance — the balance of the account;
* Contract code — only available if the account is a contract account;
* Storage — the storage of the account, empty by default.
13
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An Ethereum wallet can be used to manage multiple Ethereum accounts. They can be
of the following types: Smart Contract, Hardware, Mobile, Desktop or Web (EthHub,
2020).

Smart contract

The Ethereum blockchain allows the development of smart contracts, which are digital
contracts that are developed in a high-level programming language, compiled into
bytecode and deployed on the network to be executed by the Ethereum Virtual Machine
(EVM) (Antonopoulos & Wood, 2018; Ethereum, 2019¢).

The smart contract concept was created by Nick Szabo (Szabo, 1997) and is a user-
defined computer program with specific rules that are automatically executed and

enforced without mediation. It manages its internal state using a state machine model

(Bashir, 2017).

An Ethereum smart contract is an autonomous program that executes a specific
function when queried by a message or transaction, controlling the key/value store to keep
track of persistent variables. The execution of code can be to read and write to internal

storage, send messages to other accounts or create other contracts (Ethereum, 2020b).
A smart contract can be written in four languages (Bashir, 2017):

e Mutan — Go-style language (not currently used);

* LLL - Lisp-like language (not currently used);

* Serpent - Python-like language;

* Solidity — Object-oriented and high-level programming language (influenced by
C++, Python and JavaScript).

There are also other experimental languages being developed and improved like
Vyper, which is a strongly-typed Python language, and JULIA, a language for Ethereum
virtual machines (Bashir, 2017; Ethereum, 2019¢).

Ethereum transaction

Each transaction execution is subjected to a fee, called gas, that is tabulated according
to the involved computational effort. It aims to support the cost of the computation
performed. Each transaction specifies the amount of gas that is willing to spend for the
operation, the gas limit. If the gas limit is reached before the end of the operation, then a

run out of gas error is thrown and the transaction is rolled back. If the operation
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successfully finishes the remaining gas is refunded to the transaction sender (Bashir,

2017).

A transaction in Ethereum is data signed digitally using a private key and can be of

two types: message calls and contract creation. The first is used to pass data from one

account to another, while the second results in new contract creation. Both transactions

are composed of common fields (Bashir, 2017):

nonce — a number that is incremented by one for each transaction sent. It acts
as a unique identifier for the transaction, preventing double-spending. This
field forces the transactions to be in order and prevents skipping. This means
that a transaction with nonce 1 cannot be mined before another with nonce 0
(Bashir, 2017; MyEtherWallet, 2019);

gasPrice — represents the price per unit of gas (in Gwei) that the transaction
sender is willing to pay for the transaction;

gasLimit — or simply gas, indicates the maximum amount of gas that can be
used during the transaction execution. This value represents the maximum
amount that a user is willing to pay for the transaction computation. It prevents
the transaction sender account from being drained;

to — the address of the transaction recipient;

value — the number of Wei (smallest Ether unit) to be sent to the recipient;
signature — the signature of the transaction sender;

init or data — the init field is used in contract creation transactions while data
is used in message call transactions. The first represents a byte array that
specifies the EVM code that will be used during the account initialization
(getting destroyed after), while the second is related to the input data of the
message call (Bashir, 2017).

Smart contract interaction

The lifecycle of an Ethereum transaction for a smart contract message call is explained

in the current section according to Ethereum (2020a).

A transaction needs to be created to invoke a function in a smart contract to change its

state. To start an Ethereum transaction the user should be connected to an Ethereum client,

Geth or Parity node, which is connected to a network (either mainnet or testnet).
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The Ethereum transaction lifecycle starts with a conversion of the function call into a
raw transaction object. Figure 4 presents a raw transaction object, where the fo field points
to the address of the smart contract to which the user is directing the function call. The

value is 0 since, in this case, the user is not sending any Ether to another address.

const txCount = web3.eth.getTransactionCount(web3.eth.getAccounts()[0]);
const rawTx = {
nonce: web3.utils.toHex(txCount),
gasPrice: web3.utils.toHex(20000000000),
gas: web3.utils.toHex(100000),
to: '0x3fC3C8213Bc75b753DA1cffa9D39A44a881B1668",
value: web3.utils.toHex(0),
data: 'Ox7e6e3442d20bdcablc85c01feeb266af9710257ccdfd5fc57f0d7b72b6db2
64705ed1f0b000000000000000000000000T34e8ac5adc5302082cc685a6ce996albea
1dfd643415341513478342e7276740000000000000000000000000000000000000000 '

Figure 4 — Ethereum raw transaction object

The data field has a hexadecimal payload composed of the first four bytes of the Secure
Hash Algorithm 3 (SHA-3) (Bertoni et al., 2009) of the smart contract function and the
arguments to be passed to the function. An example of a function hash and its respective

inputs is shown in Figure 5.

> web3.utils.sha3('addFile(bytes32,address,bytes32)');
0x7e6e344269123082fee8601e9550eddfc8184ce77a3fbe77d0fc562c6edff3d9

> web3.utils.sha3(file);
0xd20bdcabl1c85c01feeb266af9710257ccdfd5fc57f0d7b72b6db264705ed1f0b

> userAddress
f34e8ac5adc5302082cc685a6ce996albealdfdb

> web3.utils.fromAscii('CASA_4x4.rvt');
0x43415341513478342e727674

Figure 5 — Hash of the smart contract function and its inputs

The transaction needs to be signed after the raw transaction object creation to assure
that the user that is initiating the transaction is, in fact, the owner of the sender account.

This prevents a transaction from being executed on behalf of another user.

The signed transaction is submitted to the connected Ethereum node, which will
validate the signed transaction and broadcast to its peers, and these to their peers, and so
on. When the network broadcast is completed, the connected Ethereum node will output

the transaction id, which is the hash of the signed transaction.
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The Ethereum network has both miner and non-miner nodes. The miner nodes
maintain a transaction pool where the transactions are sorted by the gas price before being
mined. Since the common node configuration is to look for transactions with higher gas
prices, these transactions are more likely to be mined first (i.e. to be included in the next

block).

The amount of transactions within the transaction pool is finite. This means that if a
transaction has a lower gas price there is a probability that it will never be mined. In these
cases, the transaction might need to be rebroadcast with a higher gas price. To do this the

nonce field should be the same to override the previous transaction.

The sum of the gas limit of all transactions must not exceed the block gas limit.
Eventually, a miner selects the transaction to include in the next block with other
transactions, which after being validated are included in a pending block and the Proof of

Work consensus algorithm starts.

When a miner node finds a valid block, it is added to the blockchain and is broadcast
to other nodes. All nodes will receive, verify and sync the new block with the local copy

of the blockchain by executing all the transactions in the block.
Decentralized Autonomous Organizations

Ethereum allows the setup of a decentralized organization, which is a set of smart
contracts that run on the blockchain. When the business logic is executed by artificial
intelligence, rather than by human input, it is referred to as a Decentralized Autonomous
Organization (DAO). The governing entity of a DAO is enforced by code instead of
humans. However, there exists a person that acts as a maintainer and a proposal evaluator
for the community, called Curator. A DAO can even contract external contractors when

required by the token holders (Bashir, 2017).

One of the most famous DAO projects is The DAO which aims to be a venture capital
fund platform, acting as a decentralized business model without an owner. However, it
was hacked by exploring vulnerabilities in its code, draining a considerable amount of
Ether into a child DAO. The community decided to perform a hard fork of the Ethereum
blockchain to recover the stolen funds. However, some elements complained because this
decision goes against the nature of the Ethereum itself, and preferred to keep mining the

previous version, now known as Ethereum Classic (Bashir, 2017).
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Ether denominations

Ethereum has the following metric system of denominations, which are used to

measure units of Ether. The smallest is called Wei (see Table 5).

Table 5 — Ether denominations (adapted from Ethereum (2019a))

Unit Denomination Wei value

wei Wei 1

Kwei Babbage 1000
Mwei Lovelace 1E6
Gwei Shannon 1E9
microether Szabo 1E12
milliether Finney 1E15
ether Ether 1E18

2.2.7 Security issues and challenges

The increase in blockchain adoption revealed some problems and challenges.

According to Lin & Liao (2017), some of the identified problems are:

e Majority attack;

* Fork problems;

e Scalability;

¢ Confirmation time of the blockchain data;
* Regulatory problems;

* Integrated cost problem.

The majority attack is related to having the majority of the nodes being controlled by
the same entity. By controlling more than 51% of the computing power the entity can

control which blocks are permissible and modify the transaction data.

Fork problems are related to different versions of the nodes and agreements regarding
versions upgrade, which may include different consensus rules. This leads to the

existence, in the same network, of new and old nodes.
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Forks can be of two types: soft and hard. In a soft fork, a software change invalidates
blocks and transactions that previously were considered valid. This type of fork is
backward-compatible as the new nodes recognize the new blocks and transactions as
valid, only requiring the majority of the miners to upgrade to the new software

(Figure 6).
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Figure 6 — Soft fork (Investopedia, 2019b)

The hard fork is related to a big change in the software that leads to previously invalid
blocks being considered valid (or vice-versa). As this type is not backward compatible,
all nodes must upgrade to the new version of the software. A hard fork creates a fork in
the blockchain, having a new ledger with the upgraded version and an old one with the

previous version (Figure 7).
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Figure 7 — Hard fork (Investopedia, 2019a)
Scalability is a problem because blockchain data becomes bigger when a new block is
added, leading to an increase in the need for more storage and computing power. With

the increase of the blockchain, more time is needed to synchronize data.

Besides the time needed to confirm blockchain data being less than the normal banking
system transactions, it sometimes can take more time than what is desired to explore new

blockchain applications, such as with the Internet of Things applications.
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The lack of regulation leads to a generalized lack of trust in blockchain technology.
Incidents such as The DAO hack evidenced that the non-existence of regulation

sometimes can have unwanted effects.

The adoption of blockchain technology forces companies and the public sector to
invest in the replacement of old systems. This involves initial costs to support the

infrastructure for the new technology.
2.3 Construction industry issues
2.3.1 Scope

The construction industry is one of the key industries in all countries, and one of the
largest in the world economy. However, its productivity has nearly stagnated, with a
labour-productivity average growth of 1% a year over the last two decades, while in
manufacturing it was 3.6% and the total word economy has grown 2.8% yearly (Barbosa
et al., 2017). One of the reasons for the lack of productivity is the fact that this is one of
the latest industries adopting technology and innovation (Belle, 2017;

Barbosa et al., 2017).

Construction is an industry that typically involves several participants, processes and
products, where the projects are executed by many companies (Heiskanen, 2017; Wang
et al.,2017). In general, in large developments, dozens of companies are involved in the
multiple components of the designs (structures, landscaping, architecture, electricity,
mechanical equipment, water and residues, etc...) and execution. Commonly, each

involved company contracts other contractors, leading to a cascade of contracts.

Studies (Black, Akintoye, & Fitzgerald, 2000, Wong & Cheung, 2005) have shown
that end-customer satisfaction can be increased by partnering. One of the key elements
for partnering success between all involved participants in construction is trust, which

can increase with performance growth.

According to Penzes (2018), one of the most valuable and intangible assets in every
business between organizations and partners or customers is trust. Trust is enabled by
third parties and intermediaries ensuring that all parties have a legal right, authority and
transparency to do business with each other. However, with the increase of business

volume, the trust and transparency given by third parties become too distant and complex.
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This complexity leads to missing information, time consumption and additional costs for

all parties.
2.3.2 Construction problems
Information sharing

The high number of participants typically involved in a large construction project leads
to high information flow between parties. This often results in communication failures,
litigations and time waste, leading to projects rarely being developed as planned

(Heiskanen, 2017).

Besides information sharing issues, Wang et al. (2017) refer that the construction
industry has several challenges in terms of trust and process automation, and state that,
with the increase of the construction project complexity, the hiring of international labour
is growing. This leads to a need for a clear and honest way to share information, that is

not facilitated by conventional contracts and information sharing mechanisms.

Building Information Modelling (BIM) is a digital representation of the physical and
functional characteristics of a building and can be used as an information sharing system
(Sacks et al., 2018). However, Turk & Klinc (2017) point out that its adoption is
difficulted by several problems, among them the existence of several BIM models for the
same building, the difficulty of sharing the models and the lack of a mechanism that tracks

all model changes in a reliable way, which can be used as responsibility mechanism.

Currently, exists in the market solutions to address information sharing problems in
the construction industry, examples of these applications are Asite (2020), Autodesk
(2020) and Trimble (2020). These applications incorporate a wide variety of features,
such as file pre-visualization, the possibility to review and add comments on shared files
or allowing to interact with drawings. However, to the author’s knowledge, they all have
expensive licenses and lack file integrity verification mechanisms that can be used by

everyone, even in case the license has expired or the platforms no longer exist.
Delayed payments

Another problem is the delayed payments or non-payments, which are frequently
identified as one of the main sources of business failures and related to an increase in
disputes (Wang et al., 2017). According to the Euler Hermes report (Hermes, 2016)

construction industry was the sector with more payment delays in the United Kingdom in
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2015, being accounted for 31% of all reported incidents. The same report states that
overdue payments are common in the United Kingdom and that the sector suffered a 27%
year-on-year increase of overdue payments incidents in 2015. This leads to long disputes

and delivery delays.

For United Kingdom construction companies, the average payment time in 2015 was
82 days and sometimes it can reach up to 120 days. This can cause a huge risk to all
supply chains, especially for smaller companies that cannot support continuous payment

delays without a robust financial situation (Penzes, 2018).

Among the current mechanism to prevent delayed payments are contracts, banking
guarantees and insurances. However, these are inefficient as the current literature review

reveals.
Construction contracts

One of the reasons for the high degree of information loss and level of conflict is the
contract model. There are three dominant types of contracts in construction: Design-Bid-
Build, Design-Build and Construction Management at Risk. There is a fourth method that
is becoming more popular with the use of BIM: Integrated Project Delivery (Sacks et al.,

2018).

In the classic Design-Bid-Build, two different bids are placed. The first involves the
design, the second is based on the result of the first one and involves the construction.
Both the design and construction bidding involves many individuals and companies, with

obvious technical, trust and contractual difficulties.

In the Design-Build method, the responsibility for the design and construction is
consolidated into a single bid and entity. This decreases the number of technical and
contractual interactions. However, even in the same company or consortium, there are

competing interests and opportunities for misunderstanding.

In the Construction Management at Risk model, a construction manager is hired by
the owner to provide a complete solution, design and building, at a guaranteed maximum
price. The construction manager, which acts on the behalf and interest of the owner, may
or may not be involved in the design and construction. Often these contracts include

incentive clauses in which the construction manager and owner split the positive
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difference between guaranteed maximum price and actual cost. If that difference is

negative, the construction manager incurs financial penalties.

There are variations of these methods, including models where the building, or facility,
is managed by the contractor for several years (usually more than 10). This has the

advantage of eliminating or at least reducing difficulties in the handover.

Integrated Project Delivery is a more sophisticated model that aims to promote
effective collaboration between owners, designers and contractors during all phases of
the lifecycle. This model demands contracts that define mutual gains to all parties when
the project aims are attained, thus aligning the interests in a common goal. The number
of information exchanges increases exponentially in this model, as the flow of
information is no longer linear, but circular among all parties. Collaborative tools that
allow these information exchanges in a safe, reliable and traceable manner are needed

(see Figure 8).
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Figure 8 — Schematic diagram of collaborative information sharing applied to Integrated Project Delivery

2.4 Blockchain solutions for the construction industry

Blockchain offers a solution that allows a transparent distribution of information
among all network participants in an immutable and simultaneous way where no party
holds overall data control. This is important to an industry that needs a high level of trust

in relationships.

Belle (2017) states that one of the main benefits of blockchain is the decrease in

administrative costs due to digitalization and, in particular, the cost of licensing the
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copyright. For Turk & Klinc (2017) the major benefits are having reliable construction
logbooks, information about performed work and material quantities recorded during the
construction phase, and sensitive information secure storage, such as sensor data, during

the building occupation and maintenance phase.

The usage of blockchain technology as a basis for activities related to construction
could remove the need for a personal trust relationship between the involved participants,

by only trusting the information at the blockchain.

Even though the construction industry is an industry where the technology adoption
is, typically, carried out slowly and gradually (Belle, 2017), some studies reveal that the
new technologies and, in particular, blockchain can contribute to mitigate some of the
identified problems, as detailed below. Examples of these studies are Mathews et al.

(2017), Singh & Ashuri (2019) and Wang et al. (2017).
Information sharing

Blockchain can be used to reduce information sharing problems between the
stakeholders by being the underlying technology for a platform that can collect inputs

from all involved parties, recording every necessary interaction.

Penzes (2018) suggests that during the design phase the platform can record digital
signatures of the design packages or calculations and their approvals and quality
assurance steps without storing the original files. This can be an important point because
of data protection policies. The same author states that these inputs can be used to track
project progress and be used for accountability and traceability of design approvals

because the underneath system is tamper-proof.

For the construction stage, the previous author refers that the platform can record
information for each task regarding pre-defined specifications and quality assurance
procedures that need to be followed, together with the team that is going to perform the
assigned task. After the work is completed, the site engineer, together with the quality
controller and project manager, verify and approve the performed work by digitally
signing in the platform. This process automatically updates and displays construction

progress to all parties.

The ability to share information between stakeholders within a collaborative platform

can facilitate the management and monitorization of the construction project by reducing
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contract misalignments and enabling collaboration between participants. With this
platform, unforeseen issues that may result in claims and disputes can be solved faster
and easier as secured records can be used for accountability. The platform also allows
having transparent control over the quality of the provided services. This can allow
companies to save time and money by avoiding construction delays due to unpredictable
issues and achieving faster execution of the construction (Penzes, 2018; Singh & Ashuri,

2019).

The combination of BIM and Blockchain in one platform enables the BIM model to
act as a single source of truth. This allows the addition of extra data to the model and
ensures high accountability and traceability because of the irrefutable nature of the

technology (Penzes, 2018).

The association between blockchain and BIM also allows keeping a trusted record
about when and who made de changes to the model, serving as a basis for any legal
argument that may occur (Turk & Klinc, 2017). This record allows the centralization of
the information in one model and to share it between the participants, having a role and

permission mechanism to read and write for each participant.

Acting as a single source of truth, a BIM model can aggregate information for the
whole lifecycle, such as supply chain information, the provenance of materials and

payment details (Penzes, 2018).

Mathews, Robles & Bowe (2017) studied the integration of BIM and blockchain to
provide a collaborative platform as a possible solution for the trust problem. The authors
suggested a private blockchain with network nodes for the involved stakeholders (e.g.
client, architect, engineer and contractor) to record the collaborative interactions and
rewarding individual contribution over his lifecycle through a cryptocurrency coin. It
aims to bring together professionals creating a collaborative network and disrupting the

existing top-down hierarchical structure that separates all involved collaborators.
Delayed payments

Wang et al. (2017) point as the main blockchain usages in this industry the ability to
give final clients a transparent and traceable mechanism for the several materials used in
the construction, elimination of time spent on document authenticity verification and the

automation of payments. The authors state that this last point can be implemented through
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smart contracts, where the final client pays to the main contractor and the payments to

subcontractors are automatically triggered (i.e. a chained payment).

A blockchain-based platform can automate payments in the construction industry
based on digitally approved work, contractual terms and smart contract actions. This
platform can increase the transparency between all involves parties and ensure that the
pre-defined terms agreed at the smart contract will always happen. The platform could be
used to ensure that the payment will be done on time, as soon as all agreed criteria are

met (Penzes, 2018).
Construction contracts

Construction contracts have evolved to promote greater collaboration and common
objectives among those involved in all construction phases. They aim to decrease disputes
and litigations, reducing time and costs. Inevitably, they require a higher flow of

information and collaborative tools to handle it (Sacks et al., 2018).

A blockchain solution involving information sharing and automatic payments can
support modern contract types to deal with high information flows and automatically
trigger payments as the construction is progressing. It can be used as an accountability
mechanism in case of a dispute in any construction phase. This is especially important in
larger constructions where the centralization of information plays an important role to

avoid information loss and delayed payments.
2.5  Summary

In the present chapter, a literature review was performed about blockchain technology

and the construction industry challenges.

Blockchain is a digital ledger that allows recording information in an immutable,
transparent and decentralized way. All information is stored within blocks, with each

block linked to the previous one, forming together a network.

There are three types of blockchain networks: public, consortium or private. Each of

them can have their consensus algorithms, such as Proof of Work and Proof of Stake.

Were identified three types of construction problems that can be addressed with
blockchain technology: lack of an accountable mechanism for information sharing,

delayed payments and modern contract types.
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For information sharing issues, blockchain can be used to record the interactions
between involves parties, as design packages or BIM model files, that can later be used
in case of disputes or litigations. The delayed payments can be mitigated by using
blockchain to trigger automatic payments based on digitally approved work. This
technology can also support modern contract types to deal with high information flows

by supporting information sharing and automatic payments.

27



28

Blockchain Technology for the Construction Industry



Blockchain Technology for the Construction Industry

Chapter 3 - Information sharing platform

3.1 Introduction

The current dissertation proposes a platform to support information sharing in

construction, overcoming one of the industry problems identified in section 2.3.2.

A conceptual model is proposed and a POC presented. The POC was developed to
evaluate the integration between blockchain technology and the construction industry. It
aims to answer the research question by evaluating if information sharing in the

construction industry can be supported by blockchain technology.

The present chapter describes the proposed information sharing platform. Firstly, its
objective is presented, followed by the presentation of the conceptual model including

the description of the major features.

Secondly, the technical solution of the POC is presented, including an overview of the
application architecture and its components, describing the selected libraries, frameworks
and programming tools. The chosen web server, frontend, backend layers, database model

and smart contract considerations are also detailed.

Lastly, the user interactions with the application are presented by illustrating each

interaction with images of the application.
3.2 Objective

The platform aims to support construction management by facilitating information
sharing between all involved participants in all construction phases. It intends to be the
source of information for all the construction files, simulating a physical file sharing with
signature records that can later be verified and used as an integrity verification

mechanism.

The application should provide three major features to support the information sharing

problem identified in section 2.3.2:

e Allow to share files, including technical drawings, contracts and BIM files;

* Provide a file integrity verification that can be used by anyone that has access to
the file;

* Provide an identity mechanism that allows visualizing the file progression, with

the identification of who modified or signed each version of the file.
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3.3 Conceptual modal
3.3.1 Overview

The application is a central source of information, with files and all their versions, that
allows users to upload files, or a new version of an existing file, download it, share it with
other users, request signatures from other users or sign it. The involved participants can
visualize the document progression and easily identify who modified or signed each

version of the file.

The files uploaded to the application are stored in the database, while its cryptographic
hash and the identity of who uploaded the file are recorded in a decentralized and
immutable way in a smart contract on a public blockchain. The users that are requested
to sign a version of a file and the ones that sign it are also recorded on the smart contract.
This allows using the application to later verify if a file was registered on the platform

and to identify who uploaded, requested to sign or signed it.

Since the files’ information is stored in a public blockchain, they are immutable and
tamperproof, which enables their integrity to be verified even in case the application
ceases to exist. The information remains available outside of the application in every

Ethereum node.
3.3.2 Components

The platform is supported by five main components: central authority, institutions,

users, projects and files, defined as follows:

* Central authority is a single entity that is responsible for the application
maintenance and to register institutions in the application;

» Institutions are representations of companies, entities or consortiums within the
application. Each institution has an admin user role that can create users and
projects in its institution and assign users to projects;

» Users are the collaborators of an institution with an account in the application;

* Projects are working groups that have collaborators from the same or different
institutions working together;

* Files are documents that can be of three types: Technical Drawings, Contracts

and BIM Files. Each file belongs to a specific project.
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The central authority is responsible for the system maintenance and for companies,
entities or consortiums identity verification, assuring that they are who they claim to be.
After being successfully validated, the central authority creates an institution within the
application with an admin user. The admin user is responsible for the institution
management within the application, having the possibility to create users and projects

(see Figure 9).

Users and projects of
Institution 1

Users and projects of Users and projects of
Institution 2 Institution 3

Institution 3
admin user

Institution 2
admin user

Institution 1
admin user

Central Authority

Figure 9 — Relation between central authority and institutions

An institution is registered on the application after being validated by the central
authority. Its registration involves an admin user creation and a generation of an Ethereum
wallet that is stored at the database, with the corresponding Ethereum address derived
from its wallet. The institution and its admin user are also recorded in the smart contract,
storing their name and Ethereum address. The latter is the link between the smart contract
and the database. The creation of users within each institution is done by their admin user

and follows an identical pattern, without the institution creation.

Admin users can create the projects of the institutions and assign their users to them.
Each user can be assigned to more than one project. The projects and their access control
are stored in the database. The platform access control is also performed at the database

level. The users need an account associated with an institution to access the platform.

Figure 10 shows an example of an institution, designated by Institution I, having one
admin user, two projects, six users and twelve files. The admin user is responsible for
projects’ and users’ creation within the institution and does not belong to any project.

Users 1 and 3 are associated with both projects, while Users 2, 4, 5 and 6 are related to
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only one. Each project has six files, divided into three categories: Technical Drawings,
Contracts and BIM Files. Users only have access to the information explicitly shared with
them within their projects, preventing them to have access to all files of the project. This
information access control is performed at the database level, where each user has a list

of files that can access.

Institution 1 Project 1 Project 2

[ User 1 ][ User 2 ] [ User 1 ][ User 3 ]
[ User 3 ][ User 4 ] [ User5 ][ User 6 ]

Technical Drawings | File 1 | | File 2 I | File7 | | File 8 I
Contracts | File 3 | | File 4 ‘ | File9 | | File 10 ‘
BIM Files | File 5 | | File 6 | | File 11 | | File 12 |

Figure 10 — Relation between users, projects and files of an institution
An institution can have several projects, one for each construction project. Within each
project the information can be grouped by categories: Technical Drawings, Contracts or
BIM Files. This mechanism allows users to easily organize the information within

projects.

Files are organized by projects and categories. When a file is uploaded to the
application it is only visible to the user that uploaded it, the file owner. To share it with
other users of the project the owner can share directly or request a signature. The
difference between both features is the registration on the blockchain, the first approach
allows an additional user to access the file and does not involve blockchain while the
second, besides allowing an additional user to access the file, registers on the smart
contract that a signature request has been done. When a user signs a file, it is also

registered on the smart contract that a signature was given.

Each file has a list of versions with several file modifications performed throughout
the time, along with the date and identity of the user that modified it. Each file version
has a list of signatures and signature requests. The signature requests are the pending

signatures, while the signatures are the ones that were given to the file.
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Figure 11 illustrates the user interactions with a file. In the example, users can interact

with version 10 of File 1 that belongs to Project 1. This file version is owned by User 1,

has two signature requests (Users 2 and 3) and one given signature (User 2). There is also

User 4, with whom the file has been shared, that has access to the file without a signature

request. The possible user interactions with this file version are the following: request

signatures, sign, share, download or delete.

Project 1

File 1 Owner: User 1
v. 10 Signature requests : User 2, User 3

File 1
versions

Given signatures : User 2
Creation date: 20/6/2020
A A

Legend

<> User interactions

Request file signature
Sign file v A 4

Share file
Download file User 3 User 4
Delete file

Figure 11 — File interactions

* e 0 0

3.3.3 Features overview

The platform is divided into three types of users: central authority, admin user and

normal users. Each type can perform the following interactions within the application:

1) Normal users

Login into account;

Visualise the files to which the user has access;

Upload a new file (requires blockchain transaction);

Upload a new version of an existing file (requires blockchain transaction);
Share a file with a set of users within the project;

Request a file signature from a set of users of the project (requires blockchain
transaction);

Sign a file that has requested his signature (requires blockchain transaction);
List all versions of a file, the file history;

Download a specific version of the file;

Verify that a specific version of the file is authentic, its signatures and

signatures requests (reads information from blockchain);
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2) Admin users - all the previous plus:
* Create users within its institution (requires blockchain transaction);
* Create projects within its institution;
* Associate its users to its projects.
3) Central authority
* Create new institutions (requires blockchain transaction);

* Create an admin user for each institution (requires blockchain transaction).

The platform is also accessible without an account to perform the file validation. This
allows anyone to verify if a file was registered on the blockchain, its pending signature

requests and who has signed it.

Some user interactions require a blockchain transaction to update the smart contract
state. Since blockchain interactions are paid, the information stored on the blockchain
should be the minimum as possible. However, the smart contract can be extended to

record additional information.
3.4 Technical implementation
34.1 Overview

The platform is a web application, which nowadays is the standard in the development
of software applications. It allows a continuous update of the application without any
effort from the users. Each client (e.g. a user of the application) accesses the application

through a web browser.
3.4.2  Architecture

A multi-tenant architecture was chosen because it allows having a central authority
that verifies the identity of the institutional clients and to have a single point of contact
with the blockchain. This implies that all clients of the platform connect to the same
instance. The application has a software bundle composed of a web server, a backend
server, a database and a blockchain node, that can either be on-premise, in the cloud or as
a service (see Figure 12). The immutable information is stored in a smart contract on the

blockchain.
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Blockchain

S

Blockchain Node

— -1
Backend Server <—>

Web &Server

Reverse Proxy

Host |

v

Figure 12 — Architecture diagram

The entry point of the application is the web server, which provides static assets for
the frontend and acts as a reverse proxy. The backend server is responsible for holding
the business logic and the connection to both the database and blockchain node. The
database stores the application data that is mutable (i.e. can change over time). The
blockchain node connects the application to the decentralized ledger, which has a smart

contract with immutable information (i.e. do not change over time).

Both backend and frontend were developed with frameworks. A software framework
is a software environment that provides generic features, tools, libraries and a pattern to
develop a software application. Its goal is to facilitate software development. Typically,

it cannot be modified however it can be extended via overriding.

Figure 13 illustrates the application architecture of the POC with its components and
corresponding frameworks, libraries and protocols. Each component is explained in the

following sections.
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Blockchain

Smart
Contract
(Solidity)

JSON-RPC

Ethereum Node
(Infura)

4
Infura API

Backend Server
(Spring Boot, Java)

REST API

FE | Web Server
(Vue js) (Nginx)

', Client
browser

Figure 13 — Application architecture

3.4.3 Web server

The web server is responsible to handle and process client requests through HTTP
(Hypertext Transfer Protocol). It also stores the static assets of the frontend application
(Hypertext Markup Language - HTML pages, Cascading Style Sheets (CSS), JavaScript
files, fonts and images) and acts as a reverse proxy to forward the requests to the backend

Application Programming Interface (API) (Mozilla, 2019).

Nginx was the chosen software for the web server because it can be both a web server
and a reverse proxy. It is open source and distributed under the 2-clause BSD-like license

(Nginx, 2020).

Each client request is handled by Nginx. If the request is done to the root (‘/”’) then the
web server replies with the frontend assets, otherwise the request is forwarded to the
backend server REST API by the reverse proxy, preventing the backend server from being
exposed to the internet and being only accessible internally. REST (Representational
State Transfer) is a software architectural style defined by standards. REST allows a

variety of data formats and has a good performance (Fielding, 2000).
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3.4.4 Frontend

The frontend application is a Single-Page Application (SPA), which allows to update
only the necessary content of a web page instead of loading new pages from the server.
The page content is updated through requests to the backend API. SPAs provide a better

user experience and higher performance (Mozilla, 2020).

Vue.js was the SPA framework used to develop the user interface (version 2.6.10)
(Evan, 2019). This framework was chosen due to its small size (a full-featured application
compressed has around 30KB), ease of use, flexibility and detailed documentation. The

framework is open source with an MIT license.

Vue.js applications are composed of a set of components. A component is a small,
self-contained and reusable software. A typical component is divided into three sections:

template, script and style.

The template section holds HTML-based syntax that is parsed by compliant browsers
and allows to bind the data of the Vue instance to the rendered Document Object Model
(DOM). The script section aggregates the JavaScript code of the component, having a
specific structure to hold local component data, methods and lifecycle hooks. The style

section holds the CSS style for the component.

The template section of Vue.js components is compiled into a Virtual DOM render
functions, allowing to re-render the minimum changes in the DOM when the state of the

application changes.

A component library was used to improve the development of the User Interface (UI)
components. The chosen library was BootstrapVue (BootstrapVue, 2020), a wrapper of
the popular Ul library Bootstrap, developed by Twitter, specific for Vue.js and distributed

under an MIT license.

The frontend was developed with the support of external dependencies (packages) that
were added from Node Package Manager (NPM) (e.g. BootstrapVue). The compilation
and bundling of the frontend components and their dependencies were done through
Webpack (Webpack, 2020) into static assets that were deployed in the Nginx web server.
These assets are downloaded by the clients when the first request to the web server is

performed and interpreted by the browser.

37



Blockchain Technology for the Construction Industry

3.4.5 Backend server

The backend server manages the business logic of the application. It was implemented
in Java (Java Development Kit version 11) (Java, 2019), because it is robust, easy to use,
platform-independent and secure (IBM, 2019). Another advantage of Java is the existence

of several frameworks (e.g. Spring or Java Server Faces).

Spring Boot was the chosen framework (version 2.1.6) (Pivotal, 2019). It is an
extension of the Spring framework that eliminates the need for some Spring
configurations, has an embedded server that reduces deployment complexity and is an

open source project distributed under an Apache 2.0 license (Baeldung, 2019).

The backend server is divided into three layers: web, service and repository (see Figure
14). It allows following some of the software development best practices: separation of

concerns between layers, code reusability and simplicity.

-
controllers, filters and exception handlers \- gg;:::tesr
public
Service Layer _J
business services and infrastructure services R
Domain
}—
Repository Layer private
repository interfaces
J

Figure 14 — Backend server layers
The web layer is the entry point of the server and is responsible for processing and
validating the user input, handling authentication and protecting the API from
unauthorized users. It has controllers, filters, exception handlers and exposes the REST
endpoints. The JSON Web Token (JWT) (Peyrott, 2016) is the method used to represent

claims between the backend and frontend in a secure way.

The service layer has both business and infrastructure services. The business service
is responsible for encapsulating all business logic and handling the repository
interactions, while the infrastructure service handles the communication between the

application and the Ethereum node.
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The repository layer acts as a data access abstraction and is responsible for the
interaction between the application and the database through the Java Database
Connectivity (JDBC) API. The repository uses the Java Persistence API (JPA)
specification for data persistence and conversion from a Java object into a database entity
(and vice-versa). The used JPA implementation was Hibernate with Spring Data JPA

library.

The domain model is used as an entity object. The communication between layers is
performed by a Data Transfer Object (DTO), which is an object used to carry data
between web and service layers and to expose the data to the API consumers. This

enforces extra security as it avoids the exposition of the domain model.

All actions that store information in the database and smart contracts are performed
synchronously to avoid inconsistent information between the database and the smart
contract. In case an error occurs in the database or blockchain transaction, both are rolled

back.
3.4.6 Database

Since the information stored in a public blockchain is public, the sensitive information

is stored in the database. There is also persisted the mutable data of the application.

A relational database was chosen as the stored data has a strong relationship with each
other. The selected database was PostgreSQL (PostgreSQL, 2019). It is an open source
object-relational database system distributed under PostgreSQL License, a liberal license

similar to the MIT license.

For development purposes an in-memory H2 Database Engine (H2, 2019) running in
PostgreSQL compatibility mode was chosen as it allows lower configurations and enables
faster development. It is open source with a dual license: Mozilla Public License version

2.0 and Eclipse Public License.

The data model is presented in Figure 15. All entities have a basic auditing mechanism

by recording when was the data created and last updated.
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Figure 15 — Database entity-relationship diagram

Each time an Institution entity is added a User entry is created with the
INSTITUTION_OWNER flag set to true. This user is the admin user of the institution.
During the institution and admin user creation, a new Ethereum wallet is generated and

stored in the Wallet entity. Both entities will have the same Ethereum address, derived

from the Ethereum wallet.

A User entity can have multiple files (called DBFile to distinguish between native Java
File class) and a file can be available to multiple users (many-to-many relationship), so a
join table (USER_FILE) was created with a composite primary key formed by USER_ID
and FILE_ID. Some attributes of the File entity are the filename, file type (the content
type of the file) and the version, which allows the users to upload new versions of the file.

Each file belongs to a certain category, that can be Technical Drawings, Contracts or BIM

files, and to a certain project.

The USER_FILE join table also has as Boolean attributes the OWNER, SIGNED and
REQUEST_SIGN. The first indicates if the user is the owner of the file (i.e. if the user is
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the author of the specific file version), the second shows if the user signed that specific
version of the file and the last one indicates if the user is requested to sign a specific

version of the file.

Each time a file is shared, or a signature is requested, a new entry in USER_FILE is

created, this allows to only show to the users the files they have access to.

A user can be assigned to multiple projects and each project can have multiple users
(many-to-many relationship), so a join table was needed: USER_PROJECT with a
composite primary key formed by USER_ID and PROJECT_ID. This join table also
indicates if the user is the owner of the project. Only project owners can add users to the
project or delete the project itself. Typically, the project owner is also the institution

owner.

To be compliant with General Data Protection Regulation (GDPR) privacy policies,
the User and Institution entities do not store private information besides username and

name, which can also be replaced by some other identification within the company.
3.4.7 Blockchain

Ethereum was the chosen blockchain implementation as it allows the development and

deployment of smart contracts.

All blockchain interactions are performed with the central authority wallet. This avoids
the need of each institution and its users to have the knowledge of blockchain concepts,
as Ether acquaintance or gas price. For this reason, the connection between the application

and the Ethereum network is performed on the server side, in the backend server.

The library chosen to interact with the Ethereum client was Web3j (Web3j, 2019),
which provides an implementation of the JSON-RPC client API in Java. JSON-RPC is a
remote procedure call (RPC) protocol, that defines data structures and rules for their
processing. It can be used over HTTP and uses JavaScript Object Notation (JSON)
(JSON, 2019) as the data format. JSON is a data-interchange format easy for human
reading and machine parsing, that can represent strings, numbers, ordered sequences of

values and collections of name/value pairs (Ethereum, 2019b).

To avoid the need of having a local node client running with an entire blockchain, the

Infura Ethereum node cluster as a service was chosen (Infura, 2019). The Ropsten testnet
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network was used in the POC during the development and test of the application to avoid

spending money during transactions’ execution.
3.4.8 Smart contract

Solidity was the selected programming language for the development of the smart
contract as it is currently considered a standard, has detailed documentation and is the

most supported and maintained language (Ethereum, 2019c).

The conversion from Solidity high-level contract source code into bytecode, the format

that is interpreted by the EVM, is performed by the solc compiler.

Remix (Remix, 2019) was the Integrated Development Environment (IDE) used,
which is a browser-based IDE and compiler that allows the development of Ethereum

contracts with Solidity language and transaction debugging.

The smart contract, deployed in Ropsten network, records the information that is
intended to be immutable and tamper-proof. In the current POC was decided to store in

the blockchain the following data:

¢ Institution - name and its own Ethereum address;
e User - name, its own Ethereum address and the Ethereum address of his institution;
¢ File - hash, the Ethereum address of its owner, filename, creation data and

Ethereum address lists of the requested signatures and signers.

It was decided to store the minimum information on the smart contract as possible due
to GDPR privacy policies. To have a reference in common with the database, an Ethereum
wallet is generated through the Web3j library for each new institution and user creation.
The wallet file is stored on the database, while the address is used to link the user to the

smart contract.

The wallet file stored on the database allows creating an abstraction of the blockchain
interaction to the user. It can also be used in the future modules of the application, such

as automatic payments.

Due to security concerns, an additional variable was added to the smart contract to
prevent unauthorised access to it - applicationOwner. The variable is assigned during

deploy time to the Ethereum address of the central authority wallet.
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To assure that the smart contract state can only be changed by a transaction sent from
the central authority, all functions that change the smart contract state are protected to
check if the address of the transaction sender is allowed to change smart contract data,
i.e. if the transaction is signed by the central authority address. This prevents the smart

contract state to be changed by transactions that are not sent by the application.

The smart contract has two types of functions: read and write. The write functions are
the ones that change smart contract state and are used to register a new file, user or
institution on the blockchain, or to modify some of theirs attributes, e.g. add a signer or a
signature request to an existent file. They are intended to be only used by the application,
so their execution is protected and restricted to only execute if the transaction sender is

the Ethereum address of the central authority (applicationOwner) (see Figure 16).

function addFile(bytes32 _fileHash, address _owner, bytes32 _filename) public {
require(msg.sender == applicationOwner, "Sender not allowed to add file");
File storage file = files[_fileHash];
require(file.fileHash[0] == @, "File already exists");

User memory user = users[_owner];
require(user.addr != address(®), "User does not exist");

file.fileHash = _fileHash;
file.owner = _owner;
file.filename = _filename;
file.creationDate = now;

allFiles.push(file);

Figure 16 — Smart contract function to register a file
The read functions are the ones designed to be publicly used to retrieve the smart
contract state. These functions are used to get file information (e.g. file signers and
signature requests) and user information (e.g. name and institution). These functions are
important to be kept public because they will be used to verify if a file is registered on the
blockchain and who is the file owner, the file signers, the pending signatures, and their

respective institutions.

To protect the data on the smart contract the getFile function (see Figure 17) can only

be called by having the file hash, this replicates the real-world behaviour, where a file
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authenticity and their signatures can only be verified by having the file itself. Similarly,

the function to get the user info can only be invoked by knowing his Ethereum address.

function getFile(bytes32 _fileHash) public view returns (bytes32 fileHash,
address owner, bytes32 filename, address[] memory signatures,
address[] memory signRequests, uint creationDate) {

File memory file = files[_fileHash];
fileHash = file.fileHash;

owner = file.owner;

filename = file.filename;

signatures = file.signatures;
signRequests = file.signRequests;
creationDate = file.creationDate;

Figure 17 — Smart contract function to retrieve file information

The current application can be used to verify the authenticity of a file by uploading a
file to it. It generates a file hash and retrieves its information from the blockchain.
However, in case the application no longer exists, a call directly to the smart contract or
by another frontend application can be done to evaluate the file authenticity. This assures
that the decentralized information will always be available and is independent of the

application that registered it.

The interactions on the smart contract can be visualized on Etherscan in Ropsten
Network (Etherscan, 2020). An example of the contract interactions is presented in Figure

18 and the transaction detail in Figure 19.

M Etherscan Al Fiters ﬁl
Ropsten Testnet Network Block Tok
@ Contract

Contract Overview More Info

Balance: 0 Ethar My Name Tag Not Available

Contract Creator: at txn Ox

2 mins ago w 0x3fc3¢8213bc75b. 0 Ether

6 mins ago N Ox3fc3c8213bc75D... 0 Ether

Figure 18 — Smart contract transactions
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Overview  State Changes

[ This is a Ropsten Testnet transaction only ]

?) Transaction Hash: 0x

From: 0xf34eBac5ad

Nonce Position 161 s

Input Data:

Status: ® Sooeee
?) Block: 8363888 2 Blocl
Timestamp: ® 1 min ago (Jul-25-2020 10:24:56 AM +UTC)

?) To: Contract 0x3fc3s 58 @
Value: 0Ether ($0.00)
Transaction Fee: 0.002899072 Ether ($0.000000)
Gas Limit: 4,300,000
Gas Used by Transaction: 65,888 (1.53%)
Gas Price: 0.000000044 Ether (44 Gwei)

0x63b60d25faa@9899af8e4452d6a25aed02d577917266138ca5912b2c4d92fb114a7deal8000000000000000000000000ed0
2f1831df5a622f0432c2e6aa059a84cfc563e

Figure 19 — Smart contract transaction details

3.5 User interactions

The possible user interactions within the platform are as follows:

1. The central authority can create an institution and an admin user;

2. Users can login into the application and get a valid authentication token;

3. The admin user of each institution can manage users and projects within his
institution and assign users to projects;

4. Users can upload a file into a project within a specific category;

5. Users can upload a new version of a file;

6. Users can share files with users from the same project;

7. Users can request a file signature of a specific file version to users from the
same project;

8. Users can sign a specific version of a file if they have a pending signature
request;

9. Users can download a specific version of the files they have access to;

10. Users can delete a specific version of the files they have uploaded;

11. Everyone can verify the file authenticity, even without an account.

These user interactions can be divided into three types: 1) involving database and smart

contract transactions, 2) involving database transactions and 3) Ethereum node queries.
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Each interaction is detailed in Figure 20 with the corresponding interaction between the

architecture components.

Blockchain
[ Browser J [Backend serverJ [ Database ] [Ethereum Node] [smartcontract]

..........................................................................................................................................................

Interaction Type 1:

« File upload

« File signature request
« File sign

« Create user

« Create institution

____________________________________

Interaction Type 2:

« Login
« File share

« File download
« File delete
.
.

Create project
Delete project
Assign users to project

Interaction Type 3:

« File validation

Figure 20 — Architecture components interplay for each user interaction

Interactions type 1, with file upload as an example:

1. A user accesses the application in a browser and uploads a file;

2. The frontend application, running in the user’s browser, performs a backend
server request — HT'TP post request;

3. The backend server generates the hash of the file;

4. The file information is persisted on the database, including the file itself;

5. The backend server submits a transaction to the Ethereum node signed by the
Central Authority if no database error is thrown;

6. A transaction is submitted to the Ethereum network;

7. The transaction is executed by the Ethereum network;

8. The transaction result is returned to the backend server. In case an error occurs
the database transaction is rolled back;

9. The operation result is returned to the browser warning the user about its

SucCCess.
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Interactions type 2, with file share as an example:

A user accesses the browser and shares a file with another user;
The frontend application performs a backend server request;
The backend server updates the users that have access to the file;

The information is persisted on the database;

A

The operation result is returned to the browser warning the user about its

success.
Interaction type 3, with file validation:

A user accesses the browser and uploads a file to be verified;
The frontend application performs a backend server request;
A query to the Ethereum node is performed with the file hash;

The Ethereum node returns the information about the file;

A S

The details of the file are returned to the browser.
3.5.1 Institution and admin user creation

Institutions are created by the central authority, the entity responsible for the
application maintenance and verification of the client’s identity, assuring that a client is
who he claims to be. The institution creation is performed through a POST request with
an authorisation header with a valid JWT token, containing the identity of the central
authority, and a body with the institution name for the institution creation and the name
of the user, username and password for the admin user creation. For the current POC the
admin user password is defined by the central authority however, this should be improved

in its implementation.

The institution creation generates an Ethereum wallet file and creates the admin user
of the institution. Both admin user and institution share the same wallet file and,

consequently, the same Ethereum address.

During the creation, both institution and admin user data is stored in the database and
a transaction is submitted to the blockchain network to create them on the smart contract,
storing their name and address. In case an error occurs, both blockchain and database

transactions are rolled back.
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3.5.2 Login

All users of the application need to perform a login to access the application unless

they only want to access the verification page (see Figure 21).

The login process generates a valid JWT token in the backend server based on a secret
stored in the backend server with the subject, Ethereum address and expiration time (see
Figure 22). The token is attached to all requests by the browser and is responsible to
validate the user identity (i.e. the user Ethereum address). This leads to a stateless backend
server as it does not need to keep a state between user requests. The token expiry date is

used for security reasons as it is only valid for a certain period.

File Sign Verify

Username

Password

Figure 21 — Login page

{
"sub": "tiagomota",
"address": "f34e8ac5adc5302082cc685a6ce996albealdfds"”,
"exp": 1594841399

i

Figure 22 — Example of a JWT token generated after a successful login
After a successful login, the users are redirected to the main page of the application -
the dashboard (see Figure 23). There the users can visualise their projects (1), upload new
files (2) and see their previously uploaded files (4) within each category (3), associated
with the selected project (1). The user can also access the verification page to verify the

authenticity of a specific file (5), see the authenticated user and perform the logout (6).
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Figure 23 — Application dashboard

3.5.3 User management

The admin user is presented with an empty dashboard in the first application access
(see Figure 24). There the user can manage the users of its institution by clicking in “User
Management” under the username dropdown — can create new users or delete them (see

Figure 25). This menu entry is only available for admin users.

File Sign  Technical Drawings Contracts EIM Files Verify tiagomota ™

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA User Management

0 ' . Sign Out

Figure 24 — Empty dashboard
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Add user

Name
Username

Password

Save

Username Name Address Delete

tiagomota Tiago Mota f34e8ac5adc5302082cc685a6ce996a16ealdfd6 ﬁ

manuelmelo Eng. Manuel Melo ed02f1831df5a622f0432c2e6aa059a84cfc563e ﬂ

Figure 25 — User management dialog

The application generates an Ethereum wallet for each created user, providing an
Ethereum address. This address is the identity of the user within the application and on

the blockchain.

The user creation stores the user information in the database and submits an Ethereum
transaction to record the user in the smart contract, storing the Ethereum address, name

and Ethereum address of the institution.

As in the creation of the admin user, the user’s password is defined by the admin user

of each institution. However, this should be improved on its implementation.
3.5.4 Project management

Admin users can also manage the projects of their institutions. To create a new project
the admin user clicks on the plus button in the project section. This action displays a
dialog where the user inserts the project name, description and the users of the institution
that can contribute to it (see Figure 26). When the project is created an alert is shown with

a message indicating the success of the operation (see Figure 27).
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Create new project

Name

Parque Nascente

Description

Construgdo do Parque Nascente

Allowed users

Eng. Manuel Melo

Cancel m

Figure 26 — Project creation dialog

File Sign  Technical Drawings

Project Parque Nascente created with success X

Parque Nascente =z

L+

Figure 27 — Alert showing that the project was created with success
It is also possible to edit or delete a project by clicking on the edit button next to the
project name, there the admin user can change the name, the description, the users that

have access to it or delete the project (see Figure 28).

The project information is only recorded in the database because it is used to organise

the files in the application, not being required for the file’s integrity verification.
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Edit project
Name
Parque Nascente

Description

Construgdo do Parque Nascente

Allowed users

Eng. Manuel Melo

Lo ] o]

Figure 28 — Project edit or delete

3.5.5 File upload

Each user of the application can upload files into the projects they have access to. A
drag-and-drop dashed section is available to add a new file into the selected project.
Alternatively, the card can be clicked and the browser dialog will appear to select the file
from the filesystem (see Figure 29). Each file that is uploaded to the application is stored
in a database and its hash is registered in the smart contract. The hash of the file is

generated through the Keccak-256 cryptographic function (Bertoni et al., 2009).

A loading wheel is shown while the file is being processed (see Figure 30). A
confirmation alert will be displayed and the file will appear on the dashboard when the

upload and smart contract registration is complete (see Figure 31).

The files are grouped by versions. To upload a new version the user needs to upload a
file with the name of the original file. Each version has its metadata, such as the file
owner, uploaded date, requested and given signatures. This behaviour simulates a
signature of a physical file, where each signature is valid only for a specific version of a

document.

When a specific version is shared or a signature is requested from another user, he/she
will be able to upload a new file version. Each version is incremented automatically and

sequentially.
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Figure 29 — File upload dialog
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Figure 30 — File upload processing
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Figure 31 — Dashboard with an uploaded file
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The uploaded file is only available to the user that uploaded it until he/she shares it
with another user or requests a signature. Figure 31 shows the card with the uploaded file,

where the information related to the selected file version is displayed through icons:

File owner;

Total of signatures given / total of requested signatures;
Identity of the users that have pending signatures;
Identity of the users that have signed the file;

File version;

Author of the current version;

Registration date of the file version;

Download button;

A A T N o

Share button;
10. Request signature button;

11. Delete button.

To visualize the information from another version or perform any action on it, the user

needs to select the desired version from the version dropdown (5).
3.5.6 File share

The file share gives the possibility to share a file without having the need to request a
signature and sign a document. Consequently, this interaction is only persisted in the

database.

Users can share their files by clicking on the share button. The button triggers a dialog

to select with which users of the project they want to share the file (see Figure 32).

Once a file is shared, the users that receive access to the file can interact with it by
downloading, sharing it with other users, requesting signatures or uploading a new

version. The users will also visualise the new file versions uploaded by any collaborator.
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Share file

Available users

| Eng. Manuel Melo

Figure 32 — Share file dialog

3.5.7 File signature request

Instead of simply sharing a file, a user might want to request a signature from other
users, meaning that they acknowledge the file content. The user clicks on the request
signature button and a dialog with a list of users of the project is shown (see Figure 33).
The user selects the collaborators to request the signature and clicks on the “Request

Sign” button.

During the process of the signature request a loading dialog is shown since it involves
a blockchain transaction that can take some time (see Figure 34). When the processing is
complete the file is shown with the name of the user that has a pending signature (see

Figure 35).

Signature(s) request

Available users

| Eng. Manuel Melo
[ Tiago Mota

Figure 33 — Request signatures dialog
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Figure 34 — Request signature processing
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Figure 35 — File info with a pending signature
In the signature request dialog (Figure 33) is possible to visualize that the logged-in
user appears on the list. This possibility has been added to allow the current user to request

a signature of himself to give its signature later.

The signature request is recorded on both database and blockchain by persisting the
Ethereum address of the user who was requested to sign. This information allows

everyone that has access to the file to see the pending signatures of the file.

Similarly, as in file sharing, when a signature request is made the user that was
requested to sign the file can interact with it by downloading, sharing with other users,
requesting signatures or uploading a new version. The same user also has access to the

newer versions of the file.
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3.5.8 File signing

The missing signatures section shows the name of the users that have pending
signatures (see Figure 35). When the user requested to sign the file accesses the
application, he visualizes the same section with a “Yours” label followed by a “Sign”

button that allows the user to sign it (see Figure 36).

File Sign  Technical Drawings
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Figure 36 — Pending signature with the label
The click on the sign button triggers an update in the database and a submission of an
Ethereum transaction to persist the user signature. The loading wheel is shown until the

blockchain transaction is performed (see Figure 37).

Figure 37 — Registration of a file signature processing
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The file info displays the user that signed the file when the signature is registered with
success. If the logged-in user is the user that signed the file a “Yours™ label is shown (see

Figure 38), otherwise the name of the user that signed the file is shown (see Figure 39).
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Figure 39 — Given signature with the name of the user

3.5.9 File download

To download a specific file version, the user needs to select the desired version of the
file and click on the download button. The download will fetch the file from the database
and show a browser dialog to specify if the user wants to open or save the file

(see Figure 40).
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Figure 40 — Download of a specific file version

3.5.10 File deleting

Similarly, to delete a file the user needs to select the desired file version and click on
the delete button. It triggers a confirmation dialog (see Figure 41). The delete is only
performed at the database and remains on the blockchain. This behaviour is important to

keep a track of the file and the possibility to validate it later.

Please Confirm

Do you want to delete
planta_geral.jpg ?

Lol

Figure 41 — Confirmation dialog to delete a specific file version

3.5.11 File authenticity verification

The authenticity of the files can be easily verified through a dedicated page on the
application (see Figure 42). The verification page can be accessed with and without a

login account to allow anyone to verify if a file is authentic.
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Figure 42 — Verification page
The verification of a file can be done by dropping a file into the dashed area or clicking
on this area and uploading the file manually. Uploading status information is shown while
the verification is being processed (see Figure 43). During this process, the cryptographic
hash of the uploaded file is generated and the Ethereum node queried to get the file
information for that hash. If the file exists, all the relevant file information is shown, such
as the owner, institution, signers, requested signatures and created date (Figure 44), if not

a message saying that the file is not registered is shown (see Figure 45).

Should be noticed that the Ethereum node is queried directly to read information from
the smart contract, without a need to submit a transaction to the network, because the

node has a copy of the blockchain.

File Sign  Technical Drawings Contracts BIM Files Verify tiagomota~
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Figure 43 — File uploading for verification
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Figure 45 — Verification of an unregistered file
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3.6 Summary

The current chapter presented the concept for the information sharing platform in the
construction industry. The goal of the platform is to support construction management by
facilitating information sharing between all involved participants in all construction

phases.

The platform allows sharing files with decentralized records of file modifications and

signatures that later can be used as an integrity verification mechanism.

Each entity, company or consortium is represented in the platform as an institution.
Their identity is verified by a central authority, which is responsible to create them in the
system. Each institution has an admin user that is responsible to create its users and

projects within their institution.

A project has files grouped by three categories: Technical Drawings, Contracts and
BIM Files. Each file has the version history with the changes performed in the file,
containing a record of the date and user that uploaded the file and its versions, and a list

of pending and given signatures for each file version.

The POC developed for the conceptual modal was presented, describing all
components of the solution architecture and the libraries, frameworks and programming

tools chosen for the several layers of the architecture.

Ethereum was the selected blockchain network, the smart contract was written in
Solidity and deployed in Ropsten testnet network. Infura Ethereum node cluster as a
service was used for the Ethereum node and Web3j as a communication library between

the backend server and the network.

The main user interactions with the application are: upload a file, upload a new file
version, request another user’s signature, sign a file with a pending signature request,
share a file, download a file and verify a file. The latest can be performed without an

account and is used to see the file information recorded on the blockchain.
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Chapter 4 - Results and discussion
4.1 Introduction

The current chapter aims to present a discussion about the conceptual model and how
it answers the research question. It also evaluates the performance of the POC considering
the transaction duration and cost to execute the smart contract function responsible to

register a file.
4.2 Conceptual model

The proposed platform shows that blockchain technology can bring value to the
construction industry because it can be used as a mechanism of trust between construction

participants.

Although blockchain allows the decentralization of information, the central authority
concept is needed to maintain the application and validate institutions’ identity during
their registration within the platform. This identity validation is important since the
information will be stored in an immutable and decentralized ledger that can later be used

as an integrity verification mechanism.

An important characteristic of the conceptual model is the separation of concerns
between the central authority and institutions. The central authority does not interfere
with the institutions, its responsibility is constrained to its creation. However, this comes
with a drawback of the central authority not being able to validate the institution users’

identity, having to trust in the admin users of the institutions.

It is crucial to have the files and their information registered on a public blockchain
network to enable anyone with access to a file to validate it. This allows anyone to verify
if a file is registered on the blockchain, their pending signatures and who has signed the
file. This also assures that even the platform no longer exists, the information recorded
on the blockchain will remain forever. However, only those who have a copy of the file

can check the document information.

Another important concept is the abstraction of blockchain knowledge from the
platform’s users as they do not need to understand the underlying technology to use it.
This leads to the usage of the central authority cryptocurrency wallet to submit blockchain
transactions and the need to set up a business model to support the expenses of the

information registered on the blockchain.
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Theoretically, the time that takes to process a transaction by the Ethereum network
depends on the gas fee associated with the transaction, with faster transactions being more
expensive. Since the central authority wallet is used to submit transactions, all have the
same gas fee. This is an essential topic that can be improved through an associated
business model, where users that need a faster blockchain registration can pay more than

the other users. This topic will be further analysed in the following section.

Since all the information recorded in the blockchain has an associated cost and is
intended to be immutable, it is important to give users the possibility to simply share a
file, without recording it on the blockchain. Users can use the share file feature to send a
file to another user and keep it in the same platform they used to share important

information, without the expenses and formal registry on the blockchain.

In a scenario where the application no longer exists, the file verification can easily be
replicated since the hashing algorithm used is public and the smart contract functions to
retrieve the file information and their associated users are also public, being only

necessary the file hashes as input.

Due to the decentralized and immutable characteristics of blockchain, the information
registered on the smart contract can be used as an integrity verification mechanism in, for

example, the unfulfillment of a contract or an error in a technical drawing.

In conclusion, blockchain technology adds value to the construction industry because
it offers a mechanism of trust between construction participants. However, a business
model is required to support the transactions’ costs and a central authority is needed to
maintain the application, verify the identity of the institutions and register them within
the platform. It is also important to give the users a solution that takes advantage of the
strengths of the technology, nevertheless, it should not be the only way to use the platform
since it might be helpful to allow them to share a file without being recorded on the
blockchain. The blockchain network should be public to keep the information recorded
on it accessible to everyone, along with the functions to retrieve the smart contract

relevant information, depending only on the file and its public hashing algorithm.
4.3 Proof-of-concept

An analysis of the Ethereum transaction execution duration for different gas prices has
been performed to evaluate two aspects: i) how long does a transaction take to register a

file on the smart contract and ii) what is the transaction cost to register that information.
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For this analysis, four different gas prices were chosen: 1, 10, 50 and 100 Gwei, and
was recorded the time spent to execute the addFile smart contract function (see Figure
16). Ten sample files were registered consecutively for each gas price to minimize the
effect of the gas price variation over time. The duration was calculated from the moment
the Ethereum node is invoked until the transaction receipt is returned. The gas price
values were chosen to take into consideration the gas used to execute the addFile function
on the smart contract, in order to keep the transaction cost at an acceptable price. The

transaction cost can be calculated according to Equation 1 (Ethereum, 2020a):
Transaction cost = gas price X gas used (1)

The total gas used to execute the addFile function is 203 558 units. Table 6 shows the
descriptive statistics for ten executions of the same function for each of the different gas
prices, including the following statistics: minimum, maximum, median, average and

standard deviation (obtained in software R).

Table 6 — Descriptive statistics of the transaction duration for different gas prices

Transaction (Gt (Exe)
duration (seconds) 1 10 50 100
Minimum 15.55 15.55 15.55 15.56
Maximum 40.23 45.88 30.76 46.09
Median 23.28 15.67 15.77 15.77
Average 24.83 24.72 20.19 21.78
Standard deviation 10.68 12.77 7.27 12.78

It is expected that the transaction duration decreases with an increase in the gas price.
However, the obtained values of minimum and maximum range between 15.55 seconds
(minimum value for 1, 10 and 50 Gwei) and 46.09 seconds (maximum value for 100
Gwel), meaning that in some transactions paying a higher gas price does not correspond
to a faster transaction. A similar conclusion was reached by Sousa et al. (2020), stating

that there is no clear correlation between gas price and transaction time.
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Besides, the standard deviation, when compared with the average and median, shows
that the transaction duration has a high variation for the same gas price, which can be
explained by other factors that influence the transaction duration, such as the usage of the
Ropsten test network, the network instability, the Infura API that is used for the Ethereum
node and the gas price variation through the time, which according to Pierro & Rocha
(2019) i1s strongly affected by the number of pending transactions and the number of

miners.

Figure 46 describes Table 6 graphically, showing that the high variation of transaction
durations for the same gas price is mainly due to the maximum values. This can be proved
by the difference between the average and the median values, in which the average values
are higher than the median, meaning that the first is influenced by the higher extreme
values. For that reason, the median values are chosen to obtain the regression function of

the transaction duration for the different gas prices (Figure 47).
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Figure 46 — Boxplot of the transaction duration for different gas prices
The regression function reveals a decreasing trend of the transaction duration for a gas
price increase. This trend is especially noticed for lower gas prices, becoming stable for
larger gas prices, revealing that for gas prices higher than 10 Gwei the transaction time

reduction is not proportional to the gas price spent.
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Figure 47 — Regression function of the transaction duration for different gas prices

Table 7 presents the cost analysis of a transaction to execute the addFile function in

the smart contract. According to Coinbase (2020) was considered that 1Eth is equivalent

to 300€ (rate obtained for 26/09/2020).

Table 7 — Transaction cost analysis (rate obtained for 26/09/2020 from Coinbase (2020))

Transaction cost (€)

Gas price (Gwei)

1 10 50 100
Ether 0.000203558 | 0.00203558 0.0101779 0.0203558
Euro 0.061 0.611 3.053 6.107

As the transaction duration does not have a significant reduction for higher gas prices,

the ideal price to use to execute the addFile function transactions is 10 Gwei, which

corresponds to, approximately, 0.61 €. Although, since it is a high cost for one transaction,

it evidences that a greater effort should be made to optimize the smart contract function,

reducing the gas consumption needed to execute the function. However, in case the

transaction duration is not relevant, the same function can be executed at a lower price

(0.061 €).

67



Blockchain Technology for the Construction Industry

4.4 Summary

A discussion about the conceptual model has been carried out. It is concluded that
blockchain technology adds value to the construction industry because it offers a
mechanism of trust between construction participants. However, some concerns need to
be addressed: it is necessary to develop a business model to cover the transactions’ costs,
a central authority is needed to verify the institutions’ identity and the information stored

in the smart contract should be able to be accessed even if the platform no longer exists.

A POC analysis regarding the transaction duration and cost to execute the smart
contract function to register a file was performed. The study showed that the transaction
duration is not only affected by the gas price, but also by other factors. These factors can
be the Ropsten testnet network, the network instability, the gas price variation through

time and the Infura API that is used as the Ethereum node.

The analysis evidenced that the minimum gas price that leads to faster transactions is
10 Gwet, revealing that the smart contract function execution is expensive and showing

that an additional effort should be applied to smart contract function optimization.
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Chapter 5 - Conclusions and future developments
5.1 Overview

Three major problems in the construction industry, that can be minimized with
blockchain technology solutions, were identified in the literature review: lack of
accountable information sharing mechanisms, delayed payments and modern contract
types. The current dissertation proposes, demonstrates and evaluates a platform to support
information sharing between participants of all construction phases based on blockchain

technology.

The information sharing platform aims to be the source of information for all of the
construction files and simulate physical file sharing with signatures that can later be

verified and used as an integrity verification mechanism.

The application allows to share files between the construction participants and record
all file interactions in a smart contract deployed on the Ethereum blockchain. The
interactions recorded on the blockchain are the upload of new files, upload of a new
version of an existing file, signature requests and file signatures. It is also possible to
share a file with another user without requesting signatures and, consequently, without

recording this information on the blockchain.

A file can be easily verified if was registered within the application, together with its

given and pending signatures and their corresponding authors and institutions.

The platform is composed of a central authority that has the responsibility to maintain
the application, verify the institution’s identity and create them on the platform. Each
institution has an admin user that can create the users of the institution and their projects.
A project has a set of files that can be into one of the three categories: Technical Drawings,

Contracts and BIM model files.
5.2 General conclusions

Blockchain technology can’t solve all the technological problems of the construction
industry. However, by identifying the key strengths of this technology and the technical
problems that the construction industry faces, it is possible to identify some construction

issues that can benefit from the application of this technology.

It is concluded that the construction industry can be supported by blockchain

technology. The proposed platform allows using this technology to keep an immutable
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record of file interaction between construction participants, simulating the behaviour of
signatures in a physical document, that can be easily verified even in case the application
ceases to exist, being a different solution from the commercial ones available in the

market.

A central authority is needed to maintain the platform and to verify and ensure the
institutions’ identity. This authority is also important to keep blockchain concepts
abstracted from the users, with all blockchain interactions, such as Ether acquaintance,

being performed by it on behalf of the user.

File integrity verification is a core concept that allows to easily verify if a file was
registered on the blockchain, their pending signatures and who signed it. However, it is
also important to consider that the file verification should be possible in a scenario where
the platform no longer exists. To support this, the smart contract functions to retrieve the
file information and their associated users are public, together with the hashing algorithm
used for the files. This allows everyone to get the file information by doing a query to the

smart contract with the file hash.

Since all blockchain interactions have a cost, it is important to establish a business
model around the application. This will be used for the payment of the transaction fees,
maintenance of the application and support the central authority in institutions’ identity
verification. The business model can also be used to differentiate between fast and slow

transactions according to the users’ needs.

A POC was developed and analysed regarding the transaction duration and cost to
execute a smart contract function. The first revealed that the transaction duration is not
only affected by the gas price, as its reduction is not proportional to an increase of the gas
spent, but also by other factors. These factors can be the Ropsten test network, the
network instability, the gas price variation over time and the Infura API that is used as

the Ethereum node.

The cost analysis reveals that the execution of the smart contract function to register a
file with the ideal gas price is expensive, meaning that an additional effort should be made

into smart contract function optimization to reduce the gas consumed by its execution.

Should be noticed that although the proposed platform intends to support information

sharing in the construction industry, there are human factors that influence the
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achievement of the desired results. These factors depend on the good usage of the

platform and the trust of the users in the system.
5.3 Future developments

In the current dissertation, three construction industry problems were identified.
However, the present work focused on a solution for one of the identified industry
problems. One future development is the extension of the application to support the
delayed payments problem. This will result in a platform that can be used to share
information and support payments between construction participants and, therefore,

support the new construction contract types.

Another study that can be performed is the evaluation of the adoption of the presented

platform in a real construction context and the assessment of the platform’s usability.

Since all industries are constantly evolving, another future work suggestion is to
evaluate and test new challenges in construction that can benefit from blockchain

technology.
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