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Resumo

Nos tltimos anos houve um aumento consideravel no uso de metodologias ageis.
No entanto, a aplicagao destas metodologias pode ser um desafio, em especial para
sistemas de controle industrial que tém a obrigagcao de obedecer a requisitos ope-
racionais rigorosos através de regulamentos e normas, e em particular no ambito
da ciberseguranca. Este trabalho propoe um conceito para uma integragao estru-
turada e sistematica de actividades de seguranca num pipeline de DevOps, com o
intuito de alcancar ambas as capacidades de desenvolvimento &gil seguro e enge-
nharia de software 4gil em conformidade com seguranca. A base para este conceito
é a integracao da norma IEC 62443-4-1 (4-1), que descreve o desenvolvimento se-
guro de produtos em ambientes de controle industrial, com um especificagao de
Continuous Integration/Continuous Delivery. Para alcangar isto, foi feito um ma-
peamento de requisitos de seguranga, de acordo com a descricao na norma 4-1,
numa especificacao simples de DevOps. Como resultado, todas as actividades da
norma 4-1 foram analisadas e classificadas de acordo com a possibilidade de serem
automatizadas através de suporte de ferramentas. Para avaliar o trabalho, foram
realizadas entrevistas com profissionais especializados nas areas de conformidade
em seguranca de TT’s e engenharia de software 4gil. Os resultados mostram evidén-
cias sobre a possibilidade de fornecer suporte de ferramentas para a automatizacao
da norma IEC 62443-4-1 e para a especificacao um pipeline de DevOps conforme

com a norma 4-1.

Palavras-chave: Seguranca em TI’s, norma de seguranga, seguranga con-

tinua, conformidade continua.
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Abstract

There has been a considerable increase in the use of agile methodologies over
the last years. However, applying these methodologies can be challenging, par-
ticularly for industrial control systems that must obey to rigorous operational
requirements through regulations and standards, and in particular cybersecurity
requirements. The current work proposes a concept for a structured and system-
atic integration of security activities into a DevOps pipeline, with the ambition of
pursuing the capability of both secure agile development and security compliant
agile software engineering. The basis for this concept is the integration of the IEC
62443-4-1 (4-1) standard, which describes secure product development in indus-
trial control systems, with a Continuous Integration/Continuous Delivery pipeline
specification. To achieve this, the security requirements, as described in the 4-1
standard, were mapped into a simple DevOps pipeline specification. As a result,
all of the 4-1 activities were analysed and classified according to the possibility of
being automated through tool support. Interviews with expert practitioners, from
the fields of security compliance and agile software engineering, were conducted to
evaluate the present work. Results have shown evidence about the possibility of
providing tool support for the IEC 62443-4-1 standard and to specify a DevOps
pipeline compliant to the 4-1 standard.

Keywords: IT Security, security standard, continuous security, continuous

compliance.
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Chapter 1

Introduction

This Chapter introduces the scope of the work by presenting an overview and
background of the topic, followed by the motivation and the proposed objectives.
An outline of the following chapters of the document is also presented in this

Chapter.

1.1 Overview

Over the last years there has been a considerable increase in the use of agile meth-
ods. Agile methodologies promote continuous iterations in which requirements and
solutions evolve throughout the software development life cycle (SDLC) through
customer collaboration (Beck et al., [2001; Highsmith & Cockburn, [2001). Despite
the fact that agile methods were originally seen as more appropriate to small and
co-located teams, according to (VersionOne, 2011)), a large-scale industry survey
recorded that 80% of the studied organisations were already following an agile

approach in 2011.
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DevOps is a combination of cultural philosophies and practices that aim at
breaking the barrier between software development (Dev) and information tech-
nologies operations (Ops) teams (Atlassian| [2016). It relies on Agile and Lean|
techniques that require a comprehensive collaboration among stakeholders and has
the intention to reduce the time between the commit of a change and its placement

into production.

An essential part of DevOps is the concept of a Continuous Integration /
Continuous Delivery (CI/CD) pipeline . This pipeline is a systematic use of aligned
processes and tools that enable agile teams to release software by the push of a
"button". The button triggers a set of automated checks and tests for the software

that ensure its quality (Semaphore, 2019).

For this reason, there has been an increase in the adoption of DevOps tech-
niques among enterprises, aiming for a faster time to market with the help of

automation.

Applying DevOps in an industrial environment can be challenging, specially
when it comes to industry operations and control systems. Not only these sys-
tems must obey to rigorous operational requirements, like high availability and
real-time performance, they also must comply with regulations and standards for
safety and security (Gartner, 2017; Sonatype, [2019). Enhancements to existing
practices and innovative methods and concepts are fundamental to safely apply
DevOps in an Industry environment. An example of such innovative methods and
concepts are the creation of new architecture concepts for more robust, side-effect

free deployment of products.

1.2 Motivation

Agile software engineering along with Continuous software engineering method-

ologies emerged with a closer cooperation with the customer, bringing numerous

IThe core idea behind Lean is to maximize customer value while minimizing waste, i.e., create
move value for customers with fewer resources (LEI, [2009)

2



Chapter 1. Introduction

benefits, such as faster software development and more feedback, allowing con-
tinuous innovation. Such methodologies still remain as a paradigm for software
engineering in numerous domains (Lieberman, Paterno, Klann, & Wulf, 2006;

Wang, Conboy, & Cawley], 2012; Fitzgerald & Stol, 2014]).

However, software engineering for domains that have a high demand for se-
curity such as industrial control systems (ICS) , have yet several challenges to
overcome before agile methodologies can be largely applied. Specially software
for security critical systems that plays a vital role in supporting modern society
and that has to be often engineered to be compliant to security standards. This
software needs various security analysis and risk management activities, making

secure development harder and less affordable (Alcaraz & Zeadally, [2015)).

The ICS domain is regulated by security standard family TEC-62443 (ISA|
2017) and the secure software engineering process by IEC-62443-4-1 (4-1) in terms

of cybersecurity.

Nowadays software engineering methods are lacking the ability to provide com-
pliance between these standards and large scale agile methodologies, such as Scaled

Agile Framework (SAFe) (Scaled Agile, 2017)).

Additionally, a challenge that is currently emerging in the software engineering
field is the recurring trade-off between implementing security into software engi-
neering projects and competition with the speed of digital business, due to the

ability to automate tasks and processes.

1.3 Objectives

The present document proposes a concept for a structured and systematic integra-
tion of security activities (according to the IEC 62443-4-1 standard) into a DevOps
Life cycle in order to tackle the current security and compliance challenges with-
out taking a step back in respect to time to market / release cycle. The basis

for the concept is the integration of the current 4-1 standard for secure product

3
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development in Industrial Control systems (ICS) and its integration into a CI/CD

pipeline specification.

Since DevOps pipelines are tool chains for software development that enable
CI/CD of software products, the specification shall serve as a basis for an assess-
ment of pipelines to check if they have the capabilities to be 4-1 ready and to
provide a detailed list of missing tool capabilities in order to achieve this readi-
ness. In addition, it shall enable large-scale agile development for secure software

according to the 4-1 standard in an industry environment.

The current project for integrating the 4-1 standard security requirements into
a product development pipeline was developed at SIEMENS CT, which is an in-
dustrial environment that largely relies on automation and there is the need to
strictly follow security best practices. Since the 4-1 is the current standard for
secure product development in an ICS environment, SIEMENS CT provided a vi-
sual representation of the standard in the form of Business Process Model Notation
(BPMN) models developed by (Moyon et al. 2018)) to describe the workflow of
secure product development. The BPMN models break down the security require-
ments into activities, which will serve as a basis for the Continuous Integration
/ Continuous Delivery (CI/CD) pipeline specification. Furthermore, the speci-
fication is intended to contain the flow of information regarding secure product
development and discuss which activities can be automated with the help of tools

and which cannot.

By the end of the present work it shall be possible to answer the following

research questions:

e RQ1 - Is it possible to create a DevOps Pipeline that follows a sys-
tematic way to security compliance with IEC 62443-4-1 standard?

— RQ1-a - How much tool support can we provide for 4-1 com-

pliance?
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1.4 Outline

The present document is divided into six chapters, which contain:

e The following chapter, Chapter 2, introduces the fundamental concepts for
the understanding the present work, as all as an analysis of the previous work
realised under the current work research area. The main research domains
included are DevOps and pipeline specifications, DevSecOps and security

compliant product development.

e Chapter 3 describes the proposed concept for combining the 4-1 standard
with a DevOps pipeline.

e Chapter 4 starts by describing a methodology to achieve the integration of
the 4-1 standard and the pipeline, in particular the definition of templates for
automation tool support. Later, it is described all the steps taken towards
the application of methodology, as well as an observation and an analysis of

the obtained results.

e Chapter 5 presents the evaluation of the obtained results through surveys

and interviews with security practitioners and professionals.

e Finally, Chapter 6 draws the conclusions of the present work, the difficulties

that emerged during its execution and recommendations for future work.






Chapter 2

Literature review

This Chapter presents a description of fundamental concepts to understand the
present work, as well as a detailed analysis of work relevant to the area of study.
The first sections focus in the field of software development, product development
life cycle and agile methodologies, in particular DevOps. Subsequent sections focus
on security compliant product development and security standards, especially the
IEC 62443-4-1 standard. Furthermore, a key contribution of the IEC 62443-4-1
standard is described, as well as the reasoning for its adoption into the specification

of a deployment pipeline.

2.1 Software development life cycle

A Software Development Life Cycle (SDLC) corresponds to a systematic process
for creating software. Its goals are to ensure that the software is built with quality,

correctness and that it meets the customer expectations (Techopedial, 2011)).

There are different methodologies or models that will differ from one another,
however they all share the same purpose of helping teams to deliver high quality
software as fast and cost efficient as possible. Some of the most popular models

are the Waterfall, the V-model, the Spiral and the Agile model, which is the one
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with higher focus in this project and described in the first Section of the previous

Chapter.

SDLC contains different phases and each of them has it own activities and
deliverables that are mandatory to start the next phase. Figure 2.1] shows an
overview of the different SDLC phases and its interactions, regardless of the chosen

methodology.

4

IMPLEMENTATION

THE
SOFTWARE
DEVELOPMENT
CYCLE

FIGURE 2.1: Software development life cycle phases, adopted from (Synotive!

2017

It is possible to have different SDLC phases, however this is an overview and
other phases may be similar regarding processes, deliverables and interactions
between them. The different phases of the SDLC as represented in the Figure

are the following:

1. Planning and Analysis are the first phases of the software development
life cycle and are crucial for the development of a project. This is the phase
which gives a clearer idea of the scope of the project where anticipated issues
and opportunities are assessed. Furthermore, schedules, cost estimations and
requirements need to be detailed precisely so that the organisation can set

a timeline to finalise the project. If following a waterfall methodology, it
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is usually a document that lists all these requirements. In case of an agile

methodology, its possible that a backlog of tasks to be performed is produced.

2. In the Design phase, the system and software design are prepared and
documented according to the requirements gathered in the previous phase.
This will also help in specifying requirements for the hardware and software,
as well as defining overall system architecture. These specifications serve as
an input for the following phase and testers also come up with a strategy

where it is decided what, why and how to test.

3. Implementation phase, also known as coding or software development
phase. Here’s where developers need to work according to predefined coding
guidelines in order to produce the code that will build the entire system.

This code is then used as an input for the following phase.

4. Testing & Integration phase starts once the code from the previous phase
is developed. The code is then tested against the requirements to guarantee
that the product meets the customer’s needs. Similarly explained in Figure
in the previous Section, during this process the code must pass different
types of functional and non-functional testing. This will result in functional

software that is ready to be deployed for customer usage.

5. Maintenance phase begins once the customers starts using the developed
system. The main objective of this phase is to guarantee that the system
continues to function according to the mentioned specifications in the early
phases and that the needs continue to be satisfied. In this phase this phase
it is possible that the customer finds bugs that need to be fixed, or asks
for new features into the existing software. For this reason, the SDLC is an

ongoing process, as seen in Figure 2.1]

It is important to note that specific SDLC models may not just perform a single
cycle, as there may be several iterations. An example of this is the incremental

model, in which the process of development is broken into multiple iterations that
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pass through the different SDLC phases. Each subsequent iteration adds up to

the previous one until all the designed functionalities have been implemented.

2.2 Deployment pipeline

A deployment pipeline is a manifestation of every process that is needed to transfer

a concept into the hands of the user, which allows the visualisation of progress as it

moves from stake to stake, until it finally reaches release (Humble & Farley, 2010).

Figure 2.2] is a simple illustration that shows the entire process of a deployment

pipeline, where it is possible to see the elapsed time in each of the stages.

Product Product .
3 Product . Final testing
opportunity e : = planning and Development e I - Release
assessment discovery estimation o
“ J f __,! .-"'t _-—"_--"F-- I 2 —_— —
. 3dayg 1week _—T0days __——  7weeks 1 week

Value-added time H |— TT“
e LI L L 0

1week 10days 3 days 5days 2days

FIGURE 2.2: A simple value stream map for a product, adopted from (Humble
| & Farley), 2010)

It is important to notice in this picture of a pipeline that there are dependencies
and waiting times between stages, making the “Elapsed time” higher than “Value-
added time’ﬂ (e.g., the time it takes to deploy an application to production-like

environment).

To get a better understanding of the dependencies and the flow of the pipeline,
Figure corresponds to the "drill down" of the grey shaded stages from Figure
. It is possible to see that every new build and/or change has to go through a
series of tests and has to pass them in order to be released. This way it is possible
to receive early feedback to remove unfit builds and work on the root cause of

their failure.

Value-added time means the time in which actual work is being done.

10
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F1GURE 2.3: Changes moving through the deployment pipeline, adopted from
(Humble & Farley, 2010)

For the most part, deployment pipelines share a structure that is similar to
the one illustrated in Figure 2.2] and Figure 2.3 that contain a set of subsequent

stages, from "Product opportunity assessment" to Release".

2.3 DevOps

A literature survey and interviews with practitioners was conducted at (Lwakatare,)

Kuvaja, & Oivol 2015)) in order to understand the phenomenon behind DevOps.

The study identified four main elements in DevOps, which are collaboration, au-
tomation, measurement and monitoring. The noticed outcomes were the shared
responsibility among teams, continuous deployments and operational data to mea-

sure performance of development.

(DORA| 2018) conducted scientific studies over the last years with over 30.000
survey responses, counted with almost 1.900 professionals from all around the
world that participated in the 2018’s State of DevOps. The report aims to un-

derstand the practices that lead to higher performance in software delivery, and

11
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to help teams benchmark them-selves into four categories, low, medium, high and
elite performers. For this purpose, they took into account four main metrics to
measure the performance, which were deployment frequency, change failure rate,
time to restore a service and lead time for changes (i.e. time elapsed from code
commit to production). Some of the key findings include the use of open source
software from high performers, increase in software delivery performance with the
use of cloud infrastructure and the fact that outsourcing by function is rarely
adopted by the highest performers. Some of the key technical practices that drive
to high performance include monitoring and observability, continuous testing and

integrating security earlier in the software development process.

The company that created the tool Puppet has been conducting studies over
the last seven years, with over 30.000 technical professionals participating. (Puppet),
2018)) has recently published a "state of DevOps report" in order to identify De-
vOps evolution, and key practices to help teams achieve success and progress in
their journey. Some key findings stated in the report include the view on DevOps
progress and impact regarding the C-suites and the teams that they manage.
Another one that is highly mentioned is that automation of security policy config-
urations is critical to reach the highest levels of DevOps evolution, which requires

breaking down the barriers between operations and security teams.

To this extent, over the last years deployment pipelines and workflows have
been suffering changes in order to adapt to current needs and trends, including
Continuous Integration and Continuous Delivery. This meant an increase in the
demand of security in I'T over time, with multiple attempts to reinforce and inject
security into the CI/CD pipelines and workflows, such as addition of security
checks and controls. (Bird, |2016|) represents a good example of this, as illustrated
in Figure 2.4 Figure shows a clear mapping of some IT security practices and
activities over all the different stages, from Pre-Commit to Production, providing

a security guideline and assuring its application.

12
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Change to infrastructure | Change to code

e Threat modeling A
IDE checks
Check-in Peer code review

Software Component Analysis
Incremental SAST
Security Unit/Functional Tests
Alert on high-risk code changes

Continuous Compile Build Checks

Integration

Successful build

A 4

Vulnerability
Binary Management
Repo
Automatic deploy | Provision and
to Test/Staging | Configure Runtime
Acceptance
(Parallelized) DAST Scans
Deep SAST Scans
Promote Automated Security Attacks
Fuzzing

Pen Testing (Out of Band)

Production
Repo
Automatic deploy | Provision and
to Production | Configure Runtime

~——— Production 7
Continuous
Feedback

Smoke Tests/Monkeys
Monitoring/Continuous Vulnerability Scans
Red Teaming
Bug Bounties
Incident Response and Postmortems
Automated Runtime Defense

FIGURE 2.4: Security checks and controls in engineering workflows ; adopted

fom
2.4 DevSecOps

The term "DevSecOps" has emerged as organisations, that started to apply De-
vOps techniques, were concerned about the security aspects of software develop-
ment. The term is also mentioned as "SecDevOps", "SecOps" and "RuggedOps"

and it refers to the incorporation of security practices in a DevOps environment

13



Chapter 2. Literature Review

through the collaboration between development, operation and security teams

(Mohan & Othmane, [2016]).

In order to have a better understanding on practitioners’ perceptions and prac-
tices to integrate security in DevOps, (Rahman & Williams, 2016, analysed sev-
eral articles and surveyed representatives of nine organisations. Some positive
observations included leveraging on DevOps automation practices for monitoring,
testing and deploying, and active collaborations between security, development
and operation teams. It was also noted a correlation between the use of some non-
automated security activities with security awareness among established DevOps
organisations. On the other hand, it was observed that unrestricted collaboration

can lead to inappropriate access to system resources.

(Gartner}, [2017) presented key challenges and recommendations to aid the inte-
gration of security into DevOps. Challenges identified include the fact that prod-
uct development teams, that deliver new IT-enabled capabilities, satisfy more the
customers, rather than information security or I'T operations. It was also indi-
cated that organisations producing new applications and services using DevOps
have the same responsibility to produce secure and compliant code as required
by any other application, as well as, information security must adapt to develop-
ment processes and tools. As for recommendations, it targeted security and risk
management, which should focus on ensuring application and data security. The
recommendations included the integration of security and compliance testing into
the DevSecOps, and the scan for known vulnerabilities and misconfigurations in
all open-source and third party components. Another recommendation was to be
open to new types of tools and approaches to minimise friction for developers,
such as interactive application security testing (IAST) to replace traditional static

and dynamic testing.

(Gartner], 2017)) also recommends that security doesn’t stop in development,
and that in order to achieve DevSecOps, the entire life cycle needs to be secured,

from development to operations, as illustrated in Figure [2.5
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FiGURE 2.5: DevSecOps: Secure Development as a Continuous Improvement

Process , adopted from ,

More recently, (Sonatype, [2019) conducted a survey with over 5.000 partici-

pants, whose responses were divided into individuals that work in a mature De-
vOps organisation and those who do not. Key findings include that DevOps teams
are more likely to success, if they have a fully integrated and automated security
practices across the DevOps pipeline, with increased feedback loops that enable
security issues to be identified directly from tools. For top challenges related
with security processes it was identified by developers that they receive security
information late in the process, which leads them to rework and slowing down
development. If security is not enforced in the processes, security is often inte-
grated via impractical workarounds. The workarounds can cause various quality

problems with the software.

2.5 Security compliant product development

One of the core characteristics of regulated environments is the need to comply
with formal standards, regulations and guidance. For this reason, it was deemed
important to investigate previous works and studies on security compliant product

development.
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2.5.1 Security standards

Standards were founded as a global agreement about the best approach to do
something and there are currently standards that cover a whole range of sectors,
from food safety management to secure medical packaging. Addressing standards
can give a consumer the confidence that a product is safe, reliable and has good

quality (ISOJ| 2017).

(Nair, de la Vara, Sabetzadeh, & Falessi, |2015) have conducted a study in order
to get an understanding on how practitioners deal with safety evidence manage-
ment for critical systems with safety standards. To do so, a survey was conducted
among 52 practitioners from 15 different countries. According to the answers ob-
tained from the survey, it was indicated that the most frequent safety evidence
types are verification and validation test artefacts, requirements and design spec-
ifications. It was also noticed that evidence completeness checking and impact
analysis are predominantly performed manually with the aid of expert judgement.
It was concluded by the study that industry will certainly benefit from more tool

support for collecting and manipulating safety evidence.

2.5.2 1IEC 62443-4-1 standard

The 4-1 standard belong to the ISA99/TEC-62443 series of standards that address
security for industrial automation and control systems (IACS) (ISA| [2018b)), there
standards were built according to several sources regarding good practices in soft-
ware engineering and secure development life-cycle (SDL), with a special focus
on (ISCI, 2018)). Figure illustrates the current status and the scope of the
IEC-62443 series of standards.

As illustrated in the Figure[2.6] the IEC 62443 series of standards is divided into
four groups, which cover the different roles and responsibilities of stakeholders of
an TACS cyber security program (IEC|, 2014)). The first group, General, contains
elements that address topics that are common across the whole series, such as

terminologies, concepts, abbreviations and use cases. Policies & Procedures
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FIGURE 2.6: Scope of the ISA99/TEC 62443 series of standards , adopted from

(153, 201S3)

group is focused on management and the asset owner, includes standards whose
target are to describe policies and procedures required for consistent operation of
a cyber security management system. System group is targeted for the system
integrator, includes requirements for security of a system in an IACS environment.
Finally, Component group describes the security requirement of a component in

an TACS environment, focused for the product supplier.

The 4-1 standard, which belongs in the Component group, provides descrip-
tions of requirements and guidance to enable secure product development life-cycle
for products intended for use in an IACS environment 2018)). Hence, the
targeted audience for the standard are product development organisations and

developers of automation and control products that need to care about security.
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The requirements from the 4-1 standard are divided in eight practices, which

are ordered as the following:

18

. Security management (SM) - This practice contains descriptions of pro-

cesses that ensure that security-related activities are adequately planed, doc-
umented and executed through the entire product’s life cycle. Once these
activities are planned, they can be executed and documented through each

of the secure development life cycle’s practices.

. Specification of security requirements (SR) - Describes the process to

document the security capabilities that are required for a product, according
to its security context. These security capabilities concern both physical and
cyber security, such as authentication, authorisation, encryption, auditing

and network security.

. Secure design (SD) - Contains descriptions of processes to ensure that the

product is secure by design. These processes should apply from the overall
architecture to the design of individual components. This practice states
that all of the product’s physical and logical interfaces shall be identified

and characterised.

. Secure implementation (SI) - This practice contains processes to ensure

that the product is implemented securely. These include requirements that

apply to the product supplier for hardware and software development.

. Security verification and validation testing (SVV) - This practice de-

scribes the processes that ensure that security testing is performed and doc-
umented. Security testing ensures that the product achieves its security

requirements and that it is protected according to its security context.

. Management of security-related issues (DM) - Contains descriptions of

processes to handle product’s security related issues that affect the product
according to its security context. A process shall be employed to receive

and track to closure security related issues reported by internal and external
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sources, such as security testers, third-party supplies, developers and product

users.

7. Security update management (SUM) - Describes the processes that en-
sure that security updates related to the product are tested for regressions
and are delivered to users in a timely manner. The product supplier shall
verify that the developed security updates solve intended vulnerabilities and
that the update is not contradicting other operational, safety or legal con-

strains.

8. Security guidelines (SG) - Contains descriptions of processes that ensures
that the user is provided documentation in order to integrate, configure and

maintain the product.

2.5.3 Foundation of 4-1 in process models

In collaboration with SIEMENS CT, (Moyon et al., 2018)), focused on removing the
ambiguity from the 4-1 standard and described it in a visual representation in the
form of Business Process Model Notation (BPMN) models. Figure illustrates
an BPMN model that presents an overview of the 4-1 standard by representing all
of its previously mentioned practices and its interactions between each other over

time.

As shown in the Figure [2.7, the process models are divided into eight sections,
with each of the sections corresponding to a practice from the 4-1 standard. Each
of the sections contains a detailed sequence of events, tasks and generated artefacts
that are necessary to be 4-1 compliant. Additionally, each of these items includes

a brief description.
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Ficure 2.7: TEC 62443-4-1 Practice Overview as BPMN Model, adopted from
(Moyon et al. 2018)

2.5.4 4-1 standard compliant solutions

The stated objective of this work is to create a 4-1 security standard compliant
specification and for this reason it is important to investigate previous works that

have found a solution that integrates this specific standard.

(Moyon et al., [2018) suggested a new approach to achieve continuous and se-

cure development in security domains, specifically in industrial and automation

control systems. To do so, (Moyon et al.l [2018) proposed a model based approach,

which consisted on merging visual representations of security norms and process
models, in particular the SAFe framework and the IEC 62443-4-1 standard, re-
sulting in a BPMN model. The use of a graphical modelling language was capable
of removing the ambiguity generated by natural language, allowing for an easier
review and more focused discussions among experts. It was concluded that more
comprehensive models and validation with experts were required, however, initial
results received a positive feedback from practitioners, judging that the models

were suitable for what they were intended.
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Furthermore, (Dannart, Constante, & Beckers, 2019)) have created an assess-
ment model specifically tailored for the 4-1 standard and the SAFe framework.
The proposed model assessment meant to detail the development process activi-
ties and artefacts, and merged them into a compliance matrix in order to evaluate
the compliance distance to the 4-1 standard. Goals and metrics were introduced
by the creation of "requirement cards", which contained the expected input and
output artefacts to enable precise assessment and easily identify which activities
and artefacts have to be introduced or improved in order to comply with the 4-1
standard. Thus, providing a foundation for business-driven security compliance

management by enabling a estimation of security compliance costs.
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Chapter 3

Concept for combining the 4-1

standard and pipelines

This Chapter details the idea that leads towards the integration of the 4-1 standard
with a DevOps pipeline as proposed in the first Chapter. Section 3.1 starts by giv-
ing a first impression of the integration of the 4-1 standard with a DevOps pipeline
with an illustration of an initial high-level specification. Section 3.2 provides an
insight on how to extend the previous process models into pipeline specifications,
which includes two illustrations, one for an overview of the specification and an-
other one for a specific practice specification. Finally, Section 3.3 describes how

the specification shall provide proof of security compliance along the pipeline.

3.1 Integration of the 4-1 standard into the pipeline

Identically to (Moyon et al., |2018), the integration of the 4-1 standard into the
pipeline consists on creating a visual representation of the specification, i.e., merg-
ing the 4-1 standard into a DevOps pipeline. To do so, it was fundamental to
extensively analyse the purpose, as well as identify all the events and tasks that
are attached to each of the 4-1 standard practices. Furthermore, the works de-

scribed in the Chapter 2 play an important role in obtaining a better understanding
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of the common structure of a DevOps pipeline, as well as the stages and the flow

of processes.

In fact, the first step for integration of the 4-1 standard into the pipeline
consisted in identifying the characteristics in common in both DevOps pipeline and
the 4-1 standard. Afterwards, it was possible to merge each of the 4-1 standard
practices into the corresponding stage of the DevOps pipeline. Therefore, allowing
the design of an initial high-level 4-1 compliant pipeline specification, as presented
in Figure A.1 (see Appendi:x:7 thus making it possible to turn the process models

into pipeline specifications.

3.2 Evolving the process models into pipeline spec-

ifications

With the current DevOps challenges in mind that were stated in the previous
Chapter, this section describes how this approach emerges to overcome such chal-
lenges by easing the developers’ work and adapting security by integrating security
tools and practices directly into the pipeline, as well as covering the entire security

life-cycle with a combination of automated and manual tasks.

In order to achieve this, it is essential to define and create templates prior to
the creation of all the practice specifications. The templates detail the level of
automation that is possible to achieve for each of the requirements from all the
4-1 practices. Each requirement contains an activity, which can be an event or
a task and is detailed with the necessary input, output, description and extent
of possible tool support, as well as the identification of the tool. Each of the
templates has a specified output that functions as a quality gate, which can assure
that security activities were executed or have the expected results. Generally
speaking, a quality gate is a milestone that is located between two dependent

phases in a pipeline and contains a list of activities or checklists verifying if the
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requirements from one phase were fulfilled in order to decide if the pipeline should

continue to the following phase.

3.2.1 Specification overview

With the given information described in the previous section, this section shows
an overview of the specification. The Figure [3.1] illustrates how it is possible to
integrate each of the practices in the 4-1 standard into the DevOps pipeline by
creating new activities that allow 4-1 compliance. Each of the activities in the
specification includes the identification of the practice, the necessary input, its
description and the resulting output, according to the template, as stated in the
previous section. Each of the added activities into the pipeline also includes a
list of existing tools that help fulfil and automate the activity, according to the
previously defined levels of automation. Thus, aiding and enabling secure software
development by including security from the first to the last stage of the DevOps

pipeline.

Pipeline Specification 4-1 BPMN models

EDIDIDEIIDIDED

4-1 Practices

Added Added Added Added ¢ Practice ID
activity to activity to activity to activity to ¢ Input

comphy comply comphy comphy »  Description
with 4-1 with 4-1 with 4-1 with 4-1 . Output

/ \ /
List of existing tools capable of fulfilling the added activity s Automation level
compliant to 4-1 »  Tool Identification

F1GURE 3.1: Evolving Process Models into Pipeline Specifications
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3.2.2 Practice specification

Once it is identified into which stages of the pipeline the 4-1 practices belong,
as referred in section 3.1, it is possible to create practice pipeline specifications.
Figure [3.2] shows an excerpt, which corresponds to a drill down of the specification
overview and may serve as an example of how 4-1 practices can be merged into a
specific stage of a DevOps pipeline. In this specific case, it is possible to observe
that tasks from the Secure Implementation Review requirement from the
Secure Implementation practice were introduced into the Code and Build
stage(s) of the DevOps pipeline. The illustration doesn’t show all the necessary
tasks for this requirement, as it solely serves the purpose of demonstrating how to
merge the 4-1 practices along with the automation tool templates into the DevOps

pipeline.

Pipeline Specification (SI-1 Secure implementation review )

Review attachment to secure
» Code Build Test Deploy coding standards (§SI-t5)
Review source code using static
code analysis (§SI-t6)
» C Build

ode N J
4-1 activities

4-1 compliant specification

SI-1 Secure Implementation Review templates
T, SI-t6
Input Secure coding standards (Sl-a1) Input Code
Task Review attachment to secure coding standards Task Review source code using static code analysis
Output Validation from reviewer Output Code review results
Automation Partial Automation Complete
Tool OpenSCAP . [ Tool Findbugs; 360 Fireline; ESLint; Phan ]

FIGURE 3.2: Excerpt of the specification of the integration of the 4-1 standard
with the pipeline



Chapter 3. Concept

3.3 Emsuring proof of security life-cycle compli-

ance

The integration of the 4-1 security activities into the product development life
cycle is not complete without actual proof of compliance each time that a prod-
uct is developed according to this pipeline specification. As mentioned earlier in
the Section 3.2 of this Chapter, the output of each of the 4-1 activities has the
function of a quality gate (e.g., documentation for security testing, vulnerability
scoring system artefact). For this reason, for each activity demanded by the 4-
1 standard, it is needed to have the capability of logging that the activity has
been accomplished. Therefore, each tool should have the capability to store the
results of the 4-1 activities in a central version control system to guarantee proof

of compliance. Figure |3.3| serves the purpose of representing this idea.

U oo

Tool 1 Tool 2 Tool 3 « . e Tool n
Artefact 1 Artefact 2 Artefact 3 Artefact n Sjcored n
Version Control

FIGURE 3.3: Stored artefacts by tools for compliance proof

Figure [3.3] illustrates the idea that the tools that aid performing the 4-1 ac-
tivities across the pipeline store the generated results of the activities (artefacts
1 to n) in a version control system. Since they act as a quality gate, it makes
the artefacts dependent, i.e., there’s the need to have all the artefacts stored until

artefact n in order to generate artefact n. Thus, guaranteeing that all the artefacts
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needed to achieve 4-1 proof of compliance are stored by the end of the product life

cycle.

To this extent, the intention is to leverage on the recommendations given in the
previous sections by specifying a DevOps pipeline compliant to the IEC 62443-
4-1 standard. Thus, making the life cycle secure from the beginning, support
transparency and traceability, as well as tackling the trade-off between security
and the competition with the speed of digital business by leveraging automation

as much as possible.
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Proposed methodology

This chapter is divided into two sections. The first section contains a description
of the proposed methodology to enable the development of the proposed concept
in the previous chapter. The second section details all the steps taken towards the

application of the methodology described in the first section.

4.1 Description of the methodology

In this section, it is detailed all the necessary steps towards the development of
the concept proposed in the previous chapter. This section is divided into three

subsections, which are ordered as the following;:

1. Define and create templates for automation tool support;
2. Create standard specification templates;

3. Observe and analyse the templates;
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4.1.1 Define and create templates for automation tool sup-

port

Table 4.1 illustrates the defined structure of the templates for automation tool
support for each of the 4-1 requirements. The line of the table with the label ID
corresponds to the identification code of the task, event or gate according to the
given 4-1 process models, which identifies its number, as well as the correspond-
ing standard practice. The line Input contains the identification number of the
necessary file or other activity that triggers that specific task, event or gate. The
third line contains its description and will be named as Task, Event or Gate ac-
cordingly. Automation contains the automation level, which is further detailed
in the Section 4.1.1.1. Finally, the Tool line contains the identification of the tool
that aids with the execution of the task, event or gate according to the criteria

detailed in the Section 4.1.1.2.

ID Identification code of the event or task
Input File or event input
Description | Description of the Task, Event or Gate
Output Resulted output
Automation Automation Level
Tool Tool identification

TABLE 4.1: Template for automation tool support

4.1.1.1 Classification criteria definitions for automation

In order to identify tool capabilities for all the tasks, events and gates identified in
the provided process models, five different possible automation levels were defined.

The classification criteria proposed for automation level are the following:

e Human Task - For tasks, events and gates that have to be manually per-

formed by a security expert and/or practitioner;

e Partial - For tasks, events and gates that can be partially automated but

have to be manually completed;
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e Transparency - For tasks, events and gates to be performed by a human,

but based on a tool visualisation of a problem;

e Complete - For tasks, events and gates that can be fully automated and

performed by a tool;

e Tool possible - For straightforward tasks, events and gates for which a tool

could be build, but there is currently no tool available.

4.1.1.2 Tool selection criteria

The tool selection is directly dependent to the selected Automation Level and
has to follow specific criteria. The criteria is defined as described bellow, without

following a specific order:

o [f a task, event or gate has its Automation Level defined as Human Task
or Tool Possible it will be assigned as "IN/A" as it is not applicable for

the specific case;

e [t is required to have at least one tool identified for the remaining Automa-

tion Level values, Partial, Transparency and Complete;
e Give priority to open source over proprietary tools;

e Given that this specification is intended to be used in a pipeline, give pri-
ority to tools that easily integrate to Continuous Integration tools (e.g.,

Jenkins, Gitlab CI).

4.1.2 Create standard specification templates

This phase consists on creating a specification of the entire 4-1 standard in the form
of an Excel file that defines the 4-1 practices as a number of templates detailing the
automation capability of each 4-1 requirement, as defined in the previous section.

The flow of information between the requirements is represented as arrows based
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on the process models described in the previous chapter. In order to represent this
idea, Figure corresponds to an excerpt of the idea. In this specific case it is
relative to the Secure Implementation Review requirement from the Secure

Implementation practice.

|-1 Secure Implementation Review

1D Si-t4
Input Security Requirements (SR-a7) Input Sit4
Task Review security requirements were adeguately implemented Activity Not adequately implemented security requirement
OQutput Mapping securitty requirements, code, code review results Output Artifact message
Extent of possible
tool support Jira ]
D SLE ] Y I
input Secure coding standards (Skat) | Input SHS
Task Review attachment to secure coding standards Activity Not followed coding standard
Output Walidation from reviewer r Output Artifact message
Extent of possible
tool support No; Has to be manually executed by securtty expert
1D SLt6 T 1D Sl-a5 |
Input Code | Input SH6 | 1D SM-ad
Task Review source code using static code analysis F Activity Security coding error | |input Sha3 4,567
Output Code review results | Output Artifact message ] [ |Activity Security related issues
Extent of possible ]
tool support Findbugs; 360 Fireline; search for tools J | |output Artifact
1D SI-t7 1D Sl1-a6
Input Code Input SHT
Review implementation and its traceability to security
Task capabilties defined to support security design Activity Mot implemented capabilty
Output Output Artifact message
Extent of possible no tools available yet, but could be buil.
tool support Currently have to be done by security expert,
1D SI-t8 7] 1D Sh-af
Input Threat Model (SR-a6) Input 518
Examine threats and ability to explott interfaces, trust
Task boundaries and assets Activity Threat capable to breach defense in depth
OQutput Output Artifact message

Extent of possible

to0l support NMAF; open/AS; openSCAP; search for tools

|
_ﬁ_

Input SM-a4 or SH

FIGURE 4.1: 4-1 Standard Excel Specification Excerpt

4.1.3 Observe and analyse the templates

Once all the previous steps are executed, this phase consists on observing and
analysing the obtained results from the creation of all the automation tool support
specifications. For this, it was decided to create a summary of all the automation
tool support tables created. Table 4.2 shows the defined template for this summary;,

which follows a similar structure as the defined templates in the Section 4.1.1.

Practice Id Type Automation Tool Creates Artefact
Px Id code | Task | Automation Level | Tool name Yes
Px Id code | Event | Automation Level | Tool name No
Py Id code | Gate | Automation Level | Tool name No

TABLE 4.2: Table template for summary of the specification
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As opposed to the previously defined template, the description is omitted,
however, Table 4.2 additionally mentions the Practice, the Type, which can
take the values Task, Event or Gate, and indicates if there is an Artefact being

created out of that specific task, event or gate.

This table serves the purpose of making it easier to gather information regard-
ing the possibility of automation across all the 4-1 standard and filter according
to different levels of criteria. Furthermore, it will allow to answer the research

question RQ1-a (How much tool support can we provide for 4-1 compliance?).

4.2 Application of the methodology

This section details all the steps towards the application of the defined methodol-
ogy in the previous section. It is divided in four subsections. Section 4.2.1 explains
the process of creating the tables for automation tool support. Followed by the
creation of standard specification Excel templates in Section 4.2.2. The challenges
of applying the methodology are mentioned in section 4.2.3. Finally, Section 4.2.4

shows an observation and an analysis of the obtained results.

4.2.1 Creation of tables for automation tool support
4.2.1.1 Process model analysis

The first step towards the creation of the tables for automation tool support is
the analysis of the provided 4-1 process models. After an initial analysis, it was

identified the amount of tasks, events and gates present in the process models, as

shown in Table [4.3]

The practice Security Management is different from the other practices.
Not only this practice occurs throughout the whole product’s life cycle, there are
artefacts that are created from activities that are different from the previously
shown (Tasks, Events and Gates). The majority of these activities and artefacts
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Practice | Tasks | Events | Gates | Total
Practice 1 9 21 5 35
Practice 2 12 0 1 13
Practice 3 22 1 4 27
Practice 4 8 1 2 11
Practice 5 16 0 2 18
Practice 6 21 8 5 34
Practice 7 9 2 1 12
Practice 8 10 0 0 10

Total 107 33 20 160

TABLE 4.3: Number of Tasks, Events and Gates identified in the process models

may change over time and are mainly related to organisational documentation,
such as " Organisational roles and personnel responsible" and " Personal security
qualifications". These activities and artefacts are highlighted in orange in Figure
[4.2] which shows an excerpt of the security management practice. For this
reason, these activities are not included in the scope of this project and are

excluded from the automation tool support tables.

=) =\ N
= \‘E‘// =y,
= ~= N~
Secure development Product Product development Implement
process can not development process secure product
initiate process is not is mature development
(§SM-e2) established or inmature (§SM-e3) life-cycle
(§SM-e1) (§5M-e4)

Prog {gsm-g3°)
s \ V / N N T 1‘
| Personnel | Scope \ Product integrity | | oy ! Third party |
Product I (§SM-gr1?) ! i (§SM-gr2*) o (§5M-gr3*) | - verification ! suppliers |
‘ ] : mechanisms|
development | Aepl | ol " ssmatz) I (ssM-grar)
Process X ) : cability ; SM-3 H! SM-6 ! ( |
(55M-a1) )| e e I g‘;&":ﬂ ! Identification of Pl File Integrity | | i SM-9 ‘
I responsibilities i | applicability O ‘ AN ‘
| | [« I |
I I
| | protect I
| | N | | SM-7 1 products 5M-10 I
| Securlt ’I | 1 | deliversbles ! ]
f--- 4 Analysis K- Pl Development 1| (ssm-at3) \ .
: I (55M-28) ! L environment | | P
\ | .
/ = 1 | [: | Process Quality |
________ . | SM-8 || controt | (ssmegrst)
) Standard 1| Controls for 1 e i I
e Perso- : i Standar 1 private keys Keys
zoartg;:‘al roles Security Require tek ! | 5 !
. ] trainingand nnelsecurity applicable applicability | | (§5M-a14) i
and personnell | | assessment qualifications | | to product to products — ! ‘ :
Responsible Programs (§5M-a9) development or parts - o | I
(55M-a5) (§5M-a6) project (85M-a11%) ‘ i
I Ll (sswa10)

FIGURE 4.2: IEC 62443-4-1 Process models excerpt - Security Management
practice

It was also found that some of the gates mainly have the purpose of triggering
other activities or making a decision and contain no description. For this reason, a
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small textual description was added to the automation tool support templates
of the gates to make it more clear. An example of this is gate SM-¢g2 in Security
Management practice, in which there is a need to make a decision whether the
product development process is mature or not, as highlighted in green in Figure
[4.2] Another example is the gate SD-g3 in Secure Design practice, which serves
the purpose of triggering a set of tasks regarding the requirements of secure

design principles for an interface, as shown in Figure [4.3]

( . . . N
Characterize the selected interface (refinement)
(SD-t5)
- (SD-g3) Why to protect the interface?
7N _’/\
NS 2 *-
| ! l | | |
Choose one Describe ity betermi
interface . escribe securi etermine
ata time Id?n:t::n;c;cress Identify data Describe product Identify threats implication of the whether access
(sD-el) external: and assets and security context based on threat product security to the interface
trust boun’daries potential users considerations model context on the crosses a trust
(D-t12) (SD-t13) (SD-t14) (SD-t15) external interface boundary
(SD-t20) (SD-t21)
L ( .
How to protect the interface? —>
\
Use third-party
Determine Describe security Describe how Describe how to products to
capabilities and/ roles and access design mitigates usetheinterface implement
or compensating control threatsin threat from external interface and
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F1GURE 4.3: IEC 62443-4-1 Process models excerpt - SD-¢3 gate is highlighted
in green

4.2.1.2 Automation level and tool selection

Subsequently, the creation of tables for automation tool support is processed for
each of the identified tasks, events and gates from the Table 4.3. For each of them
it was analysed the scope of the practice and requirement it belonged to, the flow
of events that surrounded them, as well as the necessary artefacts that serve as

input or output.

It was noted that the automation level and the selected tool are dependent
variables in the tables, since the classification of the automated level depends on

35



Chapter 4. Methodology

the capabilities of the identified tool (i.e., a task may seem to be fully automated,
however the identified tool can only partially automate it and has to be manually

completed).

In order to fulfil the tool and automation level fields at the table it was

followed the following approach:

1. Comprehensively understand the necessary action to fulfil each of the activi-
ties, in particular tasks, since most of the identified gates and events serve

the purpose of triggering other tasks;

2. Look for reliable sources such as (Hsul, 2018; SANS, 2018), as well as sys-
tematic reviews on tools for continuous integration, delivery and deployment,
such as (Shahin, Babar, & Zhu, |2017) in order to find possible tools to fulfil

a certain activity;

3. Investigate the selected tool and check if it fits the activity and select the

adequate level of automation;

4. Discuss with company supervisor and security practitioner/expert in order to
validate accuracy and consistency of the selection, in particular automation

level selection.

Table is an excerpt of the automation tool support, which is a result of the
above sequence of actions. It corresponds to a task that belongs to the requirement
secure implementation review from the practice 4, Secure Implementation.
The assigned tool for this task was Jira, which is a tool that is used to aid with
planning, tracking and managing agile software development projects. The outputs
from this task can also forward an artefact message in case a security requirement
is not adequately implemented, which will result in triggering an event to alarm
that security-related issues were detected. This will be further detailed in the

following section.
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ID SI-t4
Input Security Requirements (SR-a7)
Task Review security requirements were adequately implemented
Output Mapping security requirements, code, code review results
Automation Partial
Tool Jira

TABLE 4.4: Automation tool support excerpt

In order to get a better understanding of the transparency automation level,
the following tables, Table [4.5] and Table [4.6] correspond to excerpts of tasks eval-

uated with this automation criteria.

As illustrated in Table [4.5] SR-t12 corresponds to a task in which a secu-
rity practitioner or expert has to accept security requirements submitted by other
practitioners into a repository. The input received in this task is a gate in which
a requirement is checked for its clarity and validity. This task was classified as
transparency since the tool Jira helps the author of the decision, with the visu-

alisation of the requirements.

ID SR-t12

Input SR-g1

Task Approve security requirements
Output Practice 3 - SD

Automation | Transparency

Tool Jira

TABLE 4.5: Transparency tool support excerpt - SR-t12

Task DM-t3, represented in Table [4.0] is also classified as transparency, as
Jira helps the practitioner with the visualisation and tracking of the issues. The
input received in this task corresponds to a notification of the given issues. The
resulting output is the placement of the issue tracked into a repository and the

trigger of an event that starts a set of tasks to investigate the issue.

In order to get an overview of the tool possible automation level, the following
tables, Table and Table 4.8 correspond to excerpts of tasks evaluated with this

automation criteria.
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ID DM-t3
Input DM-t2
Task Track security-related issues
Output DM-a2;
DM-el
Automation | Transparency
Tool Jira

TABLE 4.6: Transparency tool support excerpt - DM-t3

As illustrated in Table 4.7, SR-t8 corresponds to a task in which the security
requirements have to be identified based on the security level-capability (SL-C).
SL-C is used to determine the overall security level of a component or system if ad-
equate information is provided (for example, if a component contains a capability
security level of 3, it means that the component or system includes the capability
to achieve security functions required for capability security level 3 according to
the IEC 62443-4-2 standard (for components) (Blumano, 2018). The task receives
as an input, the required SL-C of the component from the previous task SR-t7,
the threat model and the IEC 62443-4-2 standard (4-2). The 4-2 standard pro-
vides detailed requirements for technical control system components according to
the selected level of SL-C associated with the seven foundational requirements,
which are identification and authentication control, use control, system integrity,

data confidentiality, restricted data flow, timely response to events and resource

availability (IEC, [2019).

Since the requirements of the components are detailed in the 4-2 standard for
the seven foundational requirements according to the desired SL-C level, different
components can have the same or similar requirements. For this reason, this task

was assigned with tool possible in the automation criteria.

Table 4.8| corresponds to a task in which a set of appropriate practices must be
selected for a product, artefact SD-a2, based on a given list of industry accepted
secure design best practices , artefact SD-al. Since a list of practices is provided
for this task, it was classified as tool possible due to the likelihood of similar

products receiving the same set of practices as an output of this task.
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ID SR-t8

Input SR-t7;

SR-a3 (IEC 62443-4-2 Standard);
SR-a6 (Threat model)

Task Identify security requirements based on capability security level
Output

Automation | Tool Possible

Tool N/A

TABLE 4.7: Tool possible excerpt - SR-t8

ID SD-t1
Input SD-al (Industry accepted secure design best practices)
Task Determine appropriate secure design best practices

for the type of product
Output SD-a2 (Selected secure design best practices)
Automation | Tool Possible
Tool N/A

TABLE 4.8: Tool possible excerpt - SD-t1

The TEC 62443-4-1 automation tool support tables set depicts the complete
4-1 Standard. For documentation purposes, the tables set is listed in Table [4.9]

and the tables for each practice are shown in Appendix [B]

Practice Table
Practice 1 - Security Management (SM) B.1
Practice 2 - Security Requirements (SR) B.2
Practice 3 - Secure Design (SD) B.3
Practice 4 - Secure Implementation (SI) B.4
Practice 5 - Security verification and validation testing (SVV) [B.5
Practice 6 - Management of security related issues (DM) B.6
Practice 7 - Security Update Management (SUM) B.7
Practice 8 - Security Guidelines (SG) B.8

TABLE 4.9: Complete list of automation tool support tables, sorted by practice

4.2.2 Creation of standard specification templates

Once all the tables for automation tool support are completed, it is possible to
create the standard specification templates. This phase consists in merging sets of
tool templates that belong to the same requirement from each of the 4-1 practices

according to the provided process models. This way it is possible to see the flow
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of information and the sequence of actions that need to be performed in order to
fulfil a given requirement, as well as all the necessary artefacts that serve as input

and output.

Figure is an excerpt of the standard specification; in this case it corresponds
to the secure implementation review requirement from practice 4, secure
implementation. In order to fulfil this requirement, there’s the need to execute

five tasks, which are:

e SI-t4 - Review security requirements were adequately implemented
e SI-t5 - Review attachment to secure coding standards
e SI-t6 - Review source code using static code analysis

e SI-t7 - Review implementation and its traceability to security capabilities

defined to support security design

e SI-t8 - Examine threats and ability to exploit interfaces, trust boundaries

and assets.

As mentioned in the description of SI-t4 in the previous Section, each of these
tasks shall forward an artefact message in case a security related issue is found
during the reviewing process. It will then create the artefact labelled as SM-a4,
security related issues. Once all the tasks from the requirement were executed,
the gate labelled as SI-g2, will check if the artefact SM-a4 was created to verify if
any security related issue was found. In case there aren’t any issues found, it will
proceed to the practice 5, security verification and validation testing. If
there was any issue found, it will trigger the event SM-e6, security related issues
detected, which will then trigger a set of tasks from practice 6, management

of security-related issues, in order to review and fix the issue.
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S1-1 Secure Implementation Review

Input SR-a7
Task Review security requirements were adequately implemented Input  S-t4
\Output Mapping securitty requirements, code, code review results Artifact Mot adequately implemented security requirement Input
Automation Partial Qutput Artifact message Artifact Security Requirements
Tool lira Output SH4
D SI-t5
Input Secure coding standards (Sl-a1)
Task Review attachment to secure coding standards Input S5
\Output Walidation from reviewer Artifact Mot followed coding standard
Automation Partial Output Artifact message
Tool OpenSCAP
D S116 D Sla5
Input Code Input  SHBE Il Input  Sl-a34567
Task Review source code using static code analysis Artifact Security coding error Artifact Security related issues
|Qutput Code review resulis Cutput Arifact message Output Arifact
Automation Complete
Tool Findbugs; 360 Fireline; ESLint; Phan
D SIt7 D Sl-a6
Input Code Input  SIH7
Review implementation and its traceability to security
Task capabilities defined to support security design Artifact Naotimplemented capability
\Output Output Artifact message
Automation Human Task
Tool N/A
D SI-t8 D Sl-a7
Input SR-af (Threat model) Input S48
Examine threats and ability to exploitinterfaces, trust
Task boundaries and assets Artifact Threat capable to breach defense in depth
\Output Output Artifact message
Automation Partial
?‘upl Nmap; openVAS; openSCAP

ID:Sl-g2
Gate: Are there any security Yes
related issues? 1D SM_eb

Autemation: Transparency Input Sl-g2
Event Security-related izsues detected
Output
Autornation Cornplete
Tool Jenkint Gitlab CI

Goto Practice 5, SWY

FIGURE 4.4: Standard specification, secure implementation review requirement

4.2.3 Challenges

During the execution of the application of the methodology, several challenges
emerged, in particular during the phase of the creation of the automation tool
support tables. The challenges are essentially related to the understanding of the
given process models and the tool selection to fulfil each of the activities. The

emerged challenges are as follow:

e As previously mentioned in the Section 4.2.1.1. some of the activities, in
particular gates, contained no description, thus its purpose had to be

often speculated;
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There was an occasional unawareness of existing tools to fulfil a particular
activity, due to the high diversity regarding the fields of interest present in

the product development life cycle;
It was often found solely a tool to fulfil a particular activity;

There were cases where the description of an activity wasn’t clear in the
process models, leading to a lot of possible actions or a set of actions to
fulfil it, as well as a high variety of tools selected. An example of this is the
task SVV-t4 shown in Table which is described as "Conduct functional
testing of security requirements". In this particular case, the needed set of

actions will highly depend on the product and type of tests needed;

Once all the tool support templates were completed, a total of 70 different
tools were identified. Due to the limitations imposed in the workplace it was
not possible to test every single one in order to verify their capabilities of

fulfilling the activities and automation level they were assigned to.

ID SVV-t4

Input SVV-a7 (Security Requirements)

Task Conduct functional testing of security requirements
Output

Automation | Complete

Tool

Unit tests: JUnit; Mocha; xUnit;

Smoke tests: ZAP Baseline scan; nmap

Security Acceptance testing: BDD-Security; GauntIT; Mittn
Infrastructure Compliance Checks: inSpec; HubbleStack;
Cloud Compliance: Cloud Custodian; Compliance Monkey

TABLE 4.10: Tool support excerpt - SVV-t4

4.2.4 Observation and analysis of results

Once

the application of the methodology as described in Sections 4.2.1 and 4.2.2

was concluded, it was possible to gather data regarding the possibility of automa-

tion of the IEC 62443-4-1 standard.
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Figure [4.5] depicts the automation tool support obtained for the IEC 62443-4-1
standard according to the automation criteria defined in the Section 4.1.1.1.

45%
40%

35%
30%
25%
20%
15%
10%
s .
0%

Human Task Partial Transparency  Tool Possible Complete

FIGURE 4.5: Obtained IEC 62443-4-1 automation tool support

It is possible to initially observe that human task is the classification that is
the most predominant, followed by complete and partial, with transparency
and tool possible being the least identified among the activities analysed in the

standard process models.

As previously stated, the 4-1 standard provides descriptions of requirements to
enable secure product development life cycle for products in an ICS environment,
which need to go through extensive security activities that frequently need to be
performed by humans, as well as documented. Hence, human task being the

most prevalent activity identified in the process models.

Figure depicts a more detailed view on the obtained automation tool sup-
port for the 4-1 standard, in particular the number of activities identified for each

of the automation classification criteria for each of the 4-1 standard practices.

After observing Figure [4.0] it is possible to make the following initial observa-

tions:

e Surprisingly, practice 1, security management contains the highest amount
of activities classified as complete regarding the automation tool support,
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Number of activities
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FIGURE 4.6: Obtained IEC 62443-4-1 automation tool support per practice

which initially seemed very unlikely, due to the practice being referred as
security management. Taking into account the scope of the practice, as
well as the analysis of the process models described at the Section 4.2.2.1
from this Chapter, it is possible to observe that this happens due to the
high amount of events and gates that are present in the process models that
often serve the purpose of triggering other activities from all of the practices

during the product development life cycle;

Practice 5, security verification and validation testing, contains a
balanced amount of activities classified as human task, partial and com-
plete. This happens due to the variety of activities present in the practice,
which include the execution of several tests with the aid of tools, as well as
the analysis and documentation of the generated results that often require

human effort;

It was expected for practice 6, management of security-related issues,
to contain the majority of the activities classified as transparency due to its
purpose of tracking and handling security related issues, which often require

decision making based on the visualisation of a problem;
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e Practice 8, security guidelines, has the main purpose of enforcing the
creation of documentation for the end user of the product, hence contains

no automation and has mostly human tasks.
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Evaluation

This chapter details the steps taken towards the evaluation of the present work.
The possible automation of the 4-1 standard and its integration into a DevOps
pipeline are evaluated through a qualitative study. The evaluation was carried
out through the aid of interviews that involved 7 expert practitioners from
the fields of security compliance and agile software engineering. This Chapter is
divided in three sections. Section 5.1 starts by explaining the evaluation goals.
The design of the evaluation is followed in Section 5.2, detailing the interviewee
selection, the structure and flow of the interviews. Section 5.3 analyses the data
collected from the interviews to evaluate the proposed solution for the possibility
of building a 4-1 standard compliant DevOps pipeline. The possible threats to the
validity of our study are described in Section 5.4. Finally, Section 5.5 presents an

overview of the evaluation of the proposed solution.

5.1 Objective

The objective of this phase is to answer the research questions mentioned in the

first chapter:

e Determine the precision of the defined automation criteria and the feasi-
bility of the suggestion for automation of the 4-1 standard in the pipeline.
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This will conclude RQ1 on the suitability of our approach to build a 4-1

compliant DevOps pipeline.

5.2 Design

5.2.1 Overview

(Hevner, March, Park, & Ram)| 2004)) suggests the use of a descriptive evaluation
method to build a convincing argument for an artefact’s utility, as well as the
study of an artefact in a restricted environment, for qualities, such as usability,
accuracy and fit within the organisation. It is also mentioned by (Hevner, March,
Park, Ram, 2004) that the use of descriptive methods of evaluation shall be used
exclusively for innovative artefacts for which other evaluation methods are not
appropriate. This is the case of the artefact we propose, since there is no other with
similar characteristics to compare with. Furthermore, it is meant to explore the
practitioners’ opinion on the suitability and feasibility of our suggestion, making

interviews a suitable technique for the evaluation (Shull, Singer, & Sjgberg, [2007)).

A total of 7 expert practitioners, that regularly take part in software devel-
opment projects that involve security compliance, participated in the interviews.
The evaluation goes in accordance with techniques mentioned in current security
research and comparable studies, (Ben Othmane, Jaatun, & Weippl, 2017), that
have a restricted environment, contain sampling sizes of 5 to 11 practitioners, in
which interviews are used as an evaluation method that take half an hour to an

hour.

5.2.2 Interviewees

The interview participants are experienced professionals, with different levels of
knowledge and expertise in the field of study of the present work. In order to doc-

ument this, the participants were asked about their awareness in the 4-1 standard,
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DevOps, DevSecOps and security tools. The participants were able to select their
level of expertise in the topics according to the classification levels of Beginner,
Medium, Advanced and Expert, as depicted in the introductory questions
of the questionnaire (see Appendix . For anonymity reasons, the participants’

names and roles in the company were omitted.

Table [5.1 show the interviewees’ selected levels of expertise at the beginning of
the interview, according to the aforementioned classification levels. It is possible
to observe that the participants have different levels of knowledge and expertise
in the topics and that none of the participants has classified himself as an expert

in any of the given topics.

- Beginner | Medium | Advanced | Expert
4-1 Standard 2 3 2 0
DevOps 2 2 3 0
DevSecOps 2 2 3 0
Security tools 1 3 3 0

TABLE 5.1: Interviewees’ selected level of knowledge and expertise in the dif-
ferent topics

5.2.3 Interview

As a preparation for the interviews, it was selected one task for each of the defined
automation classification criteria defined in Section 4.1.1.1 from the 4-1 standard
practice 2, security requirements and practice 5, security verification and
validation testing. Subsequently, these sets of process models were printed, as
well as the corresponding standard specification templates. In addition, it was
printed the high level specification of the 4-1 standard DevOps compliant pipeline
as represented in Figure A.1 (see Appendix . The selected tasks used for the

evaluation phase correspond to the following:

e SR-t7 - Document the required capability security level (SL-C) of the prod-

uct;

o SR-t8 - Identify security requirements based on the capability security level;
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e SR-t12 - Aprove security requirements;
e SVV-t4 - Conduct functional testing of security requirements;

e SVV-t13 - Test dynamic runtime resource management.

Interviews involved one participant and two interviewers, the master thesis
author and the company’s supervisor. A questionnaire (see Appendix was ﬁlledE]

as the interviews were taking place. The interviews had the following sequence:

1. Introduction - The participants were informed about the goal and the flow
of the interview. Furthermore, the participants were asked to classify their
level of knowledge and expertise in the different fields of study, according to

the introductory questions depicted in the questionnaire.

2. Part 1: 4-1 Process models and high level specification - First, the
participants were introduced to the 4-1 standard and its process models
developed by (Moyon et al., [2018)), with the aid of the printed versions of
the practice 2 and 5 of the 4-1 process models. Subsequently, they were
introduced to the proposed solution with the aid of a printed version of the
high level specification presented in Figure A.1 (see Appendix . Later, the

participants answered the questions in the part 1 of the questionnaire.

3. Part 2: Automation tool support - Participants were introduced to
the standard specification templates that included the aforementioned tasks.
The participants were given a chance to interact with the specification tem-
plates and analyse the aforementioned tasks. Afterwards, they proceeded
to answer the questions in order to evaluate the selected automation level
and tools to aid with each of the tasks, as depicted in the 2nd part of the

questionnaire.

4. Part 3: Overview and feedback - In order to get an overview of the

obtained results, the participants were introduced to the graphics illustrated

'Due to company’s confidentiality policies, the answered questionnaires were excluded from
this report
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in figures and [4.6] from Section of the previous Chapter. Later, the
participants answered the final questions from the 3rd part of the question-

naire.

The interviews took an average of one hour, with Figure illustrating the

flow and the duration of the different parts of the interview.

[ IntroductionI Part 1 [ Part 2 I Part 3 ]
| | | S
| | |

l Il Il ] |

I I | I
5-10 10-15 20-30 10-20
minutes minutes minutes minutes

FIGURE 5.1: Flow of the conducted interviews

5.3 Analysis of the evaluation results

This section puts together the results obtained from the interviews described in
the previous section. The analysis of the results are divided in three different
subsections, corresponding to the three different parts of the questionnaire (see

Appendix [C]).

5.3.1 Classification criteria

The first part of the questionnaire involved two questions regarding the defined
classification criteria for automation in Section 4.1.1.1. Initially the participants
were asked about the preciseness of the classification criteria, later they were asked

if the criteria would be helpful for building a security compliant pipeline.

e Preciseness of the classification - The majority of the participants agreed

that the defined classification criteria for automation was precise, however,
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some of the participants had initial doubts about the meaning of "trans-
parency" and "partial" definitions. It was said by Interviewee 4 that "Par-
tial is not precise as it is hard to measure tool work and human effort in
terms of percentage". Interviewee 6 argued about the meaning of "complete
automation", stating that there’s always the need to visualise the results.
Only interviewee 5 disagreed with the classification criteria, mentioning that
"partial" and "transparency" classification criteria correspond to the same
classification. Interviewee 5 also said: "You will always have visualisation

and it is not relevant for tool automation".

e Applicability for pipelines - Three of the participants agreed that the
criteria could be helpful for building a pipeline. Interviewee 3 said "Yes,
because you could see where you can use a tool for automation". It was
mentioned by Interviewee 5 that it would depend on the kind of pipeline
and its work environment. However, the other participants highlighted that
the criteria would be better for evaluating a pipeline. Interviewee 7 said
"Could be helpful to evaluate a pipeline, not to build it". A similar answer
was given by interviewee 2, stating that it would allow to visualise how much

is possible to automate.

5.3.2 Automation and tool selection

The second part of the questionnaire contained seven questions for the participants
to evaluate the selected tool and automation level for each of the tasks mentioned
at the section 5.2.3. The goal of this part of the interview is to gather enough
information to understand if our suggestion for automation of the 4-1 standard
activities is feasible or not. Table[5.2] contains the automation classification of the

evaluated tasks in this part of the interview.

e Correctness of the automation selection and feasibility of the suggestion
for 4-1 automation - Overall, the participants agreed on the chosen automa-
tion criteria defined for the selected 4-1 tasks. However, the participants
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Task Automation classification
SR-t7 Human Task
SR-t8 Tool Possible
SR-t12 Transparency
SVV-t4 Complete
SVV-t13 Partial

TABLE 5.2: Automation classification of the evaluated tasks

discussed about the selection for the task defined with the level of "complete

automation".

— SVV-t4 - This task made the participants argue once again about
the meaning of "complete automation", as the task would require some
human effort in configuration in order to be automated. It was said by
interviewee 8 " Yes, if defining the test cases are not in the task.". As
previously mentioned in Section [£.2.3] the description of this task in
particular isn’t clear enough in order to have a well defined action to
accomplish it. Interviewee 4 mentioned "I’'m not sure if it is complete,
it will depend on the product and feature". Interviewee 5 disagreed on
the selection, mentioning that it "should be partial depending on the

components and type of test";

— SVV-t13 and SR-t12 - These two tasks didn’t leave much room for
discussion. Every participant agreed on the selection for the task SVV-
t12, apart from Interviewee 5 that had previously argued on the dif-
ferent between "partial" and "transparency" classifications, and it was
acknowledged the use of the tool Jira to accomplish the task. As for
the task SVV-t13, the participants agreed on the automation level se-
lection, even though most of them confessed not to be aware of the

selected or existent tools to perform the task;

— SR-t7 - Only 2 of the participants disagreed with the automation se-
lection in this task. It was said by Interviewee 5 that "I think there’s a
Microsoft tool that exists in which you put your product and it returns
the SL-C.". However, three of the participants that agreed stated that
it might be tool possible. Interviewee 6 agreed and proceeded to argue
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that maybe it could be tool supported with the help of machine learn-
ing. It was agreed and then argued by interviewee 7 that "maybe this

task could be transparency".

— SR-t8 - All but one participant agreed with the selected level in this
task. The participant mentioned that "from the point of view, the
requirements are listed and filtered in an Excel sheet", meaning that
the task is supported by a tool. Some of the participants that agreed
mentioned that the task could reach the automation levels of partial or
transparency. As Interviewee 4 mentioned, "I agree with the selection,

but this would never be complete".

e As the participants have different levels of knowledge and expertise in the
different fields of study of the present work, they have different awareness
of the selected tools to fulfil the 4-1 standard activities. This was true, in
particular, for the tasks SVV-t4 and SVV-t13, as all the participants
were aware of the capabilities of the tool Jira and its capabilities of fulfilling

the task SR-t12.

— One of the questions from the interview was to ask for other tool recom-
mendations that may fulfil the evaluated 4-1 standard tasks. Some of
the participants with higher knowledge in security tools, in particular
interviewees 5, 6 and 7, recommended tools to fulfil the tasks SVV-t}
and SVV-t13. The capabilities of the recommended tools to aid the
fulfilment of the task in question was discussed between the participant
and the interviewers. This led to the addition of some tools to the

automation tool templates.

5.3.3 Overall feedback

In the final part of the interview, the participants were given an overview of the

obtained results and answered three questions. These questions’ goals were to
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verify if the results have met their expectations and to receive an overall feedback

about our proposed solution.

e The participants mentioned that they expected slightly more automation
and less human tasks, as they observed Figure from the previous chap-
ter. Interviewee 5 said "It looks ok, I just expected less human tasks and
more activities marked as complete". It is also important to note that the
interviewees have different knowledge on the standard, as it was said by In-
terviewee 6 "I expected a little bit more Tool Possible, however I need to

know the standard better".

e Despite the participants’ expectation on higher automation, some of the par-
ticipants mentioned that the results looked more realistic once introduced to
Figure with a more detailed distribution of activities and their assigned
automation level throughout the standard. However, all of the participants
were surprised with the fact that practice 1, security management con-
tained the most activities labelled as "complete" automation, as previously
mentioned in section 4.2.4 of the previous chapter. Interviewee 2 even men-
tioned "In general it meets the expectation, however the level of automation
in practice 1 is surprising". Interviewee 3 has also said that "It is surpris-
ing that practice 1 has so much automation. The rest seems to be more

realistic".

e The participants didn’t comment on each of the 4-1 standard practices. Nev-
ertheless, three participants said that the results obtained for practice 6,
management of security-related issues were the expected ones, with

Interviewee 2 saying "Transparency in practice 6 is an obvious match".

The last question of the interview led to more open discussions in which the
participants referred benefits and drawbacks of our solution, as well as suggestions

and other possible use cases for our approach.

Three of the participants (Interviewee 3, 5 and 6) have suggested benefits re-
garding the tools. They have pointed out benefits for practitioners regarding the
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tool suggestion and task automation, as well as other benefits for higher manage-

ment positions.

o6

e [t was mentioned that it is a good source of information to verify tools and

its capabilities, as well as verifying which tasks can be automated. It was
mentioned by Interviewee 6 that "Ignoring the 4-1 standard, it would be
a good source of tools to fulfil the tasks.", even highlighting "Finding the
right tool for the right task". Interviewee 3 highlighted that the tooling

information would be good to recommend tools to customers;

The development of databases was suggested by Interviewee 5. The inter-
viewee mentioned multiple uses cases, from tool capabilities to automation
classification of tasks, enabling practitioners to discover new tools and to
spot replacement tools for the same task. Interviewee 5 also mentioned the
classification of the tools in terms of automation level and suitability for

people building a pipeline;

Other benefits were pointed out, with Interviewee 2 saying "Would say it is
helpful to motive other business units by showing the results". Interviewee
7 also mentioned that it is good to make an analysis of what is available.
Additionally, Interviewee 4 mentioned that it is good to get a better un-
derstanding of the challenges for development and issues when it comes to

implementing a standard.

A few drawbacks of our approach were pointed out during this part of the
interview. Interviewee 2 mentioned that technical practitioners might argue
about the meaning of automation. It was mentioned by interviewee 4 that
the statistics shown are more useful for higher management and that the
tool support overview is more granular for the people who use it for daily
work. Interviewee 5 pointed out that the work is focused on a specific model

of the standard, and that it may influence the obtained results.



Chapter 5. Evaluation

5.4 Threats to validity

This section reveals possible threats to the validity of our study.

Representativeness: In order to avoid bias, the participants’ selection and
interview structure was reviewed by the company supervisor. Additionally, the
participants’ background and suitability to evaluate our suggestion was confirmed
at the beginning of the interviews. The sampling size of 5 to 11 practitioners goes
in accordance with current security research and comparable studies that have a

restricted environment (Ben Othmane et al., [2017)).

Experimenter bias: A particular case for interviews is that the presence of
the researcher may affect the behaviour of the interviewees, and therefore, may
affect the validity of the data provided by subjects (Shull et al.| 2007). To avoid
this, the participants were initially informed about the nature of the research, as
well as how data was collected. Additionally, the interviewers (the master thesis’
author and company supervisor) remained in silence as the participants answered

the questions in order to maintain neutrality.

Confirmation bias: The master thesis’ author may have a tendency to make
false interpretations to confirm hypotheses and overlook information that argues
against it. In order to avoid this, the project was reviewed by an academic super-

visor and a company supervisor.

5.5 Overview

The present work has shown evidence on the possibility of providing tool support
for the IEC 62443-4-1 standard and the specification of a DevOps pipeline compli-
ant to the 4-1 standard. Different aspects of our proposed solution were evaluated
in the interviews, in order to investigate the adequacy of the proposed solution.
First, the majority of the participants found the classification criteria to be pre-

cise. Then, the majority of the participants agreed with the classification of the
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selected 4-1 activities with the defined automation classification criteria. However,
it was not possible to obtain a definitive answer to RQ1, based on the adequacy
feedback received in the interviews, as the answer of the interviewees were divided

between the suitability of our proposed solution to build or to evaluate pipelines.

o8



Chapter 6

Conclusion and Future Work

6.1 Conclusion

The present work has proposed a concept for a structured and systematic inte-
gration of security activities into a DevOps pipeline. The basis for this concept
is the integration of the current IEC 62443-4-1 (4-1) standard, that describes se-
cure product development in industrial control systems, and its integration into a
Continuous Integration/Continuous Delivery pipeline specification. Thus, pursu-
ing the capability of both secure agile development and security compliant agile

software engineering.

The main research domains addressed to achieve the proposed concept are
DevOps and pipeline specifications, DevSecOps and security compliant product
development. A review on the research domains allowed an understanding of
the current challenges and recommendations for secure agile software engineering,
as described in the chapter 2. The present work intended to leverage on these
recommendations and a key contribution of the 4-1 standard, by (Moyon et al.,

2018)), that described the standard in the form of BPMNs.

Once the research domains were reviewed, templates for automation tool sup-
port were defined, with the goal of supporting the process models created by
(Moyon et al., |2018) and discussing which 4-1 activities can be automated with
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the help of tools and which cannot. Additionally, it was defined an automation
classification criteria in order to identify tool capabilities for all the activities

present in the 4-1 standard.

After the analysis and classification of all the 4-1 activities according to the
defined automation classification criteria in the section 4.1.1.1], it was possible to

answer the following question:
RQ1-a - How much tool support can we provide for 4-1 compliance?

The classification resulted in a total of 54,4% of the 4-1 activities being iden-
tified as tool supported. This percentage accounts for 30,6% of the activities being
classified as complete, 14,4% classified as partial, and 9,4% classified as trans-
parency. The remaining 45,6% of the 4-1 activities were classified as not tool
supported, with a total of 38,1% of the activities being classified as human task,
and a total of 7,5% as tool possible.

Our proposed solution was evaluated through a qualitative study, which in-
volved interviews with 7 expert practitioners from the fields of security compliance
and agile software engineering. The main goal of the evaluation was to answer the

following question:

RQ1 - Is it possible to create a DevOps Pipeline that follows a systematic way
to security compliance with TEC 62443-4-1 standard?

The present work shows evidence that it is possible to provide tool support for
the IEC 62443-4-1 standard and to specify a DevOps pipeline compliant to the
4-1 standard, since we proposed a concept to develop it. In order to investigate
if the proposed DevSecOps pipeline is adequate, different aspects of our proposed
solution were evaluated by the interviewees. To begin with, the majority of the
participants found the classification criteria to be precise. Later, the majority of
the participants agreed with the classification of the selected 4-1 activities with the
defined automation classification criteria. However, it was not possible to obtain

a final answer, based on the interviews to the adequacy issue, as the answers of
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the interviewees were divided between the suitability of our proposed solution to

build or to evaluate pipelines.

6.2 Future work

One of the next steps to fully support our hypothesis is to perform more evalu-
ation sessions to further investigate the adequacy of the proposed solution to a
DevSecOps pipeline and to perform a demonstration of the implementation of a

pipeline aided by our 4-1 tool support templates.

As mentioned in section [4.2.3] it was not possible to test every single tool in
order to verify their capabilities of fulfilling the activities and automation level they
were assigned to, as it would require longer project execution time. Hence, it would
be necessary to perform additional review iterations with expert practitioners on

the 4-1 tool support templates to guarantee its preciseness and quality.

In regard to the tasks classified as tool possible, it would be important to have
further discussions with expert practitioners in order to verify if the tasks assigned
with this classification are indeed straightforward for a tool to be built. This would
positively contribute for tool support of, both the execution of the task itself, and

the 4-1 standard automation.

Additionally, it would be positive to leverage on the suggestions given by expert
practitioners during the evaluation of the present work. Particularly, make a
mapping of tools by 4-1 standard practice or by tool capabilities, in order to
enable practitioners to easily discover new tools or find a tool replacement for a

specific task.
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Appendix A

High-level 4-1 compliant pipeline

specification

This part of the appendix presents the initial high-level specification of the 4-1

compliant pipeline specification, as mentioned in Section 3.1.
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High-level 4-1 compliant pipeline specification
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FiGURE A.1: High-level 4-1 compliant pipeline specification
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Automation tool support summary

tables

This part of the appendix presents the automation tool support summary tables,

as mentioned in Table [4.9] from the Section [4.2.1.2]

B.1 Practice 1 - Security Management

Practice | Id Type | Automation | Tool

P1 SM-el | Event | Complete Jenkins; Gitlab CI
P1 SM-e2 | Event | Complete Jenkins; Gitlab CI
P1 SM-e3 | Event | Complete Jenkins; Gitlab CI
P1 SM-e4 | Event | Complete Jenkins; Gitlab CI
P1 SM-e5 | Event | Complete Jenkins; Gitlab CI
P1 SM-e7 | Event | Complete Jenkins; Gitlab CI
P1 SM-e8 | Event | Complete Jenkins; Gitlab CI
P1 SM-e9 | Event | Complete Jenkins; Gitlab CI
P1 SM-e10 | Event | Complete Jenkins; Gitlab CI
P1 SM-ell | Event | Complete Jenkins; Gitlab CI
P1 SM-e12 | Event | Complete Jenkins; Gitlab CI
P1 SM-el3 | Event | Complete Jenkins; Gitlab CI
P1 SM-el4 | Event | Complete Jenkins; Gitlab CI
P1 SM-el5 | Event | Complete Jenkins; Gitlab CI
P1 SM-e16 | Event | Complete Jenkins; Gitlab CI
P1 SM-el7 | Event | Complete Jenkins; Gitlab CI
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Practice | Id Type | Automation | Tool

P1 SM-e18 | Event | Complete Jenkins; Gitlab CI

P1 SM-e19 | Event | Complete Jenkins; Gitlab CI

P1 SM-e20 | Event | Complete Jenkins; Gitlab CI

P1 SM-e21 | Event | Complete Jenkins; Gitlab CI

P1 SM-gl1 | Gate | Complete Jenkins; Gitlab CI

P1 SM-g2 | Gate | Complete Jenkins; Gitlab CI

P1 SM-g3 | Gate | Complete Jenkins; Gitlab CI

P1 SM-g4 | Gate | Transparency | Artifactory

P1 SM-gb | Gate | Complete Jenkins; Gitlab CI

P1 SM-t1 | Task | Partial RetireJs; OWASP
Dependency Check;

P1 SM-t2 | Task | Human Task | Cuckoo Sandbox

P1 SM-t3 | Task | Partial OpenSCAP

P1 SM-t4 | Task | Human Task | N/A

P1 SM-t5 | Task | Partial Jira

P1 SM-t6 | Task | Human Task | N/A

P1 SM-t7 | Task | Human Task | N/A

P1 SM-t8 | Task | Complete OpenSCAP; OpenVAS;
Prowler; Scout2; vuls

P1 SM-t9 | Task | Transparency | Jira

B.2 Practice 2 - Security Requirements Specifica-

tion
Practice | Id Type | Automation | Tool
P2 SR-gl | Gate | Human Task | N/A
P2 SR-t1 | Task | Partial Qualys WAS
P2 SR-t2 | Task | Human Task | N/A
P9 SR43 | Task | Partial OWASP ThreatDragon; Raindance;

Microsoft Theat modeling tool

P2 SR-t4 | Task | Partial Microsoft Threat modeling tool

OWASP ThreatDragon; Raindance;

b2 SR-t5 | Task | Partial Microsoft Theat modeling tool
P2 SR-t6 | Task | Human Task | N/A
P2 SR-t7 | Task | Human Task | N/A
P2 SR-t8 | Task | Tool Possible | N/A
P2 SR-t9 | Task | Tool Possible | N/A
P2 SR-t10 | Task | Human Task | N/A

68



Appendix B. Automation tool support summary tables

B.3 Practice 3 - Secure Design

Practice | Id Type | Automation | Tool
P3 SD-el | Event | Human Task | N/A
P3 SD-gl | Gate | Human Task | N/A
P3 SD-g2 | Gate | Human Task | N/A
P3 SD-g3 | Gate | Complete Jenkins; Gitlab CI
P3 SD-g4 | Gate | Complete Jenkins; Gitlab CI
P3 SD-t1 | Task | Tool Possible | N/A
P3 SD-t2 | Task | Human Task | N/A
P3 SD-t3 | Task | Human Task | N/A
P3 SD-t4 | Task | Tool Possible | N/A
P3 SD-t5 | Task | Complete Jenkins; Gitlab CI
P3 SD-t6 | Task | Complete Jenkins; Gitlab CI

B.4 Practice 4

- Secure Implementation

Practice | Id Type | Automation | Tool

P4 Sl-el | Event | Complete Jenkins; Gitlab CI

P4 Sl-gl | Gate | Human Task | N/A

P4 SI-g2 | Gate | Transparency | Jira

P4 SI-t1 | Task | Human Task | N/A

P4 SI-t2 | Task | Human Task | N/A

P4 SI-t3 | Task | Partial IDE plugins: DevSkim; FindSecuri-
tybugs; SonarLint
Code Review : Gerrit
Security coding standards:
OWASP Proactive controls; CERT
Secure coding standards
Frameworks:Java: Spring Security;
Shiro; OACC,;
Python: Yosai; Flask Security

P4 SI-t4 | Task | Partial Jira

P4 SI-t5 | Task | Partial OpenSCAP

P4 SI-t6 | Task | Complete Findbugs; 360 Fireline; ESLint; Phan

P4 SI-t7 | Task | Human Task | N/A

P4 SI-t8 | Task | Partial Nmap; openVAS; openSCAP
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B.5 Practice 5 - Security Verification and Valida-

tion Testing

Practice | Id Type | Automation | Tool

P5 SVV-gl | Gate | Complete Jenkins; Gitlab CI

P5 SVV-g2 | Gate | Human Task | N/A

P5 SVV-tl | Task | Human Task | N/A

P5 SVV-t2 | Task | Human Task | N/A

P5 SVV-t3 | Task | Human Task | N/A

P5 SVV-t4 | Task | Complete Unit tests: JUnit; Mocha; xUnit;
Smoke tests: ZAP; Baseline scan; nmap
Security Acceptance testing: BDD-
-Security; GauntIT; Mittn
Infrastructure Compliance Checks:
inSpec; HubbleStack

P5 SVV-t5 | Task | Complete Blitz; Loader;Blazemaster

P5 SVV-t6 | Task | Complete Fuzz testing: Peach; FuzzDB; API-fuzzer

P5 SVV-t7 | Task | Partial Jira

P5 SVV-t8 | Task | Partial CVSS v3 calculator

P5 SVV-t9 | Task | Complete Fuzz testing:Peach; FuzzDB; API-fuzzer

Login brute force: THC Hydra
SQL injection test: SQLMap, Sqlninja

B.6 Practice 6 -

Management of security-related

issues

Practice | Id Type | Automation | Tool

P6 DM-el | Event | Human Task | N/A

P6 DM-e2 | Event | Human Task | N/A

P6 DM-e3 | Event | Human Task | N/A

P6 DM-e4 | Event | Human Task | N/A

P6 DM-e5 | Event | Human Task | N/A

P6 DM-e6 | Event | Human Task | N/A

P6 DM-e7 | Event | Complete Jira/ Other project management tool
P6 DM-e8 | Event | Complete Jira

P6 DM-gl | Gate | Complete Jenkins; Gitlab CI
P6 DM-g2 | Gate | Human Task | N/A

P6 DM-g3 | Gate | Human Task | N/A

P6 DM-g4 | Gate | Transparency | Jira

P6 DM-g5 | Gate | Transparency | Jira
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Practice | Id Type | Automation | Tool
P6 DM-t1 | Task | Human Task | N/A
P6 DM-t2 | Task | Complete Jira
P6 DM-t3 | Task | Transparency | Jira
P6 DM-t4 | Task | Human Task | N/A
P6 DM-t5 | Task | Transparency | Jira
P6 DM-t6 | Task | Transparency | Jira
P6 DM-t7 | Task | Human Task | N/A
P6 DM-t8 | Task | Partial CVSS v3 calculator
P6 DM-t9 | Task | Human Task | N/A
P6 DM-t10 | Task | Human Task | N/A
P6 DM-t11 | Task | Partial Jira
P6 DM-t12 | Task | Human Task | N/A

B.7 Practice 7 - Security Update Management

Practice | Id Type | Automation | Tool

p7 SUM-el | Event | Tool Possible | N/A

pP7 SUM-e2 | Event | Tool Possible | N/A

P7 SUM-gl | Gate | Complete Jenkins; Gitlab CI

p7 SUM-t1 | Task | Tool Possible | N/A

P7 SUM-t2 | Task | Partial OpenSCAP; OpenVAS; Prowler;
Scout2; vuls

P7 SUM-t3 | Task | Partial TestingWhiz; SahiPro;
TestComplete; Silk Test; IBM
Rational Functional Tester

p7 SUM-t4 | Task | Human Task | N/A

P7 SUM-t5 | Task | Complete Jenkins; Gitlab CI

p7 SUM-t6 | Task | Tool Possible | N/A

P7 SUM-t7 | Task | Complete Jenkins; Gitlab CI

P7 SUM-t8 | Task | Complete
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B.8 Practice 8 - Security Guidelines

Practice | Id Type | Automation | Tool
P8 SG-t1 | Task | Human Task | N/A
P8 SG-t2 | Task | Human Task | N/A
P8 SG-t3 | Task | Human Task | N/A
P8 SG-t4 | Task | Human Task | N/A
P8 SG-t5 | Task | Human Task | N/A
P8 SG-t6 | Task | Human Task | N/A
P8 SG-t7 | Task | Human Task | N/A
P8 SG-t8 | Task | Human Task | N/A
P8 SG-t9 | Task | Human Task | N/A
P8 SG-t10 | Task | Transparency | N/A
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(Questionnaire

This part of the appendix presents the questionnaire used in the evaluation phase

of the proposed solution as mentioned in Chapter 5.
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(Questionnaire

Dear participant:

This questionnaire takes part in the evaluation phase of a master thesis with
the aim of evaluating the developed methodology and its suitability for specifying
a DevOps pipeline compliant to the IEC 62443-4-1 (4-1) standard.

The questionnaire is voluntary and anonymous, however your role at the com-
pany is the only personal information you need to fill in for statistical and evalu-
ation purposes. Your answers are relevant for the study regardless of your role at

the company or your level of expertise in the topic.

The questionnaire contains open-ended questions and statements about the
familiarity of the users related to specific concepts. Please indicate the extent
to which you are familiar or not with each of the presented concepts and tools’

usability, making use of the scale provided in each case. Here is an example:

Beginner | Medium Advanced Expert No answer

1D Statement 1 2 3 4

L1 Are you familiar with

the stated concept?

Mark the following column to indicate the degree to which you are familiar
with the mentioned concept in the statement, from "Beginner to "Expert" with
an 'X’. If for some reason you cannot or do not wish to reply, you should mark

the last column "INo answer" with an 'X’.

Thank you very much for your cooperation.
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Role at Company:

Introductory Questions

Beginner | Medium Advanced Expert No answer
1D Statement 1 2 3 4
1 Are you familiar with
. the 4-1 standard?
Lo Are you familiar
. with DevOps?
Are you familiar
1.3
with DevSecOps?
Are you familiar
14
with security tools?

Part 1 - Are the process models and tooling information suitable to

specify a DevSecOps pipeline compliant to 4-17

Question 1.1 - Is this classification criteria precise?

Question 1.2 - Is this classification criteria helpful for building a pipeline?

Part 2 - Is the suggestion for automation of 4-1 in the pipeline

feasible?

Question 2.1 - Do you agree that the selected tools fully automates the

corresponding tasks?
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Question 2.2 - Do you agree that the selected tools partially automates the

corresponding tasks?

Question 2.3 - Do you agree that the selected tools aids a practitioner with a

visualisation of a problem?

Question 2.4 - Do you agree that the selected tasks cannot be automated?

Question 2.5 - Do you agree that the selected tasks are straightforward enough

for a tool to be built?

Question 2.6 - Have you ever seen any of these tools before?

Question 2.7 - Do you suggest any other tool to fulfil the observed tasks?
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Part 3 - Do you think the results shown in the graphics are relevant?

Question 3.1 - Do the observed graphics correspond to your expectation of

possible 4-1 automation?

Question 3.2 - Are these insights helpful for your daily work?

Question 3.3 - Which benefits and drawbacks do you envision from this

approach?
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