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Resumo

A Internet das Coisas surgiu como uma das maiores promessas tecnolégicas,
sendo cada vez mais identificada como um fator de dependéncia no quotidiano. Esta
baseia-se na conexdo de dispositivos capazes de proporcionar atividades de
monitorizac¢do, controlo remoto ou desenvolvimento de ambientes inteligentes que
visam reduzir a necessidade da intervencdo humana.

Tendo em conta o uso incorreto de recursos como a agua em atividades do dia-a-
dia, cada vez mais existe uma grande preocupacdo e necessidade de acompanhar a
qualidade da &gua para manter os seus utilizadores informados sobre possiveis situaces
de risco. Esta dissertacdo propde a aplicacdo do conceito da Internet das Coisas com um
novo esquema para monitorizacdo e controlo da qualidade das piscinas, através de um
sistema de baixo custo baseado numa rede sem fios de sensores e atuadores, reduzindo a
requisicdo de recursos humanos na manutencdo de piscinas. O principal objetivo deste
sistema € proporcionar a poupanca de recursos econdmicos e naturais aos Seus
utilizadores, contribuindo para um ambiente mais sustentavel.

Foi desenvolvida uma aplicacdo Android, que possibilita a monitorizacdo e
controlo remoto de dados recolhidos das piscinas em tempo real, fornecendo uma
analise de dados e a definicdo de limites para cada um dos parametros, de modo a
notificar o utilizador quando os limites definidos forem excedidos. O controlo de alguns
dispositivos € possivel através de dois modos: manualmente e automaticamente.

A solucdo desenvolvida apresenta um sistema desenhado e implementado com
uma arquitetura simples um alto nivel de eficiéncia, com demonstracBes praticas e

resultados obtidos.

Palavras Chave: Internet das Coisas, Redes de Sensores e Atuadores, Piscina, ESP32,
RFM95W, LoRa, Sustentabilidade, Eficiéncia.






Abstract

Internet of Things emerged as one of the biggest promises of evolutional
technologies, being increasingly identified as a dependency of the quotidian life. It is
based on the connection of many devices that aims to simplify daily activities providing
monitorization activities, remote control or the development of smart environments that
aims to reduce the need of human intervention.

Taking into consideration that the incorrect use of fresh water in daily activities
is nowadays a big concern as well as the need to keep track of water quality in order to
inform the user about potential risk situations, this dissertation proposes the appliance of
0T concept with a new scheme for monitoring and control of swimming pools quality
through a low-cost system based on wireless sensor and actuator networks, which can
reduce the requirements of human in the swimming pool maintenance. The main
purpose of this system is to provide resources savings for the final user in financial and
natural resources, contributing to a more sustainable environment.

An Android mobile application was developed, providing users to monitor and
remotely control swimming pool’s parameters in real time, providing an easier data
analysis and the definition of thresholds to each parameter in order to notify the user
when the imposed limits are exceeded. The remote control of some devices is possible
to do in two modes: manually or automatically.

The developed solution presents a system designed and implemented with a
simple architecture and high efficiency level, with practical demonstrations of the

obtained results.

Keywords: Internet of Things, Wireless Sensor and Actuator Network, Swimming
Pool, ESP32, RFM95W, LoRa, Sustainability, Efficiency.
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Chapter 1 Introduction

1.1 Motivation and Framework

Information and communications technology, over the years, has been
progressively present in human life, being a branch that is in constant evolution and an

essential part in our everyday life.

With this evolution there is a growing number of physical objects and devices
connected to the Internet, giving rise to the concept of the Internet of Things (IoT) [1].
lIoT consists of a network of physical objects that are able of being connected to the
Internet, identifying themselves, and communicating with each other to achieve a
common goal. The main purpose of this technology is to exchange and update data
between physical objects and hence to achieve an optimum performance [2].

When talking about 10T it is also useful to approach another concept called
Wireless Sensor Networks (WSN), a technology that is inherent in the development of
intelligent systems. Recently, 10T and WSN have been great bets in the development of
monitoring and control systems by researchers [3]. This capability of monitoring and
control covers a growing range of applications, among which some related to monitoring

of swimming pools.

Swimming pool conditions, directly depend on how well their chemical
properties are monitored [4]. Its maintenance requires the performance of some tests that
may be more complex when performed by a human. Therefore, it is important to
implement a sensor network that is able to perform those tests correctly and more
precisely. To optimize its daily maintenance, instead of a person evaluate the water
properties (pH, water level, temperature, water flow), machine room condition and outer
space quality, comes up the proposed system, which main purpose is to control and

monitoring swimming pools automatically.

Sustainability assumes an important role in preserving the planet Earth sources.
Thus, it is increasingly important for the society to have sustainable attitudes in simple
daily activities and particularly in the development of new technologies. In the specific
case of swimming pools, it becomes relevant to monitor the water and energy

consumption levels through a sensor network and, consequently, to adjust their



consumption, so that there is no waste of those resources for purposes deemed not

essential for the correct operation and maintenance of swimming pools.

1.2  Objectives

The purpose of this thesis is to develop a control and monitoring system applied
to swimming pools (public and private domain). This system is responsible for
collecting some significant data from the point of view of maintenance, through a low-
cost wireless sensor network, in order to evaluate if the swimming pool quality is within
the desired parameters, whether at water level, piping leakage, environment quality or
engine room efficiency.

The data obtained from the sensors will be stored and treated in such a way as to
keep the user informed about the parameters considered relevant to the swimming pool
quality. These will be presented to all the pool users and can only be controlled by a
user with administrator permissions through an app (in case of private pools, by their
owner and in case of public pools by their maintainer). When an anomaly is detected,
the user will be notified and able to remotely control some actions on the swimming
pool in order to stabilize the anomalous values that triggered the alert.

This work proposes a new system that can monitor and control the water
properties (pH, chlorine, water level, temperature, water pressure), machine room and
surrounding space quality bearing in mind the reduction of the consumption of natural

and material resources, and the monetary saving by the final user.

1.3 Main Contributions
The main contributions of this dissertation are:
e Appliance of modern wireless communication protocols in WSAN;
e Design and implementation of a sensor and actuator network;
e Design and implementation of a mobile application for data analysis and

device’s control.

The results obtain through the development of this dissertation had contribute to
the following scientific papers:
e G. Simdes, C. Dionisio, A. Gloria, P. Sebastido, and N. Souto, “Smart System

for Monitoring and Control of Swimming Pools,” in 5th IEEE World Forum on

Internet of Things WF-1oT 2019;



C. Dionisio, G. Simdes, A. Gléria, P. Sebastiao and N. Souto, “Distributed
Sensing Solution for Home Efficiency Tracking”, 2019 IEEE 5th World Forum
on Internet of Things (WF-10T);

e A. Gloria, C. Dionisio, G. Simdes, P. Sebastido, and N. Souto, “WSN
Application for Sustainable Water Management in Irrigation Systems”, in Sth
IEEE World Forum on Internet of Things WF-1oT 2019;

e Al Gloria, C. Dionisio, G. Simoes and P. Sebastido, “LoRa Parameters Self Con-
figuration for Low Power End Devices” in 22nd International Symposium on
Wire-less Personal Multimedia Communications (WPMC 2019);

e A. Gldria, C. Dionisio, G. Simdes, J. Cardoso, P. Sebastido and N. Souto,
“Water Management for Sustainable Irrigation System using Internet of

Things,” in Transactions of the Institute of Measurement and Control.

1.4 Structure of the Dissertation
After this introduction chapter, Chapter 2 presents the State of the Art that

resumes all the related topics with the development of this work describing some
important definitions and comparations that had to be performed to provide the best
choices for the system such as hardware and software levels. It also reviews some
related works and the improvements of this approach. Chapter 3 aims to describe the
system architecture, having a more detailed description of the software, hardware
(nodes constitution) and communication protocols adopted for the system and how they
fit in this solution. Chapter 4 presents the implementation in experimental and real
environments such as the corresponding discussion of the obtained results. Finally,
Chapter 5 presents the main conclusions obtained after the development of the system
and future work that could be performed through what is also presented in this

dissertation.






Chapter 2 State of the art

This chapter is based on a review of the possible approaches for the development
of a smart system applied to swimming pools. In section 2.1 are described the relevance
that 10T has nowadays and its main components. Section 2.2 describes the most
common communication protocols used in 10T projects, finishing with remarks in
conclusions are taken about the best protocol for this system. In 2.4 are presented all the
hardware components that are necessary to build a complete smart system. This section
compares all the hardware components with similar features in order to choose the best
suited for the intended characteristics. Described in section 2.5 is the definition of a
mobile application and the operating system that will be considered for the development
of the mobile app. Section 2.6 presents some similar 10T projects applied to swimming
pools and a distinction between the existing projects and the proposed system.

2.1 Internet of Things

At a time when the Internet was one of the major trends, technology gained a
new base, called 10T [1]. This is a new paradigm that over the years has quickly gained
ground in the modern branch of wireless communications [2]. The main strength of 10T
is the high impact that this technology has on an increasingly wide range of applications
in everyday life and on its potential users.

IoT enables physical objects to sense, think and perform some actions by
communicating with each other, to share information and to coordinate decisions [3].
The main goal of this new concept is to reduce the need of human intervention in simple
daily activities.

To gain a better insight into the real meaning of this concept, it is possible to

decompose it in six main components, as can be seen in Figure 2.1 [1].
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Figure 2.1 - IoT Main Components



Identification is essential for 10T to name and match services. Furthermore,
addressing 10T objects is critical to differentiate between object ID (refers to its name)
and its address. The addressing methods of 10T objects include IPv6 and IPvA4.

Sensing is defined as the ability to collect data through physical objects/devices
included in a network and send them to a database, ware house or cloud. The data
collected is analyzed so that specific actions are taken to achieve certain objectives.

Communication technologies allow the connection of differentiated objects in
order to provide certain services. The network nodes must operate, consuming little
energy in the presence of communication links with losses and noise. Some of the most
commonly used protocols in IoT are Wi-Fi, Bluetooth, ZigBee, LoRa, Z-ware, and
LTE-Advanced.

Computation is described as the brain of IoT and it could be composed of
processing units and software applications. There are some hardware platforms to run
I0T such as Arduino, UDQOO, FriendlyARM, Intel Galileo, Raspberry Pi, etc.

0T services can be categorized under: identity-related services, information
aggregation services, collaborative-aware services and ubiquitous services.

Semantic refers to the ability to extract intelligent knowledge through machines
to provide certain services. This extraction includes the use and discovery of
information and the recognition and analysis of data in order to make the right decision

for the intended service.

2.2 Wireless Sensor and Actuator Network

Sensor networks have an important role in the development of an 10T system by
gathering data from sensors, and then make some decisions to optimize the user
experience on a specific branch.

Sensor networks are composed by three types of nodes [5]:

e Sensor Nodes compose the lowest level of the sensor network and are
responsible for transmit the data to another node in the network. This type of
nodes does not store or manipulate the gathered data.

e Data Nodes typically send data to a storage mechanism such as a data card, a

database via computer, or directly to a visual output device. These nodes are an



excellent use for microcontroller and can be used to form autonomous or

unattended sensor networks that record data for later archiving.

e Aggregation Nodes employ a communication device and a recording service or a
gateway and there are no sensors in its constitution. They are used to collect data
from sensor and data nodes.

With the uprising of more complex IoT project, a new type of networks appears,
making use of a new type of nodes (Actuator nodes). The Wireless Sensor and Actuator
Network (WSAN) follows a similar structure of WSN with an addition of Actuator
Node (Figure 2.2), equipped with better processing capabilities and higher transmission
power [6]. This type of nodes is composed by actuators that are responsible to perform,
based on the gathered data from sensor nodes, to stabilized specific values when they
are not in the required values [6].

Aggregation Actuator Data Sensor
Node Node  Node Node

Fiqgure 2.2 - Sensor and Actuator Network Nodes

2.3 Communication Protocols
As mentioned in Section 2.1, 10T greatly depends on the communication branch,
being necessary to study which communication protocols best suits in the intended

characteristics for the system that will be developed.

2.3.1 Wireless Communications

Wireless communications provide everything that is necessary to transfer data
between devices, being a better alternative for wired communications. In this section
some wireless communication protocols will be described such as Wi-Fi, Bluetooth,
ZigBee and LoRaWAN.



To better compare the described protocols and decide which one fits in the
proposed system, Table 2.1 [7] has some relevant parameters of the wireless protocols
that will be analyzed.

Table 2.1 - Major Wireless Communication Protocols Characteristics

Feature Wi-Fi Bluetooth ZigBee LoRaWAN
Based Data Rate [Mbps] 11 1 0.25 0.11
Frequency [GHZz] 2.4 2.4 2.4 0.433
Range [m] 1-100 10-100 10-100 2000
Nodes 32 7 65540 15000
Power Consumption [mA] | 100-350 1-35 1-10 1-10
Complexity High Medium Medium Low
Security WPA/WPA2 128 bit 128 bit 128 bit

2.3.1.1 IEEE 802.11 - Wi-Fi

Wireless Fidelity is a bidirectional communication protocol that allows devices
to connect to a wireless local area network (WLAN) and the exchange of data. Wi-Fi
includes IEEE 802.11 standards, and its architecture is composed of a set of components
that interact with each other to provide a WLAN that supports station mobility, using

basic service set (BSS), a set of mobile or fixed stations [8].

AP - Access Point

ESS - Extended Service Set
BSS - Basic Service Set
IBSS - Independent BSS

Figure 2.3 - IBSS and ESS Configurations of Wi-Fi Networks

Based on BSS, IEEE 802.11 also employs the independent basic service set
(IBSS) and extend service set (ESS). The IBSS operation is possible when the devices



can communicate directly without any access point (AP). This type of operation is
called ad hoc network, seeing that this type of LAN is formed without pre-planning for
only the period that the LAN is needed. Instead of existing independently, is also
possible to form an extended form of network composed of a set of BSSs. To
interconnect the multiple BSSs is used the distribution system (DS), that with APs
allows the creation of ESS network [8].

Table 2.2 shows some advantages and disadvantages of the IEEE 802.11-Wi-Fi

protocol.
Table 2.2 - Advantages and Disadvantages of Wi-Fi
Advantages Disadvantages
e Can penetrate obstacles on the e High complexity;
way;
e Simple process of add/remove ¢ Significant power consumption.
nodes;
e Secure connection provided by
128-bit AES encryption.

2.3.1.2 1EEE 802.15.1 — Bluetooth

Also known as the IEEE 802.15.1 standard, Bluetooth is based on a wireless
radio system design for transmission over short and medium distances. Bluetooth
devices operate in the 2.4 GHz frequency band, and it divides this band into 79 channels
and employs channel hopping techniques [9].

Bluetooth devices can only operate in two different modes: master or slave. The
master is the first device that provides the synchronization and can only control up to
seven slaves. When a slave connects with the master it receives an address and clock,
using this information to calculate the frequency hopping sequence [8].

The most recent version of Bluetooth is Bluetooth v4.0, commonly known as
Bluetooth Lower Energy (BLE), which includes the low energy feature to reduce the
power consumption problem [10].

Table 2.3 presents the advantages and disadvantages of Bluetooth.



Table 2.3 - Advantages and Disadvantages of Bluetooth

Advantages Disadvantages
e Master can control up to seven e Limited to eight nodes (one
slaves; master and seven slaves);
e Doesn’t need any configuration to e Only can be used with star
start the data exchange. topology;
e Low communication range.

2.3.1.3 |IEEE 802.15.4 — ZigBee

ZigBee was introduced in 2002 and it is based on IEEE 802.15.4 protocol. This
communication protocol defines some specifications for low-rate wireless personal area
network (LR-WPAN) for supporting simple devices that consumes the minimal energy
as possible [11]. ZigBee also provides high reliability, security with both encryption and
authentication services and it can handle up to 65540 nodes [7].

There are two device types that can operate on a ZigBee network: full-function
device (FFD) and a reduced-function device (RFD). An FFD can operate as a PAN
coordinator, a coordinator or a device, and it can communicate with RFDs or other
FFDs. The RFD is used in applications that are extremely simple, such as a light switch.
This type of devices may only associate with a single FFD at a time and typically do not
need to send large amounts of data [8].

As can be seen in Table 2.4, ZigBee has some advantages and disadvantages

associated.
Table 2.4 - Advantages and Disadvantages of ZigBee
Advantages Disadvantages
e Supports a large number of nodes; e Additional hardware is needed;
e One coordinator is able to control e Incompatibility with other
many slave nodes; communication protocols.

e Low-power consumption;
e Secure connection provided by
128-bit AES encryption.
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2.3.1.4 LoRaWAN

LoRaWAN is a bidirectional communication protocol that uses LoRa physical
layer, that enables the long-range communication link [7]. To provide a long-range and
low power communication, LoRa uses the Chirp Spread Spectrum (CSS) modulation,
which uses frequency chirps with linear frequency variation over time to encode
information [12]. This modulation has the same low power characteristics as the FSK
modulation, which is a type of modulation used in the major part of other wireless
communication protocols. With LoRa it is possible to cover a full area with hundreds of
square kilometres with a single gateway or base station [13].

This protocol is designed for sensor networks, where the sensors exchange
packets with the server with a low data rate. A set of components are defined in the
LoRaWAN: end-devices, gateways and the network servers. The end-devices are
defined by the sensors that communicate with the gateways. The gateway is the
intermediate that forward packets received from the end-devices to a network server.
The network server de-duplicates and decodes the packets sent by the devices and then
generates the packets that should be sent back to the devices [13].

Table 2.5 shows some advantages and disadvantages associated with LoRaWAN

protocol.
Table 2.5 - Advantages and Disadvantages of LoRaWAN
Advantages Disadvantages
e Low-power consumption; e A packet can only have a

maximum size of 55 bytes.

e Long communication range;

e Low Complexity;

e Secure connection provided by
128-bit AES encryption.

2.3.1.5 Remarks

Based on Table 2.1, in section 2.3.1, and the description of the presented
protocols, the protocol that best suits this system is LoRaWAN. One of the main goals
of the system is to be power efficient and LoRaWAN is the one who has this

characteristic combined with a low complexity level. Another parameter that is relevant
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in LoRaWAN protocol is its large range, an essential feature for the swimming pool
system, given that swimming pools are normally a confined environment where some
nodes could be hundreds of meters apart (e.g. distance between an outdoor pool and its

compensation tank).

2.3.2  Server-Side Communications

Since the wireless protocols displayed do not allow communication with the
server, a targeted analysis is required. In this topic will be compared two protocols to
establish the server-side communication: Hypertext Transfer Protocol (HTTP) and
Message Queue Telemetry Transport (MQTT) protocol.

2.3.2.1 Hypertext Transfer Protocol

HTTP is an application level protocol for distributed, collaborative hypermedia
systems [14]. This protocol has 3 main versions: http/1.0, http/1.1 and http/2.0.

This protocol uses TCP service from transport layer and follows the client/server
model. The client is the navigator that requests, receive and shows objects in Web. The

server Web is responsible for sending objects, responding to client requests.

In Figure 2.4 is represented the client/server model. The client starts a TCP
connection (creating a socket) with the HTTP server and the server accepts the TCP
connection. After the server acceptance it can be followed the messages exchange

between the client and the server. When the messages exchange is finished the TCP

HTTP Request o
P HTTP Reply

Client Server

connection is closed [14].

Figure 2.4 - HTTP Client/Server Model

2.3.2.2 Message Queue Telemetry Transport

MQTT is a communication protocol based on TCP which main goal is to
connect devices to embedded networks with applications and middleware. The

connection operation makes use of a routing mechanism and enables MQTT as a great
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connection protocol for 10T communications, as it is able to provide routing for small,
low power, low cost and low memory devices in low bandwidth networks [15].

This protocol uses the publish/subscribe standard, in order to guarantee
transition flexibility and simplicity in its implementation. MQTT is based on 3
components [16]:

e The publisher, that to communicate via the MQTT protocol must define two
main elements: message and topic. The message is the string data that the
publisher pretends to share with subscribers via MQTT broker. The topic refers
to a string that is used to filter and decide which subscribers should receive
which message.

e The subscriber is the one who subscribes a specific topic in order to receive data
from the publisher related with the subscribed topic.

e The MQTT broker is the central controller that forwards, filters and prioritizes
published requests from the publishers to the subscribers.

In Figure 2.5 is represented the publish/subscribe process [17].

Subscriber ’ ‘ Broker ’ Publisher \

subscribe(topic)

publish(topic, info)

A

publish(topic, info)

R

Figure 2.5 - MQTT Publish/Subscribe Process

MQTT supports three levels of Quality of Service (QoS) to ensures reliability of
message transmission [17]. QoS level 0 only sends the message and does not check if it
arrived at its destination. When the sent message has a considerable size, it is possible
that it will be lost when any loss comes in the way. The QoS level 1 sends the message
at least once and checks if the message arrived at its destiny by using a status check
message (PUBACK). When the status check message is lost, the server will try to send
the same message. In the QoS level 2 it is not possible to have a message loss, since it
uses the 4-way handshake to send the message. However, due to the complexity of the

4-way handshake process it is possible to have longer end-to-end delays.

13



2.3.2.3 Remarks

In [18] the author performed some tests to compare the HTTP and MQTT
protocols. According to the performed tests, due to MQTT increase in information
density for each payload, a greatest efficiency gain can be reached. The advantage of
using MQTT over HTTP occurs when a single connection is reused for sending multiple
messages in which the average response time of MQTT is considerably lower when
compared with HTTP. Considering that, the MQTT protocol is the one, which best suits
the intended system.

2.4 Hardware

A smart system has in its constitution many hardware components, such as
controlling platforms, radio modules to provide communication between the nodes that

compose the system, and a set of sensors.

2.4.1 Controlling Platforms

The controlling platforms that will be analyzed in this topic are Arduino,
ESP8266 and ESP32. These provide the reduction of the overall cost of the system.

2.4.1.1 Arduino

Arduino is an open source physical computing platform based on ATMega328
microcontroller board and a development environment that implements the Processing
language [19]. The reason behind the Arduino development was to provide a platform
to create devices and projects by integrating various types of sensors and actuators.
Arduino has libraries and based on C++ and Integrated Development Environment
(IDE) environment for proper programming interface [20].

Arduino IDE is a platform independent base and can run on multiple operating
system platforms. This is a strong platform to develop projects on Arduino controllers,
with multiple libraries for sensor already developed.

The most common Arduino boards type is Arduino Uno (Figure 2.6), that
responsible for interfacing of different peripherals, sensors and wireless communication

devices. These boards are composed of a 20 MHz clock oscillator, 32kB flash, 1kB
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SRAM, 23 input/output programmable pins, six channels 10-Bit ADC and six PWM
outputs [20].

Figure 2.6 - Arduino UNO board

2.4.1.2 ESP8266

ESP8266 (Figure 2.7) is a low-cost and energy efficient Wi-Fi module that can
carry software applications. This is 32-bit single-core microcontroller that can provide a
high performance and high integration performance. It also has an advanced power
management which provides an energy efficient Wi-Fi based wireless sensor network.
ESP8266 consumes only 60uA in deep sleep mode with RTC (real-time clock) still
running and less than 1mA to stay connected to the access point [21].

The module has a good processing and storage capability that allows it to
integrate GPIO ports sensors. Due to its highly integrated chip, this module allows very
less external circuity. The module works on 3.3 V and has 17 GPIO pins with only one

of them being analog [21].

Figure 2.7 - ESP8266 Microcontroller
2.4.1.3 ESP32

ESP32 (Figure 2.8) is a single 2.4 GHz Wi-Fi and Bluetooth combo chip dual-
core designed for mobile, wearable electronics and Internet of Things applications [22].
This microcontroller was introduced by Espressif System which is a successor to the
ESP8266 microcontroller [23].
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The reason that turns this microcontroller compatible with 10T applications is
due to its low-cost and low-power system capabilities. In a low-power 10T sensor hub
application, ESP32 has a power saving feature named Deep Sleep. This feature allows
that ESP32 is only woken up periodically and when a specified condition is detected. To
minimize the expended amount of energy it is also used a low duty-cycle. The output of
the power amplifier is adjustable, contributing to an optimal trade-off between data rate,
communication range and power consumption [23].

The ESP32 has 34 GPIO pins that can be assigned various functions by
programming the appropriate registers. With this microcontroller it is possible to use 12
of the GPIO pins as analog pins [22].

Figure 2.8 - ESP32 Microcontroller
2.4.1.4 Remarks

Due to the low-power features provided by ESP8266 and ESP32, the Arduino
platform isn’t the best choice for the development of a low-cost system that is designed
to be highly energy efficient. The main difference between ESP32 and ESP8266
microcontrollers is the number of cores. ESP32, being a dual-core microcontroller, it
provides a division of tasks between both cores which results in a higher efficiency

performance.

2.4.2 Radio Modules

Radio modules are extremely important in the system’s communication branch.
In this topic will be compared the RFM69HCW and RFM95W in order to choose the

best which suits in the system.
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2421 RFMG69HCW

The radio module illustrated in Figure 2.9 is able to operate over a wide
frequency range. A big part of RF communication parameters is programmable and
most of them can be dynamically set. RFM69HCW offers the advantage of
programmable narrow-band and wide-band communications modes. It is optimized for
low-power consumption while offering high RF output power and channelized
operation [24].

Figure 2.9 - Radio Module RFM69HCW
The main features of the RFM69HCW module are[24]:
e +13dBm of power output capability;
e High sensivity, down to -120dBm at 1.2 kbps;
e Low RX current of 16 mA, with 100 nA register retention;
e Programmable Pout: -18 to +13 dBm in 1dB steps;
e FSK, GFSK, MSK, GMSK and OOK modulations.

24.22 RFM95W
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Figure 2.10 - Radio Module RFM95W

RFM95W transceiver features the LoRa long range modem which provides long
range spread spectrum communication and high interface immunity, whilst minimising
power consumption. With RF’s patented LoRa modulation technique it is possible to
achieve a high sensitivity and provide significant advantages in both blocking and

selectivity over conventional modulation techniques. This device (Figure 2.10[25]) can
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support high performance FSK modes for systems and delivers exceptional noise,

selectivity, receiver linearity and 11P3 for significantly lower current consumption than
other devices[25].

The main features of this type of radio module are[25]:

2.4.2.3

-20 dBm — 100 mW constant RF output vs. V supply;

+14 dBm high efficiency power amplifier;

Programmable bit rate up to 300 kbps;

High sensivity, down to -148 dBm;

Low RX current of 10.3 mA and 200nA of register retention;
FSK, GFSK, MSK, GMSK, LoRa and OOK modulation;

Built-in temperature sensor and low battery indicator.

Remarks

When compared both presented radio modules, RFM95W has a longer range

than RFM69HCW. For this reason and for one of the key product features being a LoRa

modem, the best choice to do is use RFM95W, due that the communication protocol
that will be used in this system is LoORaWAN.

2.4.3 Sensors

A sensor is a device which main goal is to measure a specific parameter of some

physical environments. Generally, sensors have a limited capacity and are low-cost

components of wireless sensor networks.

To measure the pool’s parameters are recommended the following sensors:

e DS18B20, a digital thermometer that allows temperature readings from -55°C to

+125°C [26] and it is used to measure the water temperature;

e DHT22, a temperature and humidity sensor that allow temperature readings
between -40°C and +80°C and humidity readings between 0% to 100% [27]

(environment temperature and humidity);

e POW110D3B, a water flow sensor composed of a valve body, a water rotor and

a hall-effect sensor that outputs the corresponding pulse signal [28];

e SENO01161, an analog pH meter kit, that allows pH readings from 0 to 14 [29];
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e SENO205, a liquid level sensor that operates using optical principles, has good
sensitivity and no need for mechanical parts [30];
e LDR (Light Dependent Resistor).

2.5 Mobile Application

A mobile application is a computer program designed to run on mobile devices
such as smartphones [31]. A mobile application could be developed for a specific
operating system (OS) or for a set of operating systems. The operating systems that are
mostly used are Android and iOS.

Android is a Linux based operating system that was launched by Google and it
supports a large range of mobile applications. An android application can be full
developed with Java programming language. To develop a mobile application for
Android it could be used the Android studio.

iI0S is an operating system developed by Apple and only present in its devices.
Commonly known as iPhone operating system use a multi-touch interface in which
simple actions are used to operate the device.

Due to the large number of users that have android devices when compared with
iI0S, being the aim to cover the largest amount of users, the mobile app will be
developed for the android operating system.

The mobile app that will be developed will show the results gathered from the
sensors and will provide the user to control the water pumps and lights of the swimming

pool.

2.6 Related Work

Taking into consideration that the incorrect use of fresh water in recreational
activities is nowadays a big concern as well as the need to keep track of water quality in
order to inform the user about potential risk situations, swimming pool monitoring
systems is something we can see in numerous automation projects already developed.

In [3], the authors developed an information and management system for
swimming pools. This system consists of a sensor node interfacing with sensors (to
measure pH, chlorine level, temperature, cleaner mobility and water level) and
actuators, and a web-based user interface that can be accessed remotely for controlling

the system. The project has accurate sensors, providing an optimum maintenance of the
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swimming pools. However, the implemented sensors are extremely expensive, which
creates a system that is not easily accessible to all users.

The authors in [4] developed a low-cost swimming pool automation system that,
to keep the swimming pool in good conditions, performs tests on chlorine level and pH
and automatically makes the necessary adjustments. The main goal of this project was
to lower the energy consumption of the system by reducing automatically the
functioning time of the water pump.

Some solutions already exist for the intended application, but none was based on
the deployment of a WSN with multiples nodes spread across the pool to compare
values in multiple locations. This system differs as it adopts a full WSN approach, in a
modular architecture where new sensors can be added without compromising the
network performance. The system is based on the use of low power consumption nodes
and a communication protocol capable of connecting nodes spread along large areas

with high reliability and low-power.
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Chapter 3 System Architecture

The main goal of this work is to create a new a control and monitoring system
applied to swimming pools, in both public and private domain. This system aims to use
multiple sensors for collecting real time data, from maintenance relevant parameters,
such as air temperature and humidity, water temperature and level, and pH level, and
use these data to improve pool efficiency. Besides that, this new system has in count
some other factors that can be significant to its users, such as natural and financial
consumptions, in a way to promote a more sustainable environment with a circular
economy fashion.

As mentioned in section 2.6, the market already has some solutions available,
but none is capable of combining the maintenance requirements of swimming pools
with a lower consumption of natural and material resources.

The system follows a common architecture of a Wireless Sensor and Actuator
Network (WSAN). This type of networks is usually composed by a microcontroller, a
communication system for inter and intra communication between the nodes and a set

of sensors/actuators. A high-level view of the adopted system architecture is represented

in Figure 3.1.
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Figure 3.1 - System Architecture

The proposed solution, bearing in mind the WSAN fashion, is composed by a set
of hardware nodes, responsible for collection of sensor data and/or turn on/off actuators,
that communicate among each other using LoRa and with the server via MQTT over
WiFi. Then, a set of software algorithms complements the network, not only to store
and analyze the collected data, but also to provide the user a way to interact with the
network, via an Android mobile application.

A more detailed description of the proposed architecture is divided into three
main topics: communication protocols, hardware and software, each being detailed in

the following sections.
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3.1 Communication

As previously stated, communication is the most important part of a WSN, being
responsible not only for transmitting the collected data, but also to keep the network
connected, create reliability and guarantee that the system can perform the tasks that
were specified. In a WSN, communication also helps improve the coverage of the
implementation environment, mainly with new protocols, such as LoRa, allowing
network to expand up to 5km.

The proposed system, composed by 3 different types of nodes, required that two
protocols were used, since an intra-network communication, for communication
between the network nodes, and an Internet communication, to send data to the servers,
are needed.

As described in Section 2.3, where a study was conducted to decide the best
communication protocol for each, LoRa, for node-to-node communication, and MQTT,
for node-to-server communication, are the best choices to create the best solutions in
terms of communication.

The details and implementation of each communication scheme is described

below.

3.1.1 Node-to-Node Communication

Node-to-Node communication is how information is exchanged inside the WSN,
from sensor information to actuator actions. Since nodes can be far from each other, and
as some of the nodes are powered by batteries, a wireless communication capable of
long-range transmissions with low power consumption is needed.

So, in order to connect all the network nodes, a LoRa peer-to-peer network was
implemented, using the RFM95W radio transceiver. These modules, capable of using
the LoRa protocol, allow the network to cover up to 2km with up to 256 nodes, with
individual node addressing. Also, with only 70mA consumption while transmitting and
a sleep mode, they check all the necessary specification in terms of node-to-node
communication.

For configuration and usage, Arduino library RadioHead was used. This library
enables the node addressing, with a unique address being chosen, guaranteeing that each

node has its own address.
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The nodes can communicate in two different ways, both encrypted by the
library:
e By sending a message directly to a specific node, using its destination
address;
e Sending a broadcast message to every node in the network, including the

destination node ID inside the message.

In first scenario, the RadioHead library assures network fidelity by sending an
automatic ACK response to the origin node that sent the message, using its ID.
However, when a broadcast message is sent, the library cannot guarantee the network
reliability. To cope with this limitation, each destination node will read the ID on the
received message and if this parameter corresponds to its own ID, the node will accept
the message, confirming that it was received by sending an ACK response to the origin
node.

The presented system uses both communication methods: the first, when sensor
nodes send the gathered data to the gateway and the second, when the gateway sends

information to actuator nodes.

3.1.2 Node-to-Server Communication

Node-to-Server communication is how information containing sensor data
leaves the network and actions are received. Since some sort of Internet connection is
needed to connect to the server, and since ESP32 already as WiFi built-in, a way to
transfer data in a reliable and low power way using WiFi was required.

So, in order to always have a connection between the server and the network, the
MQTT protocol was adopted, due to its high communication reach and the low power
consumption, when compared to other protocols, as described in Section 3.3.

As previously described, to implement the selected protocol, it was necessary to
define specific topics for each way of communication, making it possible to distinguish
between messages intended for the server and those intended for the broker:

e “tese/goncalo/in” — to send messages to the server and/or mobile
application;

e “tese/goncalo/out” — messages whose destination is the network.
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The network, in specific the broker node, subscribe to the “tese/goncalo/out”
topic and its constantly listening to new messages, for example action to turn on/off an
actuator. Also, when a message is received through the LoRa network from another
node, for example new sensor information, the broker publishes that message to the
topic “tese/goncalo/in”.

The server and mobile application do the exact opposite, subscribing to the
“tese/goncalo/in” to wait for new sensor information, and publishing to

“tese/goncalo/out” when a new action is created.

3.2 Hardware

The proposed system relies on a network of hardware nodes, that when put
together create a Wireless Sensor and Actuator Network capable of retrieving sensor
information, perform actions and connect with a cloud server.

As mentioned, this architecture follows a common constitution of a WSAN,
which is composed of four types of nodes: aggregation, data, sensor and actuator nodes.
In the presented system there were only used three node types: aggregation, sensor and
actuator nodes, existing a directly communication between the sensor nodes and the
aggregation node.

Each node was created to be highly efficient, low cost and to work on a low-
power fashion. For that, and as study on Section 2.4.1, the best microcontroller,
communication module and additional hardware were chosen, as each node is described

in detail in the following sections.

3.2.1 Sensor Nodes

The sensor node (as the name states) is the node responsible for collecting sensor
information and then transmits this to the server to be analyzed. To be able to perform
these tasks, the sensor node needs a microcontroller, a radio module and a set of sensors
that can be changed from node to node, based on the different needs for the solution.
Also, due to the nature of the application and the type of node, a way to power the node
without cables is necessary.

Therefore, in order to cope with all these requirements, the sensor nodes are
composed of an ESP32 microcontroller, a RFM95W radio module and a set of sensors

capable to retrieving information.
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RFM95W ) ESP32
LoRa Microcontroller

Figure 3.2 - Sensor Node Block Diagram

Since the node only needs to be awake for short periods, to collect the sensor
information and transmit them, it can be powered by batteries, creating a true wireless
node. This allows the node the ability to have a long lifespan without the need to
recharge or replace the batteries. As represented in the Figure 3.3, when a sensor node
wakes up, he asks each sensor to collect the current values that they are measuring and
then he sends this information to the aggregation node via radio, entering in deep sleep
mode right after receiving confirmation that the message was received.

Enter in Deep

™ cument_times=tmer |
Sleep i o

‘Wake Up

currend_time<timer

Retneve collectad
data to the broker

Restart Times

Gather sensons
data

Figure 3.3 - Sensor Node Workflow

For the presented system were defined four sensor nodes, based on the function
of each of the sensors used to implement in a real environment implementation:

e Node 1, in the compensation tank, an integrated component in common
swimming pool systems, located away from the pool users, and whose
purpose is just to control the pool quality. The node will be incorporate
pH, water temperature;

e Node 2, in the pipe that provides water to the pool. This node consists of a

water flow sensor to detect leaks if they occur;
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e Node 3, in the swimming pool itself. The node will be composed of one
water level sensor placed in the swimming pool borders;

e Node 4, in the swimming pool surroundings, indoor and outdoor. The node
will include a humidity and temperature sensor to evaluate the
environment humidity and temperature in the pool location and an LDR

sensor to measure the luminance of the space.

3.2.2 Actuator Nodes

Actuator nodes are the one responsible for the remote control of the various
actuators that compose the system. Their task is simply wait for new instructions and
performing the actions. For that, a microcontroller, a radio module and a way to control
high power devices are needed.

Being the most complex node in the system, mainly because of the hardware
requirements to control high power actuators, as shown in Figure 3.4 its architecture is
composed by an ESP32, an RFM95W and a relay system.

RFM95W
LoRa

ESP32

HEEY R Microcontroller

12/24v
Power Supply

Figure 3.4 - Actuator Node Block Diagram

Actuator nodes can establish bidirectional communication with other nodes that
compose the network and are always awake, since new actions can arrive at any
moment. This is an important requirement given that they need to receive messages
from the aggregation node with actions that were required by the pool’s user and to
guarantee the network fidelity by sending ACK messages to assure that the requested
action was performed successfully.

A research was carried out on the various areas in which this type of nodes could

act, which allowed defining two main areas:
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e In the pool illumination, that through a light sensor, the system can
automatically detect if the pool environment requires to turn the lights on
or off, when this parameter achieves low values;

e On water pumps, which should be automatically shut down when water
leaks are detected in the engine room or there is an anomalous water flow

in the pipe where sensors are collecting data, regarding this parameter.

These nodes are powered directly from the socket since these nodes must always
be connected and with the use of batteries, there would be a need to recharge them in
short periods. Another reason for excluding batteries is that actuators require a constant

voltage power source, which is a requirement that batteries cannot meet.

3.2.3 Aggregation Node

The aggregation node is the one responsible for maintaining the network
connected and communicate with the server. It is responsible to receive the messages
sent from the sensor nodes and send them to the server, and also receive the actions sent
from the server and transmit them to the actuator node. For that, and since it is the only
node that communicate with the server, the aggregation node is the only node in the
system that uses two communication protocols.

As represented in Figure 3.5, the broker is only composed by an ESP32 and a
RFM95W, being the ESP32 built-in Wi-Fi responsible for exchanging messages with
the server, using the MQTT protocol.

ESP32 Micro-USB
Microcontroller 5V

RFM95W
LoRa

Figure 3.5 - Aggregation Node Block Diagram

The radio module is required to: send messages to the actuator nodes so that they
can turn on or off its components; and receive messages from sensor nodes and then
forward this information to the server and the mobile application.

When the broker receives an MQTT message with an action to turn off or on a

specific actuator, the aggregation node is responsible for forwarding the same broadcast
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message via radio, which contains the address of the destination node and the ID of the
actuator to turn off/on. Thus, each node will receive that message and through the

attached destination 1D, they act on their components if their ID matches.

3.3 Software

In order to put the entire system together, a set of software scripts were developed
and implemented in all modules of the system.

These scripts are responsible for handle, analyze and store the sensor information
collected by the sensor network and also provide the user with a way to monitor and
control the entire system. So, a set of server-side scripts was developed, as well as an
Android application.

3.3.1 Mobile Application

To allow the users to monitor and control their swimming pools in real time, an
Android mobile application was developed, in order to show all the gathered sensor data
and also provide control over the actuators. To create a true real time application, the
MQTT protocol was used, as was in the broker node of the WSAN.

This app will present all the stored data to the swimming pool users and also
enable users with administrator permissions to remotely control the actuators, so as to
stabilize the anomalous values detected.

Figure 3.6 presents a storyboard of the application screens.

Figure 3.6 - Mobile Application Storyboard 28



3.3.1.1 Logln Screen

When the application is launched is presented a Logln screen (Figure 3.7) for the
user’s authentication. Username or email and the correspondent password are required
to authenticate the user. These credentials are defined upon the user registration on the

platform. Also, the registration button is shown in this screen.

LOGIN

Register Here

Figure 3.7 - Logln Screen
3.3.1.2 Registration Screen

The registration screen (Figure 3.8) is shown when the user clicks on the
“Registration Here” button, on the Login page. Some personal information is requested
to the user such as username, email and password. After the successful registration, the

user is redirected to the Logln screen.

SIGN UP

Figure 3.8 - Registration Screen
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3.3.1.3 Dashboard Screen

This is the main screen of the application (Figure 3.9) where the control and
monitoring features are provided to the pool’s users.

Here, are shown all the information about sensors and actuators that compose the
network. Based on its type of node, a different card is represented, with relevant
information:

e For sensors it is possible to see the name, type of sensor, last value read
and correspondent timestamp. When a sensor card is clicked, the user is
redirected to the sensor details screen;

e For actuators is shown its type, current state (On/Off) and the timestamp
for the last change, as well as a switch to change its state, that sends that

action to the hardware component.

@ 2019-10-10 14:20:40

7.58

Water Pump
Off

®

On/Off

Pool Lights
Off

)

Oon/off

4 o D
Figure 3.9 - Dashboard

To perform actuator’s actions is followed a previous defined model based on a
message exchange sequence to assure that this action was actually performed on the
hardware before its representation in the database and mobile application. This model is

represented in Figure 3.10.

30



[ IMobile Application J { Broker } [ Actuator Node } t Server ]

Turn off Actuator "a1"

Tum off Actuator "at1"

ACK ("a1” turned off")

<

Set actuator vdlue in DB to "0’

) 4
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Figure 3.10 - Turn on/off Actuator's Workflow

3.3.1.4 Sensor Details Screen

This screen shows a more detailed information about a specific sensor that was
selected by the user. This screen can be divided into three different sections:
1. The sensor card view showed in the previous screen is represented again in
this new screen, with last read value (Figure 3.11 a));
2. An interactive graph is displayed, helping the user to do a better and easier
analysis of the retrieved data of the selected sensor throughout timestamp.
The interactive graph shows, by default, the last fifty values gathered by
the sensor, allowing the user to select a specific time interval, using the
inputs directly below, to provide the initial and final timestamp. Also,
when a specific value is clicked, information about the timestamp and
sensor value are shown (Figure 3.11 b));
3. The last section intends to define threshold values for the sensor
(minimum and/or maximum) that will be used to notify the user when a
retrieved value is not within the defined range (Figure 3.11 c)).

Chamadasdeem.. ® & =M >3 17:05 .
Data Analysis ~ Thresholds ~
Last Update

Air Humidity Graph

i Humidity Min.:

‘ Air Humidity = 2019-06-04 16:53:39 Max R 74
% @ 2019-06-14 12:55:34 ‘ gl i Humidiy 537 :
Figure 3.11 a) - Sensor Details - Last Figure 3.11 c) - Sensor Details -
Update mw.-cf:rzsa o anyon oA 05 29 Thresholds
From: 2019-06-04
To: 2019-06-06

APPLY FILTER

Figure 3.11 b) - Sensor Details - Data
Analysis 31



3.3.2 Support Scripts

3.3.2.1 Mobile Application

To assure the support of MQTT protocol and provide communication between
the user and the system, the mobile application uses the Paho Java MQTT Client library
for Android Platform.

The usage of this library starts with the connection of the application with the
MQTT broker, based on client ID. Then the platform subscribes to one topic
(“tese/goncalo/in”) that allows the reception of messages designated to the mobile
application. Each message that arrives to the platform starts with a tag and based on that
tag, the application will perform a specific task:

e Info tag — a tag used to identify that the received message refers to new
data that was collected by the sensor node. When this message is received,
the application will refresh the value of the specified sensor in the
dashboard and sensor details screen.

e Notify tag — Message received from the server that is sent when new data
is received from sensor nodes and it exceeds the current thresholds. The
reception of this message will trigger a new notification in user’s mobile
device.

e Ack tag — This tag is used to trigger a new action on a specific actuator.
This message starts with the specified tag and ends with an “ok”,
informing the platform that the requested action by the user was performed

and the current value of the actuator can be updated in the dashboard.

In Figure 3.12, is represented a flowchart illustrating the application workflow

when a new message arrives to the platform.

. ﬂ

"info" "notify" "ack"
Update Current Present User Update
Sensor Value Notification Actuator Value

Figure 3.12 - Mobilie Application Workflow
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Besides the topic’s subscription, this library also allows the application to
publish messages to a specified topic. This functionality was used to order state changes
in the actuator components. For that was also attached a different tag (“actuator”) to
inform the server that the sent message intends to turn off/on the actuator with the
specified ID. When a message of this type is sent, the application does not change the
actuator state in the dashboard. As mentioned, this value is just updated when an ack
message is received confirming that the requested action was truly performed in the

hardware component.

3.3.2.2 Server

The server is the network’s brain, being there where all the gathered data is
processed and correctly stored in the database. This is the connection point between the
user and the hardware components.

All the gathered information is stored on a MySQL database hosted on an online
server, which treats the received data from the system and forwards the treated
information to be correctly presented in the application. A more detailed representation

of the relational model of the referred database is represented above in Figure 3.13.

n g3 goncaloo_tese. Data no goncaloo tese. Sensores no gencaloo tese. Tipo
g id © int(11) 7 eid zint(11) /1 v tipo : varchar(50)

# idSensor : int{11) > @ nickSensor : varchar(11) # LimiteMin - double

4 valor : double 9 u idNo - int(11) /| & LimiteMax : double

@ hora : timestamp @ nome : varchar(40) f-"' @ actuatorlD : varchar(50)

@ tipo : varchar(40) - @ img : varchar(50)
41 & goncaloo_tese. Nos V] © goncaloo_tese. Users
& idNo - int{11) @ idUser : int(11)
i nome : varchar(40)
# idUser : int(11)

g email : varchar{50)
@ password : varchar(50)
g nome : varchar(50)

n g3 goncaloo_tese. Actuadores
2 id : int(11)
@ idActuador : varchar(11)
4 idNo - int(11)
# structurePin - int(11)
# structureValue : int(11)
# auto : int(11)
g name : varchar(50)
@ img : varchar{50)

Figure 3.13 - Database Relational Model
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On the server a python script, that implements the Paho MQTT Client library to
allow MQTT messages to be sent and received, is running. As in the Android
application, this script can subscribe to one or more topics, and/or to publish messages
that will be sent to the mobile application or to the actuators.

For data storage, the server subscribes to the topic “thesis / Goncalo / in” and the
info tag, as in the Android application, is used to indicate that the message is intended
for data storage.

For each message received, after storing the new information, the script queries
the “Type” table in the database to see if the received sensor values are within the user-
defined threshold values. If the value exceeds the limit, a message with the “notify” tag
IS sent to the application to inform the user that the specific sensor has exceeded its
limitations. Also, it is checked if the automatic mode is activated. If this condition is
met, in addition to the notification, the server analyzes the data type that is out of range
and based on this variable, it decides to turn on or off the actuator responsible for
manipulating this data type to normalize this value without the user having to perform
any action from the app. This workflow is represented in Figure 3.14.

Receive new Store info in Query current
message database thresholds

Compare received value==threshold_max and value==threshold_min

values with defined > >
thresholds

value=threshold_max
or value<threshold_min

Y
auto_mode=0FF
Send notification

auto_mode=0N

Y

Turn on/off Actuator

Figure 3.14 - Message analysis with info tag (Server)
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Chapter 4 Implementation and Results

The demand for technologies capable of monitoring data via mobile devices has
been growing exponentially these days. The developed network allows the users to have
a sustainable and economical way to monitor the swimming pool parameters and to
control its components through their mobile device.

This chapter describes how the system architecture, designed in Chapter 3, was
implemented and tested in experimental and real environment.

A prototype of the system was assembled, capable of simulating the swimming
pool behavior under ideal conditions, where the distances between the nodes were not
significant. In this phase, the variation of the water level was simulated to verify that the
sensor can detect this parameter properly.

During this implementation step, the pH sensor calibration was performed as
well as actuator behavior tests, based on the user-defined thresholds in the application.

The tests were divided into two main phases: sensors and communication tests,
and actuator tests. The first step aims to assure that the set of selected sensors can read
data correctly and make sure that the collected data follows the communication flow
until the data storage on the database. The actuator tests aim to evaluate the actuators
behavior when there is a user action to turn on or off a specific actuator and when the
automatic mode is activated.

Tests were performed on messages exchanged between the nodes (via radio) and
between the nodes and the server (MQTT).

4.1 System Prototype

This step aims to implement all the software developed and assemble a
simplified model of the system without external factors that can interfere with its
performance, such as the distance between the nodes and adverse weather conditions,
that negatively influence the achievement of abnormal results by the sensors.

Figure 4.1 shows the prototype of the system used to perform tests, where the
distance between the nodes is very small compared to what happens in a real

environment.
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Figure 4.1 - System Prototype

The following sections describe the components of the system used to perform

tests in an experimental environment and to analyze the respective consumptions.

4.1.1 Actuator Node

As can be seen in Figure 4.2, the actuator node consists of three main
components: an ESP32 board, an RFM95W radio module, and a relay system. The last
one makes it possible to switch off/on devices that have a higher voltage through a

lower current.

Figure 4.2 - Actuator Node
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Two devices were connected to this node, each one destined to a different area
of operation:
e Water pump, to allow the variation of the water level in the container;
e White LED strip, to simulate the behavior of turning on and off the pool
lights.

In this node, the software was implemented to enable the reception of messages
forwarded by the aggregation node regarding actions that the user performed in the
mobile application or actions that have been automatically indicated by the server when
the thresholds are exceeded, and the automatic mode is activated.

4.1.2 Sensor Node

The composition of the sensor node is based on an ESP32 board, an RFM95W
radio module for sending messages to the aggregation node and a set of sensors for data
collection.

In the following figure (Figure 4.3) the set of sensors that compose the node are:

pH and water temperature.

Figure 4.3 - Sensor Node

For the pH sensor, readings have been taken to calibrate the sensor and check
whether reading this parameter makes it possible to distinguish between an acidic,
neutral and basic solution correctly.

Thus, three containers were used, each with one of the three types of the solution
indicated. In the first one, bleach (basic solution) was used, in the second water (neutral
solution), whose pH is indicated on the bottle for use as a reference value and in the

third vinegar (acid solution).
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For each case, the pH values were read over 10 minutes, with an interval of 1

minute between each reading. At the end of the first 5 minutes, in the case of the acidic

and basic solution, water was gradually added to ensure that the sensor could detect the

variation of this parameter. In the case of the neutral solution, bleach was added for the

Same purpose.

Figure 4.4 - pH Sensor Tests

The results of these calibration tests are represented in the Table 4.1:

Table 4.1 - pH Sensor Readings

Minute PH

Vinegar Water Bleach
1 2.89 6.63 12.96
2 2.87 6.66 12.93
3 2.87 6.68 12.97
4 2.88 6.64 12.96
5 2.89 6.67 13.01
6 3.12 7.11 12.46
7 3.46 7.46 12.19
8 3.74 7.93 11.99
9 3.93 8.15 11.73
10 4.05 8.49 11.62

These results show that the pH sensor readings follow the real variation of the

solution. For the vinegar case, where it was added water with pH of 6.66 the solution’s
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pH was increasing, reflecting a progressively neutralization of the solution. The
opposite behavior can be seen in the bleach case that starts with a pH that corresponds
to a basic solution and it has decreased after adding water to the cup.

In the water case, being a neutral solution, it was also expected that its pH
should increase when adding bleach to the cup.

With this calibration and with the obtained results it was possible to assure that
the pH readings were correct, once that its increasing and decreasing was reflected for

the three tested cases, according to what was expected.

4.1.3 Aggregation Node

In Figure 4.5 is represented the aggregation node used in the developed system,
composed only of an ESP32 board and an RFM95W radio module.

Figure 4.5 - Aggregation Node

This node, despite being simpler in terms of its components, is the node with the
most important role in the implemented network, since it is this one that allows the
connection of the WSAN network with the server and the mobile application.

Its main role is to forward the messages to its recipients based on the content of
those messages. It receives radio messages from sensor nodes with the collected data
and messages from actuator nodes that are intended to confirm that the actions indicated
by the user and/or server have been correctly performed on the intended components.
These messages are then forwarded to the server and/or mobile application.

On the other hand, it also receives messages from the server and the application
through the MQTT protocol, aimed at performing actions to turn on/off the actuators,

forwarding them to the respective actuator node.
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In the case of the MQTT protocol, the HiveMQ[32] platform was used to
simulate the sending of messages intended for network nodes and to ensure that the
messages sent by the nodes were being sent correctly. For this purpose, the server data
needed to establish the connection was entered. Subsequently, the topic
"thesis/Goncalo/in" was subscribed to receive the messages sent by the broker (Figure
4.6) and the transmission of messages to the topic destined to the network nodes,

"thesis/goncalo/out”, was simulated.

H |V E M Q Websockets Client Showcase

ENTERPRISE MQTT BROKER
Connection @ connected N
Publish A Subscriptions A
Topic Qos Retain
Message X

tese/goncalo/in
£

Messages N

info,10,s3,1
info,10,52,7.63

info,10,51,26.3

Figure 4.6 - HiveMQ Platform

4.2  System Consumption

Being one of the main objectives of the system, the development of a solution
that has low energy consumption, it was necessary to analyze the consumption of the
components that make up the nodes. Since only the sensor nodes can be powered by
batteries, it will be necessary to predict their duration to ensure that they do not have to
be changed and/or recharged in a short period. As illustrated in Figure 4.7, a digital

multimeter was used to measure the consumptions.

Figure 4.7 - Consumptions Measurements 40



After the assembly of each node and implementation of the respective software,
the consumptions were measured, for each of the sensor node components.

Table 4.2 - Component's Consumption and Cost

Power Consumption Cost
[mA] [€]
ESP32 44 8,73
RFM95W On 4
- 17,42
RFM95W sending message 36
Temperature and Humidity Sensor
2 8,69
(DHT22)
Luminosity (LDR) 1.2 0,43
Water Temperature 1.5 6,03
Water Level 11 77
pH 12 25,76
Water Flow 3 5,15

Based on the obtained consumption values for each component, the node
consumption was calculated. For that, was considered that each sensor node in one
cycle takes 2 seconds reading data and sending the value to the aggregation node and
the enter in deep sleep mode for a period of 4 minutes and 58 seconds.

Knowing that the capacity of one battery (Cappqttery) is €qual to 1500 mAh, the
first step is to convert this value to mAs using the following formula:

CaPgastery = 1500 mAh x 3600s = 5400000 mAs

After that it was necessary to consider the consumptions of each node when it is
reading sensors data and sending (Creqaing & senaing)that to the aggregation node via
radio. For this was measured the consumption of an ESP32 with an RFM95W sending a
message that assumed the value of 80 mA. Besides this value, it was necessary to
consider the sensors consumptions represented in Table 4.2. For this step was
considered the formula, having in count the process duration of collecting sensors data
and sending it via radio:

Creading & sending = (80 mA + sensor’consumptions) X 2's
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The next step is intended for the calculations of the node’s consumptions in deep
sleep mode (Cpeep sicep) for the defined period of 4 minutes and 58 seconds. Once the
shield’s consumption when this mode is activated is 100pA the next formula was
applied:

Cpeep steep = 100 pA X (5min x 60 — 2) = 29.8 mAs

Based on the application of the previous formulas it was necessary to determinate
the number of possible cycles that the battery guaranties based on its capacity, the
consumption of the nodes collecting and sending data, and the consumption when they
are in deep sleep mode through the next formula:

CapBattery

Num Cycles =
Creading & sending + CDeep Sleep

After knowing this value, it is possible to calculate the duration of the batteries for
each sensor node through the formula presented below. It was necessary to consider the
number of cycles that were performed during a period of one hour, having in count the 2
s (collecting and sending sensors data) and 4 min. and 58 s (deep sleep) that
corresponds to 12 cycles.

Num Cycles
12 X 24 hours

Days =

The following table represents the results of the application of the descripted
formulas for each node. The nodes numbering in the table corresponds to what is

described in Section 3.2.1.

Table 4.3 - Consumptions Results

Node Capgpattery Creading and sending Cpeep sieep i 6 Cyeles P
[mAs] [mAs] [mAs]
1 187 24907 86
2 166 27579 95
5400000 29.8
3 182 25495 88
4 164 27863 96
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As can be seen through the obtained results, the way that the sensors are
distributed through the set of nodes can guarantee that the system can work without the
need of recharging the sensor nodes batteries for a minimum period of 86 days.
Analyzing that through an entire year, the user just needs to recharge them four times
per year.

4.3 Results in Laboratory

Based on the descripted implementation, tests were performed on the developed
system prototype. The main goals of this step are:

e To check if there are being obtained credible results by the sets of sensors
and if all the gathered data is being sent by the sensor nodes, forwarded by
the gateway, received by the server and correctly stored in the database;

e Actuators behavior and how they can affect the sensor readings, based on

the user actions and based on the defined thresholds (automatic mode).
4.3.1 Sensor Tests

The system’s sensors were being tested in experimental environment during a
period of 10 days. As result of the experimental tests 11366 results were obtained from
all the sensors.

In the following figures can be seen the obtained results of each one of the
parameters that were defined as relevant for swimming pool’s maintenance (air
temperature, humidity, water temperature, water level, pH, water pressure). The values

of each parameter are represented as a function of date and time.
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Figure 4.8 - Air Humidity Readings
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Figure 4.9 - Water Temperature Readings
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Figure 4.10 - Air Temperature Readings
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Figure 4.11 - pH Readings

44



Water Flow VS. Water Level
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Figure 4.12 - Water Flow and Water Level Readings

The results were obtained from the implementation of the prototype inside the IT
(Telecommunications Institute). The data was retrieved by the sensor nodes and sent to
the aggregation via radio and then forwarded to the server via MQTT. The server has a
python script running that subscribes the defined topic: “tese/goncalo/in”. When the
server receives a message from the broker, he processes the retrieved data and store it in
the database.

To generate the presented charts some queries were executed in the database to
filter data based on the sensor ID. As result of each query were obtained the
correspondent number of entries that were exported as a csv file. This file was later
opened with Microsoft Excel that allowed the generation of the presented charts.

The exported data was important to extract some conclusions from the data
behavior. Comparing the air temperature and water temperature charts it is possible to
conclude that both graphs present the same behavior, once the water temperature is
affected by the temperature of the environment where the system is located.

Watching the pH chart is possible to note that the gathered values oscillate
between 6 and 7,5. Once the water pH assumes an average value of 7 it expected that
this parameter fluctuates around the mentioned value.

Finally, it is also possible to establish a relation between the water level
variation and the water flow readings. Initially, some problems occurred with the water
level readings that were not detecting correctly water inside the recipient. After this
detection there were performed some adjustments in this sensor to correct this reading
failures that were caused by some problems with cable connections with the shield.

After this readjustment, the water level changes when the implemented water pump is
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turned off or on for a period of 30 s. In that case it can be seen that when the water flow
is 0, the water level does not become to O immediately since the container still has a bit
of water left when the water flow is 0. For that reason, there is a delay in the water
detection by the water level sensor and the water flow readings.

4.3.2 Actuator Tests

Besides the sensor test it was necessary to analyze it the system’s actuators can
have a positive impact on manipulating the environment conditions such as water level
and luminance. Once the actuator’s impact in the system could be seen immediately
after putting them on or off, these tests were performed in a shortest time when
compared with the sensor readings tests.

These tests were performed in a short period just to check if the actuator’s node
can deal with the user actions sent from the application and is capable of turning them
on or off. Each performed action was spaced by 1 min.

Firstly, it was necessary to make sure that the user can put on or off each
actuator through the mobile application. There were measured again the luminance,
water flow, luminance and water level, once these are the parameters that the actuators
are supposed to act. Below are represented the actuator states in function of time and the
data collected by the sensors (water level, luminance and water level) when they were
turned on through user actions given in the mobile application.

Below are represented the actuator states in function of time (Figure 4.13 and
4.14) and Logcat outputs that are reported every time the user clicks on a switch of the
actuator CardView (Figure 4.15).
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Fiaure 4.13 - Water Level. Water Flow and Water Pump Actuator Values
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Figure 4.14 - LDR and Pool Lights Actuator Values
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- Figure 4.15 - Logcat Outputs

Through the represented charts and Logcat outputs it is possible to conclude that
the actuator’s state (on/off) manipulated through the mobile application had an impact
on sensors readings.

In Figure 4.13, the water pump was activated two times. For each occurrence of
turning it on, it can be seen that the water flow sensor immediately detects water
passing through it and measures the correspondent values. Once the water level was
placed in a height reference, it doesn’t detect water immediately when the actuator is
activated. The water level sensor, only detects water when the water inside the container
achieves that height reference, being the reason of the delay between the actuator’s
activation and the water level readings.

The LDR sensor readings were adapted to levels of luminance (1-low
luminance, 2-medium luminance and 3-high luminance) to turn easily the data analysis

to users of the system.
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In Figure 4.14, the user only put the lights on once. The LDR sensor was placed
close of the lights to easily detect the difference between having the lights on or off. In
this figure it’s represented that when the user turned the lights on, the LDR sensor
readings had grown up drastically.

After the user actions tests to turn on or off actuators, the automatic mode was
tested. In this case, the need of turn on or off is detected by the server, having in count
the defined threshold values and the new data collected sent by the sensors. To correctly
detect the need of turn on or off the lights of the pool it was necessary to place the LDR
sensor a little bit away from the light’s location.

First is important to have in count that the defined thresholds were level 1 for the
LDR sensor (minimum value); Once the water level sensor is responsible for detecting
the presence of water and it makes digital readings, assuming values of 0 when the
recipient has no water, and 1 otherwise, the sensor is placed in a height reference, and
when it doesn’t detect water on that height is supposed to turn on the water pump to fill
the recipient until the water achieves the water level sensor height.

Below are shown the obtained results for the automatic mode tests.

150

Water Flow (L/hour)

100

Water Level and Actuator

50

—\\ater Level Water Pump Actuator Water Flow

Fiaure 4.16 - Automatic Tests for Water Pump Actuator

LDR Sensor (Level)
Actuator

Pool Lights Actuator

Figure 4.17 - Automatic Tests for Lights Actuator
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Through the represented charts it is possible to see that when the automatic
mode was activated the obtained results were the expected.

For the water level sensor, all the times that the sensor does not detected the
presence of water inside the recipient, the server automatically turned on the water
pump. When the server obtained the information that water achieved the height
reference where the sensor is located it turned off the water pump. For each time that
the water pump was turned off, the water flow sensor read values over 0 L/hour.

In case of the space’s luminance, the water level was covered 3 times in the tests
period to allow readings of level 1, and all the times that it was done the server when
received this information automatically turned the lights on.

4.4 Nodes Implementation in Real Environment

Completed the system implementation in an experimental environment, where it
was possible to perform some necessary tests to verify the reliability of the network in
the messages exchange and ensure the correct reading and processing of data to be
presented later to the user, it was then necessary to do a real case scenario
implementation.

This implementation phase assumes a very important role in the usefulness of
the developed system, since it will be in a real environment that it will be verified its
efficiency in the accusation of anomalies that can occur during swimming pools
maintenance, through the correlation of several types of collected data.

For the implementation in a real environment it was necessary to first distribute
the sensor nodes to the correspondent location accordingly to what was previously
defined. After that some tests were performed in the implemented sensor nodes and the
collected data was lately exported from database and imported in Microsoft Excel for
analyses these values, correlate them and assure that there were no problems in the
pool’s maintenance.

In the presented case, the scenario used for tests were the GesLoures swimming
pools in Santo Antonio dos Cavaleiros. As can be seen in Figure 4.18[33], distinct zones
were defined for the location of each node according to what is detailed in section 3.2.1.
Being a case of municipal swimming pools, it was not possible to perform water

pressure measurements, nor the implementation of actuators capable of manipulating
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the collected data, since no authorization was obtained for intervention in the engine

room to implement these components.
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Figure 4.18 - Implementation Zones

In zone 1, the node that allows the collection of humidity and air temperature
values was implemented. The system was implemented in indoor pool and places like
this should maintain a humidity level between 55% and 75%. The air temperature
assumes a very important role for conclusions regarding the quality and performance of
the pool support systems. Whenever the difference between air temperature and water
temperature is outside the range [-2,+2] (°C), there is a risk that the diluted chlorine in
the pool water will evaporate and create a toxic atmosphere that could be harmful to the
users of the space. Therefore, the maintenance manager must be quickly notified when a
difference outside of the indicated values is detected.

Figure 4.19 - Sensor Node (Zone 1)
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In zone 2, the sensors for reading pH and water temperature, located in the pool
borders, were implemented. As is described in Section 3.2.1, this node should be placed
in the compensation tank, once this is where most of the water analises are ussually
done, since all the pool water goes throught there before being filtered and inserted back
in the pool. The choice of this place is justified by the fact that this is an area that is
considerably away from the pool users. Once that it wasn’t allowed to place this node
inside the compensation tank, it was placed in the pool borders.

Figure 4.20 - Sensor Node (Zone 2)

Zone 3 is located in the pool itself, where the readings of the water level, pH and
water temperature are made. The water level sensor is placed in a reference height and
allows to verify if the pool level is lower than supposed to and notifies to the user that
he should activate the pumps until this value is normalized. The reference value for the
water temperature is 27.5 °C. Whenever this value increases or decreases 0.5 °C it is
possible to conclude that there is a problem in the engine room related to the water

heating process.

Figure 4.21 - Sensor Node (Zone 3)
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Finally, in zone 4 is where the gateway is located, which is the node responsible
for forwarding the collected data by the sensor nodes to the server by MQTT.

AT

Figure 4.22 - Aggregation Node (Broker)

45 Results in Real Environment

After the successful implementation of the sensors nodes in the defined
locations, the system was collection data since 9:00 am until 15:30 approximately. For
an ideal test case in a real environment case the tests period should be larger. Once the
infrastructures that were possible to made tests were a public space and there were
going on swimming trainings, there was not possible to let the system collecting data
through more than a day.

Through the obtained results in the experimental environment and talking with
the responsible for swimming pool’s maintenance of GesLoures it was possible to
conclude that there was no need to collect data through periods of 5 min. For that
reason, each cycle of data collection was spaced by 10 min. due to the insignificant
variation of data when this interval was 5 min.

In the following figures are represented all extracted data from database in

function of the time.
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Figure 4.23 - Air Humidity Readings 52



Air Temperature VS Water Temperature
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Figure 4.24 - Air Temperature and Water Temperature
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Figure 4.25 - pH Readings

In the first chart, relative to humidity values in the pool surroundings it is

possible to see that its values fluctuate approximately between 58% and 59%. As

mentioned in the last section in this environment the humidity values always must be

between 55% and 75%. The results show that the collected values respect this range.

This fact was previously expected once the environment was already a controlled

environment due to imposed legislation ranges watching over the public health.

For air temperature and water temperature was necessary to show both values in

the same chart due to the correlation that must be performed between these values to

make possible the problems detection. Basing on the presented values it is evident that

the difference between these values never achieves a value of 1°C. With this analysis it

is possible to conclude that this environment was ensuring that the atmosphere around
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the pool was no danger for its users, not presenting the risk of chlorine particles
evaporate in the air.

Watching the water temperature can be seen that its variation was never over
0.2°C, indicating that the water heating system present in the machine room is working
fine.

In poll’s maintenance is also important to make sure that the water’s pH is always
as neutral as it is possible, never passing much over or under 7. Analyzing the
correspondent chart, the pH of the pool was always accomplishing this condition. This
criterion is important to never cause damages in its users. These damages could achieve
very serious problems on the skin as well as in case of pool’s water inhalation.

The next chart shows that the water level sensor was always detecting water in its
high reference.

Water Level

10/10/2019 09:03
10/10/2019 09:13
10/10/2019 09:23
10/10/2019 09:33
10/10/2019 09:43
10/10/2019 09:53
10/10/2019 10:03
10/10/2019 10:13
10/10/2019 10:23
10/10/2019 10:33
10/10/2019 10:43
10/10/2019 10:53
10/10/2019 11:03
10/10/2019 11:13
10/10/2019 11:23
10/10/2019 11:33
10/10/2019 11:43
10/10/2019 11:53
10/10/2019 12:03
10/10/2019 12:13
10/10/2019 12:23
10/10/2019 12:33
10/10/2019 12:43
10/10/2019 12:53
10/10/2019 13:03
10/10/2019 13:13
10/10/2019 13:23
10/10/2019 13:33
10/10/2019 13:43
10/10/2019 13:53
10/10/2019 14:03
10/10/2019 14:13
10/10/2019 14:23
10/10/2019 14:33
10/10/2019 14:43
10/10/2019 14:53
10/10/2019 15:03
10/10/2019 15:13
10/10/2019 15:23
10/10/2019 15:33
10/10/2019;15:43:00

Figure 4.26 - Water Level Readings
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Chapter 5 Conclusions and Future Work

5.1 Conclusions

This project presents an 10T solution for a system to control and monitoring swimming
pools through a mobile application. The main goals of this solution are to present a
system that can contribute to a more sustainable environment, having in count its costs,
and energy efficiency.

The system was designed basing on hardware and communication protocols
comparing them to select the best things that suit in the intended system.

The type of network used was a WSAN, once the presented system aims to have
in its constitution sensing and actuator components. For the node’s communication
RFM95W radio modules were used, due to its high range and the fact that allows the
use of LoRa in this type of communication. The nodes communication was
implemented and tested with the use of RadioHead library that provides the node
addressing and network fidelity using ACK messages. With the performed tests was
concluded that the selected performed messages exchange with no failures.

For the node-to-server communication the selected protocol was MQTT
protocol, due to its simplicity scheme of subscribe and publish methods. For that were
defined to topics, each one for one way of communication. The use of this protocol was
also tested since the sending of messages till the storage of the sent data in MySQL
database. As the other type of communication this protocol was implemented and
tested, and in case of experimental environment tests were possible to conclude that it
performed its role as expected providing the messages to arrive to the server and mobile
application and its storage in the database.

After communications tests, it followed the hardware tests with the use of ESP32
microcontrollers, a set of sensors and actuators. The use of these shields allowed the use
of Deep Sleep feature on sensor nodes. This feature highly contributed to a lower
energy spent when there is not expected the collection of data by the sensors.

The sensors selected for the intended system were previously calibrated and
tested individually before its implementation in experimental environment. The more
detailed performed calibration was for pH sensor since its importance for the user’s

safety with use of three solution types. The sensors readings obtained in this step
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showed that the sensor was getting correct data and can keep up with pH variations,
being a great choice for its purpose.

The actuator tests were performed after the design and implementation of the
mobile application. The developed Android application has a user-friendly design that
brings an intuitive use of tis features, even for users with lower software knowledge.

After the conclusion of the app development experimental tests were conducted
in an environment, with the implementation of all the selected hardware and software.
In the initial days of tests, the water level sensor had some problems, that we suspect
being of bad cable’s contact with the shield, once this never occurred again after re-
assemble this sensor. Beside this, not significant error readings the system had a good
performance in the experimental environment extracting correct data, storing it in the
database and presenting it to the user in the mobile application.

The system was also implemented and tested in GesLoures pool’s in Santo
Anténio dos Cavaleiros. Once it is a public space, the water flow sensor and the
actuators, whose implementation required interventions in pool’s infrastructures could
not be implemented in this test case. The performed tests period was significantly lower
when compared to experimental environment tests. These tests make possible to
confirm that the system had a good performance even when the environment
characteristics were not ideal, such as node distances, and temperature or humidity
levels.

In resume, the presented system had accomplished the main goals of this
dissertation which were contribute to a more sustainable environment by the monitoring
and control of water use, to lower energy spent when there is no need to collect data
from sensor nodes and with the use of batteries in sensor nodes that can keep activated

through long periods with no need to be recharged.

5.2  Future Work
Despite of the developed system presents great features to pool’s users, it is still
possible to make some improvements and optimizations:
e Online Web Site — To allow the pool’s monitorization and control through
their computers with no need of using their smartphones. This site could
present extra functionalities to its users that can contribute to a better and

monitoring of these infrastructures;
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I0S application — Despite of the amount of smartphone users have
android devices, could be interesting to develop the same application for
i10S devices, increasing the specter of users that adhere to the present
system for pool’s control and monitoring;

Increase sensor types — The developed system provides data monitoring
that is essential to correct control this type of environments. Increase the
sensor types used in the system could provide to its users the monitoring of
other parameters that should be relevant, for example water turbidity;
Implementation in other water infrastructures — The system allows the
extension of nodes number without affect its performance. So that it could
be implemented and tested in aquatic parks, where the pool’s number is
considerably higher compared to the environments where it was

implemented.
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Smart System for Monitoring and Control of
Swimming Pools
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Abstraci—  This paper proposss a mew scheme [for
monitoring  amd comirolling the swimming pool’s guality
through @ hvw-cost system based on wireless sensor netwaorks,
which can redwce the requirements Tor human inlervenlion in
the swimming pool nee. The main parpose of this
syslem is lo provide resowrces savings Tor the final wser in
lnancial amd matural ressurces, contributing to a sustainable
environment. This article alsa presents a mobile application for
interacting with the proposed system which enables users with
adminisirator permissions o comirol some actioms in the
swimming pool, in erder o stabilize some reguired parameters
Towr s goisd quality.

Keywords—Imternet of Things, Wireleis Sensor Network,
Swimming Pool, EXP32, LoRa, Sustainabiliy

I INTRODUCTION

Information and communications technology, over the
years, has been progressively present in human life, being a
branch that s in constant evolution and an essential part in
our everyday life. With this evolution there is a growing
number of physical objects and devices connected to the
Internet, giving nse to the concept of the Internet of Things
{loT) [1]. loT consists of a network of physical objects that
are able of being connected to the Internet, identifyving
themsehves, and communicating with each other to achieve a
common goal The main of this technology is to
exchange and update data between physical objects and
hence to achieve an optimum performance [2].

When talking about IoT it = also useful o approach
another concept called Wireless Sensor Metworks {(WSN), a
technology that is inherent in the development of smart
systems. Recently, loT and WSN have been great bets in the
development of monitoring and control systems by
researchers [3]. This capability of monitoring and control
covers a growing range of applications, among which some
related to monitoring of swimming pools.

Swimming pool conditions dircctly depend on how well
their chemical properties are monitored [4]. Its maintenance
reqguires the performance of some tests that may be more
complex when performed by a human. Therefore, it is
important to implement a sensor network that is able o
perform those tests correctly and more precisely. To optimize
its daily maintenance, instead of manually evaluate the water
properties (pH, chlonne, water level, temperatune)., machine
room condition and surmounding space quality, comes up the
proposed system, which main purpose is o control and
monitoring swimming pools automatically.

Sustainability assumes an important role in preserving
the planct Eamth sources. Thus, it is increasingly important
for the socicty o have sustainable attitudes in simple daily
activitics and particularly in the development of new
technologics. In the specific case of swimming pools, it

978 1-3386-498 000 1953 LD0 ©2019 IEEE

becomes relevant to monitor the water and energy

consumption  levels  through a  sensor  network  and,

consequently, to adjust their consumption, so that there is no

waste of those resources for purposes deemed not essential

for the corect operation and maintenance of swimming
5.

Taking into consideration that the incorrect use of fresh
water in recreational activities 5 nowadays a big concern as
well as the noed to keep track of water quality in order to
inform the user abowt potential nsk siuwations, swimming
pool monitoring systems s something we can see in
nuUmMErous automation projects already developed.

In [3], the authors developed an information and
management system for swimming pools. This system
consists of a semsor node interfacing with sensors (to
measure pH, chlorine level, temperature, cleaner mobility
and water level) and actators, and a web-based user
interface that can be accessed remotely for controlling the
system. The project has really accurate sensors, providing an
optimum maintenance of the swimming pools. However, the
implemented  sensors  are extremely expensive, which
creates a system that is not easily accessible to all users.

The avthors in [4] developed a low-cost swimming pool
autemation system that, to keep the swimming pool in good
conditions, performs fests on chlorine level and pH and
autornatically makes the necessary adjustments. The main
goal of this project was to lower the energy consumpiion of
the system by reducing automatically the functioning time
of the water pump.

Some solutions already exist for the intended application
but none was based on the deployment of a WSN with
multiples nodes spread across the pool to compare values in
multiple locations. Cur proposal differs as it adopts a full
WSN approach, in a modular architecture where new
sensors can be added without compromising the network
performance. The system is based on the use of low power
consumpiion nodes and a communication protocel capable
of connecting nodes spread along large arcas with high
reliability and low power.

Saying that, in this paper the authors proposc a new
system that can monitor and control the water properties (pH,
chlorine, water level, temperature, water pressure), machine
room and surrounding space quality bearing in mind the
reduction of the consumption of namral and material
resources, and the monctary saving by the final user.

II. PROPOSED SYSTEM ARCHITECTURE

The purpose of this paper is to develop a control and
monitoring system applied to swimming pools {public and
private domain). This system is responsible for collecting
some significant data from the point of view of maintenance,
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through a low-cost WSN, in order to evaluate if the
swirmming pool quality is within the desired paramieters,
whether at water level, piping leakage, environment guality
or engine room efficiency.

The data obtained from the sensors will be stored and
treated in such a way as to keep the user informed about the
parameters considered relevant to the swimming pool
quality. These will be presented to all the pool users and can
only be controlled by a user with administrator permissions
through an app (in case of private pools, by their owner and
in case of public pools by their maintainer). When an
anomaly 5 detected, the user will be notified and able to
remotely control some actions on the swimming pool in
order to stabilize the anomalous values that triggered the
alert.

The proposed architecture follows the same structure of a
comman WSM. This type of networks can be composed by a
microcontroller, a communication system for inter and intra
communication between the nodes and a set of sensors [5]. A
high-level view of the adopted system architecture can be
sgen in the Figure 1.

2= Exi=
User (T e
Bruker AcTiainm

Fig. 1. Proposed system architecbore

A, Communication

The system architecture is composed of a single gateway
(broker), a set of sensor nodes (each node can support a
maximum of cight sensors) and actuator nodes. The gateway
i= in constant communication with an online server through
the Message Queuing Telemetry Transport (MOTT) protocol
via WiFi connection. The MOTT protocol is a protocol well-
suited for loT communications, as it i able to provide
routing for small, kow power, kow cost and low memory
devices in bow bandwidth networks [1].

Although a swimming pool is pomally a confined
environment, some nodes can be hundreds of meters apan
(distance between an outdoor pool and its compensation
tank). This combined with the need to have power cfficient
modes implics that i wseful to select a commumication
protecol able o meet these requirements. As can be seen in
[6], onc of the wirckess communication protocols that best
suits the mentioned characteristics is LoRa, since it is a
bidirectional communication protocol that can provide a low
power and long range communications, meeting all the
requirements for the proposed system and ing better
characteristics when facing, for example, WiFi, Bluetooth,
FigBee or LTE. Therefore, the sensor/actuator nodes will
communicate with the broker through a peer-to-peer LoRa
Connection.

B. Hardware

The proposed sensor network has three types of nodes in
its constitution: sensor nodes, actuator nodes and a gateway.
The first has the capability to sense, process amd
communicaic data by themselves [T]. These are mainly
composed of a set of sensors that will be periodically

sensing a specific type of data. These nodes will oaly be
awake for short penods of time, as they will be powered by
batteries, as shown in Figure 2.

Fig. 2. Sensor node block diagram

Actuator nodes architecture is represented in Figure 3.
They arc responsible for the system control, having the
capability to control and manipulate the system conditions.
Particularly, in the presented system. these nodes will
provide the user the ability to control the water pumps and
pool’s chemical conditions.

Shift Regrler

Fig. 3. Actustor node block diagram

The gateway is composed of a microcontroller and a
communication module, as shown in Figure 4. This node
does not read the sensors data and have the responsibility of
collecting data from all the sensor nodes and sending them
to the server.

nu* mm
5P

Fig. 4. Gateway block diagram

Each one of the described nodes, despite its different
functionalities, will be using the same hardware, which is
composed of:

# ESP3l - a microcontroller compatible with LoT
applications due to its low cost, low power system with
integrated WiFi and dual-mode Bluctooth capabilitics
[B]. Besides that, it has power saving features, among
which there is one named Deep Sleep. This feature will
be applied to the sensor nodes so that they only "wake
up" when they need to send data to the broker.
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+ RFM93W - LoRa transceiver that provides ultra-long-
range communication and high interference inmumity
whilst minimising current consumption with a sleep
fumction  which contributes  for a  lower power
consumption [9].

The selected hardware was chosen due to its high
performance  and  characteristics.  Regarding  the
microcontroller, the dual-core, low consumption in Deep
Sleep Mode, and multiple communication protocols
available were decisive when facing other common
microcontrollers for loT projects. such as the ESPRI66,
Arduino Uno or Raspberry PL In terms of communication
modales, the RFM95W iz the most common LoRa
transceiver, allowing not only a local network but also
LoRaWAN conncctivity, something that the RFM69,
RFM9E or RN2483 are not capable.

To accomplish the power saving criteria, the minimum
timee interval for sensor data collection will be analysed so
that the sensors do not have to send constant data in real
timee, and thus can have lower energy requirements.

. Noftware

The collected data will be treated and stored in an online
server that sends these values to an Android application
(Figure 5). This app will present all the stored data to the
swimming pool users. Besides the data representation, the
app will enable users with administrator permissions to
remotely conirol the actuators so as to stabilize the
anomalows values detected.

T OO .

e——
B ——
A
F—
e

Fig. 5. Android application

The whele process, starting from the data collection to
its presentation in the android application is represented in
Figure 6.

The system nodes communicate with each other through
a poor-to-poer LoRa commoction, using the RFM95W
modules. This systerm will wse the Arduino  library
RadioHead [10], that enables the nodes addressing.

The nodes can communicate in two different ways, both

encrypted by the APL:
#  Send directly a message to a specific node, using
the destination address:

*  Sending a broadcast message with the destination
node 1D to every node in the network;

Fig_ 6. Flowchart of software implementation

In the first scenario, the RadioHead library assures the
network fidelity by sending an automatic ACK response to
the origin node that sent the message, using its [D.
However, when broadcast message is sent, the library
cannot guarantee the reliability of the network. To cope with
this limitation, each destination node will read the 1D on the
message, and if this parameter comesponds to its 1D, the
node will accept the message, confirming that it was
received by semding an ACK response to the origin node.
Our proposed system uses both communication methods,
the first when sensor nodes send information to the gateway
and the second when the gateway sends information to the
sensor node.

The wse of an ACK response will improve some key
features in IoT systems, such as network cfficiency and
reliability.

III. PROPOSED SYSTEM IMPLEMENTATION

Designed and presented the system architocture capable
of control and monitoring swimming pools. will be realized
the following implementation to evaluate the system
architecture.

The proposed system implementation consists of three
sensor nodes 1o be applied as follows:

1. In the compensation tank, an integrated component in
common swimming pool systems, located away from
the pool users, and whose 15 just to control
the pool quality. The node will be incorporate
chlorine level, pH, temperature and water pressure
SENSOFS!

2. In the swimming pool itsclf. The mode will be
composed of two water level sensors placed in the
swimming pool borders;

3. In the swimming pool suroundings, indoor or
outdeor. The node will include a humidity and
temperature  sensor to evaluate the environment
humidity and temperature in the pool location.
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To measure the mentioned paramecters, the following
sensors will be used:

« DS51EB20, a digital thermometer that  allows
temperature readings from -35°C to +125°C [11] and will
be used 1o measure the water temperature;

& DHTI2, a temperature and humidity sensor that
allow temperature readings between -#0°C and +E0°C
and humidity readings between 0% o 107G [12]
{environment temperature and humidity);

« POWI]10D3E, a water flow sensor composed of a
valve body, a water rotor and a hall-effect sensor that
outputs the corresponding pulse signal [13]:

s+ SEN0116], an analog pH meter kit, that allows pH
readings from 0 o 14 [14);

& SENOIGS, an analog ORP meter, that takes into
account the concentration and the activity of the chlorine
in the water and ides a measurement of the
cffectivencss of the chlorine [15];

&« SENOZ03, a liquid level sensor that operates using
optical principles, has good sensitivity and no need for
mechanical parts [ 16]:

« SENOIRY, a turbidity sensor, that detects water
quality by measuring the levels of turbidity. It uses light
to detect suspended particles in water by measuring the
light transmittance and scattering rate [17].

When the collected data from the sensors exceeds the
threshold values, the system will notify the user through his
smartphone, =0 that the he can take control of the swimming
pool to stabilise the values that tniggered the aleri. For that,
an actuator node will be implemented alongside the pumps
and chemicals controllers.

The proposed system is flexible m the sense that new
nodes can be added to create more rigorous analyzes,
without compromising the network capabilities.

IV. CONCLUSIONS AND FUTURE WORK

This paper presents a proposal for a system that provides
users the capability to effectively control and monitor their
swimming pools. The proposed solution has the main goal
of promoting a sustainable environment, reducing the
consumption of natural and financial resources for the final
user and thus achicve a high-efficiency level. The proposed
architecture is based on W5Ns, combining low-cost and low
power hardware with long range communication modules,
that allows the system to be more efficient and run on
batieries for extensive time periods.

For future work, the system needs o be implemented
and tested in real case environments in order to analyse its
performance and thus conclude if it is possible to reach the
desired efficiency level.

Although this system was designed for swimming pools,
other water features, such as artificial fountains or lakes, can
be used as additional implementation scenarnios.
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Appendix B — User & Technical Manual
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User & Technical Manual

The developed software was an Android mobile application which main goal is to provide
user to monitor m real time swimming pool’s perameters such as air temperaturs,
bhumidity, water temperature, pH, water level, water flow and luminance of the space_ It
provides the user to remotely control some electric components meluded n swirming
pool systems by tumning them on or off. To use this application, 1t is required to connect
the device to the Internet.

1.1 Mobhile Application

111 Logln

When the applicztion is lammched the Logln screen 13 presented to the user. Each
user has a username, e-mail and password. In this screen user’s authentication is required
to access to all the application fimctionalities.

Figure 1.1 - Login Sereen Figure 1.2 - Login Screen Error

If the Logln fields were filled with invalid credentials that are not stored in the
databaze, it iz prezented an error message to alert the user to verify the inserted inputs and
try again to perform the authentication.

In case of being the first access to the application, the user needs to click on
“Register Here™ button to perform its registration.
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1.1.2 Registration

For user’'s registration usemame, email and password are reguired. To confinm
that the user kmows the inserted password it 15 also required its confirmation. If the
meerted inputs on both password fields does not match, a waming message is launched.
After a successfinl registration, the user 15 redirected to the Logln screen.

Fgure 1.3 - Ragistration Screen

1.1.3 Dashboard
Dashboard 13 presented after a successful authentication on Logln screen. It shows

an overall view of the collected data by the system and the current values of each sensor,
actuztor (on/off) and automatic mode.

This screen presents a list of three types of card views:

Sengor card view which containg the name of the parameter that 13 being prezentad
{e.g. air temperature), the current value and date and time when thiz value was read by

the correspondent sensor.
Air Temperature
) o

34°C

Figuirg 1.4 - Samsor Card Visw

LA

67



Actuztor card view shows the component’s name that the user can turn on or off
m the swimming pool environment, and a switcher to perform that action. The state of
the button only changes in the application when a confirmation 1= received from the

correspondent actuator.
Water Pump
@) oft

=10 ]

Figure 1.5 - Actumtar Cordlfew

Automatic mode 15 giplar to actuator’s card view, showing itz title and a switch
to activate or deactivate thiz mode.

Automatic Mode
Y
N o

O’ DT
Fipure 1.6 - Autamotic Mode CoraVisw
1.1.4 Sensor Details

Sensor Details screen presents all the information comespondent to one sensor,
providing an easier analysis of the collected values.

On top 1t shows the same card view presented in the dashboard screen with the
current value of the sensor and date and time of ite collection.

Last Lipdate e}
Alr Temparature
i) o
34°C

Frgure 1.7 - Last Update Ssctian

Next to this, the “Data Analysis™ view 1z showi, which provides a more detailed
analyziz of all the collected data between a specific period through a graph. When nzers
click on the graph is shoom the sensor value for a specific date and time. When this screen
1z laumched, the chart represents the last 30 values of the sensor. After that, it is possikle
to filter the data reprezentation by filling the comrespondent inputs (“From”™ and “Te™) and

-
o
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then click on the “Apply Filter” button. These inputs are chosen through a calendar that
1s presented when the field is clicked.

o Ha-0E-04

1 IO9-0e-08

Figure 1.8 - Doto Analysis Section Figure 1.9 - Calendar Picker

At the end are prezented the current thresholds for the sensor that was clicked on
the dashboard: minimum and maximum. These thresholds main goal 1s to notify the user
when the collected data exceeds those values. They are also important to the automatic
mode activation, once it is through this values that the server can talce decisions to fum

on of off the correspondent actuators.

The threshold values can be changed by the user deleting the current value of the
field that iz intended to change and click on *Apply Change™ button (Figure 1.10).

APPUF CHANGL

Figure 1.10 - Thresholds Section

1.1.5 Notifications

Az described before the application notifies the vser when a new value is collected,
and it exceeds the defined thresholds for that sensor. Independently of having automatic
mode activated of not the user will always be notified when a thresheld value is excesded.

Figure 1.11 - Notiffcotion
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1.2  Server
For Backoffice development a server was used, a databaze, PHP scripts and
Python seripts.

The uzed sarver is responsible for store the collected data by the system nodes, the
user’s accounts and update data retrieved from the mobile application.

Diata visualization through the mobile application is possible with the use of this
server by sending requests to retrieve data from the databasze. Data is retrieved by php
scripts that are hosted in the server, existing one script for each type of request sent by
the mobile application.

The use of Python scripts running in the server allows it to receive data retrieved
from the system nodes through MOQTT protocol. Were developed two Python scripts, one
for each topic used in MOQTT:

o Teze/goncalo/ing
o Tesze/goncalo’out;

1.2.1 Database

To correctly create an efficient database, a study was performed to gather all the
data that 15 needed to store for the developed system. After this study, a database was
created. The correspondent UML diagram is represented in Figure 1.12.

v 1o [hata go lese. Sensores Bo Tipa

o b in11) = a id - ing11) Y g lipd | varchan50)

o i2Sangor - ink11) | 2 mickSangar | varchan11 w Limibsdlin - doubils

o waos - cheniile 4 o i) w Limiteda - doubile

= hord . Bmeslamp noma ; varchan 40) actualodD : varchan 505

tipo - varchar{40] ¥ g | varchan50)
nf} L Mas Ba 1 Uses
Y g M inki 1) F 3 ifUsar : ini[11)
noms - varchar]40) amad - varchae(50)
& idUser - inti11j password | varchar|20)

noma : varchan{50)

v Actuadores
# id o inl{11)
idActuadar | varchan11)
€ e e 11]
u structuraPin - ing11)
u structure¥alue : inti11)
8 &t sl
ruame - varchan 50}
img - warchar{S3)

Figure 1.12 - Dotabgse Relotional Mode!
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The databaze constrtution iz based on six tables:

Users — This table iz where is represented all the user’s information given in the
sipn-up process. The idUser iz awtomatically generated when a new user is
registered, and it 13 the prmary kev of this table. The password column iz
encrypted to mamtain the user’s account as safefy as possible.

Wos — It 15 where each system’s node 1z registered. The 1dNo corresponds to the
defined 1d m the Ardumno software hosted in each shield node. The nome column
matches to the location of the node (e.z. compensation tank). This table also has
foreign key that corresponds to user's id. This way it is poszible to distinct the
nodes of each user of the mobile application.

Actuadores — It iz where the actuators information 1s represented. Each actuator
15 always assoclzted to one node. The columns 1dActuator, idMNo, struchurePm and
structureValue comresponds to what 1z defined in the Arduine software. The
structurePin is the shield pin where the actustor i1z connected and the
structureValue corresponds to its current value (0[Off]or 1[On]). The auto column
only assumes 0 or 1 value and it 1s responsible for store 1f the system’s actuators
are with the automatic mode activated or not. The imgz and name are an auxiliary
mnformation to match the actuator’s representation on the mobile application with
the comespondent icon and fitle.

Sensores — This table represents each sensor that compose each sensor node in
the system. The mckSensor and 1dNo are defined in the software mmplemented in
the system nodes. Column tipo is a foreign key from the Tipo table that is the type
of data collected from the sensor.

Tipo — Represents each type of data collected by the sensors. Each sensor has 2
type associated. For each type exists 2 maxinmum and mmimum threshold. This
table allows the storage of the defined thresholds for each sensor. Each type could
have an actuator]D) associated if there exists one actuator in the system that conld
have an mpact in the swimming pool environment.

Data — This table stores all the collected information by the sensors. It stores the
value collected by the sensor, its ID and the timestamp of when this value was

collected.

Lo
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PHP Scripts
PHP scripts are necessary to getrieve data stored in the databaze for its

representation in the mobile application and to perform the vser’s login and sign up.

In Figure 1.13 are represented all the PHP scripts developed for the presented

zystem.

Sarfwwens/tmigoncalooyfiles/

MName Tamanho  Alterado Direitos Do

= - 15/03/2019 21:56:49 P - - nabody
% getLastSensorValues.php 1B 17A0/2019 22:36:34 W =HT = goncalo
== getfilterSensorDataphp 1KE 01/08/2019 18:22:55 T - - ) goncalo
"= madityThreshald, php TKE 07/08/2019 12:06:09 PWr ==X goncalo
% getlastActuatoryalues.php 1EE  31/07/2019 131551 L R goncalo
- getalsensorDataphp 1KE 19/07,2019 15:33:24 WS - - goncalo
"= login.php TKB 11/07/2019 11:50:09 TWOr == goncalo
=% signup.php 1EE 04/07/2019 16:25:11 T - X=X goncalo
- connaciDB.php TEE Q400720109 16107:54 F=f==f== goncalo

Figure 1.13 - PHP Scripts

connectDE.php — This script is responsible to establish the connection to the
database. All the php scripts that need to access to the database have tn import this
zeript;

signup.php — Responsible to store the vser’s information in the database
{username, email and password);
login.php — Eesponsible to receive the username (or email) and password
combination and verify if these values have a match. In caze of the given values
does not match the seript retrieves an error code;
getLastSensorValues.php — This script retrieves the last values collected for
each sensor;
getLastActuatorValoes.php - This script retrieves the current values of each
actuator;
getAllSensorData.php — Eesponsible for retrieve the last 30 values of a specific
zensor. The sensor specification is sent by the mobile application when the vser
accesses to the Sensor Details screen;
getFilerSensorData.php — Responzible for retrieve the sensor values for a
zpecified period for its representation in the mobile application;
modify Thresholds.php — This script updates the current thresholds for a specific

Sensor.
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1.2.3 Python Scripts
As described m section 1.2, there were developed two python seript, one for each
topic used for MQTT protocol:

» mygtt-server.py (for tese/goncalo/in} — This script is responsible for storing data

collected from the sensors, process this information to send notifications to the

mobile applicztion users. It alse updates the values of auto mode i the database;

¢ zerver-mgttpy (for tese/goncalo/out) — This scnpt takes decisions for the

actuators actions when the automatic mede 13 activated.

1.3 Arduino IDE

The selected hardware for the system 13 compatible with Arduine IDE which can

be downloaded at worw. ardmmo co/en'mainy software.

For the implementation of some components of the system, the following libraries

wers used:

* DallasTemperature;
» DFFRobot ESP PH BY GREENPONIK-master;
» DHT sensar library;

s  Flowhleter;
o OneWire;

* PubSubClient;

» RadioHead-master;

» SiringSplitter.

In Table 1.1, are described the developed code files using Arduine IDE for each node

of the network:
Tobie 1.1 - Arduing Files
File Description
broker mo Forwarding messages between sensor/actuator nodes and the

server of mobile application

compensation_tank mo

Obtaining data through water temperature and pH sensors

water flow.ino

Obtaining water flow data

swimming poolino

Obtaining water level information

surroundings.ino

Feading hurmidity and air temperature, and luminance values

artuators_ mo

Tum on or off actuators through received messages from broker
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