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Resumo

A Internet das Coisas tem crescido exponencialmente nos ultimos anos e continuaréa a
crescer por algum tempo, com cada vez mais dispositivos I0T disponiveis no mercado de
consumo e especificos, havendo também cada vez m@masse plataformas que
utilizam e suportam estes dispositivos, fornecendo assim a possibilidade de visualizar
informacéo por estes recolhida ou controlar os mesttnagés de uma interface gréfica,

gue pode ser um website ou uma aplicacéo

Devido a expar@# do mercado da Internet das Coisas resultante de haver uma grande
variedade de dispositivos e sistemas de diferentes fabricantes é dificil encontrar sistemas
que sejam compativeis com todos ou varios dispositivos de diferentes fabricantes, pois
muitos uilizam protocolos de comunicacdo proprietarios. Esta dissertacdo tem como
objectivo o desenvolvimento de um sistema loT universal, utilizaedpara tal a
plataforma FIWARE,que foi impulsionadgela Comissdo Europeia, e que permite
utilizando os componées modulares que compdessta plataforma, desenvolver o

sistemauniversalpretendido.

Para testar o sistema e comprovar o bom funcionamento do mesmo e de cada componente
FIWARE utilizado, serdo utilizados um conjunto de microcontroladores acoplados a
diversos sensores e actuadores, que comunicardo com o sistema transmitindo os dados

recolhidos ou recebendo comandos no caso dos actuadores.

Estas Acoisaso foram utilizadas no ©mbito
implementacdo real do sistem#gendoese conseguido com que este funcionasse
correctamente, capaz de receber dados dos sensores, apresentar os mesmos quando

necessario, e de controlar os actuadores.
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Abstract

Internet of Things has grown exponentially in recent years and will continue to grow for
some time, with more and more IoT devices available in the consumer market and
specific, there are also increasingly systems and plagfohat use and support these
devices, thus providing the possibility to view information by these collected or control

them through a graphical interface, which can be a website or an application.

Due to the expansion of the Internet market of Things tieguirom a wide variety of
devices and systems from different manufacturers it is difficult to find systems that are
compatible with all or several devices from different manufacturers, since many use
proprietary communication protocols. This dissertatns at the development of an
universal loT system using the FIWARBatform, promoted by the European
Commission, which allows the use of the modular components that make up this platform

to develop the intended universal system.

A set of microcontrolles coupled to various sensors and actuators will be used to test the
system and to verify the proper functioning of the same and each FIWARE component
used, which will communicate with the system transmitting the collected data or receiving

commands in thease of the actuators.

These "things" were used in the context ofidional use casesimulating a real
implementation of the system, having been able to function properly, able to receive data
from the sensors, presafdatawhen necessary, and controéthctuators.
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Chapter 17 Introduction

The Internet of Things is becoming more and more popular, transition from only being
know and used in the industry to the general people, whieglb@oming ever more
dependent on the new loT devices and services that come out almost every day. For the
general people these devices can transform their way of live, making tasks easier or even
provide constant health monitoring, and all appears tbwask like a miracle, it is
possible to connect these IoT devices to a computer or smartphone and control them from
there and visualize the data collected by them. However, in rethibgs are more
complex than that, it is necessary to have a whotesybdind these devices ajabove

all, they all have to be able to communicate with each other, which can be done directly
or through the Internet.

To capitalize on the growth of the Internet of Things, the European Comnyssionted
andcreated FIWAREan opensource smart solution platfomuith the aim of bringing

the benefits of the Internet of Things and the Internet to everyone. This is done by
allowing everyone to use the FIWARE technologies to develop new smart solutions,
easing the creation ofew and innovative services and products before inexistent
Nowadays FIWARE is an independent foundatrath a community,made of general
people aneenterpriseswhich isgrowing year after year making FIWARE increasingly

known and adopted by new peopleddousiness.

1.1 Objectives

The main objective of this projes to develop an Universal Internet of Thirfggstem
Powered by FIWARE, which as the name indicates it implies the implementation of the
available FIWARE technologies and some other complemengckhnologies as
necessary, to create an IoT System which can be used with an array of different devices,

sensors and actuators.

To prove that the system is working corregtlis necessary to connect devices tait,
practical use case will be usedakirg testing more interesting asdrving as an example

of a type of application of the system.



1.2 Contributions

The main contributiowf this dissertatiots paving the way for hoever wants to use the
FIWARE PRatform in future 10T projects.

A scientific paper based on the work dongas also somitted to theEEE 5th World

Forum on Internet of Thing3he paper is available in Annex AA.

1.3 DocumentStructure

This document hathe following structure

- Chapter I Introduction;

- Chapter 2 Literature Reviewywhere all technicakcientific knowledge which
serves as the bases for this project and necessary to understand it is given;

- Chapter 3 Universal IoT System Powered by FIWARE, where all the pieces
that make the System are explained in detail;

- Chapter 41 loT System Tests and Results, where all the results of the
experiments done to the System are presented;

- Chapter 5 Conclusion, where thenain conclusions about the project and
future work that can be done are presented;

- Annexes where extra and complementanformation is presented



Chapter 2171 Literature Review

This chapter contains all the technisalentific knowledge collected from different
sources during the investigation phase, and then edited into an easy to read and understand
format with the purpse of allowing the reader to better understand the work done. All

credit for the collected knowledge goes to the respective authors.

2.1Internet of Things

Over the last years, the Internet of Things (IoT) has become an increasingly growing topic
in technolog, political and sociaspheresbecomingmore and mor@opular year after

year as a wide variety of new products based on loT that target the public and not only
the industry become availablé].

This technology is, in a simply way, the interconnectibmarm extensive of networked
products, systems and sensors, that take advantage of the newest advancements in
computing power, electronics miniaturization and network technologies, to offemntew

revolutionarycapabilities that were oraconsidered impogse [1].

2.1.10rigins

The term fAlnternet of Thingso was first <co
inventor, in 1999 to describe a system in which objects in the physical world could be
connectedtoite Al nt er n,edrrendyfthisSexnmissedrtasdésignate situations

in which a series of objects, devices, sensors,oaditharyitems are connected to the

Internet and have sontemputer capabilitiefl].

Even though the term I oT was created in 19¢
the truth is that the concept of interconnecting computers and networks to monitor and

control devices has beenoand for a long timgl]. By the end of 1970, systems that

reliedon telephone lines to remotely monitor the power grid vaéeady a realityl]. In

the 90s, industrial solutions for equipment monitoring and operation become widespread

due to advancements in wireless technologies that allowed Machiiachine (M2M)

scenariog1]. However, nany of these solutins were built on dedicated and clode

networks, and proprietary andustry specific standardsather than oropen Internet



standardsand Internet Protocol (IP) based netwdiks which increased the complexity

and cost of implementation of such solutions.

In 1990, at an Internet confelm® an IPenabled toaster that could be turned on and off

over the Intemet was introducef®], paving the way for other i
overthenextyeasnd ori ginating a robust field of r
object netrwat kinggd he foundati o[hls of todayo:

2.1.2Popularity

The Al nternet of Thingso popularity derives

the evolution and advancements made by ttastry and technologjl]:
1) Low-cost, highspeedand widespread network connectivity;
2) Widespread Ifhbased networking;
3) Superior computing poweit lower prices and better powefficiency;
4) Technology miniaturization;
5) Improvement of data analytics;

6) Growth of cloud computing.

2.1.3The Growth of Devices and Trdfic

As the number of fAthingso connected to the
also rises significantly. Cisco estimates that Internet traffic generated by these devices

will rise to just about 70% in 2019, also forecasting that the nuoild2M connections

will also rise to 43%1]. These numbers will continue to grow as the number of smart,
connected devices continues to increase, b e
connected d the Internet by 203(Q3] generating data thabT applications use to

aggregate, analyze and deliver insight, helping drive more informed decisions and

actions.



2.1.4Communication Models

In March 2015, a guiding architectural document for networking of solgetts (RFC
7452)[4] was released by the &rhet Architecture Board (IAB) with the purpose of

outlining the four most common communication mededed by IoT devicd4] [4]:
1) Deviceto-Device:

The deviceto-device communication model represents two or more devices that
directly communicate with ehcother, rather than through an intermediary

application server. The devices can communicate over many type of networks,
including IP networks, however the communication is more often established

using Bluetooth, ANVave or ZigBee, as shown igure 2.1

> <—>{B

v
WIRELESS NETWORK
Light Bulb Bluetooth, Z-Wave. Light Switch
Manufacturer A Zigbee ' Manufacturer B

Figure 2.1 Exemple of Devicto-Device Communication Pattern (Based on Sourfgsf4])

This model is commonly used in home automation systems or similar, which use
small data packets to communicate kesw devices with low data requirements,

e.g. light bulbs, light switches, thermostats, door locks and some appliances.

This approach illustrates many of the interoperability challenges to be presented

in SubSection 2.1.7An Internet Engieering Task Foee (ETF) Journal article
describes, Athese devices often have a d
in security and trust [mechanisms], but they also use depeeeific data models

that require redundant development efforts [by device manufacsifbh

meaning that manufacturers need to invest time and money to implement device

specific data formats rather than use oggpr@aches that empower standdadia

formats.

On the other hand, this situatimem | i mi t

devices of different manufacturers use different protocols that are not compatible,
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forcing the user to select a family of devices that employ a common protocol
and/or are all of the same manufacturer. Although, the user can also benefit from

knowing that products within a family tend to communicate well.
2) Deviceto-Cloud:

In this communication model, the devices connect directly the Internet, more
precisely to a cloud service like an application provider to exchange data and
control traffic. This modetakes advantage of already existing Ethernet cFWi
networks to establish a connection between the device and the cloud, as shown in
Figure 2.2

APPLICATION
SERVICE PROVIDER
example.com

d HTTP

DTLS TLS
UDP TCP '
P P co
Device with Device with Carbon
Temperature Sensor Monoxide Sensor

Figure 2.2 Example of Devicéo-Cloud Communication Patte (Based on Sourcefl] [4])

This model allows the device to send relevant data to a cloud database where the
data can be analyzed and provide relevant information to the user. It also enables
the user to obtain remote access to their device via amad app or Web
interface, allowing also the manufacturer to update the software/firmware of
device. These or similar cases, add value to the user by extending the

functionalities of the device(s) beyond its native features.

Once again, like the model loe€, interoperability challenges can arise when
attempting to integrate devices of different vendors. Usually the devices and the
cloud service are of the same manufacturers, limiting the user choice, even more
if the proprietary data protocols are usedctammunicate to/from the cloud
service. At the same time, users can generally have assurance that devices

designed for the specific platform can be integrated seamlessly.



However, there are also opensource solutions like FIWARE that allow the
integrationof devices that use different communication protocols, by translating

these protocalto one used internally by FIWARE.
3) Deviceto-Gateway:

In this communication model, the device connects toAaplicationLayer
Gateway(ALG) as a channel to reach bbed service. This gateway acts as an
intermediary between the device and the cloud server, providing enhanced
security and other functionalities such as data or protocol translation. The model
is shown inFigure 2.3

APPLICATION
SERVICE PROVIDER
example.com

IPv4/v6
LOCAL GATEWAY
4 HTTP
DTLS Bluetooth Smart TLS
UDP IEEE 802.11 (Wi-Fi) TCP
IPv6 IEEE 802.15.4 (LR-WPAN) IPv6 co
Device with Device with Carbon
Temperature Sensor Monoxide Sensor

Figure 2.3 Example of Devicto-Gateway Communication Patte(Based on Sourcefl] [4])

This model is often found in consumer devices, being the most common case, a
smartphone acting as a gateway to a device, e.g., fitness band commsumiitate
the smartphone running an app that relays the information to the cloud service.

This communication model is also usually used as a bridge when integrating new

devices into a legacy system not natively interoperable with.



The downside of this apprdads that the development of the gateway increases

the complexity and cost of the system.
4) Back-End Sharing:

This communication model, denotes a communication architecture that enables
users to export and analyze devices data from a cloud service in coharbimigh

data from other sources, also allowing sharing uploaded data with third parties.

This architecture allows the data collected from I0T devices to be aggregated and
analyzes in the cloud, also allowing the users to move their data when switching
between 10T services, breaking down the traditional data silos. This model also

tries to achieve interoperability between ba&eid systems. A representation of

this architecture is shown Figure 2.4

APPLICATION
SERVICE PROVIDER
b-example.com

APPLICATION ATTPS

e SERVICE PROVIDER OAuth 2.0

CoAP example.com &JSON
or

. HTTP
Light Sensor APPLICATION

SERVICE PROVIDER
c-example.com

Figure 2.4 Example of BaclEnd Data Sharing Patter(Based on Sourcefl] [4])

2.1.5Security

Guaranteeing the security, reliability, resilience and stability of Internet applications and

services is critical to promoting trushd use of the Interngt].

Internetusers need to have the guarantee that the Internet, its applications and devices
linked to it are secure enough to use it, and the Internet of Things is no different in this
aspect, as security in I oT is dendgrpnmgnt | i nked

[1]. | f peopl & thdircconbectedlmevicas and snformation are secure from



misuse or harm, the trust and reluctance in using the Internet and its services starts to
spreadl], e.g., Facebook and Cambridge Analytic scandal i3 §8J1 Ensuring security
in loT products and services should be a top pri¢tity

As the number of connected devices to Internet increases, new opportunities to exploit
potential security vulnerabilities arise. Badly designed devices can expose dudh to t

by leaving data streams inadequat®igtectedfailing or malfunctioning devices can also
create security hold4]. These problems are just as crucial for the devices in the Internet
of Things as they are for the computers that have been the etsdpioihe Interneand

should be taken serious]f]. Although due to the need of creating I0T devices with

competitive cost and the technical constrai

adequately design security features into them, origigasecurity and lontgerm

maintainability vulnerabilities greater that their computer counterfigrts

When combining the security design deficiencies in IoT devices with the sheer number
of these devices that continues to grow from day to day, couftiatgto the highly
interconnected nature of such devices, every poorly secured device that is connected
online affects the security and resilience of the Internet glodgllg.g., DoS attacks that

used millions of IoT deviced].

Therefore, securingll devices should be considered a critical issue, has the number of

essential services that depend on these devices in¢i¢ase

2.1.6Privacy

The Internet of Things is frequently referred to as a large network of semsbled
devices that collect data alidhe physical world, which often includes data related to
peoplefl]]. Thi s data often provides a benefit
also to the manufacturgt]. lIoT data collection and use becomes a privacy consideration
when the obseerd individuals have different privacy outlooks about the use and scope of
that data than those of the data colle{idr

Benign collection of data and combination of IoT data streams can also jeopardize
peopl ed §l]. phe com@natypn and correlati of several data streams is more
invasive as a detailed digital profile of an individual can be easily created, in contrast to

a single IoT data stream. It becomes particularly critical when 10T devices produce

t

(0]



additional metadata like time stamps andlgeation information, which add even more

detail to the user profilEl].

There may also be situations in which gsgenot aware that an loT device is collecting

data about the individual and potentially sharing it with third pafigsAn individual

may be in the presence of such devices without knowing that their conversations or
activities are being monitordd], e.g.,Samsung smart TVs recorded audio without the

users knowing8]. Although these features can be of benefit to an informed usgr, the

can also pose a privacy problem for those

influence on how the collected data is ugHd

The privacy concerns that come with the widespread of 10T must be addressed as they
have 1 mpl i cat i orighdsamdrhe fustpyd dne the Intdrfigts i ¢

2.1.7Interoperability and Standards

Interoperability is the core value of the Interr@esthe Internetan only work if connected
systems are able to understand each other, meaning using the same protocols and
encodingg1]. It is soimportantthat the early Internet workshops for equipment vesmdor
wer e cal | ealso lfeingitheggoabgh thedentire Internet Standards created and
published by théETF [1].

Interoperability is also the basis of the opeteinet as larriers purposely erected to
impede the exchange adftacan denyusers the ability to connect, speak, share and
innovate[1]. Environmentsin which users are onbllowedto useaselectsubset of sites
and services, can considerably lesgen gocial, political and economic benefits of the

access to thevhole Internet[1].

In theory in a fully interoperable environment, any loT device would be able to connect
andexchange dataith any device or system, however, reatislly interoperabilly is
complex, as it happens in varying degrees at different layers within the protocol stack
used[1]. Additionally, completeinteroperability transversely is not alwapsssible
requiredor wanted and if forcefully imposed, could provide deterrentsifarestment

and innovatiorjl].

Ignoring the technical aspects, interoperability has an enormous effect on the economic

impact of IoT [1]. Device interoperability, if weltlefined and welfunctioning,

10



encourages innovation and provides efficiencies feicéemanufacturers, increasing the
value of the loT markdftl]. Additionally, the implementation of current standards and

development of new open ones, higlgserentry barriergo the IoT world[1].

There are also some companies that see compettivestrategicadvantages and
incentives in building proprietary systems and having a curated environment, however

economic opportunities may beamperedn a marketplace of silgd].

Also, from the point of view of users of IoT devices, interoperabilitiputd be a
fundamental value, as it facilitates the choice of devices with the best features at the best
value and integrate them to work togetfigr Customers may hesitate to buy I0T devices

and services if there is inflexibility in integrating devicbgh ownership complexity,

vendor lockin or fear of deprecain due to changing standard$. [

TheFigures 2.5, 2.6 and 2show the vast Internet of Things world, as of 2018, divided
by three main groups: applications, platforms and building block&se figures

demonstrate why interoperability and standards are imperative.
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2.2FIWARE

In 2011, the Internet had almost two billion users, The European Csiamiaunched

a u300 millli

on

Future

| n t-RPP)rwéhtthe Bhjebtil/ei ot

Pr

increasing and sharing the social and economic benefits of the future Internet with
consumers, citizens, private and public secfp®. The FIPPP devieped FIWARE,

which combined the best existing technologies to create an opensource platform of

componentghat could be used to develop smart applicatift®]. The FIPPP also

assisted entrepreneurs, startups, companies, researchers, engineers aridsagsidgm

the FIWARE components from the investigation and innovation stage up to the market

ready stagglO].

In 2016, five years later, the Internet had more than 3.75 billion users and hundreds of

startups and dozens of municipalities in Europe weeady using FIWARE to provide

advanced digital services and smart apps, develop faster and at lower cost, since FIWARE

avoids vendor locln, removes commercial and technical barriers, and is based in

standard open service platform compon¢hig.
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In autumn 2016, four big companies, Atos, Engineering, Orange and Telefonica launched
the FIWARE Foundation, an open body within the FIWARE Community, with the intent
of promoting, augmenting, protecting and validating the FIWARE brand and its
technologies (FIWAR Platform)[10] [11]. The founding members were soon joined by
others,(e.g.,companies, cities, institutions and individual contributors who wanted to
support FIWARE Communit{10] [11]). The Foundation is financed by its members and

funds received forarticipation in several H2020 proje¢i<].

Currently the FIWARE Foundation has become the main interlocutor between the
opensource developer community, the industry and the end users in different vertical
busines$10].

2.2.1What is FIWARE
FIWARE can be edly definedas the opensource smart solution platform of chidigg

The FIWARE Community is an independent open community devoted to the FIWARE

mi ssi on: Ato build an open sustifeeiand bl e ec
implementatiordriven softwae platform standards that will ease the development of new
SmartApplicationsi n  mu | t i [2].dheLenumuroty hastas founding principles:

Ai ndependence in decision makinf. openness,

The Community is formed byoatributors to the FIWARE Platform and by those who
contribute in building and making the FIWARE ecosystem sustainable, committing
resources in FIWARE Lab activities or activities of FH®VARE AcceleratorFIWARE
Mundusor FIWARE iHubsprogramq12].

The FIWARE Platform provides a set of public and roydlse Application
Programming Interface@PIs) that facilitate the development of smart applications in
vertical sectors. In addition, an opensource reference implementation of every FIWARE

component iglso freely availabl§l2].

The FIWARE Community is structured in such a way that encourages all forms of
contributions and provides safeguards in case the balance between the members of the
community is losf12]. The Community is organized in three tesafIWARE Chapters,

Technical Committees, responsible for activities of technical nature, and Ecosystem

14



Support Committees, responsible for ftenhnical activities related to the FIWARE
Accelerator, FIWARE Mundus and FIWARE iHubs progrdd).

2.2.1.1FIWARE L ab

FIWARE Lab is a norcommercial sandbox environment where members of the
FIWARE Community can research, experiment and test the FIWARE technologies as
well as their applications, making use of Open Data published by cities and other
organizations[13]. The Lab isset up over ageographically distributed network

of federated nodes leveraging anaample varietyof experimental infrastructurg¢$3]. It

is important to note that resources are limited for trial members and unlimited for

members that have approved project by FIWARE.

2.2.1.2FIWARE Accelerate

The FIWARE Accelerator Program has the objective of incentivizing the use of FIWARE
technologies amongst solution integrators and application developers, with special
emphasis osmaltto-Medium Enterprise€SMES and stadups[13].

2.2.1.3FIWARE Mundus

Even thought FIWARE was created in Europe, it was designed from the start with the
objective of going global. The FIWARE Mundus program exists in order win over local
Information and Communications TechnolodZT) players and domain stakeholders
into using FIWARE, ultimatelycooperating with local governments in diverse parts of
the world[13].

2.2.1.AFIWARE iHubs

The FIWARE iHubs Program has the objective of supporting the formation and the
operations of iHubs nodesondwide, eventually creating a network of iHubs that will
play an important role in building the community of developers adopting and contributing
to FIWARE[13].
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2.2.2Powered by FIWARE

The FIWARE Platform is a curated framework of opensource components$) edn be
combined with other thirgharty platform components to hasten the development of smart
solutiong[14].

In every smart solution it is essential to gather and manage context information, process

it and inform external actors, allowing them to at#uend so change or enrich the current
context. The FIWARE Context Broker componen
by FI WAREO solution, as it enables the syst
context as depicted in Figure 2[84].

r»

Data =
Context Information

D —

Figure 2.8 Context Broker ProcesséSource: [L4])

As the core, the Context Broker is in turn surrounded by additional components, which
can supply context data from various sources (e@ustomer Relatiaship Management

(CRM) system, social networks, mobile apps, 10T sensors), support to data processing,
analysis and visualization, or adding support to data access control, publication or

monetizatior{14].

TheFigure 2.%hows an example of a FIWARE refece architecture where it is possible
to visualize the Context Broker surrounded by other components that together form a

system.

3" organizations

SMART INDUSTRY MANAGEMENT SERVICES
Complex Event "%, Bi a2 A A kPl ® = Operati
g B owre (] e OE o,

Bl Plafform Mashup Platform
Processing Engines (Knowage) M (Wirecloud) Connector
(Flink, Hadoop, Spark, Storm...)

History
Data

Stream

FIWARE Context Broker
(Orion)

AP Management
and Biz Framework

IdM & Access Control

IDAS loT Agents IDAS Systems Adapters

System System System System
[ROS-2 interf. e . .
i adapter adapter adapter

Real-time
media processing
(Kurento)

ROS-2 intert.

i [T VTR—
- FIWARE GE

Cyber-Physical Systems (CPS) in shop floor Information systems FIWARE GE module

Figure2.9 Example of a FIWARE Reference Architecture for Smart Industrge($ib])
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All communications between applications (frontend) or platform components and the
Context Broker (together form the backend) are done with the use &\MW&RE
NGSIv2 RESTful API[16], a simple and powerful open standard that in the futude wil
align with theETSI NGSILD [17] specifications that are based and an evolution of the

former, and are currently available for public reviaw].

The open standard characteristic of the FIWARE NGSI API allows developers to port

their applications acrossi f f er ent APowered by FI WAREO pl
a stable framework for future developmdmt]. Also, additional functionalities can

easily be added to a solution by using FIWARE or tpiadty components that comply

to the FIWARE NGSI API. Sice all components comply to the same API, integration is
simplified as all components use the same standard interface, eliminating venelar lock

[14]. The use of FIWARE also allows for rearchitecting solutions according to the user

or business needs, alb BIWARE architectures are modular due to being made up of

independent componerts4].

2.2.3FIWARE Platform Components

As said before, the FIWARE Platform is a curated framework of opensource components,
these components are named as Generic Enablers, @idsjan be assembled together

and with other thirgparty components to build smart soluti¢h8].

Building around thé-IWARE Orion Context Broker Generic Enabler, the core and only
mandatory GE of any i P o wea kcd colestion i WAREO
complementary FIWARE GEs are available, dealing \ji8i:

- Interfacing with the 10T, Robots and thipdirty systems
- Context Data/API management, publication and monetization;

- Processing, analysis and visualization of context information.

All of the availalle FIWARE GEs can be seen in Figure 2.abhough some are still in

incubation
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Real-time Processing of

Context Events
(Perseo*®)

Creation of
Application

Dashboards
(Wirecloud)

Development of
Context-aware
Applications (Orion,
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Cygnus,
QuantumLeap*)
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Cloud Edge hﬁﬁ?ﬁie Context
(FogFlow*) (Knmiage) Analysis
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Analysis, Visualization = .2 Authorization and
= 5! ‘ﬁ Access Controlto
E ag APIs (Keyrock,
< = T1 -
B Core Context Management § § Wilma. AuthZForce)
E‘ (Context Broker) E _Sh Publication and
E N Monetization of
A e - 5 B Context Information
Inter gce to IoT, Robotics, a p,=_=' (CKAN Extensions,
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? & 1 &
OpenMTC*) (FastRTPS*) (Domibus*)

Figure 2.10 FIWARE Generic Enablers (Based on Soar¢e8] [19])

Contrary to the FIWARE Orion Context Broker, the use ofipementary FIWARE GEs

i s not

obl

igatory,

Orion GE and thirgparty componentfl8].

2.2.3.1Core Context Management

The Orion Context Broker, as the core component, allows the managementexdt cont

information in a highly decentralized and lasgmale manner. It also, provides the

as

it i s

possi bl e

t

0]

FIWARE NGSIv2 RESTful API, enabling updates, queries or subscriptions to changes

on context informatiofil8]. This GE only holds the latest information about the cairren

context, however, as context information changes over time it is important to save this

context history18]. For that the following GEs, as part of the Core Context Management

Chapter, complement the Orion Context BraH{e:

- The STH Comet Generic Ellar enables storing a Shdréerm History of context

data (typically months) on MongoDB,;

- The Cygnus Generic Enabler enables managing the history of context, created as

a stream of data which can be injected into several data sinks, including some of

18
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the mat popular databases like PostgreSQL, MySQL, MongoDB or AWS

DynamoDB as well as BigData platforms like Hadoop, Storm, Spark or Flink.

2.2.3.2Interface to I0oT, Robots andThird -Party Systems

Several GEs are available to facilitate the connection with the Intgriiéings, Robots
and thirdparty systems for the purpose of collecting context information or trigger

actuations in response to context updgi8s

- The Backend Device ManagemehDAS Generic Enabler offers a wide range of
IoT Agents which make it e&s to interface with devices using the most widely
used loT protocols:

0 Lightweight Machineto-Machine (LWM2M) over Constrained
Application Protoco(CoAP);

o JavaScript Object NotatiodSON over Hypertext Transfer Protocol/
Message Queuing Telemetry Trapnst (HTTP/MQTT);

o Ultralight 2.0 over HTTP/MQTT;

0 Open Platform Communicatiofgnified Architecturqf OPGUA);

o Long Range Wide Area NetwofkoRaWAN).

The tools to develop custom IoT Agents for specific protocols are also available

for developers.

The following Generic Enablers arat, the date of this documeninder incubation within
this chaptef18]:

- The FastReal Time Publish Subscrid€asRTPS Incubated Generic Enabler
helps to interface with robotics systems, having been adopted as the default
middleware in ROS2 (Robot Operating System 2.0);

- TheOpen Machine Type Communicati@penMTQ Incubated Generic Enabler
IS an open source implementation of the One Maeturidachine (OneM2M)
standard. A northbound interface with the Orion Context Broker rsady

implemented in this GE.
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2.2.3.3Processing Analysis and Visualization of Context Information

Various GEs are available, to ease the processing, analyzing or visualizing of context

information[18]:

- The Application Mashup Wirecloud Generic Enabler, a peviul web mashup
platform which makes it easier to develop operational dashboards highly
customizable by end users;

- The Data Visualization Knowage Generic Enabler, the implementation of
Knowage, a powerful Business Intelligence platform empowering assine
analytics and analytics on context dga@];

- The Streanoriented- Kurento Generic Enabler enables riale processing of
media streams supporting the use of video cameras as sensors, and the integration
of advanced application functions, e.g., insggd audiovisual communications,
augmented reality, flexible media playing, recording;

- The BigData AnalysisCosmos Generic Enabler enablagasy Bigdata analysis

over context information.
The following Generic Enablers awmd,the date of this documeninder incubatiofil 8]:

- The FogFlow Incubated Generic Enabler is a distributed execution framework to
orchestrate dynamic processing flows over cloud and edges;

- The Cloud Messagingg AEON Incubated Generic Enabler provides a
communication channel middleveafor the fast distribution of messages among
entities;

- The Electronic Data Exchang®omibus Incubated Generic Enabler enalihes

exchangef electronic data and documents in a reliable and trusted way.

2.2.3.4Context Data/API Management, Publication and Mortization

The implementation of secure access to the components of a solution architecture is done

using the following Generic Enabldis3]:

- The Identity ManagementKeyrock Generic Enabler provides secure and private
OAuth2 authentication of users anevites, managemenbof user profiles,
safekeeping opersonal data, Single Skgpn (SSO) and Identity Federatiomer

severaladministration domains;
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- The PEPProxy- Wilma Generic Enableznablegproxy functions within OAuth2
authentication schemas aagples Policy Enforcement PoinPEP functions
within an eXtensible Access Control Markup Langu@g&CML ) schema,;

- The Authorization Policy Decision Poi(DP) i AuthZForce Generic Enabler
enforcesPolicy Decision PoiriPolicy Authorization Poin(PDP/PARB functions

within an accesXACML schema
Generic Enablers for the publication and monetization of context data resd@jces

- The Comprehensive Knowledge Archive Netw@@KAN) extensions Generic
Enabler provides several adds permitting to extend cuncapabilities of the
CKAN Open Data publication platform, allowing the publication of datasets
matching righttime context data, the assignment of access terms and policies to
those datasets and the assignment of pricing anggrayse schemas to datése

- The Business API EcosysterBiz Framework Generic Enablprovidesbackend

supportfor Context API/Data monetizatidouilt on TM-Forum Business APIs.

2.3Used loT Protocols

As mentioned before the Backend Device Managem@AS Generic Enabler offers

wide range of 1oT Agents that are responsible for translating the different 0T protocols
used by connected devices to the NGSIv2 API, the only language known by the other
FIWARE GEs. Of all the protocols 10T Agents available (each responsible foeeediff
protocol), only two were considered for this project: lIoT Agent for Ultralight 2.0 over
HTTP/MQTT and loT Agent for LoRa.

2.3.1Ultralight 2.0 Protocol

Ultralight 2.0 is a lightweight textpased protocol designed for constrained devices and

communicatios, whose bandwidth and memory may be limji&H.

2.3.1.1Measure Payload Syntax

The payload send from the devices is composed of a list efdegs pairs separated by
the A|] 06 character, algll.shown in the exampl e
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[1[30[n[60 |

In this example, two athiut es ar e present, one named AtoO
another named Aho with the value of @A600. I
numberdq21].

It is also possible for the device to send a payload with a timestamp, but it is norotally
done as the IoT Agent can add a timestamp to the received messages, reducing the size
of the messagd21] [22].

[2018- 08- 10T00:35:30Z[t]30]n[60 |

The attributes in the messages recgiaee then mapped by the systernthe correct

entities attributedater explained and exemplified.

2.3.1.2Commands Syntax

Commands are messages sent from the IoT Agent to devices, following the format below
[21].

| <device name>@<command name>|<command value>

Example, in which a Robot is commanded to turn right:

| Robot1l@turnjrig  ht |

I n case a command requires parameters, the
[21]:

| Robotl@turn|param1:1|param2:2 |

Since t he character =0 i s a forbidden c h

command will fail and an error message Ww#l returned21].

After receiving commands, the devices shall respond following the format underneath
[22].

| <device name>@<command name>|<result>

Example, of a reply:

| Robotl@turn|Right Ok |

The Ultralight 2.0 protocol defines the measurements and comregnias; however, it
does not specify the transport proto¢dl]. The IoT Agent currently supports two
transport protocol bindings: HTTP and MQTA1]; of the two the MQTT binding was
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chosen due to the existence of a tutorial describing how to configuleTAgent to use
MQTT, and due to HTPP not being the ideal protocol for[R.

2.3.2MQTT

Message Queuing Telemetry Transp@4QTT) is a publishsubscribe messaging
protocol used in the Internet of Thiengs, wh
network bandwidth is limited22]. This probcol has the key characteristié being

bandwidth and power efficief22].

The Ultralight 2.0 protocol can be carried over HTTP or MQ2TI]. HTTP uses a
request/response model where the devices connediylitethe 10T Agent and therefore
simplifies the system architecture when compared to MQTT which uses a publish
subscribe model that is event driven, publishes messages to clients and requires a central
communication point, known as the MQTT Broker, whihesponsible for dispatching

all messages between the senders and the correct receivers, effectively working as a router
[22].

Table2.1 HTTP vs MQTZ2]

HTTP vs MQTT
IoT Agent communicates directly withe IoT Agent communicates indirectly with th

devices (things) devices, via an MQTT Broker
RequesiResponse model PublishSubscribe model
Devices must be always ready to receive . .
Devices choose when to receive messag
messages
High power requirement Low power requirement

Every message published must includepc, that is essentially the routing information
for thebroker[22]. To receive messages, a client must inform the broker that it wants to
subscribe to a Topic, informing the broker to deligs#rmessages with the subscribed
topic to the clienf22].
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Subscribe (Topic)

Publish (Topic, Data)
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A

Publish (Topic, Data)

Publisher

Figure2.11 MQTT Publisisubscribe Model

As the c¢clients onl

y

communi

cat e

over

t

he

allows for highly scalable solutions without dependencies between subscribers and

publishers, as the only shared point of communication is the MQTT Bj2Ker

MQTT also the publisher to select a Quality of Service (QoS) level, thus increasing the

reliability of the commuitations. It is possible to st between tree QoS levels [23]

- QoS O at most once, which guarantees a best effort delivery

- QoS 1i at least once, the message is delivered at least one time;

- QoS 2i exactly once, the message is delivered exactly ome ti

The MQTT Broker used in this project is the Mosquitto MQTT Broker, a readily available

and opensource broker.

In Figure 2.12 and 2.13 is possible to compare how the 10T Devices are connected when

using HTTP and MQTT.

Thing [*----» <----+ Thing
IoT Agent
Thing [¢-----» «----- Thing
{ﬁ k\
¥ N
Thing Thing

Figure2.12 Ultralight over HTTP (Based on Souf2g}])
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Thing |[€-----» € ----+ Thing
I’ k\
l, \l
Thing Thing

Figure2.13 Ultralight over MQTT (Based on Souieg])
2.4 Docker

Docker is an open platform for developing, shipping, and runnipticagions through
the use of environments called containg@4]. The isolation and security offered by

containers allow to simultaneously run several containers on a giverji2Aps8Since
containers are

| i ght wei g ht isor, luening directty int
the host kernel, meaning it is possible to run more containers on a given hardware

requi
combination than on virtual machines (VNB4]. Although it is also possible to run

containers on hosts that are virtual mach[2d$. Figure 2.14ompares a container with
a virtual machine, illustrating the differences between them

CONTAINER

VM
App A App B App C App A App B App C
Bins/Libs Bins/Libs Bins/Libs Bins/Libs Bins/Libs Bins/Libs
Docker Guest OS , Guest 0OS , Guest OS
Host OS

Hypervisor
Infrastructure

Infrastructure

Figure2.14 Containers vs Virtual Machines (Soufe&j)
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2.4.1Docker Engine

The Docker Engine is a clieserver apptation constituted by three key componeats
shown in Figure 2.1R24]:

- A Server called a Daemon process, responsible for creating and managing Docker
objects: images, containers, networks and volumes;

- A REST API, specifies the interfaces that prograarsuse to communicate with
de daemon and direct it;

- A Command Line InterfacéCLI) Client, that uses the REST API in to control
and interact with the Daemon.

container image
I
manages —J
Client
docker CLI
netwark data volumes
| REST API l
manages server manages

docker dasmon

Figure2.15 Representation of the Docker Eng{@®urce[24])
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2.4.2Docker Architecture

Docker operates on a clieseérver architecturas can be seen in Figure 2[28].

(I (g
docker build - ’,)—I D\ockerdaemon - I 2
f . e - o 47—5
docker pull 2| I N ~ %
dOCker‘ run ..--/ '\_\ @ L o-é NGIMNX
. fe /
-\..\‘ 7 ,

Figure2.16 Representation of an Mod&locker Architecture (Source: [R4

The Client (e.g., Docker CLI) communicates with the Docker Daemon, that does all the
work of building, running and distributing the Docker containi@#. Although the

Client and the Daemon can run on the same host, it is possible to connect a Deciter Cli
remotely to a Docker Daemon, as the communication between both is done using a REST
API1 over UNIX sockets or network interfacisl].

2.4.3Docker Images and Containers
Docker Image

A Docker Image is an executable readly template that has everything nesary for
creating a Docker Container: the code, a runtime, libraries, environment variables and
configuration fileg24] [25].

An Image is created using a &erfile, that has all the steps defined in it to create an
Image and run if24]. Each instructin in a Docker files creates a new layer in an Image
[24]. When a Dockerfile is modified and the Image rebuild, only the altered layers are
rebuilt, making the Images lightweight, small and {a4{. It is also possible to build an
Image based on other dyeg24].
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Docker Container

A Docker Container is a runtime instance of a Docker Injagg By using the Docker
APl or CLI a Container can be created, started, stopped, moved and {&téds also
possible to attach storage to it, connect to ndtsyand create a new Image based on the
curren9t state of the Contair[ed].

Although, by default, a Container is well isolated from other Containers and its host, it is
possible to control how i sol ated aa€ont ai ne

from other Containers and the h{3].

It is very important that all vital data used by (or created) a Container is kept in persistent
storage (e.g., storage attached), as any changes to the state of a Container when it is
deleted, disappe§24].

2.4.4Docker Compose

Docker Compose is a tool for defining and deploying rragdtitainer Docker applications

through the use of a YAML Ain't Markup Langua¢éAML ) file, named Ad
compose.yml o, which contains al [26].tThi®e conf i

allows for the creation and starting of all services with a singlenenand: -fidocker

compose.upo [ 26]

version: "3"
services:
mosquitto: a Container 1
image: eclipse - mosquitto
hostname: mosquitto
container_name: mosquitto
expose:
- "1883"
- "9001"
ports:
- "1883:1883"
- "9001:9001"
volumes:
- ./mosquitto/mosquitto.conf:/mosquitto/config/mosquitto.conf
networks:
- default

Container 2:
é
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2.5MongoDB

MongoDB is a crosglatform, d@umentoriented database which offers high
performance, high aability and scalability [2]. Data is stored idavaScript Object
Notation JSON like documents that provide a flexible way of storing data, as fields can

vary from document to document atié data structure can be changed if ne¢2egd

A Graphical User InterfacéGUI) for MongoDB, named MongoDB Compass is also
available, allowing the visualizatiaand management of databaseq.[29

2.6 Hardware

This section contains some information abolutrocontrollers, sensors and actuators,
with the purpose of helping the reader unde

later used in this work.

2.6.1Microcontrollers

Microcontrollers were created with the purpose of serving as the base of embedded
systems, that is, systems that work without interruption and human intervention, and
therefore are a very useful tool to control something with low resourcdg. [6
Microcontrollers have a great flexibility in the creation of software and in the
developmenbf the hardware that surrounds it, taking advantage of the communication
between botifi30].

2.6.1.1Microcontroller Basic Architecture

Just like a computer, a microcontroller is made up of several components (modules), that
while in a computer are separated andible, and can be easily replaced, in a
microcontroller these modules are all concentrated in a small encapsulation (a chip), thus

ensuring the basic operation of the microcontroller.

A microcontroller typical consists of several modules: memory @eittral Processing
Unit (CPU), BUS, Input/Outputl/O) ports, serial communication ports, timers, Analog
to-Digital Converter(ADC) [30]; ascan beseen inFigure 2.17 which represents the

general block diagram of a microcontroller.

29



< Timer 1
I'gmptls > ROM RAM EEPROM
ontro < Timer 2
A J
Specific
CPU BUS Interfaces
“ “ l l l l l
Oscillator BUS Serial
Controller b Port
PO P1 P2 P3

Figure2.17 Basic Architecture of a Microcontroller (Based on So{B6@):

The memory module consists of two types of memories: the -Read
Memory/Electrically Erasable Programmable R€ady Memory (ROM/EEPRON)
memory, in wich is saved all the critical and essential data when the power is turned off,
and theRandomAccess MemoryRAM) which contains all the data used by a program
(kept in the ROM/EEPROM) during its executif80]. This data is temporary and not
crucial for he operation of the microcontroller and therefore no damage is done when the
power is turned off and the RAM eraq&@)].

The CPU is the brain of the microcontroller, being capable of multiplying, dividing,
subtracting summing, and managing the contentghef memories. The CPU is

interconnected with the memory and all other modules via the[BQJS

The BUS is a group of 8, 16 or more transmission lines, that interconnects all modules

inside the microcontrolldB0].

The Serial Communication module has fimection of allowing communication with the
outside[30]. This communication is usually done \adJniversal Serial BugUSB), a
Recommended Standard 2325233 port,anEthernet port or WFi [30].

The 1/O ports are used to connect external componemite tmicrocontrollers, therefore

extending the capabilities of the microcontro[l&d].

Timers are configurable counters whose register value increases a unit in a fixed time

interval, saving its value during the time instants (T1 and T2) then calgu @i
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difference, thus obtaining the amount of elapsed ti@@. Timers can provide
information about time slots, protocols used and generate signals, nameh\Ritlse

Modulation(PWM) signals, widely used in motor speed confsd].

The ADC has théunction of converting analog input signals into digital output signals.

2.6.25ensors

Sensors are devices whose behavior changes under the influence of a physical property,
originating directly or indirectly a signal that indicates this greatf@ss When tley

operate directly, they convert a form of neutral energy and are therefore called
transducerghose that operate indirectly alter their physical properties, such as resistance,
capacitance or inductance, under the action of a magnitude of more omjgsgipnal

[31].

Sensors are fundamental for the I nternet
placed in a medium where measurermanéto be carried out, converting the measured
quantity into an electrical signal, which is then processedigifire@onditioning circuits.

After the treatment, the signal is read by a microcontroller programed for the effect and
sent through the Internet to the system, thus allowing the monitoring and automatic

control of the quantities in question.

2.6.2.1Sensors Classitation

Sensors can be divided into three distinct classes: passive and active sensors, both analog,

and digital sensof81].

Passive sensors are characterized by the occurrence of impedance variations when a
variation of the measured quantity occld%]. These sensors can be resistive, capacitive,
inductive and differentidi31].

Active sensors are characterized by directly harnessing the energy of the process to be
measured31]. These sensors can be thermoelectric, pyroelectric, photovoltaic and

electomagnetid31].

Digital sensors allow the measurement of discrete quantities such as counters and devices
with frequency outpuit31].
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2.6.2.2Passive Sensors

Resistive sensors are characterized by having a resistive output, which may have a linear
variation, e.g.potentiometers and Ligl2ependent ResisterLDRS), or a norlinear
variation, e.g., resistive temperature sensors and force s¢diksprEigure 2.18 displays

a LDR.

Figure2.18 LDR (Sourcg32])

In the case of capacitive sensors, its output variation is capacitive similar to a variable
capacitor, and its therefore an alternative to resistive sensors due to its high resolution,
stability and immunity to temperatuf@l]. These sensors are used to meadinear or
angular displacements, distances, liquid level and moisture, being usually used in the
detection of failures in industrial manufacturing procgs. Figure 2.D shows two

capacitive sensors.

Figure2.19 Capacitive Sensors (Sourf3L])

Inductive sensors are characterized by having an inductive output, similar to a variable
coil, as they internally consist of a conductive coil, which may have a core, where the
passage of variable electricroent in time produces a magnetic field, also variable in
time[31]. These sensors are used to measure displacements, as they have high sensitivity,
resolution and repeatability31]. Figure 2.20 displays several inductive sensors with

different shapes.
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Figure2.20 Inductive Sensors (Sour§&l])

Pressure sensors are intended to measure low pressure, presenting the result in the form
of voltage[31]. This sensor varies its resistance because of a forag bpplied on it,

thus having a linear variatiof81]. The sensor works by having as reference the
atmospheric pressure outside the outside the environment of the system to be measured,
and the other pin inside the system environnf@&hit When a positiv@ressure is applied

to the inner pin, the differential voltage increases linearly, however if the pin is in a
vacuum system the differential voltage decreases lin¢atly Figure 2.21 displays a

pressure sensor.

Figure2.21 Pressure Sensor (Sourf&t])

2.6.2.3Active Sensors

Active sensors behave like generators, producing an electric signal through when a
physical phenomenon is detecti3l]. Below are some of the most common active

Sensors.

The main charactistic of electromagnetic sensors is the variation of the magnetic field,

which reflects the variability of the measured physical property, without influencing the
sensorinductand8l]. These sensors are based on Far ad
there is a relative movement between the conductor and a magnetic field, an electromotive

force appears in the conducifBd]. Figure 2.22 shows an electromagnetic sensor.
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Figure2.22 Electromagnetic Sensorai@ce:[31])

Thermoelectric sensors, provide the required temperature control in industrial and
commercial process¢81]. To carry out the control, this type of sensor equips a device
called Thermocouple, whose operation is based on three effects: dheckeeffect,

which states that different temperatures cause an electric current, the Peltier Effect, which
states the heating or cooling of a junction when traversed by a current, and the Thompson
Effect, which states the absorption or release of a honeoges conductor with an
inhomogeneous temperature when run by a curf@ii. The operation of a
Thermocouple consists of the use of a circuit with two distinct metals joined by two
junctions, so that if one of the junctions is maintained at a referanpetature, the other
junction will serve as a measurement junction, thus converting thermal energy in
electricity[31]. The Thermocouple, as showrHigure 223, has the advantages of a large
measuring range, a rapid response to temperature variatiogoaadreliability [31].
However, the maximum supported temperature must be lower than the semiconductor

melting temperaturf81]. Figure 2.23 shows a thermocouple.

Figure2.23 Thermocouple (Sourcg1])

Piezoelectric sensors operation id based on the piezoelectric effect, present in some
metals, which consists in the appearance of a potential difference between opposite faces
of a metal when submitted to mechanical ten§sdr). However, the piezoelectridfect

is reversible when a tension is applied between the opposing faces of the material, causing

a deformation there@81]. This effect can be applied to both actuators and sensors, being
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applied force, pressure, acceleration, humidity and ultrasonsoisf1]. Figure 2.24

shows a pair of piezoelectric sensors.

Figure2.24 Piezoelectric Sensors (Souf@4])

Pyroelectric sensors operation is based on the pyroelectric effect that occurs in crystalline
materials when subjected to a temperature variation, which originates surface electrical
chargeg431]. This type of sensors works similarly to piezoelectric sensors, but instead of
being made of a metal, these have a polarized pyroelectric crystal witim&tad
electrodes on opposite fackx]. The sensors generate a charge due to changes in its
temperature because of incident infrared radigBdh These sensors can be used in the
detection of thermal radiation at room temperature, -cwriact temperate
measurement (pyrometers) and temperattiggered alarm systeni81]. Figure 2.25

displays a pyroelectric sensor.

Figure2.25 Pyroelectric Sensor (Sourf#t])

2.6.2.4Digital Sensors

Digital sensors are theasiest to use as they only have two logic states, 0 or 1, e.g.,
switches, microswitches, buttons and position switcf#d3. Figure 2.26 shows a

microswitch.
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Figure2.26 Microswitch (Sourcg33])

2.6.3Actuators

Actuators are devices capable of converting electrical, hydraulic or pneumatic energy into
mechanical energjB84]. Through transmission systems normally composed of shafts,
chains or gears the mechanical energy generated by the actuators is setevmthat
needs to be movefB4]. The actuators can be divided into four groups: hydraulic,
pneumatic, electromechanical and signalg4g.

Hydraulic actuators are components driven by moving fluids compressed at high
pressures, usually pressurized, evhereas pneumatic actuators use compressed air
which, when it is at high pressures, assumes the characteristics of[@4luidydraulic
actuators have the form of linear cylinders to generate linear movements whereas the
pneumatic actuators can take form of linear cylinders, which internally have a piston,

or rotating cylinders that have a fin, to provide angular displacements, as seguren
2.27[34].

Cylinder Flipper

Fluids Hole
Piston

Piston Rod Cylinder

Figure2.27 Internal Schema of ActuatorBdsed on Sourcf84])

Hydraulic actuators have the advantage of allowing continuous and precise control of

movement and speed due to the incompressibility of the fluid used, but they have the

36



disadvantage of being very difficult the exerted force, whelempneumatic actuators
have the advantage of allowing smooth movements, are simple to control and
inexpensive, having the disadvantage of having little stiffness due to the compressibility
of the air and being imprecig@4].

Electromagnetic actuatorisave a wide variety of models and types, sucAlesnating
Current(AC) motors,Direct Curren{DC) motors, servomotors and stepper mof8d.

Electric motors in general have the advantages of having a great diversity of
manufacturers and models, whessociated with sensors, they can be used both to control
something (e.g., open a valve) and are easy to control, using signals such as PWM signals
and H bridges.

DC Electromagnetic Motors, are relatively compact and have a torque that is kept
constant with the speed variation of the motor, however these reach a greater mechanical
efficiency if used at high speeds, as such, usually gears are used to reduce the generated
output speed without changing the working speed of the engine, which also has the effect

of increasing the motor forcas can be seen in Figure 2[28].

Figure2.28 DC Motor with Gears (Sourda5])

AC Motorsare highly used in industrial applications, especially in linear motors, which
are motors that generate linear motion without the use of gears or motion control
mechanism$34]. In Figure 229 it is possible to observe AC linear actuators of various

sizes.
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Figure2.29 AC Motors (Souec[34])
Luminous Signals, encompass all components whose purpose is to inform or illuminate,
e.g., Light Emitting Diode (LEDs), displays, lamps.

LED is a semiconductor of-p junction that when subjected to an electric current emits
visible light when onnected correctly, to emit light a led must be polarized directly, such

as shown irFigure 230, otherwise the LED can burn.

Reflector

Semiconductor
Wire Bond
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// Cut Cut
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Figure2.30LEDs (Based on SourSs8])
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Chapter 37 Universal loT System Powered § FIWARE

The development of this project happened in two phases, from the end of 2017 to May of
2018 and then to the end of July.

In the first phase of development, enormous difficulties were encountered due to poor
documentation about FIWARE and nonexmste of tutorials to show how to combine the

FIWARE Generic Enablers. At the time, the existing some of the documentation was
outdated, contained dead l i nks, and di dno
documentation about the Orion Context Broker Gertemigbler that had some examples

explaining how to work with it. The existence of documentation in different places,

FIWARE webpage, FIWARE and Telefonica GitHub, and Generic Enablers individual
ReadTheDocs webpages, and with different versions betweenaHerm 0 di dn ot h e
However, it was clear that the use of Docker was necessary and the simplest way of using

the FIWARE technologies, being also the needed to meet the requirement of delivering

the work done.

In the second and last phase of developmenighw$tarted with the attendance of the
FIWARE Global Summit 2018 in Porto {{8and 9" of May) and sessions aimed at
developers which made it possible to better understand FIWARE and related
technologies. It was also announced at this Summit that a cafientt introductory
tutorials to FIWARE were being created. These tutor[8[8] [38] proved to be
fundamental to the development of this project, having finally allowed to understand the
FIWARE technologies and how to connect and interact with the FIWBEE, due to

the explanations being done stapstep.

In the following months after the Summit, a new FIWARE webpage was released with
better information, the documentation about the FIWARE technologies was also
improved, although it continues to be aviliéin different places, it is now the same in

all. New tutorials have been added, and existing ones are continuously updated.

This chapter contains the system architecture diagram, a description of each of the
FIWARE Generic Enablers used, and the testedo the system.
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3.1 System Architecture

Based on the available tutorials, mainly on the ones about Orion Context Broker, loT

Agents and Historic Management, it was put together thersyatehitecture seen in

Figure 3.1
- —>
Frontend Backend
8666:8666 v
g c _27017:27017 STH-
yen Comet
F 3
5080:5080 5050:5050 27017:27017
v A J
cURL or Orion
» Context >
Postman 1026:1026 27017:27017
Broker
MongoDB
F 3
4041:4041
Ultralight 27017:27017
2.0IoT [«
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______________ \
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Thing [€¢----» Mosquitto [€ ™~~~ Thing
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I \
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¥ |
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Figure3.1 System Architecture Block Diagram

The backend part of the system is made up of four FIWARE Generic Enablers: Orion
Context Broker, Cygnus, SFBomet and the Ultralight 2.0 loT Agent; a MongoDB and
a Mosquitto MQTT Broker angeveral I0T devices (Things).
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As there was not enough time to develop a frontend webpage or application, it is instead
used cURL commands or the Postriz®] program (used to test and develop APIs), that
allows to send commands just like cURL and vis@atize responses in a pretty way,
instead of raw. This allows to simulate the interactions that the frontend would have with
the backend.

3.1.10rion Context Broker

The FIWARE Orion Context Broker Generic Enabler is a C++ server implementation of
the FIWARE NGSV2 REST API binding that allows the management of context

information (updates, queries, registrations and subscriptions) and is avai[dbBility

Orion relies on MongoDB to keep persistence of the context data such as data entities,
subscriptions and regjrations[41].

3.1.1.1Data Model Guidelines

Although the structure of each data entity within a context can vary according to the use
case, the common structure of each entity type should be standardized to promote reuse
[41]. The full FIWARE data model guitlees [42] are extensive therefore only the

following recommendations are presented Héié:

- The value fields of context data may be in any language, but all attributes and
types must be in American English;

- Entity types names must start with a Capiedidr;

- Entity IDs must follow the NGSLD guidelines: urn:ngsi - Id:<entity -
type>:<entity -id> . This guarantees that every ID is unique;

- Data type names must reuse schemd48pdata types when possible;

- Attribute names must use camel case syntax, e.get&ddress;

- Location information must be defined using address and geographical
coordinates;

- Geospatial properties must be GeoJJOH.
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3.1.1.2Service Health

To check if the Orion Context Broker is running, the following HTTP request is used
[41]:

| curl - X GET 'http://localhost:1026/version’

Expected response:

{
"orion"; {
"version": "1.12.0 - next",
"uptime": "0 d, 0 h, 3 m, 21 s",
"git_hash": "e2ffla8d9515ade24cf8d4b90d27af7a616c7725",
"compile_time": "Wed Apr 4 19:08:02 UTC 2018",
"compiled_by": "root",
"compiled_in"; "2f4a69bdc191",
"release_date": "Wed Apr 4 19:08:02 UTC 2018",
"doc": "https://ffiware - orion.readthedocs.org/en/master/"

3.1.1.3Context Data Creation, Update, Delete

HTTP request to create context data, in this case an example entity of the Stqdd jype

curl -iXPOST \
‘http://localhost:1026/v2/entities’ \
-H'Content - Type: application/json' \
-d’
{
"id": "urn:ngsi - |d:Store: 001",
"type": "Store",
"addre ss":{
"type": "PostalAddress”,
"value": {
"streetAddress": "Bornholmer StralRe 65",
"addressRegion": "Berlin",
"addressLocality": "Prenzlauer Berg",
"postalCode™: "10439"
}
3
"location”; {
"type": "geo:json",
"value": {
"type": "Point",
"coordinates": [13.3986, 52.5547]
}
I3
"name": {
"type": "Text",
"value": "Bosebricke Einkauf"
}
}I
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It is possibleo create several entities at once using the same rd4Ggst

curl  -iXPOST \

'http://localhost:1026/v2/op/update’ \

-H'Content - Type: application/json' \

-d '{

"actionType":"APPEND",

"entities™:[

{

"id":"urn:ngsi - Id:Shelf:unit001", "type":"Shelf",
"location™:{

"type":"geo:json”, "value":{
"type":"Point","coordinates":[13.3986112, 52.554699]}

3
"name":{
"type":"Text", "value":"Corner Unit"
3
"maxCapacity":{
"type":"Integer”, "val ue":50
}
3
{
"id":"urn:ngsi - Id:Shelf:unit002", "type":"Shelf",
"location™:{

"type":"geo:json","value":{"type":"Point","coordinates":[13.3987221,
52.5546640]}

}

name":{
"type":"Text", "value":"Wall Un it 1"
}

maxCapacity":{
"type":"Integer”, "value":100
}
}
]

y

Update Context Data

This request updates the price attribute of the Product 001 [ty

curl -iXPATCH \

-- url 'http://localhost:1026/v2/entities/urn:n gsi -
Id:Product:001/attrs' \

-- header 'Content - Type: application/json' \

-- data'{

"price":{"type":"Integer", "value": 89}
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Delete Context Data

This request deletes the Product 010 eif/i6y.

curl - iXDELETE \
-- url 'http://localhost:10 26/v2/entities/urn:ngsi - Id:Product:010'

Although is section contains some of the most basic operations that can be done to manage
context information, more complex operations are also availptfig like batch
operations.

3.1.1.4Context Data Relationships

Athough MongoDB doesnét support relationship
Broker can emulate SQL like relationships through the use of refergtgesiowever

data integrity is not guaranteed (e.g., it is possible to make a reference to anrihexiste

entity).

One-to-Many Relationship

The following example associates shelfs to stptbk

curl  -iXPOST \
'http://localhost:1026/v2/op/update’ \
-H'Content - Type: application/json' \
-d
"actionType":"APPEND",
"entities":[
{
"id"  :"urn:ngsi - |d:Shelf:unit001", "type":"Shelf",
"refStore": {
"type": "Relationship",
"value": "urn:ngsi - |d:Store:001"
}
3
{
"id":"urn:ngsi - Id:Shelf:unit002", "type":"Shelf",
"refStore": {
"type": "Rel ationship",
"value": "urn:ngsi - Id:Store:001"
}
b
{
"id":"urn:ngsi - Id:Shelf:unit003", "type":"Shelf",
"refStore": {
"type": "Relationship",
"value": "urn:ngsi - Id:Store:001"
}
3
{
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"id":" urn:ngsi - Id:Shelf:unit004", "type":"Shelf",
"refStore™: {
"type": "Relationship",
"value": "urn:ngsi - Id:Store:002"
}
h
{

"id":"urn:ngsi - Id:Shelf:unit005", "type":"Shelf",
"refStore™: {

"type": "Relat ionship",

"value": "urn:ngsi - Id:Store: 002"

}
}
]

y

Many-to-Many Relationships

The following example associates an item to several erdtigds

curl  -iXPOST \

'http://localhost:1026/v2/entities’ \
- H'Content - Type: application/ json" \
-d '{
"id": "urn:ngsi - [d:Inventoryltem:001", "type": "Inventoryltem”,
"refStore": {
"type": "Relationship",
"value": "urn:ngsi - Id:Store:001"
}l
"refShelf": {
"type": "Relationship",
"value": "urn:ng si - Id:Shelf:unit001"
}

",refProduct": {
"type": "Relationship",
"value": "urn:ngsi - Id:Product:001"

}1
"stockCount"{

"type":"Integer"”, "value": 10000
}

helfCount":{
"type":"Integer”, "value": 50
}

3.1.1.5Context Data Querying
By ID

This query returns all the entity fiel{(45].

cul -G -XGET \

- d 'options=keyValues'

'http://localhost:1026/v2/entities/urn:ngsi - Id:Store:001'
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By Type

This query returns all entities whose type is S[4E.

cul -G -XGET \
'http://localhost:1026/v2/entities’ \
- d 'type=Store' \
- d 'options=keyValues'

By Comparing the Values of an Attribute

This query returns all entities of the Store typeated in the Kreuzberg distript5].

cul -G -XGET \
'http://localhost:1026/v2/entities’ \
- d 'type=Store' \
- d 'g=address.addressLocality==Kreuzberg' \
-d 'options=keyVal uesbd

By Comparing the Values of a Geo:Json Attribute

This query returns all entities of the Store type within 1.5Krthe given coordinates
[45].

cul -G -XGET \
‘http://localhost:1026/v2/entities' \
- d 'type=Store' \
- d 'georel=near;maxDistance:1500' \
- d 'geometry=point’' \
- d 'coords=52.5162,13.3777"

Reading from Child Entity to Parent Entity

This query eturns the Store entity to which the Shelf 001 entity is reldted

cul -G -XGET \

'http://localhost:1026/v2/entities/urn:ngsi - Id:Shelf:unit001' \
- d 'type=Shelf' \
- d 'options=values' \

- d 'attrs=refStore’

Reading from Parent Entity to Child Entity

This query returns all Shelfs associated with Store[@B]JL

[curl -G -XGET \ |
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'http://localhost:1026/v2/entities’ \

- d 'g=refStore==urn:ngsi - Id:Store:001' \
- d 'options=count’ \

- d 'attrs=type’ \

- d 'type=Shelf'

Reading from a Bridge Table

This query returns all Stores selling the Product[@8].

cul -G -XGET \
'http://localhost:1026/v2/entities’ \
- d 'g=refProduct==urn:ngsi - Id:Product:001' \
- d 'options=values' \
- d 'attrs=refStore’ \
- d 'type=Inventoryltem’

Visualize all Relationships of an Entity

This query returns all entities that have associated to the Stofd%]0This requesis

helpfulto maintain data integrity.

cul -G -XGET \
‘http://localhost:1026/v2/entities' \
- d 'g=refStore==urn:ngsi - Id:Store:001 A
- d 'options=count’ \
- d "attrs=type’

3.1.1.6Subscriptions

The Orion Context Broker allows the creation of subscriptions to context information, so

that when a change to an attribute of said context information a notification is sent to the

frontend[41] [47].

A subscription is set up using a POST request, just like in the following exgdifle

curl  -iXPOST \

-- url 'http://localhost:1026/v2/subscriptions' \
-- header 'content - type: application/json’ \
-- data {
"description”: "Notify me of all p roduct price changes”,
"subject": {
"entities": [{"idPattern"; ".*", "type": "Product"}],
"condition™: {

"attrs": [ "price" ]
}
}

"notification™; {
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"http": {
"url": "http://<frontendIP>:<frontendPort>/subscription/price -
change"
}
}
y

This subscription sends a notification to the frontend every time a product price changes.

Delete a Subscription

This requestleletesa subscription based on its [@7].

curl -iXDELETE \
-- url 'http://localhost:1026/v2/subscriptio ns/<subscription - id>'

Update a Subscription

This request updatessabscription notification URI[47].

curl  -iXPATCH \
-- url

‘http://localhost:1026/v2/subscriptions/5ae07c7e6e4f353c5163c93e’ \
-- header 'content - type: application/json’ \
-- data {

"status": "active",
"notification™: {
"http": {
"url": "http://<frontendIP>:<frontendPort>/notify/price -
change"

}

}

List Subscriptions

This requeslists all subscription[47].

[curl - XGET -- url http://localhos t:1026/v2/subscriptions’

View a Subscription Details

This requesallows the visualization ad subscription detail7].

curl  -XGET \
-- url 'http://localhost:1026/v2/subscriptions/<subscription -id>'
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3.1.2Ultralight 2.0 1oT Agent and Mosquitto MQTT Brok er

An IoT Agent is a FIWARE component that lets Internet of Things devices send their
data to and be managed from a Context Broker, in this case the Orion Context Broker,
using their native protocolp!8]. IoT Agents should also deal with security aspects

(authentication and authorization of the chan#3].

The Orion Context Broker only uses the NGSI API for all interactions, therefore, every
IoT Agent provides a North Port NGSI interface used to interact with the Orion, and a

South Port to interact witthe native protocol of the attached devipts].

This means, that every loT device can use their proprietary protocols and transport
mechanism, whilst the 10T Agent converts them to NGSI request that the Orion Context

Broker can understarjd8].

The IoT Agent for the Ultralight 2.0 protocol, used in this project, provides a bridge
between HTTP/MQTT messaging with a UL2.0 payload and the Orion Context Broker
(NGSI)[48].

The 10T Agent saves all information such as devices URLs and Keys in a MongoDB
databas[48].

3.1.2.1Interaction Between the 0T Agent and Mosquitto MQTT Broker

The FIWARE loT Agent for Ultralight 2.0 protocol will receive southbound request using
NGSI and convert them to Ultralight 2.0 MQTT topics for the Mosqu#&] MQTT
Broker[50]. It alsolistens to the Mosquitto MQTT Broker on registered topics to send

measurement northbound the Orion Context Br{&@}.

The Mosquitto MQTT Broker acts the central communication point between the loT

Agent and the I0oT devices, passing topics between team@essarjb0].

3.1.2.210T Agent Service Health

To check if the 10T Agent is running, the following HTTP request is {sefd

| curl - X GET 'http://localhost:4041/iot/about’
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Expected response:

{
"libVersion™: "2.6.0 - next",
"port": "4041",
"baseR oot": "/,
"version": "1.6.0 - next"
}

3.1.2.3Mosquitto MQTT Broker Service Health

To check if the Mosquitto MQTT Broker is working properly, a MQTT subscriber and a
publisher are used, and if the messages sent by the publisher are received by the

subscriberthen the Broker is working0].

Starting a MQTT Subscriber

An MQTT subscriber is started by running a rrejtbscriber Docker container in a new

terminal[48]:

docker run -it  -- rm -- name mqtt - subscriber \
-- network fiware_default efrecon/mqtt -client s ub -h mosquitto -t
ll/#ll

I n whi-bb fhagfindicates thetMoblqagttibehossbs
topic. In this case the used topic allows the subscriber to receive all messages,
independent of the topic used by the publisher.

Starting a MQTT Publisher

An MQTT publisher is started by running a mpttblisher Docker container in a new

terminal[48]:

docker run -it  -- rm -- name mqtt - publisher \
-- network fiware_default efrecon/mqtt - client pub - h mosquitto -m
"HELLO WORLD" -t "/test"

Inwhi ch -hdhefliag i ndicates tme KMoéaguitthtto meesstan
sent, d4md fttlag @ he published topic. I n this
message to the A/testo topic, that thef every

subscriber and shown in the subscriber terminal.
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3.1.2.4Connection of IoT Devices

To connect 10T Devices to the system (loT Agent) it is necessary first to provision a
service group and then provision the devié&&3. Provisioning a service group allows to

set up a authentication key for a group of devices, and provisioning the devices serves to
map the connected devices to the correct entities, otherwise if the devices are not
provisioned the loT Agent will automatically create new entities for the caosuhect
devices, however, these entities will have a random id and its attributes will be incomplete
[50].

As there is no guarantee that the loT devise will always have a unique ID, when

provisioning a device or a service group the following headers are re{fiije

- fiware-service, used to define the MongoDB database where entities for a given
service are held,;

- fiware-servicepath, used to distinguish between arrays of devices.

For example, in a smart city systéfiware-service® headers can be used to diffdiate
between departments (e.g., parks, transport, buildings, etcjifavate-servicepath
headers would be used to refer to a specific park (e.g., downtown park, uptown park, etc)
[50].

The use of these headers means that data and devices for eachczambe identified
and separated as needed without being siloed, as data from different devices and other

entities in other services and paths can be combined and used as n¢66ksary

The use these headers also ensures that there is no overlap déwisedDg[50].

Provisioning a Service Group for MQTT

Provisioning a service group is always the first step done when connecting loT devices,

and it is done as in the example bel®0]:

curl  -iXPOST \
'http://localhost:4041/iot/services' \
-H'Cont ent - Type: application/json' \
- H 'fiware - service: openiot' \
- H 'fiware - servicepath: /' \
-d
"services": [
{
"apikey":  "4jggokgpepnvsb2uv4s40d59ov”,
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"cbroker":  "http://orion:1026",
"entity_type": "Thing",
"resource " ™
}
]
y
I n this example, the service is

Aopeni ot o

ser vi cepa t[B0]. The autfenticationrkey ¢gapikey) is unique to a service group

and is used by when devices when communicatitigeatopic must contain the key (e.g.,

/4jggokgpepnvsb2uv4s40d59ov ) [50].

The Aresourceodo attribute i s empty
is used50].

The ficbrokero attribute is

context broker URL defined in its configuration fjE0].

Provisioning a Sensor

S i

Provisioning a sensor is mapping the connected loT device to a corresponding entity, like

in the following exampl¢50]:

curl  -iXPOST \
'http://localhost:40 41/iot/devices' \
-H'Content - Type: application/json' \
- H 'fiware - service: openiot' \
- H'fiware - servicepath: /' \
-d ¥y
"devices": [
{
"device_id": "motion001",
"entity_name": "urn:ngsd
"entity_type": "Motion"
"protocol": "PDI
"transport™. "MQTT",
"timezone": "Europe/Berlin",
"attributes™: [
{"object_id": "c", "name": "count”, "type": "Integer"}
]

- Id:Motion:001",

- loTA - UltraLight",

static_attributes": [
{"name":"refStore",
- Id:Store:001"}

"Relationship", "value":

"type™:
"urn:ngsi
]
}
]

y

t his mot i Wi

D that i s

I n exampl e a

- |d:Motion:001 0 I

on sensor

t h ern:ndsd al so

h e

created

th t
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association atlws the mapping of the sensor reading to a context attribute, in this case
the reading Aco is mapped to the attribute

allows to place the sensor in a store through a reference.

By defining t heeadiMQ@Ta the pD Agera knews that iit lshould
subscr i ki -key>/<tlehice fid>0 topic to receive measu

sensof50].

The provisioning of devices is important because since devices are managed by the IoT
Agent the Orion Context Brokevould not be able to retrieve data from the device, and
by provisioning the device a corresponding entity is created in the data base managed by

Orion allowing it to assess the device (entity) data, as shown in the examplg3@low

cul -G -XGET \

'http://localhost:1026/v2/entities/urn:ngsd - Id:Motion:001"'
- d 'type=Motion’ \
- H'fiware - service: openiot’ \
- H 'fiware - servicepath: /'
Respons¢s0].
{
"id": "urn:ngsd - Id:Motion:001", "type": "Motion",
"Timelnstant": {
"type": "ISO 8601","value"; "2018 - 05- 25T10:51:32.00Z",
"metadata": {}
3
"count™: {
"type": "Integer”,"value": "1",
"metadata”: {
"Timelnstant":  {"type": "ISO8601","value": "2018 - 05-
25T10:51:32.6462"}
}
}

}

The imestamp is created automatically by the 10T Agent when it receives messages.

Provisioning an Actuator

Provisioning an actuator is just like provisioning a sensor, except for the fact that

commands can defined to control the actufgoy.

curl  -iXPOST \
'http://localhost:4041/iot/devices' \
-H'Content - Type: application/json' \
- H'fiware - service: openiot' \
- H 'fiware - servicepath: /' \
-d
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"devices": [
{
"device_id": "door001",
"entity_name": "urn:ngsi - Id:Door:001",
" entity_type": "Door",
"protocol"; "PDI - IoTA - UltraLight",
"transport": "MQTT",
"commands": [
{"name": "unlock","type": "command"},
{"name": "open","type": "command"},
{"name": "close","type": "command"},
{"n ame": "lock","type": "command"}
"attributes": [
{"object_id": "s", "name": "state", "type":"Text"}
1
"static_attributes™: [
{"name":"refStore", "type": "Relationship","value":
"urn:ngsi - ld:Store:001"}
]
}
]
}l

3.1.2.5Enable Context Broker Commands

After provisioning the actuators, it is necessary to inform the Orion Context Broker that
commands are available to control the actugd&fiy Example of commands registration
[50]:

curl  -iXPOST \
‘hitp:  //localhost:1026/v2/registrations' \
-H'Content - Type: application/json' \
- H'fiware - service: openiot' \
- H'fiware - servicepath: /' \
-d{
"description”: "Door Commands",
"dataProvided": {

"entities™: [
{
"id": "urn:ngsi -1d: Door:001", "type": "Door"
}
]1
"attrs": [ "lock", "unlock", "open", "close"]
}l
"provider": {
"http": {"url": "http://orion:1026/v1"},
"legacyForwarding": true
}

y

In order to send commands to the 10T Agent that then forviaeds to the actuator, it is

necessary to use the NGSIv1l API endpoint and legacy forwarding due to the NGSIv2 API

not yet supporting commands.
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Example of a command (open) invocat[60]:

curl  -iXPATCH \
'http://localhost:1026/v2/entities/urn:ngsi -ld:La mp:001/attrs' \
-H'Content - Type: application/json' \
- H 'fiware - service: openiot' \
- H 'fiware - servicepath: /' \
-d '{
"open": {
"type" : "command",
"value" : ""
}
}l
3.1.3Cygnus

Since the Orion Context Broker only holds the mostnecentext information, and rather

than overload Orion with the task of keeping the context history, this task was delegated
to other components FIWARE Cygnus Generic Enabler and FIWARE-Gdrhlet
Generic Enabler (nesubsection)[51].

The FIWARE Cygnus @neric Enabler can persist context data into one or several

databases, creating a historical view of the context data to which is subsciiibEd to

3.1.3.1Cygnus Service Health

To check if Cygnus is running, the following HTTP request is (S&[

| curl - X GET 'http://localhost:5080/v1/version’

Expected response:

{

"success": "true",

"version":
"1.8.0_SNAPSHOT.ed50706880829e97fd4cf926df434f1lefafacl47"
}

3.1.3.2Subscribing to Context Changes

For Cygnus keep a history of context information, it must be@awefcontext changes,
being informed by the Orion Context Broker through one or more subscriptions, as shown
below[51].

curl  -iXPOST \
'http://localhost:1026/v2/subscriptions’ \
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}
]

'notification": {
"http": {
"url": "http://cygnus:5050/notify"
}

}

ttrsFormat": "legacy"

}

-H'Content - Type: application/json' \
- H 'fiware - service: openiot' \
- H 'fiware - servicepath: /' \
-d
"description”: "Notify Cygnus of all context changes",
"subject™: {
"entities™: [
{
"idPattern™: ".*"

",hrottling": 5
}l
The ndkiewai € e 0 -aenrdv ificfeipnaatrhed6 header s are usec
loT Sensor$51].
The AidPatternd defines which type aof senso
etc), in this case Cygnus is informed of all context data changes of every[§dhsor
The Anotification url o [5hMust match the Cygnu

Once again legacy forwarding is used since Cygnus only accepts notification in the older

NGSIvl API formaf51].

The Athrottlingo

val uebHef i nes

t

he

changes

The database used by Cygnus to persist context data has no influence on the subscription,

as the database or databases used are defined in the initial configuration of[E¥gnus

3.1.4STH-Comet

Both Cygnus and STH#€omet Generic Enablers can be used to keep a record of context

information changes, however Cygnus is only capable of saving such changes into several

types of databases, while the STdmet can only save changes to a MongoDB databa

it can also retrieve timbased data aggregatidiag].

STH-Comet can be configured to work in the following operation msizis

- Minimal mode, STHComet is responsible for data collection and interpretation;
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- Formal mode, the collection of data is ddnyeCygnus and the STBomet only

reads data from an existing database.

The di fferences bet ween t he mor e fl exible

simpler and easiertosetp fimi ni mal mo de 0 Tabte2l[®Ju mmar i zed

Table3.1 STHComet Minimal Mode vs Formal Mode (Souf6&])

Minimal Mode Formal Mode

Only one configuration [Highly configurablei complex
System setip

supported easy to setip to setup
Component responsible for d
) STH-Comet Cygnus
persistence
Role of STHComet Read and write data Data read
Role of Cygnus Not used Data write

_ MongoDB database connect MongoDB database connect
Data aggregation local

to STHComet to Cygnus and STiComet
] Yesi MongoDB, PostgreSQI
Multiple databases No
MySQL

Does not scale easilyfor Scales easily for complex

Solution scalability ,
simple systems systems (future proof)

Throughput rate Use where throughput is loy Use where throughput is hig

Inthisworkt he A f or ma l,therefock d i tha osly modeghdt will be described,

with focus on the STHComet as Cygnus was already described in the previous section.

3.1.4.1STH-Comet Service Health

To check if STHComet is running, the following HTTP request is ugt]:

| curl - X GET 'http://localhost:8666/version’

Expected response:

{
}

"version": "2.3.0 - next"
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3.1.4.2Formal Mode Data Aggregation

As the nAfor mal modeodo uses Cygnus to aggrega

is done in the same way as described in the Cygiated section.

3.1.4.3Time Series Data Queries

For STHComet to retrieve time series data if an adequate amount of data has already
been aggregated and some time has pd52¢dBelow are presented some examples of

possible data queries.

To get the history oh context entity attribute is necessary to send a GET request to the
U R L : ../STi/vl/contextEntities/type/<Entity>/id/<entity - id>/att

ributes/<attribute> 0[52] (URL used in all examples).

List the first N sampled values

This example request retrievesthé r st 3 sampl ed Al umi nosityo

cul -G -XGET \
'http://localhost:8666/STH/v1/contextEntities/type/Lamp/id/Lamp:001/

attributes/luminosity’ \
- d 'hLimit=3' \
- d 'hOffset=0' \
- H 'fiware - service: openiot' \

- H 'fiware - servicep ath:/

The AhLimito parameter restricts the result
restricts the query start to the first value.

List N sampled values at an Offset

This example request retrieves dluesefromourt h,
AMotion: 0010:

cul -G -XGET \
'http://localhost:8666/STH/v1/contextEntities/type/Motion/id/Motion:

001/attributes/count' \
- d 'hLimit=3' \
- d 'hOffset=3' \
- H 'fiware - service: openiot' \

- H 'fiware - servicepath: /'

The AhLi mirt & epdmrdameagtsethe result to ANO valu
makes the query start from the Nth measurement.

58



List the latest N sampled values

Thi s exampl e request retrieves t he | at es
AMotion: 0010:

cul -G -XGET \
'http://localhost:8666/STH/v1/contextEntities/type/Motion/id/Motion:

001/attributes/count' \
- d 'lastN=3"' \
- H 'fiware - service: openiot' \

- H 'fiware - servicepath: /'

The Al astNO parameter restricts the result

List the sum d values over a period

This example request shows the total Acourt
minute:

cul -G -XGET \
'http://localhost:8666/STH/v1/contextEntities/type/Motion/id/Motion:
001/attributes/count’ \

- d 'aggrMethod=sum' \

-d'aggrP eriod=minute’ \

- H 'fiware - service: openiot' \

- H 'fiware - servicepath: /'

The faggr Met hodo parameter defines the typ

series, and the fAaggrPeriodo parameter det

be: seond, minute, hour or day.

List the minimum of a value over a period

This example request shows the minimum Al u
each minute:

cul -G -XGET \
'http://localhost:8666/STH/v1/contextEntities/type/Lamp/id/Lamp:001/

attribu  tes/luminosity’ \
- d 'aggrMethod=min' \
- d 'aggrPeriod=minute' \
- H 'fiware - service: openiot' \

- H 'fiware - servicepath: /'

The fAaggr Met hodd parameter defines the typ:!

series, and t he Tfewmgiges the data aghr@gatpraperothtbat ean  d
be: second, minute, hour or day.

59



List the maximum of a value over a period

Thi s

each minute:

exampl e

request

shows t

he maxi mum

cul -G -XGET \
‘http://localhost:8666/
attributes/luminosity’ \

- d 'aggrMethod=max' \

- d 'aggrPeriod=minute' \

STH/v1/contextEntities/type/Lamp/id/Lamp:001/

- H 'fiware
- H ‘fiware

- service: openiot' \
- servicepath: /'

The

def i erthstime h e

Afaggr Met hodo

series, and the

par ameter

Aaggr Peri odo

par ameter

be: second, minute, hour or day.

Querying the mean value of an attribute within a period is not supported, however it can

be calculated by combining the swinthe attribute values with the number of samples.

3.1.5System Configuration Using Docker Compose

As mentioned before, every FIWARE component used, the MongoDB database and the
Mosquitto MQTT Broker are implemented using Docker. To rapidly to assemble the
system architecture, the Docker Compose tool is used, as it allows to configure and run
the components (as containers) by using and running a simple YAML file. When
executing the YAML file, it automatically pulls the necessary Docker images from the

FIWARE and other Docker Hubs, and creates the corresponding containers already

configured.

3.1.5.1Adocker-compose.ymb File

Bel ow i s -¢ddhmmpdisdeockmlro file used in t
version: "3"
services:
mosquitto:
image: eclipse - mosquitto

hostname: mosq uitto
container_name: mosquitto
expose:

- "1883"

- "9001"
ports:
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"1883:1883"
- "9001:9001"
volumes:
- ./mosquitto/mosquitto.conf:/mosquitto/config/mosquitto.conf
networks:
- default

mongo- db:
image: mongo:3.6
hostname: mongo - db
container_name: db - mongo
expose:
"27017"
ports:
- "27017:27017"
networks:
- default
command: -- bind_ip_all -- smallfiles
volumes:
- mongo- db:/data

orion:
imag e: fiware/orion:1.14.0
hostname: orion
container_name: fiware - orion
depends_on:
- mongo- db
networks:
- default
expose:
"1026"
ports:
"1026:1026"
command: - dbhost mongo -db -logLevel DEBUG

cygnus:
image: fiware/cygnus - ngsi:latest
hostname: cygnus
container_name: fiware - cygnus
depends_on:
- mongo- db
networks:
- default
expose:
- "5050"
- "5080"
ports:
- "5050:5050"
- "5080:5080 "
environment:
"CYGNUS_MONGO_HOSTS=mongb:27017" #Comma separated list
of Mongo - DB servers which Cygnus will contact to persist historical
context data
"CYGNUS_LOG_LEVEL=DEBUG" #The logging level for Cygnus
"CYGNUS_SERVCE_PORT=5050" #Notification Port that Cygnus
listens when subcribing to context data changes
- "CYGNUS_API_PORT=5080" #Port that Cygnus listens on for
operational reasons

sth - comet:
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image: fiware/sth - comet
hostname: sth - comet
contain er_name: fiware - sth - comet
depends_on:
- cygnus
- mongo- db
networks:
- default
ports:
"8666:8666"
environment:
- STH_HOST=0.0.0.0
- STH_PORT=8666
- DB_PREFIX=sth_
- DB_URI=mormgo- db:27017
- LOGOPS_LEVEL=DEBUG

iot - agent:
image: fiware/iotagent -ul:1.6.0
hostname: iot - agent
container_name: fiware - iot - agent
depends_on:
- mongo- db
- mosquitto
networks:
- default
expose:
"4041"
"7896"
ports:
- "4041:4041"
"7896:7896"
environment:
- "IOTA_CB_HOST=orion" #name of the context broker to update
context
- "IOTA_CB_PORT=1026" #port the context broker listens on to
update context
- "IOTA_NORTH_PORT=4041"
- "IOTA_REGISTRY_TYPE=mongodb" #Whether to hold 0T device
info in memory or in a database
- "IOTA_LOG_LEVEL=DEBUG" #The log level of the 0T Agent
- "IOTA_TIMESTAMP=true"
- "IOTA_MONGO_HOST=mongalb" #The ho st name of ongoDB
- "IOTA_MONGO_PORT=27017" # The port mongoDB is listening on
- "IOTA_MONGO_DB-=iotagentul" #The name of the database used in
mongoDB
- "IOTA_MQTT_HOST=mosquitto" #The host name of the MQTT Broker
- "IOTA_MQTT_PORT=B83" #The port the MQTT Broker is listening
on to receive topics
- "IOTA_MQTT_QOS=2"#MQTT QoS
- "IOTA_PROVIDER_URL=http://iot - agent:4041"

networks:
default:

volumes:
mongo- db:

The MongoDB database must be initiated before every olhiéARE Generic Enabler

because some of the GEs depend on the existence of the database to initiate.
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The configuration of most of the FIWARE GEs are done with the environment variables

as it will be detailed in the following sections.

3.1.5.2MongoDB Configuration

Configuration

ext-campesdefymmot hiel @&docker

mongo- db:
image: mongo:3.6
hostname: mongo
container_name: db
expose:
- "27017"
ports:
- "27017:27017"
networks:
- default
command: -- bind_i p_all
and uses a smaller default file size
volumes:
- mongo- db:/data

-db

- mongo

I smallfiles #binds to all ip addresses

The most important thing about the MongoDB configuration is to create a volume in the

local file system, so that when the container a@péd or deleted the databases are not

lost with it. The network ports are the default ones.

3.1.5.30rion Context Broker Configuration

Configuration

ext-campesdefymmot hiel @docker

orion:

image: fiware/orion:1.14.0
hostname: orion
con tainer_name: fiware
depends_on:

- mongo- db
networks:

- default
expose:

- "1026"
ports:

- "1026:1026"
command: - dbhost mongo

- orion

-db -logLevel DEBUG

While the other FIWARE GEs

used in this project can be cordyusing environment

variables, it was not encountered information that proved that the Orion Context Broker

could also be similarly configurednd after some trial and error experimentation it was

verified that it is not possible to use environmentatalgs. Instead it is necessary to use

commands (a long list of commands is availablgb8]) to configure the Orion Context
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Broker, these commands are then mappe@dtoi on 6 s c (o8] {54] (bd].rThet i o n
configuration file is availableas an examplén AnnexA, and it was used as it is with

everything by defaultOther FIWARE components also have similar configuration files.

3.1.5.4Mosquitto MQTT Broker Configuration

Configuration ext-campedefymimothel @édocker

mosquitto:

image: eclipse - mosquitto
hostname: mosquitto
container_name: mosquitto
expose:

- "1883"

- "9001"
ports:

- "1883:1883"

- "9001:9001"
volumes:

- .Jmosquitto/mosquitto.conf:./mosquitto/config/mosquitto.conf
networks:

- default

The Mosquitto uses the port 1883 for MQTT topics and the port 9001 for
HTTP/WebSocket communication0]. The attached volume is the Mosquitto

configuration file[50], available imPAnnexB.

3.1.5.5l0T Agent Configuration

Configuration extractedfom t hec dmpekeryml o fil e:

iot - agent:
image: fiware/iotagent -ul:1.6.0
hostname: iot - agent
container_name: fiware -iot - agent
depends_on:
- mongo- db
- mosquitto
networks:
- default
expose:
- "4041"
- "7896"
ports:
- "4041:4041"
- "7896:7896"
environment:
- "IOTA_CB_HOST=orion" # name of the context broker to update
context
- "IOTA_CB_PORT=1026" # port the context broker listens on to
update context
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- "IOTA_NORTH_POR=4041"
"IOTA_REGISTRY_TYPE=mongodb" #Whether to hold loT device

info in memory or in a database
"IOTA_LOG_LEVEL=DEBUG" #The log level of the IoT Agent
"IOTA_TIMESTAMP=true"
"IOTA_MONGO_HOST=mongalb" # The host name of ongo DB
"IOTA_MONGO_PORT=27017" # The port mongoDB is listening on

- "IOTA_MONGO_DB-=iotagentul" # The name of the database used
in mongoDB

- "IOTA_MQTT_HOST=mosquitto" # The host name of the MQTT
Broker

"IOTA_MQTT_PORT=1883"# The po rtthe MQTT Broker is
listening on to receive topics
"IOTA_MQTT_QOS=2"# MQTT QoS
- "IOTA_PROVIDER_URL=http://iot - agent:4041"

The 4041 port is used northbound traffic and the 7896 for southbound traffic. The IoT
Agent can be configured bysimg the environment variabl@s Table 3.2 although not
all are used or need§s0] [56].

Table3.2 loT Agent Environment Variable®art 1(Source[50] [56])

Variable Value Description
Hostname of the context broker t:
IOTA_CB_HOST orion
update context
Port the context broker listens on
IOTA_CB_PORT 1026
update context
Port used for configuring the loT
IOTA_NORTH_PORT 4041 Agent and receiving context updat
from the context broker
Whether to hold 10T device info ir
IOTA_REGISTRY_TYPE mongodb _
memory or in a database
IOTA_LOG_LEVEL DEBUG The log level of the 10T Agent
Whether to supply timestamp
IOTA _TIMESTAMP true information with each measureme
received from attached devices
The host name of mongoDRised
IOTA_MONGO_HOST mongodb _ o ,
for holding device information
IOTA_MONGO_PORT 27017 The port mongoDB is listening or
_ The name of the database used
IOTA_MONGO_DB iotagentul
mongoDB
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Table 3.2 IoT Agent Environment Varialg&sart 2(Source[50] [56])

Username for the MongoDB datab:
IOTA_MONGO_USER -
user

Password for the MongoDB datab:
IOTA_MONGO_PASS -
user

URL passed to the Context Broke
when commands are registered, u
IOTA_PROVIDER_URL http://fiotagent:4041 | as a forwarding URLocation when
the Context Broker issues a comm

to a device
IOTA MQTT_HOST mosquitto The host name of the MQTT Brok
The port the MQTT Broker is

listening on to receive topics

IOTA_MQTT_PORT 1883

Client username for authentication
the MQTT Broker

Client password for authentication
the MQTT Broker

IOTA_MQTT_QOS 2 Quiality of Service level

The port where the 10T Agent liste

IOTA_MQTT_USERNAME -

IOTA_MQTT_PASSWORD -

IOTA_HTTP_PORT 7896 _ _
for loT device traffic over HTTP

All values shown abover@the default ones, that can be used in an initial phase but must

bechanged later (usernames and passwords).

Although MQTT supports authentication of clients by using usernames and passwords,
and encryption of the communication channel using Transpg#rL8ecurity/Secure
Sockets LayefTSL/SSL) certificates, these security features that should be implemented
in every solution are not being used in this project stage. However only 10T devices that
know the API Key of a service group can communicate thighsystem.

3.1.5.6Cygnus Configuration

Configuration ext-campedefymmot hel @docker

cygnus:
image: fiware/cygnus - ngsi:latest
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hostname: cygnus
container_name: fiware - cygnus
depends_on:
- mongo- db
networks:
- default
expose:

"5050"

"5080"

ports:
- "5050:5050"

"5080:5080"

environment:

"CYGNUS_MONGO_HOSTS=mondb:27017" # Comma separated list
of Mongo - DB servers which Cygnus will contact to persist histor ical
context data

- "CYGNUS_LOG_LEVEL=DEBUG" # The logging level for Cygnus

- "CYGNUS_SERVICE_PORT=5050" # Notification Port that Cygnus
listens when subcribing to context data changes

- "CYGNUS_API_PORT=5080" # Port that Cygnus lis tens on for
operational reasons

The 5050 port is used to listen for notifications from the Orion Context Broker, and the
5080 port is used for administration purpofgl. Cygnus can be configured by using
the environmentariablesn Table 3.351] [57].

Table3.3 Cygnus Environment Variable®art 1(Source[51] [57])

Variable Value Description
Comma separated list of MondeB
mongo . .
CYGNUS_MONGO_HOSTS db:27017 servers which Cygnus will contact to
' persis historical context data
Username for the MongoDB databas
CYGNUS_MONGO_USER -
user
Password for the MongoDB databas:
CYGNUS_MONGO_PASS -
user
CYGNUS LOG_LEVEL DEBUG The logging level for Cygnus
Notification Port that Cygnussttens
CYGNUS_SERVICE_PORT 5050 when subscribing to context data
changes
Port that Cygnus listens on for
CYGNUS_API_PORT 5080 _
operational reasons
Hostname of the PostgreSQL servel
CYGNUS_POSTGRESQL_HOST postgresdb o

used to persist historical context dat:
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Table 3.3 Cygnus Eriment Variableg Part 2(Source: [51] [57])

Port that the PostgreSQL server uses
CYGNUS_POSTGRESQL_POR’ 5432 _
listen to commands

Username for the PostgreSQL databe
CYGNUS_POSTGRESQL_USEFR postgres
user

Password for th PostgreSQL databas
CYGNUS_POSTGRESQL_PASY password

user
CYGNUS_POSTGRESQL_ENAE . Switch to enable caching within the
rue
LE_CACHE PostgreSQL configuration

Hostname of the MySQL server used
CYGNUS_MYSQL_HOST mysqkdb S
persist historical context data

Port thathe MySQL server uses to

CYGNUS_MYSQL_PORT 3306 _
listen to commands
CYGNUS_MYSQL_USER root Username for the MySQL database u
CYGNUS_MYSQL_PASS 123 Password for the MySQL database us
Whether to persist data into multiple
CYGNUS_MULTIAGENT true

databases.

Not all the envionment variables are used, and all sensitive information such as
passwords and usernames should be passed Docker Secrets instead of environment
variabled57]. All values shown above are the default ones, that can be used in an initial

phase but mudiechanged later (usernames and passwords).

3.1.5.7STH-Comet Configuration

Configuration ext-campedefymimot hel @édocker

sth - comet:

image: fiware/sth - comet
hostname: sth - comet
container_name: fiware - sth - comet
depends_on:

- cygnus

- mongo- db
networks:

- default
ports:

- "8666:8666"
environment:

- STH_HOST=0.0.0.0
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- STH_PORT=8666

- DB_PREFIX=sth_

- DB_URI=mongo- db:27017
- LOGOPS_LEVEL=DEBUG

The 8666 port is uskto listen for notifications from the Orion Context Broker, and time
based queries. The STEbomet can be configured by using the environment variahles
Table 3.452] [58].

Table3.4 STHComet Environmer/ariables (Sourc¢52] [58])

Variable Value Description
The address where STEomet is hostedwithin
STH_HOST 0.0.0.0 this container it means all IPv4 addresses on
local machine
Operations Port that SFBomet listens on, it is
STH_PORT 8666 .
alsoused when subscribing to context data che
The prefix added to each database entity if no
DB_PREFIX sth_ )
provided
The MongeDB server which STHComet will
DB_URI mongoedb:27017 S
contact to persist historical context data
DB_USERNAME - Usernamedr the MongoDB database user
DB_PASSWORD - Password for the MongoDB database usel
LOGOPS_LEVEL DEBUG The logging level for STFComet

3.210T Device and Sensors Used

This section contains a description of the microcontroller used in this project, to which
sensors and actuators are connected. The sensors used are some of the most common
types of sensors that can be found in almost all loT applications. Actuators, such as
motors, switches, valves and others similar are not used, instead as most of control
commands of actuators are ON and OFF commands, LEDs are used to visualize the result

of said commands.
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3.2.1Microcontroller: NodeMcu Devkit v1.0 ESP8266 WiFi Module ESP-12E

NodeMcu is an opensource firmware e development kit that eases the development of 10T
productg59]. The NodeMcu development kit version 1.0 is a b¢giglures 3.2 and 3.3)
similar to Arduino, that integrates the ESP82& WiFi microcontrollef59].

PR (WO ey e

¢ - ¥ . : 7
* b L st ax® 1 xTer, 303 ‘

= o

und BnE N3 LSU/ANS Lty
: Y35
n »~ FS

Figure3.3 NodeMcu Devkit v1.0 (back)
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ADCO GPI016/—{ USER }{ WAKE |

GPI0O }{FLASH
GPIO2 |-{ TXD1 |
3.3v

HEHHHHHHY
AARARRARRAR"®

GND

(GP1014}————— HSCLK]
|GP1012}—————{HMISO

GP1013}- RXD2 }-{HMOSI]|
GPIO15}~ TXD2 }~{ HCS |
GPIO3 |~ RXDO |

_ GPIO1 |- TXDO |

: 2 GND

HSPI/SPI

3.3V
SYSTEM

FLASH ™

DO(GPIO16) can only be used as gpio read/write, no interrupt supported, no pwm/i2c/ow supported.

- EHEE

Figure3.4 NodeMcu Devkit v1.0 Pinout (Based on Sou{663[61])

To operate correctly, the board must be supphigd 5V via the micreUSB port or by
using the Vin pin, however the ESP82BBE microcontroller operates between 3V and
3.6V [62]. The board has a total of 30 pins, of those:

- 15 pins areGeneral Purpose Input/Outp{&P10), of which 4 pins can also be
usel for HardwareSerial Peripheral InterfaqgiSPI)) communication, 5 pins for
Universal Asynchronous Receiv&ransmitter(UART) communication, 2 pins
for Secure Digital Input OutpySDIO), 1 pin for Flash (for flashing firmware),
and 1 pin (Wake) that cdre used to wake the microcontroller from sleep mode;

- 4 pins that can be either used &arial Peripheral Interfa¢®&PJ) communication
or for SDIO;

- 1 ADC pin;

- 1lreset (RST) pin;

- 1 chip enable (EN) pin;

- 2reserved pins;

- 1 pin for Vin;
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- 4 ground pins;

- 3 pinsthat supply 3.3V.

Only the GPIOpins indicated in the Figure 3¢an be used for PWM signals through
software programminfp3].

® A0 D0 ®
O®RsV AL B A\, PWM Pin 1
PWMPin 12 ", KIHY ey B A\, PWM Pin 2

®sD3 XL A N\, PWMPin 3

® sSD2 YL B A\, PWM Pin 4

®sD1 V30

@cMD E gGNDO

® sDo [N RN I B A, PWMPin 5

®CLK pIL B A, PWMPin 6
il A N\, PWM Pin 7
(e B A\, PWMPin 8

o efoloNels]
QQQQQQI

Figure3.5 NodeMcu Devkit v1.0 PWM Pi&ource[63])

The ESP8264.2E micraontroller has the architectulesplayed in Figure 3,8vhich has
some of the blocks previous mentiorjéd].

(- ™
RF Analog MAC Interface
o receive QQ receive | Registers | | SDIO I
-} F— ©
© 2 c
SH3 g
e 2} o | CPU | | SPI I
RF Analog S
transmit Qg transmit % | Sequencers I l GPIO ]
= o o
I Accelerator I l 12C ]
PLL @ 12 PLL |
PMU Crystal Bias circuits SRAM PMU
\ J

Figure3.6 ESP8266 Block Diagram (Souf62])

The microcontroller has as main characters62]:

- Support for802.11 b/g/n WHFi protocols;
- Wi-Fi 2.4 GHz with WPA/WPAZ2
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- Support forantenna diversity

- Integrated TCP/IP protocol stack

- Station/Access Point/Station + Access Po{STA/AP/STA+AP operation
modes

- +20dBm output power in 802.Mmade

- Operating voltage between 3V and 3.6V;

- Operating current of 80mA;

- Deep sleep current <10uA;

- Power down leakage current < 5UA

- Standby power consumption of < 1.0mW

- Operating temperature range betwd&C and125C.

More details can be found on the B2B6-12E datasket[62] available in Annex C

This board and the ESP8266 microcontroller are fully compatible with the Arduino IDE,
meaning it is possible to use the millions of libraries available for Arduinanirex D,

a user manual is available foretboard that also has stbp-step instructions on how to
configure the Arduino IDE to be used with the boj&4.

3.2.25ensors

As mentioned before the sensors used are some of the most common types of sensors that
can be found in almost all IoT applicatiossich as air temperature sensors, air humidity

sensors, ultrasonic sensors, and a more specific, an earth humidity sensor.

3.2.2.1DHT22 Sensor (Air Temperature and Humidity Sensor)

The DHT22 or AM2303 senspFigure 3.7,is a high precision and stable capaeit
sensor that measures the air temperature betwk¥& and 80°C, and air humidity
between 0% to 100965].

Figure3.7 DHT22 Sensor (Sour¢@s))
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The sensor must be powered by 3.3V to 6V, and typitalllgs about 2 seconds to collect
data[65]. The sensor datashg6éb] is available irPAnnexE.

In this project it was used a solution by DFROB[BT] which offers the sensor in a ready

to use module, as seen in Figure [&3].

DHT22 Sensor
DFRobot

Figure3.9 DFROBOT DHT22 Module Pinout (So[6T8:

3.2.2.2XL -MaxSonar-EZ MB1260 Sensor (Ultrasonic Sensor)

Ultrasonic sensors use highdreency sound to detect and localize objects, by measuring
the timeof flight for sound which has been transmitted to and reflected it is possible to

calculate the distance at which the object is.

The sensor usedrigure 3.10has aminimum range of 22m aad amaximum range of
7.50m, a resolution of ¢m, and requires a power supply of 8]. The sensor datasheet

[68] is available in AnexF.
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Figure3.10 Xl-MaxSonatEZ MB1260 Ultrasonic Sen§dource{68])

3.2.2.3Earth-Humidity Sensor

The EarthHumidity sensorFigure 3.11just like the name suggests, it is a sensor used
the measure the humidity value of the soil. The sensor used is fabricated by ITEAD and

is offered in a ready to use modti@tonly needsd be connected to the microcontroller.

Figure3.11 EarthHumidity Sensor Module (Source-33])

The sensor can either be powered by 3.38\¢randhas two interfaces with theepins
and four pins, the foner can only the use of the digital or analog output defined according
to the switch and the latter allows the use of both the digital and analog outputs. The

sensor datashef9] is available in Anex G.

3.2.3Power Supply

As most of the 10T devices are usademote environments or places without electrical
power, it is necessary to use batteries to power the devices. However as large capacity
batteries are expensive, and they must last for years before being changed, techniques
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such as limiting the numbef transmissions, put the device in sleep mode when not used

or between transmissions, or even use energy harvesting methods, are employed.

Energy harvesting methods include the use of solar panels, generate energy from vibration
and heat, use energy fragtectromagnetic waves, or even the use of mini vpiodered

generators.
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Chapter 47 loT System Tests and Results

This chapter contaire| tess done to the IoT System and the results obtained. However,
since to test the system it was always ssagy to create context entities and use loT
devices with attached sensors and actuators, a simple fictional use case was devised to
make testing more interesting and to also serve as an example of a practical application
of the Universal loT System Powerby FIWARE developed.

4.1 Use Case:Control of Water (Irrigation and Supply)

As water is an increasingly scarce natural resource due to global warming and other
environmental factors, it is increasingly important to find innovative and effective ways
to marage this vital resource for life on Earthis therefore proposed to create a water
management system, namely on water supply and irrigation, applied to the agricultural

sector, since it is highly dependent on water.

Farms are typical composed of mulégilantation fields and can also have several water
sources, such as wells, reservoirs, boreholes, dams, canals and tanks (springs). The
irrigation system used also depends on the type of plantation, if cereals or similar plants
are being grown then a wi@eea irrigation system (e.qg., sprinklers) is used as the field is

full of millions of individual plants, however, if fruit trees or similar are being grown then
localized irrigation systems (e.g., grip irrigation) are used. For both irrigation systems it

is always essential to monitor the earth humidity to know when the pants need to be
watered, to turn on the irrigation system. If a localized irrigation system is used it is
possible to monitor the needs of each plant individually and only turn water plamds

in need.

It is also important to monitor the water sources for water level and water temperature as
water to hot or cold can damage the plants. Electro valves, which work like taps, are used
to open or close the irrigation hose for the irrigatsystem (wide area) and for each

individual plant (localized system, several hoses). This sensors and actuators allow the

System to understand and control the world.

In Figure 4.1a general scheme for this use case is represented.
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Figure4.1 Fictional Use Case Scheme

4.2 SystemTestsand Results

The Universal 10T System here morphed ttma System to Control Water (Irrigation

and Supply)as per the defined use case for demonstration and testing purposes,
enmmpassea farm with three fields (A, B and C), and a well and a tank as water sources.
However, due to hardware limitations only the tank is monitored with an ultrasonic sensor
to observe the water level and simulated valve. For the fields, only fieldl Aave
implemented a weather station to monitor the air temperature and humidity, and an earth
humidity sensor and valve as part of a localized irrigation system.

The following tests were performed:

- System seup;
-  FIWARE componentsdalthcheck;

78



- Entities creation

- Entities associatign

- Entities modification

- Entities removal

- MosquittoMQTT Broker health check;

- Service group provisioning;

- Sensors provisioning;

- Actuators provisioning;

- Enabling of Context Broker commands;

- Obtain measurements from the DHIT@ensor;

- Obtain measurements from the ultrasonic sensor;

- Obtain measurements from the edrtimidity sensor;

- Send measurements from the DHT22 sensor to the System,;

- Send measurements from the ultrasonic sensor to the System;

- Send measurements from the edrtimidity sensor to the System;

- Verify if commands are received by IoT Devices with actuators (by turning ON
and OFF LEDs);

- Subscriptions;

- Data persistence;

- Time-series data queries.

4.2.1System SetUp

To simplify the 10T System setp, a simple scriptnamdéds et up. sho was cr eatt

instructions on how to use are available in Annex H.

4.2.2FIWARE Components Health Check

After runningthe set p scri pt, ificreated command, cont
components should have been successfully created ratialized. However, it is

important to check the health of the components, if they are properly working, which is

done by asking every component for its version and by verifying if the databases were

created as they should.
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For this test and others follamg it, the Postman program will be used for simple
interactions with the System and cURL commands for complex interactions, such as
creating entities. It will be also used the MongoDB GUI, named Compass, to visualize
the databases.

4.2.2.10rion Context Broker Health Check

Figure 4.2shows theequest for verifying if Orion is running arlde obtained respuse.

GET ~ http://localhost:1026/version Params Send 57 Save ¥

Headers
KEY VALUE DESCRIPTION *s*  Bulk Ed Presets w
Body atus: 200 O Time: 5 19 B
Pretty JSON v S m Q
- "orion": {
3 "version": "1.14.0",

4 "uptime": "0 d, 0 h, 6 m, 48 5",
5 "git_hash": "B819e40ced3e194a3352c9063267e2846755a26d91",
6 "compile_time": "Fri Jun 15 10:10:23 UTC 2018",

7 "compiled_by": "root",
8 "compiled_in": "f1c966d77090",

9 "release_date": "Fri Jun 15 10:10:23 UTC 2018",
10 "doc": "https://fiware-orion.readthedocs.org/en/1.14.0/"

Figure4.2 Orion Context Broker Health Check

4.2.2.210T Agent Health Check

Figure 4.3shows the eéquest for erifying if the IoT Agentis running andhe obtained

response.
GET ~ http://localhost: 4041 //iot/about Params “ Save ¥
Headers
KEY VALUE DESCRIPTION e Bulk Ed Presets
Body I Tim T B
Pretty jsoN v S m Q
=
2 "libversion": "2.6.08",

3 "port": "4@41",
4 "baseRoot": "/",
5 "version": "1.6.0"

Figure4.3 10T Agent Context Broker Health Check
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4.2.2.3CygnusHealth Check

Figure 4.4shows theequest for verifying iCygnuss running andheobtained response.

GET ~ http://localhost:5080/v1 fversion Params Save ¥

Headers
KEY VALUE DESCRIPTION ***  Bulk Edit = Presets v

Bady (2) Status: 200 OK Time: 137 ms Size: 196 B

Pretty JSON v 5 W Q

1~

2 "success": "true",

3 "version": "1.9.8_SNAPSHOT.42433ead49c728f0c208a6c730092c10c88660b3"

4 }

Figure4.4 CygnudHealth Check

4.2.2.4STH-CometHealth Check

Figure 4.5shows the equest for verifying ifSTH-Cometis running andhe obtained
response.

GET ~ http://localhost:8666/version Params Save ¥

Headers
KEY VALUE DESCRIPTION *es | BulkEdit = Presets -
Body ( Statu Time: T Siz 1B
Pretty JSoN v S W Q
=L, R
2 version": "2.3.0-next"
:I }

Figure4.5 STHComet Health Check
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4.2.2.5Databases Created

Figure 4.6displays theconnection of Compass to the MongoDB clustervisualize the
databases created by the FIWARE GEs

MongoDB Compass Community - Connect

Connect View Help

[£' CREATE FREE CLUSTER

Connect to Host

% MNew Connection

w Fa 5 Hostname | |ocalhost
D RECENTS Port | 27017
SRV Record
Authentication Nane .

Replica Set Name

Read Preference Primary v

SSL | None v

SSH Tunnel None v
Favorite Name e.g. Shared Dev, QA Box, PRODUCTION

Figure4.6 Connection of Compass to the MongoDB Cluster (MongoDB Docker Container)

To simplify the interaction of the FIWARE components with the MongoDB cluster, and
since the FIWARE components that implement security features were used in this system
due to variousnotives, later explained, it was not defined a username and password for
the MongoDB cluster. However, it is important to note that databases must always be
protected by at least a username and password (there are other and better authentication
methods}hat also must not be the default ones.
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MongoDB Compass Community - localhost:27017

Connect View Help

# My Cluster 4 localhost:27017 | STANDALONE MongoDB 3.6.7 Community
i Databases
a
> admin Database Storage Collections Indexes
config Name Size
+  iotagentul )
admin 16.0KkB 0 1 W
groups
local config 4.0KB 0 2 T
¢+ arion
entities iotagentul 4.0KB 1 2 W
local 16.0KB 1 1 T
orion 4.0KB 1 2 W

Figure4.7 MongoDB Databases

The only FIWARE GEs that automatically create a database at startup are the Orion
Context Broker and the IoT Agent, as Cygnus and -&ldinet must first be configured
to receive data. As seen kgure 47 both Orion and the loT Agent are working as

expected as both created the databases (expanded in the figure).

4.2.3Context Data Management

The following tests serve to verify that is posstiolenanage context information through
Orion Context Broker as it is expected. As mentioned before cURL will be used to send
information to Orion and Postman will be used to visualize said data in Orion. Through
Compass it will be also possible visualizgalwritten in the Orion MongoDB database.

The data here created and sent to Orion is based on the use case.
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4.2.3.1Entities Creation

For this test,6 1 wese saBedntitiessviishi psma sn ameca tfe d t
cURL commands that create thetties for the farm, for each field (field A, B and C),
for each crop (apples, tomatoes and corn), and for each water source (well, tank and

borehole).in one go. The contents of the script available in Annex.|

The script outpuFigure 4.8, that deptts theoutput of each cURL commad, shows that
every entity was created successfully.

3 # ./1 use case entities vil.sh
HTTP/1.1 201 Created

Connection: Keep-Alive

Content-Length: @

Location: /v2/entitiesfurn:ngsi-ld:Farm:001?type=Farm
Fiware-Correlator: 3f296826-aa38-11e8-9982-0242ac130005

Date: Mon, 27 Aug 2018 20:31:59 GMT

HTTP/1.1 201 Created

Connection: Keep-Alive

Content-Length: @

Location: /v2/entitiesfurn:ngsi-ld:Field:001?type=Field
Fiware-Correlator: 3f38fd36-aa38-11e8-9156-0242ac130005
Date: Mon, 27 Aug 2018 20:31:59 GMT

HTTP/1.1 201 Created

Connection: Keep-Alive

Content-Length: @

Location: /v2/entitiesjurn:ngsi-ld:Field:e027type=Field
Fiware-Correlator: 3f3bbeef-aa38-11e8-9fdf-0242ac130005
Date: Mon, 27 Aug 2018 20:31:59 GMT

HTTP/1.1 201 Created

Connection: Keep-Alive

Content-Length: @

Location: /v2/entities/urn:ngsi-ld:Field:0037type=Field
Fiware-Correlator: 3f3e1406-aa38-11e8-ac1d-0242ac130005
Date: Mon, 27 Aug 2018 20:31:59 GMT

HTTP/1.1 201 Created

Connection: Keep-Alive

Content-Length: @

Location: /v2/entities/urn:ngsi-ld:Crop:001?type=Crop
Fiware-Correlator: 3f4@5a7c-aa38-11e8-b38f-0242ac130005
Date: Mon, 27 Aug 2018 20:31:59 GMT

HTTP/1.1 201 Created

Connection: Keep-Alive

Content-Length: @

Location: /v2/entitiesjfurn:ngsi-ld:Crop:002?type=Crop
Fiware-Correlator: 3f4285d6-aa38-11e8-97bd-0242ac130005
Date: Mon, 27 Aug 2018 20:31:59 GMT

Figure 4.8utput of the Commands That Created the EntitiBsurt 1
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HTTP/1.1 201 Created

Connection: Keep-Alive

Content-Length: @

Location: fv2/entities/urn:ngsi-ld:Crop:003?type=Crop
Fiware-Correlator: 3f44c7d8-aa38-11e8-9721-0242ac130005
Date: Mon, 27V Aug 2018 20:31:59 GMT

HTTP/1.1 201 Created

Connection: Keep-Alive

Content-Length: @

Location: fv2/entities/urn:ngsi-ld:Well:001?type=Hell
Fiware-Correlator: 3f470f16-a3a38-11e8-a00e-0242ac130005
Date: Mon, 27V Aug 2018 20:31:59 GMT

HTTP/1.1 201 Created

Connection: Keep-Alive

Content-Length: @

Location: /v2/entitiesfurn:ngsi-ld:Tank:001?type=Tank
Fiware-Correlator: 3f495640-aa38-11e8-a84d-0242ac130005
Date: Mon, 27 Aug 2018 20:31:59 GMT

HTTP/1.1 201 Created

Connection: Keep-Alive

Content-Length: @

Location: /v2/entitiesfurn:ngsi-ld:Borehole:001?type=Borehole
Fiware-Correlator: 3f4b77ae-aa38-11e8-8320-0242ac130005

Date: Mon, 27 Aug 2018 20:31:59 GMT

Figure4.8 Output of the Commands That Credtthe Entitieg Part 2

By updating the MongoDB GUI, Compass, it is possible to véRigure 4.9 and Figure
410t hat a new dat-bhaamsmenaa meg dserVioe)vasecredted.war e
All commands sent to Orion must have the header thatfigsethe fifiware-service

ot herwise nothing will be returned as the

(considered the root) which is empty.

MongoDB Compass Community - localhost:27017forion-farmone

ect View Help

# My Cluster 4 localhost:27017 | STANDALONE MongoDB 3.6.7 Community

C 6DBS Collections
Q r CREATE COLLECTION
> admi Avg. Total Num. Total
¥ RN Collection Documents o ota um ota
) N Document Document Indexes  Index
config Name . . .
Size Size Size
iotagentul
entities 10 553.8B 5.4 KB 2 32.0KB w

local

orion

~ orion-farmone

entities

Figure4.9 MongoDB Databaswith the Created Entities
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Connect View Co on Help
# My Cluster 4 localhost:27017 | STANDALONE
C &
Q . .
orion-farmone.entities
> admin
Documents
[ field

-~ orion-farmone «_id: object
id: "urn:ngsi-1d:Farm:eo1"
entities type: "Farm"
servicePath: "/’
« attruames: Array
@: "address"
1: "location”
2: "name"
~attrs: object
« address: Object
type: "Postaladdress”
creDate: 1535401018
modDate: 1535491018
~value: Object

addressRegion: "Li

~ mdNames : Array
« location: object
type: "geo:json’
credate: 1535481018
modDate: 1535491018
~value: Object
type: "Point'
-« coordinates: Array
@: 38.7486
1: -9.1544
~ mdNames : Array
~ name: Ohject
type: "Text"
creDate: 1535401018
modbate: 1535401018
value: "GIGA Farm”
~ mdNames : Array
creDate: 1535481018
modDate: 1535481918
~location: Object

TOTA
DOCUMENTS 10

(g eleloll ISV A VIEW | 3= LIST | BE TABLE

streetAddress: "av. das Forcas

addressLocality: "Lishon”
postalcode: "1640-026"

MongoDB Compass Community - localhost:27017 forion-farmone.entities

MongoDB 3.6.7 Community

TOTAL SIZE

1KB 554B INDEXES 2 32.0KB

+ OPTIONS m D

Displaying documents 1 -100f 10 ¢ > €

Armadas 36"

Figure4.10 Visualization of an Entity Details

It wasthen concluded that the creation of entitseesorking as expected.

4.2.3.2Entities Association

For t his test,

2 uses tasel assocmtomdisip |

wamedr éat ed

execute the cURL commands that do the associations of the previous created entities, in

one go. The contents of the script available in Annex.J

As the association attributd each entity was not specified at the creation tineafter,

the association tasks done by the script are also considered entity modifications. The

script output(Figure 4.1}, that depicts theutput of each cURL commanshows that

every entity was created successfully.
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:~/Desktop/IoT-over-MQTT_v4# ./2 use case associations vi.sh
HTTP/1.1 100 Continue

HTTP/1.1 284 No Content

Connection: Keep-Alive

Content-Length: @

Fiware-Correlator: 86304550-aa3d-11e8-864f-0242ac130005
Date: Mon, 27 Aug 2018 21:09:45 GMT

Figure4.11 Output of the Command That Associated the Entities

By viewing the Field:001 entity using Compa$sgure 4.12 it is observed that two
attributes ir ef Far mo weredaddéd as éxpeatedk 0 )

MongoDB Compass Community - localhost:27017
Connect View Collectio

#& My Cluster 4 localhost:27017 | STANDALONE MongoDB 3.6.7 Community

C e

TOTS Tt
DOCUMENTS 10 J INDEXES 2

- orion-farmone.entities

admin
Documents

config

iotagentul { field: 'value' } » OPTIONS m D2
local
VIEW| i= LIST BB TABLE Displaying documents 1-100f 10 ¢ > €

w _id: object
id: "urn:ngsi-1d:Field:@81"
type: "Field"
servicePath: "/’
« attruames: Array
@: "location”

orion
orion-farmone

entities

1: "name"
2: "area"
3: "refrarn" €——

4: "refTank" €——
w~attrs: object
~ location: Object
type: "geo:json’
creDate: 1535481019
modDate: 1535481019
w~value: Object
type: "Point'

« coordinates: Array
@:30.7480
1:-9.1534

~ mdNames : Array
~ name: Object
type: "Text"
creDate: 1535481019
modDate: 1535481019
value: "Field A"
~ mdNames : Array
~area: object
type: "Integer"”
crebate: 1535491919
modDate: 1535481019
value: "18'
~ mdNames : Array
~ refFarm: Object
wvalue: "urn:ngsi-ld:Farm:@al1"
type: "Relationship”
~ mdNames : Array
creDate: 1535402783
Mate: 1535482783

Figure4.12 Visualization of Entity Details
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It is also possible to observe the associations by making a query asking fuitiai e

related to an entityin Figure 4.13a queryis madefor all entities related to the Farm

entity.

GET ~

ld:Farm:001&options=count&attrs=type

fiware-service

Body
Fretty
o [
2 {
3 "id":
4 "type":
5 1
6 i
T "id":
8 "type":
1
& {
11 "id":
12 "type":
13 1
4- {
- "id":
6 "type":
7 1
fo t
"id":
2 "type":
2 1
22~ {
23 "1d":
24 "type":
25 IR
26~ {
27 "id":
28 "type":
2 1
< {
31 "id":
32 "type":
33 }

il

"urn:ngsi-ld:Field:oe01",

"Field"

"urn:ngsi-ld:Field:002",

"Field"

"urn:ngsi-ld:Field:0e83",

"Field"

"urn:ngsi-ld:Crop:061",

"Crop"

"urn:ngsi-ld:Crop:@o2",

"Crop"

"urn:ngsi-ld:Crop: 663",

"Crop”

"urn:ngsi-ld:Well:eo1",

"Well"

"urn:ngsi-ld:Tank:@01",

"Tank"

Figure4.13 Query for All Entities Associatedth the Farm Entity

http://localhost:1026/v2/entities/?q=refFarm==urn:ngsi-

farmOne

rerams m SLIVQ .

mQ

It wasthen concluded that tlessociation and alteration of entitissvorking.

4.2 .3.3Entities

Although it was already proved lilye previous test that modifying entities is working a

Modification

new test is performed.

For t hi

created

fi3_use case_entitiamodification (1) vl1.sb

s test

3auses dase |ehtities madificptigh) vislne d wé s
to modify a single attribute of an entity,

t o

modi fy

and a script

sever al

which in in this test is the borehole entity, that was creapestifically for this. The

contents of the scripts aawailable in Annex K
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Figure 4.14shows theBorehole entity before chgaswere made

Params Send v Save ¥

GET ~

KEY

http://localhost:1026/v2/entities/urn:ngsi-ld:Borehole:001?options=keyValues

Headers (1)

fiware-service

Body

Pretty

3
2 D AD GO~ O LN s L D e

=
L P

]
-~

4

4

—

JSON  + =

"id": "urn:ngsi-ld:Borehole:@e1",
"type": "Borehole",
"depth": "20",
"location": {
"type": "Point",
"coordinates": [
47,7489,
-10.1534
]

B
"name": "Borehole One"

VALUE

farmCne

DESCRIPTION

Status

200 OK

Figure4.14 Borehole Entity Key Values Before Changes

Figure 4.15hows the output of the execution of the first script

sh

Bulk Edit

Time: 5 ms

Fresets
Size: 337 B
m Q

:~/Desktop/IoT-over-MQTT_v4# ./3_use_case_entities_modification_\(1\)_v1.

HTTP/1.1 284 No Content
Connection: Keep-Alive
Content-Length: ©

Fiware-Correlator:

55b82226-aae7-11e8-b95a-0242ac1300085

Date: Tue, 28 Aug 2018 17:25:18 GMT

Figure4.15 Output d the Command That Modified an Entity (1)

Figure 4.16shows that the depth attribute was altered from 20 to 25 as expected.

Params Send A Save ~

http://localhost:1026/v2/entities/urn:ngsi-ld:Borehole:0017options=keyValues

GET ~
Headers (1)
KEY VALUE
fiware-service farmOne

JSON =

"id": "urn:ngsi-ld:Borehole:@e1",

"type": "Borehole",
"depth": 25,
"location": {
"type": "Point",
"coordinates": [
47,7489,
-10.1534

1.
"name": "Borehole One"

DESCRIPTION

Status:

200 OK

Bulk Edit

Time: 9ms

Figure4.16 Borehole Entity Key Values After Changes (First Script)

es Code

Fresets

Size: 335 B

m Q
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Figure 4.17/hows the output of the execution of the second script

# ./3 use case entities modification \(2\) vi.
sh
HTTP/1.1 284 No Content
Connection: Keep-Alive
Content-Length: @
Fiware-Correlator: edf@3ace-aae7-11e8-b08d-0242ac130005
Date: Tue, 28 Aug 2018 17:29:34 GMT

Figure4.17 Output of the Command That Modified an Entity (2)

Figure 4.1&hows that the depth attribute was altered from 25 to 30 and the nameaettri
from fABor ehiopBerehO@east expected.

GET ~ http://localhost:1026/v2/fentities/urn:ngsi-ld:Borehole:001?options=keyValues Params m Save ¥

Headers (1)
KEY VALUE DESCRIPTION ***  BulkEd Presets -
fiware-service farmOne
Body 1 Tim T B
Pretty JSON w = m Q

2 "id": "urn:ngsi-ld:Borehole:@e1",
3 "type": "Borehole",
4 "depth": "308",
5+ "location": {
"type": "Point",
- "coordinates": [
47.7489,
-10.1534
]

12 "name": "Top Borehole"

Figure4.18 Borehole Entity Key Values After Changes (Second Script)

Therefore, iwasconcluded that thenodification of entities isvorking.

4.2.3.4Entities Removal

For this testt wo s hel | s4c use_gasesentities_remal@) fil.sko and
f4_use_case_entities_remoy@) vli.slkbo, wer e c therantoeabof an entity e s t
attribute and the removal of an entity. The contents of the scripgsaitable in Annex

L.
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Figure 4.1%hows the output of the execution of the first script.

:~/Desktop/IoT-over-MQTT_v4# ./4 _use_case_entities_removal_\(1\)_vi.sh
HTTP/1.1 204 No Content
Connection: Keep-Alive
Content-Length: @
Fiware-Correlator: 156e823a-aae9-11e8-9323-0242ac130005
Date: Tue, 28 Aug 2018 17:37:49 GMT

Figure4.19 Output of the Command That Removed an Entity Attribute

Figure 4.20shows that the depth attribute wasioved as expected.

GET - http://localhost:1026/v2/entities/urn:ngsi-ld:Borehole:0017options=keyValues Params Save ¥

Headers (1) Cookies Code
KEY VALUE DESCRIPTION ***  Bulk Edit = Presets v
fiware-service farmOne
Body ( Status: 200 OK i T 5 4B
Pretty JSON v 5 W Q
b i
2 "id": "urn:ngsi-ld:Borehole:@e1",
3 "type": "Borehole",
4- "location": {
5 "type": "Point",
6~ "coordinates": [
7 47.7489,
8 -10.1534
q

]

"name": "Top Borehole"

Figure4.20 Borehole Entity Key Values After Removal of an Attribute (First Script)

Figure 4.21shows the output of the execution of the second script.

:~/Desktop/TIoT-over-MQTT_va# ./4 use case entities removal \(2\) vi.sh
HTTP/1.1 204 No Content
Connection: Keep-Alive
Content-Length: @
Fiware-Correlator: 72e78ee8-aae9-11e8-8953-0242ac130005
Date: Tue, 28 Aug 2018 17:40:26 GMT

Figure4.21 Output of the Command That Removed an Entity (1)
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Figure 422 shows that the entity was deleted as expected, as an error was returned.

GET ~ http://localhost:1026/v2/entities/urn:ngsi-ld:Borehole:001 7options=keyValues Params m Save ¥

Headers (1)
KEY VALUE DESCRIPTION *er Bulkk Prese A

fiware-service farmOne

Pretty JSON ¥ = m Q

2 "error": "NotFound",
3 "description": "The reguested entity has not been found. Check type and id"

Figure4.22 A Query fothe Borehdd 9y G A& wSOdmgra || ab20 C2dzyRéE

Therefore, it wagsoncluded that theemoval of attributes and entitia&asworking.

4.2.4Mosquitto MQTT Broker Health Check

To test if the Mosquitto MQTT Broker is working properly, a pair of dummy MQTT
publisher/subsdver are used. The subscriber is configured to receive all messages
independently of the topic sent by the publisher. If everything is working well as intended,

then the subscriber will receive all messages.

The publisher and subscriber are used as DdCketainers and the Mosquitto MQTT

Broker was already created when the system was initiated.

The subscribefFigure 423) is initiated and stays waiting for messages.

:~# docker run -it --rm --name mqtt-subscriber --network fiware_default
efrecon/mgtt-client sub -h 172.17.8.1 -t "/#"

Figure4.23 Creation of the MQTT Subgat

Then using a publish€Figure 4.24 a message is sent.

:~# docker run -it --rm --name mgtt-publisher --network fiware_default
efrecon/mgtt-client pub -h 172.17.8.1 -m "HELLO WORLD" -t "/test"
i~

Figure4.24 Creation of the MQTT Publisher and Sending of a Message
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The message is received by the subscr{Béyure 425) proving that the Biker is

working well.

:~# docker run -it --rm --name mgtt-subscriber  --network fiware default
efrecon/mgtt-client sub -h 172.17.0.1 -t "/#"
HELLO WORLD

Figure4.25Message Received by the MQTT Publisher

4.2.510T Devices Management

The following tests serve to verify that is possible to mamaf®evices and associated
services as it iexpected.Like before cURL will be used to send information and
Postman will be used to visualize data. Through Compass it will be also possible visualize

data written in the database

The data here created is based on the use case.

4.2.5.1Service Group Provsioning

For this use case fodfiware-servicepathdwhere created to differentiate between arrays

of devices, t wo paths for t Hseenfsioerlsdo ;A adcetvuia
pat h: J/@c¢ tf uatd adrAs 0) and t wo pat hos pdatho r t he
A/ tlaemrksor so; act/aat watsomsad)h.: THderaemftkor e, it
four corresponding service groups, each with a different API key otherwise an error will

be returned. For this and the following tests a diffefifiwiare-servic@was used to easily

observe what is created during the 10T devicesipet

To provision the service groups in one go, a shell scrip named

f5_use_case_service_groups.shwas cr eat ed, avaldble smmdnnexdInt ent s
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The autput of thescript execution(Figure 4.2% indicates that the service groups were

created successfully.

:~/Desktop/IoT-over-MQTT_v4# ./5 use case service groups.sh
HTTP/1.1 201 Created
X-Powered-By: Express
Fiware-Correlator: 5200a209-e633-499a-8748-9307dd4dab40
Content-Type: application/json; charset=utf-8
Content-Length: 2
ETag: W/"2-vyGp6PvFo4RvsFtPoIWeCReyIC8"
Date: Tue, 28 Aug 2018 19:22:17 GMT
Connection: keep-alive

{JHTTP/1.1 201 Created

X-Powered-By: Express

Fiware-Correlator: c112569c-6e6a-4d38-b5d6-c2a37beb0227
Content-Type: application/json; charset=utf-8
Content-Length: 2

ETag: W/"2-vyGp6PvFo4RvsFtPoIWeCReyIC8"

Date: Tue, 28 Aug 2018 19:22:17 GMT

Connection: keep-alive

{IHTTP/1.1 201 Created

X-Powered-By: Express

Fiware-Correlator: 1a42d52c-8b2c-4fb3-9586-7falac@eashe
Content-Type: application/json; charset=utf-8
Content-Length: 2

ETag: W/"2-vyGp6PvFo4RvsFtPoIleCReyIC8"

Date: Tue, 28 Aug 2018 19:22:17 GMT

Connection: keep-alive

{JHTTP/1.1 201 Created

X-Powered-By: Express

Fiware-Correlator: f24fa24d-b42f-43f2-94ee-81a3d0e8as5e9
Content-Type: application/json; charset=utf-8
Content-Length: 2

ETag: W/"2-vyGp6PvFo4RvsFtPoIWeCReyICB8"

Date: Tue, 28 Aug 2018 19:22:17 GMT

Connection: keep-alive

{} :~[/Desktop/IoT-over-MQTT_va# I

Figure4.26 Output of the Commands That Created the Service Groups
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In Figure 4.27it is possible to obsee the createdservice groups in the database

associated to the loT Agent.

MongoDB Compass Community - localhost:27017/iotagentul.groups

Connect View Collection Help

#& My Cluster 1 localhost:27017 | STANDALONE MongoDB 3.6.7 Community
C s TOTAL SIZE AVG. SIZE /G. SIZE
DOCUMENTS 4 7048 176B KB
Q .
iotagentul.groups

EGT
Documents
config

—
¢ iotagentul { field: 'value' } » OPTIONS m 2

groups ) ’
VIEW| = LUST [ TABLE Displaying documents 1 -4of4 < > €

local _id: objectId("5ba5ae0e07866200801b6ddas")
subservice: "/fielda/sensors"

orion service: "openiot”

: type: "Thing"

orion-farmone apikey: "4jggokgpepnvsbhzuvas4edsoa”

resource: ""
» staticAttributes: Array

_wv:@

_id: objectId("5b85acesTE66200001b6ddaa" )
subservice: "/fielda/actuators’

service: "openiot"”

type: "Thing"

apikey: "4jggokgpepnvsb2uv4s4edsob”
resource: ""

» staticAttributes: Array
_wv:a@

_id: objectId("5ba5acesTE66200001b6ddaa" )
subservice: "/tank/sensors"
service: "openiot"”
type: "Thing"
apikey: "4jggokgpepnvsbzuvds4edsoc”
resource: ""
staticAttributes: Array
Vi@

_id: objectId("5ba5aces7E66200001b6ddab" )
subservice: "/tank/actuators"

service: "openiot"”

type: "Thing"

apikey: "4jggokgpepnvsbzuvds4edsad”
resource: ""

taticattrihutes: Arraw

Figure4.27 Service Groups Created

It wasthen concluded that the provisioning of service groups is working as expected.

4.2.5.2SensorsProvisioning

As mentioned at the beginning of this chapter, a total of five 10T Devices are used, three
on field A (a weather station, an eattbmidity sensor and a valve) and two on the tank
(a water level sensor and a valve). In this test the sensom@vision in order for the
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system to be able to map the receiving data into the right context entities and therefore be

able to know what is the received data. In the next test, the actuatpreaseon

To provision the sensors in one go, a shellcrips named
fi Buse_casesensorsprovisioningsikb was cr eat ed, awdilable @& cont er

Annex N

The autput of the script executiofFigure 4.28 indicates that the provisioning of the
sensors was done successfully. It is also possible to observe west possible to make

an association of the eattilumidity sensor to an apple tree even though an entity for said
tree was not created, proving that there is no data integrity in a MongoDB database.

B # ./6_use_case_sensors_provisioning.sh
HTTP/1.1 201 Created

X-Powered-By: Express

Fiware-Correlator: e0486ad7-884c-497f-a75d-c80f7e655b24

Content-Type: application/json; charset=utf-8

Content-Length: 2

ETag: W/"2-vyGp6PvFo4RvsFtPoIWeCReyIC8"

Date: Tue, 28 Aug 2018 19:52:42 GMT

Connection: keep-alive

{}JHTTP/1.1 201 Created

X-Powered-By: Express

Fiware-Correlator: 6cea9ee3-aecc-4414-94a4-61d6dde5efo4
Content-Type: application/json; charset=utf-8
Content-Length: 2

ETag: W/"2-vyGp6PvFo4RvsFtPoIWeCReyIC8"

Date: Tue, 28 Aug 2018 19:52:42 GMT

Connection: keep-alive

{}HTTP/1.1 201 Created

X-Powered-By: Express

Fiware-Correlator: c8a4b729-0746-4070-a%be-4aa7a5c6b751
Content-Type: application/json; charset=utf-8
Content-Length: 2

ETag: W/"2-vyGp6PvFo4RvsFtPoIWeCReyIC8"

Date: Tue, 28 Aug 2018 19:52:42 GMT

Connection: keep-alive

{1 3 #

Figure4.28 Output of the Commands That Provisioned the Sensors

96



In Figure 4.29s observed that in the database managed by the 10T Agent a new directory
for devices was created, amdFigure 4.30that a new Orion database for tfifevare-

servic® usedin this test was also created, which contains the devices entities. This are
the entities that are queried when it is necessary to obtain information, and not the devices

in the IoT Agent.

MongoDB Compass Community - localhost:27017fiotagentul.devices

Connect View on Help
@& My Cluster 4 localhost:27017 | STANDALONE MongoDB 3.6.7 Community
cr TOTAL SIZE  AVG. S
DOCUMENTS 1.8KB 6218 INDEXES 1
Q . ;
iotagentul.devices
admin
Documents

config

b ——
v iotagentul { field: 'value' } » OPTIONS m 9

devices
VIEW| = LUST EE TABLE Displaying documents 1-30f3 < > €

_id: objectId("5h85a8087865200001b6ddac™)
transport: "MQTT"

local protocol: "PDI-IoTA-Ultralight'
internalTd: null

groups

orion subservice: "/fielda/sensors"
_ : service: " iat"
orion-farmone name: "ur 1d:Weather: 001

type: "Weathe
id: "weathereol"
creationDate: 2018-08-28 20:52:41.0976
« subscriptions: Array
. staticAttributes: Array
w~8:0bject
value: "urn:ngsi-1d:Field:@81"
type: "Relationship”
name: "refrField"

~  orion-openiot

entities

~1:0bject
value: "48.3982, -3.758"
type: "g point"

name: "location’
wactive: Array

w~8:0bject

type: "percentage”

name: "humidity"

object_id: "h"
~1:0bject

type: "degreess"

name: "temperature"

object_id: "c"
w~2:0bject

type: "degrees"

name: "heatIndex"

object_id: "i"

v:@

_id: objectId("5h85a80aT7B66200001b6ddad™)
transport: "MQTT"
d1:"poT T

o To uliroldight!

Figure4.29 Provisioned Sensors in the 10T Agent
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MongoDB Compass Community - localhost:27017 forion-openiot.entities
Connect View Collection Help

#& My Cluster 1 localhost:27017 | STANDALONE MongoDB 3.6.7 Community

c 7 ot

TOTAL SIZ AVG z T
DOCUMENTS 3 2.7KB 930B INDEXES 2

orion-openiot.entities

Q

admin
Documents
config

b ———
~ iotagentul { field: 'value' } » OPTIONS m kol

devices
VIEW | i= LIST [ TABLE Displaying documents1-30f3 ¢ » C

w _id: object

id: "urn:ngsd-1ld:Weather:@e1"
local type: "Weather”

servicePath: "/fielda/sensors"
w attrNames: Array

@: "humidicy"”

groups

orion
orion-farmone

* orion-openiot

1:
2:
3"

4: "location"
5: "TimeInstant'
w~attrs: object
« humidity: object
type: "percentage”
creDate: 1535485061
modDate: 1535485961
value: " "
- mdNames : Array
« temperature: object
type: "degrees"
creDate: 1535485061
modDate: 1535485961
value: " "
- mdNames : Array
« heatIndex: Object
type: "degrees"
creDate: 1535485061
modDate: 1535485961
value: " "
~ mdNames : Array
« refField: Object
type: "Relationship”
creDate: 1535485061
modDate; 1535485961
value: "urn:ngsi-1d:Field:@e1"
~ MdNames : Array
« location: Object
type: "geo:point"
creDate: 1535485061

modhotrg: 1= 008

entities

Figure4.30 Provisioned Sensors Entities in Orion

4.2.5.3Actuators Provisioning

In this test the actuators are provision in order for the system to be able to map the
receivingdata into the right context entities and therefore be able to know what is the

received data, and also to know which commands are accepted by the actuators.

To provi sion t he actuators i nuseccase  go,
actuatorsprovisioningsho was created, whose contents available in Annex O
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The aitput of the script executigriFigure 4.31 indicates that the provisioning of the

actuators was done successfully.

:~/Desktop/IoT-over-MQTT_v4# ./7_use_case_actuators_provisioning.sh
HTTP/1.1 201 Created
X-Powered-By: Express
Fiware-Correlator: 53747868-5adf-4f21-895b-8d2ae71b6491
Content-Type: application/json; charset=utf-8
Content-Length: 2
ETag: W/"2-vyGp6PvFo4RvsFtPoIWeCReyIC8"
Date: Tue, 28 Aug 2018 20:09:50 GMT
Connection: keep-alive

{JHTTP/1.1 201 Created

X-Powered-By: Express

Fiware-Correlator: 333b8746-a7c3-4cb6-9fc8-712251e6blcc
Content-Type: application/json; charset=utf-8
Content-Length: 2

ETag: W/"2-vyGp6PvFo4RvsFtPoIWeCReyIC8"

Date: Tue, 28 Aug 2018 20:09:50 GMT

Connection: keep-alive

Figure4.31 Output of the Commands That Provisioned the Actuators
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In Figure 4.32s observed that the actuators were added to the IoT Agent database and
that, in Figure 4.33he corresponding entities were also created in the Orion database. It
Is also observedn Figure 4.34that a new directory was created in the Orion database
thatcontains information about the actuators commands.

MongoDB Compass Community - localhost:27017/iotagentul.devices

Connect View Co on  Help
@& My Cluster 4 localhost:27017 | STANDALONE MongoDB 3.6.7 Community
c 7 TOTAL SIZE & OTAL

pocumenTs O 3.1KB moexes 1 22
Q . .

iotagentul.devices
admin
Documents

config

TEGERI { field: 'walue' } » OPTIONS m D2

devices
VIEW| i= LIST [ TABLE Displaying documents 1 -50f5 ¢ » C

groups

_id: objectId("5b85acoe7B66200001b6ddat")
local transport: "MQTT"

protocol: "PDI-IoTA-Ultralight'
orion internalXld: null

registrationId: "Sb8Sacne3ad432f1190d75eac”

orion-farmone

orion-openiot

entities

id: "va 1"

Tt creationDate: 2618-88-28 21:00:58.602
registrations

«~ subscriptions: Array
« staticAttributes: Array
w8 0bject
value: "urn:ngsi-1d:Field:@e1”
type: "Relationship”
name: "refField’
~1: object
value: "urn:ngsi-1ld:AppleTree:@e1"
type: "Relati ip"
name: "refappleTree”

«2: 0bject
value: "48.3982, -3.759"
type: " point"

name: "location’
« commands : Array

w8 0bject
object_id: "open"
type: "command"
name: "open”

«1:0bject
object_id: "close”
type: "command”
name: "close’

v:a

_id: objectId({"5b85ac@e7866200001b6ddba")

Figure4.32 Provisioned Actuators in the 0T Agent

100



admin

config
iotagentul

lo

orion
orion-farmone
orion-openiot
entities

registrations

MongoDB Compass Community - localhost:27017forion-openiot.entities

w

1| localhost:27017 | STANDALOME

DOCUMENTS 5
orion-openiot.entities

Documents

[ field: 'value'

INSERT DOCUMENT RUISVAEE—NNE )

w _id: object

id: "urn:ngsi
type: "valve'

e

T

E TABLE

-1d:valve:ee1"

servicePath: "/fielda/actuators”

~ attrNames: Array

a: "refField”

1: "refAppleTree”
2: "location”

3: "open_status'
4; "open_info"

5: "close_status”
3 infa"

imeInstant"

~attrs: Object

refField: object
type: "Relationship”
creDate:! 1535486000
modDate; 1535486000

value: "urn:ngsi-1d:Field:g21"

-« mdNames: Array

refAappleTree: Object
type: "Relationship”
creDate: 1535486900
modDate: 1535486000

MongoDB 3.6.7 Community

WG. SIZE
1.0KB INDEXES 2

» OPTIONS m 9

Displaying documents 1 -50f 5 ¢

value: "urn:ngsi-1d:AppleTree:aol"

« mdNames : Array
location: object
type: o:point”
creDate: 1535486000
modDate: 1535486000
value: '
~ mdNames: Array
open_status: object
type: "commandStatus’
creDate: 1535486000
modDate: 1535486000
value: "UNKNDWN"
~ mdNames: Array
open_info: Object

48.392, -3.759"

?

c

Figure4.33 Provisioned Actuators Entities in Orion
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MongoDB Compass Community - localhost:27017 forion-openiot.registrations
Connect View Cc ion Help
#& My Cluster 4 localhost:27017 | STANDALONE MongoDB 3.6.7 Community

c 7

TOTAL SIZE
DOCUMENTS 2 INDEXES 1 |
Q . . . . |
orion-openiot.registrations
> admin
Documents
config
iotagentul { field: 'value' } » OPTIONS m D
local
_ (NEIE oINSl VIEW | = LIST | BB TABLE Displaying documents1-20f2 ¢ > € |
orion
orion-farmone _id: objectId("s5ba85acee3a43271190d75eac")
: : expiration: 8078000
~ orion-openiot servicePath: "/fieldAa/actuators” |

format: "J150N"

entities . contextRegistration: Array |
. . ~@8:0bject
registrations entities: Array
~8:0bject

id: "urn:ngsi-1ld:valve:oe1"
type: "valve"
~ attrs: Array
~@:0bject
name: "open”
type: "command"”
ispomain: "false”
~1:0bject
name: "close'
type: "command”
ispomain: "false”
providingApplicati..: "http://iot-agent:4@41"

_did: ObjectId("5b85ac@e3a432f1100d75ead")
expiration: 1538073000
servicePath: "/tank/actuators”
format: "J50N"
» contextRegistration: Array

Figure4.34 Directory with the Actuators Commands

Therefore, it wasoncluded that the provisioning of sensors and actuators isngorki
properly.

4.2.5.4Enabling Context Broker Commands

Although the actuators commands are already registered in the Orion database, it is
necessary to inform the Orion Context Broker that the commands are available. For that
a scr i p&usa caseecedabléd corands.sh wa s and whase eodtents are
available in Annex P
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The autput of the script executidirigure 4.3%indicates that the commands were enabled

successfully.

:~/Desktop/IoT-over-MOTT_v4# ./8 use case_enable commands.sh
HTTP/1.1 201 Created
Connection: Keep-Alive
Content-Length: ©
Location: /v2/registrations/5b85aed13a432f1199d75eae
Fiware-Correlator: f72d6036-aaff-11e8-8669-0242ac130005
Date: Tue, 28 Aug 2018 20:21:37 GMT

HTTP/1.1 281 Created

Connection: Keep-Alive

Content-Length: @

Location: fv2/registrations/5b85aed13a432f1199d75eaf
Fiware-Correlator: f7308ec6-aaff-11e8-920a-08242ac136005
Date: Tue. 28 Aua 2018 20:21:37 GMT

Figure4.35 Output of the CommandBhatEnabled the Context Broker Commands for the Actuators

In Figure 4.3ds observed that the commands were added to Orion database.

MongoDB Compass Community - localhost:27017/orion-openiot.registrations

Connect View Co ion Help

# My Cluster 4 localhost:27017 | STANDALONE MongoDB 3.6.7 Community

c 7

Q

DOCUMENTS 4

orion-openiot.registrations
admin

Documents

config

iotagentul { field: "value' } » OPTIONS m D

local
\-'IEW I= LIST | EE TABLE Displaying documents1-40fd4 ¢ > € |

10 UDTECT IO " S0ESACYESAS S TITYY0 SEan™]
expiration: 1538075096

servicePath: "/tank/actuators”

format: "JS0M"

contextRegistration: Array

orion
orion-farmone

orion-openiot

entities
registrations
_id: ObjectId("5bha85aed13a43271198d75eae")
description: "valve Commands"
expiration: 02233720368547758087
servicePath: "/fielda/actuators”
«~ contextRegistration: Array
~@: 0bject
~entities: Array
~ @: 0bject
id: "urn:ngsi-1d:valwve:@el"
type: "valve'
« ATTrs: Array
~ @: 0bject
name : "open”
type: """
ispomain: "false”
«~1:0bject
name: "close'
type: """
ispomain: "false” |
providingApplicati. : "http://orion: 1026/ v1"
format: "JS0M"

_dd: objectIid("sba5aedlza432f1198d75eaf")

Figure4.36 Commands Enabled in Orion

It wasconcluded that the commds activation is working as expected.
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4.2.610T Devices

The following tests serve tmainly verify if the used sensors and microcontrollers are

working properly (actuators are simulated).

4.2.6.1Test of DHT22 Sensor

To test if the DHT22 air temperature and humigiysor is working properly it was used
an already existing Arduino librafffigure 4.37to process the sensor data and print it to
the Arduino serial monitor.

o)

Tipo | Instalado + | Topico | Todos w | |dht

DHT sensor library by Adafruit Vers3o 1.2.0 INSTALLED
Arduino library for DHT11, DHT22, etc Temp & Humidity Sensors Arduino library for DHT11, DHT22, etc Temp & Humidity Sensors

More info

Figure4.37 Arduino Library Used for the DHT3ensor

In the Figure 4.38an be observed the electrisehematics for connecting the sensor to

the NodeMcu ESP8266 Devkit v1.0 board.

100043a
10SUBS ZZ1HQ

efleflefoflelofelo)

Figure4.38 Electrical Schematics for Connecting the DHT22 Sem#toe NodeMcu ESP8266 Devkit v1.0
Board
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Figure 4.3%hows theexperimentaimontage of the circuit.

LEB6IO0TLINS
COCINY gHIVSY

& - Bl
2 | - - [ (e
208 1W0S GHO BOS N1 OND goc N3 LSY ONQ VIn j

. & B A R AR RN

Figure4.39 DHT22Sensor NodeMcu Circuit Montage

Themde upl oaded t o espB266damp bumdest(i fnidua)labieanme
Annex Q which outputs the obtained data from the sensor (Figure 4.40).

€ comd - O X

Enviar

T T
Humidity: €5.80% Temperature: 28.30*C Heat index: 30.66*C
Humidity: €3.60% Temperature: 28.30%C Heat index: 30.36%C
Humidity: €4.30% Temperature: 28.30*C Heat index: 30.45*C
Humidity: €1.20% Temperature: 28.20%C Heat index: 28.80%C
Humidity: €1.00% Temperature: 28.20%*C Heat index: 29.87*C
Humidity: €0.80% Temperature: 28.10%C Heat index: 29,60%C
Humidity: €0.70% Temperature: 28.10%C Heat index: 20.68%C
Humidity: €0.70% Temperature: 28.10*C Heat index: 29.68*C
Humidity: €0.60% Temperature: 28.10*C Heat index: 29.67*C
Humidity: €62.60% Temperature: 28.10%C Heat index: 20.090%C
Humidity: 72.40% Temperature: 28.10*C Heat index: 31.20*%C
Humidity: 77.50% Temperature: 28.10*C Heat index: 31.96*C
Humidity: 80.70% Temperature: 28.20%C Heat index: 32.72%C
Humidity: 83.00% Temperature: 28.20*C Heat index: 33.11*C
Humidity: 84.90% Temperature: 28.30%C Heat index: 33.74+%C
Humidity: 85.80% Temperature: 28.30%*C Heat index: 33.94%C
Humidity: 86.30% Temperature: 28.30*C Heat index: 34.06*C
Humidity: 86.40% Temperature: 28.40%C Heat index: 34.38%C
Humidity: 79.70% Temperature: 28.40%C Heat index: 33.07*C
Humidity: 80.50% Temperature: 28.40*C Heat index: 33.21*C
Humidity: 84.80% Temperature: 28.40%C Heat index: 34.01%C
Humidity: 82.50% Temperature: 28.50*C Heat index: 33.86*C v

[ Avango automatico de linha Sem final de linha ~ | |9600 baud

Figure4.40 Obtained Data from the DHT22 Sensor
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4.2.6.2Test of Ultrasonic Sensor

This sensor requiresVsto work however the board is only capable of supplying 3.3V,
however, since the board is being powered through the USB port it is possible to draw

5V from the Vin pin to power the sensor.

In theFigure 4.41can be observed the electrisehematics forannecting the sensor to
the NodeMcu ESP8266 Devkit v1.0 board.

HHHHHHHY
AAARAAARA*®

Figure4.41 Electrical Schematics for Connecting the Ultrasonic Sensor to the NodeMcu ESP8266 Devkit
v1.0 Board

Figure 4.42hows the rantageof the circuit.

Figured.42 UltrasonicSensor NodeMcu Circuit Montage
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To test the sensor, it was used an already made example avil#idemanufacturer
website [7(, that had to be adapted to work kwithe board as it was originally for

Arduino.Theomde wupl oaded t o ¢sp3266 blwasonid tedi fni®loe
available in Annex R

Figure 4.43hows the output of thebtained data from the sensor.

)
|
O

Enviar

51 = 2Bcm
51 = 22cm
51 = 24cm
51 = 27cm

51 = 39cm
51 = 4lcm

51 = 40cm
51 = lelcm
51 = lelcm
51 = lélcm
51 = lelcm
51 = lelcm
51 = lelcm v

[ Avanco automético de linha Sem final de linha ~ | 9800 baud

Figure4.43 Obtained Data from the Ultrasonic Sensor

4.2.6.3Test of Earth-Humidity Sensor

The Figure 4.44shows the electricabchematics for connecting the sensor to the
NodeMcu ESP8266 Devkit v1.0 board.

)

A

ET'm

AAARRARAR*®

@ ON9 EAE nd EC 20 14

efefefofofofe]e)

1
I
I
14'.
I
>

Figure4.44 Electrical Schematics for Connecting the Ebttimidity Sensor to the NodeMcu ESP8266
Devkit v1.0 Board
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Figure 4.45 and Figure 4.4Biow the mntage of the circuit.

Figure4.45 EarthHumidity Sasor + NodeMcu Circuit Montage (1)

Figure4.46 EarthHumidity Sensor + NodeMcu Circuit Montage (2)

To test the sensor, it was used an already made example avil#idemanufacturer
website [7], thathad to be adapted to display better information, such as humidity in
percentage. Both operation modes of the sensor, digital and analogic, were tested however

only the analogic mode is useful for the use case as displays the values of the soil
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